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Running Order

10:00 Introduction by Sarah Harrison, WikiLeaks Journalist
10:10 10 year video
10:15 Sarah Harrison on history, propaganda attacks, lessons learnt

10:30 John Goetz, German based investigative journalist, and Stefania Maurizi, Investigative
journalist for L'Espresso, Italy, on publication model and partnerships

10:40 Assassinate Assange video
10:43 Melinda Taylor, Lawyer for Julian Assange, on legal threats and status
10:55 UN Press Conference video

11:00 Julian Assange, Founder and Publisher of WikiLeaks

11:10 Questions from press

11:30 End



The Top 10 Greatest Hits of WikiL eaks
10 Years — 10 Million Documents

The Guantanamo Files exposed systematic and routine violations of the Geneva Conventions and
abuse of 800 prisoners as young as 14 and as old as 89 at Guantanamo Bay.

The Iraq and Afghanistan War Logs showed the true number of civilian deaths in Iraq and is the
most detailed record of war to date. It detailed the abuse and torture of prisoners by police and
military in full knowledge of coalition forces.

The Minton Report detailed how Dutch multinational company Trafigura had dumped toxic waste
in the Ivory Coast affecting 108,000 people. The report had been suppressed through a super
injunction that the Guardian and the BBC obeyed, but WikiLeaks exposed.

The Collateral Murder this classified US military video of a helicopter gunship slaying eighteen
people in the Iragi suburb of New Baghdad, including two Reuters journalists and their rescuers,
documents a war crime.

PLUSD The Public Library of US Diplomacy is a growing collection of 3,326,538 diplomatic
cables from 274 consulates and embassies spanning the period 1966 to 2010. PLUSD documents
fifty years of United States diplomatic relations across the globe, its activities, its component
corporations, its allies and its enemies. The collection has vastly expanded since the initial
publication of Cablegate in 2010.

The Syria Files provided extraordinary insight into the Assad regime over the period August 2006
to March 2012, through over two million emails from 680 Syrian political figures, ministries and
associated companies and the regime's international security contracts.

The Global Intelligence Files revealed the inner workings of the private intelligence firm Stratfor
that services the US government and large corporations such as Bhopal's Dow Chemical Co.,
Lockheed Martin, Northrop Grumman, Raytheon and government agencies, including the US
Department of Homeland Security, the US Marines and the US Defence Intelligence Agency.

TPP, TTIP & TISA, aka the 'Big 3Ts', are major trade agreements being drafted and negotiated in
secret without proper democratic oversight. WikiLeaks has provided multiple draft chapters and
negotiating positions to the public, which have fueled social justice and fair trade movements
throughout the world. The Trans Pacific Partnership Agreement (TPP) and Transatlantic Trade and
Investment Partnership are now stalled. The lesser known Trade in Services Agreement (TiSA)
between US, EU and 22 other countries accounts for two thirds of global GDP has been classified to
keep it secret not just during the negotiations but for five years after the TiSA enters into force.

The NSA World Leaders Targets are the most highly classified documents ever published by a
media organisation. The documents revealed interceptions of NSA targets, including UN Secretary
General Ban Ki-Moon's meetings with Heads of State, Prime Ministers Berlusconi and Netanyahu,
President Hollande, the Japanese cabinet, and US economic espionage in Japan, France and Brazil,
its singling out for interception of the UN High Commissioner for Refugees (UNHCR) and the
Director of the Rules Division of the World Trade Organisation (WTQO) among others.

The Democratic National Committee IL.eaks consist of 19,252 emails and 8,034 attachments from
the US Democratic National Party leadership, which resulted in the resignation of five top officials
who had stacked the chips against one of the two Democratic candidates, Bernie Sanders, to favour
Hillary Clinton by pressuring media outlets such as CNN, MSNBC, and black PR methods.


https://wikileaks.org/gitmo/
https://wikileaks.org/dnc-emails/
https://wikileaks.org/dnc-emails/
https://wikileaks.org/dnc-emails/
https://wikileaks.org/nsa-201602/
https://wikileaks.org/tisa/
https://search.wikileaks.org/gifiles/
https://search.wikileaks.org/gifiles/
https://search.wikileaks.org/syria-files/
https://collateralmurder.wikileaks.org/
https://wikileaks.org/wiki/Minton_report:_Trafigura_toxic_dumping_along_the_Ivory_Coast_broke_EU_regulations,_14_Sep_2006
https://wardiaries.wikileaks.org/
https://wardiaries.wikileaks.org/
https://wardiaries.wikileaks.org/

WikiLeaks Top 10 Greatest Hits about Germany
10 Years — 10 Million Documents

8 July 2015 — NSA intercepts of German Chancellor Angela Merkel: The US Ambassador was
summoned by Chancellor Merkel's Chief of Staff after WikiLeaks published NSA selector lists that

include the phone numbers of Angela Merkel’s chancellery, her top officials, aides, chief of staff,
even her fax machine. The intercepts show that the most senior levels of the US Executive were
closely monitoring Chancellor Merkel's plans on how to respond to the international financial crisis
and the Eurozone bank bailout. Her private views about Obama's engagement with Iran were also
intercepted as she spoke to the United Arab Emirates Crown Prince Shaykh Muhammad bin Zayid
al-Nuhayyan.

20 July 2015 — NSA intercepts of German Foreign Minister Frank-Walter Steinmeier:
WikiLeaks published evidence of National Security Agency (NSA) spying on German Foreign

Minister Frank-Walter Steinmeier along with a list of 20 target selectors for the Foreign Ministry.
The list shows that the NSA spying on the Foreign Ministry extends to the pre-9/11 era, including
numbers for offices in Bonn and the targeting Joschka Fischer, Vice Chancellor and Foreign
Minister from 1998 to 2005.

12 May 2015 — Bundestag Inquiry into BND and NSA: While some sessions were public in the
German Parliamentary inquiry into NSA activities in Germany, transcripts were withheld, recording
devices banned and reporters intrusively watched by police. WikiLeaks provided 1,380 pages of
transcripts from the unclassified sessions, covering 34 witnesses — including 13 concealed witnesses
from Germany's foreign intelligence agency, the Bundesnachrichtendienst (BND). Several
important scandals emerged from the witness testimony published by WikiLeaks, and the absence
of a full public record was shown to have led to witnesses abusing the inquiry process.

25 April 2011 — German born man imprisoned for 5 years in Guantanamo Bay: When
WikiLeaks released The Gitmo Files, dossiers on 800 prisoners who had passed through the

Guantanamo Bay prison camp in Cuba, it was revealed that German-born Murat Kurnaz, a Turkish
national had been categorized as a member of al-Qaida's global terrorism network despite never
visiting a terrorist camp nor harboring any ties to al-Qaida. He was released after 5 years in 2006.

10 December 2010 — "FDP Spy Affair": WikiLeaks cables revealed that in the immediate
aftermath of the German general election in 2009, the American embassy was briefed and provided
with documents circulated among parties negotiating to form government. Helmut Metzner, head of
the office of the party chairman of the junior partner in the new conservative German government
and vice-chancellor Guido Westerwelle are found to be the informants.

26 March 2010 — CIA report on shoring up French and German support for war in
Afghanistan: This classified CIA analysis from March 2010 outlines possible PR strategies to
shore up public support in Germany and France for a continued war in Afghanistan. After the Dutch
government fell on the issue of Dutch troops in Afghanistan the month before, the CIA became
concerned that similar trends could develop in the countries that man the third and fourth largest
troop contingents to the ISAF mission. The proposed PR strategies focus on the perceived pressure
points in those key countries. The CIA's pressure points for Germany consisted in the fear of the
consequences of defeat (drugs, more refugees, terrorism) as well as Germany's standing in NATO.
The memo is a recipe for the targeted manipulation of public opinion in two NATO ally countries,
written by the CIA. It is classified as Confidential/No Foreign Nationals.



https://www.wikileaks.org/wiki/CIA_report_into_shoring_up_Afghan_war_support_in_Western_Europe,_11_Mar_2010
https://www.wikileaks.org/wiki/CIA_report_into_shoring_up_Afghan_war_support_in_Western_Europe,_11_Mar_2010
https://www.theguardian.com/world/2010/dec/10/wikileaks-cables-spy-hunt-germany
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26 November 2009 — Toll Collect: These toll contracts and detailed annexes provide a precise
insight into the basis of the German truck toll system, including the design, development and
maintenance costs. The documents had been repeatedly requested under the Freedom of Information
Act, but had been withheld from the German public and members of the Bundestag up until their
publication by WikiLeaks.

9 December 2008 — German Intelligence report on corruption in Kosovo
This February 2005 document presents an analysis of the Bundesnachrichtendienst (BND) of

organized crime activity in the Balkan area. It gives a brief overview over the situation in Kosovo,
including smugglers routes, political aims of organized crime and difficulties when prosecuting
organized crime. Key players in organised crime are listed, including Kosovo Prime Minister
Hashim Thaci, as well as the former Prime Minister Ramush Haradinaj. It also presents individuals
and corporate structures as well as connections between organized crime cells and intelligence
services. In November 2008 several BND agents were arrested in Kosovo possibly in reaction to the
report.

11 August 2008 — How German Intelligence Infiltrated Focus Magazine: Wikileaks released the

missing pages of the Schaefer report into illegal spying by German intelligence on the German
press. The 2006 report compiled by former federal judge Professor Schaefer investigated spying on
journalists by Germany's secret intelligence service, the BND or Bundesnachrichtendienst, which is
forbidden under German law from engaging in domestic spying. The missing pages contain detailed
descriptions about the BND's contacts with Focus magazine journalist Josef Hufelschulte, code
name 'Jerez'.

4 October 2007 — Stasi still in charge of Stasi files: The Federal Commissioner for the Stasi Files
(BstU) was formed by the newly unified Germany to manage over 6 million files created by the
91,000 full time employees and 300,000 informants of the Stasi; and to respond to requests by
German citizens and journalists for Stasi records. The BStU employed at least 79 former Stasi
members at the time of the leaked report (May 2007), 56 remained in the employment of the
agency, including 54 former full-time Stasi members and two former "Unofficial Employees"
(informers).
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Timeline of key WikiL.eaks publications

WikiLeaks.org site registered

Inside Somalia and the Union of Islamic Courts

US Military Equipment & Army units in Afghanistan

The looting of Kenya under President Moi

Camp Delta Standard Operating Procedure (SOP)

Changes in Guantanamo Bay SOP manual —2003-2004

US Military Equipment & units in Iraq

Canadian Nuclear Safety Commission on Chalk River reactor

70 United Nations confidential reports

Footage of 1995 disaster at the Japanese Monju nuclear reactor
Julius Baer Banking Group Cayman Islands client data

150 censored videos and photos of the Tibet uprising

Church of Scientology collected Operating Thetan documents
Proposed US ACTA intellectual property trade agreement
Shriners Hospitals for Children Special Investigative Report

UK Counter Insurgency Operations Doctrine 2007

Assassinated FARC spokesman Raul Reyes Yahoo mailbox

Coca Cola incident report on the death of 10 children in Tanzania
EU threatens to cut aid depending on outcome of 2007 trade talks
US military analysis of world sea ports from 2002

Belgium land tax registrar anonymizations

Schaefer report missing pages on BND contacts with journalist
Vice Presidential contender Sarah Palin emails

European Commission anti-dumping & -subsidy investigations
British National Party membership and contacts list — 2007-2008
German Intelligence report on corruption in Kosovo

1,203 new websites censored by Thailand

Craig Murray Suppressed book: The Catholic Orange Men of Togo
Petrogate: Peruvian intercept recordings

CIA Algeria chief Andrew Warren drug rape search affidavit
6780 US Congressional Research Service reports

Scientology Secret Bibles

EU-India Free Trade Agreement draft

Credit Suisse: Commodity Warrant analysis of African economies
WikiLeaks decrypts NATO documents on Afghanistan narrative
Australian Defence Force classified propaganda doctrine

RAND study on Intelligence Ops & Metrics in Iraq and Afghanistan
Senator Norm Coleman campaign contributors and donations
Barclays Bank offshore tax scam

Australian government secret ACMA internet censorship blacklist
Blood and Honour neo-Nazi network messages and passwords
ICRC Report on Fourteen "High Value Detainee"s in CIA Custody
China censorship keywords, policies & blacklists for Baidu search
Bilderberg group internal reports & history — 1956 - 1980

Green Dam censorship system brief to Chinese government
Natanz Iranian nuke chief's mystery resignation during Stuxnet
205 companies owing collapsed Icelandic bank Kaupthing
Minton report: Trafigura toxic dumping along the Ivory Coast
Kroll Inc. private intelligence report on corruption in Norway
UK Ministry of Defence Manual of Security Volumes 1, 2 and 3
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https://wikileaks.org/wiki/Credit_Suisse:_Africa:_Commodity_Warrant,_14_April_2008
https://wikileaks.org/wiki/EU-India_Free_Trade_Agreement_draft,_24_Feb_2009
https://wikileaks.org/wiki/EU-India_Free_Trade_Agreement_draft,_24_Feb_2009
https://wikileaks.org/wiki/Scientology
https://wikileaks.org/wiki/Congressional_Research_Service
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25 November 2009
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5 April 2010

25 July 2010
22 October 2010

28 November 2010

25 April 2011
1 & 8 December 2011

27 February 2012

5 July 2012

25 October 2012
April 2013

19 May 2013

4 September 2013
13 November 2013

9 December 2013
15 January 2014

8 April 2014
April 2014

19 June 2014
29 July 2014

15 September 2014
16 October 2014

21 December 2014

16 April 2015
12 May 2015
19 June 2015
8 July 2015

31 July 2015
21 October 2015

16 November 2015
16 November 2015
5 February 2016
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23 February 2016
16 March 2016

2 April 2016
9 May 2016

25 May 2016
19 July 2016
22 July 2016

Climatic Research Unit emails, data, models — 1996-2009

Plan for India's Unique 1.2 billion ID Database Project

Climatic Research Unit emails, data, models —1996-2009
500,000 9/11 pager intercepts

CIA report into shoring up Afghan war support in Europe
Collateral Murder video of civilians & journalists in Baghdad
91,000 classified documents Afghan War Diaries — 2004-2010
391,000 reports Irag War Logs — 2004-2009

250,000 US diplomatic cables Cablegate — 1966-2010

Gitmo Files — files on 767 of 779 prisoners in Guantanamo Bay
Spy Files exposing 160 companies in mass surveillance industries
5 million emails of contractor Stratfor — Global Intelligence Files
2.3 million emails from Syrian political elites — Syria Files
Detainee Policies — US military custody rules and procedures

1.7 million Kissinger Cables from 1976-1979

Prosecution & prison documents for Pirate Bay founder Anakata
Spy Files exposing the mass surveillance industry, third release
TPP — Trans-Pacific Partnership Agreement - IP Chapter

TPP — Second release of negotiating texts

TPP — Environment Consolidated Text

NETmundial Stakeholder Committee (EMC) Outcome Document 15

EU External Freedom of Expression Policy

TISA — Memorandum on Leaked Financial Services Text
Australian gag order on reporting of multi-nation corruption case
Spy Files exposing the mass surveillance industry, fourth release
TPP — Updated Intellectual Property Chapter

CIA Travel Advice To Operatives

30, 287 documents & 173,123 emails — The Sony Archives
Bundestag Inquiry into BND and NSA — transcripts & summaries
500,000 cables & Foreign Ministry documents — The Saudi Cables
1 million searchable emails — Hacking Team malware vendor
NSA targets 35 parliamentarians and companies in Tokyo

CIA Director John Brennan emails

30 hours of SourceAmerica Tapes from AbilityOne scandal

TPP — Final Texts

China & France in dirty war for Africa's uranium & mineral rights
Operation SOPHIA - EU refugee strategy

NSA Targets heads of state and UN Secretary General

30, 000 emails from Hillary Clinton’s Archive

IMF tape of Internal Meeting Predicting Greek 'Disaster’

TTIP — Transatlantic Trade and Investment Partnership text

TISA — Trade in Services Agreement new documents

Turkish Justice and Development Party (AKP) email database
19,252 emails, 8,034 US Democratic National Committee database
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Frequently Distorted Facts about WikiL eaks

WikiLeaks is used to spin from power factions exposed by our publications. These counter-attacks
often themselves reveal a lot about how modern power groups sustain their reputations and
alliances. These reputational attacks have intensified in the context of the approaching US elections.
At times the plans of how to harm WikiLeaks reputation through black PR have themselves been
revealed through leaks, most notably the plan to take down WikiLeaks by private security
companies Palantir, HB Gary and Berico prepared for Bank of America:

» |Feed the fuel between the feuding groups. Disinformation. Create messages
around actions to sabotage or discredit the opposing organization. Submit
fake documents and then call out the error.

+  Create concern over the security of the infrastructure.
If the process is believed to not be secure they are done.

* Cyber attacks against the infrastructure to get data on document submitters.
This would kill the project. Since the servers are now in Sweden and France
putting a team together to get access is more straightforward.

* |Media campaign to push the radical and reckless nature of wikileaks activities.

Sustained pressure. Does nothing for the fanatics, but creates concern and

doubt amongst moderates.

* Search for Ieaksl Use social media to profile and identify risky behavior of |
I employees.l

HB Gary, Palantir, Berico Plan to take down WikiLeaks:
https://wikileaks.ch/IMG/pdf/Wikil.eaks Response v6.pdf

Distortion and repetition of lies are routinely part of these campaigns. Here are several frequently
distorted facts that have been aggressively deployed in the wake of the recent Democratic National
Party leaks:

1. Is WikiLeaks an “agent” of any government such as Russia? No.

WikiLeaks publishes suppressed documents of diplomatic, ethical, historical or moral significance
that reveal illegal or immoral behaviour. No government or private enterprise is immune.
WikiLeaks is entirely funded by its readers — not by public funds, like the BBC, and not by private
foundations, like the vast majority of non-governmental organisations. WikiL.eaks is not “anti-
western” or “anti-US”. It releases public interest material on governments and corporations - no
matter who they are. The claim that WikiLeaks focuses exclusively on the "West' is false. WikiLeaks
has released over 650,000 critical documents relating to Russia under Vladimir Putin. WikiL eaks
has exposed Chinese censorship blacklists. WikiLeaks has released 2.3 million emails exposing
Assad's regime. The US Director of National Intelligence, James Clapper, himself confirmed that as
far as the US intelligence agencies are concerned, there is no evidence that Russia is the source for
the DNC leaks, and that media speculation that Russia might be behind the DNC leaks amounted to
“hyperventilation”. This hyperventilation, combined with an attempt to attack WikiLeaks'
independence, serves to distract from the wrongdoing revealed in the DNC leaks — namely
subverting the democratic process in nominating the Democratic presidential candidate. It is a
dangerous trend reminiscent of the McCarthy era.

2. Does WikiL eaks seek to play a partisan role in the US election? No.

WikiLeaks is a publisher. WikiLeaks provides a safe means for whistleblowers to make disclosures
to the public on wrongdoing committed by any government or private enterprise. If we have


https://wikileaks.ch/IMG/pdf/WikiLeaks_Response_v6.pdf

significant confidential information on Donald Trump or Hillary Clinton we will publish it. If we
have information on any significant power faction or candidate in a globally significant election
campaign, we publish it.

3. Has anyone come to physical harm as a result of WikiLeaks publications? No.

Despite endless repetition of the phrase “blood on its hands”, the Pentagon had to admit under oath
in the 2013 trial of Chelsea Manning in the United States, that they could not find a single person
who had come to harm as a result of WikiLeaks release of US diplomatic cables. The Pentagon
were heavily invested in finding someone who had come to physical harm in order to erode
WikiLeaks political and moral support. They could not find a single case. Have people lost political
office? Yes. Have some officials been extremely embarrassed? Yes. Have some ambassadors been
posted to a different country? Yes. Have people lost their jobs in an exercise of accountability? Yes.
Has it been more difficult for some governments to conduct certain operations that produce civilian
casualties or bribe journalists? Yes. But have people come to physical harm as a result of WikiL.eaks
publications? No.

4. Did WikiLeaks publish the details of millions of Turkish women voters? No.

Reports that WikiLeaks published data on Turkish women are false. WikiLeaks didn’t publish the
database. Someone else did. What WikiLeaks released were emails from Turkey's ruling party, the
Justice & Development Party or AKP, which is the political force behind the country's president,
Recep Tayyip Erdogan, who is currently purging Turkey's judiciary, educational sector and press.
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5. Did WikiL eaks recently expose visitors to its website to malware? No.

WikiLeaks published evidence that malware was used to attack the Turkish government before the
recent failed coup. However, this is malware that works in emails, not on websites. WikiLeaks
readers are not at risk, unless they explicitly download the attachments and open them on their
desktop. However this same risk exists for most “.exe” or “.doc” files downloaded elsewhere from
the internet or received by email. As time goes by we flag documents to alert readers.
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6. Did WikiLeaks recently expose gay citizens of Saudi Arabia to increased
danger? No.

The material in the Saudi cables was released in June 2015 and comprises leaked government
information - that is data the Saudi government already had, including evidence of Saudi
government persecution. The release revealed extensive Saudi bribing of the media, weapons
amassed by the Saudi government, its brutal attacks on citizens and on Yemen, and the deals cut
with the US and UK to get Saudi Arabia into a key position of the UN Human Rights Council. After
WikiLeaks publication of DNC leaks in 2016, over a year after the materal was published, an AP
journalist made claims about the 2015 publication but refused to provide evidence when asked to do
so. WikiLeaks has still not found evidence for the claims. Wikil.eaks has lodged a formal complaint
to AP.

7. Did the Democratic National Party break Payment Card Industry (PCI)
requirements on credit card record keeping and state laws on social security
number storage by holding credit card details and social security numbers as
carelessly as they did? Yes.

The Democratic National Party was aware that its systems were deficient from a security
perspective and its records had been compromised in 2015. Yet the DNC lied to donors and said no
financial information had been compromised. This lie means that the DNC broke the mandatory US
security laws of notification of breach, namely DC Code §28-3853. Now their donors know that this
is the case, thanks to the DNC leaks. WikiLeaks has a strong track record of publishing untampered
material that is accepted by courts as evidence. The DNC leaks could be used by DNC contributors
as evidence to take legal action against the DNC's for failing to notify them of the 2015 breach.
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ASSANGE RELATED PRESS CONTACTS:

Assange FACT CHECKER: https:/justice4assange.com/

Julian Assange’s legal team:

Melinda Taylor (english speaking-Hague): +31 611566009 email: melindataylor@gmail.com
Julian Burnside (english-Australia): email: burnside@vicbar.com.au
Greg Barns (english-Australia): +61 419 691 846 email:

republicone@ozemail.com.au
Jennifer Robinson (english-UK/Australia): email: jkr.robinson@gmail.com

Carey Shenkman (english-US): email: careyshenkman(@riseup.net

Baltasar Garzon (spanish-Spain): +34 645209998 +34 616039340 +34
914343445 http://www.ilocad.info/

Christophe Marchand (french/english-Belgium): +32486322288 email:
cm(@juscogens.be

Per E Samuelson (swedish/english-Sweden) email: per@ssw.se http://ssw.se
Thomas Olsson (swedish/english-Sweden) email: olsson@friaadvokater.se
http://friaadvokater.se

All other press inquiries:
English: +44 747108 3221 (mobile) sunshinepress@this.is

Independent Commentators:

Prof Mads Andenas (former chair of UN Working Group on Arbtitrary Detention, professor of Law
at All Souls College, Oxford, and University of Oslo): mads.andenas@jus.uio.no

John Pilger (journalist, filmmaker): jpilger2003@yahoo.co.uk

Peter Tatchell (human rights campaigner): peter@petertatchellfoundation.org

Geoffrey Robertson QC: g.robertson@doughtystreet.co.uk

Professor Marcello Ferrada de Noli (Swedish Doctors For Human Rights): fdenoli@gmail.com
Christophe Deloire (Reporters Without Borders Secretary-General): cdeloire@rsf.org

Maria Fernanda Espinosa (Ecuador’s Ambassador to UN in Geneva): onuginebra@mmrree.gob.ec
Vaughan Smith: vaughan.smith@frontlineclub.com

Gavin Macfayden (Director at Centre for Investigative Journalism): gavin.macfayden@tcij.org
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