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What Is AWS Mobile Hub?

Configure Build Test Analytics Resources
I S oo

AWS Mobile Hub provides an integrated console experience that enables you to quickly create and
configure powerful mobile app backend features and integrate them into your mobile app. You create a
project by selecting features to add to your app.

The features and AWS services that are supported by Mobile Hub are constantly evolving. Currently they
include:

¢ App Analytics (p. 5)

¢ App Content Delivery (p. 7)
¢ Cloud Logic (p. 10)

¢ NoSQL Database (p. 13)

¢ Push Notifications (p. 19)

¢ User Data Storage (p. 33)
¢ User Sign-in (p. 36)

When you build your project for iOS Objective-C, iOS Swift, or Android, Mobile Hub automatically provisions
and configures all of the AWS service resources that your app's features require. Mobile Hub then guides
you through integrating the features into your app code and downloading a fully working quickstart app
project that demonstrates those features.

After your mobile app is built, you can use Mobile Hub to test your app, then monitor and visualize how
it is being used.

AWS Mobile Hub enables you to select the region in which your project's resources will be created. For
more information about AWS regions, see Regions and Endpoints.

When you use AWS Mobile Hub, you pay only for the underlying services that Mobile Hub provisions
based on the features you choose in the Mobile Hub console. For more information, see Pricing.
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How Can | Use AWS Mobile Hub?

How Can | Use AWS Mobile Hub?

Mobile Hub provides all the information you need to use your sample app project:

¢ Explore the details of AWS mobile features

¢ Configure AWS services as mobile back ends

¢ Build your custom app on top of the solid foundation of your Mobile Hub sample app

¢ Getthe app components and functional sample code you need for an app project you build from scratch.

To get started see Setting Up AWS Mobile Hub (p. 3).

Version 1.0
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Signing Up for AWS

Setting Up AWS Mobile Hub

Before you use AWS Mobile Hub for the first time, you must complete the following tasks:

Topics
e Signing Up for AWS (p. 3)
¢ Creating an IAM User (p. 3)
e Enabling AWS Mobile Hub (p. 4)

Signing Up for AWS

To use AWS Mobile Hub, you need an AWS account. Your account has access to all available services,
but you are charged only for the services you use. If you are a new AWS customer, you can get started
with the AWS Free Tier.

Creating an IAM User

To provide better security, we recommend that you do not use your AWS root account to access Mobile
Hub. Instead, create an AWS Identity and Access Management (IAM) user, or use an existing IAM user,
in your AWS account and then access Mobile Hub with that user. For more information, see AWS Security
Credentials in the AWS General Reference. .

If you signed up for AWS but have not created an IAM user for yourself, you can create one by using the
IAM console. First, create an IAM administrator group, then create and assign a new IAM user to that
group.

To create an IAM administrators group

1. Signin to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Groups, and then choose Create New Group.
3. For Group Name, type a name for your group, such as Administrators, and then choose Next Step.

4. Inthe list of policies, select the check box next to the AdministratorAccess policy. You can use the
Filter menu and the Search box to filter the list of policies.

5. Choose Next Step, and then choose Create Group. Your new group is listed under Group Name.

Version 1.0
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Enabling AWS Mobile Hub

The following procedure describes how to create an IAM user for yourself, add the user to the administrators
group, and create a password for the user.

To add an IAM user to your group and assign a password

1. Inthe navigation pane, choose Users, and then choose Create New Users.

2. Inbox 1, type a user name. Clear the check box next to Generate an access key for each user.
Then choose Create.

3. Inthe list of users, choose the name (not the check box) of the user you just created. You can use
the Search box to search for the user name.

4. Inthe Groups section, choose Add User to Groups.
5. Select the check box next to the administrators group. Then choose Add to Groups.

6. Scroll down to the Security Credentials section. Under Sign-In Credentials, choose Manage
Password.

7. Select Assign acustom password. Then type a password in the Password and Confirm Password
boxes. When you are finished, choose Apply.

Enabling AWS Mobile Hub

AWS Mobile Hub administers AWS resources for mobile app projects on behalf of the customer. This
includes automation that creates AWS Identity and Access Management (IAM) roles for mobile app users
and updates their permissions based on the features that are enabled in a mobile app project. Because
these operations require administrative privileges (the ability to create and modify IAM roles), only a user
with administrative privileges may enable Mobile Hub to do this. These are the steps an administrative
user must take in order to enable AWS Mobile Hub in an AWS account. This only needs to be done once.

To enable Mobile Hub in an AWS account

Navigate to the AWS Mobile Hub console at https://console.aws.amazon.com/mobilehub/.
Choose Get Started.

Review the details of the First things first... page.

Choose Yes, grant permissions.

P obdPE

Signing in to Mobile Hub and Creating Your Project

A Mobile Hub project is a logical workspace that contains the features you choose to incorporate into
your mobile app. You can create as many projects as you wish.

To create a Mobile Hub project

1. Choose Get Started or Create new project.
2. For Project name, type a name for your project.
3. Choose Create project.

Version 1.0
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App Analytics

Choose AWS Mobile Hub App Analytics mobile backend service feature to capture and visualize metrics
that enable you to understand and optimize your app for the usage and purchasing behavior of your

users.
A |I o Amazon Mobile
Mobile App b Analytics
Amazon
El Cognito T IAM « Basic Session | Dashboard

Authorization Data

Authenticated * Custom
Metrics

—» Authentication

A J

* Purchase
Metrics

Unauthenticated

access

The App Analytics feature enables you to collect and visualize usage analytics for your app using Amazon
Mobile Analytics. You can collect standard session start/stop events, monetization events, and custom
events that you define.

Topics
¢ App Analytics At a Glance (p. 5)
¢ Viewing AWS Resources Provisioned for this Feature (p. 6)
¢ Quickstart App Details (p. 6)

App Analytics At a Glance

AWS ser- *« Amazon Mobile Analytics (see the Amazon Mobile Analytics User Guide)
vices and

resources Concepts | Console | Pricing

configured

Mobile Hub features use Amazon Cognito for authentication and 1AM for authorization.
For more information, see User Sign-in (p. 36).

For more information, see Viewing AWS Resources Provisioned for this Feature (p. 6).
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Viewing AWS Resources Provisioned for this Feature

Configura- |« Enable the feature to start capturing basic app usage data.
tionoptions |« pisable the feature to stop capturing metrics.

Quickstart | This feature adds the following to a quickstart app generated by Mobile Hub:
app demos
« Causes app usage data to be delivered to AWS on startup.

e Causes purchase metrics to flow to and be captured by AWS.

Viewing AWS Resources Provisioned for this
Feature

The following image shows the Mobile Hub Resources pane displaying elements typically provisioned
for the Amazon Mobile Analytics feature.

Mobile Hub > app-analytics-sample D Zucker

Manage your resources I
%3
— r_-'J Amazon Cognito Identity Pools ? AWS Identity and Access Management Roles
Amazon Cognito provides identifiers and secure access tokens for your app AWS Identity and Access Management (IAM) securely controls access to
users based on their authentication state so you can ensure secure access AWS services and resources. The following IAM roles provide Mobile Hub
i to your AWS services without embedding developer credentials in your the permissions it needs to administer your resources and provide your
: mobile app. To provide secure access for your project, the AWS Mobile Hub users access to the features you configure
has provisioned an Amazon Cognito Identity Pool.
MobileHub_Service_Rale
il appanalyticssample_MOBILEHUB_548807756
o b
- appanalyticssample_unauth_MOBILEHUB_548807756
]
00
s—

Quickstart App Details

The quickstart app includes code to automatically start collecting app usage on startup. In addition, the
app contains two buttons in the Mobile Analytics demo that illustrate triggering custom events and
monetization events.

Version 1.0
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App Content Delivery

Choose AWS Mobile Hub App Content Delivery to add access to cloud content to your mobile app, from
a single location or a global Content Delivery Network (CDN).

Amazon
El Cognito T IAM
f Authorization
! Authentication ! SINGLE LOCATION

Amazon S3

v

Unau

GLOBAL CDN
‘ Amazon Cloudfront

Amazon S3

A

The App Content Delivery feature enables you to store app assets, like resource or media files, in the
cloud so you can download and cache them within your app. Mobile Hub offers two choices for distributing
these files: either from a single location using an Amazon S3 bucket or distributed through a global content
delivery network by using Amazon CloudFront.

Topics
¢ App Content Delivery At a Glance (p. 8)
¢ Configuring the App Content Delivery Feature (p. 8)
¢ Viewing AWS Resources Provisioned for this Feature (p. 8)
¢ Quickstart App Details (p. 9)
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App Content Delivery At a Glance

App Content Delivery At a Glance

AWS ser- * Amazon CloudFront - Content Delivery Network (see Amazon CloudFront)
vices and
resources Concepts | Console | Pricing

configured |« Amazon S3 Bucket (see Amazon Simple Storage Service Getting Started Guide)

Concepts | Console | Pricing

Mobile Hub-enabled features use Amazon Cognito for authentication and IAM for author-
ization. For more information, see User Sign-in (p. 36).

For more information, see Viewing AWS Resources Provisioned for this Feature (p. 8).

Configura- | This feature enables the following mobile backend capabilities:
tion options
¢ Single location (AWS storage in a single regional location)

* Global CDN (AWS storage on a global Content Distribution Network)

For more information, see Configuring the App Content Delivery Feature (p. 8).

Quickstart | This feature adds the following to a quickstart app generated by Mobile Hub:

app demos
< View file list in AWS storage, download and view files, and manage their local cache.

« Same behavior from a single storage location and a global content distribution network.

Configuring the App Content Delivery Feature

If you choose the Single location option, Mobile Hub creates an Amazon S3 bucket and pre-populates
the bucket with a few sample files that are distributed to your quickstart app directly from there.

If you choose the Global CDN option, Mobile Hub provisions an Amazon CloudFront distribution to deliver
files to your app. Amazon CloudFront caches your files using your Amazon S3 bucket as the source
(origin) in edge locations around the world to provide faster, lower latency access to your files. Learn
more about Amazon CloudFront.

Viewing AWS Resources Provisioned for this
Feature

The following image shows the Mobile Hub Resources pane displaying elements typically provisioned
for the App Content Delivery feature with Single location selected.

Version 1.0
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Quickstart App Details

Mobile Hub > app-content-deliversample

Support \/

Manage your resources I
W
B EJ Amazon Cognito Identity Pools * Amazon S3 Buckets
Amazon Cognito provides identifiers and secure access tokens for your Amazon 53 allows you to store files in the cloud organized in buckets.
app users based on their authentication state so you can ensure secure Depending on which features you have configured, we have
access to your AWS services without embedding developer credentials provisioned buckets for User Data Storage and for App Content
in your mobile app. To provide secure access for your project, the AWS Delivery.
Mobile Hub has provisioned an Amazon Cognito Identity Pool.
] app tdeliversam-cor ivery-mobilehub-1186102604 7
sl appcontentdeliversam_MOBILEHUB_1186102604 7
Janalytic

? AWS Identity and Access Management Roles

AWS Identity and Access Management (IAM) securely controls access
to AWS services and resources. The following IAM roles provide
Mobile Hub the permissions it needs to administer your resources and
provide your users access to the features you configure.

MobileHub_Service_Role

appcontentdeliversam_unauth_MOBILEHUB_1186102604 2

The following image illustrates the resource typically provisioned for the additional CloudFront element
of the App Content Delivery feature with Global CDN selected.

i
e Amazon CloudFront
Distributions

Amazon CloudFront is a content
delivery web service that provides
faster access to your application
assets stored in the cloud. Amazon
CloudFront can be configured with
your App Content Delivery feature.

d24rcrohgrsriy.cloudfront.net &

Quickstart App Detalils

In the Mobile Hub quickstart app, the App Content Delivery demo lists a set of image files that can be
downloaded and cached locally and displayed on the device. The user can also delete the local copy of
the image files.

Version 1.0
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Cloud Logic

Choose the AWS Mobile Hub Cloud Logic mobile backend service feature to add business logic functions
in the cloud and extend to other AWS services for your app, with no cost for server set up or maintenance.

Mobile App || 3 Amazon Lambda amazon Y
webservices
-
ﬁl én1a;?n A P S [ =:|
N
= Cognito [/ your ! amazon 53
business
= . Authorization 4 logic ¥ ! ||I
Authentication 1 : Amazon
node.js ! ]
AWS 1 i:
Mabile Hab — Amazon DynamoDB
| Lo
\
» . Other AWS

Services & _
!

~ y
-

The Cloud Logic feature lets you build backend services using AWS Lambda functions that you can call
from your mobile app. Using Cloud Logic, you can run code in the cloud to process business logic for
your apps and share the same code for both iOS and Android apps. The Cloud logic feature is powered
by AWS Lambda functions, which allow you to write code without worrying about managing frameworks
and scaling backend infrastructure. You can write your functions in JavaScript, Java, or Python.

Topics
¢ Cloud Logic At a Glance (p. 11)
¢ Viewing AWS Resources Provisioned for this Feature (p. 11)
¢ Quickstart App Details (p. 12)

Version 1.0
10


http://aws.amazon.com/lambda/getting-started/

AWS Mobile Hub Developer Guide
Cloud Logic At a Glance

Cloud Logic At a Glance

AWS ser- * AWS Lambda (see AWS Lambda Developer Guide)
vices and
resources Concepts | Console | Pricing

configured

Mobile Hub-enabled features use Amazon Cognito for authentication and 1AM for author-
ization. For more information, see User Sign-in (p. 36).

For more information, see Viewing AWS Resources Provisioned for this Feature (p. 8).

Configura- | This feature enables the following mobile backend capabilities:
tion options
« Provides a default Hello World Lambda function that accepts the parameter value
entered by the app user and returns it back to an app.

< Enables you to choose an existing function from the list provided or use the AWS
Lambda console to create new functions.

Quickstart | This feature adds the following functionality to a quickstart app generated by Mobile Hub:

app demos
¢ User can specify an AWS Lambda function by name, provide parameters and call a

function and see the value returned by the function

Viewing AWS Resources Provisioned for this
Feature

The following image shows the Mobile Hub Resources pane displaying elements typically provisioned
for the Cloud Logic feature.

Version 1.0
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Mobile Hub > cloud-logic-sample D Zucker Support
Manage your resources !
<>
— Ej Amazon Cognito Identity Pools \||n AWS Lambda Functions
~ Amazon Cognito provides identifiers and secure access tokens for Amazon Lambda runs your code in the cloud so you can execute
a2 your app users based on their authentication state so you can ensure backend logic for your app. Each function that you have created is
N ‘ secure access to your AWS services without embedding developer listed below.
esi
credentials in your mobile app. To provide secure access for your "
) project, the AWS Mobile Hub has provisioned an Amazon Cognita helle-world &
& Identity Pool.
fina

cloudlogicsample_MOBILEHUB_205876720 =

? AWS Identity and Access Management Roles
AWS Identity and Access Management (IAM) securely controls access
to AWS services and resources. The following IAM roles provide

Mobile Hub the permissions it needs to administer your resources
and provide your users access to the features you configure.

MobileHub_Service_Role &
cloudlogicsample_unauth_MOBILEHUB_205876720

cloudlogicsample_lambdaexecutionrole_MOBILEHUB_205876720 &

Quickstart App Detalils

Your quickstart app includes code to use AWS Lambda APIs to invoke any functions you have selected
in your project. Adding Cloud Logic to your quickstart app provides a Hello World default Lambda function.
You can also choose an existing Lambda function from your AWS account, or you can create a new one.
When you choose the edit button, you are taken to the function editor in the AWS Lambda console. From
the Lambda console, you can edit the code directly or upload a package of source and libraries as a .zip
file.

In the demo screen of the Cloud Logic quickstart app, you can enter the name and input parameters of
the Lambda function you wish to invoke. The quickstart app then calls your Lambda function and displays
the results it returns.

Version 1.0
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NoSQL Database

Choose the Mobile Hub NoSQL Database mobile backend feature to your mobile app to add database
capabilities that are easy to develop and provide scalable performance and cost.

Mobile App . Amazon DynamoDB
Amazon

EI Cognito T IAM NoSIQIJ Table &
! Authorization ndexes

! Authentication [ [rosnen [ o
! Authenticated

> |
Unauthenticated f 1

The NoSQL Database feature uses Amazon DynamoDB to enable you to create database tables that
can store and retrieve data for use by your apps.

NoSQL databases are widely recognized as the method of choice for many mobile backend solutions
due to their ease of development, scalable performance, high availability, and resilience. For more
information, see From SQL to NoSQL in the Amazon DynamoDB Developer Guide.

Topics
¢ NoSQL Database At a Glance (p.14)
¢ Configuring the NoSQL Database Feature (p. 14)
» Configuring Your Tables (p. 15)
¢ Viewing AWS Resources Provisioned for this Feature (p. 17)
¢ Quickstart App Details (p. 18)
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NoSQL Database At a Glance

AWS ser- * Amazon DynamoDB tables (see Working with Tables in DynamoDB)

vices and o
resources Concepts | Console | Pricing

configured

Mobile Hub-enabled features use Amazon Cognito for authentication and 1AM for author-
ization. For more information, see User Sign-in (p. 36).

For more information, see Viewing AWS Resources Provisioned for this Feature (p. 17).

Configura- | This feature enables the following mobile app backend capabilities:

tion options
Configuring Your Tables (p. 15) - Using custom schema, based on a sample schema

provided, or by using a wizard that guides you through choices while creating a table
Data Permissions (p. 16) - Access to your app's data can be:

¢ Public (enables any mobile app user to read or write any item in the table)

« Protected (enables any mobile app user to read any item in the table but only the
owner of an item can update or delete it)

¢ Private (enables only the owner of an item to read and write to a table)

For more information, see Configuring the NoSQL Database Feature (p. 14).

Quickstart | This feature adds the following to a quickstart app generated by Mobile Hub:

app demos
« Insert and remove sample data, based on the schema you specify in the console.

« Perform and see the results of NoSQL operations on tables including Get, Scan, and
all the example queries displayed by the console as you make design selections.

Configuring the NoSQL Database Feature

This section describes steps and options for configuring NoSQL Database features in Mobile Hub.
To add the NoSQL Database feature to your Mobile Hub project

1. Choose Enable NoSQL.
2. Choose Add a new table.

3. Choose the initial schema for the table. You can use a provided example schema, or generate a
schema through the wizard.

Example Table Schemas

AWS Mobile Hub provides a set of example table schemas for typical mobile apps. If you create a table
using one of the example schema templates, the table initially has a set of attributes specific to each
example. You can choose one of these templates as the starting schema for your table:

« News, which stores author, title, article content, keywords, and other attributes of news articles.

Version 1.0
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Configuring Your Tables

Locations, which stores names, latitude, and longitude of geographic locations.
Notes, which stores private notes for each user.

Ratings, which stores user ratings for a catalog of items.

Graffiti Wall, which stores shared drawing items.

To add a table using one of the example schema templates in your Mobile Hub project

1.
2.

Choose the example template to use for the initial schema of the table.

Type a new name in Table name to rename the table if you wish. Each template gives the table a
default name matching the name of the template.

Choose Public, Protected, or Private permissions to grant to the mobile app users for the table.
For more information, see Data Permissions (p. 16).

(Optional) Under What attributes do you want on this table?, you can add, rename, or delete table
attributes.

(Optional) Choose Add index to add name, partition key, and (optionally) sort key for a secondary
index for your table.

Choose Create table.

Configuring Your Tables

This section describes options for configuring DynamoDB NoSQL tables for your app.

Contents

¢ NoSQL Table Terminology (p. 15)
¢ Data Permissions (p. 16)

« Enforcing Permissions (p. 16)
 Restricting Permissions for Multiple Writers (p. 16)
* Table Permissions Options in Mobile Hub (p. 16)

¢ Retrieving Data (p. 17)

NoSQL Table Terminology

Similar to other database management systems, DynamoDB stores data in tables. A table is a collection
of data with the following elements.

Items

Each table contains multiple items. An item is a group of attributes that is uniquely identifiable among
all of the other items. Items are similar to rows, records, or tuples in relational database systems.

Attributes

Attributes are the columns in a DynamoDB table. The rows of the table are the individual records
you add, update, read, or delete as necessary for your app.

The table schema provides a set of initial attributes based on the needs of each example. You can
remove any of these attributes by choosing Remove. If you remove the partition key attribute, then
you must designate another attribute as the partition key for the primary index of the table.

You can choose Add attribute to add a blank attribute to the table. Give the attribute a name, choose
the type of data it will store, and choose whether the new attribute is the partition key or the sort key.

Version 1.0
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Data Permissions

Indexes
Each table has a built-in primary index, which has a partition key and may also have a sort key. This
index allows specific types of queries. You can see the types of queries the table can perform by
expanding the Queries this table can perform section. To enable queries using other attributes,
create additional secondary indexes. Secondary indexes enable you to access data using a different
partition key and optional sort key from those on the primary index.

Data Permissions

When you create a new table, you must set permissions that determine which mobile app users can read
and/or write the table’s data. You can set these permissions to control access to each table as: public,
protected, or private.

Enforcing Permissions

Use the settings in the What permissions would you like for this table? section to enable your mobile
app to directly access your NoSQL tables in the Amazon DynamoDB service. Because there is no middle
layer between the mobile app and the database service, it is important that you use an appropriate access
policy to restrict access to your tables. When you choose permissions for each table, Mobile Hub provisions
a fine-grained access control policy for your mobile app users. If you select Protected or Private, then
every operation that is attempted on an item in your table will first check if the userld field in the table
item (or row) matches the user's Amazon Cognito Identity.

As the value of the primary partition key of a restricted NoSQL Database table will contain the Amazon
Cognito Identity of the app user whose action created the item, the key must be called userld and be of
type string). The name and data type of secondary indexes for restricted tables must follow the same
pattern: 'userld' (string).

Restricting Permissions for Multiple Writers

After Mobile Hub provisions access restrictions for your tables with Protected or Private permissions,
IAM ensures that only the mobile app user whose action creates an item in the table will be able to write
to the attribute values of that item. To design your schema for the case where multiple users need to write
data to an existing item, one strategy is to structure your schema in a way that users write to different
tables. In this design, the app queries both tables to join data.

For example, customers may create orders in an or der stable and delivery service drivers may write
delivery tracking information to a del i veri es table, where both tables have secondary indexes that
allow fast lookup based on or der | d or cust orer | d.

Table Permissions Options in Mobile Hub

When you create a new table, you must set the table's permissions. These permissions determine who
can read data from and who can write data to the table. Mobile Hub offers the following table permissions
configurations.

Public
Public permissions allow all mobile app users to read or write all items in the table. There is no
restriction on how you configure the partition key.

Protected
Protected permissions allow all mobile app users to read all items in the table but only the owner of
an item can update or delete it. These permissions grant full access to retrieve data from the table
but limited access to update or remove existing items.

Only app users with an Amazon Cognito Identity ID matching the item's partition key can write to the
item. The partition key for the table must follow the pattern of 'userld’ (string) value.
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Private

Private permissions allow only the owner of an item to read and write to it. This enforces the most
restrictive set of permissions for accessing the table; however, these permissions offer a higher
degree of protection by limiting access.

Only app users with an Amazon Cognito Identity ID matching the item's partition key can read or
write to the item. The partition key for the table and for any secondary indexes must follow the pattern
of 'userld' (string)value.

Retrieving Data

The operations you can use to retrieve data from your NoSQL database include the following:

Get , which retrieves a single item from the table based on matching the primary key.
Query, which finds items in a table or a secondary index using only primary key attribute values.

Scan, which reads every item in a table or secondary index. By default, a Scan operation returns all
of the data attributes for every item in the table or index. You can use Scan to return only some attributes,
rather than all of them.

Query with Filters, which performs a Query but returns results that are filtered based on a filter
expression you create.

Scan with Filters, which performs a Scan but returns results that are filtered based on a filter
expression you create.

For more information, see Query and Scan Operations in DynamoDB.

Viewing AWS Resources Provisioned for this
Feature

The following image shows the Mobile Hub Resources pane displaying the AWS elements typically
provisioned for the NoSQL Database feature:
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Mobile Hub nosgl-database-sample

Manage your resources !
@ Amazon DynamoDB Tables [Z1 Amazon Cognito Identity Pools
Amazon DynameDB is a fast, flexible NoSQL database. Amazon Cognito provides identifiers and secure access
tf, Mobile hub uses Dynamo DB for your Database feature. tokens for your app users based on their authentication state

S0 yOu can ensure secure access to your AWS services
without embedding developer credentials in your mobile app.
To provide secure access for your project, the AWS Mobile
Hub has provisioned an Amazon Cognito Identity Pool.

Tast nosgldatabasesample-mobilehub-1888054916-News

Analytics nosqldatabasesample_MOEBILEHUB_1888054916

t AWS Identity and Access Management

Resources Roles

AWS |dentity and Access Management (IAM) securely
controls access to AWS services and resources. The
following 1AM roles provide Mobile Hub the permissions it
needs to administer your resources and provide your users
access to the features you configure.

MobileHub_Service_Role

nosgldatabasesample_unauth_ MOBILEHUB_1888054916 =

Quickstart App Detalls

In the Mobile Hub quickstart app, the NoSQL Database demo shows a list of all tables created during
app configuration. Selecting a table shows a list of all queries that are available for that table, based on
the choices made regarding its primary indexes, secondary indexes, and sort keys. Tables that you make
using the example templates enable an app user to insert and remove sample data from within the app.
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Push Notifications

Choose AWS Mobile Hub Push Notifications mobile backend feature to add mobile messaging to your
mobile app.

The following image shows client perspective on subscription of a mobile app to Amazon SNS applications

and topics.
|I|ﬂAmazonSNS
r_ Amazon IAM -
=) cognito / -7 SNS ~. \
. . ~
o Authorization . APD_"Ea“OI‘lS \
Authentication ;- -« \

“
Authenticated ¢ ¢7i0S ENDPOINT % 1
55 1 M A AFNs £

access N ~
Create | " Snmemese I

\ e - — -
Unauthenticatec § \ 7§ ANDROID ™
. ~ . { VENDPOINT
A GCM B
7’

N e -

- o

Subscribf~, - ==~ = -

The following image shows the server side developer perspective on publishing of push notifications to
devices subscribed to Amazon SNS applications and topics.

)‘ﬂ Amazon SNS

Publisher
r“ Amazon
w CoOgnito TIAM

-b! Authentication Aushorizalic

Mobile App

The Push Notifications feature enables you to send push notification messages to your iOS and Android
apps using Amazon Simple Notification Service (Amazon SNS). You can integrate with Apple and Google
messaging services by providing credentials that are provided by those services. You then can send
messages directly to individual devices, or publish messages to the SNS topics that installed apps are
subscribed to.
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Topics
¢ Push Notifications At a Glance (p. 20)
¢ Configuring the Push Notifications Feature (p. 20)
» Setting Up Push Notification Services (p. 20)
¢ Viewing AWS Resources Provisioned for this Feature (p. 31)
¢ Quickstart App Details (p. 32)

Push Notifications At a Glance

AWS ser- * Amazon SNS (see Amazon Simple Notification Service Developer Guide)
vices and

resources Concepts | Console | Pricing

configured

Mobile Hub-enabled features use Amazon Cognito for authentication and IAM for author-
ization. For more information, see User Sign-in (p. 36).

For more information, see Viewing AWS Resources Provisioned for this Feature (p. 31).

Configura- | This feature enables the following mobile backend capabilities:
tion options
Messaging Service Integration

* via Google Cloud Messaging (GCM) (see Setting Up Android Push Notification (p. 28))

¢ via Apple Push Notification service (APNs) (see Setting Up iOS Push Notifica-
tion (p. 21))

For more information, see Configuring the Push Notifications Feature (p. 20).

Quickstart | This feature adds the following to a quickstart app generated by Mobile Hub:

demo fea-
tures * Appisregistered to receive and display push messages sent to the device individually,

and those sent to a topic the device has been subscribed to.

Configuring the Push Notifications Feature

When you include Push Notifications in your project, Mobile Hub creates an Amazon SNS Platform
Application based on your choice of push platform. Mobile Hub also creates an Amazon Simple Notification
Service topic named ALL_DEVI CES and modifies the IAM role to allow your app to create a platform
endpoint and subscribe that endpoint to the ALL_DEVI CES topic and any others you configured when
creating your project.

For more information on choosing a push provider, see Setting Up Push Notification Services (p. 20).

Setting Up Push Notification Services

Using AWS Mobile Hub, you can enable a user push notification feature for your app. Push natification
works with native platform support for sending push notifications, including Apple Push Notification service
(APNSs) for iOS apps and Google Cloud Messaging (GCM) for Android apps. Mobile Hub helps you
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configure push natifications for APNs or iOS; however you also must set up push notifications with the
platforms you plan to use.

The topics in this section detail the setup you must complete with push notification support for iOS and
Android apps and obtain data values Mobile Hub needs to configure your push notification feature.

Topics
¢ Setting Up iOS Push Notification (p. 21)
¢ Setting Up Android Push Notification (p. 28)

Setting Up iOS Push Notification

Mobile Hub sends push notifications to iOS apps using Apple Push Notification service (APNSs). To
integrate this service with Mobile Hub, you must obtain and provide a certificate for APNs. To do this,
you must prepare a certificate request, and then create an app ID and associated SSL certificate on the
Apple Developer website. The certificate allows the Amazon Simple Notification Service server to send
push notifications to the app identified by the App ID.

Topics
¢ Generating a Certificate Request (p. 21)
e Setting up an App ID (p. 22)
» Configuring the App ID for Development Push Notifications (p. 24)

Generating a Certificate Request

To create the certificate required by iOS to enable push notifications for your app, start by generating a
certificate request on your Mac that you will use later to create the certificate.

To generate a certificate request

1. On your Mac, start the Keychain Access application.

2. From the Keychain Access menu, choose Certificate Assistant and then choose Request a
Certificate From a Certificate Authority...

LGS EILETSET0 File  Edit View \:\findow Help

About Keychain Access
Preferences... *,

Keychain First Aid NEHA

Certificate Assistant > Open...
Ticket Viewer NEHK Create a Certificate...
) Create a Certificate Authority...
Services » | Create a Certificate For Someone Else as a Certificate Authority...

Hide Keychain Access  $8H Request a Certificate From a Certificate Authority...
Hide Others HH Set the default Certificate Authority...
Show Al Evaluate “Apple Development I0S Push Services: com.talismedia.Redshirt"..

Quit Keychain Access  #Q

3. Enter your e-mail address and name.
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Certificate Information

Enter information for the certificate you are requesting, Click
Continue to request a certificate from the CA.

User Email Address: ldoedeveloper@example.com w~

Common MName:  John Doo Developor

Ca Email Address:

Reguest is: Emailed to the CA
* Saved 1o disk
¥ Let me specify key pair information

Continue

4. Select Saved to disk to create a file that contains the certificate request.

Setting up an App ID

You need to provide an app ID for your app. Every app installed on a developer device needs an app ID.
Typically, an app ID consists of a reversed web address, for example com.amazon.mysampleapp. You
can use an existing app ID if it doesn't contain a wildcard character ("*").

To assign an app ID to your app

1. Signinto the Apple Developer Member Center website at https://developer.apple.com/membercenter/
index.action.

2. Choose Certificates, Identifiers & Profiles.

& Developer Member Center
A, ot Do Earvalepar | Lo ot
SDKs “» Forums
Certificates, demifiers & Profiles
. f 5, v d 3 Bug Reporting

= iTunes Connect
" s e Mach y Technical Support

3. Inthe iOS Apps section, choose Identifiers.
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@& Develo per Technolos

Certificates, Identifiers & Profiles

EE i0S Apps -

Certificates
Identifiers

Devices

EEEB

Provisioning Profiles

Learn More Le

* App Distribution Culde

4. At the top of the list of your iOS apps IDs, select +.
Technologies Resources Programs Support Member Center
ntifiers & Profiles Doan Doveloper

= i0S App IDs + 7

5. Type a name for the new app ID.

ID Registeri App ID
=l egistering an App

The App ID string contains two parts separated by a period (.)—an App 1D Prefix that is defined
as your Team ID by default and an App 1D Suffix that is defined as a Bundle ID search string.
Each part of an App 1D has different and im portant uses for your app. Learn More
App ID Description
Name:  sxampleApp
You cannot use special characters such as @, &, *. ",

App ID Prefix

Value: (Team 1D}

6. Choose the default selection for App ID Prefix.

7. For App ID Suffix, choose Explicit App ID and then enter the Bundle ID for your app. This ID must
match the Bundle Identifier in your app's Info.plist.
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App 1D Suffix

= Explicit App ID
If you plan to incorporate app services such as Game Center, In-App Purchase, Data
Protection, and iCloud, or want a provisioning profile unique to a single app. you must
register an explicit App 1D for your app.

To create an explicit App 1D, enter a unique string in the Bundle 1D field. This string

should match the Bundle ID of your app.

Bundle ID:  comexampleCorp.examploApp

e-domain name style string li.e..

It cannot contain an asterisk (),

8. Under App Services choose Push Notification.

In-App Purchase
Inter-App Audio
Wallet
+ Push Notifications
VPN Configuration & Control

9. Choose Continue. Check that all values were entered correctly. The identifier must match your app's
bundle identifier and app ID prefix.

Wallex
Push Netifications: & Configurable

VPN Configuration & Contral Disabled

)

10. Choose Submit to register the new app ID.

Configuring the App ID for Development Push Notifications

After creating a new app ID or choosing an existing explicit app ID, you must configure the app ID for
push natifications.

To configure an app ID for push notifications

1. Signinto the Apple Developer Member Center website at https://developer.apple.com/membercenter/
index.action.

2. Choose Certificates, Identifiers & Profiles.
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& Developer Member Center
L, St O Carveloper | Lo oot
SDKs ﬁ—» Forums

Certificates, Identifiers & Profiles
r ger « 4 pretiles Bug Reporting

el Tunes Connect
@ " — the & nd Mac A y Technical Suppart

From the iOS Apps section, choose Identifiers.

[ Developer Technologie

Certificates, Identifiers & Profiles

EE i0S Apps

Certificates

I

Identifiers

Devices

E'i: E'l: hl: EI:

Provisioning Profiles

Learn More Le
" App Distribution Gulde

Select your newly created app ID from the list of iOS app IDs.

Choose Edit.
Wallet Disabled Disabled
Push Notifications @ Configurable @ Configurable
VPN Configuration & Control Disabled Dizabled

Edit

Under Push Notifications there are options to create a development SSL Certificate as well as a
production SSL Certificate. Select Create Certificate... in the Development SSL Certificate section.
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5 G Push Notifications

Apple Push Notification service S5 Certificates.

To configure push notifications for this 05 App 1D, a Client SSL Certificate that allows your
notification server to connect to the Apple Push Notification Service is required. Each iS5 App 1D
requires its own Client S8 Centificate. Manage and gencrate your certificates below.

& Development SSL Certificate
Create certificate 1o use for this App 1D, Create Cortificaten.
& Production S5L Certificate

Create certificate to use for this App 1D, Create Certificate...

@ VPN Configuration & Control

7. Choose Continue on the page that provides instructions on generating a Certificate Signing Request
(CSR). This is the same certificate request created in Generating a Certificate Request (p. 21) and
does not need to be created again.

8. In Generate your certificate, select Choose File... and then select the CSR file you created.

Add i0S Certificate Q

SelectType » Request »  Generate Download

Generate your certificate.

When your CSR file is created, a public and private key pair is automatically generated. Your
private key is stored on your computer. On a Mac, it is stored in the legin Keychain by default
and can be viewed in the Keychain Access app under the “Keys™ category. Your requested
«certificate is the public half of your key pair.

Upload C5R file.
Select .cenSigningRequest file saved on your Mac.

Choose File..

9. Choose Generate.
10. When the certificate is ready, choose Download and then save the certificate to your computer.

Download, Install and Backup
Download your certificate to your Mac, then double click the .cer file to install in Keychain
Access. Make sure to save a backup copy of your private and public keys somewhere secure.

= Mame: Apple Development 105 Push Services: com.examploCorp.axampleApp
A Type: APNs Development 05
Identifier ID: Redshir

Expires: Dec 06, 2016

Documentation
For more information on using and managing your certificates read:
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11. Double-click the downloaded certificate to install it to the Keychain on your Mac. In the Add

Certificates dialog box, choose Add.

Do you want to add the certificate(s) from the file
“aps_development.cer” to a keychain?

Keychain:  legin

View Certificates Cancel Add

12. On your Mac, start the Keychain Access application.

13. In My Certificates, navigate to the certificate you just added. It should be called "Apple Development

10S Push Services:".

Click to lock the login keychain,

[

=,

Keychains
login
Local tems
System
System Roots

Fssued by: Apple we Den
Expires: Tuesday, December 6,
© This certificate is valid

Relations Autharity
2OUE at £:40:38 PM Paciic Standard Time

(e s.8.

Category
A Al ems
A, Passwords
Socure Netes
L My Certificates
i Keys
[ Certificates

2iaems

14. Context-select this certificate and then choose Export

contains the certificate.

‘esoe Keychain Access
1] sk o otk tha bagin keyehain,
Keychains
i ool Apple Development 105 Push Services: com.examplocorp.examploapp
- f Tasued by Apple Worldwide Developer Rulations Certification Autharity
w Local Rems Expires: Tussday, Docambor 6, 2016 41 4:40:38 PM Paciic Standard Time
& System © This coniticsts is valid

[ System Roots
- King

Expires
Dec 6, 2016, 4:60:38 PM

Expires

Apple Development [0S Push Services: com.exampleCorp.exampleApp

Keychain
login

... from the context menu to export a file that

Keyehain

Hame
¥ ] Aeplo Devsiopmont 105 Puh Serv. 5
L] Feole Deveiopmem G5 PUsh 56V i tentity Preference...

* [ comappieidms.appicid.ped 3646
Copy "Apple Develepment 105 Push

Caregery Delete "Apple O 10S Push
A Al ltems
o .examplecorp”..
L. Passwords Export “Apple Development I0S Push Services: com .
Secure Nates Got Info

Gl Wy Gortificotes Evaluate “Apple Development 105 Push Services: com.examplecorp.exampleaps™
I Keys —-
O Certificates

15. Name the exported certificate "MobileHubPushCertificate.p12" and then save it to your computer.
Do not provide an export password when prompted. You need to upload this certificate when creating

your app in the Mobile Hub console.
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Save As: DartboardPushCertificate.p12 v
Tags:
Where: = Desktop <
Personal Information Exchange (.p12) e
Cancel Save

Push natification is now enabled for your app in development mode. Prior to releasing your app on the
App Store, you must repeat these steps but choose Production Push SSL Certificate.

Setting Up Android Push Notification

Mobile Hub sends push notifications to Android apps using Google Cloud Messaging (GCM). To use
GCM, you must set it up for your app.

You will need the following:

The app server's sender ID. This is a unique numerical value that is created when you configure your
API project. The sender ID is used in the registration process to identify an app server that is permitted
to send messages to the client app.

¢ A server API key. The key is saved on the app server that is authorized to access Google services.

For more information about GCM, see Google Cloud Messaging: Overview.

To set up Google Cloud Messaging

1.
2.

Go to the Google Developer Console at https://console.developers.google.com.

If you have not created a project yet, choose Select a project from the menu bar, and then choose
Create a project....

= Google Developers Console

Manage all projects

Getting started
Create a project.

Documentation

Use Google APls Try App Engine (Sandbox
Environment)

Enabile APls, create eredentials, and track
your usage

RPI  Enable and manage AFls

Complete the form displayed to create your new project.

In the Dashboard for your project, go to the Use Google APlIs section and then choose Enable and
manage APIs.
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Google Dew
ﬁ Home Dashboard
1j!  Dashboard
Project: My Project Documentation
= Activity
10: nifty-province-114920 (#306664077196) w

B Google Cloud Pi

El Google Cloud 5c
Use Google APls
E Google Clovd Tu

Try App En
Environmel

API  Enable and manage

5. Inthe API Manager, find the Mobile APIs section and then choose Cloud Messaging for Android.

= Google Developers Console Q

API API Manager Overview
2 Overview ' gquery A A Googie Maps sox orios
i Cloud Storage Service Googhe Maps JavaSeript API
Ov  Credentials Cloud Datastore API Google Places AP for Andraid
Cloud Deployment Manager AP Google Places AP for 10S
Cloud DNS APT Google Mops Roads AP
More More
Googhe Apps APls A Moblle APIs
Drive API |'| Cloud Messaging for Andraid

Calendar AP Google Play Ga
Grnail AP Google Play Deve

6. Inthe Overview for Cloud Messaging for Android, choose Enable API.

= Google Developers Console

API APIManager Overview

< Overview
gl crove re

o  Credentials
Google Cloud Messaging

Google Cloud Messaging allows for push messaging 1o Androld, 105 and Chrome
USErs,
Learn more

Using credentials with this API

7. A message appears to inform you that the API is enabled but that it requires credentials before you
can use it. Choose Go to Credentials.
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4 Disable API

Google Cloud Messaging for Android

A\ This API is enabled, but you can't use it in your project until you create credentials. Go to Credentials
Click "Go to Credentials” to do this now (strongly recommended).

Qwerview

8. In Credentials, choose Add credentials.

= Google Develop
API APIManager Credentials
£ Ovendow Credentials  Diuth consert sereen  Domaln verification

O Credentisls

APly
Credentials

AL you rebed
10. Refer 10 the AP docun

9. From Add credentials, choose API key.

APls
Credentials

You need credentials to access APls. Enable the APIs you plan to
use and then create the credentials they require. Depending on the
AP, you need an API key, a service account, or an OAuth 2.0 client
ID. Refer to the APl documentation for details.

Add credentials ~

APl key

Identifies your project using a simple API key to check quota and access.
For APIs like Google Translate,

OAuth 2.0 client ID

Requests user consent o your app can access the user's data.
For APIs like Google Calendar.

Service account

Enables server-to-server, app-level authentication using robot accounts.
For use with Google Cloud APIs.

10. In Create a new key, choose Server key.
Credentials

x
Create a new key

You need an AP key to call certain Google APIs. The API key identifies your
project. Also, it is used to enforce quotas and handle billing, so keep it safe.

Serverkey = Browserkey  Android key | i0S key
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11. In Create server API key, type a name for the key and then choose Create.

Create server API key

This key should be kept secret on your server

Every AP request is generated by software running on a machine that you control. Per-user limits will be
enforced using the address found in each request's userIp parameter, if specified. If the userIp parameter is
missing, your machine’s IP address will be used instead. Learn more

Name

Server key 1

Accept requests from these server IP addresses
Examples: 192.168.0.1, 172.16.0.0/12, 2001:db8:1 or 2001:db8:/64

12. The API key is displayed. Save this key. You need it to register your app for push naotifications. You
supply this key to Mobile Hub when creating your app in the console.

API key

Here is your API key

13. The sender ID is the project ID you used in the Google Developers Console to sign up. It is a numeric
string. For example, in the following URI, the sender ID is 0123456789. You need to provide the
sender ID for your app in the Mobile Hub console when configuring push notifications for Android
apps.

https://code. googl e. cont api s/ consol e/ #pr oj ect: 0123456789

Viewing AWS Resources Provisioned for this
Feature

The following image shows the Mobile Hub Resources pane displaying elements typically provisioned
for the Push Notifications feature:
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Manage your resources E
Ej Amazon Cognito |dentity Pools ilp Amazon SNS Platform Applications
Amazon Cognito provides identifiers and secure access tokens for Amazon Simple Notification Service (SNS) lets you send push
your app users based on their authentication state so you can ensure notifications to your app users through the Apple and Google push
- secure access to your AWS services without embedding developer services. You can push messages to individual users or push
credentials in your mobile app. To provide secure access for your messages to topics that you subscribe users to.
project, the AWS Mobile Hub has provisioned an Amazon Cognita

JJ” Jdentity Pool GEMpushnotifications_MOBILEHUB_787292621

pushnotifications_MOBILEHUB_T87292621 &

sources ? AWS Identity and Access Management Roles
|l Amazon SNS Topics AWS Identity and Access Management (LAM) securely contrals
access to AWS services and resources. The following 1AM roles
Amazon Simple Motification Service [SNS) lets you send push provide Mobile Hub the permissions it needs to administer your
natifications to your app users through the Apple and Google push resources and provide your users access to the features you
services. You can push messages o individual users ar push mn[ugure

messages to topics that you subscribe users to.
MobileHub_Service_Role &

dynamodb &

pushnotifications_unauth_MOBILEHUB_787292621 &
pushnotifications_alldevices_MOBILEHUB_787292621 @

pushnatifications_consclepush_MOBILEHUB_787292621

Quickstart App Details

Upon launch, the Push Notification demo in a quickstart app automatically registers the installed app for
push natifications with the configured provider. The app obtains a push token from the provider and
passes it to create a new platform endpoint in the Amazon SNS application created for your project.

In addition to creating the Amazon SNS platform application, Mobile Hub provisions the ALL_DEVI CES
topic that will be automatically subscribed to by the quickstart app. The IAM role is also modified to allow
the quickstart app to create a platform endpoint and subscribe to the Amazon SNS topic. The demo also
provides a list of all Amazon Amazon SNS topics that the device can subscribe to which includes the ALL
DEVI CES topic and any others you configured while creating your project. Selecting/unselecting a topic
from the list of topics subscribes or unsubscribes the device's Amazon SNS platform endpoint from that
topic.

Creating Test Push Notifications for the Quickstart
app with Amazon SNS

To demonstrate the Push Notification feature and send messages to your quickstart app, you can open
the Amazon SNS console, choose the application, select the endpoint you wish to notify, and choose
Publish to Endpoint. If you want to test publishing notifications via SNS topic, choose Topics, select
the topic, and choose Publish to topic.
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Choose AWS Mobile Hub User Data Storage to add cloud storage of user files, profile data, and app
state to your mobile app. This feature enables sync and caching of data between devices using a simple
programming model.

The following image shows access policy enforcement for public and private user files.

Mobile App
r Amazon *Amazon S3
=lcognito ? IAM
r __________________ 7
Authentication: ;" Authorization EPrivate
N it o P riuinte =~ 4 Userfiles
) ( Authenticated H
- ~ - Access _ -~ )
= - SR - | ¥
:(’ Unauthenticated ™~ | - E‘—r
U~__access _ -7 " Public
e - ’ User files

The following image shows user profile data sync for persisting user data and synchronizing it across

devices.
r Amazon
. 1 i
Mobile App J/C% Mobile App
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The User Data Storage feature enables you to store user files such as photos or documents in the cloud,
and it also allows you to save user profile data in key/value pairs, such as app settings or game state.
When you select this feature, an Amazon S3 bucket is created as the place your app will store user files.

Mobile Hub will also configure Amazon Cognito Sync so you can save user profile data in key/value pairs
and synchronize that data across a user’s authenticated devices.

Topics
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¢ User Data Storage At a Glance (p. 34)
¢ Viewing AWS Resources Provisioned for this Feature (p. 34)
¢ Quickstart App Details (p. 35)

User Data Storage At a Glance

AWS ser- * Amazon S3 bucket (see Amazon Simple Storage Service Getting Started Guide)
vices and
resources Concepts | Console | Pricing
configured |« Amazon Cognito Sync (see Amazon Cognito Sync)
Concepts | Console | Pricing
Mobile Hub-enabled features use Amazon Cognito for authentication and IAM for author-
ization. For more information, see User Sign-in (p. 36).
For more information, see Viewing AWS Resources Provisioned for this Feature (p. 34).
Configura- | This feature enables the following configuration options mobile backend capabilities:
tion options
« Store user files and app data using Amazon S3.
» Synchronize data to the cloud and between a user's devices using Amazon Cognito
Sync.
Quickstart | This feature adds the following to a quickstart app generated by Mobile Hub:
demo fea-
tures « File explorer for accessing sample files in the public and private folders in your S3
bucket.
¢ User settings sync persists user's choice of color theme to the cloud.

Viewing AWS Resources Provisioned for this

Feature

The following image shows the Mobile Hub Resources pane displaying elements typically provisioned
for the User Data Storage feature.
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Manage your resources I
- I‘Ej Amazon Cognito Identity Pools * Amazon 53 Buckets
Amazon Cognito provides identifiers and secure access tokens for Amazon 53 allows you to store files in the cloud organized in
wour app users based on their authentication state so you can buckets. Depending on which features you have configured, we
. ensure secure access to your AWS services without embedding have provisioned buckets for User Data Storage and for App
e developer credentials in your mobile app. To provide secure access Content Delivery.

for your project, the AWS Mobile Hub has provisioned an Amazen

Cognita Identity Pool userdatastoragesampl-userfiles-mobilehub-1479840764 @

userdatastoragesampl_MOBILEHUB_1479840764

? AWS ldentity and Access Management Roles
AWS Identity and Access Management (LAM) securely controls
access to AWS services and resources. The following 1AM roles
provide Mobile Hub the permissions it needs to administer your
resources and provide your users access to the features you
configure

MobileMub_Service_Role

userdatastoragesampl_unauth_MOBILEHUB_1479840764 &

Quickstart App Details

In the Mobile Hub quickstart app, the User Data Storage demo enables all users to see the contents of
a public folder. When this feature is used in combination with User Sign-in, users who are signed in are
able to access a private folder; unauthenticated users are not.

The demo also includes an option for the user to change the color scheme of the app. That choice is
stored in Amazon Cognito Sync Profile. Any time the user returns to the app, their chosen theme is loaded
from the stored user profile. If the user is authenticated, the same theme can sync across all devices they
own.
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User Sign-in

Choose the AWS Mobile Hub User Sign-in mobile backend feature to add AWS user authentication and
identity access management to your mobile app, including unauthenticated access and integration of
identity providers like Facebook or Google.

The following image shows a resource access policy being enforced for an unauthenticated user.
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The following image shows a resource access policy being enforced for an authenticated user.
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Mobile App

This feature enables you to configure how your users gain access to AWS resources and services used
by your app, either with no sign in process or through authentication provided by one or more identity
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User

providers. In both cases, AWS identity creation and credentials are provided by Amazon Cognito Identity,
and access authorization comes through AWS Identity and Access Management (IAM).

When you create a project, Mobile Hub provisions the AWS identity, user role, and access policy
configuration required to allow all users access to unrestricted resources. When you add the User Sign-in
feature to your app, you are able to restrict access to allow only those who sign in with credentials validated
by an identity provider to use protected resources. Through Amazon Cognito Identity, your app user
obtains AWS credentials to directly access the AWS services that you have enabled and configured for
your Mobile Hub project. Both authenticated and unauthenticated users are granted temporary,
limited-privilege credentials with the same level of security enforcement.

Amazon Cognito can federate validated user identities from multiple identity providers to a single AWS
identity. AWS Mobile Hub helps you integrate identity providers in your mobile app so that users can sign
in using their existing credentials from Facebook, Google, user pools in Amazon Cognito Identity, and
your own identity system.

Topics
¢ User Sign-in Feature At a Glance (p. 37)
¢ Configuring User Sign-in (p. 38)
e Setting Up User Authentication (p. 38)
¢ Viewing AWS Resources Provisioned for this Feature (p. 55)
¢ Quickstart App Details (p. 55)

Sign-in Feature At a Glance

AWS ser- * Amazon Cognito Identity Pool (see Using Federated Identities)

vices and o
resources Concepts | Console | Pricing

configured |« IAMrole and security policies (see IAM Managed Policies and Service Roles (p. 59))

Concepts | Console | Pricing

For more information, see Viewing AWS Resources Provisioned for this Feature (p. 55).
Configura- | This feature enables the following mobile backend capabilities:
tion options

No Sign-in (unauthenticated access)

Required Sign-in (authenticated access)

« via Google authentication (see Setting Up Google Authentication (p. 41))
 via Facebook authentication (see Setting Up Facebook Authentication (p. 39))
¢ via Custom authentication (see Developer Authenticated Identities)

Optional Sign-in (users gain greater access when they sign in)

For more information, see Configuring User Sign-in (p. 38)
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Quickstart | This feature adds the following to a quickstart app generated by Mobile Hub:

demo fea-
tures ¢ Unauthenticated access (if allowed by your app's configuration), displaying the 1D that

AWS assigns to the app instance's device.

« Sign-in screen that authenticates users using the selected method: Facebook, Google,
or Custom.

< With Optional Sign-in and Require Sign-in, the app demonstrates an access barrier
to protected folders for unauthenticated users.

Configuring User Sign-in
The following options are available for configuring your users' sign-in experience.

No sign-in
Users do not sign in. Instead, your app receives temporary, limited privilege access credentials from
Amazon Cognito Identity as unauthenticated guest users so that your app can access your AWS
services securely. The device retains an Amazon Cognito token in memory that makes it a recognizable
entity, but that identity cannot be associated with other owned devices for synchronization or other
purposes.

Sign-in is optional
Users have the option to sign in (authenticate) with your chosen sign-in identity provider(s) or users
can skip sign-in (unauthenticated). Your app receives temporary, limited privilege access credentials
from Amazon Cognito Identity as either authenticated users or unauthenticated guest users so that
your app can access your AWS services securely.

Sign-in is required
Users are required to sign in with one of your chosen sign-in providers. Your app receives temporary,
limited privilege access credentials from Amazon Cognito Identity as authenticated users so that
your app can access your AWS services securely.

User Sign-in and AWS Identity and Access
Management (IAM)

When your mobile app is saved, Mobile Hub creates an Amazon Cognito identity pool and a new I1AM
role that is used to generate temporary AWS credentials for the quickstart app users to access your AWS
resources. The AWS IAM role security policies are updated based on the sign-in features enabled.

At this point, your mobile project is set up for users to sign in. Each chosen identity provider has been
added to the login screen of the quickstart app.

For more information, see IAM (ldentity and Access Management) Managed Palicies (p. 59).

Setting Up User Authentication

With AWS Mobile Hub, you can enable a user sign-in feature for your app. User sign-in works with various
user authentication services, including Facebook, Google, and custom authentication. Mobile Hub helps
you to configure sign-in with Facebook, Google, or your own identity system; however, you may also
need to set up user authentication with the different authentication services you plan to use.
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Learn more about how Amazon Cognito performs authentication using external identity providers, see
Understanding Amazon Cognito Authentication.

The topics in this section detail the setup you must complete with various user authentication services
and how to obtain the data values Mobile Hub needs to configure your sign-in feature.

Topics
¢ Setting Up Facebook Authentication (p. 39)
¢ Setting Up Google Authentication (p. 41)
¢ Setting Up Custom Authentication (p. 55)

Setting Up Facebook Authentication

You must first register your application with Facebook by using the Facebook Developers portal.

Mobile Hub generates code that enables you to use Facebook to provide federated authentication for
your mobile app users. This topic explains how to set up Facebook as an identity provider for your app.

If you already have a Facebook app ID, copy and paste it into the Facebook App ID field in the Mobile
Hub console, and choose Save changes.

To get a Facebook app ID

1. Inthe Facebook Developers portal, sign in with your Facebook credentials.
2. From My Apps, choose Add a New App.

Search My Apps v 8

Add a New App

Requests

Developer Settings

Company Settings

3. In Add a New App, choose iOS to create an app ID for an iOS app, or choose Android to create
an app ID for an Android app. If your app will support both iOS and Android platforms, select either
iOS or Android since you can use the same app ID across platforms.

Version 1.0
39


http://mobile.awsblog.com/post/Tx2UQN4KWI6GDJL/Understanding-Amazon-Cognito-Authentication
http://mobile.awsblog.com/post/Tx2UQN4KWI6GDJL/Understanding-Amazon-Cognito-Authentication
https://developers.facebook.com/
https://developers.facebook.com/

AWS Mobile Hub Developer Guide
Setting Up Facebook Authentication

I Add a New App
—
000®
o

4. Inthe Quick Start page for the platform you selected, choose Skip and Create App ID.

Skip and Create App ID

for Android

5. Type a display name for your app, select a category for your app from the Category drop-down list,
and then choose Create App ID.

Create a New App ID

Display Name
Namespace

Me |5 this a test version of another app? Learn More,

Category

Choose a Category v

the Facetook Platform Policies and the Facebook Privacy Policy (ST Create App 1D

6. Complete the Security Check that appears. Your new app then appears in the Dashboard.

ashboard

MyAndroidSampleApp
App 1D AP Version App Secret
BT00TBTS31007TT va.s CITTTT T

7. Copy the App ID and paste it into the Facebook App ID field in the Mobile Hub console.
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A\

To enable Facebook Login, you will need to configure a Facebook App
and enter the App 1D here.

Facebook App ID

8. Choose Save changes.

For more information about integrating with Facebook Login, see the Facebook Getting Started Guide.

Setting Up Google Authentication

With AWS Mobile Hub, you can configure a working Google Sign-In feature for both Android and iOS
apps. To fully integrate Google Sign-In with your sample app, Mobile Hub needs information that you
must first obtain through Google's setup process. The process has several parts, one of which is required
regardless of which platforms you're supporting with your app. There are other parts to complete only for
specific platforms:

¢ Create a Google Developers project and an OAuth Web Application Client ID (required for all apps
regardless of platform)

¢ Create an OAuth Android client ID (required for all Android apps)
¢ Create an OAuth iOS client ID (required for all iOS apps)

This section details the Google Sign-In requirements as well as how to integrate Google Sign-In for both
iOS and Android apps.

Topics
¢ Creating a Google Developers Project and OAuth Web Client ID (p. 41)
¢ Creating an OAuth Android Client ID (p. 47)
¢ Creating an OAuth iOS Client ID (p. 51)
¢ Verifying All Platform Client IDs (p. 54)

Creating a Google Developers Project and OAuth Web Client
ID

Before you enable Google Sign-In in an app, you must create a project in the Google Developers Console.
Google recommends using a single project to create and manage all of the platform instances of your
app, such as iOS, Android, and web.

Each platform requires its own OAuth client ID, which you obtain through the project you create for your
app in the Google Developers Console. The first thing you must do is create a project for your app in the
Google Developers Console that has the Google+ API enabled, and then enable an OAuth web client ID
that Amazon Cognito uses to enable user authentication for your app.

To create a Google Developers project and OAuth web client ID

1. Go to the Google Developers Console at https://console.developers.google.com.
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2.

3.
4.

5.

6.

If you have not created a project yet, choose Select a project from the menu bar, and then choose
Create a project....

oogle Developers Console Select aproject ~  §F
Getting started Manage all pecjects
Create 8 project...

Documentation

Use Google APls Try App Engine (Sandbox
Environment)

B Google Cloud Platform Documentation

B coogle Cloud Solations

API  Enable and manage APls

Complete the form that is displayed to create your new project.

In the Dashboard for your project, go to the Use Google APIs section and then choose Enable and
manage APIs.

Google D
ﬁ Home Dashboard
%! Dashboard
Project: My Project Documentation
= Activity
10: nifty-province-114920 (830666407 7196) ~ D Google Cloud P

El Google Cloud 5c

Use Google APls

E Google Clovd Tu
En

Try App En
Environme:

API  Enable and manage APis

ing your fi

In the API Manager, in the Social APIs section, choose Google+ API.

Google Maps Roads AP

More
Social APIs
8"' Google+ API
Blogger API

Googles Pages AP
Google+ Domains API

Other popular APls

In the Overview for Google+ API, choose Enable API.
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9.

= Google Developers Console Q

API API Manager Overview

£ Overview
LRl Enable API

o=  Credentials
Google+ API

The Google+ API enables developers to build on 1op of the Google+ platform.
Learn mare
Try this APl in APIs Explorer

A message appears to inform you that the API is enabled but that it requires credentials before you
can use it. Choose Go to Credentials.
= Disable AP|
Google+ API

4L This API is enabled, but you can't use It in your project until you create credentials.
Click "Go to Credentials” to do this now (strangly recommended).

Overview Usage Quotas

Your Mobile Hub sample app authenticates users through Amazon Cognito Identity, so you need an
OAuth web application client ID for Amazon Cognito. In Credentials, choose client ID from the links
in the first step.

Credentials

Add credentials to your project

1 Find out what kind of credentials you need

We'll help you set up the comrect credentials
If you wish you can skip this step and create an AP key, client ID, or service account

Which API are you using?
Determines what kind of credentials you need.
Google+ API -

Where will you be calling the API from?

A message appears to inform you that you must set a product name. Choose Configure consent
screen.
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Credentials

Lal

Create client ID

To create an OAuth client ID, you must first set a product name on the consent screen
Application type
Learn mane
Learn mose

Learm more

10. In OAuth consent screen, enter the name of your app in Product name shown to users. Leave
the remaining fields blank. Then choose Save.
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_

Credentials

Credentials OAuth consent screen Domain verification

Email address

S @gmail.com -
Product name shown to users
Mobile Hub Sample App
Homepage URL
Th
USE
tot
Product logo URL ID. It
» o I ap
pro
This is how your logo will look to end users
Max size: 120x120 px You
ang
work

Privacy policy URL

Terms of service URL

Cancel

11. In Create client ID, choose Web application.
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= Google Developers Console Q

API API Manager Credentials

<r  Overview “

o  Credentials )
Create client ID

Application type
‘Web application
Androkd Learn more
Chrome App Learn more
05 Leam mone
PlayStation 4
Other

B e

12. In Name, enter a name for the web client credentials for your app. Leave the Authorized JavaScript
origins and Authorized Redirect URIs fields blank. Mobile Hub configures this information indirectly
through Amazon Cognito Identity integration. Choose Create.

Credentials

-
Create client ID

Application type

® Web application
Androkd Learn morne
Chrome App Learn more
0S5 Learn more
PlayStation 4
Other

Hama

Mobile Hub web application client ID
Restrictions
Errter JavaScript ociging, redirect URLs, of bath

Authorized JavaScript origing
For use with requests from a browser, This is the onigin UR| of the cliem application, Cannot contain a wildcard
(hetpedr® exampli.com) or a path (hitpefeample.comysubdir)

Authorized redirect URIS

For use with reguests from & web Sender. This is the path in your apphcation that users are redirected 1o after they have
authenticated with Googhe, The path will be appended with the autharization code for access, Must have a protocol,
Cannot contain URL fragrments o relative paths. Cannct be a public IP address,

Create Cancel
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13. In the OAuth client pop-up, copy and save the value that was generated for your client ID. You will
need the client ID to implement Google Sign-In in your Mobile Hub app. After you copy the client ID,
choose OK.

OAuth client
Here is your client ID

3871191387013-t20tfssagulb15320rE0kiruvlndIh0u.apps.googleusercontent.com

Here is your client secret

akmKkwlEhXLV-flplg2s-MSwQ

14. Paste the web application client ID value into the Mobile Hub Google Web App Client ID field for
your project.

At

To get started, you'll need the web app client ID provided by the Google
developer console, when you enabled the Google+ APIL.

Google Web App Client ID

You'll also need the i05 and/or Android client 1D, depending on which
platforms you support.

Google Android Client ID

Google i0S Client ID

Save changes Cancel changes

Creating an OAuth Android Client ID

To enable Google Sign-In for your Android Mobile Hub sample app, you must create an Android OAuth
client ID so that the Android sample app that is generated by Mobile Hub can access Google APIs directly
and manage token lifecycle through Amazon Cognito Identity. This Android OAuth client ID is in addition
to the Web application OAuth client ID you created while Creating a Google Developers Project and
OAuth Web Client ID (p. 41).

To integrate Google Sign-In for your Android sample app, you must generate an Android OAuth client ID
in the Google Developers Console. You will provide this client ID to Mobile Hub during the Google Sign-In
configuration.
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To create an OAuth Android client ID

1. Go to the Google Developers Console at https://console.developers.google.com.

2. Inthe Dashboard for your project, go to the Use Google APIs section and then choose Enable and
manage APIs.

pers Console

ﬁ Home Dashboard
1j!  Dashboard
Project: My Project Documentation
= Activity
10: nifty-provinge-114920 (#306664077196) w B Google Cloud Pl

E Google Cloud 5¢
Use Google APls
B Google Cloud Tu

Try App En
Environme:

API  Enable and manage APis

sineg your faw

3. Inthe API Manager, choose Credentials in the left side menu.

= Google Developers Console Q

API API Manager Credentials

. )
€+ Overview Credentials  OAuthconsent screen  Domailn verification

ial
o Credentials Mew credentials -

Create credentials 1o access your enabled APls. Refer to the API documentation for details

Oauth 2.0 client IDs

Name Creation date ~ Type Client ID
Mobile Hub sample  Jan 22 2016 Web application 382439791
app web client

4, Choose New credentials and then choose OAuth client ID.
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Google Developers Console

API API Manager Credentials
G Overview Credentials  OAulh consend screen  Domain verification
Tonm  Hew crecentls - B

AP ey o d

Identifies your project Leing & simple AP kay 10 check quots and BCC0ES
Foxr AP like Google Trariste.

Qdunh cher 1D

ReQuirsls widd COongent S0 yous 0ED oM SO0 1 usors dath
Fod APE ke Godghe Calendad,

Service atoount key ot
Erbbies serverio-senndt, Spo-lnvel Buthenticalion Sing nobol sotunts.
Fod it with Googhe Cloud APTS:

Help me ehoose

In Create client ID, choose Android.

Google Developers Console

API API Manager Credentials

<  Overview -

o»  Credentials
Create client ID

Application type
‘Web application
Androkd Learn more
Chrame App Learn mone
IS Learn more
PlayStation 4
her

B e

In Name, enter a name in the format com amazon. nysanpl eapp Android client |D.

In Signing-certificate fingerprint, enter the SHA-1 fingerprint. For more information about Google's
process for obtaining your SHA-1 fingerprint, see this Google support article.
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Credentials

-

Create client 1D

Application type
‘Web application

® Android Learn more
Chrome App Learn more
108 Learn more
PlayStation 4
Dther

Hama
com,amazanmysampleapp Androld client 1D

Signing-certificate fingerprint

Android dovices send AP requests directly to Google. Google verifies that cach request comes from an Android app that
maiches a package name and SHA-1 sighing certificate fingenpeint that you provide. Use the following command to get the
fingerpring. Leam mone

keytool -exportcert -alias andreiddebugkey -keystore path-te-debug-or-production-keystore =
list -
00 00:00:00:00000:00:00-00:00:00:00:00:00.00:00-:00:00.00:00

Poackage name

From your Androidhbanifest.xmi file

COMm,AMazon mysampleapn

Create Cancel

8. In Package name, enter the package name in the format com amazon. nysanpl eapp.
9. Choose Create.

10. In the OAuth client pop-up, copy and save the value generated for your Android client ID. You will
need this client ID to implement Google Sign-In in your Mobile Hub app. After you copy the client ID,
choose OK.

OAuth client
Hereis your client ID

e Y & - T T ok .apps . googleusercontent . com

11. Paste the Android client ID value into the Mobile Hub Google Android Client ID field for your project.
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/\

To get started, you'll need the web app client ID provided by the Google
developer console, when you enabled the Google+ API.

Google Web App Client ID

You'll also need the iOS and/for Android client ID, depending on which
platforms you support.

Google Android Client ID

Google i0OS Client ID

| Concal changes

Creating an OAuth i0S Client ID

To enable Google Sign-In for your iOS Mobile Hub sample app, you must create an iOS OAuth client ID
for your app. This enables your Mobile Hub sample app to access Google APIs directly and to manage
token lifecycle through Amazon Cognito Identity. This iOS OAuth client ID is in addition to the web
application OAuth client ID that you created while Creating a Google Developers Project and OAuth Web
Client ID (p. 41).

To integrate Google Sign-In for your iOS sample app, you must generate an iOS OAuth client ID in the
Google Developers Console. You will provide this client ID to Mobile Hub during the Google Sign-In
configuration.

To create an OAuth iOS client ID

1. Go to the Google Developers Console at https://console.developers.google.com.

2. Inthe Dashboard for your project, go to the Use Google APIs section and then choose Enable and
manage APIs.

= Google Developers Console

fy Home Dashboard
1j!  Dashboard
Project: My Project Documentation
= Activity
10 mifty-provinee-114920 (#206664077196) W B Google Cloud Pt

Bl Google Cloud 8¢
Use Google APls

B Google Cloud Tu
Enable APis, create credentials, and track

YOUF UEBGE

Try App En
Envirgnme:

API  Enable and manage APis

3. Inthe API Manager, choose Credentials in the left side menu.

Version 1.0
51


https://console.developers.google.com

AWS Mobile Hub Developer Guide
Setting Up Google Authentication

API API Manager Credentials

s Cverview Credentials Qayth consent screen Domain verification

Credentials

Create credentials 1o access your éenabled AP1s. Refer to the API documentation for details.

Qawth 2.0 client IDs
Hame Creation date Type Client ID
Mobile Hub sample  Jan 22, 2016 Web application 382439791
app web client

4. Choose New Credentials and then choose OAuth client ID.

API APl Manager Credentials

@ Overview Credertials  DAuiR consent screen  Domain verifeation

O Credentials

AP ey ord
Idenitifies your project waing & simple AP kiy 1o check quots and sCCoss
For APls like Googhe Traralute.

Quah el 1D

REGUESS Lii! CONSENT S0 YO BED COM BO00SS the user's dats
For AP like Googhe Calendad.

Service setount ki 15yt
Enables serverio-server, apo-reel suthentication raing rohot accounts
For use with Googhe Cloud APis:

Help me choose

5. InCreate client ID, choose iOS.
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= Google Developers Console Q

API API Manager Credentials

<r  Overview “

or  Credentials )
Create client |D

Application type
Web application
Androkd Learn more
Chrome App Learn more
05 Leam mone

PlaySiation 4
Other

Gancel

6. In Name, enter a name in the format com anazon. nysanpl eapp i CS client |D.
7. InBundle ID, enter the bundle name in the format com anazon. nysanpl eapp.

Credentials

-

Create client ID

Application type
Web application
Android Leam mane
Chrome Apg Leam maore
® 05 Leam mora
PlayStaton 4
Other
Name

Bundle D
com.amazon.mysampleapp

App Store ID

Team 1D

B o

8. Choose Create.

9. Inthe OAuth client pop-up, copy and save the value that was generated for your iOS client ID. You
will need these values to implement Google Sign-In in your Mobile Hub app. After you copy the client
ID, choose OK.
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OAuth client
Here is your client ID

CT L - o iy sm e e - .apps . geogleusercontent .com

10. Paste the iOS client ID value into the Mobile Hub Google iOS Client ID field for your project.

At

To get started, you'll need the web app client 1D provided by the Google
developer console, when you enabled the Google+ API.

Google Web App Client ID

You'll also need the iOS and/for Android client ID, depending on which
platforms you support.

Google Android Client 1D

Google i0OS Client ID

| Concal changes

Verifying All Platform Client IDs

If your app supports both Android and iOS platforms, then your app project in the Google Developers
Console will now have three client IDs: one for web application, one for Android, and one for iOS. You
can verify that you have all of the credentials for all of the platforms by looking at the Credentials panel
in the API Manager for your app, as shown in the following.

Credentials

Copdintials  OAuth cordont gireon  Domain vweifcation

Croats credentials 10 &00833 your anabled APl Refer 10 the AP donumentation lor dotals.

Ohwth 2.0 client 10s

Bame Croaton dato ~ Type Clont 1D
ST AMATON. My SAMBMAD

ST AMATON ATy M
Andingid client 1D

Mobily Hub samole agp
woeh ket
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Setting Up Custom Authentication

You can use your own authentication system, rather than identity federation provided by Facebook or
Google, to register and authenticate your customers. The use of developer-authenticated identities involves
interaction between the end-user device, your authentication back end, and Amazon Cognito. For more
information, see the following blog entries:

¢ Understanding Amazon Cognito Authentication
¢ Understanding Amazon Cognito Authentication Part 2: Developer-Authenticated Identities

To use your own authentication system, you must implement an identity provider by extending the
AWBADbst r act Cogni t ol dent i t yProvi der class and associating your provider with an Amazon Cognito
identity pool. For more information, see Developer Authenticated Identities in the Amazon Cognito
Developer Guide.

Viewing AWS Resources Provisioned for this
Feature

The following image shows the Mobile Hub Resources pane displaying elements typically provisioned
for the User Sign-in feature.

Manage your resources E
<fy
Buld I'Ej Amazon Cognito Identity Pools ? AWS Identity and Access Management Roles
Amazon Cognito provides identifiers and secure access tokens for AWS Identity and Access Management (IAM) securely controls
your apg users based on their authentication state so you can access to AWS services and resources. The follawing LAM roles
.- ensure secure acoess to your AWS services without embedding provide Mobile Hub the permissions it needs to administer your
: developer credentials in your mobile app. To provide secure access resources and provide your users access to the features you
for your project, the AWS Mobie Hub has provisioned an Amazon configure.
Cognito Identity Pool.
MobileHub_Service_Role
usersigninsample_MOBILEHUB_1727637694
usersigninsample_auth_MOBILEHUB_1727637694
— usersigninsample_unauth_MOBILEHUB_1727637694

Quickstart App Detalils

In the Mobile Hub quickstart app, the User Sign-in demo enables users to use features that access AWS
resources without authentication or by signing in to the app via identity providers including Facebook,
Google, or your custom solution.

When you add User Sign-in to your project with the No Sign-in or the Optional Sign-in options, choosing
the app's quickstart sign-in demo returns and displays the Amazon Cognito identifier. This identifier is
associated with the app instance's device currently accessing AWS resources.

When you add User Sign-in to your project with Required Sign-in, choosing the app's quickstart sign-in
demo displays a sign-in experience branded to match the identity provider. Signing in to the demo
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authenticates the user in the selected identity provider service and returns and displays the Amazon
Cognito identifier that is associated with authentication of the user in that service.
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Document History for AWS Mobile
Hub

The following table describes important changes to the documentation since the release of AWS Mobile
Hub.

¢ Latest documentation update: August 19, 2016

Change Description Date Changed

AWS Mobile Hub Developer Site restructured around using | August 17, 2016
Guide Redesign the key mobile app backend fea-

tures Mobile Hub facilitates. Most

pages in the site are updated

with additional information.

iOS and Android Push Notifica- | The documentation for setting up | February 9, 2016
tion Setup Documentation iOS push natifications in the

Apple Developer Member Center

website and Android push natific-

ations in the Google Developers

Console website has been up-

dated to provide more detail

about the process for setting up

these features outside the Mobile

Hub console.
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Change

Facebook and Google Authentic-
ation Process Documentation

IAM Managed Policies Added

IAM Service Role for Mobile Hub
Added

New Guide

Description

The documentation now has a
section describing how to create
a Google Developers Console
project and create all client IDs
Mobile Hub needs to enable
Google Sign-In in both iOS and
Android apps. For more informa-
tion, see Setting Up Google Au-
thentication (p. 41). The docu-
mentation on creating a Face-
book app ID has been updated
to reflect changes in the Face-
book Developer portal. For more
information, see Setting Up
Facebook Authentication (p. 39).

Details about the managed
policies required to view and
modify configuration for any pro-
ject with AWS Mobile Hub. For
more information, see IAM
(Identity and Access Manage-
ment) Managed Policies (p. 59).

Details about the service policy
and permissions for the Mobi | e-
Hub_Ser vi ce_Rol e IAM role
created by Mobile Hub to config-
ure the features of each mobile
app is documented. For more in-
formation, see The Mobile Hub
IAM Service Role (p. 60).

This is the first release of the
AWS Mobile Hub service. This is
a beta release and is subject to
change.

Date Changed
January 26, 2016

January 4, 2016

November 9, 2015

October 8, 2015
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AWS Mobile Hub Reference

The reference topics in this section provide more detailed information about how Mobile Hub works.

Topics
¢ |IAM (Identity and Access Management) Managed Policies (p. 59)

IAM (Identity and Access Management) Managed
Policies

Topics
¢ Learn about AWS IAM Roles and Policies (p. 59)
¢ |IAM (Identity and Access Management) Managed Policies (p. 59)
¢ The Mobile Hub IAM Service Role (p. 60)
¢ Trust Relationship (p. 61)
¢ Administrative Privileges (p. 61)
¢ Service Policy (p. 61)

Learn about AWS IAM Roles and Policies

Options for learning more about IAM include:

« Visit the “Resources” page for your Mobile Hub Project to discover and access resources you have
configured in the AWS Console

¢ Visit the Amazon Cognito Developer Guide IAM Roles page
« Visit the AWS IAM User Guide

IAM (Identity and Access Management) Managed
Policies

The Identity and Access Management service controls user permissions with respect to AWS services
and resources. Specific permissions are required in order to view and modify configuration for any project
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with AWS Mobile Hub. These permissions have been grouped into the following managed policies, which
you can attach to an IAM User, Role, or Group.

AWSMobileHub_ FullAccess

This policy provides read and write access to AWS Mobile Hub projects. Users with this policy attached
to their IAM User, Role, or Group, are allowed to create new projects, modify configuration for existing
projects, and delete projects and resources. This policy also includes all the permissions which are allowed
under the AWSMobileHub_ReadOnly managed policy.

https://console.aws.amazon.com/iam/home?region=us-east-1#policies/arn:aws:iam::aws:policy/
AWSMobileHub_FullAccess

AWSMobileHub _ReadOnly

This policy provides read-only access to AWS Mobile Hub projects. Users with this policy attached to
their IAM User, Role, or Group, are allowed to view project configuration and generate sample quick start
app projects that can be downloaded and built on a developer’s desktop (e.g., in Android Studio or Xcode).
It does not allow any modification to Mobile Hub project configuration, and it does not allow the user to
enable the use of AWS Mobile Hub in an account, where it has not already been enabled.

https://console.aws.amazon.com/iam/home?region=us-east-1#policies/arn:aws:iam::aws:policy/
AWSMobileHub_ReadOnly

Attaching a Managed Policy to a User, Role, or Group

To use these managed policies, a user with administrative privileges must attach one of them to a User,
Role or Group in the ldentity and Access Management console.

To attach a managed policy
1. Choose the link for the managed policy you want to attach.

« https://console.aws.amazon.com/iam/home?region=us-east-1#policies/arn:aws:iam::aws:policy/
AWSMobileHub_FullAccess

 https://console.aws.amazon.com/iam/home?region=us-east-1#policies/arn:aws:iam::aws:policy/
AWSMobileHub_ReadOnly

Choose Attached Entities.

Choose Attach.

Choose the Users, Roles, or Groups you want to grant permissions.
Choose Attach Policy.

a s wbd

The Mobile Hub IAM Service Role

AWS Mobile Hub provides an integrated console experience in which you select features to use in a
mobile app. When you select and enable a feature, Mobile Hub configures multiple AWS services and
resources on your behalf. Configuring any AWS service or resource requires your permission. You give
Mobile Hub these permissions by allowing it to create an IAM (AWS Identity and Access Management)
administrative service role, called Mobi | eHub_Servi ce_Rol e.

After this service role is created, you can examine it at https://console.aws.amazon.com/iam/
home?region=us-east-1#roles/MobileHub_Service_Role.
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Topics

Trust Relationship

In the AWS Identity and Access Management (IAM) console at https://console.aws.amazon.com/iam/
home?region=us-east-1#roles/MobileHub_Service_Role, there is a section for the trust relationship. The
trust relationship dictates which entities can assume this role and make use of its permissions. The trust
relationship for this service role has an access control policy that looks like this:

{
"Version": "2012-10-17",
"Statenment": [
{
"Sid': ",
"Effect": "All ow',
"Principal": {
"Service": "nobil ehub. anazonaws. cont
}s
"Action": "sts:AssuneRol e"
}
]
}

This access control policy dictates that only AWS Mobile Hub (nobi | ehub. amazonaws. con) can assume
this role. This policy should not be modified. No other user or system can assume this role and use its
permissions.

Administrative Privileges

By allowing Mobile Hub to create and assume the Mobi | eHub_Ser vi ce_Rol e role, you give Mobile
Hub permissions to create additional roles as necessary to support the features enabled in your project.
The Mobi | eHub_Ser vi ce_Rol e gives Mobile Hub permission to enable any service policies necessary
on these additional created roles for proper operation of the mobile app.

There are no limits on the number or scope of service policies or roles Mobile Hub may create. Actions
taken by Mobile Hub in this regard are always in response to your actions in the Mobile Hub console.
Roles or policies are never created without direct action from you, such as creating a Mobile Hub project
or configuring an app feature.

Revoking Privileges

To disallow Mobile Hub access to any users of your account, delete the Mobi | eHub_Ser vi ce_Rol e
role. Make sure your users don't have permission to re-create the role, for example by having the
| AM Cr eat eRol e permission.

Service Policy

The service policy states which operations an entity that assumes the Mobi | eHub_Ser vi ce_Rol e role
can perform. If the role has been created, go to https://console.aws.amazon.com/iam/
home?region=us-east-1#roles/MobileHub_Service_Role to see the service policy used by AWS Mobile
Hub. It looks like the following example:
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{

"Version": "2012-10-17",
"Statenment": [

{
"Effect": "Allow',
"Action": [
"cloudfront: CreateDi stri bution",
"cl oudf ront: Del et eDi stri bution",
"cloudfront: Get Di stribution",
"cloudfront: GetDi stributionConfig",
"cl oudfront: Updat eDi stri bution",
"cognito-identity: CreateldentityPool",
"cognito-identity: UpdateldentityPool",
"cognito-identity: Del eteldentityPool",
"cognito-identity: SetldentityPool Rol es",
"iam Addd i ent | DToQpenl DConnect Pr ovi der ",
"iam Cr eat eQpenl DConnect Pr ovi der ",
"i am Get Qpenl DConnect Provi der",
"iam Li st Openl DConnect Provi ders",
"l anbda: Cr eat eFuncti on",
"l anbda: Del et eFuncti on",
"l ambda: Get Functi on",
"mobi | eanal yti cs: Creat eApp",
"mobi | eanal yti cs: Del et eApp",
"sns: Creat eTopi c",
"sns: Del et eTopi c"
1,
"Resource": |
W n
]
3
{
"Effect": "Allow',
"Action": [
"sns: Creat ePl at f or mAppl i cati on”,
"sns: Del et ePl at f or mAppl i cati on”,
"sns: Get Pl at f ormAppl i cati onAttri butes"”,
"sns: Set Pl at f or mAppl i cati onAttri butes”
1,
"Resource": |
"arn:aws: sns: *:*:app/*_MOBI LEHUB_*"
]
3
{
"Effect": "Allow',
"Action": [
"s3: Creat eBucket ",
"s3: Del et eBucket ",
"s3: Del et eBucket Pol i cy",
"s3: Li st Bucket ",
"s3: Li st Bucket Ver si ons"
1,
"Resource": |
"arn:aws:s3:::*-userfil es-nmobil ehub-*",
"arn:aws: s3:::*-contentdelivery-nobil ehub-*"
]
3
{
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"Effect": "Allow',
"Action": [
"s3: Del et e(hj ect ™,
"s3: Del et eVersi on",
"s3: Put Obj ect ",
"s3: Put Obj ect Acl "
1,
"Resource": |
"arn:aws: s3:::*-userfil es-nobil ehub-*/*",
"arn: aws: s3:::*-contentdelivery-nobil ehub-*/*"

]
3
{
"Effect": "Allow',
"Action": [
"iam Creat eRol ",
"iam Del et eRol e",
"iam Del et eRol ePol i cy",
"iam CGet Rol e",
"iam Cet Rol ePol i cy",
"iam Li st Rol ePol i ci es",
"i am PassRol e",
"iam Put Rol ePol i cy",
"i am Updat eAssuneRol ePol i cy"
1,
"Resource": |
"arn:aws:iam:*:rol e/ *_unaut h_MOBI LEHUB *",
"arn:aws:iam:*:role/*_auth_MOBI LEHUB *",
"arn:aws:iam:*:rol e/ *_consol epush_MOBI LEHUB_*",
"arn:aws:iam:*:rol e/ *_| anbdaexecuti onrol e_MOBI LEHUB_*",
"arn:aws:iam:*:rol e/ Mbil eHub_Servi ce_Rol e"
]
}

All of these permissions pertain to resources Mobile Hub creates on your behalf. You can see these
resources by choosing Resources in the left navigation panel of the Mobile Hub console.

AWS Identity and Access Management

This is the portion of the service policy for the Mobile Hub service role defining IAM permissions.

am Cr eat eRol e",

am Del et eRol e",

am Del et eRol ePol i cy",

am Cet Rol e",

am Li st Rol ePol i ci es",

am PassRol e",

am Put Rol ePol i cy",

am Updat eAssuneRol ePol i cy",

Mobile Hub creates one or more I1AM roles to use with your mobile app project, depending on the
configuration options you choose for each feature. By default, IAM creates an unauthenticated app user
role to allow users of your app to get temporary permissions to perform various operations with other
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services you've enabled. For example, you need this role when your app calls an AWS Lambda function
in the Cloud Logic feature.

If you enable the Cloud Logic feature, Mobile Hub also creates an AWS Lambda execution role. This role
provides your AWS Lambda functions the permissions they need to carry out their tasks; for example,
writing debug logs to Amazon CloudWatch.

If you enable the User Sign-in feature, Mobile Hub creates an authenticated app user role. This
authenticated app user role is used by the users of your app when they sign in using a sign-in provider
such as Facebook or Google+. If you select the Sign-in is required option in User Sign-in, the
unauthenticated app user role is removed. All access to your resources from the app then require use of
the authenticated role.

In addition, if you select Google as a sign-in provider, Mobile Hub needs access to the following Open
ID Connect Provider APIs from |IAM:

"iam Addd i ent | DToQpenl DConnect Pr ovi der ",
"iam Cr eat eOpenl DConnect Provi der ",

"iam Get Openl DConnect Provi der",

"iam Li st Openl DConnect Provi ders",

These permissions let the service create an Open ID Connect Provider for Google if it does not already
exist, and add ClientIDs to that provider.

Amazon Cognito

This is the portion of the service policy for the Mobile Hub service role defining Amazon Cognito
permissions.

"cognito-identity: CreateldentityPool ",
"cognito-identity: UpdateldentityPool",
"cognito-identity: Del eteldentityPool",
"cognito-identity: SetldentityPool Rol es",

Amazon Cognito provides temporary credentials that give app users access to your AWS resources. By
default Mobile Hub creates an Amazon Cognito identity pool to provide a scope or namespace for user
identities. If you enable the User Sign-in feature and configure a sign-in provider, such as Facebook or
Google+, Mobile Hub updates the identity pool to support that feature in your app.

Amazon Mobile Analytics

This is the portion of the service policy for the Mobile Hub service role defining Mobile Analytics
permissions.

"mobi | eanal yti cs: Creat eApp",
"mobi | eanal yti cs: Del et eApp",

When you enable the App Analytics feature in Mobile Hub, it creates an App ID for your app in Amazon
Mobile Analytics. This App ID can be removed if you delete the project.

Amazon Simple Notification Service

This is the portion of the service policy for the Mobile Hub service role defining Amazon SNS permissions.
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"sns: Creat eTopi c",

"sns: Del et eTopi c",

"sns: Creat ePl at f or mAppl i cati on”,

"sns: Del et ePl at f or mAppl i cati on",

"sns: Get Pl at f ormAppl i cati onAttri butes"”,
"sns: Set Pl at f ormAppl i cati onAttri butes"”,

When you enable the Push Notifications feature, Mobile Hub creates an Amazon SNS platform application
for each push platform you configure. It also creates a default Amazon SNS topic you can use to push
messages to all users of your app. The topic and platform application are deleted if you delete the
associated Mobile Hub project.

Amazon Simple Storage Service

This is the portion of the service policy for the Mobile Hub service role defining Amazon S3 permissions.

"s3: Creat eBucket ",

"s3: Del et eBucket ",

"s3: Del et eBucket Pol i cy",
"s3: Li st Bucket ",

"s3: Li st Bucket Ver si ons",
"s3: Del et elbj ect ™,

"s3: Del et eVersi on",

"s3: Put Ohj ect ",

"s3: Put Obj ect Acl ",

App Content Delivery and User Data Storage features both use Amazon Simple Storage Service. When
you enable one of these features, Mobile Hub creates an S3 bucket on your behalf. Mobile Hub also puts
example files and folders in the bucket so you can demonstrate your app downloading and navigating
between folders. Some of these permissions are required to set up your S3 bucket for use with Amazon
CloudFront if you enable the App Content Delivery feature and select Multi-Region CDN.

Amazon CloudFront

This is the portion of the service policy for the Mobile Hub service role defining CloudFront permissions.

"cloudfront: CreateDi stri bution",
"cl oudfront: Del eteDi stri bution",
"cloudfront: GetDi stribution",
"cloudfront: GetDistributionConfig"”,
"cl oudf ront: Updat eDi st ri bution”,

If you enable the App Content Delivery feature and configure it for Multi-Region CDN, Mobile Hub creates
a CloudFront distribution with your Amazon S3 bucket set as the origin.

AWS Lambda

This is the portion of the service policy for the Mobile Hub service role defining Lambda permissions.

"l anbda: Cr eat eFuncti on",
"l anbda: Del et eFuncti on",
"| anbda: Get Functi on",
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If you enable the Cloud Logic feature, Mobile Hub creates an example Lambda function. You can use
this function to demonstrate invocation of a Lambda function from your app.
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