AWS CloudHSM
User Guide

amazon
webservices™



AWS CloudHSM User Guide

AWS CloudHSM: User Guide

Copyright © 2016 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon's trademarks and trade dress may not be used in connection with any product or service that is not Amazon's, in any manner
that is likely to cause confusion among customers, or in any manner that disparages or discredits Amazon. All other trademarks not
owned by Amazon are the property of their respective owners, who may or may not be affiliated with, connected to, or sponsored by
Amazon.




AWS CloudHSM User Guide

Table of Contents

What IS AWS CIOUAHSIM? ..ottt ettt et e e e e e eaas 1

Payment Card Industry (PCI) Data Security Standard (DSS) ComplianCe ...........ccoeviviiiiiiiieniiennenns 1

L 1o oo PP TP PP 1

REIAIEA SEIVICES ...ttt ettt e 2

Where t0 Get AddItIoNal HEID .....iiei e 2

ADOUL AMAZON WED SEIVICES ....euiiiiiiei et e e anas 2

STl 11 [0 T PP PPN 3

Create @n AWS ACCOUNT ...ttt e ettt ettt et et e et et et et e e e n e e n e e n e 3

Create AN JAM USEr ...t et 4

CONETOIING ACCESS ittt ettt et et et e et e e e a e 5

Set UP the ENVIFONMENT ... ens 6

Set up USiNg AWS CIOUAFOTMALION ...ttt e e e e e ae e enes 6

MBINUAD SEEUD ..ttt et et e e e 9

GeNErating @n SSH KBY ...cuuiuiiiiiiii i 13

Generating an SSH KEY ON LINUX ....uuuiuiiie e e e e 13

Generating an SSH Key 0N WINAOWS ........uiniiiie et 14

Example SSH PUDBIIC KEY ... 14

COopYiNG the PrIVAIE KEY .. ...iuiiii e 14

Setting UP the CLITOOIS ...c.uieiiieii ittt e e 15

INSEAllING the CLITOOIS .. e e e e e e 16

Configuring the CLITOOIS .....uuiiiie e 18

(CToT 1110 [o [RS] = T (=T PPN 22

Provisioning YOUN HSIMS ... it 23

ConfigurNg YOUT HSM ..o e e e e ens 24

Get the HSM ENI Identifier and [P ADAreSs .......c.oouiiuiiiiiiiii e 25

APPIY the SECUILY GIOUP ...eiiieie et e e e e ens 25

INILALIZE e HSIM ... e 26

Connect YOUr ON-Premises HSM ... 27

Configuring YOUr HSIM CIENLE .....een e e e e aees 27

Configuring @ LINUX HSIM CHENT .......iuiei e 28

Configuring @ WINAOWS HSM CHENE .....ouiieiei e 30

BESE PrACHCES ..u ittt 33

GeNEral BESE PTACliCOS ... ouiiiii i ettt 33

Best PractiCes fOr PASSWOITS .........iuiiiiitii et eans 33

PaSSWOIT WOTKSNEEL ... ettt 35

Operations and MaINTENANCE ........c.uini e e et e e et e et e e e e et e e e e e ens 36

High Availability and Load BalanCing ...........c.oiuiiuiiniiii e 37

Best Practices for High Availability and Load BalanCing ...........cccoviiviiiiiiiiiiiiiineceeee e 38

General BESt PraCliCeS ... ..iuiiiiiiiie e 38

Best Practices for LOSS @nd RECOVEIY ......c.uiuuiiiiiiiie e 39

Creating @ HA Partition GrOUD .........cuuiuiiiii ettt e e e aees 40

Create the HA Partition GrOUD .......c.oiuiiiieiiii it e i ens 41

REGISIEN CHENT ..ottt 42

(2] o] o=Vl aTo I SO YL PP 44

Backing Up and ReStONNG HSM DaLA .....uuuieiiiiie e e et e e e e e ans 46

Backing Up HSM Data USING WINGOWS ........ouitiiiiie et e e e e 46

Restoring HSM Data from a Luna Backup HSM ... ... 47

Integrating Third-Party Applications with AWS CIOUAHSM .........ociiiiiiiiii e 49

Transparent Data Encryption with AWS CIOUTHSM ... 49

Oracle Database TDE with AWS CIOUdHSM ..ot 49

Microsoft SQL Server with AWS CIOUAHSM ... ..o e 50

Volume Encryption for Amazon Elastic BIOCK StOre ..........c.ooeiiiiiiiiieee e 50

Encryption with Amazon Simple Storage Service (S3) and SafeNet KEySecure ...........cccovevevviennnns 50
Setting Up SSL Termination on an Apache Web Server with Private Keys Stored in AWS

ClOUAHSM ettt ettt et e e e 50




AWS CloudHSM User Guide

Building Your OWn APPIICALIONS ... ..t e e et e 51

HOW 10 STOP USING 8N HSIM .o et et e e e en e 52
SafeNet Luna SA DOCUMENTALION .. ...iuieit ittt ettt eaees 54
(03 (o0 To J 1 = V1 I I o o | o R 55
AWS CloudHSM Information in ClOUTIAI ..........ovuiiniiiii e 55
Understanding AWS CIOUdHSM Log File ENFES .. ..ouiieiiiei e 56
Troubleshooting AWS CIOUAHSM ... e e e e es 57
My HSM isn't working. What do 1 dO? .....oeiii e e 57

HOW dO | ZEroize MY HSIM ... e ettt e e enas 57
REPIACE HSM . e e e 57

CLI REIEIENCE ...t e e ettt ettt et 59
UPdAting the TOOIS ... ettt et et e et et et 59

CLI ComMMANT RETEIENCE ... ..ttt e e 60

= Lo [0 R 0 T (o o = oo 60

(0310 1= =T o o 62

ClOME- NS o 64
CIRALE-CIIEINT ...ttt 67

[0 LTz U= 7= 1 o o 69
CrRALE- NS e 70
ElEtE-ClIENT ...ttt 73

[0 =] o7 o o T oo 74
ElETE-NSIM L.t 75
deregister-Client-fromM-NaPQg ........ooii e 77
ESCIHDE-ClIENT ... e 79

[0 o TS o] ] = - oo 80
ESCIIDE-NSIM Lo e 82
Qet-ClIeNt-CONfIQUIALION ... .. . e eeans 84
INIEIAIIZE-NSIM L.t 86

S ol [[=T 0| PP PP PP 88

53 o oo L 89

LISt SIMIS e 90

0T o 1 Y 0 T o 92

=10 RS (=] ol =T o1 o o I = oo P 94
remMoVe-hSM-frOM-NAPG ... .o e 96

(=TS PP PP TRPR 98

0] 81 o] (1] T o i o 98
RuntimeError: Luna is requesting @ PasSWOIG. ........ouiuiiitieiie e 98

The delete-hsm command appears to succeed, but the HSM is not deleted. ........................... 99

[ 0] TP 100
Y 0] 1= T o= 101
Getting Started ManUAILY ... e 101
Manually Provisioning an HSM ... 101

Manually Initialize an HSM ... 102
HIgh-AVAIIADIITY ... e 103
Connecting Multiple Client Instances to AWS CloudHSM with One Certificate .............cocooeviiiini. 110
Creating an AMI with the HSM Client Configuration ..............coooiiiiiiiiii e 110

Create an Amazon S3 Bucket and ROIES ..........c..iiiiiii e 111

SAMPIE APPICALION ..ot 111
Sample ApPlIcation USING € .....uiiiiie e e e 112

Sample APPlICAtioN USING JAVA ... ..c.iieiit e 112

AWS CIoUdHSM UPGrade GUIE ........enieiiee et ene e 115
Upgrade Version 5.0 10 5.3 ... 116

Upgrade Version 5.3.X 10 5.3.5 ... 120

Upgrade HSM FIFMWATE ......ouiit e et e e e 121

[0 o U ] 0 =Y oL 1) (o S 123




AWS CloudHSM User Guide
Payment Card Industry (PCI) Data Security Standard
(DSS) Compliance

What Is AWS CloudHSM?

A hardware security module (HSM) is a hardware appliance that provides secure key storage and
cryptographic operations within a tamper-resistant hardware module. HSMs are designed to securely
store cryptographic key material and use the key material without exposing it outside the cryptographic
boundary of the appliance.

AWS CloudHSM helps you meet corporate, contractual and regulatory compliance requirements for data
security by using dedicated HSM appliances within the AWS cloud. AWS and AWS Marketplace partners
offer a variety of solutions for protecting sensitive data within the AWS platform, but additional protection
is necessary for some applications and data that are subject to strict contractual or regulatory requirements
for managing cryptographic keys.

Until now, your only options were to maintain the sensitive data or the encryption keys protecting the
sensitive data in your on-premises data centers. However, those options either prevented you from
migrating these applications to the cloud or significantly slowed application performance. AWS CloudHSM
allows you to protect your encryption keys within HSMs that are designed and validated to government
standards for secure key management. You can securely generate, store, and manage the cryptographic
keys used for data encryption in a way that ensures that only you have access to the keys. AWS CloudHSM
helps you comply with strict key management requirements within the AWS cloud without sacrificing
application performance.

Payment Card Industry (PCIl) Data Security
Standard (DSS) Compliance

AWS CloudHSM supports the processing, storage, and transmission of credit card data by a merchant
or service provider, and has been validated as being compliant with Payment Card Industry (PCIl) Data
Security Standard (DSS). For more information about PCI DSS, including how to request a copy of the
AWS PCI Compliance Package, see PCI DSS Level 1.

Pricing

For more information about AWS CloudHSM pricing, go to AWS CloudHSM Pricing. If you want to try the
AWS CloudHSM service for free, you can request a two week trial. For more information about the free
trial, go to Free Trial.



http://aws.amazon.com/compliance/pci-dss-level-1-faqs/
http://aws.amazon.com/cloudhsm/pricing/
http://aws.amazon.com/cloudhsm/free-trial/
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Related Services

AWS CloudHSM works with Amazon Virtual Private Cloud (Amazon VPC). HSM appliances are provisioned
inside your VPC with an IP address that you specify, providing simple and private network connectivity
to your EC2 instances. Placing HSM appliances near your EC2 instances decreases network latency,
which can improve application performance. Your HSM appliances are dedicated exclusively to you and
are isolated from other AWS customers. Available in multiple regions and Availability Zones, AWS
CloudHSM can be used to build highly available and durable applications.

For more information about Amazon VPC, see What Is VPC? in the Amazon VPC User Guide.

Where to Get Additional Help

We recommend that you take advantage of the AWS Discussion Forums. These are community-based
forums for users to discuss technical questions related to AWS services. For the AWS CloudHSM forum,
go to https://forums.aws.amazon.com/forum.jspa?forumID=156.

You can also get help if you subscribe to AWS Premium Support, a one-on-one, fast-response support
channel (for more information, go to http://aws.amazon.com/premiumsupport).

About Amazon Web Services

Amazon Web Services (AWS) is a collection of digital infrastructure services that developers can leverage
when developing their applications. The services include computing, storage, database, and application
synchronization(messaging and queuing). AWS uses a pay-as-you-go service model. You are charged
only for the services that you—or your applications—use. Also, to make AWS more approachable as a
platform for prototyping and experimentation, AWS offers a free usage tier. On this tier, services are free
below a certain level of usage. For more information about AWS costs and the Free Tier, see Test-Driving

AWS in the Free Usage Tier. To obtain an AWS account, open the AWS home page and then click Sign
uUp.



http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Introduction.html
https://forums.aws.amazon.com/forum.jspa?forumID=156
http://aws.amazon.com/premiumsupport
http://docs.aws.amazon.com/FeaturedArticles/latest/TestDriveFreeTier.html
http://docs.aws.amazon.com/FeaturedArticles/latest/TestDriveFreeTier.html
https://portal.aws.amazon.com/gp/aws/developer/registration/index.html

AWS CloudHSM User Guide
Create an AWS Account

Setting Up AWS CloudHSM

Before you can use AWS CloudHSM, you must have an AWS account, and have a specific environment
in which your HSM appliances are provisioned.

Topics
¢ Create an AWS Account (p. 3)
¢ Create an IAM User (p. 4)
¢ Controlling Access to AWS CloudHSM Resources (p. 5)
¢ Set up the AWS CloudHSM Environment (p. 6)
¢ Generating an SSH Key (p. 13)
¢ Setting Up the AWS CloudHSM CLI Tools (p. 15)

Create an AWS Account

Your AWS account gives you access to all services, but you are charged only for the resources that you
use.

If you do not have an AWS account, use the following procedure to create one.
To sign up for AWS

1. Open http://aws.amazon.com/ and choose Create an AWS Account.
2. Follow the online instructions.

Your root account credentials identify you to services in AWS and grant you unlimited use of your AWS
resources. To allow other users to manage AWS CloudHSM resources without sharing your security
credentials, use AWS ldentity and Access Management (IAM). We recommend that everyone work as
an IAM user, even the account owner. You should create an IAM user for yourself, give that IAM user
administrative privileges, and use it for all your work. For more information, see Controlling Access to
AWS CloudHSM Resources (p. 5).



http://aws.amazon.com/
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Create an IAM User

The AWS CloudHSM API and CLI tools require your access keys so that the service can determine
whether you have permission to access its resources. You can create access keys for your AWS account
to access the APl and CLI. However, we recommend that you avoid accessing AWS using your root AWS
account access keys; instead, we recommend that you use AWS Identity and Access Management (IAM)
to create an IAM user and add the IAM user to an IAM group with administrative permissions. This grants
the IAM user administrative permissions. You then use the access keys for the IAM user with the AWS
CloudHSM API and CLI.

If you signed up for AWS but have not created an IAM user for yourself, you can create one using the
IAM console.

To create a group for administrators

1. Signin to the Identity and Access Management (IAM) console at https://console.aws.amazon.com/
iam/.

2. In the navigation pane, choose Groups, and then choose Create New Group.

3. For Group Name, type a name for your group, such as Adni ni str at or s, and then choose Next
Step.

4. Inthe list of policies, select the check box next to the AdministratorAccess policy. You can use the
Filter menu and the Search box to filter the list of policies.

5. Choose Next Step, and then choose Create Group.

Your new group is listed under Group Name.

To create an IAM user for yourself, add the user to the administrators group, and create
a password for the user

In the navigation pane, choose Users, and then choose Create New Users.
In box 1, type a user name.

Clear the check box next to Generate an access key for each user.
Choose Create.

In the list of users, choose the name (not the check box) of the user you just created. You can use
the Search box to search for the user name.

Choose the Groups tab and then choose Add User to Groups.
Select the check box next to the administrators group. Then choose Add to Groups.
Choose the Security Credentials tab. Under Sign-In Credentials, choose Manage Password.

Select Assign a custom password. Then type a password in the Password and Confirm Password
boxes. When you are finished, choose Apply.

gk wbdPE
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To sign in as this new IAM user, sign out of the AWS Management Console, then use the following URL,
where <your _aws_account _i d> is your AWS account number without the hyphens (for example, if
your AWS account number is 1234- 5678- 9012, your AWS account ID is 123456789012):

https://<your_aws_account _i d>. si gni n. aws. amazon. conl consol e/

Enter the IAM user name and password that you just created. When you're signed in, the navigation bar
displays "<your _user _nane> @ <your _aws_account _i d>".



https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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If you don't want the URL for your sign-in page to contain your AWS account ID, you can create an account
alias. From the 1AM dashboard, click Customize and enter an alias, such as your company name. To
sign in after you create an account alias, use the following URL:

https://<your_account _al i as>. signi n. aws. amazon. com consol e/

For more information about using IAM policies to control access to your AWS Directory Service resources,
see Controlling Access to AWS CloudHSM Resources (p. 5).

Controlling Access to AWS CloudHSM
Resources

By default, IAM users don't have permission to AWS CloudHSM operations. To allow IAM users to manage
AWS CloudHSM operations, you must create an IAM policy that explicitly grants IAM users permission
to use certain AWS CloudHSM operations, and attach the policy to the IAM users or groups that require
those permissions. For more information about IAM policies, see Permissions and Policies in the IAM
User Guide guide.

The following policy statement grants a user or group permission to use all AWS CloudHSM operations.

{
"Version" : "2012-10-17",
"Statenent" : [
{
"Effect" : "Alow',
"Action" : "cloudhsm*",
"Resource" : "*"
}
]
}

The following policy statement grants a user or group permissions to use the operations that read AWS
CloudHSM resources.

{
"Version" : "2012-10-17",
"Statenent” : [
{
"Effect" : "Alow',
"Action" : [
"cl oudhsm Get *",
"cl oudhsm Li st *",
"cl oudhsm Descri be*"
I,
"Resource" : "*"
}
]
}

For more information about IAM, see the following:

« Identity and Access Management (IAM)



http://docs.aws.amazon.com/IAM/latest/UserGuide/PermissionsAndPolicies.html
http://aws.amazon.com/iam
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¢ |AM User Guide

Set up the AWS CloudHSM Environment

AWS CloudHSM requires the following environment before an HSM appliance can be provisioned.

¢ A virtual private cloud (VPC) in the region where you want the AWS CloudHSM service. For more
information about Amazon VPC, see What Is VPC? in the Amazon VPC User Guide.

¢ One private subnet (a subnet with no Internet gateway) in the VPC. The HSM appliance is provisioned
into this subnet.

¢ One public subnet (a subnet with an Internet gateway attached). The control instances are attached
to this subnet.

« An AWS lIdentity and Access Management (IAM) role that delegates access to your AWS resources
to AWS CloudHSM. This is needed so AWS CloudHSM can create and configure AWS resources,
such as elastic network interfaces, on your behalf. For more information about IAM roles, see Roles in
the IAM User Guide guide.

¢ An EC2 instance, in the same VPC as the HSM appliance, that has the SafeNet client software installed.
This instance is referred to as the control instance and is used to connect to and manage the HSM
appliance.

¢ A security group that has port 22 (for SSH) or port 3389 (for RDP) open to your network. This security
group is attached to your control instances so you can access them remotely. For more information,
see Authorizing Inbound Traffic for Your Instances in the Amazon EC2 User Guide for Linux Instances.

You can either use AWS CloudFormation to set up your AWS CloudHSM environment, or set up your
environment manually.

¢ Automatically Setting Up Your AWS CloudHSM Environment Using AWS CloudFormation (p. 6)
¢ Manually Setting Up Your AWS CloudHSM Environment (p. 9)

Automatically Setting Up Your AWS CloudHSM
Environment Using AWS CloudFormation

You can use an AWS CloudFormation template provided by the AWS CloudHSM team to set up an
environment automatically for use with AWS CloudHSM.

Topics
¢ AWS CloudHSM Environment Details (p. 6)
¢ Prerequisites (p. 8)
¢ Setting up Using AWS CloudFormation (p. 8)
¢ Preparing To Provision Your HSMs (p. 9)

AWS CloudHSM Environment Details

The following diagram demonstrates how AWS CloudFormation automatically sets up your AWS CloudHSM
environment.



http://docs.aws.amazon.com/IAM/latest/UserGuide/
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Introduction.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/WorkingWithRoles.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/authorizing-access-to-an-instance.html
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The following components are set up by AWS CloudFormation:

1.
2.

AVPC.

Subnets, including one subnet that is publicly accessible and one private subnet per Availability Zone.

For example:

« For regions that have three Availability Zones, four subnets are created: one subnet that is publicly
accessible (3a) and three private subnets (3b, 3c, and 3d).

» For regions that have two Availability Zones, three subnets are created: one subnet that is publicly
accessible (3a) and two private subnets (3c and 3d).

Note
The AWS CloudHSM team provisions an HSM appliance into the private subnet to isolate it
from the rest of the Internet.

. An Amazon EC2 control instance (m1.small running Amazon Linux x86 64-bit) in the public subnet,

with the SafeNet client software already installed. This instance uses the key pair that you specify
during the creation of the AWS CloudFormation stack.

. Security groups that allow both SSH into the public subnet from the Internet, and SSH and NTLS into

the private subnet from the public subnet.

. An Elastic IP address for the control instance.
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6. An IAM role that delegates AWS resource access to the AWS CloudHSM service. (Not shown in the
preceding diagram.)

7. The necessary IAM credentials to send an Amazon SNS natification of your stack’s configuration to
the AWS CloudHSM team. (Not shown in the preceding diagram.)

Prerequisites

Before you can start this process, you need the following:

« Your AWS account must have one VPC available to be created in the selected region.

* An Amazon EC2 key pair. You will use this key pair to access the control instance that AWS
CloudFormation creates. You must create this key pair in the same region where you will set up your
AWS CloudHSM environment. For more information, see Creating Your Key Pair Using Amazon EC2
in the Amazon EC2 User Guide for Linux Instances.

Setting up Using AWS CloudFormation
Complete the following steps to have AWS CloudFormation set up your AWS CloudHSM environment.

To use AWS CloudFormation to set up your AWS CloudHSM environment automatically

1. Sign up for AWS CloudFormation, if you have not already done so. For more information, see Get
Started in the AWS CloudFormation User Guide.

2. Open the AWS CloudFormation console at https://console.aws.amazon.com/cloudformation/.
3. Choose one of the following regions where AWS CloudHSM is currently supported:

¢ US East (N. Virginia)

e USWest (Oregon)

¢ EU (Ireland)

¢ EU (Frankfurt)

e Asia Pacific (Singapore)
¢ Asia Pacific (Tokyo)

¢ Asia Pacific (Sydney)

4, Choose Create Stack or Create New Stack.

5. Inthe Select Template page, under Stack, type a name for the stack, such as
C oudHSM Envi r onnent . The name can contain only alphanumeric characters and the dash
character (-) and must start with a letter.

Under Template, choose Specify an Amazon S3 template URL, then type the following URL:
https://cl oudhsm s3. amazonaws. coni cl oudhsm qui ckstart.json

Choose Next.

6. On the Specify Parameters page, if necessary, specify the suffixes for the Availability Zones you
want to use. AWS CloudFormation will create subnets in the specified Availability Zones. The number
of Availability Zones and their suffixes vary by region and account. For example, in the US East (N.
Virginia) region, your account may only have access to the us- east - 1a, us- east - 1c, and
us- east - 1d Availability Zones. In this case, you would enter a, c, and d for the Availability Zone
suffixes.

To find the Availability Zones that your account has access to in a particular region, open the Amazon
EC2 console at https://console.aws.amazon.com/ec2/, and then select the desired region from the



http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#having-ec2-create-your-key-pair
http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.Walkthrough.html
http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.Walkthrough.html
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/ec2/
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10.

region selector in the navigation bar. Your Availability Zones are displayed in the Service Health
area of the EC2 Dashboard.

For KeyName, type the name of an existing Amazon EC2 key pair. The Amazon EC2 key pair is
used to authenticate with the control instance.

Choose Next.
(Optional) In the Options page, add any tags you want to apply to the stack. Then choose Next.

In the Review page, review your settings and select the | acknowledge that this template might
cause AWS CloudFormation to create IAM resources. check box. This acknowledges that you
understand that AWS CloudFormation will create an IAM role in your account and will use the IAM
role to create the other AWS resources described in the preceding section (AWS CloudHSM
Environment Details (p. 6)).

Choose Create.

Select your stack in the AWS CloudFormation console. After the stack is created, the status changes
to CREATE_COMPLETE. If an error occurs, the stack is rolled back and the status eventually changes
to ROLLBACK_COMPLETE. You can use the Events tab in the AWS CloudFormation console to
help determine why the failure occurred.

In the detail pane, select the Outputs tab to view the outputs associated with your stack. Note the
following values that you need to send to AWS.

* The IAM role ARN from the AWS CloudFormation stack
* The private subnet identifiers from the AWS CloudFormation stack
* The client IP address from the AWS CloudFormation stack

For more information about AWS CloudFormation stacks, see Viewing AWS CloudFormation Stack
Data and Resources on the AWS Management Console in the AWS CloudFormation User Guide.

Preparing To Provision Your HSMs

Collect the following information. This information is required when you provision your HSMs.

¢ The IAM role ARN from the AWS CloudFormation stack.
¢ The private subnet identifiers from the AWS CloudFormation stack.
¢ The client IP address from the AWS CloudFormation stack.

Choose an available IP address in each private subnet in your VPC to use as the IP address of an
HSM appliance. You must choose an IP address that is not in use by any other network device on the

subnet. Each HSM appliance needs its own IP address.

Proceed to Generating an SSH Key (p. 13).

Manually Setting Up Your AWS CloudHSM
Environment

The procedures below demonstrate how to set up your environment manually for use with the AWS
CloudHSM service.

Topics
¢ Prerequisites (p. 10)
¢ Creating the VPC (p. 10)
¢ Creating the Private Subnets (p. 11)



http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-view-stack-data-resources.html
http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-view-stack-data-resources.html
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¢ Creating the Security Group (p. 11)

¢ Creating the IAM Role (p. 12)

¢ Launching a Control Instance (p. 12)

¢ Preparing To Provision Your HSMs (p. 13)

Prerequisites

Before you can start this process, you need the following:

« Your AWS account must have one VPC available to be created in the selected region.
« A virtual private cloud (VPC) with the following:

* One public subnet. A public subnet is a subnet with an Internet gateway attached to it. The control
and client instances are attached to the public subnet.

» One private subnet in each Availability Zone in the region. Your HSMs are provisioned in the private
subnets.

» A security group that contains the following rules:

« Inbound TCP access to port 22 (SSH) from your site. This allows computers located on your site
to connect to EC2 instances in your VPC using SSH.

¢ Inbound TCP access to port 22 (SSH) from your HSM VPC. This allows control instances in your
VPC to connect to the HSM appliance using SSH.

¢ Inbound TCP access to port 3389 (RDP) from your site. This allows computers located on your
site to connect to instances in your VPC using RDP.

¢ Inbound TCP access to port 1792 from your HSM VPC. This allows client instances in your VPC
to connect to the HSMs using NTLS.

* AnlAM role that grants the AWS CloudHSM service permission to perform certain tasks on your behalf.

Creating the VPC

Perform the following procedure to create a VPC for use with AWS CloudHSM.

To create a VPC and security group rules

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
2. Select one of the following regions where AWS CloudHSM is currently supported:

e US East (N. Virginia)

e US West (Oregon)

« EU (Ireland)

e EU (Frankfurt)

¢ Asia Pacific (Singapore)
¢ Asia Pacific (Tokyo)

¢ Asia Pacific (Sydney)

3. Create a VPC with a single subnet and an Internet gateway. The most straightforward method is to
use the VPC wizard that does this for you. For more information, see Step 1: Set Up the VPC and
Internet Gateway in the Amazon VPC Getting Started Guide. You only need to perform step 1 of the
guide. The remaining steps are performed below.

10


https://console.aws.amazon.com/vpc/
http://docs.aws.amazon.com/AmazonVPC/latest/GettingStartedGuide//Wizard.html
http://docs.aws.amazon.com/AmazonVPC/latest/GettingStartedGuide//Wizard.html

AWS CloudHSM User Guide
Manual Setup

Creating the Private Subnets

You need to create a private subnet (a subnet with no Internet gateway attached) in every Availability
Zone in the region. This allows you the most flexibility in choosing the subnet in which to provision your
HSMs. Provisioning HSMs in different Availability Zones provides the most robust configuration for high
availability.

To create the private subnets in your HSM VPC

1.
2.
3.

4.

In the VPC console, make sure you have the same region selected that your HSM VPC resides in.
Select Subnets in the navigation pane and click Create Subnet.

In the Create Subnet dialog box, select your HSM VPC, select the Availability Zone, enter the desired
CIDR block for the subnet, and click Yes, Create.

Repeat these steps for the remaining Availability Zones in the region.

Creating the Security Group

You need to create a security group for use with AWS CloudHSM.

Note

The security group rules provided here are the minimum set of rules that you need to get started
with AWS CloudHSM. For production deployments, you should define appropriate rules to
constrain network traffic according to your security policies and best practices.

To create your security group for use with AWS CloudHSM

In the VPC console, make sure you have the same region selected that your HSM VPC resides in.

Create a security group in your HSM VPC and give it an identifiable name, such as C oudHSM_SG
For more information about creating a security group, see Creating a Security Group in the Amazon
EC2 User Guide for Linux Instances.

Add an inbound rule that allows TCP traffic on port 22 (SSH) from your site. For more information
about adding security group rules, see Adding Rules to a Security Group in the Amazon EC2 User
Guide for Linux Instances.

a. Onthe Inbound tab, in the Create a new rule: list, select SSH, and enter the IP address range
of the sites from which you will connect to your VPC.

b. Click Add Rule, then click Apply Rule Changes.

Add an inbound rule that allows TCP traffic on port 22 (SSH) from your VPC.

a. Onthe Inbound tab, in the Create a new rule: list, select SSH, and enter the CIDR address
range of your VPC.

b. Click Add Rule, then click Apply Rule Changes.

Add an inbound rule that allows TCP traffic on port 3389 (RDP) from your site.

a. OntheInbound tab, in the Create a new rule: list, select RDP, and enter the IP address range
of the sites from which you will connect to your VPC.

b. Click Add Rule, then click Apply Rule Changes.

Add an inbound rule that allows TCP traffic on port 1792 from your VPC.
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a. OntheInbound tab, in the Create a new rule: list, select Custom TCP rule. In the Port range:
field, enter 1792. In the Source: field, enter the CIDR address range of your VPC.

b. Click Add Rule, then click Apply Rule Changes.

Creating the IAM Role

The AWS CloudHSM service must have permission to perform certain actions on your behalf, such as
listing your VPCs and creating ENIs to attach to your HSMs. To allow this, you must create an IAM role
that grants the AWS CloudHSM service permission to perform these actions on your behalf.

To create an IAM role

1. Signinto the AWS Management Console using the sign-in page.

2. Under Administration and Security, select Identity and Access Management.

3. Select Roles, and then click Create New Role to start the wizard.

4. Enter a unique name for your role in the Role Name field and click Next Step. The name must be
unigue and cannot contain spaces.

5. Under Select RoleType, select AWS Service Roles, and then click Select nextto AWS CloudHSM.

6. Review the policy statement to confirm that you are granting permission to the AWS CloudHSM
service to perform the actions listed. These actions are required in order for the AWS CloudHSM
service to list your resources and attach an ENI in your VPC. After reviewing and accepting the policy
and permissions, click Next Step.

7. Review the role information and click Create Role.

8. Inthe lAM console, click the role you just created and note the value for the Role ARN in the Summary
section. You need to provide the role ARN to AWS to set up your HSM appliance.

Launching a Control Instance

The HSMs that you provision are reached via their IP address. Because this IP address is only accessible
from an instance within the same VPC that the HSM appliance is in, you need to launch an instance in
the same VPC that you will use to connect to and manage your HSM appliances. Throughout this guide,
this instance is referred to as the control i nstance.

To launch an instance in your HSM VPC, follow the steps in Launching Your Instance from an AMI in the
Amazon EC2 User Guide for Linux Instances. The following are the specific settings for launching an
instance in your HSM VPC.

¢ In step 2, select the region in which your VPC is located.

¢ In step 4, select the Community AMIs tab, search for O oudHSM and select the CloudHSM Client
AMI. This AMI launches a pre-configured Amazon Linux instance that already has the SafeNet client
software installed.

« In step 6, on the Configure Instance Details page, enter the following:
* Under Network, select your HSM VPC.
* Under Subnet, select your public subnet.
* Under Public IP, select Automatically assign a public IP address to your instances.

¢ Instep 9, on the Configure Security Group page, select the security group you created for your HSM
VPC.

After the control instance is running, you can connect to it using SSH.
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Preparing To Provision Your HSMs

Collect the following information. This information is required when you provision your HSMs.

¢ The identifiers of the private subnets created above.
¢ The identifier of the security group created above.
¢ The ARN of the AWS CloudHSM IAM role created above.

Proceed to Generating an SSH Key (p. 13).

Generating an SSH Key

AWS CloudHSM uses an SSH key pair to authenticate the manager account when logging in to the HSM
appliance. When you sign up for AWS CloudHSM, you supply the public key to AWS. It is important that
you only send the public key information to AWS. The public key is installed on the HSM appliance during
provisioning. The private key must be available to any instance you use to connect to the HSM appliance.

You can generate the key pair on any machine, but you need to copy the private key to any instances
that will be used to connect to the HSM appliance. If you generate the key pair on the same instance that
you will use to connect to the HSM appliance, you don't have to copy the private key file. You can use
an existing SSH key pair or generate a new one. There are many key pair generators available, but on
Linux, a common generator is the ssh-keygen command. On Windows, you can use the PuTTYgen
utility.

You should include a passphrase with the private key to prevent unauthorized persons from logging in
to your HSM appliance. When you include a passphrase, you have to enter the passphrase whenever
you log in to the HSM appliance.

Topics
¢ Generating an SSH Key on Linux (p. 13)
¢ Generating an SSH Key on Windows (p. 14)
e Example SSH Public Key (p. 14)
¢ Copying the Private Key (p. 14)

Generating an SSH Key on Linux

To generate an SSH key on a Linux machine, you can use the ssh-keygen command as shown in the
following example:

$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/user/.ssh/id_rsa):
Ent er passphrase (enpty for no passphrase):

Ent er same passphrase again:

Your identification has been saved in /hone/user/.ssh/id_rsa.
Your public key has been saved in /home/user/.ssh/id_rsa. pub.
The key fingerprint is:

df : c4: 49: e9: fe: 8e: 7h: eb: 28: d5: 1f : 72: 82: f b: f 2: 69

The key's randonart inmage is:

+--[ RSA 2048]----+
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Generating an SSH Key on Windows

To generate an SSH key on a Windows machine, you can use the PuTTYgen utility. For more information
about using the PuTTYgen utility to create a key pair, go to http://www.howtoforge.com/
ssh_key based_logins_putty.

PuTTYgen stores its private keys in a proprietary format that is only used by PuTTY. If you need to use

the private key with an SSH client other than PuTTY, you can use PuTTYgen to convert the private key

to OpenSSH format by clicking on Conversion in the PuTTYgen menu and selecting Export OpenSSH
key.

The public key that is used by the HSM appliance must be in SSH format. In PuTTYgen, copy the contents
of the Public key for pasting into OpenSSH authorized keys file field and save this to a file. This is
your public key file.

Example SSH Public Key

The following example shows an SSH public key that was generated using the ssh-keygen command
on Linux. The public key that you provide to AWS should look similar to the following. The line breaks in
the following example are only for readability; your SSH public key should be one continuous line.

ssh-rsa AAAAB3NzaClyc2EAAAABI WAAAQEA6bUsFj DSFcPC/ BZbl Av8cARSsyJMB
G EqzFA EHbnOf PkkQQUGKppzuXvVI c2u7wOngPMhnk Ef V6] 0YBI TuORs8r NHZFJs
CYXpdoPxMwgnCf / FaO Kr b7+1xk21g2VWwZyj 13GPUs CxChRW/dNi daaYTf 14sbd9A
gMJUHAUQU; s27MhOB7q8/ W V3wWWpFgexmBf 4HPy MLAAEeEXT7Uzi Hy oM.J BHDKIMN7
1Ck2kV24wwn+t 9P/ Va/ 60R6LY Crry Cr Fyi NbbCDt @9JvCj 5RVBI a5q4uEKFRI Ot 69
XZg+qT67sDDoyst q3XEf NUnDYDL4kqlxPM66KFk30S5qel N2kcSnQ==

Copying the Private Key

You must copy the private key to all instances that will be used to connect to the HSM appliance. These
instances are referred to as control i nst ances.

Topics
¢ Copy the Private Key to a Linux Instance (p. 14)
¢ Copy the Private Key to a Windows Instance (p. 15)

Copy the Private Key to a Linux Instance

Perform the following steps if your control instance is a Linux instance.
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1. If the key was created using PuTTYgen, use PuTTYgen to convert the private key to OpenSSH
format. For more information, see Generating an SSH Key on Windows (p. 14).

2. Copy the private key file from the machine it is stored on to the ~/ . ssh/ directory on the control
instance.

3. Connect to the control instance over SSH. The remaining steps in this procedure are performed from
the control instance.

4. In the control instance, modify the permissions for the private key file.

$ chnmod 600 ~/.ssh/[private_key file]

5. Use ssh-add to add the private key to the authentication agent. The ssh-add command prompts
you for the passphrase that was used to secure the private key when it was generated.

$ ssh-add ~/.ssh/[private_key file]

When you connect to the HSM appliance, this key is now used for authentication. You have to repeat
this command every time you reconnect to the control instance. As an alternative, you can specify
which private key file ssh and scp should use with the -i option.

Copy the Private Key to aWindows Instance

Perform the following steps if your control instance is a Windows instance.

1. Copy the private key file from the machine it was stored on to the directory on the control instance
where your PUTTY keys are stored.

2. Connect to the control instance over RDP. The remaining steps in this procedure are performed from
the control instance.

3. If the private key is not a PUTTY private key file, perform the following steps:

a. Inthe control instance, use PuTTYgen to import the private key file that was copied by clicking
on Conversion in the PuTTYgen menu, selecting Import key, and selecting the private key file.
You are prompted for the passphrase for the key.

b. In PuTTYgen, save the private key as a PuTTY private key file by selecting Save private key.

When you connect to the HSM appliance using PuTTY, you use this private key file for authentication.
To prevent you from having to enter your passphrase every time you log in, you can use Pageant.
Pageant is an SSH authentication agent that is used with PuTTY. It holds your private keys in memory,
already decoded, so that you can use them often without needing to type a passphrase. For more
information, go to Using Pageant for authentication.

Setting Up the AWS CloudHSM CLITools

The AWS CloudHSM CLI tools simplify and centralize your HSM administration. The tools make it easy
for you to create and initialize your HSM appliances and configure your HSMs into a high availability
configuration without having to log into each HSM and run Luna shell commands.

Topics
¢ Installing the CLI Tools (p. 16)
¢ Configuring the AWS CloudHSM CLI Tools (p. 18)
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Installing the CLITools

To set up and configure an instance for use with the AWS CloudHSM CLI tools, perform the following
steps.

To set up an instance for the AWS CloudHSM CLI

1. Launch a Linux instance in the same VPC that contains your HSM appliances.
2. Configure your VPC security groups as follows:

e The security group that is assigned to the instance must have port 22 (SSH) open to incoming
traffic from your network. This allows you to connect to the instance using SSH.

« The security group that is assigned to the HSM appliance must have port 22 (SSH) open to incoming
traffic from your VPC. This allows the instance to communicate with the HSM appliance.

3. Install Python 2.7 and pip on the Linux instance as described in Installing Python 2.7 (p. 16) and
Installing pip (p. 17).

4. Download and install the AWS CloudHSM CLI tools as described in Installing the AWS CloudHSM
CLI Tools (p. 17).

5. Copy the private key files for all of your HSMs to the instance. These are the private portions of the
keys that were installed on your HSMs when they were provisioned. These are needed for many
commands, suchasinitialize-hsm (p. 86) and add-hsmto-hapg (p. 60).For more
information, see Copying the Private Key (p. 14).

Topics
¢ Installing Python 2.7 (p. 16)
« Installing pip (p. 17)
¢ Installing the AWS CloudHSM CLI Tools (p. 17)
¢ Setting the Necessary File and Directory Ownership (p. 17)

Installing Python 2.7

You can determine if Python 2.7 is already installed by running the following command on the instance:

$ python2.7 -V

If the response is that the pyt hon2. 7 command is not found, install Python 2.7 by running one of the
following commands on the instance.

¢ On RHEL systems and RHEL derivatives, including Amazon Linux, use the following command:

$ sudo yuminstall python27

* On Debian systems and Debian derivatives, such as Ubuntu, use the following command:

$ sudo apt-get install python27
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Installing pip

You can determine if pip is already installed by running the following command on the instance:

$ pip -V

If the response is that the pi p command is not found, download pip by running the following command
on the instance:

$ curl -O https://bootstrap. pypa.i ol get-pip.py

Then install pip by running the following command on the instance:

$ sudo python2.7 get-pip.py

Installing the AWS CloudHSM CLITools

After installing Python 2.7 (p. 16) and installing pip (p. 17), install the AWS CloudHSM CLI Tools by
running one of the following commands on the instance.

¢ On Amazon Linux, use the following command:

$ sudo yuminstall aws-cloudhsmcli

¢ On all other operating systems, use the following command:

$ pip install aws-cloudhsmcli

You might need to run the preceding pi p command with sudo, depending on your operating system
configuration.

Use the following command to verify that you have the AWS CloudHSM CLI tools correctly installed.

$ cl oudhsm versi on

Setting the Necessary File and Directory Ownership

If your instance has the SafeNet client software installed, the AWS CloudHSM CLI tools require that the
user running the commands be the owner of certain files and directories.

To set the owner of the files and directories

1. Use the following commands on the instance that is running the AWS CloudHSM CLI tools to set
the owner and write permission on the Chr yst oki . conf file.

$ sudo chown <owner> /etc/ Chrystoki.conf

$ sudo chnod +w /et c/ Chryst oki . conf

The <owner > can be either the user or a group that the user belongs to.
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Use the following command on the instance that is running the AWS CloudHSM CLI tools to set the
owner of the Luna client directory.

$ sudo chown <owner> -R <luna_client _dir>

<owner > can be either the user or a group that the user belongs to.
<l una_cl i ent _di r > varies depending on the version of the LunaSA client software installed.

Client software version 5.1
/usr/ | unasa/

Client software version 5.3
/usr/saf enet/ | unaclient/

Configuring the AWS CloudHSM CLI Tools

The following topics explain how to configure and use the AWS CloudHSM CLI tools.

Topics

¢ Authentication (p. 18)

¢ SSH Connections (p. 19)
e Passwords (p. 33)

¢ Configuration Files (p. 19)
¢ Client Certificates (p. 19)

Authentication

The AWS CloudHSM CLI tools use your AWS access key ID and secret access key credentials to identify
and authenticate you with the service. For more information about these keys, see AWS Security
Credentials and Best Practices for Managing AWS Access Keys in the Amazon Web Services General
Reference.

You can provide your credentials to the AWS CloudHSM CLI tools in the following ways:

You can set your credentials in the aws_access_key_i d and aws_secr et _access_key settings in
a configuration file that you specify with the - - conf _f i | e parameter to each command. For more
information, see Configuration Files (p. 19). This is the recommended method of providing your
credentials to the CLI.

You can set your credentials to be used by all AWS CloudHSM commands by adding them to a boto
config file on the instance as shown in the following example.

[ Credenti al s]
aws_access_key_id = access_key_id
aws_secret_access_key = secret_access_key

You can set this boto config file for all users on the system or just for the current user. To have these
credentials apply to all users, save the file as / et ¢/ bot o. cf g. To have these credential apply to only
the current user, save the file as ~/ . bot o.

You can provide your credentials as arguments to each command with the - - aws- access- key-i d
and - - aws- secr et - access- key parameters to each command. All AWS CloudHSM CLI commands
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accept these arguments. We do not recommend this method because it can lead to inadvertent exposure
of your credentials if a script is shared with others.

SSH Connections

Many of the AWS CloudHSM CLI commands, suchasinitialize-hsm (p. 86), mustcommunicate
with your HSM appliances using the SSH protocol. To facilitate this, you must enable the command ssh
<hsm i p_addr ess>, with no other parameters, to connect to each of your HSMs. There are several
methods for accomplishing this. We recommend adding an entry similar to the following in your

~/ . ssh/ confi g file.

Host <hsm i p_address>
User manager
ldentityFile <private_key file>

Replace <hsm i p_addr ess> with the IP address of your HSM appliance, and replace
<private_key_fil e>with the private key file that corresponds to the public key that was installed on
the HSM appliance during provisioning. If your private key is protected with a passphrase, you can use
ssh-agent to unlock the private key and pass it to the ssh process so that the command ssh

<hsm i p_addr ess>, with no other parameters or inputs, will connect to your HSM.

Note
Password-based SSH authentication is not supported. You must use a key pair to authenticate
to your HSM. For more information, see Generating an SSH Key (p. 13).

Passwords

We recommend that you print out a copy of the Password Worksheet (p. 35), use it to record your AWS
CloudHSM passwords, and store it in a secure place. We also recommended that you store at least one
copy of this worksheet in secure off-site storage. AWS does not have the ability to recover your key
material from an HSM for which you do not have the proper HSM security officer credentials.

Configuration Files

Many of the AWS CloudHSM CLI commands require common parameters, such as the AWS region or
authentication credentials. Rather than pass these as command line options, you can instead set them
in a configuration file and pass the configuration file with the - - conf _fi | e parameter.

The following example shows the format of the configuration file:

[ cl oudhsneli ]
aws_access_key_id=<val ue>
aws_secret _access_key=<val ue>
aws_r egi on=<val ue>
hapg_ar ns=

<val uel>

<val ue2>

<val ue...>
so_passwor d=<val ue>

Client Certificates

Every CloudHSM client requires a private key and a certificate to authenticate it with the HSM partition
or partition group that it is associated with. You create an HSM client with the creat e-cl i ent (p. 67)
command, passing the certificate to the command.
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The certificate is a file that contains a base64-encoded X.509 v3 PEM certificate. The PEM certificate
must be in the following format:

----- BEG N CERTI FI CATE- - - - -
<certificate contents>
----- END CERTI FI CATE- - - - -

The private key must reside in the LunaSA client certificate directory on the client. This directory is created
when the LunaSA client software is installed on the client. For more information about the LunaSA client
software, see Configuring a Linux HSM Client or Configuring a Windows HSM Client. The location of the
LunaSA client certificate directory varies depending on your client operating system and the version of
LunaSA client software you are using.

Linux clients

Client software version 5.1
/usr/lunasalcert

Client software version 5.3
[ usr/safenet/lunaclient/cert

Windows clients

Client software version 5.1
%°r ogr anFi | es% LunaSA\ cert

Client software version 5.3
%P°r ogr anFi | es% Saf eNet\ LunaCl i ent\cert

There are many ways to create this certificate. Two of the most common are to use the LunaSA vt |
creat eCert command, or to use the OpenSSL toolkit.

Topics
¢ LunaSA Command (p. 20)
¢ OpenSSL Toolkit (p. 21)

LunaSA Command

To create a private key and certificate with the LunaSA vt | command, you must have the LunaSA client
software installed on your client. For more information, see Configuring a Linux HSM Client or Configuring
a Windows HSM Client in the AWS CloudHSM User Guide.

To create a client certificate with the vt 1 command on a Linux client, issue the following command.

$ sudo vtl createCert -n <client_nanme>

To create a client certificate with the vt command on a Windows client, issue the following command.

C\> vtl createCert -n <client_name>

The <cl i ent _nane> can be any name that is unique and does not contain any spaces or special
characters. You must use this same name for the - - | abel parameterinthecreate-client (p. 67)
command.

The output of the vt | creat eCert command will be similar to the following.
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Private Key created and witten to:
<luna_client_cert_dir>/<client_nane>Key. pem
Certificate created and witten to:
<luna_client_cert_dir>/<client_nanme>. pem

<l una_client_cert_dir>isthe LunaSA client certificate directory on the client.

You pass the <cl i ent _nane>. pemfile for the - - certi fi cate-fi | ename parameter in the
create-client (p. 67) command.

OpenSSL Toolkit

You can use the OpenSSL toolkit to create your private key and certificate by issuing the following
commands.

Create the private key.

openssl genrsa -out <luna_client_cert_dir>/<client_nanme>Key. pem 2048

Generate the certificate from the private key.

openssl req -new -x509 -days 3650 -key <luna_client_cert_dir>/<cli
ent _nane>Key. pem -out <client_nanme>. pem

<l una_client_cert_dir>isthe LunaSA client certificate directory on the client.

The <cl i ent _nane> can be any name that is unique and does not contain any spaces or special
characters.

The output of the openssl r eq command will be similar to the following. You are prompted for several
fields for use in the certificate. The only required field is Conrmon Nane, which must be the same as
<cl i ent _name>. You must also use this same name for the - - | abel parameter in the
create-client (p. 67) command. The remaining fields can be left blank.

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a D stinguished Nane or a DN.
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Nane (2 letter code) [XX]:.

State or Province Nane (full nane) []:.

Locality Name (eg, city) [Default City]:.

Organi zation Nane (eg, conpany) [Default Conpany Ltd]:.

Organi zational Unit Nane (eg, section) []:.

Common Nane (eg, your nane or your server's hostname) []:<client_nane>
Emai | Address []:.

You pass the <cl i ent _nane>. pemfile for the - - certi fi cat e-fil enane parameter in the
create-client (p. 67) command.
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Getting Started with AWS
CloudHSM

AWS CloudHSM provides secure cryptographic key storage to customers by making hardware security
modules (HSMs) available in the AWS cloud.

This guide gives you a hands-on introduction to using AWS CloudHSM, by walking you through the steps
needed to set up and configure your HSM appliance, integrate third-party software applications with AWS
CloudHSM, and write a simple application that uses the HSM appliance. This guide also describes best
practices for using the AWS CloudHSM service.

The recommended configuration for using AWS CloudHSM is to use two HSMs configured in a
high-availability configuration. For information about high-availability configuration, see High Availability
and Load Balancing (p. 37).
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This list summarizes the procedures needed to get up and running with AWS CloudHSM. Step-by-step
instructions are detailed in the sections below.

To get started with AWS CloudHSM

1. If you have not already done so, follow the steps in Setting Up AWS CloudHSM (p. 3) to set up
your HSM environment.

2. Provision one or more HSMs using the procedures in Provisioning Your HSMs (p. 23).
3. Initialize your HSMs using the procedures in Configuring Your HSM (p. 24).

22



AWS CloudHSM User Guide
Provisioning Your HSMs

4. Connect your on-premises HSM appliances to your HSM VPC as shown in Connect Your On-Premises
HSM (p. 27).

5. Configure your HSM client (p. 27).
6. Configure HA (p. 37).
7. Select from the following two options:

 Integrate AWS CloudHSM with third-party software applications. For more information, see
Integrating Third-Party Applications with AWS CloudHSM (p. 49).

» Sample Application (p. 111) to prepare to Building Your Own Applications (p. 51).

Important

This guide provides an abbreviated set of instructions that allow you to get started quickly with
your AWS CloudHSM service. To secure production deployments, be sure to read the detailed
descriptions and background information provided in the SafeNet Luna SA documentation in
order to get a deeper understanding of the operation of the HSM. This guide does not attempt
to provide those important details, which are essential for secure operation of the HSM.

Topics
¢ Provisioning Your HSMs (p. 23)
¢ Configuring Your HSM (p. 24)
¢ Configuring Your HSM Client (p. 27)

Provisioning Your HSMs

You need the following information to provision your HSM.

¢ The identifier of the private subnet in which to provision the HSM. For more information, see Set up
the AWS CloudHSM Environment (p. 6).

¢ The Amazon Resource Name (ARN) of the IAM role for AWS CloudHSM. For more information, see
Set up the AWS CloudHSM Environment (p. 6).

¢ Your SSH public key. For more information, see Generating an SSH Key (p. 13).

Important

You are charged an upfront fee for each HSM you provision. If you accidentally provision an
HSM and want to request a refund, delete the HSM (p. 52) and then go to the AWS Support
Center to create a new case regarding Account and Billing Support.

To try the AWS CloudHSM service for free, you can request a two week trial. For more information
about the free trial, go to Free Trial.

To provision your HSM, from your control instance, use the AWS CloudHSM CLI command
create-hsm (p. 70), as in the following example.

Note

The following example contains line breaks for readability. Do not include line breaks or backslash
characters (\) when you use this command from your control instance.

Before you use the following command, ensure that you have set aws_access_key_i d,
aws_secr et _access_key, and aws_r egi on in a configuration file at ~/ cl oudhsm conf . For
more information, see Configuration Files (p. 19).
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$ cl oudhsm create-hsm --conf_file ~/cl oudhsm conf \
--subnet-id <subnet _id>\

--ssh-public-key-file <public_key file>\
--iamrole-arn <iamrole_arn>\

--syslog-ip <syslog_ip_address>

The following list describes each parameter used in the preceding example.

<subnet i d>
The identifier of the subnet in your VPC in which to place the HSM.
<public_key file>
The file that contains the SSH public key to install on the HSM.
<iamrol e_arn>
The ARN of an IAM role that allows the AWS CloudHSM service to allocate an elastic network
interface (ENI) on your behalf.

<sysl og_i p_address>
(Optional) The IP address of your syslog monitoring server. The AWS CloudHSM service supports
the use of only one syslog monitoring server.

The response is similar to the following.

"HsmArn": "<hsm arn>",
"Request | d": "<request _id>

}

Make a note of the <hsm ar n> value because you need it to initialize the HSM.

Repeat this command to create as many HSMs as you need.

Configuring Your HSM

When you set up and configure your HSM, we recommend that you print out a copy of the Password
Worksheet (p. 35), use it to record your HSM passwords, and store it in a secure place. We also
recommended that you store at least one copy of this worksheet in secure off-site storage. AWS does
not have the ability to recover your key material from an HSM for which you do not have the proper HSM
security officer credentials.

When you create an HSM, the HSM is assigned an IP address. Because this IP address is only accessible
from an instance within the same VPC that the HSM is in, you need to use the control instance to
initialize and manage the HSM. The control instance was launched when the AWS CloudHSM environment
was set up.

Topics
¢ Get the HSM ENI Identifier and IP Address (p. 25)
e Apply the Security Group (p. 25)
« Initialize the HSM (p. 26)
¢ Connect Your On-Premises HSM (p. 27)
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Note

All of the example commands assume that you have set aws_access_key_id,
aws_secret_access_key, and aws_region in a configuration file at ~/ cl oudhsm conf . For
more information, see Configuration Files (p. 19).

Get the HSM ENI Identifier and IP Address

To find the IP address of an HSM, perform the following steps:

To find the IP address of an HSM

1. Connect to the control instance using SSH. The remaining steps are performed from the control
instance.

2. If you do not know the ARN of the HSM, issue the list-hsms (p. 90) command and copy the ARN
of the HSM in question.

$ cloudhsmlist-hsns --conf_file ~/cl oudhsm conf
{
"Hemlist": [
"<hsml_ar n>",
"<hsnR_ar n>"
1.
"Request|d": "<request_id>"
}

3. Issue the describe-hsm (p. 82) command, passing the ARN of the HSM. The ENI identifier is
contained in the Enild field and the IP address of the HSM is contained in the Enilp field. Make note
of these values as these are needed to initialize your HSM.

$ cl oudhsm descri be-hsm --conf_file ~/cl oudhsm conf --hsmarn <hsm arn>

{

"Eni I d": "<eni _id>",

"Enilp": "<eni _ip>",

"HsmArn": "<hsm arn>",

"l anRol eArn": "<iamrole_arn>",
"Partitions": [],

"Request | d": "<request_id>",
"Serial Nunber": "<serial _nunber>",

"Sof t wareVersion": "5.1.3-1",

"SshPubl i cKey": "<public_key_text>",

"Status": "<status>",

"Subnet | d": "<subnet _id>",

"SubscriptionStartDate": "2014-02-05T22:59: 38. 2947",
"SubscriptionType": "PRODUCTI ON',

"Vendor Nane": "SafeNet Inc."

Apply the Security Group

After you provision your HSM, you must apply the correct security group to your HSM.
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To apply the security group

1. Open the Amazon EC2 console and select the region that your HSM was provisioned in.
2. Select Network Interfaces in the console navigation pane.

3. Find and select the network interface identifier of your HSM in the list of network interfaces, click
Actions, and select Change Security Groups.

4. Inthe Change Security Groups dialog box, select the security group you created for your HSMs,
and click Save.

5. (Optional) To aid in troubleshooting network connectivity to your HSM appliance, add incoming and
outgoing rules to your security group for ICMP Echo Request and Echo Reply. These allow you to
ping the HSM appliance, and allows the HSM appliance to respond.

Initialize the HSM

To initialize an HSM using the AWS CloudHSM CLI, perform the following steps from your control instance.
If you need to initialize your HSM manually, see Manually Initialize an HSM (p. 102).

To initialize an HSM

1. (Optional) If needed, obtain the IP address of the HSM using the following describe-hsm (p. 82)
command. This is required to connect to the HSM in the next step.

$ cl oudhsm descri be-hsm --conf_file ~/cl oudhsm conf --hsmarn <hsm arn>
The output is similar to the following. Make note of the <eni _i p> value.
{
"Avail abi lityZone": "<az_id>",
"Enild": "<eni_id>",
"Enilp": "<eni_ip>",
"HsmArn": "<hsm arn>",
"lanmRol eArn": "arn:aws:iam:<account>:rol e/ <rol e_nane>",
"Partitions": [
"arn: aws: cl oudhsm <r egi on>: <account >: <hsm i d>/<partition_id>",
"arn: aws: cl oudhsm <r egi on>: <account >: <hsm i d>/<partition_id>",
"arn: aws: cl oudhsm <r egi on>: <account >: <hsm i d>/ <partition_i d>"
1,
"Requestld": "<request_id>",
"Serial Nunber": "<serial nunber>",
" Sof t war eVer si on": "<version>",
"SshPubl i cKey": "<public_key_contents>",
"Status": "<status>",
"Subnet | d": "<subnet id>",
"SubscriptionStartDate": "<start_date>",
"SubscriptionType": "<subscription_type>",
"Vendor Nane": "<vendor>"
}

2. Open a persistent SSH connection with the HSM by following the instructions in SSH
Connections (p. 19), using the HSM IP address obtained in the previous step.

3. Initialize the HSM using the following initialize-hsm (p. 86) command.
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$ cloudhsminitialize-hsm--conf_file ~/cloudhsm conf \
--hsmarn <hsmarn> \

--label <l abel >\

--cloni ng-domai n <cl oni ng_domai n> \

--s0- password <so_passwor d>

The parameters are as follows:

<hsm ar n>
The identifier of the HSM you want to initialize.

<| abel >
A unique name for the HSM.

<cl oni ng_domai n>
The cloning domain for the HSM, which is a secret used to control cloning of key material from
one HSM to another. If you are going to clone an HSM using the clone-hsm (p. 64) command,
both the source and destination HSM must be initialized with the same cloning domain.

<so_passwor d>
The password to set for the security officer account on the HSM. Record this password on your
Password Worksheet (p. 35).

Initializing an HSM also sets the password for the HSM security officer account (also known as the
administrator). This password must be the same for all HSMs in the same high-availability partition
group. Record the security officer password on your Password Worksheet (p. 35) and do not lose

it. We recommend that you print out a copy of the Password Worksheet (p. 35), use it to record your
AWS CloudHSM passwords, and store it in a secure place. We also recommended that you store
at least one copy of this worksheet in secure off-site storage. AWS does not have the ability to recover
your key material from an HSM for which you do not have the proper HSM security officer credentials.

Repeat the initialize-hsm (p. 86) command for each HSM ARN that you want to initialize.
4. Close the persistent SSH connection with the HSM using the following command.

$ ssh -O stop <hsm.ip_address>

Connect Your On-Premises HSM

If you desire, you can connect the SafeNet Luna SA HSM appliances in your data center to your AWS
instances using VPN or AWS Direct Connect. For more information, see the AWS Direct Connect detail

page.

Configuring Your HSM Client

The following instructions explain how to install version 5.3 of the HSM client software.

Topics
¢ Configuring a Linux HSM Client (p. 28)
¢ Configuring a Windows HSM Client (p. 30)
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Configuring a Linux HSM Client

The AWS CloudHSM team has created a custom AMI that can be used to launch an Amazon Linux
instance that is pre-configured with version 5.3 of the HSM client software. To use this AMI when running
the Launch Instance wizard, select the Community AMIs tab, search for Cl oudHSM and select the
CloudHSM Client AMLI. If you used this AMI, you can skip to Creating a Network Trust Link Between a
Linux Client and the HSM Appliance (p. 28).

To configure a Linux HSM client

These instructions are for the Amazon Linux x86 64-bit AMI, and may require changes based on your
system architecture.

1. Connect to the Linux client instance that is running in your VPC.

2. Download the client software package from https://s3.amazonaws.com/cloudhsm-software/
610-012382-005_RevB.tar and extract the files.

3. Runthelinux/64/install. sh file as root and install the Luna SA option.

Creating a Network Trust Link Between a Linux Client and
the HSM Appliance

The following instructions use the vtl application, which is part of the Luna SA client tools installed
previously. The vtl application is installed in / usr / saf enet /| unacl i ent/ bi n/ . You will either need
to include this path each time you use the command, or add it to the PATH environment variable.

To create a network trust link between the client and the HSM appliance

These instructions are for the Amazon Linux x86 64-bit AMI, and may require changes based on your
system architecture.

1. Copy the server certificate from the HSM to the client instance by entering the following command
on the client.

$ scp -i ~/.ssh/<private_key file> nanager @hsm i p_address>: server. pem .

<private_key_fil e>isthe name of the SSH private key file used to connect to the HSM.

The dot (.) at the end of the command is required and causes scp to copy the resulting file to the
current directory.

2. Register the HSM certificate with the client:

$ sudo vtl addServer -n <hsm.ip_address> -c server.pem

New server <hsm.ip_address> successfully added to server list.

3. Create a client certificate for your client instance:

$ sudo vtl createCert -n <client_name>

Private Key created and witten to:
<client_cert_directory>/<client_nane>Key. pem
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Certificate created and witten to:
<client_cert_directory>/<client_nane>. pem

<cl i ent _nane> can be any name that is unique and does not contain any spaces or special
characters.

Note
You can also create certificates to be shared among multiple instances. For more information,
see Creating an AMI with the HSM Client Configuration (p. 110).

Copy the client certificate to the HSM.

$ scp -i ~/.ssh/<private key file> <client_cert_directory>/<client_nanme>. pem
manager @hsm i p_addr ess>:

Note
The colon (;) after the destination is required. Without it, scp does not recognize the supplied
destination as a remote server.

Connect to the HSM over SSH. <pri vat e_key_fi | e> is the private portion of the SSH key you
provided when your HSM was provisioned.

$ ssh -i ~/.ssh/<private_key_file> manager @hsm i p_address>

| unash: >

Register the client with the client register command.

I unash: > client register -client <client_id> -hostnane <client_nanme>

"client register' successful.

<cl i ent _nanme> must be the same name used for the createCert command above. <cl i ent _i d>
can be any name that is unique and does not contain any spaces or special characters. To prevent
confusion, we suggest you keep these two names the same.

Note
You can create certificates to be shared among multiple instances. For more information,
see Creating an AMI with the HSM Client Configuration (p. 110).

Assign the client to a partition.

I unash: > client assignPartition -client <client_id> -partition <parti
tion_nane>

For more information about creating a partition, see Configuring Your HSM (p. 24).
Verify that the partition is assigned to the client:

| unash: > client show -client <client id>

Log in to the client, and verify that it has been properly configured by executing the vtl verify
command.
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$ vtl verify
The following Luna SA Slots/Partitions were found:

Sl ot Serial # Label

1 <serial _nunber> <partition_nanme>

If you get an error message, some part of the configuration may not have been properly completed.
Retrace the procedure.

Configuring aWindows HSM Client

To configure aWindows HSM client

1.
2.

Connect to the AWS instance that is running in your VPC.

Download the client software package from https://s3.amazonaws.com/cloudhsm-software/
610-012382-005_RevB.tar and extract the files.

Run the wi ndows\ 64\ Lunad i ent . nsi file and install the Luna SA option.

Creating a Network Trust Link Between a Windows Client
and the HSM Appliance

The following instructions use the vtl application, which is part of the Luna SA client tools installed
previously. The vtl application is installed in %4°r ogr anti | es% Saf eNet \ Lunad i ent \ bi n\ . You will
either need to include this path each time you use the command, or add it to the PATH environment
variable.

To create a network trust link between a Windows client and the HSM appliance

1.

Copy the server certificate from the HSM to the client instance using the pscp utility on the client.

> pscp -i <private_key file> ppk manager @hsm i p_address>: server. pem.

<private_key_fil e>isthe path and file name of the PuUTTY private key file used to connect to
the HSM appliance.

Note
The dot (.) at the end of the command is required and causes pscp to copy the resulting
file to the current directory.

Register the HSM server certificate with the client.

Important
You must execute this command as an administrator. To do this, right-click the cmd.exe
icon and select Run as Administrator.

> vtl addServer -n <hsm.ip_address> -c server.pem

Create a client certificate.
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Important
You must execute this command as an administrator. To do this, right-click the cmd.exe
window and select Run as Administrator.

> vtl createCert -n <client_nanme>

Private Key created and witten to:
<client_cert_directory>\<client_nane>Key. pem
Certificate created and witten to:
<client_cert_directory>\<client_nane>. pem

<cl i ent _nane> can be any name that is unique and does not contain any spaces or special
characters.

Copy the client certificate to the HSM.

> pscp -i <private_key file> <client_cert_directory>\<client_name>. pem nan
ager @hsm i p_address>:

<private_key_fil e>isthe path and file name of the PuUTTY private key file used to connect to
the HSM appliance.

Note
The colon (:) after the destination is required. Without it, pscp does not recognize the
supplied destination as a remote server.

The file arriving at the HSM is automatically placed in the appropriate directory. Do not specify a
directory for the destination.

Connect to your HSM using PuTTY and register the client.

| unash: > client register -client <client_id> -hostnanme <client_nanme>

"client register' successful.

<cl i ent _nane> must be the same name used for the createCert command above. <cl i ent _i d>
can be any name that is unique and does not contain any spaces or special characters. To prevent
confusion, we suggest you keep these two names the same.

Assign the client to a partition.

I unash: > client assignPartition -client <client_id> -partition <parti
tion_nane>

Verify that the partition is assigned to the client:

| unash: > client show -client <client_id>

On your client computer, open a command-line console, and verify that the client has been properly
configured by executing the following command.

Important
You must execute this command as an administrator. To do this, right-click the cmd.exe
window and select Run as Administrator.
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> vtl verify
The following Luna SA Slots/Partitions were found:

Sl ot Serial # Label

1 <serial _nunber> <partition_nanme>

If you get an error message, some part of the configuration may not have been properly completed.
Retrace the procedure.

32




AWS CloudHSM User Guide
General Best Practices

Best Practices

Topics
¢ General Best Practices (p. 33)
¢ Best Practices for Passwords (p. 33)
¢ Password Worksheet (p. 35)

General Best Practices

¢ Use a high availability (HA) configuration. AWS recommends that you use two or more HSM appliances,
in separate Availability Zones, in an HA configuration, to avoid data loss in the case that an Availability
Zone becomes unavailable. For more information about how to set up an HA configuration, see High
Availability and Load Balancing (p. 37).

« Initializing an HSM irrevocably destroys the key material inside the HSM. Never initialize the HSM
unless you are certain that the keys have been backed up somewhere else or that the keys are no
longer required.

« Do not apply software patches or updates to the appliance. Contact AWS Support if you need the
software updated.

« Do not change the network configuration of the appliance.

« Do not remove or change the syslog forwarding configuration that is provided on the appliance. You
may add additional destinations for syslog messages, as long as you do not change or remove the
ones that are already there.

¢ Do not change or remove any SNMP configuration that is provided on the appliance. You may add
additional SNMP configuration as long as you do not disturb the configuration that is already present.

¢ Do not change the NTP configuration that is provided on the appliance.

Best Practices for Passwords

* Make a note of the HSM security officer (also known as the administrator) password on your Password
Worksheet (p. 35) and do not lose the worksheet. We recommend that you print out a copy of the
Password Worksheet (p. 35), use it to record your AWS CloudHSM passwords, and store it in a secure
place. We also recommended that you store at least one copy of this worksheet in secure off-site
storage. AWS does not have the ability to recover your key material from an HSM for which you do not
have the proper HSM security officer credentials.
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¢ Do not change the HSM appliance administrator password. AWS uses this password for service delivery.

* You should use an SSH key for the manager account login. For more information, see Generating an
SSH Key (p. 13). AWS can re-create the manager account if you lose access to the account. You can
optionally set a password for the manager account if you prefer.

« HSM partition passwords must be coordinated with clients and applications that depend on the
passwords. For information about using IAM roles to distribute passwords, see the Using IAM roles to
distribute non-AWS credentials to your EC2 instances blog post.
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Password Worksheet

Use the following worksheet to compile information for your AWS CloudHSM appliances. Print this page
and use it to record your AWS CloudHSM passwords, and store it in a secure place. We also recommended
that you store at least one copy of this worksheet in secure off-site storage.

Security Officer Password
This password was set when you initialized the HSM appliance.

Manager Password (Optional)
This password was optionally set with the user password manager command on the HSM appliance.

Partition Passwords

Partition Label Password Cloning Domain

35



AWS CloudHSM User Guide

Operations and Maintenance

AWS monitors your HSM appliances, and may correct minor configuration issues related to availability
of the appliance. Such operations do not interfere with your use of the HSM appliance.

If a management operation must be performed which could disrupt service, then AWS provides 24 hours'
notice before performing the operation.

Itis possible that, in unforeseen circumstances, AWS might have to perform maintenance on an emergency
basis without prior notice. We try to avoid this situation. However, if availability is a concern, AWS strongly
recommends that you use two or more HSM appliances in separate Availability Zones in a high availability
configuration. The failure of a single HSM appliance in a non-HA configuration can result in the permanent
loss of keys and data.

AWS does not perform routine maintenance on HSM appliances in multiple Availability Zones within the
same region within the same 24-hour period.

For information about how to set up a high availability configuration, see High Availability and Load
Balancing (p. 37).

For information about administration and maintenance of your HSM appliance, go to Administering Your
Luna SA in the SafeNet Luna SA documentation.
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High Availability and Load
Balancing

The recommended configuration for using AWS CloudHSM is to use two HSMs configured in a
high-availability (HA) configuration. The failure of a single HSM appliance in a non—HA configuration can
result in the permanent loss of keys and data. A minimum of two HSMs are suggested for HA purposes,
with each HSM in a different Availability Zone. With this configuration, if one of your HSMs is unavailable,
your keys are still available. This topic contains information about how to set up a traditional HA
configuration.
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HA allows multiple HSMs to be grouped together to form one virtual device, or logical unit, as seen from
the client, similar to clustering or RAID technologies. In an HA configuration, service is maintained even
if one or more HSMs are unavailable. For example, if three HSMs are combined into an HA group, service
is maintained even if two HSMs are offline.

When configured for HA, each HSM joins an HA group, managed through the HSM client. To HSM clients,
the HA group appears as a single HSM. However, from an operational perspective, the members in the
HA group share the transaction load, synchronize data with each other, and gracefully redistribute the
processing capacity in the event of failure in a member HSM, to maintain uninterrupted service to the
clients. HA provides load balancing across all member HSMs to increase performance and response
time, while providing the assurance of HA service. Al member HSMs are active (rather than one active
and the rest passive). Calls are passed from each client application through the HSM client-side software
(library) to one of the member HSMs on a least-busy basis.
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For more information, go to Overview of Luna High Availability and Load Balancing. For more information
about HA best practices, see Best Practices for High Availability and Load Balancing (p. 38).

The AWS CloudHSM service defines a resource known as a high-availability (HA) partition group. A
high-availability partition group is a virtual partition that represents a group of partitions, typically distributed

between several physical HSMs for high-availability. You use the AWS CloudHSM command line interface
tools to create and manage your high-availability partition groups.

m )
=
| ﬂ
Cloud HSM 1 X )
-_
Control Inst
Backup HSM ontrol Instance \E/ g
] S

Corporate Data Center [ | | | Cloud HSM 2 HS_mJ_sers
\ J Security Officer High Availability
Partition Group
e - -
. oy
Topics

¢ Best Practices for High Availability and Load Balancing (p. 38)
¢ Creating a HA Partition Group (p. 40)

Best Practices for High Availability and Load
Balancing

AWS recommends the following best practices for high availability (HA) and load balancing your HSM
appliances.

Topics
¢ General Best Practices (p. 38)
« Best Practices for Loss and Recovery (p. 39)

General Best Practices

* When an HA group is shared by multiple AWS CloudHSM clients, the best practice is for these clients
to select different primary HA members, for better fault tolerance and more equal distribution of the
workload of cryptographic operations.

For more information, see the following topics in the SafeNet Luna SA documentation:

¢ Overview of Luna High Availability and Load Balancing
¢ HA with Luna SA
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Best Practices for Loss and Recovery

Topics
¢ High-Availability Recovery (p. 39)
¢ Recovering From the Loss of a Subset of High-Availability Members (p. 39)
¢ Recovering From the Loss of All High-Availability Members (p. 40)

High-Availability Recovery

High-availability (HA) recovery is hands-off resumption by failed HA group members. Prior to the
introduction of this function, the HA feature provided redundancy and performance, but required that a
failed/lost group member be manually reinstated. If the HA recovery feature is not switched on, HA still
requires manual intervention to reinstate members. A member of a HA group may fail for the following
reasons:

¢ The HSM appliance loses power, but regains power in less than the two hours that the HSM appliance
preserves its activation state.

¢ The network connection is lost.

HA recovery works if the following are true:

« HA autoRecovery is enabled.
¢ The HA group has at least two nodes.
The HA node is reachable (connected) at startup.

The HA node recover retry limit is not reached. If it is reached or exceeded, the only option to restore
the downed connections is a manual recovery.

If all HA nodes fail (there are no links from the HSM client), recovery is not possible.

The HA recovery logic in the library makes its first attempt at recovering a failed member when your
application makes a call to its HSM appliance (the HA group). In other words, an idle HSM client does
not attempt a recovery.

However, a busy HSM client would notice a slight pause every minute, as the library attempts to recover
a dropped HA group members until the members are reinstated, or until the retry period has been
reached/exceeded and it stops trying. Therefore, set the retry period according to your normal operational
situation; for example, the types and durations of network interruptions you experience.

HA autoRecovery is not on by default. It must be explicitly enabled by following the instructions in Enabling
Automatic Recovery (p. 109).For more information about HA and autoRecovery, go to the following topics
in the SafeNet Luna SA documentation:

¢ Configuring HA
¢ Client - Create HA Group

Recovering From the Loss of a Subset of High-Availability
Members

If there is a loss of a subset of HA members, AWS recommends the following procedure to recover group
members.
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When you are notified by AWS that the connection has been recovered, execute the following command
to reintroduce disconnected members to the HA group:

vtl haAdnmin recover -group <ha_group_| abel >

AWS also recommends retrying the connection for a short period of time, so that any disconnections
caused by transient network outages can be automatically recovered. For example, retry the connection
5 times, at an interval of one try every minute, as shown below.

vtl haAdmi n aut oRecovery -interval 60
vtl haAdnmi n aut oRecovery -retry 5

If you don't want to recover the group members manually, but still want to minimize the overhead caused
by automatic recovery, use the following steps:

To recover group members and minimize recovery overhead

¢ Retry the connection once every 3 minutes, until the connection is successful.

vt| haAdm n aut oRecovery -interval 180
vtl haAdm n aut oRecovery -retry -1

To recover group members with a special cryptographic application

¢ For special cryptographic applications, discuss with SafeNet or AWS on a case-by-case basis.

Recovering From the Loss of All High-Availability Members

If there is a loss of all HA members (there is a complete loss of communication with all the members of
your HA group), you can use LunaSl ot Manager.reinitialize().Ifyouuse

Luna$Sl ot Manager.reinitialize(), youdo not have to restart your applications. Alternately, you
can restart your applications and use manual recovery.

For more information about LunaS| ot Manager.reinitialize(), see LunaProvider: Recovering from
the Loss of all HA Members Using LunaSlotManager.reinitialize() in the SafeNet Luna SA Technical
Notes.

Important

e LunaHASt at us. i sOK() returnst r ue only when all HA members are present. This method returns
f al se when at least one HA member is missing, and throws an exception when all HA members are
missing.

¢ The HA- onl y option has to be enabled to keep the HA slot number unchanged.

Creating a HA Partition Group

Creating a HA partition group is a two-step process. You create the HA partition group, and then register
the clients for use with the HA partition group.

Tasks
¢ Create the HA Partition Group (p. 41)
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¢ Register a Client with a High-Availability Partition Group (p. 42)

Create the HA Partition Group

To create an HA partition group, complete the following procedure.

Note

All of the example commands assume that you have set aws_access_key_id,
aws_secret_access_key, and aws_region in a configuration file at ~/ cl oudhsm conf . For
more information, see Configuration Files (p. 19).

To create and initialize an HA partition group

1.

Create an HA partition group using the following create-hapg (p. 69) command.

$ cl oudhsm create-hapg --conf_file ~/cl oudhsm conf --group-Iabel <l|abel>

<l abel > is a unique name for the HA partition group.

Add your initialized HSMs to the HA partition group using the following add-hsm-to-hapg (p. 60)
command.

$ cl oudhsm add- hsmto-hapg --conf_file ~/cl oudhsm conf \
--hsmarn <hsmarn> \

--hapg-arn <hapg_arn> \

--cl oni ng-domai n <cl oni ng_domai n> \

--partition-password <partition_password> \
--s0-password <so_passwor d>

The parameters are as follows:

<hsm ar n>
The identifier of the HSM to add to the HA partition group.
<hapg_ar n>
The identifier of the HA partition group.
<cl oni ng_donai n>
The cloning domain for the HA partition group.
<partition_password>
The password for the member partitions. Record this password on your Password
Worksheet (p. 35). This must be the same for all HSMs in the same HA partition group.
<so_passwor d>
The security officer password for <hsm ar n>.

If the command is successful, the output is similar to the following:

"Status": "Addition of HSM <hsm arn> to HAPG <hapg_arn> successful "

Save the partition password on your Password Worksheet (p. 35).

Save the HA partition group ARN returned from the create-hapg (p. 69) command for later use.
Repeat the previous step for each HSM you want to include in the HA partition group.
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Register a Client with a High-Availability Partition
Group

To allow a client to use an HA partition group, you must complete the following tasks.

Note

All of the example commands assume that you have set aws_access_key _id,
aws_secret_access_key, and aws_region in a configuration file at ~/ cl oudhsm conf . For
more information, see Configuration Files (p. 19).

Tasks
¢ Create the Client (p. 42)
« Register the Client (p. 42)
¢ Generate the Client Configuration (p. 43)
¢ Verify the Client Configuration (p. 43)

Create the Client

Before you can create a client, you must create a certificate for the client as explained in Client
Certificates (p. 19).

After you have the certificate, create the client using the following create-client (p. 67) command.

$ cloudhsmcreate-client --conf_file ~/cloudhsmconf --certificate-file <cli
ent_cert_file>

If the command is successful, the output is similar to the following:

"ClientArn": "<client_arn>",
"Requestld": "<request _id>"

Make note of the <cl i ent _ar n> value as this is needed to register the client.

Register the Client

After the client is created, register the client with the HA partition group using the following
register-client-to-hapg (p. 94) command.

$ cloudhsmregister-client-to-hapg --conf_file ~/cl oudhsm conf \
--client-arn <client_arn>\
--hapg-arn <hapg_arn>

If the command is successful, the output is similar to the following:

"Status": "Registration of the client <client_arn>to the HA partition group
<hapg_arn> successful "

}
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Generate the Client Configuration

After the client is registered, you get the client configuration file and server certificates.

To assign the client to the HA partition group, use the following get-client-configuration (p. 84) command
on the client:

$ cloudhsmget-client-configuration --conf_file ~/cloudhsm conf \
--client-arn <client_arn>\

--hapg-arns <hapg_arn> \

--cert-directory <server_cert_|ocation> \

--config-directory /etc/

If the command is successful, the output is similar to the following:

The configuration file has been copied to /etc/
The server certificate has been copied to <server_cert-location>

<server_cert_l| ocati on> varies depending on the version of LunaSA client software you are using.

Client software version 5.1
/usr/lunasal/cert/server

Client software version 5.3
[ usr/safenet/lunaclient/cert/server

Verify the Client Configuration

Verify your setup using the following command, then point your client application at the HSM, referring
to this HSM by the HA group label that you specified.

>vt|l haAdm n show

In the output, under the heading "HA Group and Member Information”, confirm that the number of group
members equals the number of HSMs in the HA partition group.
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Note
All of the example commands assume that you have set aws_access_key_id,
aws_secret_access_key, and aws_region in a configuration file at ~/ cl oudhsm conf . For
more information, see Configuration Files (p. 19).
If needed, you can clone the contents of an existing HA partition group to a new HA partition group using
the following clone-hapg (p. 62) command. When you create the new HA partition group, you must
specify the same cloning domain and partition password as the source HA partition group.

$ cl oudhsm cl one-hapg --conf_file ~/cl oudhsm conf \
--src-hapg-arn <src_arn> \

--dest-hapg-arn <dest_arn> \

- - hapg- password <hapg_passwor d>

The parameters are as follows:

<src_arn>
The identifier of the HA partition group to clone from. Both HA partition groups must have the same
cloning domain and partition password.

<dest _arn>
The identifier of the HA partition group to clone to. Both HA partition groups must have the same
cloning domain and partition password.

<hapg_passwor d>
The password for the partition group. Both HA partition groups must have the same password.

If the command is successful, the output is similar to the following:

cl oudhsneli . hapg_cl oner: Backing up existing config files

cl oudhsnctli . hapg_cl oner: Collecting information about the HA Partition groups
cl oudhsneli. hapg_cl oner: Setting up a cloning environnent

cl oudhsncli . hapg_cloner: Cloning the HA partition groups

cl oudhsncli . hapg_cl oner: C eaning up the cloning environnent

cl oudhsnetli . hapg_cl oner: Restoring existing config files

{

"Status": "Conpleted cloning the HA partition group <src_arn> to the HA
partition group <dest_arn>"
}
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Save the HA partition group ARN returned from the clone-hapg (p. 62) command for later use.
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Backing Up and Restoring HSM
Data to a Luna SA Backup HSM

In addition to the AWS recommendation that you use two or more HSM appliances in a high-availability
configuration to prevent the loss of keys and data, you can also perform a remote backup/restore of a
Luna SA partition if you have purchased a Luna Backup HSM. For more information on the Luna Backup
HSM, download the Luna Backup HSM Product Brief.

The Luna Backup HSM ensures that your sensitive cryptographic material remains strongly protected in
hardware even when it is not being used. You can easily back up and duplicate keys securely to the Luna
Backup HSM for safekeeping in case of emergency, failure, or disaster.

The remote backup capabilities allow administrators to move copies of their sensitive cryptographic
material securely to other SafeNet HSMs. With a single Luna Backup HSM, an administrator can back
up and restore keys to and from up to 20 Luna HSM appliances.

The Luna Backup HSM is attached to a client machine directly via USB. The client machine is either a
Windows or a Linux machine that is outside of AWS, that has the SafeNet Luna client software installed
on it. The client machine must also have IP connectivity to your HSM in the AWS cloud.

Topics
¢ Backing Up HSM Data Using Windows (p. 46)
¢ Restoring HSM Data from a Luna Backup HSM (p. 47)

Backing Up HSM Data Using Windows

To back up HSM data using Windows

1. Connect the Luna Backup HSM to your Windows computer using USB. For more information about
the Luna Backup HSM, see the Luna Backup HSM Product Brief.

2. Install the Luna Remote Backup Driver (610-011646-001) from the following location:

http://c3.safenet-inc.com/downloads/F/E/FEAB55E0-5B3F-4DFD-8DEF-BO68C5531AED/610-011646-001.tar

3. InControl Panel, open Device Manager, select Luna G5 Device, then right-click and select Update
Driver Software.

4. Complete the steps in Configuring Your HSM (p. 24) and Configuring Your HSM Client (p. 27).
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10.

11.

12.

13.
14.

Using PuTTY, connect to your HSM over SSH.
Execute the following command on your HSM to display the details of the HSM appliance:

| unash: > hsm show

Execute the following command on your HSM to display the contents of the partition:

| unash: > par showc -par pm

Establish an NTLS connection by executing the following command from the Windows command
prompt:

C\> vtl verify

List the available slots by executing the following command:

C\> vtl listslots

Restore the Luna Backup HSM appliance to its factory settings by executing the following command.
When prompted, type yes to confirm.

C \> vtl backup token factoryreset -target 2

Initialize the Luna Backup HSM appliance by executing the following command. Type yes when
prompted to initialize the HSM, and no when prompted to use PED authentication.

C:\> vtl backup token init -target 2 -label BackupHSM

Important
It is important that your HSM uses password authentication.

Execute the remote backup command:

C\> vtl backup -source 1 -target 2 -partition pmbackup

Type yes when prompted to create the new backup.
If you want to check the details of the backup, execute the following command:

C\> vtl backup token show -target 2

Restoring HSM Data from a Luna Backup HSM

To restore HSM data

1.
2.

Using PuTTY, connect to your HSM over SSH.
Log into the HSM as the HSM administrator (Security Officer).
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| unash: > hsm |l ogin

Clear the contents of the partition by executing the following from your HSM. When prompted, enter
your password for this partition and type pr oceed.

| unash: > partition clear -partition pm

Verify that the partition is cleared by executing the following command:

I unash: > partition showontents -partition pm

Confirm that no objects exist on the HSM partition by executing the following command from the
Windows command prompt:

C\>cmu li

Initiate the restore by executing the following command. Enter the passwords when prompted.

C\> vtl backup restore -source 2 -partition pmbackup -target 1

Confirm that the restore was successful by executing the following from the HSM. Enter your password
when prompted.

I unash: > partition showontents -partition pm

Verify that the client can access the HSM objects that have been restored by executing the following
command:

C\>cmu li
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Integrating Third-Party
Applications with AWS CloudHSM

This chapter describes how to use third-party applications with AWS CloudHSM.

Topics
¢ Transparent Data Encryption with AWS CloudHSM (p. 49)
¢ Volume Encryption for Amazon Elastic Block Store (p. 50)
¢ Encryption with Amazon Simple Storage Service (S3) and SafeNet KeySecure (p. 50)

¢ Setting Up SSL Termination on an Apache Web Server with Private Keys Stored in AWS
CloudHSM (p. 50)

¢ Building Your Own Applications (p. 51)

If the application for which you are looking is not listed, contact AWS Support or see HSM Interoperability.

Transparent Data Encryption with AWS
CloudHSM

Transparent Data Encryption (TDE) reduces the risk of confidential data theft by encrypting sensitive
data, such as credit card numbers, stored in application table columns or tablespaces (the containers for
all objects stored in a database).

The following topic describes how to configure an Oracle or Microsoft SQL Server database using TDE
while storing the master encryption key in AWS CloudHSM.

Oracle Database TDE with AWS CloudHSM

These instructions guide security administrators through how to integrate an Oracle database and your
HSM, and also cover the necessary information to install, configure and integrate an Oracle database
with AWS CloudHSM.
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To set up TDE for Oracle Database 11g
The following instructions are explained in detail in the Oracle Database LunaSA/PCI Integration Guide.

1. Setup your Luna SA/PCI/HSM appliances. For more information, see the instructions in Setting Up
AWS CloudHSM (p. 3).

2. Install Oracle Database 11g on the target machine.

3. Integrate Oracle Database 11g R1 (11.1.0.6 or 11.1.0.7) or 11g R2 (11.2.0.1, 11.2.0.2, or 11.2.0.3)
with your HSMs.

Microsoft SQL Server with AWS CloudHSM

The following topic describes how to use Microsoft SQL Server TDE and the Extensible Key Management
(EKM) Library with AWS CloudHSM.

For more information about the EKM library, go to http://technet.microsoft.com/en-us/library/bb895340.aspx
To set up TDE for Microsoft SQL Server and the EKM Library
The following instructions are explained in detail in the Microsoft SQL Server Integration Guide.

1. Set up your HSM appliance(s). Refer to the instructions in Setting Up AWS CloudHSM (p. 3).
2. Integrate Luna SA/PCI/HSM appliances with Microsoft SQL Server.
3. Download and install the EKM libraries.

Volume Encryption for Amazon Elastic Block
Store

For information about how to use volume encryption for Amazon Elastic Block Store (Amazon EBS) with
SafeNet ProtectV, SafeNet KeySecure, and AWS CloudHSM, go to the Launch and Configure SafeNet
ProtectV in AWS Marketplace technical instructions.

Encryption with Amazon Simple Storage Service
(S3) and SafeNet KeySecure

For information about how to use Amazon Simple Storage Service (Amazon S3) encryption with SafeNet
ProtectApp and SafeNet KeySecure, go to the SafeNet KMIP and Amazon S3 Integration Guide.

Setting Up SSL Termination on an Apache Web
Server with Private Keys Stored in AWS
CloudHSM

The SafeNet Luna HSM appliances integrate with the Apache HTTP server to provide significant
performance improvements by offloading cryptographic operations from the Apache HTTP Server to the
SafeNet Luna HSM appliances. In addition, the Luna HSM appliances provide extra security by protecting
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and managing the server's high-value SSL private key within a FIPS 140-2 certified hardware security
module. For more information about the libraries that are required for the Apache integration, go to the
Apache HTTP Server Integration Guide. SafeNet's OpenSSL Toolkit may also be required for integrating

with the Apache web server.

Building Your Own Applications

For more information about how to configure your applications to use one or more of the API operations
provided by the SafeNet client, go to Configured and Registered Client Using an HSM Partition and
Integrating Luna SA with Your Applications in the SafeNet Luna SA documentation.
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How to Stop Using an HSM

AWS does not ordinarily de-provision an HSM appliance that contains key material. This protects you,
as well as AWS, from risks associated with accidentally destroying key material that is still in use.

Important

If you need to stop using an HSM appliance (such as when your subscription ends), back up the
contents of the HSM to another HSM that you control, or confirm that the keys stored within the
HSM are no longer needed.

Complete the following steps to stop using an HSM appliance.

To stop using an HSM appliance

1.

From your control instance, connect to your HSM over SSH. <pri vat e_key_fi | e> is the private
portion of the SSH key you provided when your HSM was provisioned.

$ ssh -i <private_key file> manager @hsm. i p_address>

Zeroize the HSM by attempting to log into the HSM as the HSM administrator with an invalid password
three times. For more information, see How do | zeroize my HSM (p. 57).

Declassify the HSM appliance by first executing the following command to rotate all logs.

| unash: > syslog rotate

Delete all logs.

| unash: > sysl og cl eanup

You use one of the following methods to de-provision the HSM:

* Use the AWS CloudHSM command line interface tools to de-provision the HSM with the
delete-hsm (p. 75) command.

¢ Use the AWS CloudHSM API to de-provision the HSM with the DeleteHsm operation. For more
information, see the AWS CloudHSM Developer Guide.
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If you experience difficulties de-provisioning your HSM, please contact the AWS Support Center.

AWS reserves the right to terminate service and reinitialize an HSM in the case of non-payment.
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SafeNet Luna SA Documentation

For more information about the SafeNet Luna SA appliance configuration, operation, and maintenance,
go to the following documentation:

Luna SA 5.3
Luna SA 5.3 Product Documentation

Luna SA 5.1
Luna SA 5.1 Product Documentation
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Logging AWS CloudHSM API Calls
by Using CloudTrail

AWS CloudHSM is integrated with AWS CloudTrail, a service that captures API calls made by or on
behalf of AWS CloudHSM in your AWS account and delivers the log files to an Amazon S3 bucket that
you specify. CloudTrail captures API calls from the AWS CloudHSM API and CLI. Using the information
collected by CloudTrail, you can determine what request was made to AWS CloudHSM, the source IP
address from which the request was made, who made the request, when it was made, and so on. For
more information about CloudTrail, including how to configure and enable it, see the AWS CloudTrall
User Guide.

AWS CloudHSM Information in CloudTrall

When CloudTrail logging is enabled in your AWS account, API calls made to AWS CloudHSM actions
are tracked in log files. AWS CloudHSM records are written together with other AWS service records in
a log file. CloudTrail determines when to create and write to a new file based on a time period and file
size.

Every log entry contains information about who generated the request. The user identity information in
the log helps you determine whether the request was made with root or IAM user credentials, with
temporary security credentials for a role or federated user, or by another AWS service. For more
information, see the userldentity field in the CloudTrail Event Reference.

You can store your log files in your bucket for as long as you want, but you can also define Amazon S3
lifecycle rules to archive or delete log files automatically. By default, your log files are encrypted by using
Amazon S3 server-side encryption (SSE).

You can choose to have CloudTrail publish Amazon SNS notifications when new log files are delivered
if you want to take quick action upon log file delivery. For more information, see Configuring Amazon
SNS Notifications.

You can also aggregate AWS CloudHSM log files from multiple AWS regions and multiple AWS accounts
into a single Amazon S3 bucket. For more information, see Aggregating CloudTrail Log Files to a Single
Amazon S3 Bucket.
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Understanding AWS CloudHSM Log File Entries

CloudTrail log files can contain one or more log entries where each entry is made up of multiple
JSON-formatted events. A log entry represents a single request from any source and includes information
about the requested action, any parameters, the date and time of the action, and so on. The log entries
are not guaranteed to be in any particular order. That is, they are not an ordered stack trace of the public
API calls.

Sensitive information, such as passwords, authentication tokens, file comments, and file contents are
redacted in the log entries.

The following example shows an example of a CloudTrail log entry for AWS CloudHSM.

{
"Records" : [
{

"userldentity"

{
"type" : "I AMJser",
"principalld" : "<user_id>",
"arn" : "<user_arn>",
"accountld" : "<account id>",
"accessKeyld" : "<access_key_id>",
"user Nanme" : "<usernanme>"

1

"eventTi ne" : "<event tine>",

"event Source" : "cl oudhsm anazonaws. cont',

"event Nane" : "CreateHsnt,

"awsRegi on" : "<region>",

"sour cel PAddress" : "<IP_address>",

"user Agent" : "<user_agent>",

"request Par anet ers”

{
"iamRol eArn" : "<IAMrole_arn>",
"sshKey" : "<SSH public_key>",
"syslogl p" : "<syslog_ip>",
"subscri ptionType" : "<subscription_type>",
"subnetld" : "<subnet id>"

}

"responseEl ement s"

{
"hsmArn" : "<hsm arn>"

1

"request| D' : "<request _id>",

"event| D' : "<event id>"

}
]
}
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Troubleshooting AWS CloudHSM

For frequently asked guestions about AWS CloudHSM, see AWS CloudHSM FAQs.

Topics
¢ My HSM isn't working. What do | do? (p. 57)
¢ How do | zeroize my HSM (p. 57)
* Replace a Failed HSM (p. 57)

My HSM isn't working. What do | do?

Contact AWS Support. Your incident will be routed to the team that supports AWS CloudHSM.

How do | zeroize my HSM

An HSM can be in one of two states: zeroized or not zeroized. Zeroized means that the HSM is blank
and ready for customer use. Not zeroized means that it has key material or configuration on it already. If
you need to keep any of the keys on your HSM, back up the HSM before you zeroize it. For information
about backing up your key information, see Backing Up and Restoring HSM Data to a Luna SA Backup
HSM (p. 46).

To zeroize your HSM, use SSH to connect to the HSM, and then attempt to log in as the administrator
three times using an invalid password. This zeroizes the HSM.

I unash: > hsm |l ogin

Replace a Failed HSM

If one of your HSMs fails, you can replace it with the following procedure.

Note

All of the example commands assume that you have set aws_access_key_id,
aws_secret_access_key, and aws_region in a configuration file at ~/ cl oudhsm conf . For
more information, see Configuration Files (p. 19).
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Remove the failed HSM from the HA partition group using the following
remove-hsm-from-hapg (p. 96) command.

This command requires SSH connectivity with the HSM. For more information, see SSH
Connections (p. 19).

$ cl oudhsm renove-hsm from hapg --conf _file ~/cloudhsm conf \
--hsmarn <hsmarn> \
--s0-password <so_passwor d>

The parameters are as follows:

<hsm ar n>
The identifier of the failed HSM.

<so_passwor d>
The security officer password for <hsm dest _ar n>.

Copy the HA partition group membership and key material to the new HSM using the following
clone-hsm (p. 64) command.

This command requires SSH connectivity with both the source and destination HSMs. For more
information, see SSH Connections (p. 19).

Warning
You must not use the clone-hsm (p. 64) command from an instance that is also a client of
the HSM being cloned.

$ cl oudhsm cl one-hsm --conf_file ~/cl oudhsm conf \
--source-hsmarn <hsm source_arn> \

--dest-hsmarn <hsm dest _arn> \

--s0-password <so_passwor d>

The parameters are as follows:

<hsm sour ce_arn>
The identifier of an operational HSM in the same HA partition group as the failed HSM. This
cannot be the failed HSM.

<hsm dest _ar n>

The identifier of the new HSM you want to clone to.
<so_passwor d>

The security officer password for <hsm dest _ar n>.

This command prompts the user for the password and cloning domain for every partition on the
source HSM.

This command copies all of the partitions and key material from the HA partition group that the source
HSM is a member of to the destination HSM, and joins the destination HSM to the HA partition group.
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AWS CloudHSM Command Line
Interface Tools Reference

This is the AWS CloudHSM Command Line Interface Tools Reference. It provides descriptions, syntax,
and usage examples for each of the commands for the AWS CloudHSM service.

Topics
¢ Updating the AWS CloudHSM CLI Tools (p. 59)
¢ AWS CloudHSM CLI Command Reference (p. 60)
¢ Troubleshooting (p. 98)

Updating the AWS CloudHSM CLI Tools

To update the AWS CloudHSM CLI tools, download the latest stable egg file by running the following
command on the instance:

$ wget https://s3.amazonaws. coni cl oudhsm sof t war e/ Cl oudHsnCLI . egg

Update the CLI tools on the instance by running the following command, which overwrites the existing
version:

$ sudo easy_install-2.7 -s /usr/local/bin C oudHsnCLI. egg

To verify that you have the AWS CloudHSM CLI tools correctly installed, issue the version (p. 98)
command:

$ cl oudhsm ver si on

{
}

"Version": "<version>"
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AWS CloudHSM CLI Command Reference

Every AWS CloudHSM CLI command begins with cloudhsm, followed by the command identifier, and
then the command options. For example:

$ cl oudhsm [ command] [option]

To display the list of commands supported by the AWS CloudHSM CLI tools, you can pass the --help
option to the cloudhsm command.

$ cl oudhsm --hel p

The AWS CloudHSM CLI tools contain the following commands:

Topics
¢ add-hsm-to-hapg (p. 60)
¢ clone-hapg (p. 62)
¢ clone-hsm (p. 64)
e create-client (p. 67)
e create-hapg (p. 69)
e create-hsm (p. 70)
¢ delete-client (p. 73)
e delete-hapg (p. 74)
¢ delete-hsm (p. 75)
¢ deregister-client-from-hapg (p. 77)
¢ describe-client (p. 79)
¢ describe-hapg (p. 80)
¢ describe-hsm (p. 82)
¢ get-client-configuration (p. 84)
« initialize-hsm (p. 86)
« list-clients (p. 88)
« list-hapgs (p. 89)
¢ list-hsms (p. 90)
¢ modify-hsm (p. 92)
¢ register-client-to-hapg (p. 94)
¢ remove-hsm-from-hapg (p. 96)
¢ version (p. 98)

add-hsm-to-hapg

Description

Adds an HSM to a high-availability (HA) partition group. A partition corresponding to the HA partition
group is created on the HSM.

This command requires SSH connectivity with the HSM. For more information, see SSH
Connections (p. 19).
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Usage

cl oudhsm add- hsmt o- hapg
--hsmarn <val ue>
--hapg-arn <val ue>
--so-password <val ue>
--partition-password <val ue>
--cl oni ng-donmai n <val ue>
--aws-regi on <val ue>
--aws-access-key-id <val ue>
--aws- secret - access- key <val ue>

--aws- host <val ue>]

--aws-port <val ue>]

--conf_file <val ue>]

--quiet]

--verbose]

[
[
[
[
[
[ --hel p]

Options

--hsm-arn
The ARN that identifies the HSM to add.
Required: Yes.

This can be specified in the hsm_arn setting in --conf_file.

--hapg-arn
The ARN that identifies the HA partition group to add the HSM to.
Required: Yes.

This can be specified in the hapg_arn setting in --conf_file.

--so-password
The HSM security officer password.
Required: Yes.
This can be specified in the so_password setting in --conf_file.
--partition-password
The password to set for the member partitions. The clients use this password to access the partition
group.
Required: Yes
This can be specified in the partition_password setting in --conf_file.
--cloning-domain

The cloning domain for the partitions in the group. This is not the same as the --cloning-domain
that is used in the initialize-hsm (p. 86) command.

Required: Yes

This can be specified in the cloning_domain setting in --conf_file.
--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.
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--aws-secret-access-key
Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_secret_access_key setting in --conf_file.
--aws-host

Overrides the AWS CloudHSM service host.

Required: No.

This can be specified in the aws_host setting in --conf_file.

--aws-port
Overrides the AWS CloudHSM service port.

Required: No.
This can be specified in the aws_port setting in --conf_file.

--conf_file
The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).
Required: No.
--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
Verbose output.

Required: No.

--help
Displays help for the command.

Required: No.

Output

The status of the operation.

"Status": "Addition of HSM <hsmarn> to HAPG <hapg- arn> successful "

AWS CloudHSM command line tools display errors on stderr.

Related Topics

¢ remove-hsm-from-hapg (p. 96)

clone-hapg

Description

Copies the contents of a high-availability (HA) partition group to another HA partition group.

The cloning domain and partition password must be the same for both the source and destination HA
partition group.
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This command requires SSH connectivity with all HSMs in the both the source and destination HA partition
groups. For more information, see SSH Connections (p. 19).

Warning
You must not issue this command from an instance that is also a client of the HA partition group
being cloned.

Usage

cl oudhsm cl one- hapg
--src-hapg-arn <val ue>
--dest - hapg-arn <val ue>
- - hapg- password <val ue>
[--force]
--aws-regi on <val ue>
--aws-access-key-id <val ue>
--aws-secret-access-key <val ue>
--aws- host <val ue>]
--aws-port <val ue>]
--conf_file <val ue>]
--qui et]
--verbose]

[
[
[
[
[
[ --hel p]

Arguments

--src-hapg-arn
The ARN that identifies the HA partition group to copy from. Both HA partition groups must have the
same cloning domain and partition password.

Required: Yes
This can be specified in the src_hapg_arn setting in --conf_file.
--dest-hapg-arn

The ARN that identifies the HA partition group to copy to. Both HA partition groups must have the
same cloning domain and partition password.

Required: Yes
This can be specified in the dest_hapg_arn setting in --conf_file.
--hapg-password

The password to be used to access the HA partition group. This password must be the same for both
the source and destination HA partition group

Required: Yes

This can be specified in the partition_password setting in --conf_file.
--force

Do not display the safety check messages.

Required: No

This can be specified in the force setting in --conf_file.
--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.
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--aws-secret-access-key
Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.
This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.
This can be specified in the aws_host setting in --conf_file.

--aws-port
Overrides the AWS CloudHSM service port.

Required: No.
This can be specified in the aws_port setting in --conf_file.

--conf_file
The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).
Required: No.
--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
Verbose output.

Required: No.

--help
Displays help for the command.

Required: No.

Output

The status of the operation.

cl oudhsntli. hapg_cl oner: Backing up existing config files

cl oudhsnctli. hapg_cloner: Collecting infornation about the HA Partition groups

cl oudhsnctli. hapg_cloner: Setting up a cloning environment

cl oudhsnctli . hapg_cloner: Cloning the HA partition groups

cl oudhsnctli. hapg_cl oner: C eaning up the cloning environnent

cl oudhsnctli. hapg_cl oner: Restoring existing config files

{
"Status": "Conpleted cloning the HA partition group <src-hapg-arn> to the

HA partition group <dest-hapg-arn>"

}

AWS CloudHSM command line tools display errors on stderr.

clone-hsm

Description

Copies the high-availability (HA) partition group memberships and key material from one HSM to another.

Both the source and destination HSM must be initialized with the same cloning domain.
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This command prompts the user for the password and cloning domain for every partition on the source
HSM.

This command copies all of the partitions and key material from the HA partition group that the source
HSM is a member of to the destination HSM, and joins the destination HSM to the HA partition group.

You can remove a failed HSM from the HA partition group with the remove-hsm-from-hapg (p. 96)
command.

This command requires SSH connectivity with both the source and destination HSMs. For more information,
see SSH Connections (p. 19).

Warning
Running this command on a client of the HSM being cloned may temporarily disrupt HSM-backed
applications running on the client.

Usage

cl oudhsm cl one- hsm
--src-hsmarn <val ue>
--dest-hsmarn <val ue>
[--force]
--so0-password <val ue>
--aws-regi on <val ue>
--aws-access-key-id <val ue>
--aws-secret-access-key <val ue>

--aws- host <val ue>]

--aws-port <val ue>]

--conf_file <val ue>]

--qui et]

--verbose]

[
[
[
[
[
[ --hel p]

Arguments

--src-hsm-arn
The ARN that identifies the HSM to copy from.

Required: Yes

This can be specified in the src_hsm_arn setting in --conf_file.
--dest-hsm-arn

The ARN that identifies the HSM to copy to.

Required: Yes

This can be specified in the dest_hsm_arn setting in --conf_file.

--force
Do not display the safety check messages.

Required: No

This can be specified in the force setting in --conf_file.
--so-password

The security officer password for --dest-hsm-arn.

Required: Yes

This can be specified in the so_password setting in --conf_file.

--ssh-username
The SSH username used to authenticate with --dest-hsm-arn.

Required: Yes
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This can be specified in the ssh_username setting in --conf_file.

--ssh-password
The SSH password used to authenticate with --dest-hsm-arn.
Required: One of --ssh-key-filename or --ssh-password
This can be specified in the ssh_password setting in --conf_file.
--ssh-key-filename

The file that contains the private SSH key used to authenticate with --dest-hsm-arn. The public key
was installed on the HSM appliance when it was provisioned.

Required: One of --ssh-key-filename or --ssh-password
This can be specified in the ssh_key_filename setting in --conf_file.

--ssh-key-passphrase
The passphrase to unlock the --ssh-key-filename private key file.

Required: If --ssh-key-filename is used.

This can be specified in the ssh_key_passphrase setting in --conf_file.
--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.

--aws-secret-access-key
Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.
This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.

This can be specified in the aws_host setting in --conf_file.
--aws-port

Overrides the AWS CloudHSM service port.

Required: No.

This can be specified in the aws_port setting in --conf_file.

--conf_file
The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).
Required: No.
--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
\erbose output.

Required: No.

--help
Displays help for the command.

Required: No.
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Output

The status of the operation.

cl oudhsntli.hsmcl oner: Backing up existing config files

cl oudhsntli.hsmcloner: Collecting information about the HSMs

cl oudhsntli.hsmcloner: Creating partitions on the destination HSM

Pl ease provide the password for <partitionl>:

Pl ease provide the cloning donain for <partitionl>:

cl oudhsntli.hsmcloner: A partition was created: <partitionl_|abel>

(<dest _partitionl_|D>)

Pl ease provide the password for <partition2>:

Pl ease provide the cloning donmain for <partition2>:

cl oudhsntli.hsmcloner: A partition was created: <partition2_|abel>

(<dest _partition2_|D>)

Pl ease provide the password for <partition3>:

Pl ease provide the cloning donmain for <partition3>:

cl oudhsntli.hsmcloner: A partition was created: <partition3_|abel>

(<dest _partition3_I D)

cl oudhsntli.hsmcloner: Setting up a cloning environment

cl oudhsntli.hsmcloner: Replicating keys fromthe source HSM

cl oudhsntli.hsmcloner: Replicated keys fromthe partition <src_partitionl_|D>
to <dest_partitionl_| D> successfully

cl oudhsntli.hsmcloner: Replicated keys fromthe partition <src_partition2_|D>
to <dest _partition2_| D> successfully

cl oudhsntli.hsmcloner: Replicated keys fromthe partition <src_partition3_|D>
to <dest _partition3_| D> successfully

cl oudhsntli.hsmcloner: O eaning up the cloning environnent

cl oudhsntli.hsmcloner: Restoring existing config files

cl oudhsntli.hsmcloner: Coning the client/partition configuration on the HSM

{
}

"Status": "Conpleted cloning the HSM <src-hsmarn> to t he HSM <dest - hsm ar n>"

AWS CloudHSM command line tools display errors on stderr.

Related Topics

¢ Replace a Failed HSM (p. 57)

create-client

Description

Creates an HSM client.

Usage

cl oudhsm create-client
--certificate-file <val ue>
--aws-region <val ue>
--aws-access-key-id <val ue>
--aws-secret-access-key <val ue>
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--aws- host <val ue>]
-aws- port <val ue>]
-conf_file <val ue>]
-qui et]

-ver bose]

[

[-
[-
[-
[-
[ --hel p]

Arguments

--certificate-file
The file that contains the base64-encoded X.509 v3 PEM certificate to be installed on the HSMs
used by this client. For more information, see Client Certificates (p. 19).

Required: Yes

This can be specified in the certificate_file setting in --conf_file.
--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.
--aws-secret-access-key

Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.
This can be specified in the aws_host setting in --conf_file.

--aws-port
Overrides the AWS CloudHSM service port.

Required: No.
This can be specified in the aws_port setting in --conf_file.

--conf_file
The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).
Required: No.
--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
Verbose output.

Required: No.

--help
Displays help for the command.

Required: No.
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Output
The ARN of the client.
{
"ClientArn": "<client_arn>",
"Request |l d": "<request _id>"
}

AWS CloudHSM command line tools display errors on stderr.

create-hapg

Description

Creates an empty high-availability (HA) partition group. A HA partition group is a group of partitions that
spans multiple physical HSMs.

You add HSMs and partitions to the HA partition group with the add-hsm-to-hapg (p. 60) command.

Usage

cl oudhsm cr eat e- hapg
--group-1| abel <val ue>
--aws-regi on <val ue>
--aws-access-key-id <val ue>
--aws-secret-access- key <val ue>

--aws- host <val ue>]

--aws-port <val ue>]

--conf_file <val ue>]

--qui et]

--verbose]

[
[
[
[
[
[--hel p]

Arguments

--group-label
The label of the new HA partition group.

Required: Yes

This can be specified in the group_label setting in --conf_file.
--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.

--aws-secret-access-key
Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.
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This can be specified in the aws_secret_access_key setting in --conf_file.
--aws-host

Overrides the AWS CloudHSM service host.

Required: No.

This can be specified in the aws_host setting in --conf_file.

--aws-port
Overrides the AWS CloudHSM service port.

Required: No.
This can be specified in the aws_port setting in --conf_file.

--conf_file
The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).
Required: No.
--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
Verbose output.

Required: No.

--help
Displays help for the command.

Required: No.

Output

A JSON block that contains the ARN of the HA partition group.

"HapgArn": "<hapg_arn>",
"Request |l d": "<request_id>"

AWS CloudHSM command line tools display errors on stderr.

Related Topics

¢ Create the HA Partition Group (p. 41)

create-hsm

Description

Creates an uninitialized HSM instance.

There is an upfront fee charged for each HSM instance you create with the create-hsm (p. 70) command.
If you accidentally provision an HSM and want to request a refund, please delete the instance using the
delete-hsm (p. 75) command, go to the AWS Support Center, create a new case, and select Account
and Billing Support.
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Important

It can take up to 20 minutes to create and provision an HSM. You can monitor the status of the
HSM with the describe-hsm (p. 82) command. The HSM is ready to be initialized when the status
changes to RUNNI NG.

Usage

cl oudhsm creat e- hsm
--subnet-id <val ue>
--ssh-public-key-file <val ue>
--iamrole-arn <val ue>
[--hsmip <val ue>]
[--external -id <val ue>]
[--syslog-ip <val ue>]
--aws-region <val ue>
--aws- access-key-id <val ue>
--aws- secret -access- key <val ue>
--aws- host <val ue>]
--aws-port <val ue>]
--conf_file <val ue>]
--quiet]
--ver bose]

[
[
[
[
[
[--hel p]

Arguments

--subnet-id
The identifier of the subnet in your VPC in which to place the HSM.
Required: Yes
This can be specified in the subnet_id setting in --conf_file.
--ssh-public-key-file
The file that contains the SSH public key to install on the HSM. This is used to log in to the manager
account on the HSM.

Required: Yes
This can be specified in the ssh_public_key_file setting in --conf_file.
--iam-role-arn
The ARN of an IAM role to enable the AWS CloudHSM service to allocate an ENI on your behalf.
Required: Yes
This can be specified in the iam_role_arn setting in --conf_file.
--hsm-ip
The desired IP address of the HSM. This IP address will be assigned to the ENI that is attached to
the HSM.

If an IP address is not specified, an IP address is randomly chosen from the CIDR range of the
subnet.

Required: No
This can be specified in the hsm_ip setting in --conf_file.

--external-id
The external ID from --iam-role-arn, if present.

Required: No
This can be specified in the external_id setting in --conf_file.
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--syslog-ip
The new IP address of the syslog monitoring server. The AWS CloudHSM service only supports one
syslog monitoring server.

Note
This option is only available in CLI version 2.2015.01.22.17.26.52 and later. For more
information, see version (p. 98).

Required: No

This can be specified in the syslog_ip setting in --conf_file.
--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.

--aws-secret-access-key
Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.
This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.
This can be specified in the aws_host setting in --conf_file.

--aws-port

Overrides the AWS CloudHSM service port.

Required: No.

This can be specified in the aws_port setting in --conf_file.
--conf_file

The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).
Required: No.
--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
Verbose output.

Required: No.

--help
Displays help for the command.

Required: No.

Output

The ARN of the HSM. Because this command causes an upfront fee to be charged to your account, you
are prompted to verify the operation before the HSM is created.

"HsmArn": "<hsm arn>",
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"Request | d": "<request _id>"

AWS CloudHSM command line tools display errors on stderr.

Related Topics

¢ Provisioning Your HSMs (p. 23)

delete-client

Description

Deletes an HSM client.

Usage

cl oudhsm del et e-cl i ent
--client-arn <val ue>
--aws-regi on <val ue>
--aws-access-key-id <val ue>
--aws-secret-access-key <val ue>
[--aws-host <val ue>]
[--aws-port <val ue>]
[--conf_file <val ue>]
[--quiet]
[--verbose]
[--hel p]

Arguments

--client-arn
The ARN that identifies the client to delete.

Required: Yes

This can be specified in the client_arn setting in --conf_file.
--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.

--aws-secret-access-key
Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.
This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.
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This can be specified in the aws_host setting in --conf_file.

--aws-port
Overrides the AWS CloudHSM service port.

Required: No.
This can be specified in the aws_port setting in --conf_file.

Output
A JSON block that contains the status of the operation.
{
"Request I d": <request _id>,
"Status": <status>
}

AWS CloudHSM command line tools display errors on stderr.

delete-hapg

Description

Deletes a high-availability (HA) partition group. The partitions that make up the HA partition group, as
well as the key material they contain, are not deleted by this command.

Usage

cl oudhsm del et e- hapg
--hapg-arn <val ue>
[--force]
--aws-regi on <val ue>
--aws-access-key-id <val ue>
--aws- secret-access-key <val ue>
--aws- host <val ue>]
--aws-port <val ue>]
--conf _file <val ue>]
--quiet]
--verbose]

[
[
[
[
[
[--hel p]

Arguments

--hapg-arn
The ARN that identifies the HA partition group to delete.

Required: Yes

This can be specified in the hapg_arn setting in --conf_file.
--force

Do not display the safety check messages.

Required: No

This can be specified in the force setting in --conf_file.
--aws-region

The region identifier, such as us- east - 1.
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Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.

--aws-secret-access-key
Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.
This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.
This can be specified in the aws_host setting in --conf_file.

--aws-port
Overrides the AWS CloudHSM service port.

Required: No.
This can be specified in the aws_port setting in --conf_file.

--conf_file
Th_e path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).
Required: No.
--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
Verbose output.

Required: No.

--help
Displays help for the command.

Required: No.

Output

A JSON block that contains the status of the operation.

"Status": <status>

AWS CloudHSM command line tools display errors on stderr.

delete-hsm

Description

De-provisions an HSM.

The HSM must be zeroized prior to calling this command. For more information, see How do | zeroize
my HSM (p. 57).
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Usage

cl oudhsm del et e- hsm
--hsmarn <val ue>
[--force]
--aws-regi on <val ue>
--aws-access-key-id <val ue>
--aws- secret - access- key <val ue>
--aws- host <val ue>]
--aws-port <val ue>]
--conf_file <val ue>]
--qui et]
--verbose]

[
[
[
[
[
[ --hel p]

Arguments

--hsm-arn
The ARN that identifies the HSM to delete.

Required: Yes
This can be specified in the hsm_arn setting in --conf_file.

--force

Do not display the safety check messages.

Required: No

This can be specified in the force setting in --conf_file.
--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.
--aws-secret-access-key

Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.
This can be specified in the aws_host setting in --conf_file.

--aws-port
Overrides the AWS CloudHSM service port.

Required: No.
This can be specified in the aws_port setting in --conf_file.
--conf_file

The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).

Required: No.
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--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
Verbose output.

Required: No.

--help
Displays help for the command.

Required: No.

Output

A JSON block that contains the status of the operation.

"Status": "<status>"

AWS CloudHSM command line tools display errors on stderr.

Related Topics

e create-hsm (p. 70)

deregister-client-from-hapg

Description

Removes an HSM client from a high-availability (HA) partition group.

This command requires SSH connectivity with all HSMs in the high-availability partition group. For more
information, see SSH Connections (p. 19).

Usage

cl oudhsm deregi ster-client-from hapg
--client-arn <val ue>
--hapg-arn <val ue>
--aws-region <val ue>
--aws- access-key-id <val ue>
--aws- secret -access-key <val ue>
--aws- host <val ue>]
--aws-port <val ue>]
--conf_file <val ue>]
--qui et]
--verbose]

[
[
[
[
[
[ --hel p]
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Arguments

--client-arn
The ARN that identifies the client.
Required: Yes

This can be specified in the client_arn setting in --conf_file.

--hapg-arn
The ARN of the HA partition group.

Required: Yes

This can be specified in the hapg_arn setting in --conf_file.
--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.

--aws-secret-access-key
Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.
This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.
This can be specified in the aws_host setting in --conf_file.

--aws-port
Overrides the AWS CloudHSM service port.

Required: No.
This can be specified in the aws_port setting in --conf_file.

--conf_file
The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).
Required: No.
--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
\erbose output.

Required: No.

--help
Displays help for the command.

Required: No.

Output

A JSON block that contains the status of the operation.
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"Status": <status>

AWS CloudHSM command line tools display errors on stderr.

Related Topics

 register-client-to-hapg (p. 94)

describe-client

Description

Retrieves information about an HSM client.

Usage

cl oudhsm descri be-cli ent
--client-arn <val ue>
--aws-regi on <val ue>
--aws-access-key-id <val ue>
--aws-secret-access-key <val ue>

--aws- host <val ue>]

--aws- port <val ue>]

--conf_file <val ue>]

--quiet]

--verbose]

[
[
[
[
[
[ --hel p]

Arguments

--client-arn

The ARN that identifies the client to retrieve the information for.

Required: Yes

This can be specified in the client_arn setting in --conf_file.
--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.
--aws-secret-access-key

Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_secret_access_key setting in --conf_file.
--aws-host

Overrides the AWS CloudHSM service host.
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Required: No.
This can be specified in the aws_host setting in --conf_file.

--aws-port
Overrides the AWS CloudHSM service port.

Required: No.
This can be specified in the aws_port setting in --conf_file.

--conf_file
The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).

Required: No.

--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
Verbose output.

Required: No.

--help
Displays help for the command.

Required: No.

Output

A JSON block that contains information about the specified client.

"Certificate": "<certificate>",
"CertificateFingerprint": "<certificate_fingerprint>",
"ClientArn": "<client_arn>",

"Label ": "<l abel >",

"Last Mbdi fi edTi mestanp”: "<l ast_nodified>"

AWS CloudHSM command line tools display errors on stderr.

describe-hapg

Description

Retrieves information about a high-availability (HA) partition group.

Usage

cl oudhsm descri be- hapg
--hapg-arn <val ue>
--aws-regi on <val ue>
--aws-access-key-id <val ue>
--aws-secret-access-key <val ue>
[--aws-host <val ue>]
[--aws-port <val ue>]
[--conf_file <val ue>]
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[--quiet]
[--verbose]
[--help]

Arguments

--hapg-arn

The ARN that identifies the HA partition group to get information for.

Required: Yes

This can be specified in the hapg_arn setting in --conf_file.
--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.
--aws-secret-access-key

Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.
This can be specified in the aws_host setting in --conf_file.

--aws-port

Overrides the AWS CloudHSM service port.

Required: No.

This can be specified in the aws_port setting in --conf_file.
--conf_file

The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).
Required: No.
--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
Verbose output.

Required: No.

--help
Displays help for the command.

Required: No.

Output

A JSON block that contains information about the specified HA partition group.
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{
"HapgArn": "<hapg_arn>",
"HapgSerial ": "<hapg_serial >",
"HsmsLast ActionFailed": [],
"HsmsPendi ngDel etion": [],
"HsmsPendi ngRegi stration": [],
"Label ": "<hapg_| abel >",
"Last Modi fi edTi nestanp”: "<l ast_nodified>",
"PartitionSeriallList": [
"<partition_serial _1>",
"<partition_serial_2>"
1,
"State": "<state>"
}

AWS CloudHSM command line tools display errors on stderr.

describe-hsm

Description

Retrieves information about an HSM.

Usage

cl oudhsm descri be- hsm
--hsmarn <val ue>
--aws-regi on <val ue>
--aws-access-key-id <val ue>
--aws-secret-access-key <val ue>

--aws- host <val ue>]

--aws-port <val ue>]

--conf _file <val ue>]

--quiet]

--verbose]

[
[
[
[
[
[ --hel p]

Arguments

--hsm-arn

The ARN that identifies the HSM to get information for.

Required: Yes

This can be specified in the hsm_arn setting in --conf_file.
--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.
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--aws-secret-access-key
Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.
This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.

This can be specified in the aws_host setting in --conf_file.
--aws-port

Overrides the AWS CloudHSM service port.

Required: No.

This can be specified in the aws_port setting in --conf_file.
--conf_file

The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).

Required: No.
--quiet
Quiet output. Only errors are reported.
Required: No.
--verbose
Verbose output.
Required: No.
--help
Displays help for the command.
Required: No.
Output
A JSON block that contains information about the specified HSM.
{
"Eni ld": "<eni _id>",
"Eni |l p": "<eni _ip>",
"HsmArn": "<hsm arn>",
"l amRol eArn": "<iamrole_arn>",
"Serial Nunber": "<serial nunber>",
" Sof t war eVer si on": "<version>",
"SshPubl i cKey": "<public_key_contents>",
"Status": "<status>",
"Subnet 1 d": "<subnet _id>",
"SubscriptionStartDate": "<start_date>",
"Subscri ptionType": "<subscription_type>",
"Vendor Nane": "<vendor >"
}

AWS CloudHSM command line tools display errors on stderr.
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get-client-configuration

Description

Obtains the configuration file and server certificates for a client. This command must be run on every
client assigned to the specified high-availability (HA) partition group.

You must re-issue this command after you make any changes to the HA partition group, such as adding
or removing an HSM.

This command requires write access to certain files and directories on the local system. For more
information, see Setting the Necessary File and Directory Ownership (p. 17).

This command requires SSH connectivity with all HSMs in the HA partition groups. For more information,
see SSH Connections (p. 19).

Usage

cl oudhsm get-client-configuration
--client-arn <val ue>
--hapg-arns <val uel value2 ...>
[--cert-directory <val ue>]
[--config-directory <val ue>]
--aws-regi on <val ue>
--aws-access-key-id <val ue>
--aws-secret -access- key <val ue>

--aws- host <val ue>]

--aws-port <val ue>]

--conf_file <val ue>]

--qui et]

--verbose]

[
[
[
[
[
[--hel p]

Arguments

--client-arn
The ARN that identifies the client to retrieve the information for.
Required: Yes

This can be specified in the client_arn setting in --conf_file.

--hapg-arns
A list of ARNs that identify the HA partition groups that are associated with the client. Each ARN in
the list is separated by a space.
Required: Yes

This can be specified in the hapg_arns setting in --conf_file.

--cert-directory
The local directory where the server certificate will be written. If this parameter is not specified, the
server certificate is written to the current working directory. The server certificate must be placed in
the server certificate directory. The location of the server certificate directory varies depending on
the version of the LunaSA client software installed.

Client software version 5.1
/usr/lunasal/cert/server
Client software version 5.3
[ usr/safenet/lunaclient/cert/server
Required: No
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This can be specified in the cert_directory setting in --conf_file.
--config-directory
The local directory where the Chrystoki.conf file will be written. If this parameter is not specified, the
configuration file is written to the current working directory. The Chrystoki.conf file must be placed in
the / et ¢/ directory.
Required: No
This can be specified in the config_directory setting in --conf_file.
--aws-region
The region identifier, such as us- east - 1.
Required: Yes.
This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id
Your access key ID. For more information, see Authentication (p. 18).
Required: Yes.
This can be specified in the aws_access_key_id setting in --conf_file.

--aws-secret-access-key
Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.
This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.
This can be specified in the aws_host setting in --conf_file.

--aws-port
Overrides the AWS CloudHSM service port.

Required: No.
This can be specified in the aws_port setting in --conf_file.

--conf_file
The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).
Required: No.
--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
\erbose output.

Required: No.

--help
Displays help for the command.

Required: No.

Output

Information about where the configuration file and certificates were written.

The configuration file has been copied to <config-directory>
The server certificate has been copied to <cert-directory>

AWS CloudHSM command line tools display errors on stderr.
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initialize-hsm

Description

Performs the initial configuration of an HSM. You must have already allocated the HSM resource and
have the resulting Amazon resource name (ARN) that identifies the HSM. You can use the

create-hsm (p. 70) command to create an HSM instance. You can use the list-hsms (p. 90) command to
obtain a list of the HSM ARNSs.

The HSM must be zeroized prior to calling this command. For more information, see How do | zeroize
my HSM (p. 57).

This command requires SSH connectivity with the HSM. For more information, see SSH
Connections (p. 19).

Note

Initializing an HSM creates the HSM security officer account (also known as the administrator)
and requires that a password be created and assigned to that account. Make a note of the
password on your Password Worksheet (p. 35) and do not lose it. We recommend that you print
out a copy of the Password Worksheet (p. 35), use it to record your AWS CloudHSM passwords,
and store it in a secure place. We also recommended that you store at least one copy of this
worksheet in secure off-site storage. AWS does not have the ability to recover your key material
from an HSM for which you do not have the proper HSM security officer credentials.

Usage

cloudhsminitialize-hsm
--hsmarn <val ue>
--| abel <val ue>
--so0-password <val ue>
--cl oni ng-donmai n <val ue>
--aws-regi on <val ue>
--aws-access-key-id <val ue>
--aws-secret-access-key <val ue>
[--aws-host <val ue>]
[--aws-port <val ue>]
[--conf_file <val ue>]
[--quiet]
[--verbose]
[--hel p]

Options

--hsm-arn
The ARN that identifies the HSM to initialize.
Required: Yes.
This can be specified in the hsm_arn setting in --conf_file.

--label
The label for the HSM. Use only letters and numbers. Special characters are not allowed.

Required: Yes.
This can be specified in the label setting in --conf_file.

--so-password
The HSM security officer password.

Required: Yes.
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This can be specified in the so_password setting in --conf_file.
--cloning-domain

The cloning domain to set for the HSM.

Required: Yes.

This can be specified in the cloning_domain setting in --conf_file.
--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.
--aws-secret-access-key

Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.
This can be specified in the aws_host setting in --conf_file.

--aws-port
Overrides the AWS CloudHSM service port.

Required: No.
This can be specified in the aws_port setting in --conf_file.

--conf_file
The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).
Required: No.
--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
Verbose output.

Required: No.

--help
Displays help for the command.

Required: No.

Output

A JSON block that contains the status of the operation.

"Status": "Initialization of the HSM successful "

AWS CloudHSM command line tools display errors on stderr.
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Related Topics

e Configuring Your HSM (p. 24)

list-clients

Description

Retrieves the identifiers of the clients belonging to the current customer.

Usage

cloudhsmlist-clients
--aws-regi on <val ue>
--aws-access-key-id <val ue>
--aws-secret -access- key <val ue>

--aws- host <val ue>]

--aws-port <val ue>]

--conf_file <val ue>]

--qui et]

--verbose]

[
[
[
[
[
[--hel p]

Arguments

--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.

--aws-secret-access-key
Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.
This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.

This can be specified in the aws_host setting in --conf_file.
--aws-port

Overrides the AWS CloudHSM service port.

Required: No.

This can be specified in the aws_port setting in --conf_file.

--conf_file
The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).

Required: No.
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--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
Verbose output.
Required: No.

--help
Displays help for the command.
Required: No.

Output

A JSON block that contains the list of ARNSs that identify the clients.

"ClientList": [
"<clientl_arn>",
"<client2_arn>"

AWS CloudHSM command line tools display errors on stderr.
list-hapgs

Description

Retrieves the identifiers of all of the high-availability (HA) partition groups belonging to the current customer.

Usage

cl oudhsm | i st - hapgs
--aws-regi on <val ue>
--aws-access-key-id <val ue>
--aws-secret-access-key <val ue>

--aws- host <val ue>]

--aws-port <val ue>]

--conf _file <val ue>]

--quiet]

--verbose]

[
[
[
[
[
[ --hel p]

Arguments

--aws-region
The region identifier, such as us- east - 1.
Required: Yes.
This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id
Your access key ID. For more information, see Authentication (p. 18).
Required: Yes.
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This can be specified in the aws_access_key_id setting in --conf_file.

--aws-secret-access-key
Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.
This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.
This can be specified in the aws_host setting in --conf_file.

--aws-port
Overrides the AWS CloudHSM service port.

Required: No.
This can be specified in the aws_port setting in --conf_file.

--conf_file
The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).
Required: No.
--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
\erbose output.

Required: No.

--help
Displays help for the command.

Required: No.

Output

A JSON block that contains the list of ARNs that identify the high-availability partition groups.

"HapgList": [
"<hapgl_arn>",
"<hapg2_ar n>"

AWS CloudHSM command line tools display errors on stderr.

list-hsms

Description

Retrieves the identifiers of all of the HSMs provisioned for the current customer.

90




AWS CloudHSM User Guide
list-hsms

Usage

cl oudhsm | i st-hsmns
--aws-regi on <val ue>
--aws-access-key-id <val ue>
--aws-secret - access- key <val ue>

--aws- host <val ue>]

--aws-port <val ue>]

--conf_file <val ue>]

--quiet]

--verbose]

[
[
[
[
[
[ --hel p]

Arguments

--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.
--aws-secret-access-key

Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.

This can be specified in the aws_host setting in --conf_file.
--aws-port

Overrides the AWS CloudHSM service port.

Required: No.

This can be specified in the aws_port setting in --conf_file.

--conf_file
The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).
Required: No.
--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
Verbose output.

Required: No.

--help
Displays help for the command.

Required: No.
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Output

A JSON block that contains the list of ARNSs that identify the HSMs.

"Hsmlist": [
"<hsml_arn>",
"<hsn2_ar n>"

AWS CloudHSM command line tools display errors on stderr.
modify-hsm

Description

Modifies an existing HSM instance.

Important

This command can result in the HSM being offline for up to 15 minutes while the AWS CloudHSM
service is reconfigured. If you are modifying a production HSM, you should ensure that your
AWS CloudHSM service is configured for high availability, and consider executing this command
during a maintenance window.

Usage

cl oudhsm nodi f y- hsm
--hsmarn <val ue>
[--subnet-id <val ue>]
--iamrol e-arn <val ue>]
-hsmip <val ue>]
-external -id <val ue>]
--syslog-ip <val ue>]
--force]
--aws-regi on <val ue>
--aws-access-key-id <val ue>
--aws-secret-access-key <val ue>
--aws- host <val ue>]
--aws-port <val ue>]
--conf _file <val ue>]
--quiet]
--verbose]
- - hel p]

[
[
[
[
[

[
[
[
[
[
[

Arguments

--hsm-arn
The ARN that identifies the HSM to modify.

Required: Yes
This can be specified in the hsm_arn setting in --conf_file.
--subnet-id

The identifier of the new subnet in your VPC in which to place the HSM. The new subnet must be in

the same Availability Zone as the current subnet.
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Required: No
This can be specified in the subnet_id setting in --conf_file.
--iam-role-arn

The ARN of the new |IAM role that enables the AWS CloudHSM service to allocate an ENI on your
behalf.

Required: No
This can be specified in the iam_role_arn setting in --conf_file.
--hsm-ip
The new IP address of the HSM. This IP address is assigned to the ENI that is attached to the HSM.

The subnet that the new IP address belongs to must be in the same Availability Zone as the subnet
of the previous IP address.

Required: No
This can be specified in the hsm_ip setting in --conf_file.

--external-id
The new external ID from --iam-role-arn.

Required: No
This can be specified in the external_id setting in --conf_file.
--syslog-ip
The new IP address of the syslog monitoring server. The AWS CloudHSM service only supports one
syslog monitoring server.

Required: No

This can be specified in the syslog_ip setting in --conf_file.
--force

Do not display the safety check messages.

Required: No

This can be specified in the force setting in --conf_file.
--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.

--aws-secret-access-key
Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.
This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.
This can be specified in the aws_host setting in --conf_file.

--aws-port
Overrides the AWS CloudHSM service port.

Required: No.
This can be specified in the aws_port setting in --conf_file.
--conf_file

The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).

Required: No.
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--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
Verbose output.

Required: No.

--help
Displays help for the command.

Required: No.

Output

The ARN of the HSM.

"HsmArn": "<hsm arn>",
"Request | d": "<request _id>"

AWS CloudHSM command line tools display errors on stderr.

Version

This command is only available in CLI version 2.2015.01.22.17.26.52 and later. For more information,
see version (p. 98).

Related Topics

e create-hsm (p. 70)

register-client-to-hapg

Description

Adds a an HSM client to a high-availability (HA) partition group.

You must re-issue this command after you make any changes to the HA partition group, such as adding
an HSM.

This command requires SSH connectivity with all HSMs in the high-availability partition group. For more
information, see SSH Connections (p. 19).

Usage

cl oudhsm regi ster-client-to-hapg
--client-arn <val ue>
--hapg-arn <val ue>
--aws-regi on <val ue>
--aws- access-key-id <val ue>
--aws- secret-access-key <val ue>
[--aws-host <val ue>]
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[--aws-port <val ue>]
[--conf_file <val ue>]
[--quiet]

[--verbose]

[ --hel p]

Arguments

--client-arn
The ARN that identifies the client.

Required: Yes.
This can be specified in the client_arn setting in --conf_file.

--hapg-arn
The ARN that identifies the HA partition group.

Required: Yes

This can be specified in the hapg_arn setting in --conf_file.
--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.

--aws-secret-access-key
Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.
This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.
This can be specified in the aws_host setting in --conf_file.

--aws-port
Overrides the AWS CloudHSM service port.

Required: No.
This can be specified in the aws_port setting in --conf_file.

--conf_file
The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).
Required: No.
--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
\erbose output.

Required: No.

--help
Displays help for the command.

Required: No.
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Output
A JSON block that contains the status of the operation.
{
"Status": <status>
}

AWS CloudHSM command line tools display errors on stderr.

Related Topics

 deregister-client-from-hapg (p. 77)

remove-hsm-from-hapg

Description

Removes an HSM from a high-availability (HA) partition group. The partition and key material corresponding

to the HA partition group is removed from the HSM.

This command can be used to remove a failed HSM from its HA partition group.

This command requires SSH connectivity with the HSM. For more information, see SSH

Connections (p. 19).

Usage

cl oudhsm r enove- hsm from hapg
--hsmarn <val ue>
--hapg-arn <val ue>
--so0-password <val ue>
--aws-regi on <val ue>
--aws-access-key-id <val ue>
--aws- secret-access-key <val ue>

--aws- host <val ue>]

--aws-port <val ue>]

--conf_file <val ue>]

--qui et]

--verbose]

[
[
[
[
[
[ --hel p]

Arguments

--hsm-arn
The ARN that identifies the HSM to remove.

Required: Yes
--hapg-arn

The ARN that identifies the HA partition group to remove the HSM from.

Required: Yes.

This can be specified in the hapg_arn setting in --conf_file.
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--so-password
The HSM security officer password.

Required: Yes.

This can be specified in the so_password setting in --conf_file.
--aws-region

The region identifier, such as us- east - 1.

Required: Yes.

This can be specified in the aws_region setting in --conf_file.
--aws-access-key-id

Your access key ID. For more information, see Authentication (p. 18).

Required: Yes.

This can be specified in the aws_access_key_id setting in --conf_file.

--aws-secret-access-key
Your secret access key. For more information, see Authentication (p. 18).

Required: Yes.
This can be specified in the aws_secret_access_key setting in --conf_file.

--aws-host
Overrides the AWS CloudHSM service host.

Required: No.
This can be specified in the aws_host setting in --conf_file.

--aws-port
Overrides the AWS CloudHSM service port.

Required: No.
This can be specified in the aws_port setting in --conf_file.

--conf_file
The path and file name of the configuration file to use. For more information, see Configuration
Files (p. 19).
Required: No.
--quiet
Quiet output. Only errors are reported.
Required: No.

--verbose
Verbose output.

Required: No.

--help
Displays help for the command.

Required: No.

Output

A JSON block that contains the status of the operation.

"Status": "<status>"

AWS CloudHSM command line tools display errors on stderr.
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Related Topics

¢ add-hsm-to-hapg (p. 60)

version

Description

Retrieves the version information for the AWS CloudHSM CLI tools.

Usage

cl oudhsm versi on [--hel p]

Arguments
--help
Displays help for the command.
Required: No.
Output
A JSON block that contains the version information.
{
"Version": "<version>"
}

AWS CloudHSM command line tools display errors on stderr.

Troubleshooting

The following sections show some of the more common errors you may encounter when using the AWS
CloudHSM CLI.

Topics
¢ RuntimeError: Luna is requesting a password. (p. 98)
¢ The delete-hsm command appears to succeed, but the HSM is not deleted. (p. 99)

RuntimeError: Luna is requesting a password.

When you use certain commands, you get the following error message:

RuntimeError: Luna is requesting a password. This indicates that there is no
persi stent SSH connection to the HSM Consult the C oudHSM CLI docs for
instructions on how to set up a persistent connection.
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The delete-hsm command appears to succeed, but the
HSM is not deleted.

This error occurs when you use a command that requires a persistent SSH connection with an HSM,
such as initialize-hsm (p. 86). For more information about persistent SSH connections, see SSH
Connections (p. 19).

The delete-hsm command appears to succeed, but
the HSM is not deleted.

This error can occur when you use the delete-hsm (p. 75) command to delete an HSM that is not zeroized.
To determine if this is case, after issuing the delete-hsm (p. 75) command, use the describe-hsm (p. 82)
command to get information about the HSM. If the St at usDet ai | s field contains a message such as
"The C oudHSM nust be zeroi zed before it can be del eted. ", thenyou will need to zeroize
the HSM. For more information about how to zeroize your HSM, see How do | zeroize my HSM (p. 57).

99



AWS CloudHSM User Guide

AWS CloudHSM Limits

The following list contains the limits for the AWS CloudHSM service. Unless indicated otherwise, these
limits are per region and per AWS account.

¢ HSM appliances: 3
« High-availability partition groups: 20
« Clients: 800

To request an increase to these limits, use the service limit increase form in the AWS Support Center.
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Appendices

The following are the appendices for the AWS CloudHSM User Guide. They provide additional information
for some of the AWS CloudHSM operation and usage.

Topics
¢ Getting Started Manually (p. 101)
¢ Connecting Multiple Client Instances to AWS CloudHSM with One Certificate (p. 110)
¢ Sample Application (p. 111)
¢ AWS CloudHSM Upgrade Guide (p. 115)

Getting Started Manually

The following topics explain how to provision, initialize, and use an HSM without using the CLI.

Topics
¢ Manually Provisioning an HSM (p. 101)
¢ Manually Initialize an HSM (p. 102)
¢ High-Availability (p. 103)

Manually Provisioning an HSM

You need the following information to provision your HSM.

¢ The identifiers of the private subnets to provision the HSMs in.
¢ The ARN of the AWS CloudHSM IAM role.
¢ Your SSH public key. For more information, see Generating an SSH Key (p. 13).

Important

There is an upfront fee charged for each HSM instance you provision. If you accidentally provision
an HSM and want to request a refund, please delete the instance, go to the AWS Support Center,
create a new case, and select Account and Billing Support

To try the AWS CloudHSM service for free, you can request a two week trial. For more information
about the free trial, go to Free Trial.
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Manually Initialize an HSM

To manually initialize and configure an HSM

Use the following procedures to initialize your HSM. Repeat as needed for each HSM.

1.

If needed, copy your SSH private key file to the control instance. This is the private portion of the
key that you used to provision the HSM. For more information, see Copying the Private Key (p. 14).

From the control instance, connect to your HSM appliance over SSH. <pri vat e_key_fil e>isthe
private portion of the SSH key you provided when your HSM was provisioned.

$ ssh -i <private_key file> manager @hsm i p_address>

(Optional) Set a password for the manager by executing the following command. This step is optional.
You can continue to use the SSH key pair to connect to the HSM over SSH if you desire.

| unash: > user password manager

You are prompted to enter the new password twice. Note the new manager password on your
Password Worksheet (p. 35).

Check the time zone, date, and time on the HSM with the status date command.

| unash: > status date
Fri Feb 7 20:09:20 UTC 2014

Comand Result : 0 (Success)

If the time zone is not correct, set the time zone with the sysconf timezone set command. If the
date and/or time are not correct, set them with the sysconf time command. For more information,
go to Set System Date and Time in the SafeNet Luna SA documentation.

Note

AWS configures the time of each HSM to use the UTC time zone. This is also the default
setting for Amazon Linux AMIs. Only change the time zone if your HSM client uses a different
time zone than UTC.

If you change the time zone, you must change it before setting the system date and time;
otherwise, the time zone change adjusts the time you just set.

Initialize the HSM by executing the following:

I unash: > hsminit -1abel <hsm| abel >

The name <hsm | abel > must be a unique name without spaces or special characters.

Note

If you plan to use high-availability and load balancing among multiple HSM appliances, as
recommended by AWS, see High Availability and Load Balancing (p. 37) for additional
instructions.

Initializing an HSM permanently deletes the keys and entire cryptographic domain on the HSM. After
initializing the HSM, any previously existing keys are destroyed.

Initializing an HSM sets the password for the HSM security officer account (also known as the
administrator). Record the security officer password on your Password Worksheet (p. 35) and do
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not lose it. We recommend that you print out a copy of the Password Worksheet (p. 35), use it to
record your AWS CloudHSM passwords, and store it in a secure place. We also recommended that
you store at least one copy of this worksheet in secure off-site storage. AWS does not have the ability
to recover your key material from an HSM for which you do not have the proper HSM security officer
credentials.

6. Create a key pair for the HSM server. This generates a certificate from the public key.

I unash: > sysconf regenCert

7. Make an association between the HSM appliance and an NTLS interface by executing the following:

| unash: > ntls bind ethO

8. Execute the following commands to log in to the HSM using the HSM administrator password, and
then create a partition:

I unash: > hsm | ogin

| unash: > partition create -partition <partition_nanme>

The name <parti ti on_nanme> must be a unique name without spaces or special characters.
9.  When prompted, type pr oceed.

10. Supply the new partition password when prompted. Record the partition name and password on your
Password Worksheet (p. 35), as it is used in the following situations:

< To authenticate the administrator performing partition management tasks via the Luna shell.
« To authenticate client applications that want to use the HSM.

High-Availability
The following topics discuss implementing high-availability for your HSMs without using the CLI.

Topics
¢ Configure High-Availability (p. 103)
¢ High Availability Failover and Automatic Recovery (p. 108)
¢ Recovering an HSM (p. 109)

Configure High-Availability

To set up high availability (HA) and load balancing for your HSMs one HSM at a time, complete the
following procedure.

Configure HA redundancy and load balancing

1. Set up the network that contains the HSMs that will be used in the HA group.

2. From your control instance, connect to your HSM over SSH. <pri vat e_key_fi | e>is the private
portion of the SSH key you provided when your HSM was provisioned.

103



AWS CloudHSM User Guide
High-Availability

$ ssh -i <private_key_file> manager @hsm i p_address>

View the policy settings needed for the HSM by issuing the hsm showPolicies command.

| unash: > hsm showPol i ci es
HSM Label : <hsm | abel >

Serial #: <hsmserial >
Firmvare: 6.2.1

The following capabilities describe this HSM and cannot be altered
except via firmmvare or capability updates.

Description Val ue

Enabl e cl oni ng Al | oned

Enabl e network replication Al owed

The following policies describe the current configuration of
this HSM and nmay by changed by the HSM Admi ni strator.

Changi ng policies marked "destructive" will zeroize (erase
conpletely) the entire HSM

Description Val ue Code Destructive
Al'l ow cl oni ng On 7 Yes
Al ow network replication On 16 No

Command Result : O (Success)

Make note of the following policy values:

» Enable cloning

¢ Enable network replication
« Allow cloning

¢ Allow network replication

If any of these policies are not set to Allowed, change them with the hsm changePolicy command.

| unash: > hsm changePol i cy -policy <policy_code> -value <policy_val ue>
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Note
Cloning to a hardware token is the backup method for which your HSMs are configured. All
HSMs in an HA group must use the same backup method.

4. Initialize your HSMs into a common cloning domain. For password-authenticated appliances, they
must share the same cloning domain.

Warning
Initializing an HSM permanently deletes the keys and entire cryptographic domain on the
HSM. After initializing the HSM, any previously existing keys are destroyed.

Note

« If you have already configured your HSM appliance in Configuring Your HSM Client (p. 27),
the following steps help you reconfigure your HSM appliance for HA.

¢ Three of the values are required, but the only one that you should type at the command
line is a label for the HSM (- | abel ). Typing the password and the cloning domain at the
command line makes them visible to anyone who can see the computer screen, or to
anyone who later scrolls back in your console or ssh session buffer. If you omit the
password and the cloning domain, the Luna shell prompts you for them, and hides your
input with ******** characters. This is preferable from a security standpoint. Additionally,
you are prompted to re-enter each string, thus helping to ensure that the string you type
is the one you meant to type.

lunash: > hsm-init -label <hsm| abel >
> Pl ease enter a password for the security officer
> *kkkkkkk*k

Pl ease re-enter password to confirm

> *kkkkkkk*k

Pl ease enter the cloning domain to use for initializing this
HSM (press <enter> to use the default donmain):

> kkkkkkk*k

Pl ease re-enter domain to confirm
> Kk kkkkk*k

CAUTI ON:  Are you sure you wish to re-initialize this HSM

Al partitions and data will be erased.

Type 'proceed to initialize the HSM or 'quit' to quit now
> proceed

"hsm- init' successful.

5. On each HSM, perform the following steps:

a. Log into the HSM as the HSM administrator (Security Officer).

| unash: > hsm | ogin
Pl ease enter the HSM Admi ni strators' password:
> kkkkkkkkhkkk*k

"hsm | ogi n" successful.

Conmmand Result : O (Success)
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Create a partition. When prompted, type pr oceed, and enter the partition password. The partition
password and cloning domain must be the same for all partitions that will be part of the same
HA group.

| unash: > partition create -partition <partition_nane> -donain <cl oni ng_do
mai n>

Pl ease ensure that you have purchased |icenses for at |east this number
of partitions: 3

If you are sure to continue then type 'proceed', otherw se type 'quit
> proceed

Proceedi ng. .

Pl ease enter a password for the partition:

> *kkkkkkkk*k

Pl ease re-enter

> *kkkkkkkk*k

password to confirm
successful .

"partition create'

Conmmand Resul t 0 (Success)

<partition_nane> should be a unique name without spaces or special characters.
Record the partition serial numbers and passwords, and store this information in a secure place.

| unash: > partition show

Partition SN <partitionl_serial>

Partition Name: <partitionl_nanme>

Partition Omer Locked Qut: no

Partition Omer PIN To Be Changed: no

Partition Owmer Login Attenpts Left: 10 before Omner is Locked Qut

Legacy Dormi n Has Been Set: no

Partition Storage Information (Bytes): Total =102701, Used=0,
Free=102701

Partition Cbject Count: 0

Partition SN <partition2_serial>

Partition Narme: <partition2_nanme>

Partition Omer Locked Qut: no

Partition Omer PIN To Be Changed: no

Partition Owmer Login Attenpts Left: 10 before Omner is Locked Qut

Legacy Dormi n Has Been Set: no

Partition Storage Infornmation (Bytes): Total =102701, Used=0,
Free=102701

Partition Cbject Count: 0

Conmmand Resul t

0 (Success)
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Proceed with a normal client setup as described in Configuring Your HSM Client (p. 27).

Register your client computer with each partition that will be part of the HA group. On each HSM,
assign the partition to its respective client. Repeat for each HSM in the HA group.

| unash: > client assignPartition -client <client_nanme> -partition <parti
tionl_nanme>
| unash: > client assignPartition -client <client_nanme> -partition <parti
tion2_nanme>

Ont
parti

he client, create a new HA group with the vtl haAdmin newGroup command. This group uses
tionl as the primary partition.

Important
On Windows clients, you must execute the next command as an administrator. To do this,
right-click the cmd.exe window and select Run as Administrator.

>vt |

haAdm n newG oup -l abel <partition_group_l abel> -serial Num <parti

tionl_serial> -password <partitionl_password>

New

group with label "<partition_group_|label>" created at group nunber

<partition_group_serial>.
Group configuration is:
HA Group Label: <partition_group_| abel >
HA Group Nunber: <partition_group_serial>
HA Group Slot #: <slot_nunber>
Synchroni zati on: enabl ed
Group Menbers: <partitionl_serial>
St andby nenbers: <none>
In Sync: yes

When you create a new HA group, the vt | utility create the serial number for the group.

Your Chrystoki.conf (Linux/UNIX)/crystoki.ini (Windows) file should now have a new section:

Vi rtual Token = {

Vi rtual TokenOOMenbers = <partitionl_serial >;
Vi rtual TokenOOSN = <partition_group_serial >;
Vi rtual TokenOOLabel = <partition_group_| abel >;

}

Add

Important
Do not alter the Chrystoki.conf/crystoki.ini file.

another member to the HA group (Partition2 on the second appliance) with the vtl haAdmin

addMember command.

Important
On Windows clients, you must execute the next command as an administrator. To do this,
right-click the cmd.exe window and select Run as Administrator.

>vt |

haAdmi n addMenmber -group <partition_group_serial> -serial Num <parti

tion2_serial > -password <partition2_password>
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Menber <partition2_serial> successfully added to group <partition_group_seri
al >.
New group configuration is:

HA G oup Label: <partition_group_|abel >

HA G oup Nunber: <partition_group_serial>

HA Goup Slot #: <slot_nunber>

Synchroni zati on: enabl ed

Group Menbers: <partitionl_serial> <partition2_serial>

St andby nenbers: <none>

In Sync: yes

Pl ease use the comand 'vtl haAdm n -synchroni ze' when you are ready to
replicate data

between all nenbers of the HA group. (If you have additional nmenbers to add,
you may

wish to wait until you have added them before synchronizing to save tinme by
avoi di ng

mul ti pl e synchronizations.)

9. Verify your setup using the following command, then point your client application at the HSM, referring
to that HSM by the HA group label that you assigned.

>vt| haAdmi n show

High Availability Failover and Automatic Recovery

The following instructions use the configurator and vtl applications, which are part of the Luna SA client
tools. The location of these applications varies depending on the client operating system and the version
of LunaSA client software you are using. You either need to include this path in the command, or add it
to the PATH environment variable.

Linux

Client software version 5.1
/usr/ | unasa/ bi n/

Client software version 5.3
/usr/safenet/|unaclient/bin/

Windows

Client software version 5.1
%Pr ogr anFi | es% LunaSA\ bi n\

Client software version 5.3
%Pr ogr anfi | es% Saf eNet\ LunaCl i ent\ bi n\
Configuring High Availability Failover

AWS and SafeNet recommend keeping the default 20-second failover timeout. This is configurable by
executing the following command:

>configurator setValue -s "LunaSA Cient" -e ReceiveTinmeout -v <nilliseconds>
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Enabling Automatic Recovery
Automatic recovery (autoRecovery) is disabled by default.
To enable autoRecovery

* To enable autoRecovery, execute the following command:

>vt| haAdmi n -autoRecovery -retry <count>

Configuring the Retry Interval

To configure the retry interval

¢ To configure the retry interval, execute the following command:

>vt| haAdmi n -aut oRecovery -interval <seconds>

Recovering an HSM

This section explains how to recover an HSM in an HA group after the client loses connectivity to one of
the HSMs in the group. If network connectivity is lost, the HSM client permanently stops trying to connect
to the HSM after the retry period is exceeded. The retry period is nunber -of -retries *
retry-interval, where the default/recommended configuration is to retry 10 times with an interval of
60 seconds, for a total of 10 minutes. After the retry period is exceeded, the HSM client removes the
disconnected HSM from the HA group, and it must be manually recovered. Follow the instructions below
to recover an HSM.

To recover an HSM, issue the vtl haAdmin recover command from the client that has lost connectivity
to the HSM.

vtl haAdmi n recover —group <group_l abel > -serial Num <partition_serial>

Important
Do not perform a manual resynchronization between the members of the HA group. For more
information, see Best Practices for Loss and Recovery (p. 39).
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Connecting Multiple Client Instances to AWS
CloudHSM with One Certificate

When you use multiple servers with AWS CloudHSM, normally each server generates a unique certificate
using that instance's IP address and registers this certificate with AWS CloudHSM; additional steps must
then be taken to allow this instance access to the HSM appliance. However, you can avoid the need to
create unique certificates per server by creating either an AMI with the HSM client configuration or an
Amazon S3 bucket. Either of these solutions can be used with Auto Scaling groups to allow client instances
to scale up and down. This allows you to have a scalable services layer that integrates with AWS
CloudHSM.

Topics
¢ Creating an AMI with the HSM Client Configuration (p. 110)
¢ Create an Amazon S3 Bucket and Roles (p. 111)

Creating an AMI with the HSM Client Configuration

Create an AMI with the client configuration, and then create multiple instances from the AMI. You can
use a hame instead of an IP address when creating the certificate on the HSM client, and you can create
multiple instances from the same AMI without re-creating or changing the certificate.

Note
If you use a name instead of an IP address when creating the certificate on the HSM client, make
sure that the registered client name on the HSM appliance matches exactly.

To create an AMI with the client configuration and prepare the HSM client

1. Execute the following commands on the HSM client, where Cl i ent Cer t Nane is the name you have
chosen for the certificate on the HSM client.

C.\ Program Fi | es\ LunaSA>vt| createCert -n CientCertName

Private Key created and witten to: C\ProgramFil es\LunaSA\ cert\client\di
ent Cert NaneKey. pem

Certificate created and witten to: C\ProgramFiles\LunaSA\ cert\client\di
ent Cert Nane. pem

C:\ Program Fi | es\ LunaSA>pscp "%progranfil es% LunaSA\cert\client\dientCert
Nare. penf’ manager @O0. 0. 0. 23:
manager @O0. 0. 0. 23' s password:

Cl i ent Cert Nane. pem | 1 kB | 1.1 kB/s | ETA: 00:00:00 | 100%

2. Execute the following commands on the HSM, where C i ent Nane is the name of your HSM client
and d i ent Cer t Nane is your certificate name.

[ hsn5105. i ad6] lunash:>c reg -c CientName -h CientCert Nanme
‘client register' successful.

Conmand Result : O (Success)
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[ hsn6105. i ad6] | unash: >c |

registered client 1: dientName

3. After completing the steps above, create an AMI that includes the client configuration, then create
one or more Amazon EC2 instances from the AMI. Each Amazon EC2 instance can connect to the
HSM appliance using the same certificate, and instances started from Auto Scaling groups can
establish a secure connection to AWS CloudHSM.

For more information about creating AMIs, see Creating Your Own AMIs in the Amazon EC2 User
Guide for Linux Instances guide.

For more information about creating instances from AMIs, see Launch Your Instance in the Amazon
EC2 User Guide for Linux Instances guide.

Create an Amazon S3 Bucket and Roles

If you prefer not to create an AMI, you can create an Amazon S3 bucket with the certificates and keys in
them, then create a role with an attached policy that allows read-only access to that bucket, and use the
role when launching the instance for your application (including with Auto Scaling). Then you can write
scripts in the instance to access the files from Amazon S3.

To create an Amazon S3 bucket and roles

1. Create an Amazon S3 bucket. For more information, see Create a Bucket in the Amazon Simple
Storage Service Getting Started Guide.

2. Change permissions on the Amazon S3 bucket to reduce permissions to the minimum set of people
necessary.

3. Upload the certificates into the Amazon S3 bucket.

4. Create a role for your application. For more information, see Creating a Role in the IAM User Guide
guide.

5. As part of creating the role, modify the role's policy to allow read-only access to the Amazon S3
bucket; for example, " Resource": ["arn: aws: S3::: bucket/*"].

6. Use the role when launching your application.
7. Write scripts on the application instance to download the certificate files from the Amazon S3 bucket.

This allows you to update the certificates from time to time, and also does not require you to figure

out how to secure your AMI to prevent credential leakage.

To learn more about using IAM roles with Amazon S3 buckets, see Using IAM roles to distribute non-AWS
credentials to your EC2 instances in the AWS Security blog or Using IAM Roles for EC2 Instances with
the SDK for Java in the AWS SDK for Java Developer Guide.

Sample Application

The SafeNet Luna products include an API that allows you to use an HSM with your application. The
following are two sample applications that use an HSM, one written in C and the other in Java.

Topics
¢ Sample Application Using C (p. 112)
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¢ Sample Application Using Java (p. 112)

Sample Application Using C

The following procedure shows how to build a sample program that uses the SafeNet PKCS#11 library
to encrypt and decrypt a string, using the HSM to perform the cryptographic operations. The sample
source code is written in the C programming language.

To build the sample C application

1. Install the SafeNet client and certificates on your instance in your VPC, as described in the previous
sections.

2. Download the sample source code to your instance.
3. On UNIX/Linux, do the following:

& s nkdir Sanpl e
b. .
$ nv PliSanple.zip Sanple
c.
$ cd Sanpl e/
d. . .
$ unzip PllSanple.zip
e.
$ nore README. t xt

4. Follow the instructions in the README.txt file for installing make, gcc, setting the Sf nt Li bPat h
environment variable, building the sample application, and running it.

Sample Application Using Java

The following instructions show how to use Luna JSP, which consists of a single JCA/JCE service provider,
to build a Java-based sample application that uses SafeNet Luna products for secure cryptographic
operations.

The Luna JSP comes with several sample applications that show you how to use the Luna provider.
Install these sample applications with the SafeNet client software.

The sample applications include detailed comments. For more information, go to Luna JSP in the SafeNet
Luna SA documentation.

If not already installed, you will need to install the Java development environment on the client instance.
On an Amazon Linux instance, run the following command.

$ sudo yuminstall java-devel

112



http://docs.aws.amazon.com/cloudhsm/latest/userguide/samples/P11Sample.zip
http://cloudhsm-safenet-docs-5.3.s3-website-us-east-1.amazonaws.com/007-011136-006_lunasa_5-3_webhelp_rev-c/Content/sdk/s8_-_luna_jsp.htm

AWS CloudHSM User Guide
Sample Application Using Java

To compile and run the Java applications

1.

Create a workspaces directory and change to that folder.

$ nkdir ~/workspaces

$ cd ~/workspaces

Copy the Java sample code to your workspaces folder.

$ cp -r /usr/safenet/lunaclient/jsp/ luna

This copies the sample file tree into the ~/ wor kspaces/ | una folder.
Change the directory to the luna sample folder.

$ cd | unal/sanpl es

Update the HSM partition password in the Java sample code. Throughout the examples, the password
user pi n is used for the partition password. You need to find all instances of user pi n in the sample
code and replace it with your partition password.

Compile the sample code.

$ javac -classpath .:../lib/LunaProvider.jar ./con safenet
inc/lunal/ sanple/*.java

Add the LunaProvider to the j ava. securi ty file.

a. Open the file in a text editor.

$ sudo vi $JAVA HOVE/ |l ib/security/java.security

b. Add the following line after the last security. provi der entry. Replace <priority_order>
with your desired priority number.

security.provider.<priority_order>=com saf eneti nc. | una. provider. LunaPro
vi der

Execute the desired example. The following command executes the Key St or eLunaDenp example.

$ java -Dava.library.path=../lib/ -classpath .:../lib/LunaPro
vider.jar:../lib/libLunaAPl.so com safenetinc. | una. sanpl e. KeySt or eLunabDeno

For more information, go to the following SafeNet Luna SA documentation topics:

¢ Java Applications via Luna JSP

¢ Linux Installation
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e Java
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AWS CloudHSM Upgrade Guide

Use the information in this guide to upgrade the AWS CloudHSM Luna SA appliance and client software,
and HSM firmware.

Note

The upgrade paths detailed in this guide are the only upgrades supported by AWS CloudHSM.
Any software or firmware versions not documented in this guide are unsupported. If you require
a different firmware or software version, please open a support case using the AWS Support
Center.

Topics
¢ Upgrade Version 5.1 to 5.3 (p. 116)
¢ Upgrade Version 5.3.X to 5.3.5 (p. 120)
¢ Upgrade HSM Firmware (p. 121)
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Upgrade Version 5.1to 5.3

The following procedure is used to upgrade the AWS CloudHSM Luna SA appliance and client software
from version 5.1 to 5.3. After the upgrade is complete, you should use the SafeNet product documentation
for Luna SA version 5.3, which can be found at http://
cloudhsm-safenet-docs-5.3.s3-website-us-east-1.amazonaws.com/.

Upgrading from 5.1 to 5.3 is performed by upgrading the software in separate steps. Before proceeding,
note that AWS has identified the following issues that may be encountered.

« If the name of the client used for NTLS connections has a capital T ('T") as the eighth character of the
name, the client will not work after the upgrade. To avoid this, change the name of the client before
performing the upgrade.

¢ The syslog configuration for the HSM appliance will be lost. Notify the AWS CloudHSM team by sending
email to aws-cloudhsm-support@amazon.com after you perform the upgrade, and we will update the
syslog configuration for you.

To upgrade to version 5.3

Upgrade the Luna SA client software from version 5.1.1 to 5.3.0 (p. 116).

Back up all key material on the HSM to another HSM or a backup HSM (p. 46).
Upgrade the Luna SA appliance software from version 5.1.X to 5.1.5 (p. 117).
Upgrade the Luna SA appliance software from version 5.1.5 to 5.2.6 (p. 118).

gk wbdPeE

Upgrade the Luna SA appliance software from version 5.2.6 to 5.3.5 (p. 119).

Upgrade Client Software to 5.3.0

Upgrade the Luna SA client software from version 5.1.1 to version 5.3.0. Perform the following steps on
all clients that use your HSM.

To upgrade the client software

1. Stop all applications and services that are using the HSM.
2. Uninstall the existing version of the client software.

* On Linux clients, run the / usr/ 1 unasa/ bi n/ uni nst al | . sh file as root. Your configuration file
is preserved in/ et ¢/ Chri st oki . conf . rpnsave and your certificates are preserved in the
/usr/ 1 unasa/ cert directory. Do not delete these files.

« On Windows clients, uninstall the client software and any patches using the Programs and
Features Control Panel utility. Your chr yst oki . i ni configuration file and certificates are not
deleted from the Pr ogr am Fi | es\ LunaSA directory. Do not delete these files.

3. Download the client software upgrade package from https://s3.amazonaws.com/cloudhsm-software/
610-012382-005 RevB.tar and extract the files.

4. Install the appropriate client software package for your client.
Linux Clients

1. For Linux clients, run the | i nux/ 64/ i nst al | . sh file as root and install the Luna SA option.
By default, this installs the client software into a different directory than where the original version
was installed.

2.  Move your original certificates from / usr/ | unasa/ cert tothe
/usr/saf enet/| unaclient/cert directory.
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3. Edit the following entries in your / et c/ Chri st oki . conf file. Modify the paths to match the
new install location. For example, if the original value for i ent Cert Fi | e was
/usr/lunasal/cert/client/linux_client.pem change thisto
lusr/safenet/lunaclient/cert/client/linux_client.pem

ClientCertFile
Set to the path of the client certificate file you restored in the previous step.

ClientPrivKeyFile

Set to the path of the client private key file you restored in the previous step.
ServerCAFile

Set to the path of the server CA file you restored in the previous step.

SSLConfigFile
Set to the path of the openssl.cnf file in the / usr/ saf enet /| unacl i ent/ bi n directory.

4. Update the PATH environment variable, if needed, to point to the
[ usr/saf enet /| unacli ent/ bi n directory.

Windows Clients

1. For Windows clients, run the wi ndows\ 64\ LunaC i ent . nsi file and install the Luna SA
option. By default, this installs the client software into a different directory than where the original
version was installed. Your existing configuration file and certificates are preserved in the original
directory.

2. Move your original certificates from C: \ Pr ogr am Fi | es\ LunaSA\ cert to the C:\ Program
Fi | es\ Saf eNet\ Lunad i ent\ cert directory.

3. Copy the following entries from your original chr yst oki . i ni file to the new C: \ Pr ogr am
Fi | es\ Saf eNet\ Lunad i ent\ chryst oki . i ni file. Modify the paths to match the new install
location. For example, if the original value for Cl i ent Cert Fi | e was C: \ Progr am
Fi | es\ LunaSA\ cert\client\w ndows_cl i ent. pem change this to C: \ Pr ogr am
Fi | es\ Saf eNet\ LunaCli ent\cert\client\w ndows_client.pem

ClientCertFile
Set to the path of the client certificate file you restored in the previous step.

ClientPrivKeyFile
Set to the path of the client private key file you restored in the previous step.

All ServerName* entries
All ServerPort* entries

4. Update the PATH environment variable, if needed, to point to the C: \ Pr ogr am
Fi | es\ Saf eNet\ Lunad i ent\ directory.

Upgrade Appliance Software to 5.1.5

Upgrade the Luna SA appliance software from version 5.1.X to version 5.1.5. Perform the following steps
on a control instance that has IP connectivity to the HSM appliance.

To upgrade the Luna SA appliance software

1. Stop all applications and services that are using the HSM.

117



AWS CloudHSM User Guide
Upgrade Version 5.1 to 5.3

Download the Luna SA appliance software upgrade package from https://s3.amazonaws.com/
cloudhsm-software/630-010165-018 REVA.tar and extract the files from the archive.

Copythel unasa_updat e- 5. 1. 5- 2. spkg file to the HSM appliance, where <pri vat e_key file>
is the private portion of the SSH key that you provided when your HSM was provisioned.

$ scp -i <private_key file> lunasa_update-5.1.5-2. spkg manager @hsm i p_ad
dress>:

Connect to the HSM appliance and log in to the HSM with the following commands:

$ ssh -i <private_key file> manager @hsm i p_address>

| unash: > hsm |l ogin

Verify and install the Luna SA appliance software update with the following commands. The value
to use for <aut h_code> isin the | unasa_updat e- 5. 1. 5- 2. aut h file contained in the
630- 010165- 018_REVA. t ar archive.

| unash: > package verify | unasa_update-5.1.5-2.spkg -authcode <aut h_code>

| unash: > package update | unasa_update-5.1.5-2.spkg -authcode <aut h_code>

Reboot the HSM appliance with the following command:

| unash: > sysconf appliance reboot

Upgrade Appliance Software to 5.2.6

Upgrade the Luna SA appliance software from version 5.1.5 to version 5.2.6. Perform the following steps
on a control instance that has IP connectivity to the HSM appliance.

To upgrade the Luna SA appliance software

1.
2.

Stop all applications and services that are using the HSM.

Download the Luna SA appliance software and HSM firmware upgrade package from https://
s3.amazonaws.com/cloudhsm-software/630-010165-022_RevA.tar and extract the files from the
archive.

Copythel unasa_updat e- 5. 2. 6- 1. spkg file to the HSM appliance, where <pri vat e_key fil e>
is the private portion of the SSH key that you provided when your HSM was provisioned.

$ scp -i <private_key file> |lunasa_update-5.2.6-1. spkg nmanager @hsm i p_ad
dress>:

Connect to the HSM appliance and log in to the HSM with the following commands:

$ ssh -i <private_key file> manager @hsm i p_address>

| unash: > hsm | ogin
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5. Verify and install the Luna SA appliance software update with the following commands. The value
to use for <aut h_code> isin the | unasa_updat e- 5. 2. 6- 1. aut h file contained in the
630-010165- 022_RevA. t ar archive.

| unash: > package verify |unasa_update-5.2.6-1.spkg -authcode <aut h_code>

| unash: > package update | unasa_update-5.2.6-1.spkg -authcode <aut h_code>

6. Reboot the HSM appliance with the following command:

| unash: > sysconf appliance reboot

Do not update the HSM firmware. If you require support for a specific encryption algorithm, you can
optionally upgrade the firmware on your HSM to after the software upgrade has been completed. For
firmware upgrade information, see Upgrade HSM Firmware (p. 121).

Upgrade Appliance Software to 5.3.5

Upgrade the Luna SA appliance software from version 5.2.6 to version 5.3.5. Perform the following steps
on a control instance that has IP connectivity to the HSM appliance.

To upgrade the Luna SA appliance software

1. Stop all applications and services that are using the HSM.

2. Download the Luna SA appliance software upgrade package from https://s3.amazonaws.com/
cloudhsm-software/630-010165-023 RevA.tar and extract the files from the archive.

3. Copythel unasa_updat e- 5. 3. 5- 1. spkg file to the HSM appliance, where <pri vat e_key fil e>
is the private portion of the SSH key that you provided when your HSM was provisioned.

$ scp -i <private_key file> |lunasa_update-5.3.5-1. spkg nmanager @hsm i p_ad
dress>:

4. Connect to the HSM appliance and log in to the HSM with the following commands:

$ ssh -i <private_key file> manager @hsm i p_address>

I unash: > hsm | ogi n

5. Verify and install the Luna SA appliance software update with the following commands. The value
to use for <aut h_code>isin the | unasa_updat e- 5. 3. 5- 1. aut h file contained in the
630- 010165- 023_RevA. t ar archive.

I unash: > package verify lunasa_update-5. 3.5-1. spkg -authcode <aut h_code>

I unash: > package update |unasa_update-5. 3.5-1. spkg -authcode <aut h_code>

6. Reboot the HSM appliance with the following command:

| unash: > sysconf appliance reboot
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Disable NTLS IP Checking

After the HSM is upgraded, you must disable NTLS IP checking to allow the HSM to operate within its
VPC. To do this, run the following command from the HSM appliance shell:

lunash: > ntls ipcheck disable

Upgrade Version 5.3.X to 5.3.5

The following procedure is used to upgrade the AWS CloudHSM Luna SA appliance software from version
5.3.Xt0 5.3.5. LunaSA client software 5.3.0 does not require an upgrade to use LunaSA appliance software
5.3.5.

This procedure should only be performed with permission from, and in consultation with, the AWS
CloudHSM team.

To upgrade in steps

1. Back up all key material on the HSM to another HSM or a backup HSM. For more information, see
Backing Up and Restoring HSM Data to a Luna SA Backup HSM.

2. Notify the AWS CloudHSM support team that you are planning to upgrade.

« If you have a premium support plan, open a support case using the AWS Support Center.
« If you do not have a premium support plan, send email to aws-cloudhsm-support@amazon.com.

3. Upgrade the Luna SA appliance software from version 5.3.X to 5.3.5.

Upgrade the Luna SA Appliance Software

Upgrade the Luna SA appliance software to version 5.3.5. To upgrade the Luna SA appliance software,
perform the following steps on a control instance that has IP connectivity to the HSM appliance.

To upgrade the Luna SA appliance software

1. Stop all applications and services that are using the HSM.

2. Download the Luna SA appliance software upgrade package from https://s3.amazonaws.com/
cloudhsm-software/630-010165-023 RevA.tar and extract the files from the archive.

3. Keep the contents of the | unasa_updat e- 5. 3. 5- 1. aut h file for later use.

4. Copythel unasa_updat e- 5. 3. 5- 1. spkg file to the HSM appliance, where <pri vat e_key_fil e>
is the private portion of the SSH key that you provided when your HSM was provisioned.

$ scp -i <private_key_file> |unasa_update-5.3.5-1.spkg manager @hsm i p_ad
dress>:

5. Connect to the HSM appliance.

$ ssh -i <private_key file> manager @hsm. i p_address>

6. Verify that the package has been copied to the HSM.
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| unash: > package listfile
<file_size> <date> |unasa_update-5.3.5-1. spkg

7. Log in to the HSM as the security officer.

I unash: > hsm | ogin

8. \Verify the Luna SA appliance software update with the following commands. The value to use for
<aut h_code>isin the | unasa_updat e- 5. 3. 5- 1. aut h file contained in the
630- 010165- 023_RevA. t ar archive.

I unash: > package verify lunasa_update-5.3.5-1. spkg -authcode <aut h_code>

9. Install the Luna SA appliance software update with the following commands. The value to use for
<aut h_code>is in the | unasa_updat e- 5. 3. 5- 1. aut h file contained in the
630- 010165- 023_RevA. t ar archive.

| unash: > package update |unasa_update-5.3.5-1. spkg -aut hcode <aut h_code>

10. Reboot the HSM appliance with the following command:

| unash: > sysconf appliance reboot

Upgrade HSM Firmware

If your HSM is running firmware version 6.2.1, 6.10.2, or 6.20.1, you should apply the update available
on this page as soon as possible to resolve a critical issue. This update is a single package that will
upgrade any firmware version.

When applying this update to appliance software 5.1, the firmware is automatically updated to version
6.2.5. When applying this update to any later version of the appliance software, you must choose which
firmware version to apply. The following options are available:

¢ 6.2.5 (FIPS validated)
¢ 6.10.7 (FIPS candidate; will replace 6.2.5 when FIPS validation is achieved)
¢ 6.20.2 (latest version, not a FIPS candidate)

If you do not require FIPS validation, we recommend installing firmware version 6.20.2. Otherwise, you
can install firmware version 6.10.7 or 6.2.5 depending on your requirements.

For more information about the changes in firmware versions 6.20.%, go to the SafeNet Luna HSM 5.3.5
Customer Release Notes. For more information about the changes in firmware versions 6.10.x, go to the
SafeNet Luna HSM 5.2.6 Customer Release Notes.

To upgrade the HSM firmware

1. Download the Luna SA appliance firmware upgrade package from https://s3.amazonaws.com/
cloudhsm-software/lunafwsuite.tgz, and then extract the files from the archive.
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Use the following command to copy the | unaf wsui t e. spkg file to the HSM appliance, where
<private_key_fil e>isthe private portion of the SSH key that you provided when your HSM was
provisioned.

$ scp -i <private_key file> lunafwsuite.spkg manager @hsm i p_address>:

Use the following commands to connect to the HSM appliance and log in to the HSM:

$ ssh -i <private key file> manager @hsm i p_address>

| unash: > hsm |l ogi n

Use the following command to update the firmware package. The value to use for <aut h_code> is
in the | unaf wupdat e. aut h file contained in the | unaf wsui t e. t gz archive.

I unash: > package update |unafwsuite.spkg -authcode <auth_code>

Use the following command to update the HSM appliance firmware.

| unash: > hsm update firmare

If your HSM is running appliance software version 5.3.x, you must choose a firmware version during
this step. If you do not require FIPS validation, we recommend choosing version 6.20.2. You can
choose version 6.10.7 (FIPS candidate) or version 6.2.5 (FIPS validated) if required.

Use the following command to reboot the HSM appliance:

| unash: > sysconf appliance reboot

You can verify the new firmware version by issuing the hsm show command.
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Document History

The following table describes the important changes to the documentation in this release of AWS

CloudHSM.

¢ Latest documentation update: November 18th, 2015

Change

Update

Update

Update

Update

Update

Update

Description

Modified the instructions for Installing the CLI
Tools (p. 16).

Added information about Payment Card Industry (PCI)
Data Security Standard (DSS) Compliance (p. 1) for
AWS CloudHSM.

Simplified the instructions for setting up an AWS
CloudHSM environment automatically using AWS
CloudFormation. For details, see Setting up Using AWS
CloudFormation (p. 8).

Added new instructions for installing the AWS CloudHSM
CLI Tools on Amazon Linux. For details, see Installing
the AWS CloudHSM CLI Tools (p. 17).

Updated the recommended SSH configuration for con-
necting to an HSM appliance. For details, see SSH Con-
nections (p. 19).

Added a new limit for HSM appliances and corrected
other limits. For details, see AWS CloudHSM Lim-
its (p. 100).

Added new supported HSM firmware versions and up-
dated the recommendations and instructions for upgrading
HSM firmware. For details, see Upgrade HSM Firm-
ware (p. 121).

Added support for Asia Pacific (Singapore) and Asia Pa-
cific (Tokyo) regions.

Date Changed
November 18th, 2015

October 28th, 2015

July 23rd, 2015

July 10th, 2015

July 9th, 2015

June 8th, 2015

123



AWS CloudHSM User Guide

Change
New guide name

AWS CloudHSM CLI
added

Update

Initial Release

Description

The AWS CloudHSM Getting Started Guide is now the
AWS CloudHSM User Guide. This includes a major re-
write and restructuring of the guide.

See the command line interface documentation at AWS
CloudHSM Command Line Interface Tools Refer-
ence (p. 59).

Added support for US West (Oregon) and Asia Pacific
(Sydney) regions; new sections on high availability and
load balancing; new sections on resources to deploy and
integrate with third-party applications; and instructions
on how to use a new AWS CloudFormation template to
set up your AWS CloudHSM environment.

First release of the AWS CloudHSM Getting Started
Guide.

Date Changed
January 8th, 2015

November 5th, 2013

March 26th, 2013
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