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What Is AWS Config?

AWS Config provides a detailed view of the configuration of AWS resources in your AWS account. This
includes how the resources are related to one another and how they were configured in the past so that
you can see how the configurations and relationships change over time.

An AWS resource is an entity you can work with in AWS, such as an Amazon Elastic Compute Cloud
(EC2) instance, an Amazon Elastic Block Store (EBS) volume, a security group, or an Amazon Virtual
Private Cloud (VPC), for example. For a complete list of AWS resources supported by AWS Config, see
Supported AWS Resource Types (p. 6).

With AWS Config, you can do the following:

« Evaluate your AWS resource configurations for desired settings.

¢ Get a snapshot of the current configurations of the supported resources that are associated with your
AWS account.

¢ Retrieve configurations of one or more resources that exist in your account.
¢ Retrieve historical configurations of one or more resources.
* Receive a notification whenever a resource is created, modified, or deleted.

¢ View relationships between resources. For example, you might want to find all resources that use a
particular security group.

Ways to Use AWS Config

When you run your applications on AWS, you usually use AWS resources, which you must create and
manage collectively. As the demand for your application keeps growing, so does your need to keep track
of your AWS resources. AWS Config is designed to help you oversee your application resources in the
following scenarios:

Resource Administration

To exercise better governance over your resource configurations and to detect resource misconfigurations,
you need fine-grained visibility into what resources exist and how these resources are configured at any
time. You can use AWS Config to notify you whenever resources are created, modified, or deleted without
having to monitor these changes by polling the calls made to each resource.
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You can use AWS Config rules to evaluate the configuration settings of your AWS resources. When AWS
Config detects that a resource violates the conditions in one of your rules, AWS Config flags the resource
as noncompliant and sends a notification. AWS Config continuously evaluates your resources as they
are created, changed, or deleted.

Auditing and Compliance

You might be working with data that requires frequent audits to ensure compliance with internal policies
and best practices. To demonstrate compliance, you need access to the historical configurations of your
resources. This information is provided by AWS Config.

Managing and Troubleshooting Configuration
Changes

When you use multiple AWS resources that depend on one another, a change in the configuration of one
resource might have unintended consequences on related resources. With AWS Config, you can view
how the resource you intend to modify is related to other resources and assess the impact of your change.

You can also use the historical configurations of your resources provided by AWS Config to troubleshoot
issues and to access the last known good configuration of a problem resource.

Security Analysis

To analyze potential security weaknesses, you need detailed historical information about your AWS
resource configurations, such as the AWS Identity and Access Management (IAM) permissions that are
granted to your users, or the Amazon EC2 security group rules that control access to your resources.

You can use AWS Config to view the 1AM policy that was assigned to an IAM user, group, or role at any
time in which AWS Config was recording. This information can help you determine the permissions that
belonged to a user at a specific time: for example, you can view whether the user John Doe had permission
to modify Amazon VPC settings on Jan 1, 2015.

You can also use AWS Config to view the configuration of your EC2 security groups, including the port
rules that were open at a specific time. This information can help you determine whether a security group
blocked incoming TCP traffic to a specific port.

Concepts

Understanding the basic components of AWS Config will help you get the most out of this service.

Topics
¢ AWS Config Rules (p. 3)
¢ AWS Resources (p. 3)
¢ Configuration Items (p. 3)
* Resource Relationship (p. 3)
¢ Configuration Snapshot (p. 3)
¢ Configuration Stream (p. 3)
¢ Configuration History (p. 4)
« Configuration Recorder (p. 4)
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AWS Config Rules

An AWS Config rule represents your desired configuration settings for specific AWS resources or for an
entire AWS account. AWS Config provides customizable, predefined rules to help you get started. You
can also create custom rules. While AWS Config continuously tracks your resource configuration changes,
it checks whether these changes violate any of the conditions in your rules. If a resource violates a rule,
AWS Config flags the resource and the rule as noncompliant, and AWS Config notifies you through
Amazon SNS. For more information, see Evaluating Resources With AWS Config Rules (p. 24).

AWS Resources

AWS resources are entities that you create and manage using the AWS Management Console, the AWS
Command Line Interface (CLI), the AWS SDKs, or AWS partner tools. Examples of AWS resources
include Amazon EC2 instances, security groups, Amazon VPCs, and Amazon Elastic Block Store. AWS
Config refers to each resource using its unique identifier, such as the resource ID or an Amazon Resource
Name (ARN). For details, see Supported AWS Resource Types (p. 6).

Configuration Items

A configuration item represents a point-in-time view of the various attributes of a supported AWS resource
that exists in your account. The components of a configuration item include metadata, attributes,
relationships, current configuration, and related events. For details, see Components of a Configuration
Item (p. 7).

Resource Relationship

AWS Config discovers AWS resources in your account and then creates a map of relationships between
AWS resources. For example, a relationship might include an Amazon EBS volume vol - 123ab45d
attached to an Amazon EC2 instance i - alb2c3d4 that is associated with security group sg- ef 678hk.
For details, see Supported Resource Relationships (p. 9).

Configuration Snapshot

A configuration snapshot is a collection of the configuration items for the supported resources that exist
in your account. This configuration snapshot is a complete picture of the resources that are being recorded
and their configurations. The configuration snapshot can be a useful tool for validating your configuration.
For example, you may want to examine the configuration snapshot regularly for resources that are
configured incorrectly or that potentially should not exist. The configuration snapshot is available in multiple
formats. You can have the configuration snapshot delivered to an Amazon Simple Storage Service
(Amazon S3) bucket that you specify. Additionally, you can select a point in time in the AWS Config
console and navigate through the snapshot of configuration items using the relationships between the
resources.

Configuration Stream

A configuration stream is an automatically updated list of all configuration items for the resources that
AWS Config is recording. Every time a resource is created, modified, or deleted, AWS Config creates a
configuration item and adds to the configuration stream. The configuration stream works by using an
Amazon Simple Notification Service (Amazon SNS) topic of your choice. The configuration stream is
helpful for observing configuration changes as they occur so that you can spot potential problems,
generating notifications if certain resources are changed, or updating external systems that need to reflect
the configuration of your AWS resources.



http://docs.aws.amazon.com/general/latest/gr/glos-chap.html#ARN
http://docs.aws.amazon.com/general/latest/gr/glos-chap.html#ARN
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How

Configuration History

A configuration history is a collection of the configuration items for a given resource over any time period.
A configuration history can help you answer questions about, for example, when the resource was first
created, how the resource has been configured over the last month, and what configuration changes
were introduced yesterday at 9 AM. The configuration history is available to you in multiple formats. AWS
Config automatically delivers a configuration history file for each resource type that is being recorded to
an Amazon S3 bucket that you specify. You can select a given resource in the AWS Config console and
navigate to all previous configuration items for that resource using the timeline. Additionally, you can
access the historical configuration items for a resource from the API.

Configuration Recorder

The configuration recorder stores the configurations of the supported resources in your account as
configuration items. You must first create and then start the configuration recorder before you can start
recording. You can stop and restart the configuration recorder at any time. For more information, see
Managing the Configuration Recorder (p. 80).

By default, the configuration recorder records all supported resources in the region where AWS Config
is running. You can create a customized configuration recorder that records only the resource types that
you specify. For more information, see Selecting Which Resources AWS Config Records (p. 82).

If you use the AWS Management Console or the CLI to turn on the service, AWS Config automatically
creates and starts a configuration recorder for you.

Does AWS Config Work?

When you turn on AWS Config, it first discovers the supported AWS resources that exist in your account
and generates a configuration item (p. 3) for each resource.

AWS Config also generates configuration items when the configuration of a resource changes, and it
maintains historical records of the configuration items of your resources from the time you start the
configuration recorder. By default, AWS Config creates configuration items for every supported resource
in the region. If you don't want AWS Config to create configuration items for all supported resources, you
can specify the resource types that you want it to track.

AWS Config keeps track of all changes to your resources by invoking the Describe or the List API call
for each resource in your account. The service uses those same API calls to capture configuration details
for all related resources.

For example, removing an egress rule from a VPC security group causes AWS Config to invoke a Describe
API call on the security group. AWS Config then invokes a Describe API call on all of the instances
associated with the security group. The updated configurations of the security group (the resource) and
of each instance (the related resources) are recorded as configuration items and delivered in a configuration
stream to an Amazon Simple Storage Service (Amazon S3) bucket.

AWS Config also tracks the configuration changes that were not initiated by the API. AWS Config examines
the resource configurations periodically and generates configuration items for the configurations that have
changed.

If you are using AWS Config rules, AWS Config continuously evaluates your AWS resource configurations
for desired settings. Depending on the rule, AWS Config will evaluate your resources either in response
to configuration changes or periodically. Each rule is associated with an AWS Lambda function, which
contains the evaluation logic for the rule. When AWS Config evaluates your resources, it invokes the
rule's AWS Lambda function. The function returns the compliance status of the evaluated resources. If
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a resource violates the conditions of a rule, AWS Config flags the resource and the rule as noncompliant.
When the compliance status of a resource changes, AWS Config sends a notification to your Amazon
SNS topic.

Deliver Configuration Items

AWS Config can deliver configuration items through one of the following channels:

Amazon S3 Bucket

AWS Config tracks changes in the configuration of your AWS resources, and it regularly sends updated
configuration details to an S3 bucket that you specify. For each resource type that AWS Config records,
it sends a configuration history file every six hours. Each configuration history file contains details about
the resources that changed in that six-hour period. Each file includes resources of one type, such as
Amazon EC2 instances or Amazon EBS volumes. If no configuration changes occur, AWS Config does
not send a file.

AWS Config sends a configuration snapshot to your S3 bucket when you use the deliver-config-snapshot
command with the AWS CLI, or when you use the DeliverConfigSnapshot action with the AWS Config
API. A configuration snapshot contains configuration details for all resources that AWS Config records
in your AWS account. Both the configuration history file and configuration snapshot are in JSON format.

Amazon SNS Topic

An Amazon Simple Notification Service (Amazon SNS) topic is a communication channel that Amazon
SNS uses to deliver messages (or notifications) to subscribing endpoints such as an email address or
clients such as an Amazon Simple Queue Service queue. Other types of Amazon SNS notifications
include push notification messages to apps on mobile phones, Short Message Service (SMS) notifications
to SMS-enabled mobile phones and smart phones, and HTTP POST requests. For best results, use
Amazon SQS as the notification endpoint for the SNS topic and then process the information in the
notification programmatically.

AWS Config uses the Amazon SNS topic that you specify to send you notifications. The type of notification
that you are receiving is indicated by the value for the messageType key in the message body, as in the
following example:

"messageType": "ConfigurationH storyDeliveryConpl eted"

The notifications can be any of the following message types:

Conpl i anceChangeNoti fi cati on
The compliance type of a resource that AWS Config evaluates has changed. The compliance type
indicates whether the resource complies with a specific AWS Config rule, and it is represented by
the Conpl i anceType key in the message. The message includes newEval uati onResul t and
ol dEval uati onResul t objects for comparison.

Confi gur ati onSnapshot Del i veryStarted
AWS Config started delivering the configuration snapshot to your S3 bucket. The name of the S3
bucket is provided for the s3Bucket key in the message.

Confi gur ati onSnapshot Del i ver yConpl et ed

AWS Config successfully delivered the configuration snapshot to your S3 bucket.
Confi gurati onSnapshot Del i veryFai | ed

AWS Config failed to deliver the configuration snapshot to your S3 bucket.
Confi gurationH storyDeliveryConpl eted

AWS Config successfully delivered the configuration history to your S3 bucket.



http://docs.aws.amazon.com/cli/latest/reference/configservice/deliver-config-snapshot.html
http://docs.aws.amazon.com/config/latest/APIReference/API_DeliverConfigSnapshot.html
http://aws.amazon.com/sqs/
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Confi gurationltenChangeNotification
A resource has been created, deleted, or changed in configuration. This message includes the details
of the configuration item that AWS Config creates for this change, and it includes the type of change.
These notification are delivered within minutes of a change and are collectively known as the
configuration stream.

For more information about Amazon SNS, see What is Amazon SNS?

Supported Resources, Configuration Items, and
Relationships

AWS Config supports the following AWS resources, configuration items, and resource relationships.

Topics
¢ Supported AWS Resource Types (p. 6)
¢ Components of a Configuration Item (p. 7)
¢ Supported Resource Relationships (p. 9)

Supported AWS Resource Types

AWS Config supports the following AWS resources.

AWS Service

Elastic Load Balan-
cing

AWS Certificate Man-
ager

AWS CloudTrail

Amazon Elastic Block
Store

Amazon Elastic Com-
pute Cloud

AWS Identity and Ac-
cess Management2

Resource Type

Application load balancer
Certificate

Trail

Amazon EBS volume

EC2 Dedicated host*
EC2 Elastic IP (VPC only)
EC2 instance

EC2 network interface
EC2 security group

IAM user®
IAM group®
IAM role®

IAM customer managed policy

resour ceType Value

AWS: : El asti cLoadBal an-
ci ngV2: : LoadBal ancer

AWS: : ACM : Certificate

AWB: : Cl oudTrail:: Trail

AWB: : EC2: : Vol une

AWG: : EC2: : Host

AWG: . EC2: : EI P

AWG: : EC2: : | nst ance
AWS: : EC2: : Net wor kl nt er f ace
AWS: : EC2: : SecurityG oup

AWS: : | AM : User
AWS: : | AM : G oup
AWS: : | AM : Rol e

AVE: 1 | AM : Pol i cy



http://docs.aws.amazon.com/sns/latest/dg/welcome.html
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AWS Service Resource Type resour ceType Value
Amazon Relational RDS DB instance AWS: : RDS: : DBI nst ance
Database Service ) i
RDS DB security group AWE: : RDS: : DBSecurityG oup
RDS DB snapshot AWS: : RDS: : DBSnapshot
RDS DB subnet group AWS: : RDS: : DBSubnet Gr oup
Event subscription AWS: : RDS: : Event Subscri ption
Amazon Virtual Customer gateway AWS: : EC2: : Cust oner Gat eway
Private Cloud
Internet gateway AWE: : EC2: : | nt er net Gat eway

Network access control list (ACL) AWB: : EC2: : Net wor kAcl

Route table AWS: : EC2: : Rout eTabl e
Subnet AWE: : EC2: : Subnet

Virtual private cloud (VPC) AWS: : EC2: : VPC

VPN connection AWS: : EC2: : VPNConnect i on
VPN gateway AWE: : EC2: : VPNGat eway

Notes

1. AWS Config records the configuration details of Dedicated hosts and the instances that you launch
on them. As a result, you can use AWS Config as a data source when you report compliance with your
server-bound software licenses. For example, you can view the configuration history of an instance
and determine which Amazon Machine Image (AMI) it is based on. Then, you can look up the
configuration history of the host, which includes details such as the numbers of sockets and cores, to
verify that the host complies with the license requirements of the AMI. For more information, see
Tracking Configuration Changes with AWS Config in the Amazon EC2 User Guide for Linux Instances.

2. AWS Identity and Access Management (IAM) resources are global resources. Global resources are
not tied to an individual region and can be used in all regions. The configuration details for a global
resource are the same in all regions. For more information, see Selecting Which Resources AWS
Config Records (p. 82).

3. AWS Config includes inline policies with the configuration details that it records.

Components of a Configuration Item

A configuration item consists of the following components.



http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html#dedicated-hosts-aws-config
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Component

Metadata

Attributes

Relationships

Current configura-
tion

Related events

Description

Information about this configura-
tion item

Resource attributes

How the resource is related to
other resources associated with
the account

Information returned through a
call to the Describe or List API of
the resource

The AWS CloudTrail events that
is related to the current configur-
ation of the resource

Contains

* Version ID
 Configuration item ID

» Time when the configuration item was cap-
tured

« Status of the configuration item indicating
whether the item was captured successfully

+ State ID indicating the ordering of the config-
uration items of a resource

* A unigue MD5Hash representing the state of
a configuration item that can be used to
compare two states of two or more configura-
tion items of the same resource

» Resource ID
* List of key—value tags for this resource

» Resource type; see Supported AWS Re-
source Types (p. 6)

» Amazon Resource Name (ARN)

« Availability Zone that contains this resource,
if applicable

» Time the resource was created

Description of the relationship, such as Amazon
EBS volume vol - 1234567 is attached to an
Amazon EC2 instance i - alb2c3d4

For example, Descr i beVol unes API returns
the following information about the volume:

* Availability Zone the volume is in

+ Time the volume was attached

 |ID of the EC2 instance it is attached to
 Current status of the volume

 State of DeleteOnTermination flag

* Device the volume is attached to

» Type of volume, such as gp2, iol, or
standard

CloudTrail event ID
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A configuration item does not contain information about the contents of your resource. For example, the
configuration item for an Amazon EC2 instance does not contain information about the operating system,
user software, and various other parameters. A configuration item relationship does not include network
flow or data flow dependencies. Configuration items cannot be customized to represent your application
architecture.

Supported Resource Relationships

AWS Config supports the following relationships between different resources.
Resource Relationship Related Re-
source

Application load balancer is associated with EC2 security
group

is attached to Subnet

is contained in Virtual
private cloud
(VPC)

Amazon EBS volume is attached to EC2in-
stance

Customer gateway is attached to VPN connec-
tion

EC2 Dedicated host contains EC2in-
stance

EC2 Elastic IP (EIP) is attached to EC2 in-
stance

Network in-
terface

EC2 instance contains EC2 network
interface

is associated with EC2 security
group

is attached to Amazon
EBS volume

EC2 Elastic
IP (EIP)

is contained in EC2 Dedic-
ated host

Route table
Subnet

Virtual
private cloud
(VPC)
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Resource

EC2 network interface

EC2 security group

IAM user

IAM group

IAM role

IAM customer managed policy

Internet gateway

Network ACL

Relationship

is associated with

is attached to

is contained in

is associated with

is attached to

is attached to

contains

is attached to

is attached to

is attached to
is attached to
is attached to

is attached to

is attached to

is contained in

Related Re-
source

EC2 security
group

EC2 Elastic
IP (EIP)

EC2in-
stance

Route table
Subnet

Virtual
private cloud
(VPC)

EC2in-
stance

EC2 network
interface

Virtual
private cloud
(VPC)

IAM group

IAM custom-
er managed

policy
IAM user

IAM custom-
er managed

policy

IAM custom-
er managed

policy
IAM user
IAM group
IAM role

Virtual
private cloud
(VPC)

Subnet

Virtual
private cloud
(VPC)

10
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Resource

RDS DB instance

RDS DB security group

RDS DB snapshot

RDS DB subnet group

Route table

Subnet

Relationship

is associated with

is associated with

is associated with

is associated with

contains

is contained in

contains

contains

is attached to

is contained in

Related Re-
source

EC2 security
group

RDS DB se-
curity group

RDS DB
subnet

group

EC2 security
group

Virtual
private cloud
(VPC)

Virtual
private cloud
(VPC)

EC2 subnet

Virtual
private cloud
(VPC)

EC2in-
stance

EC2 network
interface

Subnet

VPN gate-
way

Virtual
private cloud
(VPC)

EC2in-
stance

EC2 network
interface

Network
ACL

Route table

Virtual
private cloud
(VPC)

11
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Resource Relationship Related Re-
source

Virtual private cloud (VPC) contains EC2 in-
stance

EC2 network
interface

Network
ACL

Route table
Subnet

is associated with Security
group

is attached to Internet
gateway

VPN gate-
way

VPN connection is attached to Customer
gateway

VPN gate-
way

VPN gateway is attached to Virtual
private cloud
(VPC)

VPN connec-
tion

is contained in Route table

12
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Setting Up

Before you can use AWS Config, you'll need to sign up for an Amazon Web Services (AWS) account.
After signing up, you'll need to choose whether you want to access AWS Config through the console, the
AWS CLI, or the AWS SDKs. The Getting Started With AWS Config (p. 16) section of this guide walks
you through accessing AWS Config from the console or the AWS CLI.

Topics
¢ Sign Up for Amazon Web Services (AWS) (p. 13)
¢ Open the AWS Config Console (p. 13)
¢ Use the AWS Command Line Interface (p. 14)
¢ AWS Software Development Kits for AWS Config (p. 14)

Sign Up for Amazon Web Services (AWS)

When you sign up for AWS, your account automatically has access to all AWS services. You pay only
for the services that you use. If you already have an AWS account, skip the following sign-in procedure.

If you do not have an AWS account, use the following procedure to create one.
To sign up for AWS

1. Open http://aws.amazon.com/ and choose Create an AWS Account.
2. Follow the online instructions.

Open the AWS Config Console

The AWS Management Console is a point-and-click web-based interface from which you can access the
AWS Config console and other AWS services. You can use the console to make API requests to AWS
Config and other AWS APIs.

To open the AWS Config console

1. Signin to the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.
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2. Ifthis is the first time you have opened the AWS Config console or you have not yet started using
the service, your AWS Config console page might look something like this:

AWS Config

AWS Config provides you with an inventory of your AWS resources, notifies you
when the configurations of your resources change, and lets you audit the history of
the configurations for those resources.

Get Started Now

%

e Nal [

simple Setu Non Disruptive

AWS Config Documentation & Support

‘Geming StArted GLE | AWVS Conhg DoTuMentauan | AWS Cansg SUppor | Forums

Use the AWS Command Line Interface

Amazon Web Services (AWS) provides a command line interface (CLI) that supports the broader set of
AWS services, including AWS Config. You can use the AWS CLI to control and automate the services
from AWS.

For more information about the AWS CLI and for instructions on installing the AWS CLI tools, step through
the following sections in the AWS Command Line Interface User Guide.

* What Is the AWS Command Line Interface? introduces the AWS CLI.

¢ Getting Set Up with the AWS Command Line Interface explains how to install and configure the AWS
CLI.

AWS Software Development Kits for AWS Config

An AWS software development kit (SDK) makes it easier to build applications that access cost-effective,
scalable, and reliable AWS infrastructure services. With AWS SDKs, you can get started in minutes with
a single, downloadable package that includes the library, code samples, and reference documentation.
The following table lists the available SDKs and third-party libraries you can use to access AWS Config
programmatically.
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Type of Access

Description

AWS SDKs

AWS provides the following SDKs:

AWS SDK for C++ Documentation

AWS Mobile SDK for iOS Documentation
AWS SDK for Go Documentation

AWS SDK for Java Documentation

AWS SDK for JavaScript Documentation
AWS SDK for .NET Documentation

AWS SDK for PHP Documentation

AWS SDK for Python (Boto) Documentation
AWS SDK for Ruby Documentation

Third-party libraries

Developers in the AWS developer community also provide their own libraries,
which you can find at the following AWS developer centers:

AWS Java Developer Center

AWS JavaScript Developer Center

AWS PHP Developer Center

AWS Python Developer Center

AWS Ruby Developer Center

AWS Windows and .NET Developer Center
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Getting Started With AWS Config

You can get started with AWS Config by using either the AWS Management Console or the AWS CLI.
Use the console for a quick, streamlined process and use the CLI if you are comfortable controlling AWS
offerings programmatically.

You will perform the following tasks whether you use the console or the CLI:

¢ Set up an Amazon S3 bucket to receive a configuration snapshot on request and configuration history.
« Set up an Amazon SNS topic to send configuration stream notifications.
¢ Grant AWS Config the permissions it needs to access the Amazon S3 bucket and the SNS topic

In AWS Config, both the Amazon S3 bucket and the Amazon SNS topic are referred to as delivery
channels.

Topics
¢ Set Up AWS Config Using the Console (p. 16)
¢ Set Up AWS Config Using the AWS CLI (p. 18)

Set Up AWS Config Using the Console

This topic describes how to use the AWS Management Console to get started with AWS Config. In just
a few steps, you can specify which types of resources you want AWS Config to record, set up Amazon
SNS to notify you of configuration changes, and designate an Amazon S3 bucket to receive configuration
information.

If you are using AWS Config for the first time and you are using a region that supports rules, you will
choose example rules that help you get started with evaluating your resource configurations. For the
supported regions, see AWS Config Regions and Endpoints in the Amazon Web Services General
Reference.

To set up AWS Config

1. Signin to the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.

2. Onthe Settings page, In the Resource types to record section, specify which types of AWS
resources you want AWS Config to record:
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< All resources — AWS Config records all supported resources with the following options:

¢ Record all resources supported in this region — AWS Config records configuration changes
for every supported type of regional resource. When AWS Config adds support for a new type
of regional resource, it automatically starts recording resources of that type.

* Include global resources — AWS Config includes supported types of global resources with the
resources that it records (for example, IAM resources). When AWS Config adds support for a
new type of global resource, it automatically starts recording resources of that type.

¢ Specific types — AWS Config records configuration changes for only those types of AWS resources
that you specify.

For more information about these options, see Selecting Which Resources AWS Config
Records (p. 82).

Under Amazon S3 Bucket, choose the Amazon S3 bucket to which AWS Config sends configuration
history and configuration snapshot files:

e Create a new bucket — For Bucket Name, type a name for your Amazon S3 bucket.

The name that you type must be unique across all existing bucket names in Amazon S3. One way
to help ensure uniqueness is to include a prefix; for example, the name of your organization. You
cannot change the name of a bucket after it is created. For more information, see Bucket Restrictions
and Limitations in the Amazon Simple Storage Service Developer Guide.

e Choose a bucket from your account — For Bucket Name, select your preferred bucket.

* Choose a bucket from another account — For Bucket Name, type the name of your bucket.

If you choose a bucket from another account, that bucket must have policies that grant access
permissions to AWS Config. For more information, see Permissions for the Amazon S3
Bucket (p. 89).

Under Amazon SNS Topic, choose whether AWS Config will stream information by selecting the
Stream configuration changes and notifications to an Amazon SNS topic option.

If you chose to have AWS Config stream to an Amazon SNS topic, choose the target topic:

e Create a new topic — For Topic Name, type a name for your SNS topic.
e Choose atopic from your account — For Topic Name, select your preferred topic.

* Choose atopic from another account — For Topic ARN, type the Amazon Resource Name
(ARN) of the topic.

If you choose a topic from another account, the topic must have policies that grant access
permissions to AWS Config. For more information, see Permissions for the Amazon SNS
Topic (p. 91).

Note
The Amazon SNS topic must exist in the same region as the region in which you set up
AWS Config.

Under AWS Config role, choose the IAM role that grants AWS Config permission to record
configuration information and send this information to Amazon S3 and Amazon SNS:

¢ Create arole — AWS Config creates a role that has the required permissions. For Role name,
you can customize the name that AWS Config creates.

e Choose arole from your account — For Role name, select an IAM role in your account that
grants the required permissions. For the required permissions, see Permissions for the IAM Role
Assigned to AWS Config (p. 87).
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7. Save your setup choices:

« If you are using AWS Config for the first time in a region that supports rules, choose Next, and
follow the steps to finish setting up AWS Config rules.

« Otherwise, choose Save. AWS Config displays the Resource inventory page, and you are finished
setting up.

To finish setting up AWS Config rules

1. Onthe AWS Config rules page, select any of the example rules and choose Next. AWS Config
evaluates your AWS resources against the rules when setup is complete. Remember that AWS
Config can evaluate only those resources that it is recording.

2. Onthe Review page, verify your setup details, and choose Confirm.

AWS Config shows the Rules page, which shows your rules and their current compliance results in
the table. The result for each rule will be Evaluating... until AWS Config finishes evaluating your
resources against the rule. You can update the results with the refresh button.

For information about looking up the existing resources in your account and understanding the
configurations of your resources, see Viewing AWS Resource Configurations and History (p. 52).

If you chose to have AWS Config stream information to an Amazon SNS topic, you can receive notifications
by email. For more information, see Monitoring AWS Config Resource Changes by Email (p. 59). You
can also use Amazon Simple Queue Service to monitor AWS resources programmatically. For more
information, see Using Amazon SQS to Monitor AWS Resource Changes (p. 74).

Set Up AWS Config Using the AWS CLI

You can use the subscr i be command to have AWS Config start recording configurations of all supported
AWS resources in your account. The subscri be command creates a configuration recorder, a delivery
channel using a specified Amazon S3 bucket and Amazon SNS topic, and starts recording the configuration
items. You are limited to only one configuration recorder and one delivery channel per account in the
region with your account's resources.

Before AWS Config can start delivering configuration items to your delivery channels, you must give AWS
Config permissions to access those channels. To do that, you use an AWS Identity and Access
Management (IAM) role to define a set of permissions. AWS Config assumes the role that you assign to
it to make read or write requests to the delivery channel. For more information on IAM roles, see Roles
(Delegation and Federation) in the AWS Identity and Access Management User Guide.

The subscri be command uses the following options:

- - $3- bucket
Specify the name of an Amazon S3 bucket existing in your account or existing in another account.
--sns-topic
Specify the Amazon Resource Name (ARN) of an SNS topic existing in your account or existing in
another account.

--iamrole
Specify the Amazon Resource Name (ARN) of an existing IAM Role.

The specified IAM role must have policies attached that grant AWS Config permissions to deliver
configuration items to the Amazon S3 bucket and the Amazon SNS topic, and the role must grant
permissions to the Descr i be APIs of the supported AWS resources.
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Topics
¢ Prerequisites for Setting Up AWS Config (p. 19)
¢ Turn On AWS Config (p. 21)
¢ Verify that AWS Config Is On (p. 22)

Prerequisites for Setting Up AWS Config

This section walks you through the process for creating an Amazon S3 bucket, an Amazon SNS topic,
and an 1AM role with attached policies.

Topics
¢ Create an Amazon S3 Bucket (p. 19)
¢ Create an Amazon SNS Topic (p. 19)
e Create an IAM Role (p. 20)

Create an Amazon S3 Bucket

If you already have an Amazon S3 bucket in your account and want to use it, skip this step and go to
Create an Amazon SNS Topic (p. 19).

You can also use an Amazon S3 bucket from a different account, but in that case you might need to
create a policy for the bucket that grants access permissions to AWS Config. For information on granting
permissions to an Amazon S3 bucket, see Permissions for the Amazon S3 Bucket (p. 89), and then go
to Create an Amazon SNS Topic (p. 19).

Follow the steps to create an Amazon S3 bucket.
To create an Amazon S3 bucket

1. Signin to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

2. Choose Actions and then choose Create Bucket.

3. For the Bucket Name:, type a name for your Amazon S3 bucket, such as nmy- confi g- bucket .
Note
Make sure the bucket name you choose is unique across all existing bucket names in
Amazon S3.You cannot change the name of a bucket after it is created. For more information

on bucket naming rules and conventions, see Bucket restrictions and Limitations in the
Amazon Simple Storage Service Developer Guide.

4, Choose Create.

Create an Amazon SNS Topic

If you already have an Amazon SNS topic in your account and want to use it, skip this step and go to
Create an IAM Role (p. 20).

You can also use an Amazon SNS topic in a different account, but in that case you might need to create
a policy for topic that grants access permissions to AWS Config. For information on granting permissions
to an Amazon SNS topic, see Permissions for the Amazon SNS Topic (p. 91) and then go to Create an
IAM Role (p. 20).

Follow the steps to create an Amazon SNS topic.
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To create an Amazon SNS topic

1.

Sign in to the AWS Management Console and open the Amazon SNS console at https://
console.aws.amazon.com/sns/.

Choose Create New Topic.
For Topic Name, type a name for your SNS topic, such as ny- confi g- noti ce.
Choose Create Topic.

The new topic appears in the Topic Details page. Copy the Topic ARN (Amazon Resource Name)
for the next task.

To receive notifications from AWS Config, you must subscribe an email address to the topic.

To subscribe an email address to the SNS topic

gk wdPeE

In the Amazon SNS console, choose Subscriptions in the navigation pane.

On the Subscriptions page, choose Create Subscription.

For Topic ARN, paste the topic ARN you copied in the previous task.

For Protocol, select Email.

For Endpoint, type an email address that you can use to receive the notification. Then choose
Subscribe.

Go to your email application and open the message from AWS Notifications. Choose the link to
confirm your subscription.

Your web browser displays a confirmation response from Amazon SNS. Amazon SNS is now
configured to receive notifications and send the notification as an email to the specified email address.

Create an IAM Role

You can use the IAM console to create an IAM role that grants AWS Config permissions to access your
Amazon S3 bucket, access your Amazon SNS topic, and get configuration details for supported AWS
resources. After you create the IAM role, you will create and attach policies to the role.

To create an IAM role

1.

Sign in to the Identity and Access Management (IAM) console at https://console.aws.amazon.com/
iam/.

In the IAM console, choose Roles in the navigation pane, and choose Create New Role.

For Role Name, type a name that describes the purpose of this role. Role names must be unique
within your AWS account. Because various entities might reference the role, you cannot edit the
name of the role after you create it.

Choose Next Step.
Choose AWS Service Roles, and then choose Select for AWS Config .

On the Attach Policy page, select AWSConfigRole. This AWS managed policy grants AWS Config
permission to get configuration details for supported AWS resources. Then, choose Next Step.

On the Review page, review the details about your role, and choose Create Role.
On the Roles page, choose the role that you created to open its details page.

You will expand the permissions in the role by creating inline policies that allow AWS Config to access
your Amazon S3 bucket and your Amazon SNS topic.
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To create an inline policy that grants AWS Config permission to access your Amazon S3
bucket

In the Permissions section, expand the Inline Polices section, and choose click here.
Choose Custom Policy, and choose Select.
For Policy Name, type a name for your inline policy.

Copy the example Amazon S3 bucket policy in Creating IAM Role Policies (p. 88) and paste it in the
Policy Document editor.

PN PE

Important
Before you proceed to the next step, replace the following values in the policy. If you do not
replace the values, your policy will fail.

* myBucket Nanme — Replace with the name of your Amazon S3 bucket.
e prefix — Replace with your own prefix or leave blank by removing the trailing '/".

e myAccount | D- Wt hout Hyphens — Replace with your AWS account ID.

5. Choose Apply Policy.

To create an inline policy that grants AWS Config permissions to deliver notifications to
your Amazon SNS topic

1. Inthe Permissions section, expand the Inline Polices section, and choose click here.
2. Choose Custom Policy, and choose Select.

3. For Policy Name, type a name for your inline policy.

4

Copy the Amazon SNS topic example policy in Creating IAM Role Policies (p. 88) and paste it in the
Policy Document editor.

Important
Before you proceed to the next step, replace ar n: aws: sns: r egi on: account -i d: nyTopi ¢
with the ARN you saved when you created your Amazon SNS topic.

5. Choose Apply Policy.

Turn On AWS Config

You can use the AWS CLI to turn on AWS Config. All it takes is the subscri be command and a few
additional parameters.

To turn on AWS Config from the command line
¢ Atthe command line, type subscri be with the following parameters:

e --s53-bucket your S3bucket nane.
e --sns-topicyour SNSt opi cARN.
e --iamrol eyourl AM ol eARN.

Your command should look like the following example:
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$ aws configservice subscribe --s3-bucket my-config-bucket --sns-topic
arn: aws: sns: us-east-1:012345678912: ny-config-notice --iamrole
arn:aws:iam:012345678912: rol e/ myConfi gRol e

After you run the subscri be command, AWS Config records all supported resources that it discovers
in the region. If you don't want AWS Config to record all supported resources, you can specify the types
of resources that it records by updating the configuration recorder to use a recording group. To learn how
to create a recording group, see Selecting Which Resources AWS Config Records (p. 82).

Verify that AWS Config Is On

Once you have turned on AWS Config, you can use AWS CLI commands to verify that the AWS Config
is running and that the subscr i be command has created a configuration recorder and a delivery channel.
You can also confirm that AWS Config has started recording and delivering configurations to the delivery
channel.

Topics
¢ \erify that the Delivery Channel Is Created (p. 22)
¢ Verify that the Configuration Recorder Is Created (p. 22)
¢ Verify that AWS Config has started recording (p. 23)

Verify that the Delivery Channel Is Created

Use the descri be- del i ver y- channel s command to verify that your Amazon S3 bucket and Amazon
SNS topic is configured.

$ aws configservice describe-delivery-channels

{
"Del i veryChannel s": [
{
"snsTopi CARN': "arn: aws: sns: us-west - 2: 0123456789012: ny- confi g-topi c",
"name": "ny-delivery-channel",
"s3Bucket Nanme": "ny-config-bucket"
}
]
}

When you use the CLI, the service API, or the SDKSs to configure your delivery channel and do not specify
a name, AWS Config automatically assigns the name "def aul t ".

Verify that the Configuration Recorder Is Created

Use the descri be-confi guration-recorders command to verify that a configuration recorder is
created and that the configuration recorder has assumed an IAM role. For more information, see Create
an IAM Role (p. 20).

$ aws configservice describe-configuration-recorders

{

"Configurati onRecorders”: [

{
"rol eARN': "arn:aws:iam:012345678912: rol e/ myConfi gRol e",
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"nanme": "default"

Verify that AWS Config has started recording

Use the descri be-confi guration-recorder-status command to verify that the AWS Config has
started recording the configurations of the supported AWS resources existing in your account. The
recorded configurations are delivered to the specified delivery channel.

$ aws configservice describe-configuration-recorder-status
{
"Configurati onRecordersStatus": [
{
"name": "default",
"l ast Status": "SUCCESS",
"l ast St opTi me": 1414511624. 914,
"lastStartTime": 1414708460. 276,
"recording": true,
"l ast St at usChangeTi ne": 1414816537. 148,
"l ast Error Message": "NA",
"l ast Error Code": "400"

The value t r ue in the r ecor di ng field confirms that the configuration recorder has started recording
configurations of all your resources. AWS Config uses UTC format (GMT - 8:00) to record the time.

For information about looking up the resources existing in your account and understanding the
configurations of your resources, see Viewing AWS Resource Configurations and History (p. 52).
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Evaluating Resources With AWS
Config Rules

You can use AWS Config to evaluate the configuration settings of your AWS resources. You do this by
creating AWS Config rules, which represent your ideal configuration settings. AWS Config provides
customizable, predefined rules to help you get started. You can also create your own custom rules. While
AWS Config continuously tracks the configuration changes that occur among your resources, it checks
whether these changes violate any of the conditions in your rules. If a resource does violate a rule, AWS
Config flags the resource and the rule as nhoncompliant.

The AWS Config console shows the compliance status of your rules and resources. You can use the
console to assess how your AWS resources comply overall with your desired configurations, and you
can learn which specific resources are noncompliant. You can also use the AWS CLI, the AWS Config
API, and AWS SDKs to make requests to the AWS Config service for compliance information.

By using AWS Config to evaluate your resource configurations, you can more easily assess how well
your resource configurations comply with internal practices, industry guidelines, and regulations.

To see which regions support AWS Config rules, see AWS Config Regions and Endpoints in the Amazon
Web Services General Reference.

Topics
¢ AWS Config Rules (p. 25)
« AWS Managed Rules (p. 26)
¢ Custom Rules (p. 26)
¢ Using AWS Managed Config Rules (p. 26)
¢ Developing Custom Rules for AWS Config (p. 30)
¢ Manually Evaluate your Resources (p. 43)
¢ Viewing Configuration Compliance with AWS Config (p. 45)
¢ Managing Your AWS Config Rules (p. 48)
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AWS Config Rules

An AWS Config rule represents your desired configuration settings for AWS resources that AWS Config
supports or for an entire AWS account. While AWS Config records the changes that occur to your resource
configurations, it evaluates whether your resources comply with your rules.

AWS Config evaluates resource configurations against a rule when the rule's triggers occur. A rule's
triggers can include either or both of the following types:

Configuration changes
AWS Config runs evaluations for the rule when certain types of resources are created, changed, or
deleted.

You choose which resources trigger the evaluation by defining the rule's scope. The scope can
include the following:

« One or more resource types

¢ A combination of a resource type and a resource ID

¢ A combination of a tag key and value

* When any recorded resource is created, updated, or deleted

AWS Config runs the evaluation when it detects a change to a resource that matches the rule's scope.
You can use the scope to constrain which resources trigger evaluations. Otherwise, evaluations are
triggered when any recorded resource changes.

Periodic

AWS Config runs evaluations for the rule at a frequency that you choose (for example, every 24
hours).

If you choose configuration changes and periodic, AWS Config invokes your Lambda function when it
detects a configuration change and also at the frequency that you specify.

Example

1. You have a custom rule that checks whether your IAM users have passwords that comply with your
account policy.

2. You want AWS Config to run your rule whenever an IAM user resource is created for your account.
3.  You also want AWS Config to run your rule every 24 hours to check all of your IAM users.
4. In this case, you can choose both trigger types: Configuration changes and Periodic.

When AWS Config runs an evaluation, it can check whether the configuration of an individual resource
complies with your rules. For example, when an EC2 volume is created, AWS Config can evaluate the
volume against a rule that requires volumes to be encrypted. If the volume is not encrypted, AWS Config
flags the volume and the rule as noncompliant. AWS Config can also check all of your resources for
account-wide requirements. For example, AWS Config can check whether the number of EC2 volumes
in an account stays within a desired total, or whether an account uses AWS CloudTrail for logging.

You can also create custom rules to evaluate additional resources that AWS Config doesn't yet record.
For more information, see Evaluating Additional Resource Types (p. 35).

You can also manually evaluate your resources against your rule and delete evaluation results. For more
information, see Manually Evaluate your Resources (p. 43).
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AWS Managed Rules

AWS managed rules are customizable, predefined rules that AWS Config provides to help you start
ongoing evaluations for common needs. You can use the AWS Config console to select one of these
rules, customize it for your needs, and activate it.

For a list of managed rules that AWS Config provides, and for instructions to use them, see Using AWS
Managed Config Rules (p. 26).

Custom Rules

You can develop custom rules and add them to AWS Config. Before you can add a custom rule, you
must first create an AWS Lambda function that contains the evaluation logic for your rule. You associate
this function with your rule, and your rule invokes the function either in response to configuration changes
or periodically. The function then evaluates whether your resources comply with your rule, and it sends
its evaluation results to AWS Config.

To make it easier to create a Lambda function for a rule, the AWS Lambda console provides blueprints
that you can customize, and the AWS Config Rules GitHub repository provides sample functions that are
developed and contributed by the AWS community. For more information, see Developing Custom Rules
for AWS Config (p. 30).

Note

If the trigger type for your rule includes periodic, AWS Config triggers evaluations at the frequency
that you choose, without delivering a configuration snapshot. For an example Lambda function,
see Example Function for Periodic Evaluations (p. 38).

Using AWS Managed Config Rules

AWS Config provides AWS managed rules, which are predefined, customizable rules that AWS Config
uses to evaluate whether your AWS resources comply with common best practices. For example, you
could use a managed rule to quickly start assessing whether your Amazon Elastic Block Store (Amazon
EBS) volumes are encrypted or whether specific tags are applied to your resources. You can set up and
activate these rules without writing the code to create an AWS Lambda function, which is required if you
want to create custom rules. The AWS Config console guides you through the process of configuring and
activating a managed rule. You can also use the AWS Command Line Interface or AWS Config API to
pass the JSON code that defines your configuration of a managed rule.

You can customize the behavior of a managed rule to suit your needs. For example, you can define the
rule's scope to constrain which resources trigger an evaluation for the rule, such as EC2 instances or
volumes. You can customize the rule's parameters to define attributes that your resources must have to
comply with the rule. For example, you can customize a parameter to specify that your security group
should block incoming traffic to a specific port number.

After you activate a rule, AWS Config compares your resources to the conditions of the rule. After this
initial evaluation, AWS Config continues to run evaluations each time one is triggered. The evaluation
triggers are defined as part of the rule, and they can include either or both of the following types:

¢ Configuration changes — AWS Config triggers the evaluation when any resource that matches the
rule's scope changes in configuration. The evaluation runs after AWS Config sends a configuration
item change notification.

» Periodic — AWS Config runs evaluations for the rule at a frequency that you choose (for example,
every 24 hours).
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The AWS Config console shows which resources comply with the rule and which rules are being followed.
For more information, see Viewing Configuration Compliance with AWS Config (p. 45).

AWS Managed Rules

AWS Config provides the following AWS managed rules.

Identifier

CLOUD TRAI L_EN-
ABLED®

DESI RED | N-
STANCE_TENANCY

El P_ATTACHED

Description

Checks whether AWS
CloudTrail is enabled in
your AWS account. Op-
tionally, you can specify
which S3 bucket, SNS
topic, and Amazon
CloudWatch Logs ARN
to use.

Checks instances for the
specified tenancy. You
can specify an AMI ID to
check instances
launched only from that
AMI (for example, for li-
cense compliance). You
can also specify a Host
ID to check whether the
instances are launched
on that Dedicated Host.

Checks whether all
Elastic IP addresses that
are allocated to a VPC
are attached to EC2 in-
stances or in-use elastic
network interfaces
(ENIs).

Results might take up to
6 hours to become
available after an evalu-
ation occurs.

Trigger Type

Periodic

Configuration changes

Configuration changes

Parameters

s3Bucket Nane —The
name of the S3 bucket
for AWS CloudTrail to
deliver log files to.

snsTopi cArn —The
ARN of the SNS topic
for AWS CloudTrail to
use for notifications.

cl oudwat chLogs-
LogG oupArn —The
ARN of the Amazon
CloudWatch log group
for AWS CloudTrail to
send data to.

t enancy — The de-
sired tenancy of the
instances. Valid val-
ues are DEDI CATED,
HOST, and DEFAULT.

i magel d —The rule
evaluates instances
launched only from
the AMI with the spe-
cified ID.

host 1 d —The ID of
the EC2 Dedicated
Host on which the in-
stances are meant to
be launched.
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Identifier

ENCRYPTED_VOLUMES

| NCOM NG_SSH_DI S-
ABLED

| NSTANCES_| N_VPC

REQUI RED_TAGS

RESTRI CTED_| NCOWV
I NG_TRAFFI C

ROOT_AC-
COUNT_MFA_ENABLED'

Notes

Description

Checks whether EBS
volumes that are in an
attached state are en-
crypted. Optionally, you
can specify the ID of a
KMS key to use to en-
crypt the volume.

Checks whether security
groups that are in use
disallow unrestricted in-
coming SSH traffic.

Checks whether your
EC2 instances belong to
a virtual private cloud
(VPC). Optionally, you
can specify the VPC ID
to associate with your
instances.

Checks whether your
resources have all of the
tags you specify; for ex-
ample, you can check
whether the Cost Cen-
ter tag is present on
your EC2 instances.

Results might take up to
6 hours to become
available after an evalu-
ation occurs.

Checks whether security
groups that are in use
disallow unrestricted in-
coming TCP traffic to the
specified ports.

Checks whether users
of your AWS account
require a multi-factor
authentication (MFA)
device to sign in with
root credentials.

Trigger Type

Configuration changes

Configuration changes

Configuration changes

Configuration changes

Configuration changes

Periodic

Parameters

* knsl d —The ID of the
KMS key to use to en-
crypt the volume.

« vpcl d—The ID of the
VPC to contain these
instances.

» taglkey —Key of the
required tag.

» taglval ue —Option-
al value of the re-
quired tag.

* bl ockedPort1—
Blocked TCP port
number.

* bl ockedPort 2 —
Blocked TCP port
number.

1. The AWS managed rules, CLOUD_TRAI L_ENABLED and ROOT_ACCOUNT_M-A_ENABLED, run periodic
evaluations that are triggered when AWS Config delivers the configuration snapshot.
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Using AWS Managed Rules

You can set up and activate AWS managed rules from the AWS Management Console, AWS CLI, or
AWS Config API.

To set up and activate an AWS managed rule (console)

1. Signin to the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.

2. Inthe AWS Management Console menu, verify that the region selector is set to a region that supports
AWS Config rules. For the list of supported regions, see AWS Config Regions and Endpoints in the
Amazon Web Services General Reference.

In the left navigation, choose Rules.

On the Rules page, choose Add rule.

On the Add rule page, choose the rule that you want to use.

On the Configure rule page, configure the rule by completing the following steps:

o0k w

For Name, type a unique name for the rule.

b. If the trigger types for your rule include Configuration changes, specify one of the following
options for Scope of changes with which AWS Config invokes your Lambda function:

* Resources —When a resource that matches the specified resource type, or the type plus
identifier, is created, changed, or deleted.

« Tags —When a resource with the specified tag is created, changed, or deleted.
« All changes —When a resource recorded by AWS Config is created, changed, or deleted.

c. Ifthe trigger types for your rule include Periodic, specify the Frequency with which AWS Config
invokes your Lambda function.

d. Ifyour rule includes parameters in the Rule parameters section, you can customize the values
for the provided keys. A parameter is an attribute that your resources must have before they are
considered compliant with the rule.

7. Choose Save. Your new rule displays on the Rules page.

Compliance will display Evaluating... until AWS Config has evaluation results for your rule. A
summary of the results appears after several minutes. You can update the results with the refresh
button.

If the rule or function is not working as expected, you might see one of the following for Compliance:

* No results reported - AWS Config evaluated your resources against the rule. The rule did not
apply to the AWS resources in its scope, the specified resources were deleted, or the evaluation
results were deleted. To get evaluation results, update the rule, change its scope, or choose
Re-evaluate.

This message may also appear if the rule didn't report evaluation results.

* No resources in scope - AWS Config cannot evaluate your recorded AWS resources against
this rule because none of your resources are within the rule’s scope. To get evaluation results,
edit the rule and change its scope, or add resources for AWS Config to record by using the Settings
page.

e Evaluations failed - For information that can help you determine the problem, choose the rule
name to open its details page and see the error message.
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To set up and activate an AWS managed rule (AWS CLI)

e Usethe put-config-rul e command.

To set up and activate an AWS managed rule (AWS Config API)

¢ Use the Put Confi gRul e action.

Developing Custom Rules for AWS Config

You can develop your own custom rules and add them to AWS Config. You associate each custom rule
with an AWS Lambda function, which contains the logic that evaluates whether your AWS resources
comply with the rule.

The exercise in Getting Started with Custom Rules (p. 30) guides you through creating a custom rule for
the first time. It includes an example function that you can add to AWS Lambda with no modification.

To learn in depth about how AWS Lambda functions work and how to develop them, see the AWS Lambda
Developer Guide.

Topics
¢ Getting Started with Custom Rules (p. 30)
¢ Developing a Custom Rule for AWS Config (p. 33)
¢ Example AWS Lambda Functions and Events for AWS Config Rules (p. 36)

Getting Started with Custom Rules

This procedure guides you through the process of creating a custom rule that evaluates whether each of
your EC2 instances is the t2.micro type. AWS Config will run event-based evaluations for this rule, meaning
it will check your instance configurations each time AWS Config detects a configuration change in an
instance. AWS Config will flag t2.micro instances as compliant and all other instances as noncompliant.
The compliance status will appear in the AWS Config console.

To have the best outcome with this procedure, your should have one or more EC2 instances in your AWS
account. Your instances should include a combination of at least one t2.micro instance and other types.

To create this rule, first, you will create an AWS Lambda function by customizing a blueprint in the AWS
Lambda console. Then, you will create a custom rule in AWS Config, and you will associate the rule with
the function.

To create the AWS Lambda function for your custom rule

1. Signin to the AWS Management Console and open the AWS Lambda console at https://
console.aws.amazon.com/lambda/.

2. Inthe AWS Management Console menu, verify that the region selector is set to a region that supports
AWS Config rules. For the list of supported regions, see AWS Config Regions and Endpoints in the
Amazon Web Services General Reference.

3. Inthe AWS Lambda console, choose Create a Lambda function.

4. Onthe Select blueprint page, for filter, type config-rule-change-triggered. Select the blueprint in
the filter results.

5. Onthe Configure triggers page, choose Next.
6. Onthe Configure function page, complete the following steps:
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a. For Name, type | nst anceTypeCheck.
For Runtime, keep Node.js.

For Code entry type, keep Edit code inline. The Node.js code for your function is provided in
the code editor. For this procedure, you do not need to change the code.

For Handler, keep i ndex. handl er.

For Role, choose Create new role from template(s).

For Role name, type a name.

For Policy templates, choose AWS Config Rules permission.
On the Configure function page, choose Next.

On the Review page, verify the details about your function, and choose Create function. The
AWS Lambda console displays your function.

Se =0 o

7. To verify that your function is set up correctly, test it by completing the following steps:

a. Choose Actions, Configure test event.

b. Inthe Input test event window, replace the contents in the editor with the following example
event:

{

"invoki ngEvent": "{\"configurationltem ":{\"configurationltenCapture
Ti me\ ":\"2015- 09- 25T04: 05: 35. 6932\ ",\ "confi gurationltem
Status\":\"OK\",\"resourceld\":\"resourceld\",\"resource
Type\":\"AWS: : EC2: : I nstance\",\"tags\":{},\"relationships\":[],\"config
uration\":{\"instanceType\":\"t2. mcro\"}}}",

"rul eParaneters”: "{\"desiredl nstanceType\":\"t2. mcro\"}",

"resul t Token": "38400000-8cf0-11bd-b23e-10b96e4ef 00d",

"event Left Scope": fal se

}

c. Choose Save and test. AWS Lambda tests your function with the example event. If your function
is working as expected, an error message similar to the following appears under Execution

result:

{
"errorMessage": "Result Token provided is invalid",
"errorType": "lnvalidResultTokenException",

The | nval i dResul t TokenExcept i on is expected because your function runs successfully
only when it receives a result token from AWS Config. The result token identifies the AWS Config
rule and the event that caused the evaluation, and the result token associates an evaluation
with a rule. This exception indicates that your function has the permission it needs to send results
to AWS Config. Otherwise, the following error message appears: not aut hori zed to
perform config: Put Eval uati ons. If this error occurs, update the role that you assigned
to your function to allow the conf i g: Put Eval uat i ons action, and test your function again.

To add your custom rule to AWS Config

1. Open the AWS Config console at https://console.aws.amazon.com/config/.
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2. Inthe AWS Management Console menu, verify that the region selector is set to the same region in
which you created the AWS Lambda function for your custom rule.

3. Onthe Rules page, choose Add rule.
4. Onthe Add rule page, choose Add custom rule.
5. Onthe Configure rule page, complete the following steps:

a. For Name, type | nst anceTypesAr eT2ni cr 0.
. For Description, type Eval uat es whet her EC2 instances are the t2.mcro type.

c. For AWS Lambda function ARN, specify the ARN that AWS Lambda assigned to your function.
Note
The ARN that you specify in this step must not include the $LATEST qualifier. You can
specify an ARN without a version qualifier or with any qualifier besides $LATEST. AWS
Lambda supports function versioning, and each version is assigned an ARN with a
qualifier. AWS Lambda uses the $LATEST qualifier for the latest version.

For Trigger type, choose Configuration changes.

For Scope of changes, choose Resources.

For Resources, choose Instance.

In the Rule parameters section, you must specify the rule parameter that your AWS Lambda
function evaluates and the desired value. The function for this procedure evaluates the
desi r edl nst anceType parameter.

e ™o o

For Key, type desi r edl nst anceType. For Value, type t 2. m cr o.

6. Choose Save. Your new rule displays on the Rules page.

Compliance will display Evaluating... until AWS Config receives evaluation results from your AWS
Lambda function. If the rule and the function are working as expected, a summary of the results
appears after several minutes. For example, a result of 2 noncompliant resource(s) indicates that
2 of your instances are not t2.micro instances, and a result of Compliant indicates that all instances
are t2.micro. You can update the results with the refresh button.

If the rule or function is not working as expected, you might see one of the following for Compliance:

* No results reported - AWS Config evaluated your resources against the rule. The rule did not
apply to the AWS resources in its scope, the specified resources were deleted, or the evaluation
results were deleted. To get evaluation results, update the rule, change its scope, or choose
Re-evaluate.

Verify that the scope includes Instance for Resources, and try again.

* No resources in scope - AWS Config cannot evaluate your recorded AWS resources against
this rule because none of your resources are within the rule’s scope. To get evaluation results,
edit the rule and change its scope, or add resources for AWS Config to record by using the Settings
page.

Verify that AWS Config is recording EC2 instances.

« Evaluations failed - For information that can help you determine the problem, choose the rule
name to open its details page and see the error message.

If your rule works correctly and AWS Config provides evaluation results, you can learn which conditions
affect the compliance status of your rule. You can learn which resources, if any, are noncompliant, and
why. For more information, see Viewing Configuration Compliance with AWS Config (p. 45).
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Developing a Custom Rule for AWS Config

Complete the following procedure to create a custom rule. To create a custom rule, you first create an
AWS Lambda function, which contains the evaluation logic for the rule. Then you associate the function
with a custom rule that you create in AWS Config.

Contents
¢ Creating an AWS Lambda Function for a Custom Config Rule (p. 33)
¢ Creating a Custom Rule in AWS Config (p. 34)
¢ Evaluating Additional Resource Types (p. 35)

Creating an AWS Lambda Function for a Custom Config Rule

A Lambda function is custom code that you upload to AWS Lambda, and it is invoked by events that are
published to it by an event source. If the Lambda function is associated with a Config rule, AWS Config
invokes it when the rule's trigger occurs. The Lambda function then evaluates the configuration information
that is sent by AWS Config, and it returns the evaluation results. For more information about Lambda
functions, see Function and Event Sources in the AWS Lambda Developer Guide.

You can use a programming language that is supported by AWS Lambda to create a Lambda function
for a custom rule. To make this task easier, you can customize an AWS Lambda blueprint or reuse a
sample function from the AWS Config Rules GitHub repository.

AWS Lambda blueprints

The AWS Lambda console provides sample functions, or blueprints, which you can customize by adding
your own evaluation logic. When you create a function, you can choose one of the following blueprints:

¢ config-rule-change-triggered — Triggered when your AWS resource configurations change.
e config-rule-periodic — Triggered at a frequency that you choose (for example, every 24 hours).

AWS Config Rules GitHub repository

A public repository of sample functions for custom rules is available on GitHub, a web-based code hosting
and sharing service. The sample functions are developed and contributed by the AWS community. If you
want to use a sample, you can copy its code into a new AWS Lambda function. To view the repository,
see https://github.com/awslabs/aws-config-rules/.

To create the function for your custom rule

1. Signin to the AWS Management Console and open the AWS Lambda console at https://
console.aws.amazon.com/lambda/.

2. Inthe AWS Management Console menu, verify that the region selector is set to a region that supports
AWS Config rules. For the list of supported regions, see AWS Config Regions and Endpoints in the
Amazon Web Services General Reference.

3. Choose Create a Lambda function.

4. Onthe Select blueprint page, you can choose one of the blueprint functions for AWS Config rules
as a starting point, or you can proceed without a blueprint by choosing Skip.

5. Onthe Configure triggers page, choose Next.

6. Onthe Configure function page, type a name and description.

7. For Runtime, choose the programming language in which your function is written.

8. For Code entry type, choose your preferred entry type. If you are using a blueprint, keep Edit code

inline.
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10.
11.
12.
13.
14.
15.

Provide your code using the method required by the code entry type that you selected. If you are
using a blueprint, the function code is provided in the code editor, and you can customize it to include
your own evaluation logic. Your code can evaluate the event data that AWS Config provides when

it invokes your function:

« For functions that are based on the config-rule-change-triggered blueprint, or for functions that
are triggered by configuration changes, the event data is the Conf i gur at i onl t emobject for the
AWS resource that changed in configuration.

« For functions that are based on the config-rule-periodic blueprint, or for functions that are triggered
at a frequency that you choose, the event data is a JSON object that includes information about
when the evaluation was triggered.

» For both types of functions, AWS Config also passes rule parameters in JSON format. You can
define which rule parameters are passed when you create the custom rule in AWS Config.

For Handler, specify the handler for your function. If you are using a blueprint, keep the default value.
For Role, choose Create new role from template(s).

For Role name, type a name.

For Policy templates, choose AWS Config Rules permission.

On the Configure function page, choose Next.

On the Review page, verify the details about your function, and choose Create function.

Creating a Custom Rule in AWS Config

Use AWS Config to create a custom rule and associate the rule with a Lambda function.

To create a custom rule

NP
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Open the AWS Config console at https://console.aws.amazon.com/config/.

In the AWS Management Console menu, verify that the region selector is set to the same region in
which you created the AWS Lambda function for your custom rule.

On the Rules page, choose Add rule.

On the Add rule page, choose Add custom rule.

On the Configure rule page, type a name and description.

For AWS Lambda function ARN, specify the ARN that AWS Lambda assigned to your function.
Note
The ARN that you specify in this step must not include the SLATEST qualifier. You can
specify an ARN without a version qualifier or with any qualifier besides $SLATEST. AWS

Lambda supports function versioning, and each version is assigned an ARN with a qualifier.
AWS Lambda uses the $LATEST qualifier for the latest version.

For Trigger type, choose one or both of the following:

« Configuration changes — AWS Config invokes your Lambda function when it detects a
configuration change.

» Periodic — AWS Config invokes your Lambda function at the frequency that you choose (for
example, every 24 hours).

If the trigger types for your rule include Configuration changes, specify one of the following options
for Scope of changes with which AWS Config invokes your Lambda function:

* Resources —When a resource that matches the specified resource type, or the type plus identifier,
is created, changed, or deleted.
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10.

11.

e Tags — When a resource with the specified tag is created, changed, or deleted.
¢ All changes —When a resource recorded by AWS Config is created, changed, or deleted.

If the trigger types for your rule include Periodic, specify the Frequency with which AWS Config
invokes your Lambda function.

In the Rule parameters section, specify any rule parameters that your AWS Lambda function
evaluates and the desired value.

Choose Save. Your new rule displays on the Rules page.

Compliance will display Evaluating... until AWS Config receives evaluation results from your AWS
Lambda function. If the rule and the function are working as expected, a summary of results appears
after several minutes. You can update the results with the refresh button.

If the rule or function is not working as expected, you might see one of the following for Compliance:

* No results reported - AWS Config evaluated your resources against the rule. The rule did not
apply to the AWS resources in its scope, the specified resources were deleted, or the evaluation
results were deleted. To get evaluation results, update the rule, change its scope, or choose
Re-evaluate.

This message may also appear if the rule didn't report evaluation results.

* No resources in scope - AWS Config cannot evaluate your recorded AWS resources against
this rule because none of your resources are within the rule’s scope. You can choose which
resources AWS Config records on the Settings page.

¢ Evaluations failed - For information that can help you determine the problem, choose the rule
name to open its details page and see the error message.

Note

When you create a custom rule with the AWS Config console, the appropriate permissions are
automatically created for you. If you create a custom rule with the AWS CLI, you need to give
AWS Config permission to invoke your Lambda function. For more information, see Using
Resource-Based Policies for AWS Lambda (Lambda Function Policies) in the AWS Lambda
Developer Guide.

Evaluating Additional Resource Types

You can create custom rules to run evaluations for resource types not yet recorded by AWS Config. This
is useful if you want to evaluate compliance for additional resource types, such as Amazon S3 bucket
policies or Amazon SNS topics, that AWS Config doesn't currently record. For a list of additional resource
types that you can evaluate with custom rules, see AWS Resource Types Reference.

Example

1.

You want to evaluate the Amazon S3 bucket policies in your account. Amazon S3 bucket policy
resources are currently not recorded by AWS Config.

You create an AWS Lambda function that evaluates whether the Amazon S3 bucket policies comply
with your account requirements.

You create a custom rule named evaluate-bucket-policy and then assign your AWS Lambda function
to the rule.

AWS Config invokes your Lambda function and then evaluates the Amazon S3 bucket policies against
your rule.

AWS Config returns the evaluations and you can view the compliance results for the Amazon S3
bucket policies.
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Note

You can view the configuration details in the AWS Config timeline and look up resources in the
AWS Config console for resources that AWS Config supports. If you configured AWS Config to
record all resource types, newly supported resources will automatically be recorded. For more
information, see Supported Resources, Configuration Items, and Relationships (p. 6).

Example AWS Lambda Functions and Events for
AWS Config Rules

Each custom Config rule is associated with an AWS Lambda function, which is custom code that contains
the evaluation logic for the rule. When the trigger for a Config rule occurs (for example, when AWS Config
detects a configuration change), AWS Config invokes the rule's Lambda function by publishing an event,
which is a JSON object that provides the configuration data that the function evaluates.

For more information about functions and events in AWS Lambda, see Function and Event Sources in
the AWS Lambda Developer Guide.

Topics
« Example AWS Lambda Functions for AWS Config Rules (Node.js) (p. 36)
« Example Events for AWS Config Rules (p. 41)

Example AWS Lambda Functions for AWS Config Rules
(Node.js)

AWS Lambda executes functions in response to events that are published by AWS services. The function
for a custom Config rule receives an event that is published by AWS Config, and the function then uses
data that it receives from the event and that it retrieves from the AWS Config API to evaluate the compliance
of the rule. The operations in a function for a Config rule differ depending on whether it performs an
evaluation that is triggered by configuration changes or triggered periodically.

For information about common patterns within AWS Lambda functions, see Programming Model in the
AWS Lambda Developer Guide.

Example Function for Evaluations Triggered by Configuration Changes

AWS Config will invoke a function like the following example when it detects a configuration change for
a resource that is within a custom rule's scope.

If you use the AWS Config console to create a rule that is associated with a function like this example,
choose Configuration changes as the trigger type. If you use the AWS Config APl or AWS CLI to create
the rule, set the MessageType attribute to Conf i gur ati onl t enChangeNoti fi cati on.

This example evaluates an Amazon EC2 instance and checks whether its instance type matches a
specified value (for example, t2.micro).

var aws = require('aws-sdk'), // Loads the AWS SDK for JavaScript.
config = new aws. ConfigService(), // Constructs a service object to use the
aws. Confi gServi ce cl ass.
COVPLI ANCE_STATES = {
COVPLI ANT: ' COVPLI ANT' ,
NON_COVPLI ANT: ' NON_COMPLI ANT'
NOT_APPLI CABLE: ' NOT_APPLI CABLE'
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/'l Receives the event and context from AWS Lanbda. exports. handler = func
tion(event, context, callback) {
/'l Parses the invokingEvent and rul eParaneters val ues, which contain JSON
obj ects passed as strings.
var invokingEvent = JSON. parse(event.invoki ngEvent),
rul eParaneters = JSON. parse(event. rul eParaneters),
conpl i ance = COVPLI ANCE_STATES. NOT_APPLI| CABLE
put Eval uat i onsRequest ;

if (isApplicable(invokingEvent.configurationltem event)) ({
conpl i ance = eval uat eConpl i ance(i nvoki ngEvent. configurationltem rule
Par amet er s) ;

}

/1 Initializes the request that contains the evaluation results.
put Eval uati onsRequest = {
Eval uations: [
{
/1 Applies the evaluation result to the resource published in
the event.
Conpl i anceResour ceType: invoki ngEvent. configurationltemresource
Type,
Conpl i anceResour cel d: i nvoki ngEvent . confi gurationltemresourceld,

Conpl i anceType: conpli ance
Orderi ngTi mest anp: i nvoki ngEvent. confi gurati onltem configura
tionltenmCaptureTinme

}
1

Resul t Token: event.result Token

}s

/1 Sends the evaluation results to AW Config.
confi g. put Eval uati ons( put Eval uati onsRequest, function (err, data) {
if (err) {
cal | back(err, null)
} else {
i f(data. Fail edEval uations.length > 0) {
/1 Ends the function execution if any evaluation results are
not successfully reported.
cal | back(null, JSON. stringify(data));
} else {
cal | back(null, data);
}
}
1)
s

/'l Checks whether the resource has been deleted or is out of scope. If so, the
evaluation is reported as
/1 ' NOT_APPLI CABLE' . You can copy this function and use it in your own code
with little or no change
function isApplicabl e(configurationltem event) {
var status = configurationltem configurationltenttatus,
event Left Scope = event. event Left Scope;
return (status === 'K' || status === ' ResourceDi scovered') && eventLeft Scope
=== fal se;

}
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/1 Evaluates the resource and returns the conpliance value to the handler.
function eval uat eConpl i ance(configurationltem rul eParameters) {
/| Designates the resources as not applicable if it is not an EC2 instance.

if(configurationltemresourceType !=="'AWS:: EC2::Instance') {
return COVPLI ANCE_STATES. NOT_APPLI CABLE;
}
/1 Designates the resources as conpliant if it is an EC2 instance of the
desired type.
i f(configurationltemconfiguration.instanceType === rul eParaneters. desired
I nst anceType) {
return COWVPLI ANCE_STATES. COVPLI ANT;
}

return COVPLI ANCE_STATES. NON_COWVPLI ANT;

Function Operations
The function performs the following operations at runtime:

1. The function runs when AWS Lambda passes the event object to the handl er function. AWS Lambda
also passes acont ext object, which contains information and methods that the function can use while
it runs. In this example, the function accepts the optional cal | back parameter, which it uses to return
information to the caller.

2. The handler calls the i sAppl i cabl e function to determine whether the event should be evaluated.
If the function determines that the resource is deleted or outside of the rule's scope, it returns a
compliance value of NOT_APPLI CABLE, and the evaluation is skipped.

3. The handler calls the eval uat eConpl i ance function to get the compliance result. The handler passes
the confi gurati onl t emand r ul ePar anet er s objects that AWS Config published in the event.

In this example, the function tests whether the resource being evaluated is an EC2 instance. If the
resource is not an EC2 instance, the function returns a compliance value of NOT_APPL| CABLE.
Tip
Instead of writing code to test whether the resource is a certain type, you can constrain the
Config rule's scope to include only resources of that type. In the example function, it would
be unnecessary to test whether the resource is an EC2 instance if the rule's scope included
only the EC2 instance resource type.

The function tests whether the i nst anceType attribute in the configuration item is equal to the
desi r edl nst anceType parameter value. If the values are equal, the function returns COVPLI ANT,
and if the values are not equal, the function returns NON_COWVPLI| ANT.

4. The handler prepares to send the evaluation results to AWS Config by initializing the
put Eval uat i onsRequest object. This object includes the Eval uat i ons parameter, which identifies
the compliance result, the type, and the ID of the resource that was evaluated. You can use the
Eval uat i ons parameter to apply the result to any resource type that is supported by AWS Config.
The put Eval uat i onsRequest object also includes the result token from the event, which identifies
the rule and the event for AWS Config.

5. The handler sends the evaluation results to AWS Config by passing the object to the put Eval uati ons
method of the confi g client.
Example Function for Periodic Evaluations

AWS Config will invoke a function like the following example for periodic evaluations. Periodic evaluations
occur at the frequency that you specify when you define the rule in AWS Config.
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If you use the AWS Config console to create a rule that is associated with a function like this example,
choose Periodic as the trigger type. If you use the AWS Config APl or AWS CLI to create the rule, set
the MessageType attribute to Schedul edNot i fi cati on.

This example checks whether the total number of a specified resource exceeds a specified maximum.

var aws = require('aws-sdk'), // Loads the AWS SDK for JavaScri pt.
config = new aws. ConfigService(), // Constructs a service object to use the
aws. Confi gServi ce cl ass.
COWPLI ANCE_STATES = {
COVPLI ANT : ' COVPLI ANT' ,
NON_COMPLI ANT : * NON_COMPLI ANT'
NOT_APPLI CABLE : ' NOT_APPLI CABLE

}s

/! Receives the event and context from AWS Lanbda.
exports. handl er = function(event, context, callback) {
/| Parses the invokingEvent and rul eParaneters val ues, which contain JSON
obj ects passed as strings.
var invoki ngEvent = JSON. parse(event.invoki ngEvent),
rul eParanmeters = JSON. parse(event.rul eParaneters),
nof Resources = O;

if (isSchedul edNotification(invokingEvent)) {

count Resour ceTypes(rul ePar anet ers. appl i cabl eResourceType, "", noO
f Resources, function(err, count) ({
if (err === null) {

var put Eval uati onsRequest ;
/1 Initializes the request that contains the evaluation results.

put Eval uati onsRequest = {
Eval uations : [ {
/1 Applies the evaluation result to the AWS account
publ i shed in the event.
Conpl i anceResour ceType : ' AWS: ::: Account',
Conpl i anceResourceld : event.accountld,
Conpl i anceType : eval uat eConpl i ance(rul ePar anet er s. max
Count, count),
OrderingTi mestanp : new Date()
Pl
Resul t Token : event.result Token
H
/1 Sends the evaluation results to AW Config.
confi g. put Eval uati ons( put Eval uati onsRequest, function(err, data)

if (err) {
cal | back(err, null);
} else {
if (data.Fail edEvaluations.length > 0) {
/1 Ends the function execution if evaluation results
are not successfully reported
cal | back(JSON. stringify(data));

cal | back(null, data);

}
1)
} else {
cal | back(err, null);
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}
1)
} else {
consol e.l og("Invoked for a notification other than Schedul ed Notifica
tion... Ignoring.");

}
}s

/1 Checks whether the invoking event is Schedul edNotification.
function isSchedul edNoti fication(invokingEvent) {
return (invokingEvent. nessageType === ' Schedul edNotification');

}

/1 Checks whether the conpliance conditions for the rule are viol ated.
function eval uat eConpl i ance( maxCount, actual Count) ({
if (actual Count > maxCount) {
return COVPLI ANCE_STATES. NON_COWPLI ANT;
} else {
return COVPLI ANCE_STATES. COVPLI ANT;
}

}

/1 Counts the applicable resources that belong to the AWS account.
function count Resour ceTypes(appl i cabl eResour ceType, next Token, count, call back)

{
config.listDi scoveredResources({resourceType : applicabl eResourceType,
next Token : next Token}, function(err, data) {

if (err) {
cal | back(err, null);
} else {
count = count + data.resourceldentifiers.|ength;
i f (data.nextToken !== undefined && data.nextToken != null) {

count Resour ceTypes(appl i cabl eResour ceType, dat a. next Token,
count, call back);

cal | back(null, count);

}
1)

return count;

Function Operations
The function performs the following operations at runtime:

1. The function runs when AWS Lambda passes the event objectto the handl er function. AWS Lambda
also passes acont ext object, which contains information and methods that the function can use while
it runs. In this example, the function accepts the optional cal | back parameter, which it uses to return
information to the caller.

2. To count the resources of the specified type, the handler calls the count Resour ceTypes function,
and it passes the appl i cabl eResour ceType parameter that it received from the event. The
count Resour ceTypes function callsthe | i st Di scover edResour ces method of the conf i g client,
which returns a list of identifiers for the applicable resources. The function uses the length of this list
to determine the number of applicable resources, and it returns this count to the handler.

3. The handler prepares to send the evaluation results to AWS Config by initializing the
put Eval uat i onsRequest object. This object includes the Eval uat i ons parameter, which identifies
the compliance result and the AWS account that was published in the event. You can use the
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Eval uat i ons parameter to apply the result to any resource type that is supported by AWS Config.
The put Eval uat i onsRequest object also includes the result token from the event, which identifies
the rule and the event for AWS Config.

4. Within the put Eval uat i onsRequest object, the handler calls the eval uat eConpl i ance function.
This function tests whether the number of applicable resources exceeds the maximum assigned to the
maxCount parameter, which was provided by the event. If the number of resources exceeds the
maximum, the function returns NON_COWVPLI ANT. If the number of resources does not exceed the
maximum, the function returns COVPLI| ANT.

5. The handler sends the evaluation results to AWS Config by passing the object to the put Eval uati ons
method of the confi g client.

Example Events for AWS Config Rules

When the trigger for a Config rule occurs, AWS Config invokes the rule’'s AWS Lambda function by
publishing an event. Then AWS Lambda executes the function by passing the event to the function's
handler.

Example Event for Evaluations Triggered by Configuration Changes

When AWS Config detects a configuration change for a resource that is within a rule's scope, it publishes
an event similar to the following example:

{

"invoki ngEvent": "{\"configurationltem ":{\"configurationltenCapture
Tinme\":\"2016- 02- 17T01: 36: 34. 0432\ ",\ "awsAccount | d\":\1"012345678912\",\"config
urationltenBtatus\":\"OK\",\"resourceld\":\"i-

00000000\ ", \"ARN\ ":\"arn: aws: ec2: us-east-1:012345678912: i nst ance/ i -

00000000\ ", \ "awsRegi on\":\"us-east-1\",\"avail abil i tyZone\":\"us- east -
la\",\"resourceType\":\"AWS: : EC2: : I nstance\",\"tags\":{\"Foo\":\"Bar\"},\"rel a
tionships\":[{\"resourceld\":\"eipal |l oc-00000000\",\"resource

Type\":\"AWS: : EC2: : EIP\",\"nane\":\"Is attached to Elasticlp\"}],\"configura
tion\":{\"foo\":\"bar\"}},\"nmessageType\":\" ConfigurationltenChangeNotifica

tion\"}",
"rul eParaneters": "{\"nmyParaneterKey\":\"nyParaneterValue\"}",
"resul t Token": "nyResul t Token",
"event Left Scope": fal se,
"executionRol eArn": "arn:aws:iam:012345678912:rol e/ config-role",

"configRul eArn": "arn:aws:config:us-east-1:012345678912: confi g-rul e/ confi g-
rul e-0123456",

"confi gRul eNane": "change-triggered-config-rule",

"configRuleld": "config-rule-0123456",

"accountld": "012345678912",

"version": "1.0"

Example Event for Evaluations Triggered by Periodic Frequency

When AWS Config evaluates your resources on a frequency that you specify. AWS Config publishes an
event similar to the following example:

{

"invoki ngEvent": "{\"awsAccount|d\":\"012345678912\",\"notificationCreation
Time\":\"2016-07-13T21: 50: 00. 3732\ ", \ "nmessageType\ ":\ " Schedul edNoti fica
tion\",\"recordVersion\":\"1.0\"}",
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"rul eParaneters": "{\"nmyParaneterKey\":\"nyParaneterVal ue\"}",
"resul t Token": "nyResul t Token",

"event Left Scope": fal se,

"executionRol eArn": "arn:aws:iam:012345678912:rol e/ config-role",

"configRul eArn": "arn:aws:config:us-east-1:012345678912: confi g-rul e/ confi g-
rul e-0123456",

"confi gRul eNane": "periodic-config-rule",

"configRuleld": "config-rule-0123456",

"accountld": "012345678912",

"version": "1.0"

Event Attributes

The JSON object for an AWS Config event contains the following attributes:

i nvoki ngEvent
If the event is published in response to a resource configuration change, the value for this attribute
is a string that contains a JSON configuration item. The configuration item represents the state of
the resource at the moment that AWS Config detected the change. For an example of a configuration
item, see the output produced by the get - r esour ce- confi g- hi st ory AWS CLI command in
View Configuration History (p. 57).

If the event is published for a periodic evaluation, the value is a string that contains a JSON object.
The object includes information about the evaluation that was triggered.

For each type of event, a function must parse the string with a JSON parser to be able to evaluate
its contents, as shown in the following Node.js example:

var invokingEvent = JSON. parse(event.invoki ngEvent);

rul eParaneters
Key/value pairs that the function processes as part of its evaluation logic. You define parameters
when you use the AWS Config console to create a custom rule. You can also define parameters with
the | nput Par anet er s attribute in the Put Conf i gRul e AWS Config API request or the
put - confi g-rul e AWS CLI command.

The JSON code for the parameters is contained within a string, so a function must parse the string
with a JSON parser to be able to evaluate its contents, as shown in the following Node.js example:

var rul eParameters = JSON. parse(event.rul eParaneters);

resul t Token
A token that the function must pass to AWS Config with the Put Eval uat i ons call.

event Lef t Scope
A Boolean value that indicates whether the AWS resource to be evaluated has been removed from
the rule's scope. If the value is t r ue, the function indicates that the evaluation can be ignored by
passing NOT_APPLI CABLE as the value for the Conpl i anceType attribute in the Put Eval uat i ons
call.

execut i onRol eArn
The ARN of the IAM role that is assigned to AWS Config.

confi gRul eArn
The ARN that AWS Config assigned to the rule.
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confi gRul eNane
The name that you assigned to the rule that caused AWS Config to publish the event and invoke the
function.

configRuleld
The ID that AWS Config assigned to the rule.

accountld
The ID of the AWS account that owns the rule.

versi on
A version number assigned by AWS. The version will increment if AWS adds attributes to AWS Config
events. If a function requires an attribute that is only in events that match or exceed a specific version,
then that function can check the value of this attribute.

The current version for AWS Config events is 1.0.

Manually Evaluate your Resources

You can use AWS Config to manually evaluate your resources against your AWS Config rules or to delete
evaluation results.

Contents
¢ Evaluating your Resources (p. 43)
¢ Deleting Evaluation Results (p. 44)

Evaluating your Resources

When you create custom rules or use managed rules, AWS Config evaluates your resources against
those rules. You can run on-demand evaluations for resources against your rules. For example, this is
helpful when you create a custom rule and want to verify that AWS Config is correctly evaluating your
resources or to identify if there is an issue with the evaluation logic of your AWS Lambda function.

Example

1. You create a custom rule that evaluates whether your IAM users have active access keys.
2.  AWS Config evaluates the resources against your custom rule.

3. AnlAM user who doesn't have an active access key exists in your account. Your rule doesn't correctly
flag this resource as noncompliant.

4. You fix the rule and start the evaluation again.

5. Because you fixed your rule, the rule correctly evaluates your resources, and flags the IAM user
resource as noncompliant.

To manually evaluate your resources (console)

1. Signinto the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.

2. Inthe AWS Management Console menu, verify that the region selector is set to a region that supports
AWS Config rules. For the list of supported regions, see AWS Config Regions and Endpoints in the
Amazon Web Services General Reference.

3. Inthe navigation pane, choose Rules. The Rules page shows your rules and the compliance status
for each.

4. Choose a rule from the list.
5. Inthe Re-evaluate rule section, choose Re-evaluate.
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AWS Config starts evaluating the resources against your rule.

Note

You can re-evaluate a rule once per minute. You must wait for AWS Config to complete the
evaluation for your rule before you start another evaluation. You can't run an evaluation if at the
same time the rule is being updated or if the rule is being deleted.

To manually evaluate your resources (AWS CLI)

Use the start-config-rules-evaluation command.

$ aws configservice start-config-rul es-eval uation --config-rul e-nanes Confi
gRul eNane

AWS Config starts evaluating the recorded resource configurations against your rule.

You can also specify multiple rules in your request.

aws configservice start-config-rul es-eval uation --config-rul e-names Confi
gRul eNanel Confi gRul eNane2 Confi gRul eNanme3

To manually evaluate your resources (AWS Config API)

Use the StartConfigRulesEvaluation action.

Deleting Evaluation Results

After AWS Config evaluates your rule, you can see the evaluation results on the Rules page or the Rules
details page for the rule. If the evaluation results are incorrect or if you want to evaluate again, you can

delete the current evaluation results for the rule. For example, if your rule was incorrectly evaluating your
resources or you recently deleted resources from your account, you can delete the evaluation results and
then run a new evaluation.

To manually delete evaluation results (console)

1.

Sign in to the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.

In the AWS Management Console menu, verify that the region selector is set to a region that supports
AWS Config rules. For the list of supported regions, see AWS Config Regions and Endpoints in the
Amazon Web Services General Reference.

In the navigation pane, choose Rules. The Rules page shows your rules and the compliance status.
Choose a rule from the list.

In the Delete evaluation results section, choose Delete results. AWS Config deletes the evaluation
results for this rule.

When prompted, choose Delete. Deleted evaluations can't be retrieved.
After the evaluation results are deleted, you can manually start a new evaluation.

To manually delete evaluation results (AWS CLI)

Use the delete-evaluation-results command:
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$ aws configservice del ete-eval uation-results --config-rul e-name ConfigRul e
Nanme

AWS Config deletes the evaluation results for the rule.

To manually delete evaluation results (AWS Config API)

D Use the DeleteEvaluationResults action.

Viewing Configuration Compliance with AWS
Config

You can use the AWS Config console, AWS CLI, or AWS Config API to view the compliance state of your
rules and resources.

To view compliance (console)

1. Signin to the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.

2. Inthe AWS Management Console menu, verify that the region selector is set to a region that supports
AWS Config rules. For the list of supported regions, see AWS Config Regions and Endpoints in the
Amazon Web Services General Reference.

3. Inthe navigation pane, choose Rules. The console shows the Rules page, which lists your rules
and the compliance status of each.

4. Choose arule to view its Rule details page. This page shows the rule's configuration, its status, and
any AWS resources that do not comply with it.

If the Rule details shows any noncompliant resources, choose the Config timeline icon (('G) for
a resource to see its configuration timeline page. The page shows the configuration settings that
AWS Config captured when it detected that the resource was noncompliant. This information can
help you determine why the resource fails to comply with the rule. For more information, see Viewing
Configuration Details in the AWS Config Console (p. 54).

You can also view the compliance of your resources by looking them up on the Resource inventory
page. For more information, see Looking Up Resources That Are Discovered by AWS Config (p. 52).
To view compliance (AWS CLI)

To view compliance, use any of the following CLI commands:

« To see the compliance state of each of your rules, use the descr i be- conpl i ance- by-config-rul e
command, as shown in the following example:

$ aws configservice describe-conpliance-by-config-rule
{
" Conpl i anceByConfi gRul es": [
{
"Conmpl i ance": {
" Conpl i anceCont ri but or Count": {
" CappedCount": 2,
"CapExceeded": fal se
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I
"Conpl i anceType": "NON_COWPLI ANT"
I
"Confi gRul eNane": "instances-in-vpc"
I
{
"Conmpliance": {
"Conpl i anceType": "COVPLI ANT"
I
"Confi gRul eNane": "restricted-common-ports"
I

For each rule that has a compliance type of NON_COMPLI ANT, AWS Config returns the number of
noncompliant resources for the CappedCount parameter.

« To see the compliance state of each resource that AWS Config evaluates for a specific rule, use the
get - conpl i ance-det ai | s- by-confi g-rul e command, as shown in the following example:

$ aws configservice get-conpliance-details-by-config-rule --config-rule-nane
Confi gRul eNanme{
"Eval uati onResul ts": [
{
"Eval uati onResul tldentifier": {
"OrderingTi mestanp": 1443610576. 349,
"Eval uati onResul tQualifier": {
"Resour ceType": "AWS:: EC2:: 1 nstance",
"Resourceld": "i-nnnnnnnn",
"Confi gRul eNane": " Confi gRul eNane"
}
b
"Resul t Recor dedTi me": 1443751424. 969,
"Confi gRul el nvokedTi ne": 1443751421. 208,
"Conpl i anceType": "COVPLI ANT"

"Eval uati onResul tldentifier": {
"OrderingTi mestanp": 1443610576. 349,
"Eval uati onResul tQualifier": {
"Resour ceType": "AWS:: EC2:: 1 nstance",
"Resourceld": "i-nnnnnnnn",
" Confi gRul eNanme": " Confi gRul eName"
}
b
"Resul t Recor dedTi me": 1443751425. 083,

"Confi gRul el nvokedTi ne": 1443751421. 301,
"Conpl i anceType": "NON_COWPLI ANT"

¢ To see the compliance state for each AWS resource of a specific type, use the
descri be- conpl i ance- by-r esour ce command, as shown in the following example:

$ aws configservice describe-conpliance-by-resource --resource-type
AWE: : EC2: : I nst ance

{
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"Conpl i anceByResources": |
{
"Resour ceType": "AWS: : EC2:: 1 nstance",
"Resourcel d": "i-nnnnnnnn",
"Conmpl i ance": {
" Conpl i anceCont ri but or Count": {
" CappedCount": 1,
"CapExceeded": fal se
b
"Conpl i anceType": "NON_COWPLI ANT"
}
b
{
"Resour ceType": "AWS: : EC2:: 1 nstance",
"Resourcel d": "i-nnnnnnnn",
"Conpl i ance": ({
"Conpl i anceType": "COVPLI ANT"
}
b

¢ To see the compliance details of an individual AWS resource, use the
get - conpl i ance- det ai | s- by-resour ce command.

$ aws configservice get-conpliance-details-by-resource --resource-type
AWS: : EC2: : I nstance --resource-id i-nnnnnnnn
{
"Eval uati onResul ts": [
{
"Eval uati onResul tldentifier": {
"OrderingTi nestanp": 1443610576. 349,
"Eval uati onResul tQualifier": {
"Resour ceType": "AWS:: EC2:: 1 nstance",
"Resourceld": "i-nnnnnnnn",
"Confi gRul eNane": "instances-in-vpc"
}
b
"Resul t RecordedTi me": 1443751425. 083,
"Confi gRul el nvokedTi ne": 1443751421. 301,
"Conpl i anceType": "NON_COVPLI ANT"
}
]
}

To view compliance (AWS Config API)
To view compliance, use any of the following API actions:

¢ To see the compliance state of each of your rules, use the Descri beConpl i anceByConfi gRul e
action.

¢ To see the compliance state of each resource that AWS Config evaluates for a specific rule, use the
Get Conpl i anceDet ai | sByConfi gRul e action.

¢ To see the compliance state for each AWS resource of a specific type, use the
Descri beConpl i anceByResour ce action.
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¢ To see the compliance details of an individual AWS resource, use the

Get Conpl i anceDet ai | sByResour ce action. The details include which AWS Config rules evaluated
the resource, when each rule last evaluated it, and whether the resource complies with each rule.

Managing Your AWS Config Rules

You can use the AWS Config console, AWS CLI, and AWS Config API to view, update, and delete your
AWS Config rules.

Viewing Your Rules

As your rules grow in number, it can be helpful to see a list of the rules associated with your account.

To view your rules (console)

1.

Sign in to the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.
In the AWS Management Console menu, verify that the region selector is set to a region that supports

AWS Config rules. For the list of supported regions, see AWS Config Regions and Endpoints in the
Amazon Web Services General Reference.

In the navigation pane, choose Rules. The Rules page shows your rules and the compliance status
for each. You can choose a rule to view its details.

To view your rules (AWS CLI)

Use the descri be-confi g-rul es command:

$ aws configservice describe-config-rules

AWS Config returns the details for all of your rules.

To view your rules (AWS Config API)

Use the Descri beConf i gRul es action.

Updating a Rule

Occasionally you may need to change how a rule works, for example, to broaden or narrow its scope.

To update a rule (console)

1.

Sign in to the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.

In the AWS Management Console menu, verify that the region selector is set to a region that supports
AWS Config rules. For the list of supported regions, see AWS Config Regions and Endpoints in the
Amazon Web Services General Reference.

In the navigation pane, choose Rules.

]
Choose the Edit rule icon (J’ ) for the rule that you want to update.
Modify the settings on the Config rule page to change your rule as needed.
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6.

Choose Save.

To update a rule (AWS CLI)

1.

Use the put - confi g- r ul e command with the - - gener at e- cl i - skel et on parameter to create
a local JSON file that has the parameters for your rule:

$ aws configservice put-config-rule --generate-cli-skeleton > putConfi
gRul e.j son

Open the JSON file in a text editor and remove any parameters that don't need updating, with the
following exceptions:

« You must include at least one of the following parameters to identify the rule:

Confi gRul eNane, Confi gRul eAr n, or Confi gRul el d.
« If you are updating a custom rule, you must include the Sour ce object and its parameters.

Fill in the values for the parameters that remain. If you need to reference the details of your rule, you
can use the describe-config-rules command.

For example, the following JSON code updates the resource types that are in the scope of a custom
rule:

{
"ConfigRule": {
"Confi gRul eNane": " ConfigRul eNane",
"Scope": {
"Conpl i anceResour ceTypes": [
"AWS: : EC2: : | nst ance”,
"AWB: : EC2: : Vol une",
" AW : EC2: : VPC'
]
}
"Source": {
"Onner": "CUSTOM LAMBDA',
"Sourceldentifier": "arn:aws:|anbda: us- east-1: 123456789012: f uncti on: Con
fi gRul eNange",
"SourceDetail s": |
{
"Event Source": "aws.config",
"MessageType": "ConfigurationltenChangeNotification”

Use the put - conf i g- r ul e command with the - - cl i - i nput - j son parameter to pass your JSON
configuration to AWS Config:

$ aws configservice put-config-rule --cli-input-json file://putConfigRule.json
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5.

To verify that you successfully updated your rule, use the describe-config-rules command to view
the rule's configuration:

$ aws configservice describe-config-rules --config-rul e-name Confi gRul eNane
{
"ConfigRules": [
{

"ConfigRul eState": "ACTIVE",

"Confi gRul eNane": " ConfigRul eNane",

"ConfigRul eArn": "arn:aws:config: us-east-1:123456789012: confi g-
rul e/ config-rul e-nnnnnn",

"Source": {
"Omner": "CUSTOM LAVBDA",
"Sourceldentifier": "arn:aws:| anbda: us- east -

1: 123456789012: f uncti on: Conf i gRul eNane",
"SourceDetail s": [
{
"Event Source": "aws.config",
"MessageType": "ConfigurationltenChangeNotification"

]
}
"Scope": {
"Conpl i anceResour ceTypes": [
"AWG: : EC2: : | nst ance",
" AWS: : EC2: : Vol une",
"AWE: . EC2: : VPC'
]
}

nfigRul el d": "config-rul e-nnnnnn"

To update a rule (AWS Config API)

Use the Put Conf i gRul e action.

Deleting a Rule

In time, some of your rules will become obsolete. When that happens, you can simply remove them.

To delete a rule (console)

1.

Sign in to the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.

In the AWS Management Console menu, verify that the region selector is set to a region that supports
AWS Config rules. For the list of supported regions, see AWS Config Regions and Endpoints in the
Amazon Web Services General Reference.

In the navigation pane, choose Rules.

»
Choose the Edit rule icon (J’ ) for the rule that you want to delete.
On the Configure rule page, choose Delete rule.
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6. When prompted, choose Delete.

To delete a rule (AWS CLI)

¢ Usethedel et e-confi g-rul e command as shown in the following example:

$ aws configservice delete-config-rule --config-rul e-name Confi gRul eNane

To delete a rule (AWS Config API)

e Usethe Del et eConfi gRul e action.

Deleting Evaluation Results

If a rule is creating invalid evaluation results, you might want to delete these results before you fix the
rule and run a new evaluation. For more information, see Deleting Evaluation Results (p. 44).
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Viewing AWS Resource
Configurations and History

You can view all of the resources that AWS Config is recording in your account, the configuration changes
that took place for a resource over a specified time period, and the relationships of the selected resource
with all the related resources. You can follow the steps using either the AWS Config console or the AWS
CLI.

Topics
¢ Looking Up Resources That Are Discovered by AWS Config (p. 52)
¢ Viewing Configuration Details in the AWS Config Console (p. 54)
¢ View Configuration Details Using the CLI (p. 57)
¢ Monitoring AWS Config Resource Changes by Email (p. 59)
¢ Example Amazon SNS Notification and Email from AWS Config (p. 60)
¢ Example Configuration Snapshot from AWS Config (p. 65)
¢ Example Amazon EBS Configuration History from AWS Config (p. 70)

Looking Up Resources That Are Discovered by
AWS Config

You can use the AWS Config console, AWS CLI, and AWS Config API to look up the resources that AWS
Config has taken an inventory of, or discovered, including deleted resources and resources that AWS
Config is not currently recording. AWS Config discovers supported resource types only. For more
information, see Supported AWS Resource Types (p. 6).

Looking Up Resources (AWS Config Console)

You can use resource types or tag information to look up resources in the AWS Config console.

To look up resources

1. Signin to the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.
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2. Onthe Resource inventory page, specify the search options for the resources that you want to look
up:
¢ Choose Resources and then choose one or more resource types in the list. This list includes

resource types that AWS Config supports. To narrow results, type a resource ID or, if applicable,
a resource name in the next box. You can also choose Include deleted resources.

« Choose Tag and type a tag key that is applied to your resources, such as Cost Cent er . To narrow
results, type a tag value in the next box.

3. After you specify the search options, choose Look up.

4. AWS Config lists the resources that match your search options. You can see the following information
about the resources:

* Resource identifier — The resource identifier might be a resource ID or a resource name, if
applicable. Choose the resource identifier link to view that resource in the console for that service.
For example, choosing the resource identifier for an EC2 instance takes you to the Amazon EC2
console.

« Compliance — The status of the resource that AWS Config evaluated against your rule.
Config timeline — The Config timeline «© displays the history of configuration details for the

resource. Choose the icon to view the details page for that resource. For more information, see
Viewing Configuration Details in the AWS Config Console (p. 54).

Looking Up Resources (AWS CLI)

You can use the AWS CLI to list resources that AWS Config has discovered.

To look up resources (AWS CLI)

¢ Use the aws configservice | i st -di scover ed-resour ces command:

$ aws configservice |ist-discovered-resources --resource-type
"AWS: : EC2: : | nst ance”
{
"resourceldentifiers": [
{
"resourceType": "AWS:: EC2::1nstance",
"resourceld": "i-nnnnnnnn"
}
]
}

To view the configuration details of a resource that is listed in the response, use the
get - resour ce-confi g- hi st ory command, and specify the resource type and ID. For an example of
this command and the response from AWS Config, see View Configuration History (p. 57).

Looking up Resources (AWS Config API)

You specify a resource type, and AWS Config returns a list of resource identifiers for resources of that
type. For more information, see Resour cel dent i fi er in the AWS Config API Reference.
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To look up resources (AWS Config API)

. Use the Li st Di scover edResour ces action.

To get the configuration details of a resource that is listed in the response, use the
Get Resour ceConf i gHi st ory action, and specify the resource type and ID.

Viewing Configuration Details in the AWS Config
Console

When you look up resources on the Resource inventory page, you can choose the Config timeline «©
to view the resource's details page. The details page provides information about the configuration,
relationships, and number of changes made to that resource.

The blocks at the top of the page are collectively called the timeline. The timeline shows the date and the
time that the recording was made.
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Elastic Load Balancing Application Load Balancer
on August 28, 2016 6:55:49 PM Pacific Standard Time (UTC-07:00)

2
th th th
28 August 2016 28 August 2016 28 August 2016
6:25:50 PM 5:403 PM 6:55:48 PM
Event Changes @ Event ChangesoEvent

=) [

» Configuration Details

» Relationships o

» Changes o

+ CloudTrail events o

Event time User name Event name

August 28, 2016 at 6:49:25 PM John Doe SetSecurityGroups

Details page features

N

(o2 €2 I - OV ]

. Click to scroll the timeline to an earlier point in the resource's configuration history.
. Click a timeline block to select that time period. The descriptions in the Configuration Details,

Relationships, and Changes sections comprise the configuration item of the selected resource at the
selected time period.

. Shows the latest configuration change.

. Click to return the timeline to the current time.

. Click to view a configuration item by specifying a date (and, if needed, time) and then choose Apply.
. Click to navigate to the Changes section. The number that follows Changes is the number of

configuration changes that occurred for the resource between the selected time period and the previous
block.
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7.

Click to navigate to the CloudTrail events section. The number that follows Events is the number of

API events that occurred for the resource between the selected time period and the previous block.
You can see the API events that AWS CloudTrail logged for the last 7 days. CloudTrail events that

occurred prior to the last 7 days can't be viewed in the timeline.

For more information, see Viewing Events with CloudTrail API Activity History in the AWS CloudTrall
User Guide.

Note
CloudTrail events may not be available for the following reasons:

« Verify that you have sufficient read permissions for CloudTrail. For more information, see
Example read-only permission (p. 93).

e There is a service issue and CloudTrail events can't be displayed at this time. Try refreshing
the page.

¢ You don't have a CloudTrail trail in this region or your trail is not enabled for logging. For more
information, see Creating a Trail for the First Time in the AWS CloudTrail User Guide.

To view information about the selected resource

1.

Use the arrows at either end of the timeline to view the timeline blocks for configuration items that
were recorded in other time periods.

Choose Configuration Details to view the description of the selected resource.

Choose Relationships to see a list of supported resources in the account that are related to the
selected resource. If the Relationships section doesn't expand, the selected resource was not related
to another resource that was in your account during the selected time period.

For more information, see Resource Relationship (p. 3).

If changes are indicated for the selected time period, choose Changes to view the configuration
changes made to the resource. The Changes section also lists the relationship changes that occurred
as a result of configuration changes.

Choose CloudTrail events to view information about API calls that involve the resource, such as
the event time, the user name, and the event name. For example, if AWS Config is recording IAM
resource types, and an IAM role is updated, you can view the event to see the Updat eRol e in the
Event name column.

¢ Inthe View event column, you can also choose the CloudTrail link to view more information
about the event in the CloudTrail console. You must create a trail and enable logging for
CloudTrail to view the events in the AWS Config timeline.

(Optional) Choose View Details to view the configuration information in text or JSON format. Click
the arrows in the details window to see additional details.

For more information about the entries in the details window, see Components of a Configuration
Item (p. 7).

(Optional) Choose Manage resources to go to the console for the selected resource. If you make
a change to the resource, go back to the AWS Config console and choose Now to see the changes.
It can take up to 10 minutes to refresh the details page for the resource.

The console also provides details pages for supported resources that you do not include in the list
of resources that AWS Config records. The information that is provided on these details pages is
limited, and ongoing configuration changes are not shown.
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View Configuration Details Using the CLI

The configuration items that AWS Config records are delivered to the specified delivery channel on
demand as a configuration snapshot and as a configuration stream. AWS Config also delivers configuration
items at regular intervals to the specified delivery channel as configuration history.

You can use the AWS CLI to view the history of configuration items for each resource and to deliver and
view a configuration snapshot.

Topics
¢ View Configuration History (p. 57)
¢ Deliver Configuration Snapshot (p. 58)

View Configuration History

You can use the AWS CLI to view the history of a resource's various configurations. Use the
get -resour ce-confi g- hi st ory command and specify the resource type and the resource ID; for
example:

$ aws configservice get-resource-config-history --resource-type AWS: : EC2: : Secur
ityGroup --resource-id sg-6fbb3807
{
"configurationltens": |
{
"configurationltenCaptureTi ne": 1414708529. 9219999,
"rel ationships": [

{
"resourceType": "AWS: : EC2::Instance",
"resourceld": "i-7a3b232a",
"rel ati onshi pName": "Is associated with |Instance"
1
{
"resourceType": "AWS: : EC2::Instance",
"resourceld": "i-8b6eb2ab",
"rel ati onshi pName": "Is associated with |Instance"
1
{
"resourceType": "AWS: : EC2::Instance",
"resourceld": "i-c478efe5",
"rel ati onshi pName": "Is associated with Instance"
1
{
"resourceType": "AWS: : EC2::Instance",
"resourceld": "i-edcbe38d",
"rel ati onshi pName": "Is associated with |Instance"
}

1,
"avail abilityZone": "Not Applicable",

"tags": {}.

"resourceType": "AWS:: EC2:: SecurityG oup",

"resourcel d": "sg-6fbb3807",

"configurationStateld": "1",

"rel atedEvents": [],
"arn": "arn:aws:ec2: us-east-1:012345678912: security-group/default",
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"version": "1.0",
"configurationltemvD5Hash": "860aa81fc3869e186b2ee00bc638a0la”,
"configuration": "{\"ownerld\":\"605053316265\",\"groupNane\":\"de
faul t\",\"groupld\":\"sg-6f bb3807\",\"description\":\"default group\",\"ipPer
m ssions\":[{\"ipProtocol\":\"tcp\",\"fronPort\":80,\"toPort\":80,\"userl| dG oup
Pairs\":[{\"userld\":\"amazon-el b\",\"groupNane\":\"anmazon-el b-sg\",\"grou
pldi":\"sg-843f59ed\"}],\"i pRanges\":[\"0.0.0.0/0\"]},{\"ipPro
tocol\":\"tcp\",\"fronmPort\":0,\"toPort\": 65535, \"user| dG oup
Pai rs\":[{\"userld\":\"605053316265\",\"groupNanme\":\"defaul t\",\"groupld\":\"sg-
6f bb3807\"}],\"i pRanges\":[]},{\"ipProtocol\":\"udp\",\"fronPort\":0,\"to
Port\": 65535, \ "user| dG oupPairs\":[{\"userld\":\"605053316265\",\"group
Narme\":\"defaul t\",\"groupl d\":\"sg-6fbb3807\"}],\"i pRanges\":[]},{\"ipPro
tocol\":\"icnp\" ,\"fronPort\":-1,\"toPort\":-1,\"userl dG oup
Pai rs\":[{\"userld\":\"605053316265\",\"groupNanme\":\"defaul t\",\"groupld\":\"sg-
6f bb3807\"}],\"i pRanges\":[]},{\"ipProtocol\":\"tcp\",\"fronPort\":1433,\"to
Port\":1433,\"userl dGoupPairs\":[],\"i pRanges\":[\"0.0.0.0/0\"]},{\"ipPro
tocol\":\"tcp\",\"fronmPort\":3389,\"toPort\":3389,\"userl dG oup
Pairs\":[],\"i pRanges\":[\"207.171.160.0/19\"]}],\"i pPerm ssi onsEgress\":[],\"vp
cld\":null,\"tags\":[]}",
"configurationltenStatus": "ResourceD scovered",
"account|d": "605053316265"
}
]

"next Token":

For detailed explanation of the response fields, see Components of a Configuration Item (p. 7) and
Supported Resource Relationships (p. 9).

Deliver Configuration Snapshot

AWS Config delivers configuration items of the AWS resources that AWS Config is recording to the
Amazon S3 bucket that you specified when you configured your delivery channel.

To deliver configuration snapshot

¢ Usethedeliver-config-snapshot command by specifying the name assigned by AWS Config
when you configured your delivery channel; for example:

$ aws configservice deliver-config-snapshot --delivery-channel -nanme default

{
}

"configSnapshot|d": "94ccff53-83be-42d9-996f - b4624b3cla55"

The next step is to verify that configuration snapshot was delivered successfully to the delivery channel.

To verify delivery status

e Usethedescribe-delivery-channel - st at us command to verify that the AWS Config has
started delivering the configurations to the specified delivery channel; for example:

$ aws configservice describe-delivery-channel -status

{
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"Del i veryChannel sStatus": [
{

"configStreanDeliverylnfo": {
"| ast St at usChangeTi ne": 1415138614. 125,
"l ast St atus": " SUCCESS"

b,

"configHi storyDeliverylnfo": {
"| ast Successful Ti me": 1415148744. 267,
"l ast Status": "SUCCESS",
"last Attenpt Ti me": 1415148744. 267

b,

"configSnapshotDel i veryl nfo": {
"l ast Successful Time": 1415333113. 4159999,
"l ast Status": "SUCCESS",
"last Attenpt Ti me": 1415333113. 4159999

b,

"nanme": "default"

}
]
}

The response lists the status of all the three delivery formats that AWS Config uses to deliver
configurations to your bucket and topic.

Take a look at the | ast Successf ul Ti ne field in confi gSnapshot Del i veryl nf 0. The time
should match the time you last requested the delivery of the configuration snapshot.

Note
AWS Config uses the UTC format (GMT-08:00) to record the time.

To view the configuration snapshot in your Amazon S3 bucket

1. Signin to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

2. Inthe Amazon S3 console All Buckets list, click the name of your Amazon S3 bucket.

3. Click through the nested folders in your bucket until you see the Conf i gSnapshot object with a
snapshot ID that matches with the ID returned by the command. Download and open the object to
view the configuration snapshot.

The S3 bucket also contains an empty file named Confi gWi t abi | i t yCheckFi | e. AWS Config
creates this file to verify that the service can successfully write to the S3 bucket.

Monitoring AWS Config Resource Changes by
Email

If you have set up AWS Config to stream configuration changes and notifications to an Amazon SNS
topic, you can monitor those changes by email. These emails can include configuration history or snapshot
information as well as change notifications. You can also set up email filters based on the subject line or
message body to look for specific changes.
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To monitor resource changes by email

1. If you haven't done so already, set up AWS Config to deliver notifications to an Amazon SNS topic.
For more information, see Set Up AWS Config Using the Console (p. 16) or Set Up AWS Config
Using the AWS CLI (p. 18).

2. Open the Amazon SNS console at https://console.aws.amazon.com/sns/.

3. Inthe navigation pane of the Amazon SNS console, click Topics.

4. On the Topics page, open the Amazon SNS topic you specified when you set up AWS Config by
clicking its name in the ARN column.

5. On the Topic Details page, under Subscriptions, click Create subscription.

6. Inthe Create subscription dialog box, for Protocol, select Email.

7. For Endpoint, type the email address where you want the notifications sent.

8. Click Create subscription.

In a few moments, check your email for an email confirmation. In the meantime, the console displays
PendingConfirmation in the Subscription ID column.

9. Open the email from "AWS Notifications" and click Confirm subscription.
Tip
If you want to monitor specific resources or other important changes, you can set up email
filters in your email application.

Example Amazon SNS Notification and Email
from AWS Config

AWS Config uses Amazon SNS to deliver natifications to subscription endpoints. These notifications
provide the delivery status for configuration snapshots and configuration histories, and they provide each
configuration item that AWS Config creates when the configurations of recorded AWS resources change.
If you choose to have these notifications sent by email, you can use filters in your email client application
based on the subject line and message body of the email.

The following is an example of the payload of an Amazon SNS notification that is generated when AWS
Config detects that the Amazon Elastic Block Store volume vol-ce676ccc is attached to the instance with
the ID i-344c463d.

"Type": "Notification",
"Messagel d": "8b945ch0- db34-5b72- b032- 1724878af 488",
"Topi CArn": "arn:aws:sns: us-west-2:12345678910: exanpl e",
"Message": {
"MessageVersion": "1.0",
"NotificationCreateTine": "2014-03-18T10: 11: 00Z",
"messageType": "ConfigurationltenChangeNotification",
"configurationltens": |

{
"configurationltenVersion": "1.0",
"configurationltenCaptureTine": "2014-03-07T23:47:08.918Z2",
"arn": "arn:aws: us-west-2b: 123456789012: vol une/ vol -ce676ccc",
"resourceld": "vol -ce676ccc”,

"account|d": "12345678910",
"configurationStatel D': "3e660f df - 4e34- 4f 32- af eb- Oace5bf 3d63a",
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"configuationltenttatus": "OK",
"rel atedEvents": [
"06c12a39- eb35- 11de- ae07- adb69edbbled”,
"c376e30d- 71a2- 4694- 89b7- a5a04ad92281"
I,
"availibilityZone": "us-west-2b",
"resourceType": "AWS: : EC2:: VOLUMVE',
"resourceCreationTinme": "2014-02-27T21:43:53.885Z2",

"tags": {},
"rel ationships": [
{
"resourceld": "i-344c463d",
"resourceType": "AWS: : EC2:: | NSTANCE",
"nane": "Attached to | nstance"
}
I,
"configuration": {
"vol unel d": "vol -ce676ccc”,
"size": 1,
"snapshotId": "",
"avail abilityZone": "us-west-2b",
"state": "in-use",

"createTime": "2014-02-27T21: 43:53. 0885+0000",
"attachments": [

{
"vol unel d": "vol -ce676ccc”,
"instancel d": "i-344c463d",
"device": "/dev/sdf",
"state": "attached",
"attachTine": "2014-03-07T23: 46: 28. 0000+0000",
"del eteOnTerm nation": false
}
I,
"tags": [],
"vol uneType": "standard"

}

1,

"configurationltenDi ff": {
"changeType": " UPDATE",
"changedProperties": {

"Configuration. State": {

"previ ousVal ue": "avail abl e",
"updat edVval ue": "in-use",
"changeType": " UPDATE"
}s
"Configuration. Attachments. 0": {
"updat edVal ue": {
"Vol unel d": "vol -ce676ccc”,
"Instanceld": "i-344c463d",
"Device": "/dev/sdf",
"State": "attached",
"AttachTime": "Fri Mar0723: 46: 28UTC2014",
"Del eteOnTerm nation": "false"
b,
"changeType": " CREATE"
}
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}
H
"Ti mestamp”: "2014-03-07T23:47:10. 0012",
"SignatureVersion": "1",

"Signature": "LgfJNB5aCk/w3ongsYrv5cUFY8yvl Jv05ZZh46/ KGPApk6HXRTBR kh
j acnxl XJEWGE 9nxv MmoWPLJIGYEARSFF/ +/ Ro9QTm TNcEj QGBkB8WGsR
W/r k/ whAz T2l Vit of c365EN2T1Ncd9i SFFXf JchgBm 7EACZ28t +n2mAFgo57n6eGvHTeds| zC6Kxk
f WI'f XsR6zHXzkB3XuZl nkt f | g3i PKt vBb3Zc9i VbNsBEI 4FI TFWkt SqgqomYDy c5h0kgapl 04Ct CHGK
PALVOJDP+qZhMz EbHWhz FI EzvFI 55KazXxDbznBD1ZkgPgno/ Wif uxszCG M smV8pUNUNKk UL TA==",

"SigningCert URL": "https://sns.us-west-2. anazonaws. conl Si npl eNotification
Servi ce- e372f 8ca30337f db084e8ac449342¢c77. pent',

"Unsubscri beURL": "https://sns. us-west-2. anazonaws. conl ?Acti on=Unsub
scri be&Subscri pti onArn=arn: aws: sns: us-west - 2: 12345678910: exanpl e: a6859f ee- 3638-
407c-907e-879651c9d143"

}

Example Email Format and Filters

If you have chosen to create an email subscription to your Amazon SNS topic, you can filter the email
you receive based on information in the subject line and message body. To create a subscription for an
Amazon SNS topic, see Monitoring AWS Config Resource Changes by Email (p. 59).

The subject line of an email looks like the following example:

[ AW Confi g:us-west-2] AWS: : EC2::Instance i-12abcd3e Created in Account
12345678910

In your email client application, you can set up email filters or rules to watch for specific changes or to
organize your notifications. For example, you could organize email notifications by region, resource type,
resource name, or AWS account. These email filters can be useful if you are managing multiple accounts
or if you have a large number of resources in your account.

The message body of an email subscription created with the Email protocol contains information about
create, update, and delete events for your AWS resources. The following example shows an email
message body created with the Email protocol:

View the Tineline for this Resource in AWs Config Managenent Consol e:
https://consol e. aws. anazon. coni confi g/ home?r egi on=us-west - 2#/ti mel i ne/ AWS: :
EC2: : I nstance/i - 12abcd3e

New St ate and Change Record:

"configurationltenDi ff": {
"changedProperties": {},
"changeType": " CREATE"
1
"configurationltenm: ({
"configurationltenVersion": "1.0",
"configurationltenCaptureTine": "2015-03-19T21: 20: 35.737Z2",
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"configurationStateld": 1,
"rel atedEvents": [
" 4f 8abc4f - 6def - 4g42- hi 03- 46j 3b48k0l m"

1,
"awsAccount | d": "12345678910",

"configurationltenStatus": "ResourceD scovered",

"resourceld": "i-92aeda5b",

"ARN': "arn:aws:ec2: us-west-2:12345678910: i nstance/ i -12abcd3e",
"awsRegi on": "us-west-2",

"avail abilityZone": "us-west-2c",

"configurationStateMl5Hash": "123456789e0f 930642026053208e",
"resourceType": "AWS: : EC2::Instance",
"resourceCreationTinme": "2015-03-19T21:13: 05. 000Z2",

"tags": {},
"rel ationshi ps": [
{

"resourcel d": "abc-1234de56",
"resourceType": "AWS:: EC2:: Networkl nterface",

"name": "Contains Networklnterface"

3

{
"resourcel d": "ab-cl2defg3",
"resourceType": "AWS:: EC2:: SecurityG oup",
"name": "Is associated with SecurityG oup"

3

{
"resourcel d": "subnet-alb2c3d4",
"resourceType": "AWS:: EC2:: Subnet",
"name": "Is contained in Subnet™

3

{
"resourcel d": "vol -albc234d",
"resourceType": "AWS:: EC2:: Vol une",
"name": "Is attached to Vol une"

3

{
"resourcel d": "vpc-al2bc345",
"resourceType": "AWS: : EC2::VPC',
"name": "ls contained in Vpc"

}

1,
"configuration": {

"instancel d": "i-12abcd3e",

"inmageld": "am -123a4567",

"state": {
"code": 16,
"name": "running"

H

"privat eDnsNane": "i p-000-00-0-000. us-west-2.conpute.internal",

"publ i cDnsNanme":
"ec2-12- 345-678-910. us- west - 2. conput e. amazonaws. cont',
"stateTransitionReason": "",
"keyNane": null,
"am Launchl ndex": 0,
"product Codes": [],
"instanceType": "t2.mcro",
"l aunchTi me": "2015-03-19T21: 13: 05. 000Z",
"placenent": {
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"avail abi lityZone": "us-west-2c",
"groupNanme": "",
"tenancy": "default"

"kernel I d": null,
"ranmdi skl d": null,
"platform': null,
"monitoring": {
"state": "disabled"

"subnet | d": "subnet-alb2c3d4",
"vpcld": "vpc-al2bc345",

"privatel pAddress": "000.00.0. 000",
"publicl pAddress": "00.000.000. 000",
"st at eReason": nul |,

"architecture": "x86_64",
"root Devi ceType": "ebs",
"root Devi ceNane": "/dev/abcd",
"bl ockDevi ceMappi ngs": [
{
"devi ceNane": "/dev/abcd",
"ebs": {
"vol unel d": "vol -albc234d",
"status": "attached",

"attachTi me": "2015-03-19T21:13:07.000Z2",
"del eteOnTerm nation": true
}
}

"virtualizationType": "hvni,
"instancelLifecycle": null,
"spot | nst anceRequest1d": null,
"client Token": "ab1234c5-6d78-910-1112-13ef 14g15hi 16",
"tags": [].
"securityGoups": [
{
"groupNane": "default",
"groupld": "sg-al2bcde3"
}

"sour ceDest Check": true,

"hypervisor": "xen",

"networkl nterfaces": [

{
"networ klnterfaceld": "eni-1234ab56",
"subnet | d": "subnet-alb2c3d4",
"vpcld": "vpc-al2bc345",
"description": "",
"ownerld": "12345678910",
"status": "in-use",
"macAddress": "la:23:45:67: b8",
"privatel pAddress": "000.00.0. 000",

"privat eDnsNane": "i p-000-00-0-000. us-west-2.conpute.internal",
"sour ceDest Check": true,
"groups": [

"groupNane": "default",
"groupld": "sg-al2bcde3"
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}
]

"attachment": {
"attachment1d": "eni-attach-123a4b5c",
"devi cel ndex": O,
"status": "attached",
"attachTine": "2015-03-19T21:13: 05. 000Z",
"del eteOnTerm nation": true
H
"association": {
"publiclp": "00.000.000.000",
"publ i cDnsNane":
"ec2-00- 000- 000- 000. us-west - 2. conput e. amazonaws. cont',
"i pOwnerld": "amazon"
H
"privatel pAddresses": [
{
"privatel pAddress": "000.00.0. 000",
"privat eDnsNane":
"i p- 000- 00- 0- 000. us-west-2. conpute.internal",
“"primary": true,
"association": {
"publiclp": "00.000.000.000",
"publ i cDnsNane":
"ec2-000- 00- 0- 000. us-west - 2. conput e. amazonaws. cont',
"i pOwnerld": "amazon"
}
}
]
}
1,
"iam nstanceProfile": null,
"ebsOptim zed": false,
"sriovNet Support”: null
}
H
"notificationCreationTi ne": "2015-03-19T21: 20: 36. 808Z7",
"messageType": "ConfigurationltenChangeNotification",
"recordVersion": "1.2"

Example Configuration Snapshot from AWS
Config

AWS Config generates configuration snapshots when you invoke the DeliverConfigSnapshot action or
you run the AWS CLIdel i ver - conf i g- snapshot command. AWS Config stores configuration snapshots
in the Amazon S3 bucket that you specified when you enabled AWS Config.

The following is an example of the information that AWS Config includes in a configuration snapshot. The
shapshot describes the configuration for the resources that AWS Config is recording in the current region
for your AWS account, and it describes the relationships between these resources.
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Note
The configuration snapshot can include references to resources types and resource IDs that are
not supported.

"fileVersion": "1.0",
"request |l d": "asudf8ow 4e34- 4f 32- af eb- Oace5bf 3trye”,
"configurationltens": [

{
"configurationltenVersion": "1.0",
"resourceld": "vol-ce676ccc”,
"arn": "arn:aws: us-west-2b:123456789012: vol une/ vol - ce676¢ccc”,

"account|d": "12345678910",
"configurationltenCaptureTine": "2014-03-07T23:47:08.9182",
"configurationStatel D': "3e660f df - 4e34- 4f 32- af eb- Oace5bf 3d63a",
"configurationltentatus": "OK",
"rel atedEvents": [

"06c12a39- eb35-11de- ae07- adb69edbble4d",

"c376e30d- 71a2- 4694- 89b7- a5a04ad92281"

]

vailibilityZone": "us-west-2b",
"resourceType": "AWS: : EC2:: Vol une",
"resourceCreationTinme": "2014-02-27T21:43:53. 885Z2",

"tags": {},
"rel ationships": [
{
"resourceld": "i-344c463d",

"resourceType": "AWS: : EC2::Instance",

name": "Attached to |nstance"
}
I,
"configuration": {
"vol unel d": "vol -ce676ccc”,
"size": 1,
"snapshotd": "",
"avail abilityZone": "us-west-2b",
"state": "in-use",

"createTi me": "2014-02-27T21: 43:53. 0885+0000",
"attachments": [

{
"vol unel d": "vol -ce676ccc”,
"instanceld": "i-344c463d",
"device": "/dev/sdf",
"state": "attached",
"attachTi me": "2014-03-07T23: 46: 28. 0000+0000",
"del eteOnTerm nation": false
}
I,
"tags": [
{
"tagNane": "environment",
"tagVal ue": "PROD
s
{
"tagNane": "name",
"tagVal ue": "DataVol unel”
}
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aws. cont',

"vol uneType": "standard"
}
"configurationltenVersion": "1.0",
"resourcel d": "i-344c463d",

"account|d": "12345678910",
"arn": "arn:aws: ec2: us-west-2b: 123456789012: i nst ance/ i - 344c463d",
"configurationltenCaptureTine": "2014-03-07T23:47:09.5232",
"configurationStatel D': "cdb571f a-ce7a-4ec5-8914-0320466a355e",
"configurationltenStatus": "OK",
"rel atedEvents": [

"06c12a39- eb35- 11de- ae07- adb69edbbled",

"c376e30d- 71a2- 4694- 89b7- aba04ad92281"
1,
"availibilityZone": "us-west-2b",
"resourceType": "AWS: : EC2::Instance",
"resourceCreationTinme": "2014-02-26T22:56: 35. 000Z2",

"tags": {
"Name": "integ-test-1",
"exanpl enanme": "exanpl eval ue"
}s
"rel ationships": [
{
"resourceld": "vol -ce676ccc”,
"resourceType": "AWS:: EC2:: Vol une",
"nane": "Attached Vol une"
}s
{
"resourceld": "vol - ef 0e06ed",
"resourceType": "AWS:: EC2:: Vol une",
"nane": "Attached Vol une",
"direction": "QUT"
}s
{
"resourcel d": "subnet-47b4cf2c",
"resourceType": "AWS: : EC2:: SUBNET",
"nane": "lIs contained in Subnet",
"direction": "IN’
}
I,
"configuration": {
"instanceld": "i-344c463d",
"imagel d": "am -ccf297fc",
"state": {
"code": 16,
"name": "running"
}s
"privatebDnsNane": "ip-172-31-21-63. us-west-2.conpute.internal",

"publicDnsNanme": "ec2-54-218-4-189. us-west-2. conput e. amazon

"stateTransitionReason": "",

"keyNane": "configDenpn",

"am Launchl ndex": 0,

"product Codes": [],

"instanceType": "tl.micro",

"l aunchTi ne": "2014-02-26T22:56: 35. 0000+0000",
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"placenent": {

"avail abi lityZone": "us-west-2b",
"groupNanme": "",
"tenancy": "default"

b
"kernel I d": "aki-fc8fllcc",
"monitoring": {

"state": "disabled"
}

"subnet | d": "subnet-47b4cf2c",
"vpcld": "vpc-41lb4cf2a",
"privatel pAddress": "172.31.21.63",
"publ i cl pAddress": "54.218. 4. 189"
"architecture": "x86_64",
"root Devi ceType": "ebs",
"root Devi ceNane": "/dev/sdal",
"bl ockDevi ceMappi ngs": [
{
"devi ceNane": "/dev/sdal",
"ebs": {
"vol unel d": "vol - ef 0Oe06ed",
"status": "attached",
"attachTine": "2014-02-26T22:56:38. 0000+0000",
"del eteOnTerm nation": true

}
3
{
"devi ceNane": "/dev/sdf",
"ebs": {
"vol unel d": "vol -ce676ccc”,
"status": "attached",
"attachTi ne": "2014-03-07T23: 46: 28. 0000+0000",
"del eteOnTerm nation": false
}
}
1,
"virtualizationType": "paravirtual",
"client Token": "aBCDel23456",
"tags": |
{
"key": "Nane",
"value": "integ-test-1"
3
{
"key": "exanpl ekey",
"val ue": "exanpl eval ue"
}
1,
"securityGoups": [
{
"groupNane": "launch-w zard-2",
"groupld": "sg-892adfec"
}
1,
"sour ceDest Check": true,
"hypervisor": "xen",
"networkl nterfaces": [
{
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"networ kl nterfaceld": "eni-55¢c03d22",
"subnet | d": "subnet-47b4cf2c",
"vpcld": "vpc-41lb4cf2a",
"description": "",

"ownerld": "12345678910",

"status": "in-use",
"privatel pAddress": "172.31.21.63",
"privateDnsName": "ip-172-31-21-63.us-west-2.conpute.in
ternal",
"sour ceDest Check": true,
"groups": [
"groupNane": "launch-w zard-2",

"groupld": "sg-892adfec"
}
]

"attachment": {
"attachnentld": "eni-attach-bf90c489",
"devi cel ndex": O,
"status": "attached",
"attachTine": "2014-02-26T22:56: 35. 0000+0000",
"del eteOnTerm nation": true
}s
"association": {
"publiclp": "54.218.4.189",
"publ i cDnsNanme": "ec2-54-218-4-189. us-west-2.com
put e. amazonaws. cont',

"i pOwnerld": "amazon"
1
"privatel pAddresses": [
{
"privatel pAddress": "172.31.21.63",
"privateDnsNane": "ip-172-31-21-63. us-west -
2.conpute.internal”,
“"primary": true,
"association": {
"publiclp": "54.218.4.189",
"publ i cDnsNane": "ec2-54-218-4-189. us-west -
2. conput e. amazonaws. cont',
"i pOwnerld": "amazon"
}
}

}
]

"ebsOptimzed": false

69




AWS Config Developer Guide
Example Amazon EBS Configuration History

Example Amazon EBS Configuration History
from AWS Config

AWS Config generates a set of files that each represent a resource type and lists all configuration changes
for the resources of that type that AWS Config is recording. AWS Config exports this resource-centric
configuration history as an object in the Amazon S3 bucket that you specified when you enabled AWS
Config. The configuration history file for each resource type contains the changes that were detected for
the resources of that type since the last history file was delivered. History files are typically delivered
every six hours.

The following is an example of the contents of the Amazon S3 object that describes the configuration
history of all the Amazon Elastic Block Store volumes in the current region for your AWS account. The
volumes in this account include vol-ce676ccc and vol-cia007c . Volume vol-ce676ccc had two configuration
changes since the previous history file was delivered while volume vol-cia007c had one.

"fileVersion": "1.0",
"request |l d": "asudf8ow 4e34- 4f 32- af eb- Oace5bf 3trye”,
"configurationltens": |

{
"snapshot Version": "1.0",
"resourceld": "vol -ce676ccc”,
"arn": "arn:aws: us-west-2b: 123456789012: vol une/ vol - ce676ccc",

"account | d": "12345678910",
"configurationltenCaptureTine": "2014-03-07T23:47:08.918Z2",
"configurationStatel D': "3e660f df - 4e34- 4f 32- af eb- Oace5bf 3d63a",
"configurationltenStatus": "OK",
"rel atedEvents": [

"06c12a39- eb35- 11de- ae07- adb69edbbles",

"c376e30d- 71a2- 4694- 89b7- a5a04ad92281"

avai libilityZone": "us-west-2b",
"resourceType": "AWS: : EC2:: Vol une",
"resourceCreationTine": "2014-02-27T21: 43: 53. 885Z2",

"tags": {},
"rel ationships": [
{
"resourceld": "i-344c463d",
"resourceType": "AWS: : EC2::Instance",
"nane": "Attached to | nstance"
}
I,
"configuration": {
"vol unel d": "vol -ce676ccc”,
"size": 1,
"snapshot 1 d":
"avail abilityZone": "us-west-2b",
"state": "in-use",

"createTine": "2014-02-27T21:43:53.0885+0000",
"attachments": |
{
"vol unel d": "vol -ce676ccc”,
"instanceld": "i-344c463d",
"device": "/dev/sdf",
"state": "attached",
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"attachTine": "2014-03-07T23:46: 28. 0000+0000",
"del eteOnTerm nation": false

}
I,
"tags": |
{ .
"tagNanme": "environnment",
"tagVal ue": "PROD
b,
{
"tagNane": "nane",
"tagVal ue": "DataVol unel"
}
I,
"vol uneType": "standard"
}
"configurationltenVersion": "1.0",
"resourceld": "vol -ce676ccc”,
"arn": "arn:aws: us-west-2b: 123456789012: vol une/ vol - ce676ccc",

"account|d": "12345678910",
"configurationltenCaptureTine": "2014-03-07T21:47:08.9182",
"configurationltenttate": "3e660fdf-4e34-4f 32-sseb-0ace5bf3d63a",
"configurationltenStatus": "OK",
"rel atedEvents": [

"06c12a39- eb35- 11de- ae07- ad229edbbled",

"c376e30d- 71a2- 4694- 89b7- a5a04w292281"

]

vailibilityZone": "us-west-2b",
"resourceType": "AWS:: EC2:: Vol une",
"resourceCreationTine": "2014-02-27T21: 43:53. 8857",

"tags": {},
"rel ationships": [
{
"resourceld": "i-344c463d",
"resourceType": "AWS: : EC2::Instance",
"nane": "Attached to | nstance"
}
I,
"configuration": {
"vol unel d": "vol -ce676ccc”,
"size": 1,
"snapshotId": "",
"avail abilityZone": "us-west-2b",
"state": "in-use",

"createTime": "2014-02-27T21: 43:53. 0885+0000",
"attachments": [

{
"vol unel d": "vol -ce676ccc”,
"instancel d": "i-344c463d",
"device": "/dev/sdf",
"state": "attached",
"attachTine": "2014-03-07T23: 46: 28. 0000+0000",
"del eteOnTerm nation": false
}
I,
"tags": |
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{
"tagNane": "environment",
"tagVal ue": "PROD
b,
{
"tagNane": "nane",
"tagVal ue": "DataVol unel"
}
I,
"vol uneType": "standard"
}
"configurationltenVersion": "1.0",
"resourceld": "vol -cia007c",
"arn": "arn:aws: us-west-2b: 123456789012: vol une/ vol - ci a007¢c",

"account|d": "12345678910",
"configurationltenCaptureTine": "2014-03-07T20:47:08.9182",
"configurationltenttate": "3e660fdf-4e34-4f 88-sseb-0ace5bf3d63a",
"configurationltenStatus": "OK",
"rel atedEvents": [

"06c12a39- eb35- 11de- ae07- adj hk8edbble4",

"c376e30d- 71a2- 4694- 89b7- a5a67u292281"
1,
"availibilityZone": "us-west-2b",
"resourceType": "AWS:: EC2:: Vol une",
"resourceCreationTinme": "2014-02-27T20: 43:53. 8852",

"tags": {},
"rel ationships": [
{
"resourceld": "i-344e563d",
"resourceType": "AWS: : EC2::Instance",
"nane": "Attached to | nstance"
}
I,
"configuration": {
"vol unel d": "vol -ci a007c",
"size": 1,
"snapshotId": "",
"avail abilityZone": "us-west-2b",
"state": "in-use",

"createTime": "2014-02-27T20: 43: 53. 0885+0000",
"attachments": [

{
"vol unel d": "vol -ci a007c",
"instanceld": "i-344e563d",
"device": "/dev/sdf",
"state": "attached",
"attachTine": "2014-03-07T23:46: 28. 0000+0000",
"del eteOnTerm nation": false
}
I,
"tags": |
{ .
"tagNanme": "environnment",
"tagVal ue": "PROD
b,
{
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"tagNane": "nane",
"tagVal ue": "DataVol une2"

}
1

"vol uneType":

"st andard"
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Using Amazon SQS to Monitor
AWS Resource Changes

AWS Config uses Amazon Simple Notification Service (SNS) to send you notifications every time a
supported AWS resource is created, updated, or otherwise modified as a result of user API activity.
However, you might be interested in only certain resource configuration changes. For example, you might
consider it critical to know when someone modifies the configuration of a security group, but not need to
know every time there is a change to tags on your Amazon EC2 instances. Or, you might want to write
a program that performs specific actions when specific resources are updated. For example, you might
want to start a certain workflow when a security group configuration is changed. If you want to
programmatically consume the data from AWS Config in these or other ways, use an Amazon Simple
Queue Service queue as the notification endpoint for Amazon SNS.

Note

Notifications can also come from Amazon SNS in the form of an email, a Short Message Service
(SMS) message to SMS-enabled mobile phones and smartphones, a notification message to
an application on a mobile device, or a notification message to one or more HTTP or HTTPS
endpoints.

You can have a single SQS queue subscribe to multiple topics, whether you have one topic per region
or one topic per account per region. You must subscribe the queue to your desired SNS topic. (You can
subscribe multiple queues to one SNS topic.) For more information, see Sending Amazon SNS Messages
to Amazon SQS Queues.

Permissions for Amazon SQS

To use Amazon SQS with AWS Config, you must configure a policy that grants permissions to your
account to perform all actions that are allowed on an SQS queue. The following example policy grants
the account number 111122223333 and account number 444455556666 permission to send messages
pertaining to each configuration change to the queue named arn:aws:sgs:us-east-1:444455556666:queuel.

"Version": "2012-10-17",
"Id": "Queuel_Policy_UU D',
"Statenent":

{
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"Sid":"Queuel_SendMessage",
"Effect": "Allow',
"Principal": {
"AWS': ["111122223333", "444455556666"]

I
"Action": "sqgs: SendMessage",
"Resource": "arn:aws:s(Qs: us-east-1:444455556666: queuel”

You must also create a policy that grants permissions for connections between an SNS topic and the
SQS queue that subscribes to that topic. The following is an example policy that permits the SNS topic
with the Amazon Resource Name (ARN) arn:aws:sns:us-east-1:111122223333:test-topic to perform any
actions on the queue named arn:aws:sqs:us-east-1:111122223333:test-topic-queue.

Note
The account for the SNS topic and the SQS queue must be in the same region.

{
"Version": "2012-10-17",
"1d": "SNStoSQs",
"Statenment":
{
"Sid":"rulel",
"Effect": "Allow',
"Principal": "*",
"Action": "sqgs:*",
"Resource": "arn:aws:s(gs:us-east-1:111122223333:test-topi c-queue",
"Condition" : {
"StringEqual s" : {
"aws: SourceArn":"arn:aws: sns: us-east-1:111122223333: test-topi c"
}
}
}
}

Each policy can include statements that cover only a single queue, not multiple queues. For information
about other restrictions on Amazon SQS policies, see Special Information for Amazon SQS Policies.
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Managing AWS Config

At any time, you can change the settings for your IAM role and modify or delete your delivery channel
(that is, the Amazon Simple Storage Service bucket and the Amazon Simple Notification Service topic).
You can start or stop the configuration recorder associated with your account, and you can customize
which types of resources are recorded.

Topics
¢ Managing the Delivery Channel (p. 76)
« Updating the IAM Role Assigned to AWS Config (p. 79)
¢ Managing the Configuration Recorder (p. 80)
¢ Selecting Which Resources AWS Config Records (p. 82)

Managing the Delivery Channel

As AWS Config continually records the changes that occur to your AWS resources, it sends notifications
and updated configuration states through the delivery channel. You can manage the delivery channel to
control where AWS Config sends configuration updates.

You can have only one delivery channel per AWS account, and the delivery channel is required to use
AWS Config.

Updating the Delivery Channel

When you update the delivery channel, you can set the following options:

¢ The Amazon S3 bucket to which AWS Config sends configuration snapshots and configuration history
files.

« How often AWS Config delivers configuration snapshots to your Amazon S3 bucket.
¢ The Amazon SNS topic to which AWS Config sends notifications about configuration changes.

To update the delivery channel (console)

¢ You can use the AWS Config console to set the Amazon S3 bucket and the Amazon SNS topic for
your delivery channel. For steps to manage these settings, see Set Up AWS Config Using the
Console (p. 16).
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The console does not provide options to rename the delivery channel, set the frequency for
configuration snapshots, or delete the delivery channel. To do these tasks, you must use the AWS
CLlI, the AWS Config API, or one of the AWS SDKs.

To update the delivery channel (AWS CLI)

1.

Use the put - del i ver y- channel command:

$ aws configservice put-delivery-channel --delivery-channel file://deliv
eryChannel . j son

The deliveryChannel.json file specifies the delivery channel attributes:

{
"nane": "default",
"s3Bucket Name": "config-bucket-123456789012",
"snsTopi CARN': "arn: aws: sns: us-east-1:123456789012: confi g-topic",
"confi gSnapshot Del i veryProperties": {
"del i veryFrequency": "Twel ve_Hours"
}
}

This example sets the following attributes:

* nane — The name of the delivery channel. By default, AWS Config assigns the name def aul t to
a new delivery channel.

You cannot update the delivery channel name with the put - del i ver y- channel command. For
the steps to change the name, see Renaming the Delivery Channel (p. 78).

» s3Bucket Narme — The name of the Amazon S3 bucket to which AWS Config delivers configuration
shapshots and configuration history files.

If you specify a bucket that belongs to another AWS account, that bucket must have policies that
grant access permissions to AWS Config. For more information, see Permissions for the Amazon
S3 Bucket (p. 89).

¢ snsTopi cARN— The Amazon Resource Name (ARN) of the Amazon SNS topic to which AWS
Config sends notifications about configuration changes.

If you choose a topic from another account, that topic must have policies that grant access
permissions to AWS Config. For more information, see Permissions for the Amazon SNS
Topic (p. 91).

e confi gSnapshot Del i ver yProperti es — Contains the del i ver yFr equency attribute, which
sets how often AWS Config delivers configuration snapshots.

(Optional) You can use the descri be-del i very-channel s command to verify that the delivery
channel settings are updated:

$ aws configservice describe-delivery-channels

{
"DeliveryChannel s": [

{
"configSnapshot Del i veryProperties": {

"deliveryFrequency": "Twel ve_Hours"

I

77



http://docs.aws.amazon.com/cli/latest/reference/configservice/put-delivery-channel.html
http://docs.aws.amazon.com/cli/latest/reference/configservice/describe-delivery-channels.html

AWS Config Developer Guide
Renaming the Delivery Channel

"snsTopi CARN': "arn: aws: sns: us-east-1: 123456789012: confi g-topi c",

"nanme": "default",
"s3Bucket Nane": "config-bucket-123456789012"

Renaming the Delivery Channel

To change the delivery channel name, you must delete it and create a new delivery channel with the
desired name. Before you can delete the delivery channel, you must temporarily stop the configuration
recorder.

The AWS Config console does not provide the option to delete the delivery channel, so you must use the
AWS CLI, the AWS Config API, or one of the AWS SDKs.

To rename the delivery channel (AWS CLI)

1. Usethe st op-configuration-recorder command to stop the configuration recorder:

$ aws configservice stop-configuration-recorder --configuration-recorder-
nane confi gRecor der Nane

2. Usethedescribe-delivery-channel s command, and take note of your delivery channel's

attributes:
$ aws configservice describe-delivery-channels
{
"Del i veryChannel s": [
{
"configSnapshot Del i veryProperties": {
"del i veryFrequency": "Twel ve_Hours"
I
"snsTopi CARN': "arn: aws: sns: us-east-1: 123456789012: confi g-topi c",
"nane": "default",
"s3Bucket Nane": "config-bucket-123456789012"
}
]
}

3. Usethedel et e-del i very-channel command to delete the delivery channel:

$ aws configservice del ete-delivery-channel --delivery-channel-nanme default

4. Usethe put-delivery-channel command to create a delivery channel with the desired name:

$ aws configservice put-delivery-channel --delivery-channel file://deliv
eryChannel . j son
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The deliveryChannel.json file specifies the delivery channel attributes:

{
"name": "nyCustonDel i ver yChannel Nane",
"s3Bucket Name": "config-bucket-123456789012",
"snsTopi CARN': "arn:aws: sns: us-east-1:123456789012: confi g-topi c",
"configSnapshot Del i veryProperties": {
"deliveryFrequency": "Twel ve_Hours"
}
}

5. Usethestart-configuration-recorder command to resume recording:

$ aws configservice start-configuration-recorder --configuration-recorder-
nanme confi gRecor der Nane

Updating the IAM Role Assigned to AWS Config

You can update the IAM role assumed by AWS Config any time. Before you update the IAM role, ensure
that you have created a new role to replace the old one. You must attach policies to the new role that
grant permissions to AWS Config to record configurations and deliver them to your delivery channel. In
addition, make sure to copy the Amazon Resource Name (ARN) of your new IAM role. You will need it
to update the IAM role. For information about creating an IAM role and attaching the required policies to
the 1AM role, see Create an IAM Role (p. 20).

Tip

To find the ARN of an existing IAM role, go to the IAM console at https://console.aws.amazon.com/

iam/. Choose Roles in the navigation pane. Then choose the name of the desired role and find

the ARN at the top of the Summary page.

Updating the IAM Role

You can update your IAM role using the AWS Management Console or the AWS CLI.

To update the IAM role in aregion where rules are supported (console)

If you are using AWS Config in a region that supports AWS Config rules, complete the following steps.
For the list of supported regions, see AWS Config Regions and Endpoints in the Amazon Web Services
General Reference.

1. Signin to the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.

2. Choose Settings in the navigation pane.
3. Inthe AWS Config role, section, choose the IAM role:

* Create arole — AWS Config creates a role that has the required permissions. For Role name,
you can customize the name that AWS Config creates.

¢ Choose arole from your account — For Role name, choose an IAM role in your account that
grants the required permissions. For the required permissions, see Permissions for the IAM Role
Assigned to AWS Config (p. 87).

4. Choose Save.
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To update the IAM role in a region where rules are not supported (console)

1. Signin to the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.

2. On the Resource inventory page, choose the settings icon (-l&).

3. Choose Continue.

4. Inthe AWS Config is requesting permissions to read your resources' configuration page,
choose View Details.

5. Inthe Role Summary section, choose the IAM role:

« If you want to create a role, for IAM Role, choose Create a new IAM Role. Then type a name for
Role Name.

« If you want to use an existing role, select it for IAM Role. Then, for Policy Name, select an available
policy or create one by selecting Create a new Role Policy.

6. Choose Allow.

To update the IAM role (AWS CLI)

e Usethe put-configuration-recorder command and specify the Amazon Resource Name
(ARN) of the new role:

$ aws configservice put-configuration-recorder --configuration-recorder
name=conf i gRecor der Nane, r ol eARN=ar n: aws: i am : 012345678912 r ol e/ myConfi gRol e

Managing the Configuration Recorder

AWS Config uses the configuration recorder to detect changes in your resource configurations and capture
these changes as configuration items. You must create a configuration recorder before AWS Config can
track your resource configurations.

If you set up AWS Config by using the console or the AWS CLI, AWS Config automatically creates and
then starts the configuration recorder for you. For more information, see Getting Started With AWS
Config (p. 16).

By default, the configuration recorder records all supported resources in the region where AWS Config
is running. You can create a customized configuration recorder that records only the resource types that
you specify. For more information, see Selecting Which Resources AWS Config Records (p. 82).

You are charged service usage fees when AWS Config starts recording configurations. For pricing
information, see AWS Config Pricing. To control costs, you can stop recording by stopping the configuration
recorder. After you stop recording, you can continue to access the configuration information that was
already recorded. You will not be charged AWS Config usage fees until you resume recording.

When you start the configuration recorder, AWS Config takes an inventory of all AWS resources in your
account.

Managing the Configuration Recorder (Console)

You can use the AWS Config console to stop or start the configuration recorder.
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To stop or start the configuration recorder

1. Signin to the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.

2. Choose Settings in the navigation pane.
3. Stop or start the configuration recorder:

« If you want to stop recording, under Recording is on, choose Turn off. When prompted, choose
Continue.

« If you want to start recording, under Recording is off, choose Turn on. When prompted, choose
Continue.

Managing the Configuration Recorder (AWS CLI)

You can use the AWS CLI to stop or start the configuration recorder. You can also rename or delete the
configuration recorder using the AWS CLI, the AWS Config API, or one of the AWS SDKs. The following
steps help you use the AWS CLI.

To stop the configuration recorder

e Usethe st op-configuration-recorder command:

$ aws configservice stop-configuration-recorder --configuration-recorder-
name confi gRecor der Nane

To start the configuration recorder

e Usethestart-configuration-recorder command:

$ aws configservice start-configurati on-recorder --configuration-recorder-
nane confi gRecor der Nane

To rename the configuration recorder

To change the configuration recorder name, you must delete it and create a new configuration recorder
with the desired name.

1. Usethedescribe-configuration-recorders command to look up the name of your current
configuration recorder:

$ aws configservice describe-configuration-recorders
{
"ConfigurationRecorders”: [
{
"rol eARN': "arn:aws:iam:012345678912: r ol e/ myConfi gRol e",
"nane": "defaul t"
}
]
}
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2. Usethedel et e-confi guration-recorder command to delete your current configuration recorder:

$ aws configservice del ete-configuration-recorder --configuration-recorder-
nane defaul t

3. Usethe put-configuration-recorder command to create a configuration recorder with the
desired name:

$ aws configservice put-configuration-recorder --configuration-recorder
name=conf i gRecor der Nane, r ol eARN=ar n: aws: i am : 012345678912: r ol e/ nyConf i gRol e

4. Usethestart-configuration-recorder command to resume recording:

$ aws configservice start-configuration-recorder --configuration-recorder-
nane confi gRecor der Nane

To delete the configuration recorder

e Usethe del et e-configuration-recorder command:

$ aws configservice del ete-configuration-recorder --configuration-recorder-
nane default

Selecting Which Resources AWS Config
Records

AWS Config continuously detects when any resource of a supported type is created, changed, or deleted.
AWS Config records these events as configuration items. You can customize AWS Config to record
changes for all supported types of resources or for only those types that are relevant to you. To learn
which types of resources AWS Config can record, see Supported AWS Resource Types (p. 6).

Recording All Supported Resource Types

By default, AWS Config records the configuration changes for all supported types of regional resources
that AWS Config discovers in the region in which it is running. Regional resources are tied to a region
and can be used only in that region. Examples of regional resources are EC2 instances and EBS volumes.

You can also have AWS Config record supported types of global resources. Global resources are not
tied to a specific region and can be used in all regions. The global resource types that AWS Config
supports are |AM users, groups, roles, and customer managed polices.

Important

The configuration details for a specific global resource are the same in all regions. If you customize
AWS Config in multiple regions to record global resources, AWS Config creates multiple
configuration items each time a global resource changes: one configuration item for each region.
These configuration items will contain identical data. To prevent duplicate configuration items,
you should consider customizing AWS Config in only one region to record global resources,
unless you want the configuration items to be available in multiple regions.
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Recording Specific Resource Types

If you don't want AWS Config to record the changes for all supported resources, you can customize it to
record changes for only specific types. AWS Config records configuration changes for the types of
resources that you specify, including the creation and deletion of such resources.

If a resource is not recorded, AWS Config captures only the creation and deletion of that resource, and
no other details, at no cost to you. When a nonrecorded resource is created or deleted, AWS Config
sends a notification, and it displays the event on the resource details page. The details page for a
nonrecorded resource provides null values for most configuration details, and it does not provide information
about relationships and configuration changes.

The relationship information that AWS Config provides for recorded resources is not limited because of
missing data for nonrecorded resources. If a recorded resource is related to a honrecorded resource,
that relationship is provided in the details page of the recorded resource.

You can stop AWS Config from recording a type of resource any time. After AWS Config stops recording
a resource, it retains the configuration information that was previously captured, and you can continue
to access this information.

AWS Config rules can be used to evaluate compliance for only those resources that AWS Config records.

Selecting Resources (Console)

You can use the AWS Config console to select the types of resources that AWS Config records.
To select resources

1. Signin to the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.

2. Open the Settings page:

« If you are using AWS Config in a region that supports AWS Config rules, choose Settings in the
navigation pane. For the list of supported regions, see AWS Config Regions and Endpoints in the
Amazon Web Services General Reference.

Otherwise, choose the settings icon ('0') on the Resource inventory page.

3. Inthe Resource types to record section, specify which types of AWS resources you want AWS
Config to record:

« All resources — AWS Config records all supported resources with the following options:

* Record all resources supported in this region — AWS Config records configuration changes
for every supported type of regional resource. When AWS Config adds support for a new type
of regional resource, it automatically starts recording resources of that type.

¢ Include global resources — AWS Config includes supported types of global resources with the
resources that it records (for example, IAM resources). When AWS Config adds support for a
new type of global resource, it automatically starts recording resources of that type.

» Specific types — AWS Config records configuration changes for only those types of AWS resources
that you specify.

4. Save your changes:

« If you are using AWS Config in a region that supports AWS Config rules, choose Save.
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¢ Otherwise, choose Continue. In the AWS Config is requesting permissions to read your

resources' configuration page, choose Allow.

Selecting Resources (AWS CLI)

You can use the AWS CLI to select the types of resources that you want AWS Config to record. You do
this by creating a configuration recorder, which records the types of resources that you specify in a
recording group. In the recording group, you specify whether all supported types or specific types of
resources are recorded.

To select all supported resources

1.

Use the following put - conf i gur ati on-recor der command:

$ aws configservice put-configuration-recorder --configuration-recorder
name=def aul t, rol eARN=ar n: aws: i am : 123456789012: rol e/ confi g-rol e --recordi ng-
group al | Supported=true,included obal ResourceTypes=true

This command uses the following options for the - - r ecor di ng- gr oup parameter:

al | Support ed=t r ue — AWS Config records configuration changes for every supported type of
regional resource. When AWS Config adds support for a new type of regional resource, it
automatically starts recording resources of that type.

i ncl uded obal Resour ceTypes=t r ue — AWS Config includes supported types of global
resources with the resources that it records. When AWS Config adds support for a new type of
global resource, it automatically starts recording resources of that type.

Before you can set this option to t r ue, you must set the al | Support ed optionto tr ue.

If you do not want to include global resources, set this option to f al se, or omit it.

(Optional) To verify that your configuration recorder has the settings that you want, use the following
descri be-configuration-recorders command:

$ aws configservice describe-configuration-recorders

The following is an example response:

"ConfigurationRecorders": [

{
"recordi ngG oup": {
"al | Supported": true,
"resourceTypes": [],
"i ncl uded obal Resour ceTypes": true
H
"rol eARN': "arn:aws:iam:123456789012:rol e/ config-role",
"nane": "default"
}

84



http://docs.aws.amazon.com/cli/latest/reference/configservice/put-configuration-recorder.html
http://docs.aws.amazon.com/cli/latest/reference/configservice/describe-configuration-recorders.html

AWS Config Developer Guide
Selecting Resources (AWS CLI)

To select specific types of resources

1.

Use the aws confi gservi ce put-configuration-recorder command, and pass one or more
resource types through the - - r ecor di ng- gr oup option, as shown in the following example:

$ aws configservice put-configuration-recorder --configuration-recorder
nane=def aul t, rol eARNFar n: aws: i am : 012345678912: r ol e/ nyConfi gRol e --recor di ng-
group file://recordi ngG oup.json

The r ecor di ngG oup. j son file specifies which types of resources AWS Config will record:

{
"al | Supported": false,
"i ncl uded obal ResourceTypes": fal se,
"resourceTypes": |
"AWS: : EC2: : EI P,
"AWS: : EC2: : | nst ance”,
"AWB: : EC2: : Net wor kAcl ",
"AWB: : EC2: : SecurityG oup”,
"AWS: : CloudTrail::Trail",
"AWB: : EC2: : Vol une",
" AW : EC2: : VPC',
"AWS: | AM : User ",
"AWS: : | AM : Pol i cy"
]
}

Before you can specify resource types for the r esour ceTypes key, you must set the al | Support ed
and i ncl uded obal Resour ceTypes options to false or omit them.

(Optional) To verify that your configuration recorder has the settings that you want, use the following
descri be-configuration-recorders command:

$ aws configservice describe-configuration-recorders

The following is an example response:

"Configurati onRecorders": [
{
"recordi ngGoup": {
"al | Supported": false,
"resourceTypes": [
"AWB: . EC2: : EI P",
"AWB: . EC2: : | nst ance",
"AWS: : EC2: : Net wor kAcl ",
"AWS: : EC2: : SecurityG oup",
"AWS: : CloudTrail::Trail",
"AWS: : EC2: : Vol une",
"AWB: . EC2: : VPC",
"AWS: i | AM : User ",
"AWS: : | AM : Pol i cy"
|

"incl uded obal ResourceTypes": false

I
"rol eARN': "arn:aws:iam:123456789012:rol e/ config-role",
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"nanme": "default"
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Permissions for AWS Config

To get the most out of AWS Config, you need to create permissions policies to attach to your IAM role,
your Amazon Simple Storage Service (S3) bucket, and your Amazon Simple Notification Service (SNS)
topic. A policy is a set of statements that grants AWS Config permissions. The following topics provide
examples of recommended IAM policies to use with the AWS Config console and the AWS Command
Line Interface.

Topics
¢ Permissions for the IAM Role Assigned to AWS Config (p. 87)
¢ Permissions for the Amazon S3 Bucket (p. 89)
¢ Permissions for the Amazon SNS Topic (p. 91)
¢ Permissions for Accessing AWS Config (p. 91)

Permissions for the IAM Role Assignhed to AWS
Config

An AWS Identity and Access Management (IAM) role lets you define a set of permissions. AWS Config
assumes the role that you assign to it to write to your S3 bucket, publish to your SNS topic, and to make
Descri be orLi st APIrequests to get configuration details for your AWS resources. For more information
on IAM roles, see IAM Roles in the IAM User Guide.

Managed Permissions

To record your AWS resource configurations, AWS Config requires IAM permissions to get the configuration
details about your resources. The required permissions change each time AWS Config expands the types
of AWS resources that it supports. To grant a managed set of permissions, attach the AWS managed
policy AWSConf i gRol e to the IAM role that you assign to AWS Config. AWS updates this policy each
time AWS Config adds support for another type of AWS resource, which means AWS Config will continue
to have the required permissions to get configuration details as long as the role has this managed policy
attached.

If you use the AWS Config console to create or update the IAM role, AWS Config adds all of the required
permissions to it, including the AWEConf i gRol e managed policy. For steps on how to create the IAM
role using the console, see Set Up AWS Config Using the Console (p. 16).
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Creating IAM Role Policies

If you are using the CLI to set up AWS Config or you are updating an existing IAM role, you must create
policies that allow AWS Config to access your S3 bucket, publish to your SNS topic, and get configuration
details about your resources.

Adding an IAM Trust Policy to your Role

You can create an IAM trust policy that enables AWS Config to assume a role and use it to track your
resources. For more information about trust policies, see Assuming a Role.

Here is an example trust policy for AWS Config roles:

"Version": "2012-10-17",
"Statenment": [
{
"Sidv: ot
"Effect": "Alow',
"Principal": {
"Service": "config.amzonaws. cont

}

"Action": "sts:AssunmeRol e"

IAM Role Policy for Amazon S3 Bucket

Use this example policy as a model for granting AWS Config permissions to access your Amazon S3
bucket:

"Version": "2012-10-17",
"Statenent":

[

{
"Effect": "Alow',

"Action": ["s3:Putoject"],
"Resource": ["arn:aws:s3::: your S3bucket nane/ prefi x/ AWsLogs/ your Account | D-
wi t hout Hypens/*"],

"Condition":
{
"StringLike":
{
"s3: x-ane-acl": "bucket-owner-full-control™
}
}
}
{
"Effect": "Allow',
"Action": ["s3:GetBucketAcl"],
"Resource": "arn:aws:s3::: yourS3bucket nane "
}
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IAM Role Policy for Amazon SNS Topic

Use this example policy as a model for granting AWS Config permissions to access your SNS topic:

{
"Version": "2012-10-17",
"Statenent":
[
{
"Effect":"A | ow',
"Action":"sns: Publish",
"Resource": "your SNSt opi cARN"
}
]
}

IAM Role Policy for Getting Configuration Details

To grant AWS Config permission to get the configuration details about your resources, attach the AWS
managed policy AWSConf i gRol e to the IAM role. To attach the policy, use the at t ach-r ol e- pol i cy
CLI command and specify the Amazon Resource Name (ARN) for AWSConf i gRol e:

$ aws iamattach-role-policy --rol e-name nmyConfigRole --policy-arn
arn:aws:iam :aws: pol i cy/ servi ce-rol e/ AWsConfi gRol e

Permissions for the Amazon S3 Bucket

By default, all Amazon S3 buckets and objects are private. Only the resource owner and the AWS account
that created the bucket can access that bucket and any objects it contains. The resource owner can,
however, choose to grant access permissions to other resources and users. One way to do this is to write
an access policy.

If AWS Config creates an S3 bucket for you automatically (for example, if you use the AWS Config console
orusetheaws confi g subscri be command to setup your delivery channel) or you choose an existing
S3 bucket already existing in your account, these permissions are automatically added to the S3 bucket.
However, if you specify an existing S3 bucket from another account, you must ensure that the S3 bucket
has the correct permissions.

Required permissions for an Amazon S3 bucket
In another account

When AWS Config sends configuration information (history files and snapshots) to the Amazon S3 bucket
in your account, it assumes the 1AM role that you assigned when you set up AWS Config. When AWS
Config sends to an S3 bucket in another account, it first attempts to use the IAM role, but this attempt
fails if the access policy for the bucket does not grant WRI TE access to the IAM role. In this event, AWS
Config sends the information again, this time as the AWS Config service principal. Before the delivery
can succeed, the access policy must grant WRI TE access to the conf i g. amazonaws. comprincipal
name. AWS Config is then the owner of the objects it delivers to the S3 bucket.
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Granting AWS Config access to an Amazon S3
bucket in another account

Follow these steps to add an access policy to an Amazon S3 bucket in another account. The access
policy allows AWS Config to send configuration information to the bucket.

1. Signinto the AWS Management Console using the account that has the S3 bucket.
2. Open the Amazon S3 console at https://console.aws.amazon.com/s3/.

3. Select the bucket that you want AWS Config to use to deliver configuration items, and then choose
Properties.

4. Choose Permissions.
5. Choose Edit Bucket Policy.
6. Copy the following policy into the Bucket Policy Editor window:

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "AWSConfigBucket Perm ssi onsCheck",
"Effect": "Alow',
"Principal": {
"Service": [
"config. amazonaws. cont

]
}
"Action": "s3:GetBucket Acl ",
"Resource": "arn:aws:s3:::targetBucket Nane"
},
{
"Sid": " AWSConfigBucket Delivery",
"Effect": "Alow',
"Principal": {
"Service": [
"config. amazonaws. cont

]
}
"Action": "s3:Putoject",
"Resource": "arn:aws:s3:::targetBucket Nane/[optional] prefix/ AW

Logs/ sour ceAccount | D- Wt hout Hyphens/ Confi g/ *",

"Condition": {

"StringEqual s": {

"s3:x-ane-acl": "bucket-owner-full-control"

7. Substitute the following values in the bucket policy:

e target Bucket Nanme — The name of the Amazon S3 bucket to which AWS Config will deliver
configuration items.

e [optional] prefix—An optional addition to the Amazon S3 object key that helps create a
folder-like organization in the bucket.
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e sour ceAccount | D- Wt hout Hyphens —The ID of the account for which AWS Config will deliver
configuration items to the target bucket.

8. Choose Save and then Close.

Permissions for the Amazon SNS Topic

AWS Config must have permissions to send notifications to an SNS topic. If you use the AWS Config
console to set up your delivery channel with a new SNS topic or you choose an SNS topic that already
exists in your account, these permissions are automatically added to the SNS topic. However, if you
specify an existing topic from another account or you set up your delivery channel using the API, you
must make sure that the topic has the correct permissions.

The following example shows the permissions that are automatically created by AWS Config for a new
topic. This policy statement allows AWS Config to publish to a specified Amazon SNS topic.

If you want to use an existing SNS topic from another account or you set up your delivery channel using
the API, make sure to attach the following policy to the SNS topic.

{
"1d": "Policyl415489375392",
"Statenent": [
{
"Sid": "AWSConfi gSNSPol i cy20150201",
"Action": [
" SNS: Publ i sh"
1
"Effect": "Al ow',
"Resource": "arn:aws:sns:region:account-id:myTopic",
"Principal": {
"Service": [
"config. amazonaws. cont
]
}
}
]
}

For the Resour ce key, account - i d is the account number of the topic owner; in topics that you create,
this will be your account number. You must substitute appropriate values for r egi on and nyTopi c.

Permissions for Accessing AWS Config

When you give permissions to IAM users to use the AWS Config console or the AWS CLI, you can (and
should) restrict their permissions to the least amount of access that they need.

In most cases, permissions should cover these common uses:

« Setting up and managing AWS Config (full-access permissions)
¢ Using AWS Config (read-only permissions)

91



AWS Config Developer Guide
Permissions for Users

Users who set up and manage AWS Config must have full-access permissions. With full-access
permissions, you can perform essential setup tasks such as:

¢ Provide Amazon S3 and Amazon SNS endpoints that AWS Config delivers data to
¢ Create the role that gets provided to AWS Config
e Turn recording on and off

Users who use AWS Config but don't need to set it up should have read-only permissions. These
permissions are useful for users who look up the configurations of resources or who search for resources
by tags.

To give read-only permission for AWS Config access

1.

Sign in to the AWS Identity and Access Management (IAM) console at https://
console.aws.amazon.com/iam.

In the navigation pane, choose Policies.

In the list of policies, select the AWSConf i gUser Access policy. You can use the Filter menu and
the Search box to find the policy.

Choose Policy Actions, and then choose Attach.

Select the users, groups, or roles and then choose Attach Policy. You can use the Filter menu and
the Search box to filter the list.

Choose Apply Policy.

To give full-access permission for AWS Config access

1.

ok wbd

10.

11.

Sign in to the AWS Identity and Access Management (IAM) console at https://
console.aws.amazon.com/iam.

In the navigation pane, choose Policies, and then choose Create Policy.
For Create Your Own Policy, choose Select.
Type a policy name and description. For example: AWsConf i gFul | Access.

For Policy Document, type or paste the full-access policy into the editor. You can use the Example
full-access permission (p. 93).

Choose Validate Policy and ensure that no errors display in a red box at the top of the screen.
Correct any errors that are reported.

Choose Create Policy to save your new policy.

In the list of policies, select the policy that you created. You can use the Filter menu and the Search
box to find the policy.

Choose Policy Actions, and then choose Attach.

Select the users, groups, or roles, and then choose Attach Policy. You can use the Filter menu and
the Search box to filter the list.

Choose Apply Policy.

Note

Instead of creating a managed policy, you can also create an inline policy from the IAM console
and attach it to an IAM user, group, or role. For more information, see Working with Inline Policies
in the IAM User Guide.

92


https://console.aws.amazon.com/iam
https://console.aws.amazon.com/iam
https://console.aws.amazon.com/iam
https://console.aws.amazon.com/iam
http://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_inline-using.html

AWS Config Developer Guide
Example policies

Example policies

Example read-only permission

The following AWS managed policy, AWsConf i gUser Access, grants read-only permissions for AWS
Config.

"Version": "2012-10-17",
"Statenent": [

"Effect": "Al ow',

"Action": [
"config: Get*",
"config: Descri be*",
"config:Deliver*",
"config: List*",
"tag: Get Resources",
"tag: Cet TagKeys"

I,
"Resource": "*"
}s
{
"Effect": "Al ow',
"Action": [
"cloudtrail : Descri beTrails",
"cloudtrail: GetTrail Status",
"cloudtrail:LookupEvents"
I,
"Resource": "*"
}

Example full-access permission

The following example policy grants full-access permissions for AWS Config.

"Version": "2012-10-17",
"Statenent": [
{
"Effect": "Alow',
"Action": [
"sns: AddPer mi ssi on",
"sns: Creat eTopi c",
"sns: Del et eTopi c",
"sns: Get Topi CAttri butes”,
"sns: Li st Pl at f ormAppl i cati ons",
"sns: Li st Topi cs",
"sns: Set Topi cAttri butes"
1,
"Resource": "arn:aws:sns:*"
},
{
"Effect": "Alow',
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"Action": [

1.

"s3: Creat eBucket ",

"s3: Get Bucket Acl ",

"s3: Get Bucket Locat i on",

"s3: Get Bucket Noti fication",
"s3: Get Bucket Pol i cy",

"s3: Get Bucket Request Paynent ",
"s3: Get Bucket Ver si oni ng",
"s3: Li st Al l MyBucket s",

"s3: Li st Bucket",

"s3: Li st Bucket Mul ti part Upl oads",
"s3: Li st Bucket Ver si ons",

"s3: Put Bucket Pol i cy"

"Resource": "arn:aws:s3:::*"

"Effect": "Allow',
"Action": [

1.

"iam Creat eRol ",
i am Get Rol ",
i am Get Rol ePol i cy",
i am Li st Rol ePol i ci es",
i am Li st Rol es",
i am PassRol e",
"iam Put Rol ePol i cy",
i am Att achRol ePol i cy",
i am Creat ePol i cy",
i am Creat ePol i cyVersi on",
i am Del et ePol i cyVer si on"

"Resource": "*"

"Effect": "Allow',
"Action": [

1.

"cloudtrail:DescribeTrails",
"cloudtrail: GetTrail Status",
"cloudtrail:LookupEvents"

"Resource": "*"

"Effect": "Allow',
"Action": [

1.

"config:*",
"tag: Get*"

"Resource": "*"
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Logging AWS Config API Calls with
AWS CloudTrall

AWS Config is integrated with AWS CloudTrail, a service that captures API calls made by or on behalf
of AWS services in your AWS account and delivers the log files to an Amazon Simple Storage Service
(S3) bucket that you specify. CloudTrail captures all API calls from the AWS Config console or from the
AWS Config API. Using the information collected by CloudTrail, you can determine what request was
made to AWS Config, the source IP address from which the request was made, who made the request,
when it was made, and so on. To learn more about CloudTrail, including how to configure and enable it,
see the AWS CloudTrail User Guide.

AWS Config Information in CloudTrail

When enabled in your AWS account, CloudTrail tracks API calls made to AWS Config. AWS Config
records are written together with other AWS service records in a log file. CloudTrail determines when to
create and write to a new file based on a time period and file size.

All of the AWS Config actions are logged and are documented in the Actions topic in the AWS Config
API Reference. For example, calls to the Del i ver Conf i gSnapshot, Del et eDel i ver yChannel , and
Descri beDel i ver yChannel s actions generate entries in the CloudTrail log files.

Every log entry contains information about who generated the request. The user identity information in
the log helps you determine whether the request was made with root or IAM user credentials, with
temporary security credentials for a role or federated user, or by another AWS service. For more
information, see the userldentity field in the CloudTrail Event Reference.

By default, your log files are encrypted by using Amazon S3 server-side encryption (SSE). You can store
your log files in your bucket for as long as you want, but you can also define Amazon S3 lifecycle rules
to archive or delete log files automatically. For information on setting up lifecycle rules, see Managing
Lifecycle Configuration in the Amazon Simple Storage Service Console User Guide.

If you want to take quick action upon log file delivery, you can choose to have CloudTrail publish Amazon
SNS notifications when new log files are delivered. For more information, see Configuring Amazon SNS
Notifications.
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You can also aggregate AWS Config log files from multiple AWS regions and multiple AWS accounts
into a single S3 bucket. For more information, see Aggregating CloudTrail Log Files to a Single Amazon

S3 Bucket.

Understanding AWS Config Log File Entries

CloudTrail log files can contain one or more log entries where each entry is made up of multiple

JSON-formatted events. A log entry represents a single request from any source and includes information
about the requested action, any parameters, the date and time of the action, and so on. The log entries
are not guaranteed to be in any particular order. That is, they are not an ordered stack trace of the public

API calls.

Following are examples of CloudTrail log files for all AWS Config actions.

DeleteDeliveryChannel

Following is an example CloudTrail log file for the Del et eDel i ver yChannel

action.

"event Version": "1.02",
"userldentity": {
"type": "I AMJser",
"principalld": "Al DACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam:222222222222: user/ JohnDoe",
"account | d": "222222222222",
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE",
"user Nanme": "JohnDoe"
},
"event Ti me": "2014-12-11T18:32:572",
"event Source": "config.anazonaws. coni',
"event Nanme": "Del eteDeliveryChannel ",
"awsRegi on": "us-west-2",
"sour cel PAddress": "10.24.34.0",
"user Agent": "aws-internal/3",
"request Paraneters": {
"del i veryChannel Nane": "defaul t"
},
"responseEl ements": null,
"request| D': "207d695a-8164- 11e4- ab4f - 657c7ab282ab",
"event | D': "5dcff7a9-e414-411a-ad43e-88d122a0ad4a",
"event Type": "AwsApi Call",
"recipient Account | d": "222222222222"

DeliverConfigSnapshot

Following is an example CloudTrail log file for the Del i ver Conf i gSnapshot

action.

"event Version": "1.02",
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"userldentity": {
"type": "AssunedRol e",
“principalld": "Al DAABCDEFGH JKLNMOPQ Confi g- APl - Test ",
"arn": "arn:aws:sts::111111111111: assuned-rol e/ JaneDoe/ Confi g- APl - Test ",

"accountld": "111111111111",
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,
"sessionContext": {
"attributes": {
"nf aAut henti cated": "fal se",
"creationDate": "2014-12-11TO00: 58: 422"
H
"sessionl ssuer": {
"type": "Role",
"principalld": "Al DAABCDEFGH JKLNMOPQ',
"arn": "arn:aws:iam:111111111111:rol e/ JaneDoe",
"accountld": "111111111111",
"user Nane": "JaneDoe"
}
}
H
"event Ti ne": "2014-12-11T00: 58: 532",
"event Source": "config.anmazonaws. coni,
"event Nanme": "DeliverConfigSnapshot™",
"awsRegi on": "us-west-2",
"sour cel PAddress": "10.24.34.0",
"userAgent": "aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",
"request Paraneters": {
"del i ver yChannel Nane": "defaul t"
H
"responseEl enents": {
"configSnapshot|d": "58d50f 10-212d- 4f a4- 842e-97c614da67ce"
H
"request| D': "e0248561-80d0- 11e4- 9f 1c- 7739d36a3df 2",
"event| D': "3e88076c-eael- 4aab- 8990- 86f e52aedbd8",
"event Type": "AwsApi Call",
reci pi ent Account!ld": "111111111111"

DescribeConfigurationRecorderStatus

Following is an example CloudTrail log file for the Descri beConf i gur ati onRecor der St at us action.

{
"event Version": "1.02",
"userldentity": {
"type": "I AMJser",

“principalld": "Al DACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam :222222222222: user/ JohnDoe",
"account | d": "222222222222",
"accessKeyl d": "AKI Al 44QH3DHBEXAMPLE" ,
"user Nane": "JohnDoe"
}s
"event Time": "2014-12-11T18: 35: 447",

97



http://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationRecorderStatus.html

AWS Config Developer Guide
DescribeConfigurationRecorders

"event Source": "config.anmazonaws. coni,
"event Nanme": "Descri beConfigurati onRecorder St atus",
"awsRegi on": "us-west-2",

"sourcel PAddress": "192.0.2.0",

"userAgent": "aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",
"request Paraneters": null,

"responseEl ements": null,

"request| D': "8442f 25d- 8164- 11e4- ab4f - 657c7ab282ab",

"event| D': "a675b36b- 455f - 4e18- a4bc- d3e01749d3f 1",

"event Type": "AwsApi Call",

"recipientAccount|d": "222222222222"

DescribeConfigurationRecorders

Following is an example CloudTrail log file for the Descri beConfi gur ati onRecor der s action.

{
"event Version": "1.02",
"userldentity": {
"type": "I AMJser",

“principalld": "Al DACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam :222222222222: user/ JohnDoe",
"account|d": "222222222222",

"accessKeyl d": "AKI Al 44QH3DHBEXAMPLE" ,

"user Nanme": "JohnDoe"
}s
"event Ti ne": "2014-12-11T18: 34: 522",
"event Source": "config.anazonaws. coni',
"event Nanme": "Descri beConfigurati onRecorders”,
"awsRegi on": "us-west-2",

"sour cel PAddress": "192.0.2.0",

"userAgent": "aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",
"request Paraneters": null,

"responseEl ements": null,

"request| D': "6566b55c-8164- 11e4- ab4f-657c7ab282ab",

"event| D': "6259a9ad- 889e- 423b- beeb- 6eleec84a8hb5",

"event Type": "AwsApiCall",

"recipi ent Account | d": "222222222222"

DescribeDeliveryChannels

Following is an example CloudTrail log file for the Descri beDel i ver yChannel s action.

{
"event Version": "1.02",
"userldentity": {
"type": "I AMJser",

"principalld": "Al DACKCEVSQ6C2EXAMPLE",
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"arn": "arn:aws:iam :222222222222: user/ JohnDoe",
"account | d": "222222222222",
"accessKeyl d": "AKI Al 44QH3DHBEXAMPLE" ,

"user Nanme": "JohnDoe"
}s
"event Ti me": "2014-12-11T18: 35: 022",
"event Source": "config.anmazonaws. coni,
"event Nanme": "Descri beDel i veryChannel s",
"awsRegi on": "us-west-2",

"sour cel PAddress": "192.0.2.0",

"userAgent": "aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",
"request Paraneters": null,

"responseEl ements": null,

"request| D': "6b6aee3f-8164-11le4-ab4f-657c7ab282ab",

"event | D': "3el5ebc5- bf 39- 4d2a- 8b64- 9392807985f 1",

"event Type": "AwsApi Call",

"recipientAccount|d": "222222222222"

GetResourceConfigHistory

Following is an example CloudTrail log file for the Get Resour ceConf i gH st or y action.

"event Version": "1.02",
"userldentity": {
"type": "AssunedRol e",
"principalld": "Al DAABCDEFGH JKLNMOPQ Confi g- API - Test ",
"arn": "arn:aws:sts::111111111111: assuned-rol e/ JaneDoe/ Confi g- APl - Test ",

"accountld": "111111111111",
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"nf aAut henti cated": "fal se",
"creationDate": "2014-12-11TO0O0: 58: 422"
},
"sessionl ssuer": {
"type": "Role",
"principalld": "Al DAABCDEFGHI JKLNMOPQ',
"arn": "arn:aws:iam:111111111111:rol e/ JaneDoe",
"accountld": "111111111111",
"user Nane": "JaneDoe"
}
}
H
"event Ti me": "2014-12-11T00: 58: 422",
"event Source": "config.anazonaws. coni,
"event Nanme": " Get ResourceConfigHi story",
"awsRegi on": "us-west-2",
"sour cel PAddress": "10.24.34.0",
"userAgent": "aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",
"request Paraneters": ({
"resourcel d": "vpc-al2bc345",
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"resourceType": "AWS: : EC2::VPC',
"limt": O,
"laterTinme": "Dec 11, 2014 12:58:42 AM',
"earlierTinme": "Dec 10, 2014 4:58:42 PM
H
"responseEl ements": null,
"request| D': "d9f 3490d- 80d0- 11e4- 9f 1c- 7739d36a3df 2",
"event| D': "ba9c1766-d28f - 40e3- b4c6- 3f f b87dd6166",
"event Type": "AwsApi Call",
"reci pi ent Accountld": "111111111111"
}

PutConfigurationRecorder

Following is an example CloudTrail log file for the Put Conf i gur at i onRecor der action.

{
"event Version": "1.02",
"userldentity": {
"type": "I AMJser",

“principalld": "Al DACKCEVSQ6C2EXAMPLE" ,

"arn": "arn:aws:iam :222222222222: user/ JohnDoe",
"account|d": "222222222222",

"accessKeyl d": "AKI Al 44QH3DHBEXAMPLE" ,

"user Nanme": "JohnDoe"
}s
"event Ti ne": "2014-12-11T18: 35: 232",
"event Source": "config.anazonaws. coni,
"event Name": " Put Confi gurationRecorder",
"awsRegi on": "us-west-2",

"sour cel PAddress": "192.0.2.0",
"userAgent": "aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",
"request Paraneters": ({
"configurationRecorder": {
"name": "default",
"rol eARN': "arn:aws:iam:222222222222:rol e/ config-rol e- pdx"
}
H
"responseEl ements": null,
"request| D': "779f7917-8164- 11e4- ab4f - 657c7ab282ab",
"event| D': "c91f 3daa- 96e8- 44ee- 8ddd- 146ac06565a7",
"event Type": "AwsApi Call",
"recipi ent Account | d": "222222222222"

PutDeliveryChannel

Following is an example CloudTrail log file for the Put Del i ver yChannel action.
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"event Version": "1.02",
"userldentity": {
"type": "I AMJser",

"principalld": "Al DACKCEVSQ6C2EXAMPLE" ,

"arn": "arn:aws:iam :222222222222: user/ JohnDoe",
"account | d": "222222222222",

"accessKeyl d": "AKI Al 44QH3DHBEXAMPLE" ,

"user Nane": "JohnDoe"
}s
"event Ti ne": "2014-12-11T18: 33: 082",
"event Source": "config.anazonaws. coni,
"event Nanme": "PutDeliveryChannel ",
"awsRegi on": "us-west-2",

"sourcel PAddress": "192.0.2.0",
"userAgent": "aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",
"request Paraneters": {
"del i veryChannel ": {
"name": "default",
"s3Bucket Nane": "config-api-test-pdx",
"snsTopi CARN': "arn:aws: sns: us-west - 2: 222222222222 confi g- api -t est -
pdx"
}
1
"responseEl ements": null,
"request| D': "268b8d4d-8164- 11e4- ab4f - 657c7ab282ab",
"event| D': "b2db05f 1- 1c¢73- 4e52- b238- db69c04e8dd4",
"event Type": "AwsApi Call",
"recipientAccount|d": "222222222222"

StartConfigurationRecorder

Following is an example CloudTrail log file for the St ar t Conf i gur at i onRecor der action.

{
"event Version": "1.02",
"userldentity": {
"type": "I AMJser",

“principalld": "Al DACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam :222222222222: user/ JohnDoe",
"account|d": "222222222222",

"accessKeyl d": "AKI Al 44QH3DHBEXAMPLE" ,

"user Nanme": "JohnDoe"
}s
"event Ti ne": "2014-12-11T18: 35: 342",
"event Source": "config.anazonaws. coni',
"event Name": "Start Configurati onRecorder”,
"awsRegi on": "us-west-2",

"sour cel PAddress": "192.0.2.0",
"userAgent": "aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",
"request Paraneters": ({

"configurati onRecorder Nane": "default"

}

"responseEl ements": null,
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"request| D': "7e03faba-8164- 11e4- ab4f-657c7ab282ab",
"event | D': "55a5507f-f306- 4896- af e3- 196dc078a88d",
"event Type": "AwsApi Call",

"recipientAccount|d": "222222222222"

StopConfigurationRecorder

Following is an example CloudTrail log file for the St opConf i gur at i onRecor der action.

{
"event Version": "1.02",
"userldentity": {
"type": "I AMJser",

“principalld": "Al DACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam :222222222222: user/ JohnDoe",
"account | d": "222222222222",

"accessKeyl d": "AKI Al 44QH3DHBEXAMPLE" ,

"user Nanme": "JohnDoe"
}s
"event Ti ne": "2014-12-11T18: 35: 132",
"event Source": "config.anmazonaws. coni',
"event Nanme": " StopConfigurationRecorder",
"awsRegi on": "us-west-2",

"sour cel PAddress": "192.0.2.0",
"userAgent": "aws-cli/1.2.11 Python/2.7.4 Linux/2.6.18-164.el5",
"request Paraneters": ({
"configurati onRecorder Nane": "default"
1
"responseEl ements": null,
"request| D': "716deea3-8164- 11e4- ab4f-657c7ab282ab",
"event| D': "6225a85d- 1e49-41e9- bf 43- 3cf c5549e560",
"event Type": "AwsApi Call",
"recipi ent Account | d": "222222222222"
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AWS Config Resources

The following related resources can help you as you work with this service.

« AWS Config — The primary web page for information about AWS Config.
* Pricing — The primary web page for AWS Config pricing information.
e Technical FAQ — The FAQ covers questions developers have asked about AWS Config.

¢ Partners — Links to partner products that are fully integrated with AWS Config to help you visualize,
monitor, and manage the data from your configuration stream, configuration snapshots, or configuration
history.

¢ AWS Training and Courses — Links to role-based and specialty courses as well as self-paced labs
to help sharpen your AWS skills and gain practical experience.

¢ AWS Developer Tools — Links to developer tools and resources that provide documentation, code
samples, release notes, and other information to help you build innovative applications with AWS.

¢ AWS Support Center — The hub for creating and managing your AWS Support cases. Also includes
links to other helpful resources, such as forums, technical FAQs, service health status, and AWS
Trusted Advisor.

¢ AWS Support —The primary web page for information about AWS Support, a one-on-one, fast-response
support channel to help you build and run applications in the cloud.

¢ Contact Us — A central contact point for inquiries concerning AWS billing, account, events, abuse, and
other issues.

¢ AWS Site Terms — Detailed information about our copyright and trademark; your account, license, and
site access; and other topics.
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Document History

The following table describes the important changes to the AWS Config Developer Guide.

¢ APl version: 2014-11-12
¢ Latest documentation update: September 06, 2016

Feature

New and updated
content for the
AWS Config con-
sole

AWS Config sup-
ports Elastic Load
Balancing resource

type

New and updated
content

Description

This update adds support for viewing
AWS CloudTrail API activity in the AWS
Config timeline. If CloudTrail is logging
for your account, you can view create,
update, and delete API events for config-
uration changes to your resources. For
more information, see Viewing Configur-
ation Details in the AWS Config Con-
sole (p. 54).

With this release, you can use AWS
Config to record configuration changes
to your Elastic Load Balancing applica-
tion load balancers. For more informa-
tion, see Supported Resources, Config-
uration Items, and Relationships (p. 6).

This release adds support for AWS
Config rules in the Asia Pacific (Singa-
pore), and Asia Pacific (Sydney) Re-
gions.

Release Date

September 06, 2016

August 31, 2016

August 18, 2016
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Feature

New and updated
content for AWS
Config rules

AWS Config sup-
ports Amazon RDS
and AWS Certific-
ate Manager
(ACM) resource

types

Updated informa-
tion about man-
aging the configura-
tion recorder

Simplified role cre-
ation and updated
policies

Example functions
and events for
Config rules

Description

This update adds support for creating a
rule that can be triggered by both config-
uration changes and at a periodic fre-
quency that you choose. For more inform-
ation, see AWS Config Rules (p. 25).

This update also adds support for
manually evaluating your resources
against your rule and deleting evaluation
results. For more information, see
Manually Evaluate your Re-

sources (p. 43).

This update also adds support for evalu-
ating additional resource types using
custom rules. For more information, see
Evaluating Additional Resource

Types (p. 35).

With this release, you can use AWS
Config to record configuration changes
to your Amazon Relational Database
Service (Amazon RDS) DB instances,
DB security groups, DB snapshots, DB
subnet groups, and event subscriptions.
You can also use AWS Config to record
configuration changes to certificates
provided by ACM. For more information,
see Supported Resources, Configuration
Items, and Relationships (p. 6).

This update adds steps for renaming and
deleting the configuration recorder to
Managing the Configuration Record-
er (p. 80).

With this update, creating an 1AM role
for AWS Config is simplified. This en-
hancement is available in regions that
support Config rules. To support this
enhancement, the steps in Set Up AWS
Config Using the Console (p. 16) are
updated, the example policy in Permis-
sions for the Amazon S3 Bucket (p. 89)
is updated, and the example policy in
Permissions for Accessing AWS Config
(p. 91) is updated.

This update provides updated example
functions in Example AWS Lambda
Functions for AWS Config Rules
(Node.js) (p. 36), and this update adds
example events in Example Events for
AWS Config Rules (p. 41).

Release Date

July 25, 2016

July 21, 2016

July 07, 2016

March 31, 2016

March 29, 2016
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Feature

AWS Config Rules
GitHub repository

AWS Config rules

AWS Config sup-
ports IAM resource

types

AWS Config sup-
ports EC2 Dedic-
ated host

Updated permis-
sions information

AWS Config rules
preview

Description

This update adds information about the
AWS Config Rules GitHub repository to
Evaluating Resources With AWS Config
Rules (p. 24). This repository provides
sample functions for custom rules that
are developed and contributed by AWS
Config users.

This release introduces AWS Config
rules. With rules, you can use AWS
Config to evaluate whether your AWS
resources comply with your desired
configurations. For more information,
see Evaluating Resources With AWS
Config Rules (p. 24).

With this release, you can use AWS
Config to record configuration changes
to your IAM users, groups, roles, and
customer managed policies. For more
information, see Supported Resources,
Configuration Items, and Relation-
ships (p. 6).

With this release, you can use AWS
Config to record configuration changes
to your EC2 Dedicated hosts. For more
information, see Supported Resources,
Configuration Iltems, and Relation-
ships (p. 6).

This update adds information about the
following AWS managed policies for
AWS Config:

¢ AWSConf i gRol e — Grants AWS
Config permission to get configuration
details about your resources. For more
information, see |IAM Role Policy for
Getting Configuration Details (p. 89).

« AWBConf i gUser Access — Grants
read-only access to an AWS Config
user. For more information, see Per-
missions for Accessing AWS Config

(p- 92).

This release introduces the AWS Config
rules preview. With rules, you can use
AWS Config to evaluate whether your
AWS resources comply with your desired
configurations. For more information,
see Evaluating Resources With AWS
Config Rules (p. 24).

Release Date

March 1, 2016

December 18, 2015

December 10, 2015

November 23, 2015

October 19, 2015

October 7, 2015
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Feature

New and updated
content

New and updated
content

New and updated
content

New and updated
content

New and updated
content

New guide

Description

This release adds the ability to look up
resources that AWS Config has dis-
covered. For more information, see
Looking Up Resources That Are Dis-
covered by AWS Config (p. 52).

This release adds the ability to select
which resource types AWS Config re-
cords. For more information, see Select-
ing Which Resources AWS Config Re-
cords (p. 82).

This release adds support for the follow-
ing regions: Asia Pacific (Tokyo), Asia
Pacific (Singapore), EU (Frankfurt),
South America (Sao Paulo), and US
West (N. California). For more informa-
tion, see Regions and Endpoints.

This release adds support for creating
an optional email subscription to your
Amazon SNS topic. You can also use
email filters to monitor specific resource
changes. For more information, see
Monitoring AWS Config Resource
Changes by Email (p. 59).

This release supports integration with
AWS CloudTrail for logging all AWS
Config API activity. For more information,
see Logging AWS Config API Calls with
AWS CloudTrail (p. 95).

This release adds support for the US
West (Oregon), EU (Ireland), and Asia
Pacific (Sydney) regions.

This release also includes the following
updates to the documentation:

 Information about monitoring AWS
Config configurations

« Various corrections throughout the
document

This release introduces AWS Config.

Release Date

August 27, 2015

June 23, 2015

April 6, 2015

March 27, 2015

February 10, 2015

November 12, 2014
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AWS Glossary

For the latest AWS terminology, see the AWS Glossary in the AWS General Reference.
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