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Welcome

This is the Amazon Elastic Compute Cloud APl Reference. It provides descriptions, syntax, and usage
examples for each of the actions and data types for Amazon EC2.

Note
This guide also includes the actions for Amazon Virtual Private Cloud (Amazon VPC). For more
information about this service, go to the Amazon Virtual Private Cloud User Guide.

This reference has a single set of topics that you can reference for both the Query and SOAP APIs (the
actions are the same for both APIs). The topic for each action shows the Query API request parameters
and the XML response (which is the same for both APIs). The XML request elements for the SOAP API
have names that are similar to the Query API parameter names. You can view the XML request elements
in the WSDL, or look at the proxy classes that a SOAP toolkit generates from the WSDL.

How Do I? Relevant Topics
Download the current WSDL. Ec2.wsdl (2012-12-01)
Learn about using the APIL. Making APl Requests

Get a list of the Amazon EC2 actions by | List of Actions by Function (p. 3)
function.

Get an alphabetical list of the Amazon | Actions (p. 9)
EC2 actions.

Get an alphabetical list of the Amazon | Data Types (p. 439)
EC?2 data types.

Get a list of common parameters for the | Common Query Parameters (p. 537)
Query actions.

Get descriptions of the error codes the | Error Codes (p. 539)
API returns.

Related Topics

¢ Amazon EC2 product page
¢ Amazon Elastic Compute Cloud User Guide
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¢ Amazon Elastic Compute Cloud Command Line Reference
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List

of Actions by Function

Amazon DevPay

ConfirmProductinstance (p. 54)

AMls

Createlmage (p. 63)
Deregisterimage (p. 162)
DescribelmageAttribute (p. 186)
Describelmages (p. 189)
ModifylmageAttribute (p. 358)
Registerimage (p. 377)
ResetimageAttribute (p. 403)

Availability Zones and Regions

DescribeAvailabilityZones (p. 169)
DescribeRegions (p. 247)

Customer Gateways (Amazon VPC)

CreateCustomerGateway (p. 58)
DeleteCustomerGateway (p. 122)
DescribeCustomerGateways (p. 177)

DHCP Options (Amazon VPC)

¢ AssociateDhcpOptions (p. 21)
¢ CreateDhcpOptions (p. 60)

DeleteDhcpOptions (p. 124)
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¢ DescribeDhcpOptions (p. 180)

Elastic Block Store

¢ AttachVolume (p. 29)

¢ CopySnapshot (p. 56)

« CreateSnapshot (p. 96)

¢ CreateVolume (p. 105)

¢ DeleteSnapshot (p. 144)

¢ DeleteVolume (p. 152)

¢ DescribeSnapshotAttribute (p. 276)
¢ DescribeSnapshots (p. 278)

¢ DescribeVolumes (p. 305)

¢ DescribeVolumeAttribute (p. 309)
« DescribeVolumeStatus (p. 311)

¢ DetachVolume (p. 331)

¢ EnableVolumelO (p. 343)

¢ ImportVolume (p. 355)

¢ ModifySnapshotAttribute (p. 366)
¢ ModifyVolumeAttribute (p. 368)

¢ ResetSnapshotAttribute (p. 409)

Elastic IP Addresses

¢ AllocateAddress (p. 13)

¢ AssociateAddress (p. 18)

¢ DescribeAddresses (p. 164)
¢ DisassociateAddress (p. 337)
¢ ReleaseAddress (p. 381)

Elastic Network Interfaces (Amazon VPC)

« AttachNetworkinterface (p. 27)

¢ CreateNetworkiInterface (p. 78)

¢ DeleteNetworkinterface (p. 134)

¢ DescribeNetworkInterfaceAttribute (p. 235)
¢ DescribeNetworkinterfaces (p. 237)

¢ DetachNetworkinterface (p. 329)

« ModifyNetworkinterfaceAttribute (p. 364)

¢ ResetNetworklInterfaceAttribute (p. 407)
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General

¢ GetConsoleOutput (p. 345)

Instances

¢ DescribelnstanceAttribute (p. 197)
¢ Describelnstances (p. 200)

¢ DescribelnstanceStatus (p. 216)
¢ Importinstance (p. 349)

¢ ModifylnstanceAttribute (p. 361)
¢ RebootInstances (p. 375)

¢ ReportinstanceStatus (p. 392)

¢ ResetInstanceAttribute (p. 405)

¢ Runlinstances (p. 417)

¢ Startinstances (p. 429)

¢ Stoplnstances (p. 431)

¢ Terminatelnstances (p. 433)

Internet Gateways (Amazon VPC)

¢ AttachinternetGateway (p. 25)
¢ CreatelnternetGateway (p. 69)

DeletelnternetGateway (p. 126)
¢ DescribelnternetGateways (p. 223)
¢ DetachinternetGateway (p. 327)

IP Addresses

¢ AssignPrivatelpAddresses (p. 15)
¢ UnassignPrivatelpAddresses (p. 435)

Key Pairs

¢ CreateKeyPair (p. 71)

¢ DeleteKeyPair (p. 128)

« DescribeKeyPairs (p. 226)
¢ ImportKeyPair (p. 353)

Monitoring

¢ Monitorinstances (p. 370)

¢ Unmonitorinstances (p. 437)
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Network ACLs (Amazon VPC)

CreateNetworkAcl (p. 73)
CreateNetworkAclEntry (p. 75)
DeleteNetworkAcl (p. 130)
DeleteNetworkAclEntry (p. 132)
DescribeNetworkAcls (p. 229)
ReplaceNetworkAclAssociation (p. 383)
ReplaceNetworkAclEntry (p. 385)

Placement Groups

CreatePlacementGroup (p. 83)
DeletePlacementGroup (p. 136)
DescribePlacementGroups (p. 244)

Reserved Instances

CancelReservedInstancesListing (p. 49)
CreateReservedInstancesListing (p. 85)
DescribeReservedinstances (p. 250)
DescribeReservedInstancesListings (p. 254)
DescribeReservedinstancesOfferings (p. 258)

PurchaseReservedinstancesOffering (p. 372)

Route Tables (Amazon VPC)

AssociateRouteTable (p. 23)
CreateRoute (p. 89)

CreateRouteTable (p. 92)

DeleteRoute (p. 138)

DeleteRouteTable (p. 140)
DescribeRouteTables (p. 267)
DisassociateRouteTable (p. 339)
ReplaceRoute (p. 388)
ReplaceRouteTableAssociation (p. 390)

Security Groups

AuthorizeSecurityGroupEgress (p. 33) (EC2-VPC only)
AuthorizeSecurityGrouplngress (p. 36)
CreateSecurityGroup (p. 94)

DeleteSecurityGroup (p. 142)
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¢ DescribeSecurityGroups (p. 272)
¢ RevokeSecurityGroupEgress (p. 411) (EC2-VPC only)
¢ RevokeSecurityGrouplngress (p. 414)

Spot Instances

¢ CancelSpotinstanceRequests (p. 52)

¢ CreateSpotDatafeedSubscription (p. 99)

¢ DeleteSpotDatafeedSubscription (p. 146)

¢ DescribeSpotDatafeedSubscription (p. 283)
¢ DescribeSpotinstanceRequests (p. 285)

¢ DescribeSpotPriceHistory (p. 291)

¢ RequestSpotinstances (p. 395)

Subnets (Amazon VPC)

¢ CreateSubnet (p. 101)
¢ DeleteSubnet (p. 147)
¢ DescribeSubnets (p. 295)

Tags

e CreateTags (p. 103)
¢ DeleteTags (p. 149)
¢ DescribeTags (p. 299)

VM Import

¢ CancelConversionTask (p. 45)

¢ DescribeConversionTasks (p. 175)
¢ Importinstance (p. 349)

¢ ImportVolume (p. 355)

VM Export

¢ CancelExportTask (p. 47)
¢ CreatelnstanceExportTask (p. 66)
¢ DescribeExportTasks (p. 184)

VPCs (Amazon VPC)

¢ CreateVpc (p. 108)
¢ DeleteVpc (p. 154)
¢ DescribeVpcs (p. 316)

APl Version 2012-12-01
7



Amazon Elastic Compute Cloud API Reference

VPN Connections (Amazon VPC)

¢ CreateVpnConnection (p. 111)
¢ DeleteVpnConnection (p. 156)
¢ DescribeVpnConnections (p. 319)

Virtual Private Gateways (Amazon VPC)

¢ AttachVpnGateway (p. 31)

¢ CreateVpnGateway (p. 120)

¢ DeleteVpnGateway (p. 160)

¢ DescribeVpnGateways (p. 323)
¢ DetachVpnGateway (p. 333)

Windows

¢ Bundlelnstance (p. 40)

¢ CancelBundleTask (p. 43)

¢ DescribeBundleTasks (p. 172)
¢ GetPasswordData (p. 347)
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Actions

Topics

AllocateAddress (p. 13)
AssignPrivatelpAddresses (p. 15)
AssociateAddress (p. 18)
AssociateDhcpOptions (p. 21)
AssociateRouteTable (p. 23)
AttachinternetGateway (p. 25)
AttachNetworkInterface (p. 27)
AttachVolume (p. 29)
AttachVpnGateway (p. 31)
AuthorizeSecurityGroupEgress (p. 33)
AuthorizeSecurityGrouplngress (p. 36)
Bundlelnstance (p. 40)
CancelBundleTask (p. 43)
CancelConversionTask (p. 45)
CancelExportTask (p. 47)
CancelReservedinstancesListing (p. 49)
CancelSpotinstanceRequests (p. 52)
ConfirmProductinstance (p. 54)
CopySnapshot (p. 56)
CreateCustomerGateway (p. 58)
CreateDhcpOptions (p. 60)
Createlmage (p. 63)
CreatelnstanceExportTask (p. 66)
CreatelnternetGateway (p. 69)
CreateKeyPair (p. 71)
CreateNetworkAcl (p. 73)
CreateNetworkAclEntry (p. 75)
CreateNetworklinterface (p. 78)
CreatePlacementGroup (p. 83)
CreateReservedinstancesListing (p. 85)
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CreateRoute (p. 89)
CreateRouteTable (p. 92)
CreateSecurityGroup (p. 94)
CreateSnapshot (p. 96)
CreateSpotDatafeedSubscription (p. 99)
CreateSubnet (p. 101)

CreateTags (p. 103)

CreateVolume (p. 105)

CreateVpc (p. 108)
CreateVpnConnection (p. 111)
CreateVpnConnectionRoute (p. 118)
CreateVpnGateway (p. 120)
DeleteCustomerGateway (p. 122)
DeleteDhcpOptions (p. 124)
DeletelnternetGateway (p. 126)
DeleteKeyPair (p. 128)
DeleteNetworkAcl (p. 130)
DeleteNetworkAclEntry (p. 132)
DeleteNetworkinterface (p. 134)
DeletePlacementGroup (p. 136)
DeleteRoute (p. 138)
DeleteRouteTable (p. 140)
DeleteSecurityGroup (p. 142)
DeleteSnapshot (p. 144)
DeleteSpotDatafeedSubscription (p. 146)
DeleteSubnet (p. 147)

DeleteTags (p. 149)

DeleteVolume (p. 152)

DeleteVpc (p. 154)
DeleteVpnConnection (p. 156)
DeleteVpnConnectionRoute (p. 158)
DeleteVpnGateway (p. 160)
Deregisterimage (p. 162)
DescribeAddresses (p. 164)
DescribeAvailabilityZones (p. 169)
DescribeBundleTasks (p. 172)
DescribeConversionTasks (p. 175)
DescribeCustomerGateways (p. 177)
DescribeDhcpOptions (p. 180)
DescribeExportTasks (p. 184)
DescribelmageAttribute (p. 186)
Describelmages (p. 189)
DescribelnstanceAttribute (p. 197)
Describelnstances (p. 200)
DescribelnstanceStatus (p. 216)
DescribelnternetGateways (p. 223)
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DescribeKeyPairs (p. 226)
DescribeNetworkAcls (p. 229)
DescribeNetworklInterfaceAttribute (p. 235)
DescribeNetworkinterfaces (p. 237)
DescribePlacementGroups (p. 244)
DescribeRegions (p. 247)
DescribeReservedinstances (p. 250)
DescribeReservedInstancesListings (p. 254)
DescribeReservedinstancesOfferings (p. 258)
DescribeRouteTables (p. 267)
DescribeSecurityGroups (p. 272)
DescribeSnapshotAttribute (p. 276)
DescribeSnapshots (p. 278)
DescribeSpotDatafeedSubscription (p. 283)
DescribeSpotinstanceRequests (p. 285)
DescribeSpotPriceHistory (p. 291)
DescribeSubnets (p. 295)

DescribeTags (p. 299)

DescribeVolumes (p. 305)
DescribeVolumeAittribute (p. 309)
DescribeVolumeStatus (p. 311)
DescribeVpcs (p. 316)
DescribeVpnConnections (p. 319)
DescribeVpnGateways (p. 323)
DetachinternetGateway (p. 327)
DetachNetworkInterface (p. 329)
DetachVolume (p. 331)
DetachVpnGateway (p. 333)
DisableVgwRoutePropagation (p. 335)
DisassociateAddress (p. 337)
DisassociateRouteTable (p. 339)
EnableVgwRoutePropagation (p. 341)
EnableVolumelO (p. 343)
GetConsoleOutput (p. 345)
GetPasswordData (p. 347)

Importinstance (p. 349)

ImportKeyPair (p. 353)

ImportVolume (p. 355)
ModifylmageAttribute (p. 358)
ModifylnstanceAttribute (p. 361)
ModifyNetworkInterfaceAttribute (p. 364)
ModifySnapshotAttribute (p. 366)
ModifyVolumeAttribute (p. 368)
MonitorInstances (p. 370)
PurchaseReservedinstancesOffering (p. 372)
RebootInstances (p. 375)
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Registerimage (p. 377)
ReleaseAddress (p. 381)
ReplaceNetworkAclAssociation (p. 383)
ReplaceNetworkAclEntry (p. 385)
ReplaceRoute (p. 388)
ReplaceRouteTableAssociation (p. 390)
ReportinstanceStatus (p. 392)
RequestSpotinstances (p. 395)
ResetlmageAttribute (p. 403)
ResetlnstanceAttribute (p. 405)
ResetNetworklInterfaceAttribute (p. 407)
ResetSnapshotAttribute (p. 409)
RevokeSecurityGroupEgress (p. 411)
RevokeSecurityGrouplngress (p. 414)
Runlinstances (p. 417)

Startlnstances (p. 429)

Stoplnstances (p. 431)
Terminatelnstances (p. 433)
UnassignPrivatelpAddresses (p. 435)
Unmonitorinstances (p. 437)
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AllocateAddress

AllocateAddress

Description

Acquires an Elastic IP address for use with your AWS account.

An Elastic IP address is for use either in Amazon EC2 or in a VPC. For more information, see Elastic IP
Addresses in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name

Donmai n

Description Required
Set to vpc to allocate the address for use with instances | Conditional
inaVPC.

Type: String

Valid values: vpc
Default: The address is for use in Amazon EC2.

Condition: Required when allocating the address for use
inaVPC.

Response Elements

The elements in the following table are wrapped in an Al | ocat eAddr essResponse element.

Name

request!d
publiclp

domai n

al l ocationld

Examples

Example Request

Description

The ID of the request.
Type: xsd:string

The Elastic IP address.
Type: xsd:string

Specifies whether this Elastic IP address is for use with instances in
Amazon EC2 (st andar d) or instances in a VPC.

Type: xsd:string
Valid values: st andar d | vpc

[VPC] The ID that AWS assigns to represent the allocation of the
Elastic IP address for use with a VPC.

Type: xsd:string

This example returns an Elastic IP address for use in Amazon EC2.
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Related Operations

https://ec2. anazonaws. conf ?Act i on=Al | ocat eAddr ess
&AUTHPARANS

Example Response

<Al | ocat eAddr essResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<publicl p>192. 0. 2. 1</ publ i cl p>
<donmi n>st andar d</ domai n>

</ Al | ocat eAddr essResponse>

Example Request

This example returns an Elastic IP address for use in a VPC.

https://ec2. amazonaws. com ?Act i on=Al | ocat eAddr ess
Domai n=vpc
&AUTHPARANS

Example Response

<Al | ocat eAddr essResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<publ i cl p>198. 51. 100. 1</ publ i cl p>
<domai n>vpc</ domai n>
<al | ocati onl d>ei pal | oc-5723d13e</ al | ocati onl d>
</ Al | ocat eAddr essResponse>

Related Operations

¢ DescribeAddresses (p. 164)
¢ ReleaseAddress (p. 381)

¢ AssociateAddress (p. 18)

¢ DisassociateAddress (p. 337)
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AssignPrivatelpAddresses

AssignPrivatelpAddresses

Description

Assigns one or more secondary private IP addresses to the specified network interface. You can specify
one or more specific secondary IP addresses, or you can specify the number of secondary IP addresses
to be automatically assigned within the subnet's CIDR block range. The number of secondary IP addresses
that you can assign to an instance varies by instance type. For information about instance types, see
Available Instance Types in the Amazon Elastic Compute Cloud User Guide. For more information about
Elastic IP addresses, see Elastic IP Addresses in the Amazon Elastic Compute Cloud User Guide.

This action is available only in VPC.

Request Parameters

Name

Net wor kIl nt er f acel d

Privat el pAddress. n

Secondar yPri vat el pAd
dr essCount

Al | owReassi gnment

Description Required

The network interface to which the IP address is assigned. | Yes
Type: String
Default: None

The IP address to be assigned as a secondary private IP | Conditional
address to the network interface.

This option can be used multiple times to assign multiple
secondary private IP addresses to the network interface.
Type:

AssignPrivatelpAddressesSetltemRequestType (p. 442)
Default: None

Condition: You cannot specify this parameter when also
specifying Secondar yPri vat el pAddr essCount .

The number of secondary IP addresses to assign to the | Conditional
network interface.

Type: Integer
Default: None

Condition: You cannot specify this parameter when also
specifying Pri vat el PAddr ess. n.

Specifies whether to allow an IP address that is already | No
assigned to another network interface or instance to be
reassigned to the specified network interface.

Type: Boolean
Default: False

Response Elements

The elements in the following table are wrapped in an Assi gnPr i vat el pAddr essesResponse element.
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Name Description
requestlid The ID of the request.

Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example assigns two secondary private IP addresses (10.0.2.1 and 10.0.2.11) to the specified
network interface.

https://ec2. amazonaws. com ?Act i on=Assi gnPri vat el pAddr esses
&Net wor kI nt er f acel d=eni - d83388b1

&Privat el pAddress. 0=10.0. 2.1

&Privat el pAddress. 1=10.0. 2. 11

&AUTHPARANMS

Example Response

<Assi gnPri vat el pAddresses xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>

</ Assi gnPri vat el pAddr esses>

Example Request

This example assigns two secondary private IP addresses to the network interface. The IP addresses
are automatically assigned from the available IP addresses within the subnet's CIDR block range.

https://ec2. amazonaws. com ?Acti on=Assi gnPri vat el pAddr esses
&Net wor kI nt er f acel d=eni - d83388b1

&Secondar yPri vat el pAddr essCount =2

&AUTHPARANS

Example Response

<Assi gnPri vat el pAddresses xm ns="http://ec2. anazonaws. coni doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- he587EXAMPLE</ r equest | d>
<return>true</return>

</ Assi gnPri vat el pAddr esses>

Related Operations

¢ DescribeAddresses (p. 164)
¢ ReleaseAddress (p. 381)
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¢ AssociateAddress (p. 18)
¢ DisassociateAddress (p. 337)
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AssociateAddress

AssociateAddress

Description

Associates an Elastic IP address with an instance or a network interface. For more information about
Elastic IP addresses, see Elastic IP Addresses in the Amazon Elastic Compute Cloud User Guide.

[EC2] If the Elastic IP address is already associated with a different instance, it is disassociated from that
instance and associated with the specified instance.

[VPC] If you don't specify a private IP address, the Elastic IP address is associated with the primary IP
address. If the Elastic IP address is already associated with a different instance or a network interface,
you get an error unless you specify the Al | owReassoci at i on parameter.

This is an idempotent operation. If you enter it more than once, Amazon EC2 does not return an error.

Request Parameters

Name

Publiclp

| nst ancel d

Al |l ocationld

Net wor kIl nt er f acel d

Privat el pAddr ess

Description

The Elastic IP address.

Type: String

Default: None

Condition: Required for EC2 Elastic IP addresses.

The ID of the instance.
Type: String
Default: None

Condition: Required for Amazon EC2. For a VPC, you can
specify either an instance ID or a network interface ID, but

not both.
Example: -i i-43a4412a

[VPC] The allocation ID.

Type: String

Default: None

Condition: Required for a VPC.

[VPC] The ID of the network interface. Association fails
when specifying an instance ID unless exactly one
interface is attached.

Type: String
Default: None

Condition: If the instance has more than one network
interface, you must specify a network interface ID.

[VPC] The primary or secondary private IP address to
associate with the Elastic IP address. If no private IP

address is specified, the Elastic IP address is associated

with the primary private IP address.
Type: String
Default: None

Required

Conditional

Conditional

No

No

No
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Name Description Required

Al | owReassoci ati on [VPC] Allows an Elastic IP address that is already No
associated with an instance or network interface to be
re-associated with the specified instance or network
interface. If the Elastic IP address is associated, and this
option is not specified, the operation fails.

Type: Boolean
Default: f al se if not specified

Response Elements

The elements in the following table are wrapped in an Associ at eAddr essResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

associ ationld [VPC] The ID that represents the association of the Elastic IP address
with an instance.

Type: xsd:string

Examples

Example Request

This example associates an Elastic IP address with an instance in Amazon EC2.

https://ec2. amazonaws. com ?Act i on=Associ at eAddr ess
&l nst ancel d=i - 2ea64347

&Publ i cl p=192.0.2.1

&AUTHPARANS

Example Response

<Associ at eAddr essResponse xm ns="http://ec2. anazonaws. coni doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>

</ Associ at eAddr essResponse>

Example Request

This example associates a Elastic IP address with an instance in a VPC and allows the Elastic IP address
to be re-assigned to this instance if it's currently assigned to another instance or network interface.
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https://ec2. amazonaws. conl ?Act i on=Associ at eAddr ess
&l nst ancel d=i - 4f d2431a

&Al | ocat i onl d=ei pal | oc-5723d13e

&Al | owReassi gnnent =t r ue

&AUTHPARANS

Example Response

<Associ at eAddr essResponse xm ns="http://ec2. anazonaws. coni doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
<associ at i onl d>ei passoc-f c5ca095</ associ ati onl d>

</ Associ at eAddr essResponse>

Related Operations

¢ AllocateAddress (p. 13)

¢ DescribeAddresses (p. 164)
¢ ReleaseAddress (p. 381)

¢ DisassociateAddress (p. 337)
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AssociateDhcpOptions

Description

Associates a set of DHCP options (that you've previously created) with the specified VPC. Or, associates

no DHCP options with the VPC.

After you associate the options with the VPC, any existing instances and all new instances that you launch
in that VPC use the options. You don't need to restart or relaunch the instances. They automatically pick
up the changes within a few hours, depending on how frequently the instance renews its DHCP lease. If

you want, you can explicitly renew the lease using the operating system on the instance.

For more information about the supported DHCP options and using them with a VPC, see Using DHCP
Options in Your VPC in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name

DhcpOpti onsld

Vpcld

Description Required

The ID of the DHCP options you want to associate | Yes
with the VPC, or def aul t if you want the VPC to
use no DHCP options.

Type: String
Default: None

The ID of the VPC to associate the DHCP options | Yes
with.

Type: String
Default: None

Response Elements

The elements in the following table are wrapped in an Associ at eDhcpOpt i onsResponse element.

Name

requestl!d

return

Examples

Example Request

This example associates the DHCP options with ID dopt-7a8b9c2d with the VPC with ID vpc-1a2b3c4d.

Description

The ID of the request.
Type: xsd:string

Returns t r ue if the request succeeds. Otherwise, returns
an error.

Type: xsd:boolean
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https://ec2. amazonaws. conl ?Act i on=Associ at eDhcpOpt i ons
&DhcpOpt i onsl d=dopt - 7a8b9c2d

&Vpcl d=vpc- 1la2b3c4d

&AUTHPARANS

Example Response

<Associ at eDhcpOpt i onsResponse xm ns="http://ec2. amazonaws. coni doc/ 2012- 12-01/" >

<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<return>true</return>
</ Associ at eDhcpOpt i onsResponse>

Example Request

This example changes the VPC with ID vpc-1a2b3c4d to use no DHCP options.

https://ec2. amazonaws. com ?Act i on=Associ at eDhcpOpt i ons
&DhcpOpt i onsl| d=def aul t

&Vpcl d=vpc- 1a2b3c4d

&AUTHPARANS

Example Response

<Associ at eDhcpOpt i onsResponse xm ns="http://ec2. anmazonaws. coni doc/ 2012- 12- 01/ " >

<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<return>true</return>
</ Associ at eDhcpOpt i onsResponse>

Related Operations

¢ CreateDhcpOptions (p. 60)
¢ DescribeDhcpOptions (p. 180)
¢ DeleteDhcpOptions (p. 124)

APl Version 2012-12-01
22




Amazon Elastic Compute Cloud API Reference
AssociateRouteTable

AssociateRouteTable

Description

Associates a subnet with a route table. The subnet and route table must be in the same VPC. This
association causes traffic originating from the subnet to be routed according to the routes in the route
table. The action returns an association 1D, which you need if you want to disassociate the route table
from the subnet later. A route table can be associated with multiple subnets.

For more information about route tables, see Route Tables in the Amazon Virtual Private Cloud User
Guide.

Request Parameters

Name Description Required

Rout eTabl el d The ID of the route table. Yes
Type: String
Default: None

Subnet I d The ID of the subnet. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in an Associ at eRout eTabl eResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

associ ationld The ID that AWS provides to represent the association of the route
table and the subnet.
Type: xsd:string
Example: rtbassoc-f8ad4891

Examples

Example Request

This example associates a route table with ID rtb-e4ad488d with a subnet with ID subnet-15ad487c.

https://ec2. amazonaws. com ?Act i on=Associ at eRout eTabl e
&Rout eTabl el d=rt b- e4ad488d
&Subnet | d=subnet - 15ad487c
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Example Response

<Associ at eRout eTabl eResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/" >

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<associ ati onl d>rt bassoc-f 8ad4891</ associ ati onl d>
</ Associ at eRout eTabl eResponse>

Related Operations

¢ CreateRouteTable (p. 92)

¢ DisassociateRouteTable (p. 339)

¢ DescribeRouteTables (p. 267)

¢ ReplaceRouteTableAssociation (p. 390)
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AttachinternetGateway

Description

Attaches an Internet gateway to a VPC, enabling connectivity between the Internet and the VPC. For
more information about your VPC and Internet gateway, see the Amazon Virtual Private Cloud User

Guide.

Request Parameters

Name Description Required

I nt er net Gat ewayl d The ID of the Internet gateway. Yes
Type: String
Default: None

Vpcld The ID of the VPC. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in an At t achl nt er net Gat ewayResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

The example attaches the Internet gateway with ID igw-eaad4883 to the VPC with ID vpc-11ad4878.

https://ec2. amazonaws. com ?Act i on=Att achl nt er net Gat eway
&l nt er net Gat eway| d=i gw eaad4883

&Vpcl d=vpc- 11ad4878

&AUTHPARANS

Example Response

<At t achl nt er net Gat emayResponse xm ns="http://ec2. amazonaws. coni doc/ 2012-12-01/" >
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<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
</ At t achl nt er net Gat ewayResponse>

Related Operations

¢ CreatelnternetGateway (p. 69)

¢ DeletelnternetGateway (p. 126)

¢ DetachinternetGateway (p. 327)

¢ DescribelnternetGateways (p. 223)
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AttachNetworklinterface

Description

Attaches a network interface to an instance.
Request Parameters

Name Description Required

Net wor kI nt er f acel d The ID of the network interface to attach. Yes
Type: String
Default: None

I nstancel d The ID of the instance to attach to the network | Yes
interface.

Type: String
Default: None

Devi cel ndex The index of the device for the network Yes
interface attachment.

Type: Integer
Default: None

Response Elements

The elements in the following table are wrapped in an At t achNet wor kI nt er f aceResponse element.

Name Description

requestlid The ID of the attachment request.
Type: xsd:string

attachnent | d The ID of the attachment.
Type: xsd:string

Examples

Example Request

This example attaches an elastic network interface (ENI) eni - f f da3197 to the specified instance
i-9cc3l6fe.

https://ec2. amazonaws. com ?Acti on=Att achNet wor kl nt erf ace
&Devi cel ndex=1

&l nst ancel d=i - 9cc316fe

&Net wor kI nt er f acel d=eni -ff da3197

&AUTHPARANS
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Example Response

<At t achNet wor kI nt er f aceResponse xm ns='http://ec2. amazonaws. com doc/ 2011-11-
15/ >

<request | d>ace8cdle- e685- 4e44- 90f b- 92014d907212</ r equest | d>

<attachment | d>eni - att ach- d94b09b0</ at t achnent | d>
</ At t achNet wor kIl nt er f aceResponse>

Related Operations

¢ DetachNetworkinterface (p. 329)

¢ CreateNetworkiInterface (p. 78)

¢ DeleteNetworkinterface (p. 134)

¢ DescribeNetworklInterfaceAttribute (p. 235)
¢ DescribeNetworklInterfaces (p. 237)

« ModifyNetworkinterfaceAttribute (p. 364)

¢ ResetNetworkiInterfaceAttribute (p. 407)
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AttachVolume

Description

Attaches an Amazon EBS volume to a running instance and exposes it to the instance with the specified
device name.

For a list of supported device names, see Attaching the Volume to an Instance. Any device names that
aren't reserved for instance store volumes can be used for Amazon EBS volumes. For more information,
see Amazon EC2 Instance Store.

Note
If a volume has an AWS Marketplace product code:

¢ The volume can only be attached to the root device of a stopped instance.
¢ You must be subscribed to the AWS Marketplace code that is on the volume.

¢ The configuration (instance type, operating system) of the instance must support that specific
AWS Marketplace code. For example, you cannot take a volume from a Windows instance
and attach it to a Linux instance.

« AWS Marketplace product codes are copied from the volume to the instance.

For an overview of the AWS Marketplace, go to https://aws.amazon.com/marketplace/help/200900000.
For details on how to use the AWS Marketplace, see AWS Marketplace.

Request Parameters

Name Description Required

Vol urel d The ID of the Amazon EBS volume. The volume and Yes
instance must be within the same Availability Zone.

Type: String
Default: None

I nstancel d The ID of the instance. The instance must be running. Yes
Type: String
Default: None

Devi ce The device nhame as exposed to the instance (e.g., Yes
/dev/sdh, or xvdh).

Type: String
Default: None

Response Elements

The elements in the following table are wrapped in an At t achVol uneResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string
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Examples
Name Description
vol unel d The ID of the volume.

Type: xsd:string

i nstancel d The ID of the instance.
Type: xsd:string

devi ce The device name as exposed to the instance (e.g., /dev/sdh, or xvdh).
Type: xsd:string

status The volume state.
Type: xsd:string
Valid values: at t achi ng | at t ached | det achi ng | det ached

attachTi me The time stamp when the attachment initiated.
Type: xsd:dateTime

Examples

Example Request

This example attaches volume vol - 1a2b3c4d to instance i - 1a2b3c4d and exposes it as / dev/ sdh.
For information on standard storage locations, see the Amazon Elastic Compute Cloud User Guide.

https://ec2. amazonaws. com ?Act i on=Att achVol unme
&Vol unel d=vol - 1a2b3c4d

&l nst ancel d=i - 1a2b3c4d

&Devi ce=/ dev/ sdh

&AUTHPARANS

Example Response

<Att achVol umeResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<vol unel d>vol - 1a2b3c4d</ vol unel d>
<i nst ancel d>i - 1a2b3c4d</i nst ancel d>
<devi ce>/ dev/ sdh</ devi ce>
<st at us>at t achi ng</ st at us>
<attachTi ne>YYYY- MM DDTHH: MM SS. 000Z</ at t achTi me>
</ At t achVol uneResponse>

Related Operations

¢ CreateVolume (p. 105)
¢ DeleteVolume (p. 152)
¢ DescribeVolumes (p. 305)
¢ DetachVolume (p. 331)
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AttachVpnGateway

Description

Attaches a virtual private gateway to a VPC. For more information, see Adding an IPsec Hardware Virtual
Private Gateway to Your VPC in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required

VpnGat ewayl d The ID of the virtual private gateway. Yes
Type: String
Default: None

Vpcld The ID of the VPC. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in an At t achVpnGat ewayResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

att achnent Information about the attachment.
Type: AttachmentType (p. 443)

Examples

Example Request

This example attaches the virtual private gateway with ID vgw-8db04f81 to the VPC with ID vpc-1a2b3c4d.

https://ec2. amazonaws. com ?Act i on=Att achVpnGat eway
&pnGat ewayl d=vgw 8db04f 81

&Vpcl d=vpc- 1la2b3c4d

&AUTHPARANS

Example Response

<At t achVpnGat ewayResponse xm ns="http://ec2. anazonaws. coni doc/ 2012-12-01/">
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>

<at tachment >
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<vpcl d>vpc- 1la2b3c4d</ vpcl d>
<st at e>at t achi ng</ st at e>
</ attachnment >

</ At t achVpnGat ewayResponse>

Related Operations

CreateVpnGateway (p. 120)
DescribeVpnGateways (p. 323)
DetachVpnGateway (p. 333)
CreateVpc (p. 108)
CreateVpnConnection (p. 111)
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AuthorizeSecurityGroupEgress

Description

Adds one or more egress rules to a security group for use with a VPC. Specifically, this action permits
instances to send traffic to one or more destination CIDR IP address ranges, or to one or more destination
security groups for the same VPC.

Important
You can have up to 50 rules per group (covering both ingress and egress rules).

A security group is for use with instances either in Amazon EC2 or in a specific VPC. This action doesn't
apply to security groups for Amazon EC2. For more information, see Security Groups for Your VPC in
the Amazon Virtual Private Cloud User Guide.

Each rule consists of the protocol (for example, TCP), plus either a CIDR range or a source group. For
the TCP and UDP protocols, you must also specify the destination port or port range. For the ICMP
protocol, you must also specify the ICMP type and code. You can use -1 for the type or code to mean all
types or all codes.

Rule changes are propagated to affected instances as quickly as possible. However, a small delay might
occur.

Request Parameters

Name Description Required
Groupld The ID of the VPC security group to modify. Yes
Type: String

Default: None

| pPer i ssi ons. n. | pPr | The IP protocol name or number (go to Protocol Numbers). | Yes
ot ocol When you call Descri beSecuri t yG oups, the protocol

value returned is the number. Exception: For TCP, UDP,

and ICMP, the value returned is the name (for example,

t cp, udp, ori cnp).

Type: String

Valid values: t cp | udp | i cnp or any protocol number (go

to Protocol Numbers). Use - 1 to specify all.

| pPer i ssi ons. n. Fr om | The start of port range for the TCP and UDP protocols, or | Conditional
Por t an ICMP type number. For the ICMP type number, you
can use -1 to specify all ICMP types.

Type: Integer
Default: None

Condition: Required for ICMP and any protocol that uses
ports

APl Version 2012-12-01
33


http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_SecurityGroups.html
http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml
http://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

Amazon Elastic Compute Cloud API Reference

Response Elements

Name

| pPer m ssi ons. n. ToPo
rt

| pPer mi ssions. n. G ou
ps. m G oupld

| pPerm ssions. n. | pRa
nges.mdcCdrlp

Description

The end of port range for the TCP and UDP protocols, or
an ICMP code number. For the ICMP code number, you
can use -1 to specify all ICMP codes for the given ICMP

type.
Type: Integer
Default: None

Condition: Required for ICMP and any protocol that uses
ports

The name of the destination security group. Cannot be
used when specifying a CIDR IP address.

Type: String
Default: None

Condition: Required if modifying access for one or more
destination security groups.

The CIDR range. Cannot be used when specifying a
destination security group.

Type: String
Default: None
Constraints: Valid CIDR IP address range.

Condition: Required if modifying access for one or more
IP address ranges.

Response Elements

Required

Conditional

Conditional

Conditional

The elements in the following table are wrapped in an Aut hori zeSecuri t yG oupEgr essResponse

element.

Name

requestlid

return

Examples

Description

The ID of the request.
Type: xsd:string

Returns t r ue if request is successful. Otherwise, returns an error.

Type: xsd:boolean

Example Request

This example grants your security group with the ID sg-1a2b3c4d access to the 192.0.2.0/24 and
198.51.100.0/24 address ranges on TCP port 80.

https://ec2. amazonaws. com ?Act i on=Aut hori zeSecurityG oupEgr ess

&G oupl d=sg- 1a2b3c4d

&l pPerm ssions. 1.1 pProtocol =tcp
&l pPer m ssi ons. 1. FronPor t =80
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&l pPer m ssions. 1. ToPort =80

& pPerm ssions. 1. 1 pRanges. 1. C dr | p=192. 0. 2. 0/ 24

&l pPerm ssions. 1. | pRanges. 2. C dr | p=198. 51. 100. 0/ 24
&AUTHPARANS

Example Request

This example grants your security group with the ID sg-1a2b3c4d access to your security group with ID
sg-9a8d7f5¢c on TCP port 1433.

https://ec2. amazonaws. com ?Act i on=Aut hori zeSecurityG oupEgr ess
&G oupl d=sg- 1a2b3c4d

&l pPerm ssions. 1. | pProtocol =tcp

&l pPerm ssions. 1. FronPort =1433

&l pPerm ssi ons. 1. ToPort =1433

&l pPerm ssions. 1. G oups. 1. G oupl d=sg- 9a8d7f 5c

&AUTHPARANS

Example Response

<Aut hori zeSecuri tyG oupEgr essResponse xm ns="http://ec2. amazonaws. com doc/ 2012-
12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
</ Aut hori zeSecurityG oupEgr essResponse>

Related Operations

¢ CreateSecurityGroup (p. 94)

¢ DescribeSecurityGroups (p. 272)

¢ RevokeSecurityGroupEgress (p. 411)

¢ AuthorizeSecurityGrouplngress (p. 36)
¢ RevokeSecurityGrouplngress (p. 414)
¢ DeleteSecurityGroup (p. 142)
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AuthorizeSecurityGrouplngress

Description

Adds one or more ingress rules to a security group.

Important
Amazon EC2: You can have up to 100 rules per group.
VPC: You can have up to 50 rules per group (covering both ingress and egress rules).

A security group is for use with instances either in Amazon EC2 or in a specific VPC. For more information,
see Amazon EC2 Security Groups in the Amazon Elastic Compute Cloud User Guide and Security Groups
for Your VPC in the Amazon Virtual Private Cloud User Guide.

[Amazon EC2] This action gives one or more CIDR IP address ranges permission to access a security
group in your account, or gives one or more security groups (called the source groups) permission to
access a security group for your account. A source group can be for your own AWS account, or another.

[VPC] This action gives one or more CIDR IP address ranges permission to access a security group in
your VPC, or gives one or more other security groups (called the source groups) permission to access a
security group for your VPC. The security groups must all be for the same VPC.

Each rule consists of the protocol (for example, TCP), plus either a CIDR range or a source group. For
the TCP and UDP protocols, you must also specify the destination port or port range. For the ICMP
protocol, you must also specify the ICMP type and code. You can use -1 for the type or code to mean all
types or all codes.

Rule changes are propagated to instances within the security group as quickly as possible. However, a
small delay might occur.

Request Parameters

Name Description Required
Userld Deprecated No
G oupld The ID of the security group to modify. The group must Conditional
belong to your account.
Type: String

Default: None

Condition: Required for security groups for a VPC; can be
used instead of G oupNane otherwise

G oupNane The name of the EC2 security group to modify. Conditional
Type: String
Default: None

Condition: Can be used instead of Gr oupl d for EC2
security groups
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Request Parameters

Name

| pPermi ssions. n. | pPr
ot ocol

| pPerm ssions. n. From
Por t

| pPer mi ssi ons. n. ToPo
rt

| pPerm ssi ons. n. G ou
ps. m User |l d

| pPer m ssi ons. n. G ou
ps. m G oupNane

Description Required

The IP protocol name or number (see Protocol Numbers). | Required
EC2 security groups can have rules only for TCP, UDP,

and ICMP, whereas VPC security groups can have rules

assigned to any protocol number.

When you call Descri beSecuri t yGroups, the protocol
value returned is the number. Exception: For TCP, UDP,
and ICMP, the value returned is the name (for example,

t cp, udp, ori cnp).

Type: String

Valid values for EC2 security groups:tcp | udp | i cnp or
the corresponding protocol number (6 | 17 | 1).

Valid values for VPC groups: t cp | udp | i cnp or any
protocol number (see Protocol Numbers). Use - 1 to specify
all.

The start of port range for the TCP and UDP protocols, or | Conditional
an ICMP type number. For the ICMP type number, you
can use -1 to specify all ICMP types.

Type: Integer
Default: None

Default: Required for ICMP and any protocol that uses
ports

The end of port range for the TCP and UDP protocols, or | Conditional
an ICMP code number. For the ICMP code number, you

can use -1 to specify all ICMP codes for the given ICMP

type.

Type: Integer

Default: None

Default: Required for ICMP and any protocol that uses
ports

The AWS account ID that owns the source security group. | Conditional
Cannot be used when specifying a CIDR IP address.

Type: String
Default: None

Condition: For EC2 security groups only. Required if
modifying access for one or more source security groups.

The name of the source security group. Cannot be used | Conditional
when specifying a CIDR IP address.

Type: String
Default: None

Condition: Required if modifying access for one or more
source security groups.
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Name Description Required
| pPer mi ssi ons. n. & ou | The ID of the source security group. Cannot be used when | Conditional
ps. m Groupld specifying a CIDR IP address.

Type: String

Default: None

Condition: For VPC security groups only. Required if
modifying access for one or more source security groups.

| pPer i ssi ons. n. | pRa | The CIDR range. Cannot be used when specifying a Conditional
nges.m<C drlp source security group.
Type: String

Default: None
Constraints: Valid CIDR IP address range.

Condition: Required if modifying access for one or more
IP address ranges.

Response Elements

The elements in the following table are wrapped in an Aut hori zeSecuri t yGr oupl ngr essResponse
element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if request is successful. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example is for an EC2 security group. The request grants the 192.0.2.0/24 and 198.51.100.0/24
address ranges access to your websr v security group on TCP port 80.

https://ec2. amazonaws. com ?Act i on=Aut hori zeSecuri t yG oupl ngress
&G oupNane=websrv

&l pPerm ssions. 1.1 pProtocol =tcp

&l pPer m ssi ons. 1. FronPor t =80

&l pPer m ssi ons. 1. ToPort =80

&l pPerm ssions. 1.1 pRanges. 1. G dr| p=192. 0. 2. 0/ 24

&l pPerm ssions. 1. |1 pRanges. 2. C dr| p=198. 51. 100. 0/ 24

&AUTHPARANS

Example Request

This example is for an EC2 security group. The request grants TCP port 80 access from the source group
called O her Account Gr oup (in AWS account 111122223333) to your websr v security group.
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https://ec2. amazonaws. com ?Act i on=Aut hori zeSecurit yG oupl ngress
&G oupNane=websr v

&l pPerm ssions. 1. | pProtocol =tcp

&l pPer m ssi ons. 1. FronPor t =80

&l pPer m ssions. 1. ToPort =80

&l pPerm ssions. 1. Groups. 1. G oupNane=CQt her Account Gr oup

& pPerm ssions. 1. Goups. 1. User| d=111122223333

&AUTHPARANS

Example Request

This example is for a security group for VPC. The request grants TCP port 80 access from the source
group called & her Gr oupl nMyVPC (sg- 2a2b3c4d) to your VpcWebSer ver s security group

(sg- 1a2b3c4d). The request requires the group IDs and not the group names. Your AWS account ID is
111122223333.

https://ec2. amazonaws. com ?Act i on=Aut hori zeSecuri t yG oupl ngress
&G oupl d=sg- 1a2b3c4d

&l pPerm ssions. 1. | pProtocol =tcp

&l pPer m ssi ons. 1. FronPor t =80

&l pPer m ssi ons. 1. ToPort =80

&l pPerm ssions. 1. Groups. 1. G oupl d=sg- 2a2b3c4d

&l pPerm ssions. 1. Goups. 1. User1d=111122223333

&AUTHPARANS

Example Response

<Aut hori zeSecuri t yG oupl ngr essResponse xm ns="http://ec2. amazonaws. coni doc/ 2012-
12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
</ Aut hori zeSecurit yG oupl ngr essResponse>

Related Operations

¢ CreateSecurityGroup (p. 94)

* DescribeSecurityGroups (p. 272)

¢ RevokeSecurityGrouplngress (p. 414)
¢ DeleteSecurityGroup (p. 142)
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Bundlelnstance

Description

Bundles an Amazon instance store-backed Windows instance.
During bundling, only the root device volume (C:\) is bundled. Data on other instance store volumes is
not preserved.

Note
This procedure is not applicable for Linux/UNIX instances or Windows instances that are backed
by Amazon EBS.

Request Parameters

Name Description Required
I nstanceld The ID of the instance to bundle. Yes
Type: String

Default: None

St or age. S3. Bucket The bucket in which to store the AMI. You can specifya | Yes
bucket that you already own or a new bucket that Amazon
EC2 creates on your behalf. If you specify a bucket that
belongs to someone else, Amazon EC2 returns an error.

Type: String
Default: None

St or age. S3. Prefix The beginning of the file name of the AMI. Yes
Type: String
Default: None

St or age. S3. AWSAccess | The Access Key ID of the owner of the Amazon S3 bucket. | Yes
Keyld Type: String
Default: None

St or age. S3. Upl oadPol | A Base64-encoded Amazon S3 upload policy that gives | Yes
icy Amazon EC2 permission to upload items into Amazon S3
on your behalf.

Type: String
Default: None

St or age. S3. Upl oadPol | The signature of the Base64 encoded JSON document. | Yes
i cySignature Type: String
Default: None

JSON Parameters

The upload policy gives Amazon EC2 limited permission to upload items into your Amazon S3 bucket.
The following table describes the required parameters for the upload policy JSON document. Parameter
names are case sensitive. For more information about upload policies and how to sign them, see the
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sections about policy construction and signatures in the Amazon Simple Storage Service Developer
Guide.

Name Description Required
expiration The expiration of the policy. We recommend 12 hours | Yes

or longer.
condi tions A list of restrictions on what can be uploaded to Yes

Amazon S3. Must contain the bucket and ACL
conditions in this table.

bucket The bucket to store the AMI. Yes

acl This must be set to ec2-bundle-read. Yes

Response Elements

The elements in the following table are wrapped in a Bundl el nst anceResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

bundl el nst anceTask The bundle task.
Type: BundlelnstanceTaskType (p. 448)

Examples

Example Request

This example bundles the i - e468cd8d instance.

https://ec2. amazonaws. com ?Act i on=Bundl el nst ance

&l nst ancel d=i - e468cd8d

&St or age. S3. AWBAccessKeyl d=" AKI Al OSFODNN7 EXAMPLE'

&St or age. S3. Bucket =nyawsbucket

&St or age. S3. Pref i x=wi nam

&St or age. S3. Upl oadPol i cy=eyJl eHBpcnF0aWdul j ogl j | wivDgt MDgt Mz BUMDg6NDk6MDI al i

Wi Y29uzZd 0aVWucyl 61 Ft 71 mi1Y2t | dCl 61 CJt eS1i dWNr ZXQ f Sxbl nNOYXJOcyl13aXRol i wgli R
r ZXki LCAI bXkt bmiv3LW t YWdI | | OseyJhY2wi O Ai ZWW/ LW 1bnRsZS1y ZWFk| n1df EXAMPLE

&St or age. S3. Upl oadPol i cySi gnat ur e=f h5t yyyQD8WICCEt hj 3nl GNEXAMPLE

&AUTHPARANS

Example Response

<Bundl el nst anceResponse xm ns="http://ec2. anmazonaws. conf doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<bundl el nst anceTask>
<i nstancel d>i - 12345678</ i nst ancel d>
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<bundl el d>bun- cla540a8</ bundl el d>
<st at e>bundl i ng</ st at e>
<startTi me>2008- 10- 07T11: 41: 50. 000Z</ st art Ti me>
<updat eTi ne>2008- 10- 07T11: 51: 50. 000Z</ updat eTi me>
<progr ess>70%/ pr ogr ess>
<st or age>
<S3>
<bucket >myawsbucket </ bucket >
<prefix>w nam </ prefix>
</ S3>
</ st or age>
</ bundl el nst anceTask>
</ Bundl el nst anceResponse>

Related Operations

¢ CancelBundleTask (p. 43)
¢ DescribeBundleTasks (p. 172)
¢ Createlmage (p. 63)
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CancelBundleTask

Description

Cancels a bundling operation for an instance store-backed Windows instance.

Request Parameters

Name Description Required
Bundl el d The ID of the bundle task. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Cancel Bundl eTaskResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

bundl el nst anceTask The bundle task.
Type: BundlelnstanceTaskType (p. 448)

Examples

Example Request

This example cancels the bun- cl a322b9 bundle task.

https://ec2. amazonaws. com ?Act i on=Cancel Bundl eTask
&Bundl el d=bun- cl a322b9
&AUTHPARANS

Example Response

<Cancel Bundl eTaskResponse xm ns="http://ec2. anazonaws. conf doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<bundl el nst anceTask>
<i nst ancel d>i - 12345678</ i nst ancel d>
<bundl| el d>bun- cl a322b9</ bundl el d>
<st at e>cancel i ng</ st at e>
<startTi mne>2008-10-07T11: 41: 50. 000Z</ st art Ti me>
<updat eTi mre>2008- 10- 07T11: 51: 50. 000Z</ updat eTi me>
<pr ogr ess>20%/ pr ogr ess>
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<st or age>
<S3>
<bucket >myawsbucket </ bucket >
<prefix>nmy- new i mage</ prefix>
</ S3>
</ st or age>
</ bundl el nst anceTask>
</ Cancel Bundl eTaskResponse>

Related Operations

¢ Bundlelnstance (p. 40)
¢ DescribeBundleTasks (p. 172)
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CancelConversionTask

Description

Cancels an active conversion task. The task can be the import of an instance or volume. The action
removes all artifacts of the conversion, including a partially uploaded volume or instance. If the conversion
is complete or is in the process of transferring the final disk image, the command fails and returns an
exception.

For more information, see Using the Command Line Tools to Import Your Virtual Machine to Amazon
EC2 in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required
Conver si onTaskl d The ID of the task. Yes
Type: String

Default: None

Response Elements

Name Description
requestlid The ID of the request.
Type: string
return Indicates whether the cancellation was successful.

Type: Boolean

Examples

Example Request

This example cancels the conversion task with ID import-i-fh95npoc.

https://ec2. amazonaws. com ?Act i on=Cancel Conver si onTask
&Conver si onTaskl d=i nport-i-fh95npoc
&AUTHPARANS

Example Response

<Cancel Conver si onTaskResponse xm ns="http://ec2. anmazonaws. coni doc/ 2012- 12- 01/ " >

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
</ Cancel Conver si onTaskResponse>
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Related Operations

¢ Importinstance (p. 349)
¢ ImportVolume (p. 355)
¢ DescribeConversionTasks (p. 175)
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CancelExportTask

Description
Cancels an active export task. The command removes all artifacts of the export, including any partially

created Amazon S3 objects. If the export task is complete or is in the process of transferring the final disk
image, the command fails and returns an error.

Request Parameters

Name Description Required
Export Taskl d The ID of the export task. Yes
Type: String

Default: None

Response Elements

Name Description

requestld The ID of the request.
Type: xsd:string

return Indicates whether the cancellation was successful.
Type: xsd:boolean

Examples

Example Request

This example cancels the export task with ID export-i-1234wxyz.

https://ec2. amazonaws. com ?Act i on=Cancel Export Task
&export Taskl d=export-i-1234wxyz
&AUTHPARANS

Example Response

<Cancel Export Task xm ns="http://ec2. amazonaws. com doc/ EC2User Gui de" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>

</ Cancel Export Task>

Related Operations

¢ CreatelnstanceExportTask (p. 66)
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» DescribeExportTasks (p. 184)
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CancelReservedInstancesListing

Description

Cancels the specified Reserved Instance listing in the Reserved Instance Marketplace.

For more information about Reserved Instance Marketplace, go to Reserved Instance Marketplace in the
Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required
reservedl nst ancesLi s The ID of the Reserved Instance listing to be | Yes
tingld canceled.

Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a
Cancel Reservedl nst ancesLi st i ngResponseType element.

Name Description
requestlid The ID of the request to cancel Reserved Instance listing.
Type: String
reservedl nst ancesLi s The Reserved Instance listing for cancellation. The listing information
ti ngsSet is wrapped in an i t emelement.
Type:

DescribeReservedInstancesListingsResponseSetltemType (p. 455)

Examples

Example Request

This example cancels a Reserved Instance listing in the Reserved Instance Marketplace.

https://ec2. amazonaws. conl ?Act i on=Cancel Reser ved| nst ancesLi sti ng
&Reservedl nst ancesLi stingl d. 0=3ebe97b5- f 273- 43b6- a204- 7al8cexanpl e

Example Response

The response will show st at us is cancelled.

<Cancel Reservedl nst ancesLi sti ngResponse>
<request | d>bec2cf 62- 98ef - 434a- 8al5- 886f cexanpl e</request | d>
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<reservedl nst ancesLi sti ngsSet >
<itenp
<reservedl nst ancesLi sti ngl d>3ebe97b5-f 273- 43b6- a204-
7al8cexanpl e</reservedl nst anceslLi sti ngl d>
<reservedl nst ancesl d>af 9f 760e- 9b3f - 417a- ad5e- 93f Ocexanpl e</ reser ved
I nst ancesl d>
<creat eDat e>2012-07- 12T16: 55: 28. 000Z</ cr eat eDat e>
<updat eDat e>2012-07- 12T16: 55: 28. 000Z</ updat eDat e>
<status>cancel | ed</ st at us>
<st at usMessage>CANCELLED</ st at usMessage>
<i nst anceCount s>
<itenp
<st at e>Avai | abl e</ st at e>
<i nst anceCount >0</i nst anceCount >
<litenpr
<itenp
<st at e>Sol d</ st at e>
<i nst anceCount >0</i nst anceCount >
<litenpr
<itenp
<st at e>Cancel | ed</ st at e>
<i nst anceCount >1</i nst anceCount >
<litenr
<itenp
<st at e>Pendi ng</ st at e>
<i nst anceCount >0</i nst anceCount >
<litenpr
</ i nst anceCount s>
<pri ceSchedul es>
<itenp
<ternmp5</ternms
<pri ce>166. 64</pri ce>
<currencyCode>USD</ cur r encyCode>
<active>fal se</active>
<litenpr
<itenp
<ternpd</ternp
<price>133. 32</pri ce>
<currencyCode>USD</ cur r encyCode>
<active>fal se</active>
<litenpr
<itenp
<ternmp3</ternme
<price>99. 99</price>
<currencyCode>USD</ cur r encyCode>
<active>fal se</active>
<litenpr
<itenp
<ternmp2</ternme
<pri ce>66. 66</price>
<currencyCode>USD</ cur r encyCode>
<active>fal se</active>
<litenpr
<itenp
<ternpl</ternm
<price>33. 33</price>
<currencyCode>USD</ cur r encyCode>
<active>fal se</active>
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</[itenpr
</ priceSchedul es>
<t agSet/ >
<cli ent Token>XqJl t 1342112125076</ cl i ent Token>
</[itenpr
</ reservedl nst anceslLi sti ngsSet >
</ Cancel Reser vedl nst ancesLi sti ngResponse>

Related Operations

¢ CreateReservedInstancesListing (p. 85)
¢ DescribeReservedinstancesListings (p. 254)
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CancelSpotinstanceRequests

Description

Cancels one or more Spot Instance requests. Spot Instances are instances that Amazon EC2 starts on
your behalf when the maximum price that you specify exceeds the current Spot Price. Amazon EC2
periodically sets the Spot Price based on available Spot Instance capacity and current Spot Instance
requests. For more information about Spot Instances, see Spot Instances in the Amazon Elastic Compute

Cloud User Guide.

Important
Canceling a Spot Instance request does not terminate running Spot Instances associated with

the request.

Request Parameters

Name Description Required

Spot | nst anceRequest | | One or more Spot Instance request IDs. Yes

d.n Type: String
Default: None

Response Elements

The elements in the following table are wrapped in a Cancel Spot | nst anceRequest sResponse element.

Name Description

The ID of the request.
Type: xsd:string

requestid

A list of Spot Instance requests. Each request is wrapped inani t em

element.
Type: CancelSpotinstanceRequestsResponseSetlitemType (p. 449)

spot | nst anceRequest Set

Examples

Example Request

This example cancels a Spot Instance request.

https://ec2. amazonaws. com ?Act i on=Cancel Spot | nst anceRequest s
&Spot | nst anceRequest | d. 1=sir-1a2b3c4d
&AUTHPARANS
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Example Response

<Cancel Spot | nst anceRequest sResponse xm ns="http://ec2. amazonaws. com doc/ 2012-
12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<spot | nst anceRequest Set >
<itemp
<spot | nst anceRequest | d>si r - 1a2b3c4d</ spot | nst anceRequest | d>
<st at e>cancel | ed</ st at e>
</itenpr
</ spot | nst anceRequest Set ></ Cancel Spot | nst anceRequest sResponse>

Related Operations

¢ DescribeSpotinstanceRequests (p. 285)
¢ RequestSpotinstances (p. 395)
¢ DescribeSpotPriceHistory (p. 291)
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ConfirmProductinstance

Description
Determines whether a product code is associated with an instance. This action can only be used by the

owner of the product code. It is useful when a product code owner needs to verify whether another EC2
user's instance is eligible for support.

Request Parameters

Name Description Required

Pr oduct Code The product code. Yes
Type: String
Default: None

I nstancel d The instance. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Conf i r nPr oduct | nst anceResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the product code is attached to the instance.
Otherwise, returns an error.

Type: xsd:boolean

ownerld The instance owner's account ID. Only present if the product code
is attached to the instance.

Type: xsd:string
Examples

Example Request

This example displays the product code that is associated with the instance.

https://ec2. amazonaws. com ?Act i on=Confi r nProduct | nst ance
&Pr oduct Code=774FAFF8

&l nst ancel d=i - 10a64379

&AUTHPARANS
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Example Response

<Confi rnProduct | nst anceResponse xm ns="http://ec2. amazonaws. com doc/ 2012- 12-
01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
<owner | d>111122223333</ owner | d>
</ Confi r mPr oduct | nst anceResponse>

Related Operations

¢ Describelnstances (p. 200)
¢ Runlinstances (p. 417)
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CopySnapshot

Description

Copies a point-in-time snapshot of an Amazon Elastic Block Store (Amazon EBS) volume and stores it
in Amazon Simple Storage Service (Amazon S3). You can copy the snapshot within the same region or
from one region to another. You can use the snapshot to create new Amazon EBS volumes or Amazon
Machine Images (AMIs). For more information about Amazon EBS, see Amazon Elastic Block Store
(Amazon EBS).

Request Parameters

Name Description Required
Sour ceRegi on The ID of the AWS region that contains the snapshotto | Yes

be copied.

Type: String

Default: None

Sour ceSnapshot 1 d The ID of the Amazon EBS snapshot to copy. Yes
Type: String
Default: None

Descri ption A description of the new Amazon EBS snapshot. No
Type: String
Default: None

Constraints: Up to 255 characters

Response Elements

The elements in the following table are wrapped in a Copy Snapshot Response element.

Name Description
requestlid The ID of the request.
Type: xsd:string
snapshot | d The ID of the new snapshot.

Type: xsd:string
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Examples

Example Request

This example copies Amazon EBS snapshot snap- 1a2b3c4d located in the us-west-1 region.

https://ec2. amazonaws. com ?Act i on=Copy Snapshot
&AWEAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Descri pti on=My%20snapshot

&Si gnat ur e=Vj pSFePl KxDc1l Uy92WBSBApdLi ap7nno4pEc9i EXAMPLE
&Si gnat ur eMet hod=Hmac SHA256

&Si gnat ur eVer si on=2

&Sour ceRegi on=us-west - 1

&Sour ceSnapshot | d=snap- 1a2b3c4d

&Ti mest anp=2012- 12- 11TO2%3A03%3A35. 7132

&Ver si on=2012-12-01

Example Response

<CopySnapshot Response xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/">
<request | d>60bc441d- f a2c- 494d- b155- 5d6a3EXAMPLE</ r equest | d>

<snapshot | d>snap- 2a2b3c4d</ snapshot | d>

</ CopySnapshot Response>

Related Operations

¢ CreateSnapshot (p. 96)
¢ DeleteSnapshot (p. 144)
¢ DescribeSnapshots (p. 278)
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CreateCustomerGateway

Description

Provides information to AWS about your VPN customer gateway device. The customer gateway is the
appliance at your end of the VPN connection. (The device on the AWS side of the VPN connection is the
virtual private gateway.) You must provide the Internet-routable IP address of the customer gateway's
external interface. The IP address must be static and can't be behind a device performing network address
translation (NAT).

You must provide the Internet-routable IP address of the customer gateway's external interface. The IP
address must be static and can't be behind a device performing network address translation (NAT).

For devices that use Border Gateway Protocol (BGP), you can also provide the device's BGP Autonomous
System Number (ASN). You can use an existing ASN assigned to your network. If you don't have an ASN
already, you can use a private ASN (in the 64512 - 65534 range).

Note

Amazon EC2 supports all 2-byte ASN numbers in the range of 1 - 65534, with the exception of
7224, which is reserved in the US East Region, and 9059, which is reserved in the EU West
Region.

For more information about ASNs, see the Wikipedia article.

For more information about VPN customer gateways, see Adding an IPsec Hardware Virtual Private
Gateway to Your VPC in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
Type The type of VPN connection this customer gateway | Yes
supports.
Type: String

Default: None
Valid values: i psec. 1

| pAddr ess The Internet-routable IP address for the customer | Yes
gateway's outside interface. The address must be
static.

Type: String
Default: None

BgpAsn The customer gateway's Border Gateway Protocol | No
(BGP) Autonomous System Number (ASN) for
devices that support BGP.

Type: Integer
Default: 65000
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Response Elements

The elements in the following table are wrapped in an Cr eat eCust oner Gat eway Response element.

Name Description

requestld The ID of the request.
Type: xsd:string

cust oner Gat eway Information about the customer gateway.
Type: CustomerGatewayType (p. 451)

Examples

Example Request

This example passes information to AWS about the VPN customer gateway with IP address 12.1.2.3 and
BGP ASN 65534.

https://ec2. amazonaws. com ?Act i on=Cr eat eCust oner Gat eway
&Type=i psec. 1

&l pAddress=12.1.2.3

&BgpAsn=65534

&AUTHPARAMS

Example Response

<Cr eat eCust oner Gat ewayResponse xm ns="http://ec2. amazonaws. conl doc/ 2012-12-01/" >

<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<cust oner Gat eway>
<cust oner Gat ewayl| d>cgw b4dc3961</ cust oner Gat ewayl d>
<st at e>pendi ng</ st at e>
<type>i psec. 1</ type>
<i pAddress>12. 1. 2. 3</ i pAddr ess>
<bgpAsn>65534</ bgpAsn>
<tagSet/ >
</ cust oner Gat eway>
</ Cr eat eCust oner Gat ewayResponse>

Related Operations

¢ DescribeCustomerGateways (p. 177)
¢ DeleteCustomerGateway (p. 122)

APl Version 2012-12-01
59



Amazon Elastic Compute Cloud API Reference
CreateDhcpOptions

CreateDhcpOptions

Description

Creates a set of DHCP options for your VPC. After creating the new set, you must associate it with the
VPC, causing all existing and new instances that you launch in the VPC to use the new set of DHCP
options. The following table lists the individual DHCP options you can specify. For more information about
the options, see RFC 2132.

DHCP Option Name Description

domain-name A domain name of your choice (for example, example.com).

domain-name-servers | The IP address of a domain name server. You can specify up to four
addresses.

ntp-servers The IP address of a Network Time Protocol (NTP) server. You can specify
up to four addresses.

netbios-name-servers | The IP address of a NetBIOS name server. You can specify up to four
addresses.

netbios-node-type The NetBIOS node type (1, 2, 4, or 8). For more information about the values,
see RFC 2132. We recommend you only use 2 at this time (broadcast and
multicast are currently not supported).

Important

Your VPC automatically starts out with a set of DHCP options that includes only a DNS server
that we provide (AmazonProvidedDNS). If you create a new set of options, and if your VPC has
an Internet gateway, make sure to set the donai n- nane- ser ver s option either to
AmazonProvidedDNS or to a domain name server of your choice.

For more information about DHCP options, see Using DHCP Options with Your VPC in the Amazon
Virtual Private Cloud User Guide.

Request Parameters

Name Description Required

DhcpConfi gurati on. n. Key The name of a DHCP option. Yes
Type: String
Default: None

DhcpConfi gurati on. n. Val ue. m| A value for the DHCP option. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in an Cr eat eDhcpOpt i onsResponse element.
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Examples
Name Description
requestld The ID of the request.

Type: xsd:string

dhcpOpti ons A set of DHCP options.
Type: DhcpOptionsType (p. 463)

Examples

Example Request

This example creates a new set of DHCP options with a domain name example.com and two DNS servers
(10.2.5.1 and 10.2.5.2).

https://ec2. amazonaws. com ?Act i on=Cr eat eDhcpOpt i ons
&DhcpConfi gurati on. 1. Key=donmai n- nane

&DhcpConfi guration. 1. Val ue. 1=exanpl e. com

&bDhcpConfi gurati on. 2. Key=domai n- name- servers
&DhcpConfi guration. 2. Val ue. 1=10.2.5.1

&DhcpConfi guration. 2. Val ue. 2=10. 2. 5. 2

&AUTHPARANS

Example Response

<Cr eat eDhcpOpt i onsResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ r equest | d>
<dhcpOpti ons>
<dhcpOpt i onsl d>dopt - 7a8b9c2d</ dhcpOpt i onsl d>
<dhcpConfi gurati onSet >
<itemp
<key>domai n- nane</ key>
<val ueSet >
<itemp
<val ue>exanpl e. conx/ val ue>
<litenpr
</ val ueSet >
<litenpr
<itemp
<key>domai n- nanme- ser ver s</ key>
<val ueSet >
<itemp
<val ue>10. 2. 5. 1</ val ue>
<litenpr
<itemp
<val ue>10. 2. 5. 2</ val ue>
<litenpr
</ val ueSet >
<litenpr
</ dhcpConfi gur ati onSet >
<tagSet/ >
</ dhcpOpti ons>
</ Cr eat eDhcpOpt i onsResponse>
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Related Operations

¢ AssociateDhcpOptions (p. 21)
¢ DescribeDhcpOptions (p. 180)
¢ DeleteDhcpOptions (p. 124)
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Createlmage

Description

Creates an Amazon EBS-backed AMI from an Amazon EBS-backed instance that is either running or
stopped. For more information about Amazon EBS-backed AMIs, see Storage for the Root Device.

Note

If you customized your instance with instance store volumes or EBS volumes in addition to the
root device volume, the new AMI contains block device mapping information for those volumes.
When you launch an instance from this new AMI, the instance automatically launches with those
additional volumes.

Request Parameters

Name Description Required
I nstancel d The ID of the instance. Yes
Type: String

Default: None

Nane A name for the new image. Yes
Type: String
Default: None

Constraints: 3-128 alphanumeric characters, parenthesis
(), commas (,), slashes (/), dashes (-), or underscores(_)

Descri ption A description of the new image. No
Type: String
Default: None
Constraints: Up to 255 characters

NoReboot By default this parameter is set to f al se, which means | No
Amazon EC2 attempts to cleanly shut down the instance
before image creation and then reboots the instance. When
the parameter is set to t r ue, Amazon EC2 does not shut
down the instance before creating the image. When this
option is used, file system integrity on the created image
cannot be guaranteed.

Type: Boolean
Default: false

Bl ockDevi ceMappi ng. n | The device name exposed to the instance (for example, | Conditional
. Devi ceName /dev/sdh or xvdh). For more information, see Block Device

Mapping.

Type: String

Default: None

Condition: If you're registering an Amazon EBS-backed

AMI from a snapshot, you must specify Devi ceNane with

the root device name (for example, /dev/sdal or xvda),

and Bl ockDevi ceMappi ng. n. Ebs. Snapshot | d with

the snapshot ID

APl Version 2012-12-01
63


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ComponentsAMIs.html#storage-for-the-root-device
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/block-device-mapping-concepts.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/block-device-mapping-concepts.html

Amazon Elastic Compute Cloud API Reference
Response Elements

Name Description Required
Bl ockDevi ceMappi ng. n | Suppresses a device mapping. No
- NoDevi ce Type: Boolean

Default: t r ue

Bl ockDevi ceMappi ng. n | The name of the virtual device, ephemeral[0..3]. The No
. Virtual Nane number of instance store volumes depends on the instance
type.
Type: String

Default: None

Bl ockDevi ceMappi ng. n | The ID of the snapshot. Conditional
. Ebs. Snapshot I d Type: String
Default: None

Condition: If you're registering an Amazon EBS-backed
AMI from a snapshot, you must at least specify
Snapshot | d with the snapshot ID, and

Bl ockDevi ceMappi ng. n. Devi ceNane with the root
device name.

Bodd®i oMy g n Bs. \d usS ze | The size of the volume, in GiBs. Conditional
Type: Integer

Valid values: If the volume type is i 01, the minimum size
of the volume is 10 GiB.

Default: If you're creating the volume from a snapshot and
don't specify a volume size, the default is the snapshot
size.

Condition: Required unless you're creating the volume
from a snapshot.

Bakai @dprgn s BadDirmdion | Whether the volume is deleted on instance termination. | No
Type: Boolean
Default: t r ue

B odd®i cadyd rg n Bs. \d uefype | The volume type. No
Type: String
Valid values: st andard | i ol
Default: st andar d

B ockDBevi ceMyppi ng. n. Bbs. [ ops | The number of 1/O operations per second (IOPS) that the | Conditional
volume supports.

Type: Integer
Valid values: Range is 100 to 2000.
Default: None

Condition: Required when the volume type is i 01; not
used with st andar d volumes.

Response Elements

The elements in the following table are wrapped in a Cr eat el mageResponse element.
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Examples
Name Description
requestlid The ID of the request.

Type: xsd:string

i magel d The ID of the AMI.
Type: xsd:string
Examples

Example Request

This example creates an AMI from the i-10a64379 instance.

https://ec2. amazonaws. com ?Act i on=Cr eat el mage
&Descri pti on=St andar d+Wb+Ser ver +v1. 0

&l nst ancel d=i - 10a64379

&Nane=st andar d- web- server-v1.0

&AUTHPARANS

Example Response

<Cr eat el mageResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<i magel d>am - 4f a54026</ i magel d>

</ Cr eat el mageResponse>

Related Operations

¢ Runlinstances (p. 417)
¢ Describelnstances (p. 200)
¢ Terminatelnstances (p. 433)
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CreatelnstanceExportTask

Description

Exports a running or stopped instance to an Amazon S3 bucket. For information about the supported
operating systems, image formats, and known limitations for the types of instances you can export, see
Exporting EC2 Instances in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required

Descri ption A description of the conversion task or the resource being | No
exported.

Type: String
Default: None

I nstancel d The ID of the instance being exported. Yes
Type: String
Default: None

Tar get Envi r onnment The target virtualization environment. Yes
Type: String
Default: None
Valid values: vimnvare | citri x | m crosoft

Expor t ToS3. Di skl mage | The format for the exported image. No
For mat Type: String

Default: vndk if Tar get Envi ronment = vmar e,
otherwise vhd

Valid values: virdk | vhd

Expor t ToS3. Cont ai ner | The container format used to combine disk images with | No

For mat metadata (such as OVF). If absent, only the disk image
will be exported.
Type: String
Default: ova if Tar get Envi ronment = vnar e, otherwise
blank

Valid values: ova

Expor t ToS3. S3Bucket The Amazon S3 bucket for the destination image. The Yes
bucket must exist and grant write permissions to AWS
account vm-import-export@amazon.com.

Type: String
Default: None

Export ToS3. S3Prefi x | The image is written to a single object in the Amazon S3 | No
bucket at the S3 key s3prefix + exportTaskid +*.'
+diskimageFormat.

Type: String
Default: None
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Response Elements

The elements in the following table are wrapped in a Cr eat el nst anceExpor t TaskResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

export Task The details of the created ExportVM task.
Type: ExportTaskResponseType (p. 468)

Examples

Example Request

This example creates an Export VM task that makes a Windows instance available as an OVA.

https://ec2. amazonaws. com ?Act i on=Cr eat el nst anceExport Task
&Descri pti on=Exanpl e%20f or ¥20docs

&l nst ancel d=i - 12345678

&Tar get Envi r onment =VMMr e

&Export ToS3. Di skl mageFor mat =VIVDK

&Export ToS3. Cont ai ner For mat =OVA

&Export ToS3. S3bucket =my- bucket - f or - export ed-vm

&Export ToS3. S3pr ef i x=mny- exports/

&AUTHPARAMS

Example Response

<Cr eat el nst anceExport TaskResponse xm ns="http://ec2. anazonaws. coni doc/ 2020- 02-
02/">

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<export Task>

<export Taskl d>export-i-1234wxyz</ export Taskl d>

<descri pti on>Exanpl e for docs</description>
<state>active</state>

<st at usMessage>Runni ng</ st at usMessage>

<i nst anceExport >

<i nstancel d>i - 12345678</i nstancel d >

<t ar get Envi r onment >VMAar e</ t ar get Envi ronnment >

</ i nst anceExport >

<export ToS3>

<di skl mageFor mat >VMDK</ di skl mageFor mat >

<cont ai ner For mat >OVA</ cont ai ner For nat >

<s3Bucket >ny- bucket - f or - export ed- vnx/ s3Bucket >
<s3Key>ny-exports/ export-i-1234wxyz .ova</s3Key>

</ export ToS3>

</ export Task>

</ Cr eat el nst anceExport TaskResponse>
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Related Operations

e CancelExportTask (p. 47)
¢ DescribeExportTasks (p. 184)
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CreatelnternetGateway

Description
Creates a new Internet gateway for use with a VPC. After creating the Internet gateway, you attach it to

a VPC using AttachinternetGateway (p. 25). For more information about your VPC and Internet gateway,
see Amazon Virtual Private Cloud User Guide.

Request Parameters

This action has no request parameters.

Response Elements

The elements in the following table are wrapped in a Cr eat el nt er net Gat ewayResponse element.

Name Description
requestlid The ID of the request.
Type: String
i nt er net Gat enway Information about the Internet gateway

Type: InternetGatewayType (p. 489)

Examples

Example Request

This example creates an Internet gateway.

https://ec2. amazonaws. conl ?Acti on=Cr eat el nt er net Gat eway
&AUTHPARANS

Example Response

Cr eat el nt er net Gat ewayResponse xm ns="http://ec2. amazonaws. coni doc/ 2012- 12-01/" >

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- he587EXAMPLE</ r equest | d>
<i nt er net Gat eway>
<i nt er net Gat eway| d>i gw eaad4883</i nt er net Gat eway| d>
<attachment Set/ >
<t agSet/ >
</ i nt er net Gat enay>
</ Cr eat el nt er net Gat ewayResponse>

Related Operations

¢ DeletelnternetGateway (p. 126)
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¢ AttachinternetGateway (p. 25)
¢ DetachinternetGateway (p. 327)
¢ DescribelnternetGateways (p. 223)
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CreateKeyPair

Description

Creates a new 2048-bit RSA key pair with the specified name. The public key is stored by Amazon EC2
and the private key is returned to you. The private key is returned as an unencrypted PEM encoded
PKCS#8 private key. If a key with the specified name already exists, Amazon EC2 returns an error.

Tip

The key pair returned to you works only in the region you're using when you create the key pair.

To create a key pair that works in all regions, use ImportKeyPair (p. 353).

Request Parameters

Name Description Required
KeyNare A unique name for the key pair. Yes
Type: String

Default: None

Constraints: Accepts alphanumeric characters, spaces,
dashes, and underscores.

Response Elements

The elements in the following table are wrapped in a Cr eat eKeyPai r Response element.

Name Description

requestlid The ID of the request.
Type: xsd:string

keyNane The key pair name you provided.
Type: xsd:string

keyFi nger pri nt A SHA-1 digest of the DER encoded private key.
Type: xsd:string

keyMateri al An unencrypted PEM encoded RSA private key.
Type: xsd:string
Examples

Example Request

This example creates a key pair named gsg-keypair.

https://ec2. amazonaws. conl ?Act i on=Cr eat eKeyPai r
&KeyName=gsg- keypai r
&AUTHPARANS
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Example Response

<Cr eat eKeyPai r Response xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>

<keyNane>gsg- keypai r </ keyNanme>

<keyFi nger pri nt >

00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00

</ keyFi nger pri nt >

<keyMaterial >---- BEG N RSA PRI VATE KEY ----
M | G TCCAf | CCQD6N7oRWOUXg ANBgkghki GOWOBAQUFADCBiI DEL MAk GA1UEBhMC
VVIMk Cz AJBgNVBAg TAI d BMRAWDG YDVQOHEWI TZWFOd Gx | MQBWDQY DVQKEWZBbWF6
b24x FDASBgNVBAS TCOl BTSBDb25zb2x1 MR WEAYDVQQDEW UZXNOQ2| s YWk Hz Ad
Bgkghki GOWOBCQEVEGEV D251 QGFt YXpvbi 5 b20wHhnc NMTEWNDI 1M AONTI xWhcN
MTT WNDI OM AONTI xW CBi DEL MAk GA1UEBhMCVVIMK Cz AJBgNVBAgTAI dBVMRAWDg YD
VQRHEWD TZWFOd Gx | MQBWDQYDVQKEWZBbWF6b24x FDASBgNVBAS TCOI BTSBDb252
b2x! MRI wEAYDVQQDEW UZXNOQ2| s YWk Hz AdBgk ghki GCOWOBCQEVEEGEV D251 QGFt
YXpvbi 5j b20wgZ8wDQYJKoZI hvc NAQEBBQADg YOAM GJ AoGBAMaKOdn+a4 GmN W
21uUsf wif Evy SW C2XADZ4nB+BLYgVI k60Cpi wsZ3@3v UEI G381 yNoH f OWYK8mdT
r DHudUzg3qX4walLGEMA3q7Wgc/ MoQ TxOUSQv7c7ugFFDz QGBz ZswY6786nmB6gpE
I bb3Chj ZnzcvQAaRHNhdl QW Mr2nr AgVBAAEWDQYJKoZI hvc NAQEFBQADg YEAt Cu4d
nUnhVVxYUnt neD9+h8My9q6qg+auNKyExzyLwax| Aoo7TJIH dbt S435i NmzgXLOFkb
FFBj vSf pJ1 1 JO0zbhNYS5f 6GUOEDNFJII 0ZxBHj Jnyp3780D8uTs7f Lvj x79Lj STb
NYi yt VbZPQU@B Yaxu2j Xni myw3rr szl aEXAMPLE=
----- END RSA PRI VATE KEY-----
</ keyMat eri al >
</ Cr eat eKeyPai r Response>

Related Operations

¢ Runinstances (p. 417)
¢ DescribeKeyPairs (p. 226)
¢ DeleteKeyPair (p. 128)

APl Version 2012-12-01
72




Amazon Elastic Compute Cloud API Reference
CreateNetworkAcl

CreateNetworkAcl

Description
Creates a network ACL in a VPC. Network ACLs provide an optional layer of security (on top of security

groups) for the instances in your VPC. For more information about network ACLs, see Network ACLs in
the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
Vpcld The ID of the VPC. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Cr eat eNet wor kAcl Response element.

Name Description

requestlid The ID of the request.
Type: xsd:string

net wor kAcl Information about the new network ACL.
Type: NetworkAclType (p. 497)

Examples

Example Request

The example creates a new network ACL in the VPC with ID vpc-11ad4878. Notice that the response
includes a default entry for egress, and another for ingress, each with a very high rule number. These
are the last entries we process to decide whether traffic is allowed in our out of an associated subnet. If
the traffic doesn't match any rules with a lower rule number, then these default entries ultimately deny
the traffic.

https://ec2. amazonaws. com ?Act i on=Cr eat eNet wor kAcl
&Vpcl d=vpc-11ad4878
&AUTHPARANS

Example Response

<Cr eat eNet wor kAcl Response xm ns="http://ec2. anazonaws. coni doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- he587EXAMPLE</ r equest | d>
<net wor kAcl >
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<net wor kAcl | d>acl - 5f b85d36</ net wor kAcl | d>
<vpcl d>vpc- 11ad4878</ vpcl d>
<def aul t >f al se</ defaul t >
<entrySet >
<itenp
<r ul eNunber >32767</ r ul eNunber >
<pr ot ocol >al | </ pr ot ocol >
<rul eActi on>deny</rul eActi on>
<egress>t rue</ egress>
<ci dr Bl ock>0. 0. 0. 0/ 0</ ci dr Bl ock>
</itene
<itenp
<r ul eNunber >32767</ r ul eNunber >
<prot ocol >al | </ prot ocol >
<rul eActi on>deny</rul eActi on>
<egr ess>f al se</ egress>
<ci dr Bl ock>0. 0. 0. 0/ 0</ ci dr Bl ock>
</itene
</ entrySet >
<associ ati onSet/ >
<tagSet/ >
</ net wor kAcl >
</ Cr eat eNet wor kAcl Response>

Related Operations

¢ DeleteNetworkAcl (p. 130)
¢ DescribeNetworkAcls (p. 229)
« ReplaceNetworkAclAssociation (p. 383)
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CreateNetworkAclEntry

Description

Creates an entry (a rule) in a network ACL with the specified rule number. Each network ACL has a set
of numbered ingress rules and a separate set of numbered egress rules. When determining whether a
packet should be allowed in or out of a subnet associated with the ACL, we process the entries in the
ACL according to the rule numbers, in ascending order. Each network ACL has a set of ingress rules and
a separate set of egress rules.

Tip

We recommend that you leave room between the rule numbers (for example, 100, 110, 120,

etc.), and not number them one right after the other (for example, 101, 102, 103, etc.). This

makes it easier to add a new rule between existing ones without having to renumber the rules.

After you add an entry, you can't modify it; you must either replace it, or create a new entry and delete
the old one.

For more information about network ACLs, see Network ACLs in the Amazon Virtual Private Cloud User
Guide.

Request Parameters

Name Description Required
Net wor kAcl I d The ID of the ACL. Yes
Type: String

Default: None

Rul eNurber The rule number to assign to the entry (for example, | Yes
100). ACL entries are processed in ascending order
by rule number.

Type: Integer
Default: None
Constraints: Positive integer from 1 to 32766

Pr ot ocol The IP protocol the rule applies to. You can use -1 to | Yes
mean all protocols.

Type: Integer

Valid values: - 1 or a protocol number (go to Protocol
Numbers).

Rul eActi on Indicates whether to allow or deny traffic that matches | Yes
the rule.

Type: String
Default: None
Valid values: al | ow| deny
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Name Description Required
Egr ess Indicates whether this rule applies to egress traffic No

from the subnet (t r ue) or ingress traffic to the subnet

(fal se).

Type: Boolean
Default: f al se
Valid values:true | f al se

Ci dr Bl ock The CIDR range to allow or deny, in CIDR notation Yes
(for example, 172.16.0.0/24).

Type: String
Default: None

I cnp. Code For the ICMP protocol, the ICMP code. You can use | Conditional
-1 to specify all ICMP codes for the given ICMP type.

Type: Integer

Default: None

Condition: Required if specifying 1 (ICMP) for the
protocol.

I cnp. Type For the ICMP protocol, the ICMP type. You can use | Conditional
-1 to specify all ICMP types.

Type: Integer

Default: None

Condition: Required if specifying 1 (ICMP) for the
protocol.

Por t Range. From The first port in the range. Conditional
Type: Integer
Default: None
Condition: Required if specifying 6 (TCP) or 17 (UDP)
for the protocol.

Por t Range. To The last port in the range. Conditional
Type: Integer
Default: None
Condition: Required if specifying 6 (TCP) or 17 (UDP)
for the protocol.

Response Elements
The elements in the following table are wrapped in a Cr eat eNet wor kAcl Ent r yResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean
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Examples

Example Request

This example creates an entry with rule number 110 in the network ACL with ID acl-2cb85d45. The rule
allows ingress traffic from anywhere (0.0.0.0/0) on UDP port 53 into any associated subnet.

https://ec2. amazonaws. com ?Act i on=Cr eat eNet wor kKAcl Entry
&Net wor kAcl | d=acl - 2cb85d45

&Rul eNunber =110

&Pr ot ocol =udp

&Rul eActi on=al | ow

&Egr ess=f al se

&Ci dr Bl ock=0.0.0.0/0

&Por t Range. Fr on¥53

&Por t Range. To=53

&AUTHPARANMS

Example Response

<Cr eat eNet wor kAcl Ent r yResponse xm ns="http://ec2. amazonaws. coni doc/ 2012-12-01/">

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- he587EXAMPLE</ r equest | d>
<return>true</return>
</ Cr eat eNet wor kAcl Ent r yResponse>

Related Operations

¢ DeleteNetworkAclEntry (p. 132)
¢ ReplaceNetworkAclEntry (p. 385)
¢ DescribeNetworkAcls (p. 229)
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CreateNetworklInterface

Description

Creates a network interface in the specified subnet.

Request Parameters

Name

Subnet | d

Privat el pAddr ess

Privat el pAddr esses. n
. Privatel pAddr ess

Privat el pAddr esses. n
.Primary

Description

The ID of the subnet to associate with the
network interface.

Type: String
Default: None

The primary private IP address of the network
interface.

Type: String
Default: None

The private IP address of the specified network
interface. This parameter can be used multiple
times to specify explicit private IP addresses
for a network interface, but only one private IP
address can be designated as primary.

You cannot specify this parameter with the
Pri vat el pAddr esses. n. Pri mary value of
t r ue if you specify the Pri vat el pAddr ess
option.

Type: String

Default: None

Specifies whether the private IP address is the
primary private IP address.

Only one IP address can be designated as
primary. You cannot specify this parameter
with the value of t r ue and the

Pri vat el pAddr esses. n. Pri vat el pAddr ess
option if you specify the Pri vat el pAddr ess
option.

Type: Boolean

Default: False

Required

Yes

No

No

No
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Name Description Required
Secondar yPri vat el pAd The number of secondary private IP addresses | No
dr essCount to assign to a network interface. When you

specify a number of secondary IP addresses,
AWS automatically assigns these IP addresses
within the subnet's range.

The number of IP addresses you can assign

to a network interface varies by instance type.
For more information, see Available Instance
Types in the Amazon Elastic Compute Cloud

User Guide.

For a single network interface, you cannot
specify this option and specify more than one
private IP address using

Pri vat el pAddr ess. n.

Type: Integer

Default: None

Description The description of the network interface. No
Type: String
Default: None

SecurityGoupld.n A list of group IDs for use by the network No
interface.

Type: SecurityGroupldSetltemType (p. 518)
Default: None

Response Elements
The elements in the following table are wrapped in an Cr eat eNet wor kI nt er f aceResponse element.

Name Description

requestlid The ID of the request to create a network interface.
Type: xsd:string

net wor kl nt erface The network interface that was created.
Type: NetworkinterfaceType (p. 500)

Examples

Example Request

This example creates an elastic network interface (ENI) in the specified subnet with a primary IP address
that is automatically assigned to the network interface.

https://ec2. amazonaws. com ?Act i on=Cr eat eNet wor kl nt er f ace
&Subnet | d=subnet - b2a249da
&AUTHPARANS
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Example Response

<Cr eat eNet wor kIl nt er f aceResponse xm ns='http://ec2. amazonaws. com doc/ 2012- 12-
01/' >
<r equest | d>8dbe591e- 5a22- 48ch- b948- ddOaadd55adf </ r equest | d>
<networ kIl nt er f ace>
<networ kI nt er f acel d>eni - cf ca76a6</ net wor kIl nt er f acel d>
<subnet | d>subnet - b2a249da</ subnet | d>
<vpcl d>vpc- c31ldaf aa</ vpcl d>
<avai | abi | i t yZone>ap- sout heast - 1b</ avai | abi | i t yZone>
<descri ption/ >
<owner | d>251839141158</ owner | d>
<request er Managed>f al se</ r equest er Managed>
<st at us>avai | abl e</ st at us>
<macAddr ess>02: 74: b0: 72: 79: 61</ macAddr ess>
<privat el pAddress>10. 0. 2. 157</ pri vat el pAddr ess>
<sour ceDest Check>t r ue</ sour ceDest Check>
<gr oupSet >
<itemp
<gr oupl d>sg- 1a2b3c4d</ gr oupl d>
<gr oupNane>def aul t </ gr oupNane>
<litenpr
</ groupSet >
<tagSet/ >
<privat el pAddr essesSet >
<itemp
<privat el pAddress>10. 0. 2. 157</ pri vat el pAddr ess>
<primary>true</primry>
<litener
</ privat el pAddr essesSet >
</ networ kl nterface>
</ Cr eat eNet wor kil nt er f aceResponse>

Example Request

This example creates an elastic network interface (ENI) in the specified subnet with a primary IP address
of 10.0.2.140 and four secondary private IP addresses that are automatically assigned to the network
interface.

https://ec2. anazonaws. conl ?Act i on=Cr eat eNet wor kl nt er f ace
&Privat el pAddr esses. 0. Pri mary=t rue

&Pri vat el pAddr esses. 0. Pri vat el pAddr ess=10. 0. 2. 140
&Secondar yPri vat el pAddr essCount =4

&Subnet | d=subnet - a61ldaf cf

&AUTHPARANS

Example Response

<Cr eat eNet wor kil nt er f aceResponse xm ns=' http://ec2. amazonaws. com doc/ 2012- 12-
01/' >
<request | d>bd78c839- 0895- 4f ac- al7f - 98b559b6b630</ r equest | d>
<net wor kl nt er f ace>
<net wor kl nt er f acel d>eni - 1bcb7772</ net wor kI nt er f acel d>
<subnet | d>subnet - a6ldaf cf </ subnet | d>
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<vpcl d>vpc- c31ldaf aa</ vpcl d>
<avai |l abi | i tyZone>ap- sout heast - 1b</ avai | abi | i t yZone>
<descri ption/ >
<owner | d>251839141158</ owner | d>
<r equest er Managed>f al se</ r equest er Managed>
<st at us>pendi ng</ st at us>
<macAddr ess>02: 74: b0: 70: 7f : 1la</ macAddr ess>
<privat el pAddress>10. 0. 2. 140</ pri vat el pAddr ess>
<sour ceDest Check>t r ue</ sour ceDest Check>
<gr oupSet >
<itene
<groupl d>sg- 1a2b3c4d</ gr oupl d>
<gr oupNane>def aul t </ gr oupNane>
</itenpr
</ groupSet >
<t agSet/ >
<privat el pAddr essesSet >
<itene
<privat el pAddress>10. 0. 2. 140</ pri vat el pAddr ess>
<prinmary>true</primry>
</[itenpr
<itene
<privat el pAddress>10. 0. 2. 172</ pri vat el pAddr ess>
<pri mary>fal se</ pri nary>
</[itenpr
<itene
<privat el pAddress>10. 0. 2. 169</ pri vat el pAddr ess>
<pri mary>f al se</ pri nary>
</[itenpr
<itene
<privat el pAddress>10. 0. 2. 170</ pri vat el pAddr ess>
<pri mary>f al se</ pri nary>
</[itenpr
<itene
<privat el pAddress>10. 0. 2. 171</ pri vat el pAddr ess>
<pri mary>fal se</ pri nary>
</[itenpr
</ privat el pAddr essesSet >
</ networ kl nterface>
</ Cr eat eNet wor kil nt er f aceResponse>

Example Request

The following requests creates a network interface with a primary private IP address of 10.0.2.130 and
two secondary IP addresses of 10.0.2.132 and 10.0.2.133.

https://ec2. amazonaws. com ?Act i on=Cr eat eNet wor kl nt er f ace
&Privat el pAddr esses. 0. Pri mary=true

&Privat el pAddr esses. 0. Pri vat el pAddr ess=10. 0. 2. 130
&Privat el pAddr esses. 1. Pri mary=f al se

&Privat el pAddr esses. 1. Pri vat el pAddr ess=10. 0. 2. 132
&Privat el pAddr esses. 2. Pri mary=f al se

&Privat el pAddr esses. 2. Pri vat el pAddr ess=10. 0. 2. 133
&Subnet | d=subnet - a61ldaf cf

&AUTHPARANS

NP, P OO
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Example Response

<Cr eat eNet wor kIl nt er f aceResponse xm ns='http://ec2. amazonaws. com doc/ 2012- 12-
01/' >
<request | d>a9565f 4c- f 928-4113- 859b- 905886d11658</ r equest | d>
<networ kIl nt er f ace>
<networ kIl nt er f acel d>eni - 41c47828</ net wor kIl nt er f acel d>
<subnet | d>subnet - a6ldaf cf </ subnet | d>
<vpcl d>vpc- c31ldaf aa</ vpcl d>
<avai | abi | i t yZone>ap- sout heast - 1b</ avai | abi | i t yZone>
<descri ption/ >
<owner | d>251839141158</ owner | d>
<request er Managed>f al se</ r equest er Managed>
<st at us>pendi ng</ st at us>
<macAddr ess>02: 74: b0: 78: bf : ab</ macAddr ess>
<privat el pAddress>10. 0. 2. 130</ pri vat el pAddr ess>
<sour ceDest Check>t r ue</ sour ceDest Check>
<gr oupSet >
<itemp
<gr oupl d>sg- 188d9f 74</ gr oupl d>
<gr oupNane>def aul t </ gr oupNane>
<litenpr
</ groupSet >
<tagSet/ >
<privat el pAddr essesSet >
<itemp
<privat el pAddress>10. 0. 2. 130</ pri vat el pAddr ess>
<primary>true</primry>
<litener
<itemp
<privat el pAddress>10. 0. 2. 133</ pri vat el pAddr ess>
<pri mary>fal se</ pri mary>
<litenpr
<itemp
<privat el pAddress>10. 0. 2. 132</ pri vat el pAddr ess>
<pri mary>fal se</ pri mary>
<litenpr
</ privat el pAddr essesSet >
</ networ kl nterface>
</ Cr eat eNet wor kl nt er f aceResponse>

Related Operations

¢ AttachNetworklInterface (p. 27)

¢ DetachNetworkinterface (p. 329)

¢ DeleteNetworkinterface (p. 134)

¢ DescribeNetworkInterfaceAttribute (p. 235)
¢ DescribeNetworklInterfaces (p. 237)

« ModifyNetworkInterfaceAttribute (p. 364)

¢ ResetNetworkinterfaceAttribute (p. 407)
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CreatePlacementGroup

Description

Creates a placement group that you launch cluster instances into. You must give the group a name unique
within the scope of your account. For more information about placement groups and cluster instances,
see Using Cluster Instances in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required
G oupNane A name for the placement group. Yes
Type: String
Default: None
Strat egy The placement group strategy. Yes

Type: String
Valid values: cl ust er

Response Elements

The elements in the following table are wrapped in a Cr eat ePl acenent G oupResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.

Type: xsd:boolean

Examples

Example Request

This example creates a placement group named XYZ-cluster.

https://ec2. amazonaws. conl ?Act i on=Cr eat ePl acenment G oup
&G oupNane=XYZ- cl ust er

&St r at egy=cl ust er

&AUTHPARANS

Example Response

<Cr eat ePl acerment Gr oupResponse xm ns="http://ec2. amazonaws. coni doc/ 2012- 12-01/" >
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<r equest | d>d4904f d9- 82c2- 4ea5- adf e- a9cc3EXAMPLE</ r equest | d>
<return>true</return>
</ Cr eat ePl acenent G- oupResponse>

Related Operations

¢ DeletePlacementGroup (p. 136)
¢ DescribePlacementGroups (p. 244)
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CreateReservedInstancesListing

Description

Creates a new listing for Amazon EC2 Reserved Instances that will be sold in the Reserved Instance
Marketplace. You can submit one Reserved Instance listing at a time.

The Reserved Instance Marketplace matches sellers who want to resell Reserved Instance capacity that
they no longer need with buyers who want to purchase additional capacity. Reserved Instances bought
and sold through the Reserved Instance Marketplace work like any other Reserved Instances.

If you want to sell your Reserved Instances, you must first register as a Seller in the Reserved Instance
Marketplace. After completing the registration process, you can create a Reserved Instance Marketplace
listing of some or all of your Reserved Instances, and specify the upfront price you want to receive for
them. Your Reserved Instance listings then become available for purchase.

For more information about Reserved Instance Marketplace, go to Reserved Instance Marketplace in the
Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required
reservedl nst ancesl d The ID of the Reserved Instance that will be | Yes
listed.
Type: String

Default: None

i nst anceCount The number of instances that are a part ofa | Yes
Reserved Instance account that will be listed
in the Reserved Instance Marketplace. This
number should be less than or equal to the
instance count associated with the Reserved
Instance 1D specified in this call.

Type: Integer
Default: None

pri ceSchedul es A list specifying the price of the Reserved Yes
Instance for each month remaining in the
Reserved Instance term.

Type:
PriceScheduleRequestSetltemType (p. 504)

client Token Unique, case-sensitive identifier you provide | Yes
to ensure idempotency of your listings. This
helps avoid duplicate listings. For more
information, go to Ensuring Idempotency in the
Amazon Elastic Compute Cloud User Guide.

Type: String
Default: None
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Response Elements

The elements in the following table are wrapped in a
Cr eat eReser vedl nst ancesLi sti ngResponseType element.

Name

requestl!d

reservedl| nst anceslLi s

Description

The ID of the request to create the Reserved Instances listing.
Type: String

The Reserved Instances listing that was created. The listing

ti ngSet information is wrapped in an i t emelement.

Type:

DescribeReservedInstancesListingsResponseSetltemType (p. 455)
Examples

Example Request

This example creates a Reserved Instance Marketplace listing from the existing Reserved Instance named
f127bd27-a218-43a4-926d-870e8a4307c1, which has 11 months remaining in its term. In this example,
we set the upfront price at $2.50, and the price drops over the course of the 11-month term if the instance

is still not sold:

Term (months)

Upfront Price

11, 10,9 $2.50
8,7,6 $2.00
54 $1.50
3,2 $0.70
1 $0.10

https://ec2. amazonaws. com ?Act i on=Cr eat eReser vedl nst ancesLi sti ng
&d i ent Token=nyl denmpTokenl
&l nst anceCount =1

&PriceSchedul es. 0. Price=2.5
&Pri ceSchedul es. 0. Ternell
&PriceSchedul es. 1. Price=2.0
&Pri ceSchedul es. 1. Ter me8
&PriceSchedul es. 2. Price=1.5
&Pri ceSchedul es. 2. Ter me5
&Pri ceSchedul es. 3. Price=0.7
&Pri ceSchedul es. 3. Ter me3
&PriceSchedul es. 4. Price=0.1
&Pri ceSchedul es. 4. Ternel

&Reser vedl nst ances| d=f 127bd27- a218- 43a4- 926d- 870e8a4307c1

&AUTHPARANS
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Example Response

<Cr eat eReser vedl nst ancesLi sti ngResponse>
<request | d>a42481af - 335a- 4e9e- b291- bd18dexanpl e</ r equest | d>
<reservedl nst ancesLi sti ngsSet >
<itemp
<r eservedl nst ancesLi sti ngl d>5ec28771- 05f f - 4b9b- aa31-
9e57dexanpl e</reservedl nst ancesLi sti ngl d>
<reservedl nst ancesl| d>f 127bd27- a218- 43a4- 926d- 870e8exanpl e</r eser ved
I nst ancesl d>
<creat eDat e>2012-07- 17T17: 11: 09. 449Z</ cr eat eDat e>
<updat eDat e>2012-07- 17T17: 11: 09. 468Z</ updat eDat e>
<status>active</status>
<st at usMessage>ACTI VE</ st at usMessage>
<i nst anceCount s>
<itemp
<st at e>Avai | abl e</ st at e>
<i nst anceCount >1</ i nst anceCount >
<litenpr
<itemp
<st at e>Sol d</ st at e>
<i nst anceCount >0</ i nst anceCount >
<litenpr
<itemp
<st at e>Cancel | ed</ st at e>
<i nst anceCount >0</ i nst anceCount >
<litenpr
<itemp
<st at e>Pendi ng</ st at e>
<i nst anceCount >0</ i nst anceCount >
<litener
</ i nst anceCount s>
<pri ceSchedul es>
<itemp
<ternplli</terne
<price>2.5</price>
<cur r encyCode>USD</ cur r encyCode>
<active>true</active>
<litenpr
<itemp
<ternrlO</terne
<price>2.5</price>
<cur r encyCode>USD</ cur r encyCode>
<active>fal se</active>
<litenpr
<itemp
<ternp9</ternp
<price>2.5</price>
<cur r encyCode>USD</ cur r encyCode>
<active>fal se</active>
<litenpr
<itemp
<terne8</ternp
<price>2.0</price>
<cur r encyCode>USD</ cur r encyCode>
<active>fal se</active>
<litener
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<itene
<ternp7</ternmr
<price>2.0</price>
<currencyCode>USD</ curr encyCode>
<active>fal se</active>
</[itenpr
<itene
<ternp6</ternr
<price>2.0</price>
<currencyCode>USD</ cur r encyCode>
<active>fal se</active>
</[itenpr
<itene
<ternpb5</terne
<price>1.5</price>
<currencyCode>USD</ cur r encyCode>
<active>fal se</active>
</itenpr
<itene
<ternp4</ternmr
<price>1.5</price>
<currencyCode>USD</ cur r encyCode>
<active>fal se</active>
</[itenpr
<itene
<ternep3</terne
<price>0.7</price>
<currencyCode>USD</ cur r encyCode>
<active>fal se</active>
</[itenpr
<itene
<ternp2</terne
<price>0.7</price>
<currencyCode>USD</ cur r encyCode>
<active>fal se</active>
</[itenpr
<itene
<ternpl</terne
<price>0. 1</ price>
<currencyCode>USD</ cur r encyCode>
<active>fal se</active>
</[itenpr
</ priceSchedul es>
<t agSet/ >
<cl i ent Token>ny| denpTokenl</cl i ent Token>
</[itenpr
</ reservedl nst anceslLi sti ngsSet >
</ Cr eat eReser vedl nst ancesLi sti ngResponse>

Related Operations

¢ CancelReservedInstancesListing (p. 49)
¢ DescribeReservedinstancesListings (p. 254)
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CreateRoute

Description

Creates a route in a route table within a VPC. The route's target can be either a gateway attached to the
VPC or a NAT instance in the VPC.

When determining how to route traffic, we use the route with the most specific match. For example, let's
say the traffic is destined for 192.0.2.3, and the route table includes the following two routes:

¢ 192.0.2.0/24 (goes to some target A)
¢ 192.0.2.0/28 (goes to some target B)

Both routes apply to the traffic destined for 192.0.2.3. However, the second route in the list covers a
smaller number of IP addresses and is therefore more specific, so we use that route to determine where
to target the traffic.

For more information about route tables, see Route Tables in the Amazon Virtual Private Cloud User
Guide.

Request Parameters

Name Description Required
Rout eTabl el d The ID of the route table where the route will | Yes

be added.

Type: String

Default: None

Desti nati onGi dr Bl ock The CIDR address block used for the Yes
destination match. For example: 0.0.0.0/0.
Routing decisions are based on the most
specific match.

Type: String
Default: None

Gat ewayl d The ID of a gateway attached to your VPC. Conditional
Type: String
Default: None

Condition: You must provide only one of the
following: a Gat ewayl d, | nst ancel d, or
Net wor kI nt er f acel d.

I nstancel d The ID of a NAT instance in your VPC. Conditional
Type: String
Default: None

Condition: You must provide only one of the
following: a Gat ewayl d, | nst ancel d, or
Net wor kI nt er f acel d.
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Name Description Required

Net wor kI nt er f acel d Allows the routing of network interface IDs. Conditional
Exactly one interface must be attached when
specifying an instance ID or it fails.

Type: String
Default: None

Condition: You must provide only one of the
following: a Gat ewayl d, | nst ancel d, or
Net wor kI nt er f acel d.

Response Elements

The elements in the following table are wrapped in a Cr eat eRout eResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example creates a route in the route table with ID rtb-e4ad488d. The route matches all traffic (0.0.0.0/0)
and routes it to the Internet gateway with 1D igw-eaad4883.

https://ec2. amazonaws. com ?Act i on=Cr eat eRout e
&Rout eTabl el d=r t b- e4ad488d

&Dest i nati onCi dr Bl ock=0.0.0.0/0

&Gat eway! d=i gw eaad4883

&AUTHPARANS

Example Request

This example creates a route in the route table with ID rtb-g8ff4ea2. The route sends all traffic (0.0.0.0/0)
to the NAT instance with ID i-1a2b3c4d.

https://ec2. anazonaws. conl ?Act i on=Cr eat eRout e
&Rout eTabl el d=rt b- g8f f 4ea2

&Dest i nati onCi dr Bl ock=0.0.0.0/0

&l nst ancel d=i - 1a2b3c4d

&AUTHPARANS
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Example Response

<Cr eat eRout eResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>

</ Cr eat eRout eResponse>

Related Operations

¢ DeleteRoute (p. 138)
¢ ReplaceRoute (p. 388)
¢ DescribeRouteTables (p. 267)
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CreateRouteTable

Description
Creates a route table within a VPC. After you create a new route table, you can add routes and associate

the table with a subnet. For more information about route tables, see Route Tables in the Amazon Virtual
Private Cloud User Guide.

Request Parameters

Name Description Required
Vpcld The ID of the VPC. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Cr eat eRout eTabl eResponse element.

Name Description

requestlid The ID of the request received.
Type: xsd:string

rout eTabl e Information about the newly created route table.
Type: RouteTableType (p. 513)

Examples

Example Request

This example creates a route table within the VPC with ID of vpc-11ad4878.

https://ec2. amazonaws. conl ?Act i on=Cr eat eRout eTabl e
&Vpcl d=vpc-11ad4878
&AUTHPARANS

Example Response

By default, every route table includes a local route that enables traffic to flow within the VPC. The following
response shows that route.

Cr eat eRout eTabl eResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01 /">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<r out eTabl e>
<rout eTabl el d>rt b-f 9ad4890</r out eTabl el d>
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<vpcl d>vpc- 11ad4878</ vpcl d>
<r out eSet >
<itenp
<desti nati onCi dr Bl ock>10. 0. 0. 0/ 22</ dest i nati onCi dr Bl ock>
<gat ewayl d>l ocal </ gat ewayl d>
<stat e>active</state>
</itenmr
</rout eSet >
<associ ati onSet/ >
<tagSet/ >
</ rout eTabl e>
</ Cr eat eRout eTabl eResponse>

Related Operations

¢ AssociateRouteTable (p. 23)

¢ DisassociateRouteTable (p. 339)

¢ DescribeRouteTables (p. 267)

¢ DeleteRouteTable (p. 140)

¢ ReplaceRouteTableAssociation (p. 390)
¢ CreateRoute (p. 89)
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CreateSecurityGroup

Description

Creates a security group.

Important
Amazon EC2: You can have up to 500 security groups.
VPC: You can have up to 50 security groups per VPC.

A security group is for use with instances either in Amazon EC2 or in a specific VPC. For more information,
see Amazon EC2 Security Groups in the Amazon Elastic Compute Cloud User Guide and Security Groups

for Your VPC in the Amazon Virtual Private Cloud User Guide.

When you create a security group, you specify a friendly name of your choice. You can have a security

group for Amazon EC2 with the same name as a security group for a VPC. However, you can't have two

security groups for Amazon EC2 with the same name or two security groups for a VPC with the same

name.

You have a default security group for Amazon EC2 and a default security group for your VPC. If you don't
specify a security group when you launch an instance, the instance is launched into the appropriate default
security group. A default security group includes a default rule that grants instances unrestricted network

access to each other.

You can add or remove rules from your security groups using the Aut hori zeSecuri t yGr oupl ngr ess,

Aut hori zeSecurityG oupEgr ess, RevokeSecurit yG oupl ngress, and
RevokeSecuri t yGr oupEgr ess actions.

Request Parameters

Name Description
G oupNane The name of the security group.
Type: String

Default: None

Constraints: Accepts alphanumeric characters, spaces,
periods, dashes, and underscores.

G oupDescription A description of the security group. This is informational
only.

Type: String
Default: None

Constraints: Accepts alphanumeric characters, spaces,
periods dashes, and underscores.

Vpcl d [VPC] The ID of the VPC.
Type: String
Default: None
Condition: Required for VPC.

Required

Yes

Yes

Conditional
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Response Elements

The elements in the following table are wrapped in a Cr eat eSecuri t yG oupResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

groupld The ID that AWS assigns to the security group.
Type: xsd:string

Examples

Example Request

This example creates the websr v security group.

https://ec2. amazonaws. com ?Act i on=Cr eat eSecurityG oup
&G oupNane=websr v

&G oupDescri pti on=Wb Servers

&AUTHPARANS

Example Response

<Creat eSecurityG oupResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
<groupl d>sg- 1a2b3c4d</ gr oupl d>

</ Creat eSecurityG oupResponse>

Related Operations

¢ Runlinstances (p. 417)

¢ DescribeSecurityGroups (p. 272)

¢ AuthorizeSecurityGrouplngress (p. 36)
¢ RevokeSecurityGrouplngress (p. 414)
¢ DeleteSecurityGroup (p. 142)
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CreateSnapshot

Description

Creates a snapshot of an Amazon EBS volume and stores it in Amazon S3. You can use snapshots for
backups, to make copies of instance store volumes, and to save data before shutting down an instance.
For more information about Amazon EBS, see Using Amazon Elastic Block Store.

When a snapshot is created, any AWS Marketplace product codes from the volume are propagated to
the snapshot.

When taking a snapshot of a file system, we recommend unmounting it first. This ensures the file system
metadata is in a consistent state, that the 'mounted indicator' is cleared, and that all applications using
that file system are stopped and in a consistent state. Some file systems, such as xfs, can freeze and
unfreeze activity so a snapshot can be made without unmounting.

For Linux/UNIX, enter the following command from the command line to unmount the volume.

umount -d devi ce_nane

For example:

umount -d /dev/sdh

For Windows, open Disk Management, right-click the volume to unmount, and select Change Drive Letter
and Path. Then, select the mount point to remove and click Remove.

Request Parameters

Name Description Required
Vol unel d The ID of the Amazon EBS volume. Yes
Type: String
Default: None
Descri ption A description of the Amazon EBS snapshot. No
Type: String

Default: None
Constraints: Up to 255 characters

Response Elements
The elements in the following table are wrapped in a Cr eat eSnapshot Response element.

Name Description

requestlid The ID of the request.
Type: xsd:string
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Name Description
snapshot | d The ID of the snapshot.

Type: xsd:string

vol urel d The ID of the volume.
Type: xsd:string

stat us The snapshot state.
Type: xsd:string
Valid values: pendi ng | conpl et ed | error

startTi me The time stamp when the snapshot was initiated.
Type: xsd:dateTime

progress The progress of the snapshot, as a percentage.
Type: xsd:string

ownerld The AWS account ID of the Amazon EBS snapshot owner.
Type: xsd:string

vol uneSi ze The size of the volume, in GiB.
Type: xsd:string

description A description of the snapshot.
Type: xsd:string

Examples

Example Request

This example creates a snapshot of volume vol - 1a2b3c4d.

https://ec2. amazonaws. com ?Act i on=Cr eat eSnapshot
&Vol unel d=vol - 1a2b3c4d

&Descri pti on=Dai | y+Backup

&AUTHPARANS

Example Response

<Cr eat eSnapshot Response xm ns="http://ec2. anmazonaws. conf doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<snapshot | d>snap- 1a2b3c4d</ snapshot | d>
<vol unel d>vol - 1a2b3c4d</ vol unel d>
<st at us>pendi ng</ st at us>
<startTi me>YYYY- M DDTHH: MM SS. 000Z</ st art Ti me>
<pr ogr ess>60%/ pr ogr ess>
<owner | d>111122223333</ owner | d>
<vol uneSi ze>30</ vol unesSi ze>
<descri ption>Dai | y Backup</description>
</ Cr eat eSnapshot Response>
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Related Operations

¢ DeleteSnapshot (p. 144)
¢ DescribeSnapshots (p. 278)
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CreateSpotDatafeedSubscription

Description

Creates the datafeed for Spot Instances, enabling you to view Spot Instance usage logs. You can create
one data feed per account. For more information about Spot Instances, see Spot Instances in the Amazon

Elastic Compute Cloud User Guide.

Request Parameters

Name

Bucket

Prefix

Description Required

The Amazon S3 bucket in which to store the Spot Instance | Yes
datafeed.

Type: String

Default: None

Constraints: Must be a valid bucket associated with your
account.

A prefix that is prepended to datafeed files. No
Type: String
Default: None

Response Elements

The elements in the following table are wrapped in a Cr eat eSpot Dat af eedSubscri pti onResponse

element.

Name

requestl!d

Description

The ID of the request.
Type: xsd:string

spot Dat af eedSubscri pti on | The datafeed subscription.

Examples

Type: SpotDatafeedSubscriptionType (p. 520)

Example Request

This example creates the data feed for the account.

https://ec2. amazonaws. com ?Act i on=Cr eat eSpot Dat af eedSubscri pti on

&Bucket =nyawsbucket

S&AUTHPARANS
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Example Response

<Cr eat eSpot Dat af eedSubscri pti onResponse xm ns="htt p://ec2. amazonaws. coni doc/ 2012-
12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<spot Dat af eedSubscri pti on>
<owner | d>111122223333</ owner | d>
<bucket >myawsbucket </ bucket >
<prefix>spotdata_</prefix>
<stat e>Active</state>
</ spot Dat af eedSubscri pti on>
</ Cr eat eSpot Dat af eedSubscri pti onResponse>

Related Operations

¢ DeleteSpotDatafeedSubscription (p. 146)
¢ DescribeSpotDatafeedSubscription (p. 283)
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CreateSubnet

Description

Creates a subnet in an existing VPC. You can create up to 20 subnets in a VPC. If you add more than
one subnet to a VPC, they're set up in a star topology with a logical router in the middle. If you need more
than 20 subnets, you can request more by going to http://aws.amazon.com/contact-us/vpc-request/.

When you create each subnet, you provide the VPC ID and the CIDR block you want for the subnet. After
you create a subnet, you can't change its CIDR block. The subnet's CIDR block can be the same as the
VPC's CIDR block (assuming you want only a single subnet in the VPC), or a subset of the VPC's CIDR
block. If you create more than one subnet in a VPC, the subnets' CIDR blocks must not overlap. The
smallest subnet (and VPC) you can create uses a /28 netmask (16 IP addresses), and the largest uses
a /16 netmask (65,536 IP addresses).

Important
AWS reserves both the first four and the last IP address in each subnet's CIDR block. They're
not available for use.

If you launch an instance in a VPC using an Amazon EBS-backed AMI, the IP address doesn't change
if you stop and restart the instance (unlike a similar instance launched outside a VPC, which gets a hew
IP address when restarted). It's therefore possible to have a subnet with no running instances (they're all
stopped), but no remaining IP addresses available. For more information about Amazon EBS-backed
AMIs, see AMI Basics in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required

Vpcld The ID of the VPC. Yes
Type: String
Default: None

G dr Bl ock The CIDR block for the subnet to cover (for Yes
example, 10. 0. 0. 0/ 24).

Type: String
Default: None

Avai |l abi lityZone The Availability Zone for the subnet. No
Type: String
Default: AWS selects a zone for you
(recommended)

Response Elements

The elements in the following table are wrapped in an Cr eat eSubnet Response element.

Name Description

requestld The ID of the request.
Type: xsd:string
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Name Description
subnet Information about the subnet.

Type: SubnetType (p. 525)

Examples

Example Request

This example creates a subnet with CIDR block 10.0.1.0/24 in the VPC with ID vpc-1a2b3c4d.

https://ec2. amazonaws. conl ?Act i on=Cr eat eSubnet
&Vpcl d=vpc- 1la2b3c4d

&Ci dr Bl ock=10. 0. 1. 0/ 24

&AUTHPARANS

Example Response

<Cr eat eSubnet Response xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ r equest | d>
<subnet >
<subnet | d>subnet - 9d4a7b6c</ subnet | d>
<st at e>pendi ng</ st at e>
<vpcl d>vpc- 1la2b3c4d</ vpcl d>
<ci dr Bl ock>10. 0. 1. 0/ 24</ ci dr Bl ock>
<avai | abl el pAddr essCount >251</ avai | abl el pAddr essCount >
<avai |l abi |l i tyZone>us- east - la</ avai |l abi | ityZone>
<t agSet/ >
</ subnet >
</ Cr eat eSubnet Response>

Related Operations

¢ DescribeSubnets (p. 295)
¢ DeleteSubnet (p. 147)
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CreateTags

Description

Adds or overwrites one or more tags for the specified EC2 resource or resources. Each resource can
have a maximum of 10 tags. Each tag consists of a key and optional value. Tag keys must be unique per
resource.

For more information about tags, see Using Tags in the Amazon Elastic Compute Cloud User Guide.
Request Parameters

Name Description Required

Resourcel d. n The ID of a resource to tag. For example, am - 1a2b3c4d. | Yes
You can specify multiple resources to assign the tags to.

Type: String
Default: None

Tag. n. Key The key for a tag. Yes
Type: String
Default: None

Constraints: Tag keys are case sensitive and accept a
maximum of 128 Unicode characters.

Tag. n. Val ue The value for a tag. If you don't want the tag to have a Yes
value, specify the parameter with no value, and we set the
value to an empty string.

Type: String
Default: None

Constraints: Tag values are case sensitive and accept a
maximum of 256 Unicode characters.

Response Elements
The elements in the following table are wrapped in a Cr eat eTagsResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean
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Example Request

This example adds (or overwrites) two tags for an AMI and an instance. One of the tags is just a key
(webserver), with no value (we set the value to an empty string). The other consists of a key (stack) and
value (Production).

https://ec2. amazonaws. com ?Act i on=Cr eat eTags
&Resour cel d. 1=ami - 1a2b3c4d

&Resour cel d. 2=i - 7f 4d3a2b

&Tag. 1. Key=webserver

&Tag. 1. Val ue=

&Tag. 2. Key=st ack

&Tag. 2. Val ue=Pr oducti on

&AUTHPARANS

Example Response

<Cr eat eTagsResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ r equest | d>
<return>true</return>

</ Cr eat eTagsResponse>

Related Operations

¢ DescribeTags (p. 299)
¢ DeleteTags (p. 149)
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CreateVolume

Description

Creates an Amazon EBS volume that can be attached to any Amazon EC2 instance in the same Availability
Zone. Any AWS Marketplace product codes from the snapshot are propagated to the volume. For more
information about Amazon EBS, see Amazon Elastic Block Store.

Request Parameters

Name

Si ze

Snapshot | d

Avai |l abi lityZone

Vol uneType

| ops

Description Required
The size of the volume, in GiBs. Conditional
Type: String

Valid values: 1- 1024

Valid values: If the volume type is i 01, the minimum size
of the volume is 10 GiB.

Default: If you're creating the volume from a snapshot and
don't specify a volume size, the default is the snapshot
size.

Condition: Required unless you're creating the volume
from a snapshot.

The snapshot from which to create the new volume. Conditional
Type: String
Default: None

Condition: Required if you are creating a volume from a
shapshot.

The Availability Zone for the new volume. Use Yes
DescribeAvailabilityZones (p. 169) to display Availability
Zones that are currently available to your account.

Type: String
Default: None

The volume type. No
Type: String

Valid values: st andard | i ol

Default: st andar d

The number of 1/0 operations per second (IOPS) that the | Conditional
volume supports.

Type: Integer
Valid values: Range is 100 to 2000.
Default: None

Condition: Required when the volume type is i 01; not
used with st andar d volumes.
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Response Elements

The elements in the following table are wrapped in a Cr eat eVol unmeResponse element.

Name

requestld

vol urel d

si ze

shapshot I d

avail abilityZone

st at us

createTi me

vol uneType

i ops

Examples

Example Request

Description

The ID of the request.
Type: xsd:string

The ID of the volume.
Type: xsd:string

The size of the volume, in GiBs.
Type: xsd:string

The snapshot from which the volume was created, if applicable.
Type: xsd:string

The Availability Zone for the volume.
Type: xsd:string

The volume state.

Type: xsd:string

Valid values: creati ng |avai |l abl e | i n-use | del eting |
del eted|error

The time stamp when volume creation was initiated.
Type: xsd:dateTime

The volume type.
Type: xsd:string
Valid values: st andard | i 01

The number of I/0O operations per second (IOPS) that the volume
supports.

Type: xsd:int
Valid values: Range is 100 to 2000.

This example creates a new 80 GiB volume in Availability Zone us- east - 1a.

https://ec2. amazonaws. conl ?Act i on=Cr eat eVol une

&Si ze=80

&Avai | abi |l it yZone=us- east - 1la

S&AUTHPARANS
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Example Response

<Cr eat eVol umeResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<vol unel d>vol - 1a2b3c4d</ vol unel d>
<si ze>80</ si ze>
<snapshot I d/ >
<avai |l abi |l i tyZone>us- east - 1la</ avai | abi | i t yZone>
<st at us>creating</status>
<creat eTi mre>YYYY- MMt DDTHH: MM SS. 000Z</ cr eat eTi nme>
<vol uneType>st andar d</ vol uneType>
</ Cr eat eVol uneResponse>

Related Operations

¢ DeleteVolume (p. 152)

¢ DescribeVolumes (p. 305)

e AttachVolume (p. 29)

¢ DetachVolume (p. 331)

¢ DescribeAvailabilityZones (p. 169)
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CreateVpc

Description

Creates a VPC with the specified CIDR block. The smallest VPC you can create uses a /28 netmask (16
IP addresses), and the largest uses a /16 netmask (65,536 IP addresses). To help you decide how big
to make your VPC, see Your VPC and Subnets in the Amazon Virtual Private Cloud User Guide.

By default, each instance you launch in the VPC has the default DHCP options, which includes only a

default DNS server that we provide (AmazonProvidedDNS). For more information about DHCP options,
see Using DHCP Options with Your VPC in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
Ci dr Bl ock The CIDR block you want the VPC to cover (for Yes
example, 10. 0. 0. 0/ 16).
Type: String

Default: None

i nst anceTenancy The supported tenancy options for instances No
launched into the VPC. A value of def aul t means
that instances can be launched with any tenancy;
a value of dedi cat ed means all instances are
launched as dedicated tenancy instances
regardless of the tenancy assigned to the instance
at launch. Setting the instance tenancy to
dedi cat ed runs your instance on single-tenant
hardware.

Type: String
Default: default

Response Elements

The elements in the following table are wrapped in an Cr eat eVpcResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

vpc Information about the VPC.
Type: VpcType (p. 532)
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Examples

Example Request

This example creates a VPC with CIDR block 10.0.0.0/16.

https://ec2. amazonaws. com ?Act i on=Cr eat eVpc
&Ci dr Bl ock=10. 0. 0. 0/ 16
&AUTHPARANS

Example Response

<Cr eat eVpcResponse xm ns="http://ec2. amazonaws. coni doc/ 2012-12-01/">
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<vpc>
<vpcl d>vpc- 1a2b3c4d</ vpcl d>
<st at e>pendi ng</ st at e>
<ci dr Bl ock>10. 0. 0. 0/ 16</ ci dr Bl ock>
<dhcpOpti onsl d>dopt - 1a2b3c4d2</ dhcpOpti onsl| d>
<i nst anceTenancy>def aul t </ i nst anceTenancy>
<tagSet/ >
</ vpc>
</ Cr eat eVpcResponse>

Example Request

This example creates a VPC with the dedi cat ed tenancy option.

https://ec2. amazonaws. conl ?Act i on=Cr eat eVpc
&Ci dr Bl ock=10. 0. 0. 0/ 16

&l nst anceTenancy=dedi cat ed

&AUTHPARANS

Example Response

<Cr eat eVpcResponse xm ns="http://ec2. amazonaws. coni doc/ 2012-12-01/">
<request | d>a9e49797- a74f - 4f 68- b302- al34a51f d054</ r equest | d>
<vpc>
<vpcl d>vpc- 11a63c78</ vpcl d>
<st at e>pendi ng</ st at e>
<ci dr Bl ock>10. 32. 0. 0/ 16</ ci dr Bl ock>
<dhcpOpti onsl d>dopt - 1a2b3c4d2</ dhcpOpt i onsl d>
<i nst anceTenancy>dedi cat ed</i nst anceTenancy>
</ vpc>
</ Cr eat eVpcResponse>

Related Operations

¢ DescribeVpcs (p. 316)
¢ DeleteVpc (p. 154)
¢ CreateDhcpOptions (p. 60)
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» AssociateDhcpOptions (p. 21)
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CreateVpnConnection

Description

Creates a VPN connection between an existing virtual private gateway and a VPN customer gateway.
The only supported connection type isi psec. 1.

The response includes information that you need to configure your customer gateway, in XML format.
We recommend that you use the command line version of this operation (ec2-create-vpn-connection),
which lets you get the configuration information formatted in a friendlier way. For information about the
command, see ec2-create-vpn-connection in the Amazon Elastic Compute Cloud Command Line
Reference.

Important
We strongly recommend that you use HTTPS when calling this operation because the response
contains sensitive cryptographic information for configuring your customer gateway.

If you shut down your VPN connection for any reason and later create a new VPN connection, you must
reconfigure your customer gateway with the new information returned from CreateVpnConnection.

For more information about VPN connections, see Adding an IPsec Hardware Virtual Private Gateway
to Your VPC in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
Type The type of VPN connection. Yes
Type: String

Default: None
Valid values: i psec. 1

Cust oner Gat ewayl d The ID of the customer gateway. Yes
Type: String
Default: None

VpnGat ewayl d The ID of the virtual private gateway. Yes
Type: String
Default: None

Avai |l abi i tyZone Deprecated. The action ignores this parameter. No
Type: String
Default: None

Options. Stati cRoutesOnly Indicates whether the VPN connection requires No
static routes. If you are creating a VPN connection
for a device that does not support BGP, you must
specify t r ue.
Type: Boolean
Default: f al se
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Response Elements

The elements in the following table are wrapped in an Cr eat eVpnConnect i onResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

vpnConnecti on Information about the VPN connection.
Type: VpnConnectionType (p. 533)

Examples

Example Request

This example creates a VPN connection between the virtual private gateway (VGW) with ID vgw-8db04f81
and the customer gateway with ID cgw-b4dc3961. The response includes configuration information for
the VPN connection's customer gateway (in the native XML format, but escaped).

https://ec2. amazonaws. com ?Act i on=Cr eat eVpnConnect i on
&Type=i psec. 1

&Cust omrer Gat eway| d=cgw b4dc3961

&VpnGat ewayl d=vgw 8db04f 81

&AUTHPARANS

Example Response

<Cr eat eVpnConnecti onResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/" >

<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ r equest | d>
<vpnConnect i on>
<vpnConnect i onl d>vpn- 44a8938f </ vpnConnect i onl d>
<st at e>pendi ng</ st at e>
<cust oner Gat ewayConfi gur ati on>
<?xm version="1.0" encodi ng="UTF- 8" ?>
<vpn_connection id="vpn-44a8938f" >
<cust oner _gat eway_i d>cgw b4dc3961</ cust oner _gat eway_i d>
<vpn_gat eway_i d>vgw 8db04f 81</ vpn_gat eway_i d>
<vpn_connection_type>i psec. 1</ vpn_connecti on_type>
<i psec_t unnel >
<cust oner _gat eway>
<tunnel outsi de_address>
<i p_addr ess>YOUR_UPLI NK_ADDRESS</i p_addr ess>
</tunnel outside_address>
<tunnel _i nsi de_addr ess>
<i p_addr ess>169. 254. 255. 1</ i p_addr ess>
<net wor k_mask>255. 255. 255. 252</ net wor k_mask>
<net wor k_ci dr>30</ net wor k_ci dr >
</tunnel _i nsi de_address>
<bgp>
<asn>YOUR BGP_ASN</ asn>
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cryption>

<hol d_t i me>30</ hol d_t i ne>
</ bgp>
</ cust oner _gat eway>
<vpn_gat eway>
<t unnel _out si de_addr ess>
<i p_addr ess>72. 21. 209. 193</i p_addr ess>
</tunnel _outsi de_address>
<tunnel _i nsi de_addr ess>
<i p_addr ess>169. 254. 255. 2</i p_addr ess>
<net wor k_mask>255. 255. 255. 252</ net wor k_mask>
<net wor k_ci dr >30</ net wor k_ci dr >
</tunnel _i nsi de_addr ess>
<bgp>
<asn>7224</ asn>
<hol d_t i me>30</ hol d_t i me>
</ bgp>
</ vpn_gat eway>
<i ke>
<aut henti cati on_pr ot ocol >shal</ aut henti cati on_pr ot ocol >
<encryption_prot ocol >aes-128-cbc</encrypti on_protocol >
<lifeti ne>28800</I1ifetine>
<perfect_forward_secrecy>group2</perfect_forward_secrecy>
<nmode>nmai n</ node>
<pr e_shared_key>pl ai n-t ext - passwor d1</ pre_shar ed_key>
</ike>
<i psec>
<pr ot ocol >esp</ prot ocol >
<aut henti cati on_pr ot ocol >hnac- shal- 96</ aut henti cati on_pr ot ocol >
<encryption_prot ocol >aes-128-cbc</encryption_protocol >
<lifeti me>3600</1ifetime>
<perfect_forward_secrecy>group2</perfect_forward_secrecy>
<nmode>t unnel </ node>
<cl ear _df _bit>true</clear_df _bit>
<fragnentati on_before_encrypti on>true</fragnentati on_before_en

<t cp_nss_adj ust ment >1396</t cp_nss_adj ust nent >
<dead_peer _det ecti on>
<i nterval >10</i nterval >
<retries>3</retries>
</ dead_peer _det ecti on>
</i psec>
</ipsec_tunnel >
<i psec_t unnel >
<cust oner _gat eway>
<t unnel _out si de_addr ess>
<i p_addr ess>YOUR_UPLI NK_ADDRESS</ i p_addr ess>
</tunnel _outsi de_address>
<tunnel _i nsi de_addr ess>
<i p_addr ess>169. 254. 255. 5</i p_addr ess>
<net wor k_mask>255. 255. 255. 252</ net wor k_nmask>
<net wor k_ci dr >30</ net wor k_ci dr >
</tunnel _i nsi de_addr ess>
<bgp>
<asn>YOUR_BGP_ASN</ asn>
<hol d_t i me>30</ hol d_ti me>
</ bgp>
</ cust oner _gat eway>
<vpn_gat eway>
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<t unnel _out si de_addr ess>
<i p_address>72. 21. 209. 225</i p_addr ess>
</tunnel _outsi de_address>
<tunnel _i nsi de_addr ess>
<i p_address>169. 254. 255. 6</i p_addr ess>
<net wor k_mask>255. 255. 255. 252</ net wor k_nmask>
<net wor k_ci dr >30</ net wor k_ci dr >
</tunnel _i nsi de_addr ess>
<bgp>
<asn>7224</ asn>
<hol d_t i me>30</ hol d_ti me>
</ bgp>
</ vpn_gat eway>
<i ke>
<aut henti cati on_pr ot ocol >shal</ aut henti cati on_pr ot ocol >
<encryption_prot ocol >aes-128-cbc</encrypti on_protocol >
<lifeti me>28800</lifetinme>
<perfect_forward_secrecy>group2</perfect_forward_secrecy>
<pr e_shar ed_key>pl ai n-t ext - passwor d2</ pr e_shar ed_key>
<nmode>nmai n</ node>
</ike>
<i psec>
<pr ot ocol >esp</ prot ocol >
<aut henti cati on_pr ot ocol >hnac- shal- 96</ aut henti cati on_pr ot ocol >
<encryption_prot ocol >aes-128-cbc</encryption_protocol >
<lifeti me>3600</1ifetime>
<perfect_forward_secrecy>group2</perfect_forward_secrecy>
<nmode>t unnel </ node>
<cl ear _df _bit>true</clear_df _bit>
<fragnentati on_before_encrypti on>true</fragnentati on_before_en
cryption>
<t cp_nss_adj ust ment >1396</t cp_nss_adj ust ment >
<dead_peer _det ecti on>
<i nterval >10</i nterval >
<retries>3</retries>
</ dead_peer _det ecti on>
</i psec>
</ipsec_tunnel >
</ vpn_connecti on>
</ cust omer Gat ewayConf i gurati on>
<t ype>i psec. 1</ type>
<cust oner Gat ewayl| d>cgw b4dc3961</ cust oner Gat ewayl d>
<vpnGat ewayl| d>vgw 8db04f 81</ vpnCGat eway! d>
<t agSet/ >
</ vpnConnecti on>
</ Cr eat eVpnConnect i onResponse>

Example Request

This example creates a VPN connection with the static routes option between the virtual private gateway
(VGW), with ID vgw-8db04f81, and the customer gateway, with ID cgw-b4dc3961, for a device that does
not support the Border Gateway Protocol (BGP). The response includes configuration information for the
VPN connection's customer gateway (in the native XML format, but escaped).

https://ec2. amazonaws. com ?Act i on=Cr eat eVpnConnecti on
&Type=i psec. 1
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&Cust oner Gat eway| d=cgw b4dc3961
&VpnGat ewayl d=vgw 8db04f 81
&pti ons. Stati cRout esOnl y=true
&AUTHPARANS

Example Response

<Cr eat eVpnConnecti onResponse xm ns=' http://ec2. amazonaws. conf doc/ 2012-08-01/"' >

<request | d>5cc7891f - 1f 3b- 4f c4- a626- bdea8f 63f f 5a</request | d>
<vpnConnecti on>
<vpnConnecti onl d>vpn- 83ad48ea</ vpnConnect i onl d>
<st at e>pendi ng</ st at e>
<cust oner Gat ewayConfi gurati on><?xm versi on="1.0" encodi ng="UTF-8"?>
<vpn_connection id="vpn-83ad48ea">
<cust oner _gat eway_i d>cgw 63aed4b0a</ cust oner _gat eway_i d>
<vpn_gat eway_i d>vgw 4ea04527</ vpn_gat eway_i d>
<vpn_connection_t ype>i psec. 1</ vpn_connecti on_t ype>
<vpn_connection_attri but es>NoBGPVPNConnect i on</vpn_connection_attri butes>
<i psec_t unnel >
<cust oner _gat eway>
<t unnel _out si de_addr ess>
<i p_address>111.112. 113. 11</i p_addr ess>
</tunnel _outsi de_address>
<tunnel _i nsi de_addr ess>
<i p_addr ess>169. 254. 200. 18</i p_addr ess>
<net wor k_mask>255. 255. 255. 252</ net wor k_mask>
<net wor k_ci dr >30</ net wor k_ci dr >
</tunnel _i nsi de_addr ess>
</ cust oner _gat eway>
<vpn_gat eway>
<t unnel _out si de_addr ess>
<i p_address>92. 168. 1. 2</i p_addr ess>
</tunnel _outsi de_address>
<tunnel _i nsi de_addr ess>
<i p_address>169. 254. 200. 17</i p_addr ess>
<net wor k_mask>255. 255. 255. 252</ net wor k_mask>
<net wor k_ci dr >30</ net wor k_ci dr >
</tunnel _i nsi de_addr ess>
</ vpn_gat eway>
<i ke>
<aut henti cati on_pr ot ocol >shal</ aut henti cati on_pr ot ocol >
<encryption_prot ocol >aes-128-cbc</encryption_protocol >
<lifeti ne>28800</I1ifetine>
<perfect_forward_secrecy>group2</perfect_forward_secrecy>
<nmode>nai n</ node>
<pr e_shar ed_key>UNoSTegj al hXf _Sc3i FyHeyPW/KLg4PF</ pr e_shar ed_key>
</ike>
<i psec>
<pr ot ocol >esp</ prot ocol >
<aut henti cati on_pr ot ocol >hnac- shal- 96</ aut henti cati on_pr ot ocol >
<encryption_prot ocol >aes-128-cbc</encryption_protocol >
<lifeti me>3600</1ifetime>
<perfect_forward_secrecy>group2</perfect_forward_secrecy>
<nmode>t unnel </ node>
<cl ear _df _bit>true</clear_df _bit>
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<fragnentati on_before_encrypti on>true</fragnmentation_before_encryption>
<t cp_nss_adj ust ment >1387</t cp_nss_adj ust nent >
<dead_peer _det ecti on>
<i nterval >10</i nterval >
<retries>3</retries>
</ dead_peer _det ecti on>
</i psec>
</ipsec_tunnel >
<i psec_t unnel >
<cust oner _gat eway>
<t unnel _out si de_addr ess>
<i p_address>111.112. 113. 11</i p_addr ess>
</tunnel _outsi de_address>
<tunnel _i nsi de_addr ess>
<i p_address>169. 254. 200. 22</i p_addr ess>
<net wor k_mask>255. 255. 255. 252</ net wor k_mask>
<net wor k_ci dr >30</ net wor k_ci dr >
</tunnel _i nsi de_addr ess>
</ cust oner _gat eway>
<vpn_gat eway>
<t unnel _out si de_addr ess>
<i p_addr ess>192. 168. 49. 23</i p_addr ess>
</tunnel _outsi de_address>
<tunnel _i nsi de_addr ess>
<i p_address>169. 254. 200. 21</i p_addr ess>
<net wor k_mask>255. 255. 255. 252</ net wor k_mask>
<net wor k_ci dr >30</ net wor k_ci dr >
</tunnel _i nsi de_addr ess>
</ vpn_gat eway>
<i ke>
<aut henti cati on_pr ot ocol >shal</ aut henti cati on_pr ot ocol >
<encryption_prot ocol >aes-128-cbc</encrypti on_protocol >
<lifeti ne>28800</1ifetine>
<perfect_forward_secrecy>group2</perfect_forward_secrecy>
<node>nmai n</ node>
<pr e_shar ed_key>i hGQvT7xt Pf NgqDa903Sn2sj ARDi gAW 9</ pr e_shar ed_key>
</ike>
<i psec>
<pr ot ocol >esp</ prot ocol >
<aut henti cati on_pr ot ocol >hnac- shal- 96</ aut henti cati on_pr ot ocol >
<encryption_prot ocol >aes-128-cbc</encryption_protocol >
<lifeti me>3600</1ifetime>
<perfect_forward_secrecy>group2</perfect_forward_secrecy>
<nmode>t unnel </ node>
<cl ear _df _bit>true</clear_df _bit>
<fragnentati on_before_encrypti on>true</fragnmentation_before_encryption>
<t cp_nss_adj ust ment >1387</t cp_nss_adj ust nent >
<dead_peer _det ecti on>
<i nterval >10</i nterval >
<retries>3</retries>
</ dead_peer _det ecti on>
</i psec>
</ipsec_tunnel >
</ vpn_connecti on>
</ cust omer Gat ewayConf i gurati on>
<cust oner Gat ewayl| d>cgw 63ae4b0a</ cust oner Gat ewayl d>
<vpnGat ewayl d>vgw 4ea04527</ vpnCGat eway! d>
<opti ons>
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<stati cRout esOnl y>true</stati cRoutesOnl y>
</ opti ons>
<routes/>
</ vpnConnecti on>
</ Cr eat eVpnConnect i onResponse>

Related Operations

¢ DescribeVpnConnections (p. 319)
¢ DeleteVpnConnection (p. 156)

¢ CreateVpc (p. 108)

¢ CreateSubnet (p. 101)
AttachVpnGateway (p. 31)
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CreateVpnConnectionRoute

Description

Creates a new static route associated with a VPN connection between an existing virtual private gateway
and a VPN customer gateway. The static route allows traffic to be routed from the virtual private gateway

to the VPN customer gateway.

Important
We strongly recommend you use HTTPS when calling this operation because the response

contains sensitive cryptographic information for configuring your customer gateway.

For more information about VPN connections, see Adding an IPsec Hardware Virtual Private Gateway
to Your VPC in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required

Desti nati onG dr Bl ock The CIDR block associated with the local subnet | Yes
of the customer data center.

Type: String
Default: None

VpnConnecti onl d The ID of the VPN connection. Yes
Type: String
Default: None

Response Elements

The elements in the following table are wrapped in an Cr eat eVpnConnect i onRout eResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

return Returns true if the request succeeds. Otherwise, returns an
error.

Type: boolean

Examples

Example Request

This example creates a static route to the VPN connection for the VPN connection ID vpn-83ad48ea to
the destination CIDR block 11.12.0.0/16. Note that when using the Query API the "/" is denoted as "%2F".
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https://ec2. amazonaws. conf ?Act i on=Cr eat eVpnConnect i onRout e
&Dest i nati onCi dr Bl ock=11. 12. 0. 0%F16

&/pnConnect i onl d=vpn- 83ad48ea

&AUTHPARANS

Example Response

<Cr eat eVpnConnect i onRout eResponse xm ns='http://ec2. anazonaws. coni doc/ 2012- 08-
01/'>
<request | d>4f 35a1b2- c2c3- 4093- b51f - abb9d7311990</ r equest | d>
<return>true</return>
</ Cr eat eVpnConnect i onRout eResponse>

Related Operations

¢ DeleteVpnConnectionRoute (p. 158)
¢ DeleteVpnConnection (p. 156)

¢ DescribeVpnConnections (p. 319)

¢ CreateVpc (p. 108)

¢ CreateSubnet (p. 101)

¢ AttachVpnGateway (p. 31)
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CreateVpnGateway

Description

Creates a virtual private gateway. A virtual private gateway is the VPC-side endpoint for your VPN
connection. You can create a virtual private gateway before creating the VPC itself.

For more information about virtual private gateways, see Adding an IPsec Hardware Virtual Private
Gateway to Your VPC in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
Type The type of VPN connection this virtual private Yes
gateway supports.
Type: String

Default: None
Valid values: i psec. 1

Avai |l abi l i tyZone The Availability Zone option has been deprecated. | No
The API ignores this parameter.

Type: String
Default: None

Response Elements

The elements in the following table are wrapped in an Cr eat eVpnGat ewayResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

vpnGat eway Information about the virtual private gateway.
Type: VpnGatewayType (p. 534)
Examples

Example Request

This example creates a virtual private gateway.

https://ec2. amazonaws. com ?Act i on=Cr eat eVpnGat eway
&Type=i psec. 1
&AUTHPARANS
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Example Response

<Cr eat eVpnGat ewayResponse xm ns="http://ec2. anazonaws. coni doc/ 2012-12-01/">
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ r equest | d>
<vpnGat eway>
<vpnGat eway| d>vgw 8db04f 81</ vpnGat ewayl d>
<st at e>pendi ng</ st at e>
<type>i psec. 1</ type>
<avai | abi |l i tyZone>us- east - 1la</ avai | abi | i t yZone>
<attachments/>
<tagSet/ >
</ vpnGat eway>
</ Cr eat eVpnCat ewayResponse>

Related Operations

¢ DescribeVpnGateways (p. 323)
¢ DeleteVpnGateway (p. 160)

e AttachVpnGateway (p. 31)

¢ DetachVpnGateway (p. 333)
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DeleteCustomerGateway

Description

Deletes a VPN customer gateway. You must delete the VPN connection before deleting the customer
gateway.

For more information about VPN customer gateways, see Adding an IPsec Hardware Virtual Private
Gateway to Your VPC in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
Cust oner Gat ewayl d The ID of the customer gateway. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in an Del et eCust oner Gat ewayResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns
an error.

Type: xsd:boolean

Examples

Example Request

This example deletes the customer gateway with ID cgw-b4dc3961.

https://ec2. amazonaws. conl ?Act i on=Del et eCust oner Gat eway
&Cust oner Gat eway| d=cgw b4dc3961
&AUTHPARANS

Example Response

<Del et eCust orer Gat ewayResponse xm ns="http://ec2. amazonaws. coni doc/ 2012-12-01/" >

<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
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<return>true</return>
</ Del et eCust oner Gat ewayResponse>

Related Operations

¢ CreateCustomerGateway (p. 58)
¢ DescribeCustomerGateways (p. 177)
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DeleteDhcpOptions

Description

Deletes a set of DHCP options that you specify. The API action returns an error if the set of options you
specify is currently associated with a VPC. You can disassociate the set of options by associating either
a new set of options or the default options with the VPC.

For more information about DHCP options sets, see Using DHCP Options with Your VPC in the Amazon
Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
DhcpOptionslid The ID of the DHCP options set. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in an Del et eDhcpOpt i onsResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns
an error.
Type: xsd:boolean

Examples

Example Request

This example deletes the set of DHCP options with ID dopt-7a8b9c2d.

https://ec2. amazonaws. conl ?Act i on=Del et eDhcpOpt i ons
&bDhcpOpt i onsl d=dopt - 7a8b9c2d
&AUTHPARANS

Example Response

<Del et eDhcpOpt i onsResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/" >
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
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<return>true</return>
</ Del et eDhcpOpti onsResponse>

Related Operations

¢ AssociateDhcpOptions (p. 21)
¢ CreateDhcpOptions (p. 60)
¢ DescribeDhcpOptions (p. 180)
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DeletelnternetGateway

Description
Deletes an Internet gateway from your AWS account. The gateway must not be attached to a VPC. For

more information about your VPC and Internet gateway, see the Amazon Virtual Private Cloud User
Guide.

Request Parameters

Name Description Required
I nt er net Gat ewayl d The ID of the Internet gateway. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Del et el nt er net Gat ewayResponse element.

Name Description
requestlid The ID of the request.
Type: String
return Returns t r ue if the request succeeds. Otherwise, returns an error.

Type: xsd:boolean

Examples

Example Request

This example deletes the Internet gateway with ID igw-eaad4883.

https://ec2. amazonaws. com ?Act i on=Del et el nt er net Gat eway
&l nt er net Gat eway| d=i gw eaad4883
&AUTHPARANS

Example Response

<Del et el nt er net Gat ewayResponse xm ns="http://ec2. amazonaws. con doc/ 2012-12-01/" >

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
</ Del et el nt er net Gat ewayResponse>
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Related Operations

CreatelnternetGateway (p. 69)
AttachinternetGateway (p. 25)
DetachinternetGateway (p. 327)
DescribelnternetGateways (p. 223)
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DeleteKeyPair

Description

Deletes the specified key pair, by removing the public key from Amazon EC2. You must own the key pair.

Request Parameters

Name Description Required
KeyNane The name of the key pair. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Del et eKeyPai r Response element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example deletes the gsg- keypai r key pair.

https://ec2. amazonaws. conl ?Act i on=Del et eKeyPai r
&KeyName=gsg- keypai r
&AUTHPARANS

Example Response

<Del et eKeyPai r Response xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">
<request | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>

</ Del et eKeyPai r Response>

Related Operations

¢ CreateKeyPair (p. 71)
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¢ DescribeKeyPairs (p. 226)
¢ ImportKeyPair (p. 353)
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DeleteNetworkAcl

Description

Deletes a network ACL from a VPC. The ACL must not have any subnets associated with it. You can't
delete the default network ACL. For more information about network ACLs, see Network ACLs in the

Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
Net wor kAcl | d The ID of the network ACL. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Del et eNet wor kAcl Response element.

Name Description

requestlid The ID of the request.
Type: xsd:string

Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

return

Examples

Example Request

This example deletes the network ACL with ID acl-2cb85d45.

https://ec2. amazonaws. com ?Act i on=Del et eNet wor kAcl
&Net wor kAcl | d=acl - 2cb85d45
&AUTHPARANS

Example Response

<Del et eNet wor kAcl Response xm ns="http://ec2. anazonaws. conf doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>

</ Del et eNet wor kAcl Response>
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Related Operations

¢ DeleteNetworkAcl (p. 130)
¢ DescribeNetworkAcls (p. 229)
¢ ReplaceNetworkAclAssociation (p. 383)
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DeleteNetworkAclEntry

Description

Deletes an ingress or egress entry (i.e., rule) from a network ACL. For more information about network
ACLs, see Network ACLs in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
Net wor kAcl | d The ID of the network ACL. Yes
Type: String

Default: none

Rul eNurber The rule number for the entry to delete. Yes
Type: Integer
Default: none

Egr ess Specifies whether the rule to delete is an egress rule | No
(true) oringress rule (f al se).

Type: Boolean
Default: f al se
Valid values: true | f al se

Response Elements

The elements in the following table are wrapped in a Del et eNet wor kAcl Ent r yResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example deletes the ingress entry with rule number 100 from the network ACL with ID acl-2cb85d45.

https://ec2. amazonaws. com ?Act i on=Del et eNet wor KAcl Entry
&Net wor kAcl | d=acl - 2cb85d45

&Rul eNurber =100

&AUTHPARANS
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Example Response

<Del et eNet wor KAcl Ent r yResponse xm ns="http://ec2. amazonaws. coni doc/ 2012-12- 01/ ">

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
</ Del et eNet wor kAcl Ent r yResponse>

Related Operations

¢ CreateNetworkAclEntry (p. 75)
¢ ReplaceNetworkAclEntry (p. 385)
¢ DescribeNetworkAcls (p. 229)
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DeleteNetworklInterface

Description

Deletes the specified network interface.

Request Parameters

Name Description Required
Net wor kI nt er f acel d The ID of the network interface. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Del et eNet wor ki nt er f aceResponse element.

Name Description

requestlid The ID of the request to delete the network interface.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example deletes an elastic network interface (ENI) eni - f f da3197.

https://ec2. amazonaws. conl ?Act i on=Del et eNet wor kl nt er f ace
&Net wor kI nt er f acel d=eni - f f da3197
&AUTHPARANS

Example Response

<Del et eNet wor ki nt er f aceResponse xm ns=' http://ec2. amazonaws. com doc/ 2011-11-
15/" >
<request | d>elc6d73b- edaa- 4e62- 9909- 6611404e1739</ r equest | d>
<return>true</return>
</ Del et eNet wor kil nt er f aceResponse>

Related Operations

¢ AttachNetworklinterface (p. 27)
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DetachNetworkinterface (p. 329)
CreateNetworkinterface (p. 78)
DescribeNetworkInterfaceAttribute (p. 235)
DescribeNetworkinterfaces (p. 237)
ModifyNetworklInterfaceAttribute (p. 364)
ResetNetworkinterfaceAttribute (p. 407)
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DeletePlacementGroup

Description

Deletes a placement group from your account. You must terminate all instances in the placement group
before deleting it. For more information about placement groups and cluster instances, see Using Cluster
Instances in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required
G oupNane The name of the placement group. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Del et ePl acenent G oupResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example deletes the placement group named XYZ-cluster.

https://ec2. amazonaws. com ?Act i on=Del et ePl acenment G oup
&G oupNane=XYZ- cl ust er
&AUTHPARANS

Example Response

<Del et ePl acenment G- oupResponse xm ns="http://ec2. anmazonaws. coni doc/ 2012- 12- 01/ " >

<r equest | d>d4904f d9- 82c2- 4ea5- adf e- a9cc3EXAMPLE</ r equest | d>
<return>true</return>
</ Del et ePl acenent G oupResponse>
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Related Operations

¢ CreatePlacementGroup (p. 83)
¢ DescribePlacementGroups (p. 244)
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DeleteRoute

Description

Deletes a route from a route table in a VPC. For more information about route tables, see Route Tables
in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name

Rout eTabl el d

Desti nati onCi dr Bl ock

Description Required
The ID of the route table. Yes
Type: String

Default: None

The CIDR range for the route to delete. The | Yes
value you specify must exactly match the CIDR
for the route.

Type: String
Default: None

Response Elements

The elements in the following table are wrapped in a Repl aceRout eResponse element.

Name

requestlid
return
Examples

Example Request

Description

The ID of the request.
Type: xsd:string

Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

This example removes the route with destination CIDR 172.16.1.0/24 from the route table with ID

rtb-e4ad488d.

https://ec2. amazonaws. com ?Act i on=Del et eRout e
&Rout eTabl el d=rt b- e4ad488d
&Dest i nati onC dr Bl ock=172. 16. 1. 0/ 24

&AUTHPARNMS
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Example Response

<Del et eRout eResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>

</ Del et eRout eResponse>

Related Operations

e CreateRoute (p. 89)
¢ ReplaceRoute (p. 388)
¢ DescribeRouteTables (p. 267)
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DeleteRouteTable

Description
Deletes a route table from a VPC. The route table must not be associated with a subnet. You can't delete

the main route table. For more information about route tables, see Route Tables in the Amazon Virtual
Private Cloud User Guide.

Request Parameters

Name Description Required
Rout eTabl el d The ID of the route table. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Del et eRout eTabl eResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example deletes the route table with ID rtb-e4ad488d.

https://ec2. amazonaws. com ?Act i on=Del et eRout eTabl e
&Rout eTabl el d=rt b- e4ad488d
&AUTHPARANS

Example Response

<Del et eRout eTabl eResponse xm ns="http://ec2. anazonaws. conf doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>

</ Del et eRout eTabl eResponse>
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Related Operations

AssociateRouteTable (p. 23)
DisassociateRouteTable (p. 339)
DescribeRouteTables (p. 267)
CreateRouteTable (p. 92)
ReplaceRouteTableAssociation (p. 390)
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DeleteSecurityGroup

Description

Deletes a security group.

Important

If you attempt to delete a security group that contains instances, or is referenced by another
security group, the operation fails with | nval i dGr oup. | nUse for Amazon EC2 or
DependencyVi ol at i on for VPC.

A security group is for use with instances either in Amazon EC2 or in a specific VPC. For more information,
see Amazon EC2 Security Groups in the Amazon Elastic Compute Cloud User Guide and Security Groups
for Your VPC in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
G oupNane The name of the security group. Conditional
Type: String

Default: None
Condition: For EC2, you can specify either G oupNane or
G oupld

G oupld The ID of the security group. Conditional
Type: String
Default: None

Condition: Required for a VPC; for EC2, you can specify
either Gr oupNane or G oupl d

Response Elements

The elements in the following table are wrapped in a Del et eSecuri t yG oupResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example deletes the security group for Amazon EC2 named websr v.
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https://ec2. amazonaws. conl ?Acti on=Del et eSecurityG oup
&G oupNane=websr v
&AUTHPARANS

Example Request

This example deletes the security group for VPC with the ID sg- 1a2b3c4d.

https://ec2. amazonaws. conl ?Act i on=Del et eSecurityG oup
&G oupl d=sg- 1a2b3c4d
&AUTHPARANS

Example Response

<Del et eSecuri tyGroupResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">

<request | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
</ Del et eSecurityG oupResponse>

Related Operations

¢ CreateSecurityGroup (p. 94)

¢ DescribeSecurityGroups (p. 272)

¢ AuthorizeSecurityGrouplngress (p. 36)
¢ RevokeSecurityGrouplngress (p. 414)
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DeleteSnapshot

Description

Deletes a snapshot of an Amazon EBS volume.

Note

If you make periodic snapshots of a volume, the snapshots are incremental so that only the
blocks on the device that have changed since your last snapshot are incrementally saved in the
new snapshot. Even though snapshots are saved incrementally, the snapshot deletion process
is designed so that you need to retain only the most recent snapshot in order to restore the

volume.

Request Parameters

Name Description Required
Snapshot | d The ID of the Amazon EBS snapshot. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Del et eSnapshot Response element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example deletes snapshot snap- 1a2b3c4d.

https://ec2. amazonaws. com ?Act i on=Del et eSnapshot
&Snapshot | d. 1=snap- 1a2b3c4d
&AUTHPARANS

Example Response

<Del et eSnapshot Response xm ns="http://ec2. anmazonaws. conf doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
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<return>true</return>
</ Del et eSnapshot Response>

Related Operations

¢ CreateSnapshot (p. 96)
¢ DescribeSnapshots (p. 278)
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DeleteSpotDatafeedSubscription

Description

Deletes the datafeed for Spot Instances. For more information about Spot Instances, see Spot Instances
in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

The Del et eSpot Dat af eedSubscri pti on operation does not have any request parameters.

Response Elements

The elements in the following table are wrapped in a Del et eSpot Dat af eedSubscri pti onResponse

element.
Name Description
requestld The ID of the request.
Type: xsd:string
return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean
Examples

Example Request

This example deletes the data feed for the account.

https://ec2. amazonaws. conl ?Act i on=Del et eSpot Dat af eedSubscri pti on
&AUTHPARANS

Example Response

<Del et eSpot Dat af eedSubscri pti onResponse xm ns="htt p:// ec2. amazonaws. coni doc/ 2012-
12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
</ Del et eSpot Dat af eedSubscri pti onResponse>

Related Operations

¢ CreateSpotDatafeedSubscription (p. 99)
¢ DescribeSpotDatafeedSubscription (p. 283)
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DeleteSubnet

Description

Deletes a subnet from a VPC. You must terminate all running instances in the subnet before deleting it,
otherwise the API action returns an error.

Request Parameters

Name Description Required
Subnet | d The ID of the subnet. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in an Del et eSubnet Response element.

Name Description

The ID of the request.
Type: xsd:string

requestl!d

Returns t r ue if the request succeeds. Otherwise, returns
an error.
Type: xsd:boolean

return

Examples

Example Request

This example deletes the subnet with ID subnet-9d4a7b6c.

https://ec2. amazonaws. com ?Act i on=Del et eSubnet
&Subnet | d=subnet - 9d4a7b6¢c
&AUTHPARANS

Example Response

<Del et eSubnet Response xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >

<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>

<return>true</return>
</ Del et eSubnet Response>
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Related Operations

e CreateSubnet (p. 101)
¢ DescribeSubnets (p. 295)
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DeleteTags

Description

Deletes a specific set of tags from a specific set of resources. This call is designed to follow a
Descri beTags call. You first determine what tags a resource has, and then you call Del et eTags with
the resource ID and the specific tags you want to delete.

For more information about tags, see Using Tags in the Amazon Elastic Compute Cloud User Guide.
Request Parameters

Name Description Required

Resourcel d. n The ID of the resource. For example, am - 1a2b3c4d.You | Yes
can specify more than one resource ID.

Type: String
Default: None

Tag. n. Key The tag's key. You can specify more than one tag to delete. | Yes
Type: String
Default: None

Tag. n. Val ue The tag's value. No
Type: String
Default: If you omit this parameter, we delete the tag
regardless of its value. If you specify this parameter with
an empty string as the value, we delete the key only if its
value is an empty string.

Response Elements

The elements in the following table are wrapped in a Del et eTagsResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example deletes the tags for the AMI with ID ami-1a2b3c4d. You first get a list of the tags.
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https://ec2. amazonaws. conl ?Act i on=Descri beTags
&Resour cel d. 1=ani - 1a2b3c4d
&AUTHPARANS

Sample response:

<Descri beTagsResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/">
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<t agSet >
<itene
<resour cel d>anm - 1a2b3c4d</ resour cel d>
<resour ceType>i mage</ r esour ceType>
<key>webser ver </ key>

<val ue/ >
</[itenp
<itene

<resour cel d>anm - 1a2b3c4d</ resour cel d>
<resour ceType>i mage</ r esour ceType>
<key>st ack</ key>
<val ue>Pr oducti on</ val ue>
<litenpr
</t agSet >
</ Descri beTagsResponse>

Then you delete the tags. Specifying the value for the stack tag is optional.

https://ec2. amazonaws. conl ?Act i on=Del et eTags
&Resour cel d. 1=ani - 1a2b3c4d

&Tag. 1. Key=webser ver

&Tag. 2. Key=st ack

&AUTHPARANS

Sample response:

<Del et eTagsResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<return>true</return>

</ Del et eTagsResponse>

Example Request

This example deletes the stack tag from two particular instances.

https://ec2. amazonaws. com ?Act i on=Del et eTags
&Resour cel d. 1=i - 5f 4e3d2a

&Tag. 1. Key=st ack

&Resour cel d. 2=i - 12345678

&Tag. 2. Key=st ack

&AUTHPARANS

Example Request

This example deletes the stack and webserver tags for one particular instance.
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https://ec2. amazonaws. conl ?Act i on=Del et eTags
&Resour cel d. 1=i - 5f 4e3d2a

&Tag. 1. Key=st ack

&Resour cel d. 2=i - 5f 4e3d2a

&Tag. 2. Key=webser ver

&AUTHPARANS

Example Request

You can specify a tag key without a corresponding tag value if you want to delete the tag regardless of
its value. This example deletes all tags whose key=Purpose, regardless of the tag value.

https://ec2. amazonaws. com ?Act i on=Del et eTags
&Resour cel d. 1=i - 5f 4e3d2a

&Tag. 1. Key=Pur pose

&AUTHPARAMS

Example Request

When you create a tag, you can set the tag value to the empty string. Correspondingly, you can delete
only tags that have a specific key and whose value is the empty string. This example deletes all tags for
the specified instance where key=Purpose and the tag value is the empty string.

https://ec2. amazonaws. conl ?Act i on=Del et eTags
&Resour cel d. 1=i - 5f 4e3d2a

&Tag. 1. Key=Pur pose

&Tag. 2. Val ue=

&AUTHPARANS

Related Operations

e CreateTags (p. 103)
¢ DescribeTags (p. 299)
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DeleteVolume

Description

Deletes an Amazon EBS volume. The volume must be in the avai | abl e state (not attached to an
instance). For more information about Amazon EBS, see Using Amazon Elastic Block Store in the Amazon
Elastic Compute Cloud User Guide.

Note
The volume remains in the deleting state for several minutes after you call this action.

Request Parameters

Name Description Required
Vol urel d The ID of the volume. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Del et eVol umeResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example deletes volume vol - 1a2b3c4d.

https://ec2. amazonaws. com ?Act i on=Del et eVol une
&Vol unel d=vol - 1a2b3c4d
&AUTHPARANS

Example Response

<Del et eVol umeResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12- 01/ ">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>

</ Del et eVol uneResponse>
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Related Operations

¢ CreateVolume (p. 105)

¢ DescribeVolumes (p. 305)
AttachVolume (p. 29)

¢ DetachVolume (p. 331)
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DeleteVpc

Description
Deletes a VPC. You must detach or delete all gateways or other objects that are dependent on the VPC

first. For example, you must terminate all running instances, delete all security groups (except the default),
delete all the route tables (except the default), and so on.

Request Parameters

Name Description Required
Vpcld The ID of the VPC. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in an Del et eVpcResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns
an error.

Type: xsd:boolean

Examples

Example Request

This example deletes the VPC with ID vpc-1a2b3c4d.

https://ec2. amazonaws. com ?Act i on=Del et eVpc
&Vpcl d=vpc- 1a2b3c4d
&AUTHPARANS

Example Response

<Del et eVpcResponse xm ns="http://ec2. anazonaws. coni doc/ 2012-12-01/">
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<return>true</return>

</ Del et eVpcResponse>
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Related Operations

e CreateVpc (p. 108)
¢ DescribeVpcs (p. 316)
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DeleteVpnConnection

Description

Deletes a VPN connection. Use this if you want to delete a VPC and all its associated components.
Another reason to use this operation is if you believe the tunnel credentials for your VPN connection have
been compromised. In that situation, you can delete the VPN connection and create a new one that has
new keys, without needing to delete the VPC or virtual private gateway. If you create a new VPN
connection, you must reconfigure the customer gateway using the new configuration information returned

with the new VPN connection ID.

If you're deleting the VPC and all its associated parts, we recommend you detach the virtual private
gateway from the VPC and delete the VPC before deleting the VPN connection.

For more information about VPN connections, see Adding an IPsec Hardware Virtual Private Gateway
to Your VPC in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
VpnConnecti onl d The ID of the VPN connection. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in an Del et eVpnConnect i onResponse element.

Name Description

The ID of the request.
Type: xsd:string

requestlid

Returns t r ue if the request succeeds. Otherwise, returns
an error.
Type: xsd:boolean

return

Examples

Example Request

This example deletes the VPN connection with 1D vpn-44a8938f.

https://ec2. amazonaws. com ?Act i on=Del et eVpnConnecti on
&pnConnecti onl d=vpn- 44a8938f
&AUTHPARANS
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Example Response

<Del et eVpnConnecti onResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/" >

<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<return>true</return>
</ Del et eVpnConnect i onResponse>

Related Operations

¢ CreateVpnConnection (p. 111)

¢ DescribeVpnConnections (p. 319)
¢ DetachVpnGateway (p. 333)

¢ DeleteVpc (p. 154)
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DeleteVpnConnectionRoute

Description

Deletes a static route associated with a VPN connection between an existing virtual private gateway and
a VPN customer gateway. The static route allows traffic to be routed from the virtual private gateway to

the VPN customer gateway.

Important
We strongly recommend you use HTTPS when calling this operation because the response

contains sensitive cryptographic information for configuring your customer gateway.

For more information about VPN connections, see Adding an IPsec Hardware Virtual Private Gateway
to Your VPC in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required

Desti nati onG dr Bl ock The CIDR block associated with the local subnet | Yes
of the customer data center.

Type: String
Default: None

VpnConnecti onl d The ID of the VPN connection. Yes
Type: String
Default: None

Response Elements

The elements in the following table are wrapped in an Del et eVpnConnect i onRout eResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

return Returns true if the request succeeds. Otherwise, returns an
error.

Type: boolean

Examples

Example Request

This example deletes a static route to the destination CIDR block 11.12.0.0/16 associated with the VPN
connection with ID vpn-83ad48ea. Note that when using the Query API the "/" is denoted as "%2F".
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https://ec2. amazonaws. conf ?Act i on=Del et eVpnConnecti onRout e
&Dest i nati onCi dr Bl ock=11. 12. 0. 0%F16

&/pnConnect i onl d=vpn- 83ad48ea

&AUTHPARANS

Example Response

<Del et eVpnConnect i onRout eResponse xm ns='"http://ec2. anazonaws. coni doc/ 2012- 08-
01/'>
<request | d>4f 35a1b2- c2c3- 4093- b51f - abb9d7311990</ r equest | d>
<return>true</return>
</ Del et eVpnConnect i onRout eResponse>

Related Operations

¢ CreateVpnConnectionRoute (p. 118)
¢ DeleteVpnConnection (p. 156)

¢ DescribeVpnConnections (p. 319)

¢ CreateVpc (p. 108)

¢ CreateSubnet (p. 101)

¢ AttachVpnGateway (p. 31)
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DeleteVpnGateway

Description

Deletes a virtual private gateway. Use this when you want to delete a VPC and all its associated
components because you no longer need them. We recommend that before you delete a virtual private
gateway, you detach it from the VPC and delete the VPN connection. Note that you don't need to delete
the virtual private gateway if you just want to delete and recreate the VPN connection between your VPC
and data center.

For more information about virtual private gateways, see Adding an IPsec Hardware Virtual Private
Gateway to Your VPC in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
VpnGat ewayl d The ID of the virtual private gateway. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in an Del et eVpnGat ewayResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns

an error.
Type: xsd:boolean

Examples

Example Request

This example deletes the virtual private gateway with ID vgw-8db04f81.

https://ec2. amazonaws. com ?Act i on=Del et eVpnGat eway
&pnGat ewayl d=vgw 8db04f 81
&AUTHPARANS
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Example Response

<Del et eVpnGat ewayResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >

<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<return>true</return>
</ Del et eVpnCGat ewayResponse>

Related Operations

¢ CreateVpnGateway (p. 120)
¢ DescribeVpnGateways (p. 323)
¢ DeleteVpnConnection (p. 156)
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Deregisterimage

Description

Deregisters the specified AMI. Once deregistered, the AMI cannot be used to launch new instances.

Note
This command does not delete the AMI.

Request Parameters

Name Description Required
| magel d The ID of the AMI to deregister. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Der egi st er | mageResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example deregisters the ani - 4f a54026 AMI.

https://ec2. amazonaws. com ?Act i on=Der egi st er | mage
& magel d=anmi - 4f a54026
&AUTHPARANS

Example Response

<Der egi st er | mageResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>

</ Der egi st er | rageResponse>
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Related Operations

¢ Registerlmage (p. 377)
¢ Describelmages (p. 189)
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DescribeAddresses

Description

Describes one or more of your Elastic IP addresses.

An Elastic IP address is for use in either Amazon EC2 or in a VPC. For more information, see Elastic IP
Addresses in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required
Publiclp.n One or more EC2 Elastic IP addresses. No
Type: String
Default: None
Al l ocationld.n One or more allocation IDs corresponding to the address | No
or addresses to describe (VPC addresses only).
Type: String
Default: None
Filter.n. Nanme The name of a filter. See the table in the Supported Filters | No
section for a list of supported filter names.
Type: String
Default: None
Filter.n.Value.m A value for the filter. See the table in the Supported Filters | No
section for a list of supported values for each filter.
Type: String

Default: None

Supported Filters

You can specify filters so that the response includes information for only certain Elastic IP addresses.
For example, you can use a filter to specify that you're interested in addresses that have a specific tag.
You can specify multiple values for a filter. The response includes information for an address only if it
matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify addresses of a specific value that have a specific
tag. The response includes information for an address only if it matches all the filters that you specified.
If there's no match, no special message is returned, the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.
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Response Elements

Filter Name

domai n

i nstance-id

public-ip

allocation-id

association-id

network-interface-id

netverk-i nterface-ower-id

private-ip-address

Description

Indicates whether the address is for use in a VPC.
Type: String
Valid values: st andard | vpc

The instance the address is associated with (if any).
Type: String

The Elastic IP address.
Type: String

The allocation ID for the address (VPC only).
Type: String

The association ID for the address (VPC only).
Type: String

The network interface (if any) that the address is associated with (VPC only).

Type: String

The owner IID.

The private IP address associated with the Elastic IP address (VPC only).

Type: String

Response Elements

The elements in the following table are wrapped in a Descri beAddr essesResponse element.

Name

requestld

addr essesSet

Examples

Description

The ID of the request.
Type: xsd:string

A list of IP addresses, each one wrapped in an i t emelement.
Type: DescribeAddressesResponseltemType (p. 452)

Example Request

EC2 addresses: This example describes two specific EC2 Elastic IP addresses assigned to the account.
Amazon EC2 returns information about 192.0.2.1, which is assigned to instance i-f15ebb98, and for

198.51.100.2, which is not assigned to an instance.

https://ec2. amazonaws. com ?Act i on=Descri beAddr esses
&Publiclp.1=192.0.2.1
&Publ i cl p. 2=198. 51. 100. 2

&AUTHPARAMS
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Example Response

<Descri beAddr essesResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<addr essesSet >
<itemp
<publicl p>192. 0. 2. 1</ publ i cl p>
<domai n>st andar d</ domai n>
<i nstancel d>i - f 15ebb98</i nst ancel d>
<litener
<itemp
<publ i cl p>198. 51. 100. 2</ publ i cl p>
<domai n>st andar d</ domai n>
<i nstancel d/ >
<litenpr
</ addr essesSet >
</ Descri beAddr essesResponse>

Example Request

VPC Addresses: This example describes a specific VPC address allocated to your account. You must
use the allocation ID to specify the address.

https://ec2. amazonaws. conl ?Act i on=Descri beAddr esses
&Al | ocationld. 1= ei pal | oc- 08229861
&AUTHPARANS

Example Response

<soap: Body>
<Descri beAddr essesResponse xm ns="http://ec2. amazonaws. conf doc/ 2012- 12-
01/">
<request | d>f 7de5e98- 491a- 4c19- a92d- 908d6EXAMPLE</ r equest | d>
<addr essesSet >
<itemp
<publ i cl p>46. 51. 223. 41</ publ i cl p>
<al | ocati onl d>ei pal | oc- 08229861</ al | ocati onl d>
<domai n>vpc</ domai n>
<i nst ancel d>i - 64600030</ i nst ancel d>
<associ ati onl d>ei passoc-f 0229899</ associ ati onl d>
<net wor kI nt er f acel d>eni - ef 229886</ net wor kIl nt er f acel d>
<net wor kI nt er f aceOaner | d>053230519467</ net wor kil nt er f aceOaner | d>
<pri vat el pAddr ess>10. 0. 0. 228</ pri vat el pAddr ess>
<litenmp
</ addr essesSet >
</ Descri beAddr essesResponse>

Example Request

VPC Addresses: This example lists only your VPC addresses (assuming you have both standard and
VPC addresses).

APl Version 2012-12-01
166




Amazon Elastic Compute Cloud API Reference
Examples

https://ec2. amazonaws. conl ?Act i on=Descri beAddr esses
&Filter.1. Name=al | ocation-id

&Filter. 1. Val ue. 1=*

&AUTHPARANS

Example Response

<Descri beAddr essesResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">
<request | d>0782c68a- 5f 24- 4dce- 93¢c0- h5a066d6e0d0</ r equest | d>
<addr essesSet >
<itenp
<publ i cl p>203. 0. 113. 12</ publ i cl p>
<al | ocati onl d>ei pal | oc- 08229861</ al | ocati onl d>
<domai n>vpc</ domai n>
<i nst ancel d>i - 64600030</ i nst ancel d>
<associ ati onl d>ei passoc-f0229899</ associ ati onl d>
<net wor kI nt er f acel d>eni - ef 229886</ net wor kI nt er f acel d>
<net wor kI nt er f aceOmner | d>053230519467</ net wor ki nt er f aceOaner | d>
<privat el pAddr ess>10. 0. 0. 228</ pri vat el pAddr ess>
<litenr
<itenp
<publicl p>46. 51. 221. 164</ publ i cl p>
<al | ocati onl d>ei pal | oc- 1b5f e072</ al | ocati onl d>
<domai n>vpc</ domai n>
<litenr
<itenp
<publ i cl p>203. 0. 113. 14</ publ i cl p>
<al | ocati onl d>ei pal | oc-f 38a359a</ al | ocati onl d>
<domai n>vpc</ domai n>
<i nstancel d>i - 7a00642e</i nst ancel d>
<associ ati onl d>ei passoc- 1f 239876</ associ ati onl d>
<net wor kI nt er f acel d>eni - d83388b1</ net wor kI nt er f acel d>
<net wor kI nt er f aceOmner | d>053230519467</ net wor kI nt er f aceOaner | d>
<privat el pAddress>10. 0. 0. 12</ pri vat el pAddr ess>
<litenr
<itenp
<publ i cl p>203. 0. 113. 33</ publ i cl p>
<al | ocati onl d>ei pal | oc-282d9641</ al | ocati onl d>
<domai n>vpc</ domai n>
<i nstancel d>i - 7a00642e</i nst ancel d>
<associ ati onl d>ei passoc-252d964c</ associ ati onl d>
<net wor kI nt er f acel d>eni - d83388b1</ net wor kI nt er f acel d>
<net wor kI nt er f aceOnner | d>053230519467</ net wor kI nt er f aceOaner | d>
<privat el pAddr ess>10. 0. 0. 14</ pri vat el pAddr ess>
<litenr
<itenp
<publ i cl p>203. 0. 113. 22</ publ i cl p>
<al | ocati onl d>ei pal | oc- 1266dd7b</ al | ocati onl d>
<domai n>vpc</ domai n>
<i nst ancel d>i - 880f 6f dc</ i nst ancel d>
<associ ati onl d>ei passoc- 832e94ea</ associ ati onl d>
<net wor kI nt er f acel d>eni - af 2e94c6</ net wor kI nt er f acel d>
<net wor kI nt er f aceOmner | d>053230519467</ net wor ki nt er f aceOaner | d>
<privat el pAddress>10. 0. 0. 47</ pri vat el pAddr ess>
<litenr
<itenp
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<publicl p>203. 0. 113. 42 </ publi cl p>
<al | ocati onl d>ei pal | oc-f f229896</ al | ocati onl d>
<domai n>vpc</ domai n>
<litenpr
<itenp
<publ i cl p>203. 0. 113. 53</ publ i cl p>
<al | ocati onl d>ei pal | oc- b463dcdd</ al | ocati onl d>
<domai n>vpc</ domai n>
<i nstancel d>i - c844219c</i nst ancel d>
<associ ati onl d>ei passoc- d667ddbf </ associ ati onl d>
<net wor kI nt er f acel d>eni - ea67dc83</ net wor kI nt er f acel d>
<net wor kI nt er f aceOmner | d>053230519467</ net wor ki nt er f aceOaner | d>
<privat el pAddress>10. 0. 0. 174</ pri vat el pAddr ess>
<litenpr
<itenp
<publ i cl p>203. 0. 113. 61</ publ i cl p>
<al | ocati onl d>ei pal | oc- bf 66dcd6</ al | ocati onl d>
<domai n>vpc</ domai n>
<i nst ancel d>i - ba6aOdee</i nst ancel d>
<associ ati onl d>ei passoc- 9c66dcf 5</ associ ati onl d>
<net wor kI nt er f acel d>eni - 73e05ala</ net wor kI nt er f acel d>
<net wor kI nt er f aceOmner | d>053230519467</ net wor ki nt er f aceOaner | d>
<privat el pAddress>10. 0. 0. 85</ pri vat el pAddr ess>
<litenpr
</ addr essesSet >
</ Descri beAddr essesResponse>

Related Operations

¢ AllocateAddress (p. 13)

¢ ReleaseAddress (p. 381)

¢ AssociateAddress (p. 18)

¢ DisassociateAddress (p. 337)
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DescribeAvailabilityZones

Description

Describes one or more of the Availability Zones that are currently available to the account. The results
include zones only for the region you're currently using.

Note

Availability Zones are not the same across accounts. The Availability Zone us-east-1a for account
A is not necessarily the same as us-east-1a for account B. Zone assignments are mapped
independently for each account.

Request Parameters

Name Description Required
ZoneNane. n One or more Availability Zones. No
Type: String

Default: None

Filter.n. Name The name of afilter. See the table in the Supported Filters | No
section for a list of supported filter names.

Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the Supported Filters | No
section for a list of supported values for each filter.
Type: String
Default: None

Supported Filters

You can specify filters so that the response includes information for only certain Availability Zones. For
example, you can use a filter to specify that you're interested in Availability Zones in the avai | abl e
state. You can specify multiple values for a filter. The response includes information for an Availability
Zone only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify Availability Zones that are in a particular region and
are in the avai | abl e state. The response includes information for an Availability Zone only if it matches
all the filters that you specified. If there's no match, no special message is returned, the response is simply

empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description
nessage Information about the Availability Zone.
Type: String
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Filter Name Description
regi on- nane The region for the Availablity Zone (for example, us-east-1).
Type: String
state The state of the Availability Zone
Type: String
Valid values: avai | abl e
zone- nane The name of the zone.
Type: String

Response Elements

The elements in the following table are wrapped in a Descri beAvai | abi | i t yZonesResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

avail abi |l ityZonel nfo A list of Availability Zones, each one wrapped in an i t emelement.
Type: AvailabilityZoneltemType (p. 443)

Examples

Example Request

This example displays information about Availability Zones that are available to the account. The results
includes zones only in the region (endpoint) you're currently using.

https://ec2. amazonaws. com ?Act i on=Descri beAvai |l abi | i t yZones
&AUTHPARANS

Example Response

<Descri beAvai | abilityZonesResponse xm ns="http://ec2. anazonaws. coni doc/ 2012-12-
01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<avai | abi | i t yZonel nf o>
<itenp
<zoneName>us- east - 1a</ zoneName>
<zoneSt at e>avai | abl e</ zoneSt at e>
<r egi onNane>us- east - 1</ r egi onNane>
<messageSet />
</itenpr
<itenp
<zoneName>us- east - 1b</ zoneName>
<zoneSt at e>avai | abl e</ zoneSt at e>
<r egi onNane>us- east - 1</ r egi onNane>
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<messageSet/ >

</itener

<itenp
<zoneNanme>us- east - 1c</ zoneNane>
<zoneSt at e>avai | abl e</ zoneSt at e>
<r egi onNane>us- east - 1</ r egi onNane>
<messageSet/ >

</itene

<itenp
<zoneNanme>us- east - 1d</ zoneNanme>
<zoneSt at e>avai | abl e</ zoneSt at e>
<r egi onNane>us- east - 1</ r egi onNane>
<messageSet/ >

</itener

</ avai |l abi | i t yZonel nf 0>

</ Descri beAvai l abi | i t yZonesResponse>

Related Operations

¢ Runlinstances (p. 417)
¢ DescribeRegions (p. 247)
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DescribeBundleTasks

Description

Describes one or more of your bundling tasks.

Note

Completed bundle tasks are listed for only a limited time. If your bundle task is no longer in the
list, you can still register an AMI from it. Just use the Regi st er | mage action with the Amazon
S3 bucket name and image manifest name you provided to the bundle task.

Request Parameters

Name Description Required
Bundl el d. n One or more bundle task IDs. No
Type: String
Default: If no ID is specified, all bundle tasks are described.
Filter.n. Nanme The name of afilter. See the table in the Supported Filters | No
section for a list of supported filter names.
Type: String
Default: None
Filter.n.Value.m A value for the filter. See the table in the Supported Filters | No
section for a list of supported values for each filter.
Type: String

Default: None

Supported Filters

You can specify filters so that the response includes information for only certain bundle tasks. For example,
you can use a filter to specify that you're interested in the bundle tasks in the conpl et e state. You can
specify multiple values for a filter. The response includes information for a bundle task only if it matches
at least one of the filter values that you specified.

You can specify multiple filters; for example, specify bundles that are stored in a specific Amazon S3
bucket and are in the conpl et e state. The response includes information for a bundle task only if it
matches all the filters that you specified. If there's no match, no special message is returned, the response
is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description
bundl e-i d The ID of the bundle task.
Type: String
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Filter Name Description
error-code If the task failed, the error code returned.
Type: String
error-message If the task failed, the error message returned.
Type: String
i nstance-id The ID of the instance that was bundled.
Type: String
progress The level of task completion, as a percentage (for example, 20%).
Type: String
s3- bucket The Amazon S3 bucket to store the AMI.
Type: String
s3-prefix The beginning of the AMI name.
Type: String
start-time The time the task started (for example, 2008-09-15T717:15:20.0002).

Type: DateTime

state The state of the task.
Type: String
Valid values: pendi ng | wai t i ng- f or - shut down | bundl i ng | stori ng
| cancelling|conplete|failed

update-tine The time of the most recent update for the task (for example,
2008-09-15T17:15:20.000Z).

Type: DateTime

Response Elements
The elements in the following table are wrapped in a Descri beBundl eTasksResponse element.

Name Description

request!d The ID of the request.
Type: xsd:string

bundl el nst anceTasksSet A list of bundle tasks, each one wrapped in an i t emelement.
Type: BundlelnstanceTaskType (p. 448)

Examples

Example Request

This example describes the status of the bun- 57a5403e bundle task.
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https://ec2. amazonaws. com ?Act i on=Descri beBundl eTasks
&bundl el d. 1=bun- c1la540a8
&AUTHPARANS

Example Response

<Descri beBundl eTasksResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- he587EXAMPLE</ r equest | d>
<bundl| el nst anceTasksSet >
<itenp
<i nstancel d>i - 12345678</ i nst ancel d>
<bundl el d>bun- c1a540a8</ bundl el d>
<st at e>cancel | i ng</ st at e>
<startTi me>2008- 10- 07T11: 41: 50. 000Z</ st art Ti ne>
<updat eTi me>2008- 10- 07T11: 51: 50. 000Z</ updat eTi me>
<st or age>
<S3>
<bucket >nyawsbucket </ bucket >
<pref i x>w nam </ prefix>
</ S3>
</ st or age>
<progr ess>20%/ pr ogr ess>
<litenpr
<bundl| el nst anceTasksSet >
</ Descri beBundl eTasksResponse>

Example Request

This example filters the response to include only bundle tasks whose state is either conpl et e orf ai | ed,
and in addition are targeted for the Amazon S3 bucket called myawsbucket .

https://ec2. amazonaws. com ?Act i on=Descri beBundl eTasks
&Filter. 1. Name=s3- bucket

&Filter. 1. Val ue. 1=nyawsbucket

&Filter.2. Nane=state

&Filter.2. Nane. 1=conpl et e

&Filter.2. Nane. 2=fail ed

&AUTHPARANS

Related Operations

¢ Bundlelnstance (p. 40)
e CancelBundleTask (p. 43)
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DescribeConversionTasks

Description

Describes one or more of your conversion tasks. For more information, see Using the Command Line
Tools to Import Your Virtual Machine to Amazon EC2 in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required
Conver si onTaskl d. n One or more conversion task IDs. No
Type: String

Response Elements

The elements in the following table are wrapped in a Descr i beConver si onTasksResponse element.

Name Description

conver si onTasks A list of conversion tasks, each one wrapped in an i t emelement.
Type: ConversionTaskType (p. 449)

Examples

Example Request

This example describes all your conversion tasks.

https://ec2. amazonaws. conl ?Act i on=Descri beConver si onTasks
&AUTHPARANS

Example Response

<Descri beConver si onTasksResponse xm ns="http://ec2. amazonaws. conl doc/ 2012- 12-
01/ ">
<conver si onTasks>
<itenp
<conver si onTask>
<conver si onTaskl d>i nport-i-fh95npoc</ conver si onTaskl d>
<expirationTi me>2010-12-22T12: 01Z</ expi rati onTi ne>
<i npor t Vol une>
<byt esConvert ed>1000</ byt esConvert ed>
<avai | abi |i tyZone>us- east - la</ avai |l abi | i t yZone>
<descri ption/ >
<i mage>
<f or mat >VDMK</ f or mat >
<si ze>128696320</ si ze>
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<i mport Mani fest Ur | >
https://s3. amazonaws. com myawsbucket / a3a5elb6- 590d- 43cc- 97c1-
15¢7325d3f 41/ W n_2008_Server _Dat a_Cent er _SP2_32-bi t. vimdknani f est . xml ?2AWBAccess
Keyl d=AKI Al OSFODNN7EXAMPLE&EXpi r es=1294855591&Si gnat ur e=5snej 01Tl Tt LOUR7KEX
t EXAMPLEYBD
</inportMnifestUl >
</i mage>
<vol unme>
<si ze>8</ si ze>
<i d>vol - 34d8a2ff</id>
</ vol une>
</i nport Vol une>
<state>active</state>
<st at usMessage/ >
</ conver si onTask>
<litenmp
</ conver si onTasks>
</ Descri beConver si onTasksResponse>

Related Operations

¢ Importinstance (p. 349)
¢ ImportVolume (p. 355)
¢ CancelConversionTask (p. 45)
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DescribeCustomerGateways

Description

Describes one or more of your VPN customer gateways.

For more information about VPN customer gateways, see Adding an IPsec Hardware Virtual Private
Gateway to Your VPC in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
Cust oner Gat ewayl d. n A customer gateway ID. You can specify more than | No
one in the request.
Type: String
Default: Describes your customer gateways.
Filter.n. Name The name of a filter. See the table in the Supported | No
Filters section for a list of supported filter names.
Type: String

Default: None

Filter.n.Value.m A value for the filter. See the table in the Supported | No
Filters section for a list of supported values for each
filter.

Type: String
Default: None

Supported Filters

You can specify filters so that the response includes information for only certain customer gateways. For
example, you can use a filter to specify that you're interested in customer gateways in the pendi ng or
avai | abl e state. You can specify multiple values for a filter. The response includes information for a
customer gateway only if it matches at least one of the of the filter values that you specified.

You can specify multiple filters; for example, specify customer gateways that have a specific IP address
for the Internet-routable external interface and are in the pendi ng or avai | abl e state. The response
includes information for a customer gateway only if it matches all the filters that you specified. If there's
no match, no special message is returned, the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description

bgp- asn The customer gateway's Border Gateway Protocol (BGP) Autonomous System
Number (ASN).
Type: String
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Response Elements

Filter Name

cust oner - gat eway-i d

i p-address

state

type

t ag- key

tag-val ue

tag: key

Description

The ID of the customer gateway.
Type: String

The IP address of the customer gateway's Internet-routable external interface
(for example, 12.1.2.3).

Type: String

The state of the customer gateway.
Type: String
Valid values: pendi ng | avai | abl e | del eti ng | del et ed

The type of customer gateway. Currently the only supported type isi psec. 1.
Type: String
Valid values: i psec. 1

The key of a tag assigned to the resource. This filter is independent of the

t ag- val ue filter. For example, if you use both the filter "t ag- key=Pur pose"
and the filter "t ag- val ue=X", you get any resources assigned both the tag
key Pur pose (regardless of what the tag's value is), and the tag value X
(regardless of what the tag's key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this table.

For more information about tags, see Tagging Your Resources in the Amazon
Elastic Compute Cloud User Guide.

Type: String

The value of a tag assigned to the resource. This filter is independent of the
t ag- key filter.

Type: String

Filters the response based on a specific tag/value combination.

Example: To list just the resources that have been assigned tag Purpose=X,
specify:

Filter. 1. Name=t ag: Pur pose

Filter. 1. Val ue. 1=X

Example: To list just resources that have been assigned tag Purpose=X OR
Purpose=Y, specify:

Filter.1l. Name=t ag: Pur pose

Filter. 1. Val ue. 1=X

Filter. 1. Val ue. 2=Y

Response Elements

The elements in the following table are wrapped in an Descr i beCust omer Gat ewaysResponse element.

Name

request!d

Description

The ID of the request.
Type: xsd:string
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Examples
Name Description
cust oner Gat eway Set A list of customer gateways, each one wrapped inani tem
element.

Type: CustomerGatewayType (p. 451)

Examples

Example Request

This example gives a description of the customer gateway with ID cgw-b4dc3961.

https://ec2. anazonaws. conl ?Act i on=Descri beCust oner Gat enways
&Cust onmer Gat ewayl d. 1=cgw b4dc3961
&AUTHPARANS

Example Response

<Descr i beCust oner Gat ewaysResponse xm ns="http://ec2. amazonaws. conl doc/ 2012- 12-
o1/ ">
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<cust oner Gat eway Set >
<itenp
<cust oner Gat ewayl d>cgw b4dc3961</ cust oner Gat eway| d>
<st at e>avai | abl e</ st at e>
<type>i psec. 1</ type>
<i pAddr ess>12. 1. 2. 3</i pAddr ess>
<bgpAsn>65534</ bgpasn>
<t agSet/ >
</itenp
</ cust oner Gat eway Set >
</ Descri beCust omer Gat ewaysResponse>

Example Request

This example uses filters to give a description of any customer gateway you own whose IP address is
12.1.2.3, and whose state is either pendi ng or avai | abl e.

https://ec2. anmazonaws. conl ?Act i on=Descri beCust oner Gat eways
&Filter. 1. Nane=i p- addr ess

&Filter.1.Value.1=12.1.2.3

&Filter.2. Nane=state

&Filter. 2. Val ue. 1=pendi ng

&Filter. 2. Val ue. 2=avail abl e

&AUTHPARANS

Related Operations

¢ CreateCustomerGateway (p. 58)
¢ DeleteCustomerGateway (p. 122)
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DescribeDhcpOptions

Description

Describes one or more of your sets of DHCP options.

For more information about DHCP options sets, see Using DHCP Options with Your VPC in the Amazon
Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
DhcpOptionsld. n A DHCP options set ID. You can specify more than | No

one in the request.

Type: String

Default: Describes your sets of DHCP options, or
only those otherwise specified.

Filter.n. Name The name of a filter. See the table in the Supported | No
Filters section for a list of supported filter names.
Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the Supported | No
Filters section for a list of supported values for each
filter.

Type: String
Default: None

Supported Filters

You can specify filters so that the response includes information for only certain sets of DHCP options.
For example, you can use a filter to specify that you're interested in sets of DHCP options with a particular
value for the domai n- nane option. You can specify multiple values for a filter. The response includes
information for a set of DHCP options only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify sets of DHCP options that have a specific value for
the domai n- nane option and a specific tag. The response includes information for a set of DHCP options
only if it matches all the filters that you specified. If there's no match, no special message is returned, the
response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description
dhcp-options-id The ID of a set of DHCP options.
Type: String
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Response Elements

Filter Name

key

val ue

t ag- key

tag-val ue

tag: key

Description

The key for one of the options (for example, domai n- nane).
Type: String

The value for one of the options.
Type: String

The key of a tag assigned to the resource. This filter is independent of the

t ag- val ue filter. For example, if you use both the filter "t ag- key=Pur pose"
and the filter "t ag- val ue=X", you get any resources assigned both the tag
key Pur pose (regardless of what the tag's value is), and the tag value X
(regardless of what the tag's key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this table.

For more information about tags, see Tagging Your Resources in the Amazon
Elastic Compute Cloud User Guide.

Type: String

The value of a tag assigned to the resource. This filter is independent of the
t ag- key filter.

Type: String

Filters the response based on a specific tag/value combination.

Example: To list just the resources that have been assigned tag Purpose=X,
specify:

Filter. 1. Name=t ag: Pur pose

Filter. 1. Val ue. 1=X

Example: To list just resources that have been assigned tag Purpose=X OR
Purpose=Y, specify:

Filter.1l. Name=t ag: Pur pose

Filter. 1. Val ue. 1=X

Filter. 1. Val ue. 2=Y

Response Elements

The elements in the following table are wrapped in a Descri beDhcpOpt i onsResponse element.

Name

requestl!d

dhcpOpt i onsSet

Description

The ID of the request.
Type: xsd:string

A list of DHCP options sets, each one wrapped inanitem
element.

Type: DhcpOptionsType (p. 463)
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Examples

Example Request

This example gives a description of the DHCP options set with ID dopt-7a8b9c2d.

https://ec2. amazonaws. com ?Act i on=Descri beDhcpOpti ons
&DhcpOpt i onsl d. 1=dopt - 7a8b9c2d
&AUTHPARANS

Example Response

<Descri beDhcpOpti onsResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">

<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ r equest | d>
<dhcpOpti onsSet >
<itenp
<dhcpOpt i onsl d>dopt - 7a8b9c2d</ dhcpOpt i onsl d>
<dhcpConfi gurati onSet >
<itenp
<key>domai n- nane</ key>
<val ueSet >
<itenp
<val ue>exanpl e. conx/ val ue>
<litenr
</ val ueSet >
<litenr
<itenp
<key>domai n- nane- server s</ key>
<val ueSet >
<itenp
<val ue>10. 2. 5. 1</ val ue>
<litenr
</ val ueSet >
<litenr
<itenp
<key>domai n- nane- server s</ key>
<val ueSet >
<itenp
<val ue>10. 2. 5. 2</ val ue>
<litenr
</ val ueSet >
<litenr
</ dhcpConfi gur ati onSet >
<tagSet/ >
<litenpr
</ dhcpOpt i onsSet >
</ Descri beDhcpOpt i onsResponse>

Example Request

This example uses filters to give a description of any DHCP options set that includes a donai n- nane
option whose value includes the string exanpl e.
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https://ec2. amazonaws. conl ?Act i on=Descri beDhcpOpti ons
&Filter. 1. Name=key

&Filter. 1. Val ue. 1=domai n- nanme

&Filter. 2. Nane=val ue

&Filter. 2. Val ue. 1=*exanpl e*

&AUTHPARANS

Related Operations

¢ CreateDhcpOptions (p. 60)
¢ AssociateDhcpOptions (p. 21)
¢ DeleteDhcpOptions (p. 124)
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DescribeExportTasks

Description

Describes one or more of your export tasks.

Request Parameters

Name Description Required
Export Taskl d. n One or more export task IDs. If no task IDs are No
provided, all active export tasks are described.
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Descr i beExport Tasks element.

Name Description

requestlid The ID of the request.
Type: xsd:string

export TaskSet A list of export tasks, each one wrapped in an item element.
Type: ExportTaskResponseType (p. 468)

Examples

Example Request

This example describes a single export task.

https://ec2. amazonaws. conl ?Act i on=Descr i beExport Tasks
&export Taskl d. 1=export-i-1234wxyz
&AUTHPARANS

Example Response

<Descri beExport TasksResponse xm ns="http://ec2. amazonaws. conf doc/ 2020- 02- 02/ " >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<export TaskSet >
<itenp
<export Taskl d>export-i-1234wxyz</ export Taskl d>
<descri pti on>Exanpl e for docs</description>
<state>active</state>
<st at usMessage>Runni ng</ st at usMessage>
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<i nst anceExport >

<i nstancel d>i - 12345678</ i nst ancel d>

<t ar get Envi r onnent >VMMr e</ t ar get Envi r onment >
</ i nst anceExport >

<export ToS3>

<di skl nageFor mat >VVDK</ di skl mageFor mat >

<cont ai ner For mat >OVA</ cont ai ner For nat >
<s3Bucket >ny- bucket - f or - export ed- vnx/ s3Bucket >
<s3Key>ny-exports/ export-i-1234wxyz .ova</s3Key>
</ export ToS3>

</itenpr

</ export TaskSet >

</ Descri beExport TasksResponse>

Related Operations

¢ CancelExportTask (p. 47)
¢ CreatelnstanceExportTask (p. 66)
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DescribelmageAttribute

Description

Describes an attributes of an AMI. You can specify only one attribute at a time. These are the available
attributes:

e description—Description of the AMI provided at image creation
« kernel—ID of the kernel associated with the AMI

* ramdisk—ID of the RAM disk associated with the AMI

¢ launchPermission—Launch permissions for the AMI

¢ productCodes—Product codes associated with the AMI (if any). Each product code contains a product
code and a type.

* blockDeviceMapping—Block device mapping of the AMI

Request Parameters

Name Description Required
I mgel d The ID of the AMI. Yes
Type: String

Default: None

Attribute The AMI attribute. Yes
Type: String
Default: None

Valid values: descri ption | kernel |randi sk |
| aunchPer m ssi on | product Codes |
bl ockDevi ceMappi ng

Response Elements

The elements in the following table are wrapped in a Descr i bel mageAtt ri but eResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

i mgel d The ID of the AMI.
Type: xsd:string

| aunchPer m ssi on A list of launch permissions, each one wrapped in ani t emelement.
Type: LaunchPermissionltemType (p. 491)

product Codes A list of product codes, each one wrapped in an i t emelement that
contains a product code and a product code type.

Type: ProductCodeltemType (p. 507)
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Name Description
ker nel The kernel ID, wrapped in a val ue element.

Type: xsd:string

randi sk The RAM disk ID, wrapped in a val ue element.
Type: xsd:string

description A user-created description of the AMI, wrapped in aval ue element.
Type: xsd:string
bl ockDevi ceMappi ng One or more block device mapping entries, each one wrapped in an

i t emelement.
Type: BlockDeviceMappingltemType (p. 445)

Examples

Example Request

This example lists the launch permissions for the ami-61a54008 AMI

https://ec2. amazonaws. com ?Acti on=Descri bel mageAttri bute
& magel d=am - 61a54008

&At tri but e=l aunchPer mi ssi on

&AUTHPARANS

Example Response

<Descri bel mageAttri but eResponse xm ns="http://ec2. amazonaws. com doc/ 2012- 12-
o1/ ">

<r equest | d<59dbf f 89- 35bd- 4eac- 99ed- he587EXAMPLE</ r equest | d>

<i magel d>am - 61a54008</ i magel d>

<l aunchPer ni ssi on>

<itenw
<group>al | </ gr oup>
</itenr
<itenw
<user | d>495219933132</ user | d>
</itenr

</l aunchPer m ssi on>
</ Descri bel mageAttri but eResponse>

Example Request

This example lists the product code for the ami-2bb65342 AMI.

https://ec2. amazonaws. com ?Act i on=Descri bel mageAttri bute
&l magel d=ami - 2bb65342

&At t ri but e=pr oduct Codes

&AUTHPARANS
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Example Response

<Descri bel mageAttri but eResponse xm ns="http://ec2. amazonaws. com doc/ 2012- 12-
01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<i magel d>am - 2bb65342</ i magel d>
<pr oduct Codes>
<itenp
<pr oduct Code>alb2c3d4e5f 6g7h8i 9j 10k11</ pr oduct Code>
<t ype>nmar ket pl ace</ type>
</itenpr
</ pr oduct Codes>
</ Descri bel mageAttri but eResponse>

Related Operations

¢ Describelmages (p. 189)
« ModifylmageAttribute (p. 358)
¢ ResetlmageAttribute (p. 403)
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Describelmages

Description

Describes the images (AMIs, AKIls, and ARIs) available to you. Images available to you include public
images, private images that you own, and private images owned by other AWS accounts but for which
you have explicit launch permissions.

Launch permissions fall into three categories:

Launch Description

Permission

public The owner of the AMI granted launch permissions for the AMI to the al | group.
All AWS accounts have launch permissions for these AMIs.

explicit The owner of the AMI granted launch permissions to a specific AWS account.

implicit An AWS account has implicit launch permissions for all the AMiIs it owns.

The list of AMIs returned can be modified by specifying AMI IDs, AMI owners, or AWS accounts with
launch permissions. If no options are specified, Amazon EC2 returns all AMIs for which you have launch
permissions.

If you specify one or more AMI IDs, only AMIs that have the specified IDs are returned. If you specify an
invalid AMI ID, an error is returned. If you specify an AMI ID for which you do not have access, it will not
be included in the returned results.

If you specify one or more AMI owners, only AMIs from the specified owners and for which you have
access are returned. The results can include the account IDs of the specified owners—anazon for AMIs
owned by Amazon or sel f, for AMIs that you own, or mar ket pl ace for AMIs from the AWS Marketplace.

Note

For an overview of the AWS Marketplace, go to
https://aws.amazon.com/marketplace/help/200900000. For details on how to use the AWS
Marketplace, see AWS Marketplace.

If you specify a list users with launch permissions, only AMIs with launch permissions for those users are
returned. You can specify account IDs (if you own the AMI(s)), sel f for AMIs for which you own or have
explicit permissions, or al | for public AMIs.

Note
Deregistered images are included in the returned results for an unspecified interval after
deregistration.
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Request Parameters

Name Description Required

Execut abl eBy. n The AMis for which the specified user ID has explicit No
launch permissions. The user ID can be an AWS account
ID, sel f to return AMIs for which the sender of the request
has explicit launch permissions, or al | to return AMIs with
public launch permissions.

Type: String
Default: None

I mgel d. n One or more AMI IDs. No
Type: String
Default: Returns all AMIs, or only those otherwise
specified.

Omner.n The AMIs owned by the specified owner. Multiple owner | No

values can be specified. The IDs anmazon,

aws- mar ket pl ace, and sel f can be used to include
AMIs owned by Amazon, AWS Marketplace, or AMIs
owned by you, respectively.

Type: String

Default: None

Valid values: anmazon | aws- mar ket pl ace | sel f | AWS
account ID | al |

Filter.n. Name The name of afilter. See the table in the Supported Filters | No
section for a list of supported filter names.
Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the Supported Filters | No
section for a list of supported values for each filter.

Type: String
Default: None

Supported Filters

You can specify filters so that the response includes information for only certain images. For example,
you can use a filter to specify that you're interested in images that use a specific kernel. You can specify
multiple values for a filter. The response includes information for an image only if it matches at least one
of the filter values that you specified.

You can specify multiple filters; for example, specify images that use a specific kernel and use an Amazon
EBS volume as the root device. The response includes information for an image only if it matches all the
filters that you specified. If there's no match, no special message is returned, the response is simply
empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .
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The following table lists the available filters.

Filter Name

architecture

bl ock- devi ce- mappi ng. del ete-on-terninati on

bl ock- devi ce- mappi ng. devi ce- nane

bl ock- devi ce- mappi ng. snapshot -i d

bl ock- devi ce- mappi ng. vol une-si ze

bl ock- devi ce- mappi ng. vol une-type

description

i mge-id
i mage-type
i s-public
kernel -id

mani f est-1 ocati on

nane

owner - al i as

Description

The image architecture.
Type: String
Valid values: i 386 | x86_64

Whether the Amazon EBS volume is deleted on
instance termination.

Type: Boolean

The device name (for example, /dev/sdh) for the
Amazon EBS volume.

Type: String

The ID of the snapshot used for the Amazon EBS
volume.

Type: String

The volume size of the Amazon EBS volume, in
GiB.
Type: Integer

The volume type of the Amazon EBS volume.
Type: String
Valid values: st andard | i ol

The description of the image (provided during
image creation).

Type: String

The ID of the image.
Type: String

The image type.
Type: String
Valid values: machi ne | ker nel |randi sk

Whether the image is public.
Type: Boolean

The kernel ID.
Type: String

The location of the image manifest.
Type: String

The name of the AMI (provided during image
creation).

Type: String

The AWS account alias (for example, anazon).
Type: String
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Filter Name

owner-id

platform

pr oduct - code

product - code. t ype

randi sk-id

r oot - devi ce- nane

root - devi ce-type

state

st at e-r eason- code

st at e-reason- nessage

t ag- key

Description

The AWS account ID of the image owner.
Type: String

The platform. To only list Windows-based AMIs,
use wi ndows. Otherwise, leave blank.

Type: String
Valid value: wi ndows

The product code.
Type: String

The type of the product code.
Type: String
Valid values: devpay | mar ket pl ace

The RAM disk ID.
Type: String

The name of the root device volume (for example,
/dev/sdal).

Type: String

The type of the root device volume.
Type: String
Valid values: ebs | i nst ance-store

The state of the image.
Type: String
Valid values: avai | abl e | pendi ng |fail ed

The reason code for the state change.
Type: String

The message for the state change.
Type: String

The key of a tag assigned to the resource. This
filter is independent of the t ag- val ue filter. For
example, if you use both the filter

"t ag- key=Pur pose" and the filter "t ag- val ue=X",
you get any resources assigned both the tag key
Pur pose (regardless of what the tag's value is),
and the tag value X (regardless of what the tag's
key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this
table.

For more information about tags, see Tagging Your
Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String
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Filter Name Description

t ag- val ue The value of a tag assigned to the resource. This
filter is independent of the t ag- key filter.
Type: String

tag: key Filters the response based on a specific tag/value
combination.

Example: To list just the resources that have been
assigned tag Purpose=X, specify:

Filter. 1. Nane=t ag: Pur pose

Filter. 1. Val ue. 1=X

Example: To list just resources that have been
assigned tag Purpose=X OR Purpose=Y, specify:
Filter. 1. Name=t ag: Pur pose

Filter. 1. Val ue. 1=X

Filter. 1. Val ue.2=Y

virtualization-type The virtualization type.

Type: String

Valid values: par avi rtual | hvm
hyper vi sor The hypervisor type.

Type: String

Valid values: ovm| xen

Response Elements

The elements in the following table are wrapped in a Descr i bel magesResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

i mages Set A list of images, each one wrapped in an i t emelement.
Type: DescribelmagesResponseltemType (p. 452)

Examples

Example Request

This example describes the ami-be3adfd7 AMI.

https://ec2. amazonaws. com ?Act i on=Descri bel nages
&l magel d. 1=am - be3adf d7
&AUTHPARANS
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Example Response

<Descri bel magesResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<i magesSet >
<itemp
<i magel d>ani - 1a2b3c4d</ i nagel d>
<i magelLocat i on>anmazon/ getti ng- st arted</i nageLocati on>
<i mageSt at e>avai | abl e</i nageSt at e>
<i mageOmer | d>111122223333</i mageOnner | d>
<i sPubl i c>true</isPublic>
<archit ecture>i 386</architecture>
<i mageType>nachi ne</i mageType>
<ker nel | d>aki - 1a2b3c4d</ ker nel | d>
<randi skl d>ari - 1a2b3c4d</ r andi skl d>
<i mageOmer Al i as>anmazon</ i nageOmer Al i as>
<name>get ti ng- st art ed</ name>
<descri pti on>l mage Descri pti on</description>
<r oot Devi ceType>ebs</r oot Devi ceType>
<r oot Devi ceNane>/ dev/ sda</ r oot Devi ceNane>
<bl ockDevi ceMappi ng>
<itemp
<devi ceNane>/ dev/ sdal</ devi ceNanme>
<ebs>
<snapshot | d>snap- 1a2b3c4d</ snapshot | d>
<vol uneSi ze>15</ vol uneSi ze>
<del et eOnTer ni nat i on>f al se</ del et eOnTer i nati on>
<vol uneType>st andar d</ vol unmeType>
</ ebs>
<litenpr
</ bl ockDevi ceMappi ng>
<virtualizationType>paravirtual </virtualizati onType>
<tagSet/ >
<hyper vi sor >xen</ hyper vi sor >
<litenpr
</ i magesSet >
</ Descri bel magesResponse>

Example Request

This example filters the response to include only the public Windows images with an x86_64 architecture.

https://ec2. anazonaws. conl ?Act i on=Descri bel nages
&Filter.1l. Nane=i s-public

&Filter. 1. Val ue. 1=true
&Filter.2. Nane=architecture
&Filter.2. Val ue. 1=x86_64
&Filter. 3. Nane=pl atform

&Fil ter. 3. Val ue. 1=wi ndows
&AUTHPARANS
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Example Response

<Descri bel magesResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<i magesSet >
<itemp
<i magel d>am - 1a2b3c4d</i magel d>
<i mageLocat i on>ec2- publ i c- wi ndows- i mages/ Ser ver 2003r 2- x86_64- W n-
v1.07. mani fest. xm </i magelLocati on>
<i mageSt at e>avai | abl e</i mageSt at e>
<i mageOmner | d>111122223333></ i mageOaner | d>
<i sPubl i c>true</isPublic>
<architecture>x86_64</architecture>
<i mageType>nachi ne</ i mageType>
<pl at f or m>wi ndows</ pl at f or n»
<i mageOaner Al i as>anmazon</ i mageOmner Al i as>
<r oot Devi ceType>i nst ance- st or e</ r oot Devi ceType>
<bl ockDevi ceMappi ng/ >
<virtualizationType>hvnx/virtualizationType>
<t agSet/ >
<hyper vi sor >xen</ hyper vi sor >
</itenpr

</i magesSet >
</ Descri bel magesResponse>

Example Request

This example returns the results to display images where the owner is aws- mar ket pl ace.

https://ec2. amazonaws. conl ?Act i on=Descri bel nages
&0Onner . 0=aws- mar ket pl ace
&AUTHPARANS

Example Response

<Descri bel magesResponse xm ns="http://ec2. amazonaws. com doc/2012-12-01/">
<r equest | d>4ad4a27a2- 2e7c- 475d- b35b- ca822EXAMPLE</ r equest | d>
<i magesSet >
<itenp
<i magel d>am - 1a2b3c4d</i magel d>
<i magelLocat i on>aws- nmar ket pl ace/ exanpl e- mar ket pl ace- angn-am . 1</i m
agelocati on>
<i mageSt at e>avai | abl e</ i nageSt at e>
<i mageOaner |1 d>111122223333</ i mageOmner | d>
<i sPubl i c>true</i sPublic>
<pr oduct Codes>
<itenp
<pr oduct Code>alb2c3d4e5f 6g7h8i 9j 10k11</ pr oduct Code>
<t ype>nar ket pl ace</ t ype>
</itenp
</ pr oduct Codes>
<archi tecture>i 386</architecture>
<i mageType>nmachi ne</ i mageType>
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<ker nel | d>aki - 1a2b3c4d</ ker nel | d>

<i mageOmner Al i as>aws- mar ket pl ace</i nageOmner Al i as>
<name>exanpl e- mar ket pl ace- anzn- anmi . 1</ nane>

<descri pti on>Amazon Li nux AM i 386 EBS</description>
<r oot Devi ceType>ebs</r oot Devi ceType>

<r oot Devi ceNane>/ dev/ sdal</r oot Devi ceNanme>

<bl ockDevi ceMappi ng>

<itenp
<devi ceNanme>/ dev/ sdal</ devi ceNane>
<ebs>
<snapshot | d>snap- 1a2b3c4d</ snapshot | d>
<vol uneSi ze>8</ vol unesSi ze>
<del et eOnTer m nati on>true</ del et eOnTer m nati on>
</ ebs>
</itemp

</ bl ockDevi ceMappi ng>
<virtualizationType>paravirtual </virtualizati onType>
<hyper vi sor >xen</ hyper vi sor >

</itemp

</ i magesSet >
</ Descri bel ragesResponse>

Related Operations

¢ Describelnstances (p. 200)
¢ DescribelmageAttribute (p. 186)
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DescribelnstanceAttribute

Description

Describes an attribute of the specified instance. You can specify only one attribute at a time. These are
the available attributes:

¢ instanceType—The instance type (for example, mlL. snal | ). See Available Instance Types for more
information.

¢ kernel—The ID of the kernel associated with the instance
*« ramdisk—The ID of the RAM disk associated with the instance
¢ userData—MIME, Base64-encoded user data provided to the instance

« disableApiTermination—Whether the instance can be terminated using the Amazon EC2 API (f al se
means the instance can be terminated with the API)

¢ instancelnitiatedShutdownBehavior—Whether the instance stops or terminates when an instance
shutdown is initiated (default is stop)

¢ rootDeviceName—The name of the root device volume.
* blockDeviceMapping—The block device mapping.

¢ sourceDestCheck—This attribute exists to enable a Network Address Translation (NAT) instance in
a VPC to perform NAT. The attribute controls whether source/destination checking is enabled on the
instance. A value of t r ue means checking is enabled. The value must be f al se for the instance to
perform NAT.

e groupSet—The security groups the instance belongs to.

* productCodes—The product codes associated with the instance. Each product code contains a product
code and a type.

¢ ebsOptimized—Whether the instance is optimized for EBS I/O.

Request Parameters

Name Description Required

I nstancel d The instance ID. Yes
Type: String
Default: None

Attribute The instance attribute. Yes
Type: String

Default: None

Valid values: i nst anceType | ker nel |randi sk |
user Dat a | di sabl eApi Termi nati on |

i nstancel ni ti at edShut downBehavi or |

r oot Devi ceNane | bl ockDevi ceMappi ng |

sour ceDest Check | groupSet | pr oduct Codes |
ebsOpti m zed

Response Elements

The elements in the following table are wrapped in a Descri bel nst anceAt t ri but eResponse element.
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Response Elements

Name

requestlid

i nstancel d

i nstanceType

ker nel

r andi sk

user Dat a

di sabl eApi Ter m nati on

i nstancel niti at edShu
t downBehavi or

r oot Devi ceNane

bl ockDevi ceMappi ng

sour ceDest Check

gr oupSet

Description

The ID of the request.
Type: xsd:string

The ID of the instance.
Type: xsd:string

The instance type (for example, niL. smal | ), wrapped in a val ue
element. See Available Instance Types for more information.

Type: xsd:string

The kernel ID, wrapped in a val ue element.
Type: xsd:string

The RAM disk ID, wrapped in a val ue element.
Type: xsd:string

MIME, Base64-encoded user data, wrapped in a val ue element.
Type: xsd:string

Indicates whether the instance can be terminated through the Amazon
EC2 API.The value is wrapped in a val ue element. A value of t r ue
means you can't terminate the instance using the API (i.e., the
instance is "locked"); a value of f al se means you can. You must
modify this attribute before you can terminate any "locked" instances
using the API.

Type: xsd:boolean

If an instance shutdown is initiated, this determines whether the
instance stops or terminates. The value is wrapped in a val ue
element.

Type: xsd:string

Valid values: st op |t er mi nat e

The name of the root device (for example, /dev/sdal), wrapped in a
val ue element.

Type: xsd:string

Any block device mapping entries for the instance, each one wrapped
in ani t emelement.

Type: InstanceBlockDeviceMappingResponseltemType (p. 475)

This attribute exists to enable a Network Address Translation (NAT)
instance in a VPC to perform NAT. The attribute controls whether
source/destination checking is enabled on the instance. A value of
t r ue means checking is enabled, and f al se means checking is
disabled. The value must be f al se for the instance to perform NAT.
For more information, see NAT Instances in the Amazon Virtual
Private Cloud User Guide.

Type: xsd:boolean

The security groups the instance belongs to. Each group's information
is wrapped in an i t emelement.

Type: GroupltemType (p. 470)
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Name Description
product Codes A list of product codes, each one wrapped in an item element that

contains a product code and a product code type.
Type: ProductCodesSetltemType (p. 508)

ebsOpti m zed Whether the instance is optimized for EBS 1/0.
Type: xsd:boolean

Examples

Example Request

This example lists the kernel ID of the i-10a64379 instance.

https://ec2. amazonaws. com ?Act i on=Descri bel nstanceAttri bute
&l nst ancel d=i - 10a64379

&At tri but e=ker nel

&AUTHPARANS

Example Response

<Descri bel nst anceAttri but eResponse xm ns="http://ec2. amazonaws. coni doc/ 2012-12-
01/">

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>

<i nst ancel d>i - 10a64379</i nst ancel d>

<ker nel >

<val ue>aki - f 70657b2</ val ue>

</ ker nel >

</ Descri bel nstanceAttri but eResponse>

Related Operations

¢ Describelnstances (p. 200)
¢ ModifylnstanceAttribute (p. 361)
¢ ResetlnstanceAttribute (p. 405)
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Describelnstances

Description

Describes one or more of your instances.

If you specify one or more instance IDs, Amazon EC2 returns information for those instances. If you do
not specify instance IDs, Amazon EC2 returns information for all relevant instances. If you specify an
invalid instance ID, an error is returned. If you specify an instance that you do not own, it is not included
in the returned results.

Recently terminated instances might appear in the returned results. This interval is usually less than one
hour.

Request Parameters

Name Description Required

I nstanceld.n One or more instance IDs. No
Type: String
Default: Returns all instances, or only those otherwise
specified.

Filter.n. Nanme The name of afilter. See the table in the Supported Filters | No
section for a list of supported filter names.

Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the Supported Filters | No
section for a list of supported values for each filter.
Type: String
Default: None

Supported Filters

You can specify filters so that the response includes information for only certain instances. For example,
you can use a filter to specify that you're interested in instances launched with a specific key pair. You
can specify multiple values for a filter. The response includes information for an instance only if it matches
at least one of the filter values that you specified.

You can specify multiple filters; for example, specify instances that are launched with a specific key pair
and use an Amazon EBS volume as the root device. The response includes information for an instance
only if it matches all the filters that you specified. If there's no match, no special message is returned, the
response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.
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Filter Name

architecture

avail ability-zone

bl ock- devi ce- mappi ng. attach-ti nme

bl ock- devi ce- mappi ng. del ete-on-terninati on

bl ock- devi ce- mappi ng. devi ce- nane

bl ock- devi ce- mappi ng. st at us

bl ock- devi ce- mappi ng. vol unme-id

client-token

dns- nane

group-id

gr oup- nane

i mge-id

i nstance-id

Description

The instance architecture.
Type: String
Valid values: i 386 | x86_64

The Availability Zone of the instance.
Type: String

The attach time for an Amazon EBS volume
mapped to the instance (for example,
2010-09-15T17:15:20.0002)

Type: DateTime

Indicates whether the Amazon EBS volume is
deleted on instance termination.

Type: Boolean

The device name (for example, /dev/sdh) for the
Amazon EBS volume.

Type: String

The status for the Amazon EBS volume.

Type: String

Valid values: at t achi ng |at t ached | det achi ng
| det ached

The volume ID of the Amazon EBS volume.
Type: String

The idempotency token you provided when you
launched the instance.

Type: String

The public DNS name of the instance.
Type: String

The ID of the security group for the instance. If the
instance is in a VPC, use i nst ance. gr oup-i d
instead.

Type: String

The name of the security group for the instance. If
the instance is in a VPC, use
i nst ance. gr oup- nane instead.

Type: String

The ID of the image used to launch the instance.
Type: String

The ID of the instance.
Type: String
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Filter Name Description
i nstance-1lifecycle Indicates whether this is a Spot Instance.
Type: String

Valid values: spot

i nst ance- st at e- code The state of the instance. The high byte is an
opaque internal value and should be ignored. The
low byte is set based on the state represented.

Type: Integer (16-bit unsigned integer)

Valid values: 0 (pending) | 16 (running) | 32
(shutting-down) | 48 (terminated) | 64 (stopping) |
80 (stopped)

i nst ance- st at e- nane The state of the instance.
Type: String
Valid values: pendi ng | runni ng |
shutting-down |term nated |stopping|

st opped

i nstance-type The type of instance (for example, niL. snal | ).
Type: String

i nstance. group-id The ID of the security group for the instance. If the
instance is in a VPC, use gr oup- i d instead.
Type: String

i nst ance. gr oup- nane The name of the security group for the instance. if
the instance is in aVPC, use gr oup- nane instead.
Type: String

i p- addr ess The public IP address of the instance.
Type: String

kernel -id The kernel ID.
Type: String

key- nane The name of the key pair used when the instance
was launched.
Type: String

| aunch-i ndex When launching multiple instances, this is the index

for the instance in the launch group (for example,
0, 1, 2, and so on).

Type: String

| aunch-tinme The time the instance was launched (for example,
2010-08-07T11:54:42.000Z2).

Type: DateTime

noni toring-state Indicates whether monitoring is enabled for the
instance.

Type: String
Valid values: di sabl ed | enabl ed
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Filter Name Description

owner-id The AWS account ID of the instance owner.
Type: String

pl acenent - gr oup- nane The name of the placement group for the instance.
Type: String

platform The platform. Use wi ndows if you have Windows
based instances; otherwise, leave blank.
Type: String

Valid value: wi ndows

privat e-dns- nane The private DNS name of the instance.
Type: String
private-ip-address The private IP address of the instance.
Type: String
product - code The product code associated with the AMI used to
launch the instance.
Type: String
product - code. t ype The type of product code.
Type: String
Valid values: devpay | mar ket pl ace
randi sk-id The RAM disk ID.
Type: String
reason The reason for the current state of the instance (for

example, shows "User Initiated [date]" when you
stop or terminate the instance). Similar to the
state-reason-code filter.

Type: String

requester-id The ID of the entity that launched the instance on
your behalf (for example, AWS Management
Console, Auto Scaling, and so on)

Type: String

reservation-id The ID of the instance's reservation. A reservation
ID is created any time you launch an instance. A
reservation ID has a one-to-one relationship with
an instance launch request, but can be associated
with more than one instance if you launch multiple
instances using the same launch request. For
example, if you launch one instance, you'll get one
reservation ID. If you launch ten instances using
the same launch request, you'll also get one
reservation ID.

Type: String
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Filter Name

r oot - devi ce- nane

root - devi ce-type

sour ce- dest - check

spot -i nstance-request-id

st at e-r eason- code

st at e-r eason- nessage

subnet-id
t ag- key
tag-val ue

Description

The name of the root device for the instance (for
example, /dev/sdal).

Type: String

The type of root device the instance uses.
Type: String
Valid values: ebs | i nst ance-store

Indicates whether the instance performs
source/destination checking. A value of t r ue
means that checking is enabled, and f al se means
checking is disabled. The value must be f al se for
the instance to perform network address translation
(NAT) in your VPC.

Type: Boolean

The ID of the Spot Instance request.
Type: String

The reason code for the state change.
Type: String

A message that describes the state change.
Type: String

The ID of the subnet for the instance.
Type: String

The key of a tag assigned to the resource. This
filter is independent of the t ag- val ue filter. For
example, if you use both the filter

"t ag- key=Pur pose" and the filter "t ag- val ue=X",
you get any resources assigned both the tag key
Pur pose (regardless of what the tag's value is),
and the tag value X (regardless of what the tag's
key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this
table.

For more information about tags, see Tagging Your
Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String

The value of a tag assigned to the resource. This
filter is independent of the t ag- key filter.

Type: String
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Filter Name

tag: key

virtualization-type

nterface.network-interface.id

vpc-id

hyper vi sor

net work-interface
net wor k-i nterface
net wor k-interface
net wor k- i

net wor k-i nterface
net wor k-i nterface
net work-interface
net wor k-i nterface
net work-interface

.description

. subnet-id

.vpc-id

.owner-id

.avail ability-zone

.requester-id

. request er - managed

. status

Description

Filters the response based on a specific tag/value
combination.

Example: To list just the resources that have been
assigned tag Purpose=X, specify:

Filter. 1. Nane=t ag: Pur pose

Filter. 1. Val ue. 1=X

Example: To list just resources that have been
assigned tag Purpose=X OR Purpose=Y, specify:
Filter. 1. Name=t ag: Pur pose

Filter. 1. Val ue. 1=X

Filter. 1. Val ue. 2=Y

The virtualization type of the instance.
Type: String
Valid values: par avi rt ual | hvm

The ID of the VPC the instance is running in.
Type: String

The hypervisor type of the instance.
Type: String
Valid values: ovm| xen

The description of the network interface.
Type: String

The ID of the subnet for the network interface.
Type: String

The ID of the VPC for the network interface.
Type: String

The ID of the network interface.
Type: String

The ID of the owner of the network interface.
Type: String

The availability zone for the network interface.
Type: String

The requester ID for the network interface.
Type: String

Indicates whether the network interface is being
managed by AWS.

Type: Boolean

The status of the network interface.
Type: String
Valid values: available | in-use
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Filter Name

net wor k-i nterface. mac- addr ess

net wor k-i nt erf ace-pri vat e- dns- nane

net wor k- i nt er f ace. sour ce- dest i nati on- check

net wor k-i nterface. group-id

net wor k- i nt er f ace. gr oup- nane

net wor k-i nt erface. attachnent . att achnent -i d

net wor k-i nterface. attachnent. i nstance-id

net wor k-i nt er f ace. at t achnent . i nst ance- owner-id

net wor k-i nt er f ace. addr esses. pri vat e-i p- addr ess

net wor k-i nt erface. att achnent . devi ce-i ndex

network-interface. attachnment. st atus

network-interface. attachnent. attach-tinme

Description

The MAC address of the network interface.
Type: String
Valid values: available | in-use

The private DNS name of the network interface.
Type: String

Whether the network interface performs
source/destination checking. A value of t r ue
means checking is enabled, and false means
checking is disabled. The value must be f al se for
the network interface to perform network address
translation (NAT) in your VPC.

Type: Boolean

The ID of a security group associated with the
network interface.

Type: String

The name of a security group associated with the
network interface.

Type: String

The ID of the interface attachment.
Type: String

The ID of the instance to which the network
interface is attached.

Type: String

The owner ID of the instance to which the network
interface is attached.

Type: String

The private IP address associated with the network
interface.

Type: String

The device index to which the network interface is
attached.

Type: Integer

The status of the attachment.

Type: String

Valid values: attaching | attached | detaching |
detached

The time that the network interface was attached
to an instance.

Type: Date
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Filter Name

net wor k-i nterf ace. att achnent . del ete-on-termnati on
net wor k- i nt er face. addr esses. pri mary
networ k-1 nt erf ace. addr esses. associ ati on. publ i c-i p
netvor k- i nt er f ace. addr esses. associ ati on. i p-ower-id
associ ation.public-ip

associ ation.ip-owner-id

associ ation.allocation-id

associ ation. associ ation-id

Response Elements

Description

Specifies whether the attachment is deleted when
an instance is terminated.

Type: Boolean

Specifies whether the IP address of the network
interface is the primary private IP address.

Type: Boolean

The ID of the association of an Elastic IP address
with a network interface.

Type: String

The owner ID of the private IP address associated
with the network interface.

Type: String

The address of the Elastic IP address bound to the
network interface.

Type: String

The owner of the Elastic IP address associated
with the network interface.

Type: String

The allocation ID that AWS returned when you
allocated the Elastic IP address for your network
interface.

Type: String

The association ID returned when the network
interface was associated with an IP address.

Type: String

The elements in the following table are wrapped in a Descri bel nst ancesResponse element.

Name Description

request!d
Type: xsd:string

reservati onSet

The ID of the request.

A list of reservations, each one wrapped in an i t emelement.

Type: ReservationIinfoType (p. 511)
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Examples

Example Request

This example describes the current state of the instances owned by your AWS account.

https://ec2. amazonaws. com ?Act i on=Descri bel nst ances
&AUTHPARANS

Example Response

<Descri bel nst ancesResponse xm ns='"http://ec2. amazonaws. coni doc/ 2012-12- 01/
<request | d>f dcdcabl- ae5c- 489e- 9¢c33- 4637c5dda355</ r equest | d>
<reservati onSet >
<itenp
<reservationl d>r-1la2b3c4d</reservationl d>
<owner1d>111122223333</ owner | d>
<gr oupSet >
<itenp
<groupl d>sg- 1a2b3c4d</ gr oupl d>
<gr oupNane>ny- security- gr oup</ gr oupNanme>
<litenpr
</ groupSet >
<i nst ancesSet >
<itenp
<i nst ancel d>i - 1a2b3c4d</i nst ancel d>
<i magel d>ani - 1a2b3c4d</i nagel d>
<i nstanceSt at e>
<code>16</ code>
<nanme>r unni ng</ nane>
</instanceStat e>
<pri vat eDnsNane/ >
<dnsNane/ >
<r eason/ >
<keyNane>gsg- keypai r </ keyNane>
<am Launchl ndex>0</ am Launchl ndex>
<product Codes/ >
<i nstanceType>c1l. nedi unx/i nst anceType>
<l aunchTi me>YYYY- M DDTHH: MM SS+0000</ | aunchTi me>
<pl acenent >
<avail abi | i tyZone>us-west - 2a</ avai |l abi | i t yZone>
<gr oupNane/ >
<t enancy>def aul t </t enancy>
</ pl acenent >
<pl at f or mPwi ndows</ pl at f or m»
<moni t ori ng>
<st at e>di sabl ed</ st at e>
</ noni tori ng>
<subnet | d>subnet - 1a2b3c4d</ subnet | d>
<vpcl d>vpc- 1a2b3c4d</ vpcl d>
<privat el pAddress>10. 0. 0. 12</ pri vat el pAddr ess>
<i pAddr ess>46. 51. 219. 63</i pAddr ess>
<sour ceDest Check>t r ue</ sour ceDest Check>
<gr oupSet >
<itenp

>
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<groupl d>sg- 1a2b3c4d</ gr oupl d>
<gr oupNarme>ny- security-group</ groupNane>
</itemp
</ groupSet >
<architecture>x86_64</architecture>
<r oot Devi ceType>ebs</r oot Devi ceType>
<r oot Devi ceNane>/ dev/ sdal</r oot Devi ceNane>
<bl ockDevi ceMappi ng>
<itenp
<devi ceNane>/ dev/ sdal</ devi ceNane>
<ebs>
<vol unel d>vol - 1a2b3c4d</ vol unel d>
<st at us>at t ached</ st at us>
<attachTi me>YYYY- MM DDTHH: MM SS. SSSZ</ at t achTi ne>
<del et eOnTer m nati on>true</ del et eOnTer m nati on>
</ ebs>
</itemp
</ bl ockDevi ceMappi ng>
<virtualizationType>hvnx/virtualizationType>
<cl i ent Token>ABCDE1234567890123</ cl i ent Token>
<t agSet >
<itenp
<key>Nane</ key>
<val ue>W ndows | nst ance</val ue>
</itemp
</ tagSet >
<hyper vi sor >xen</ hyper vi sor >
<net wor kIl nt er f aceSet >
<itenp
<net wor kIl nt er f acel d>eni - 1a2b3c4d</ net wor kIl nt er f acel d>
<subnet | d>subnet - 1a2b3c4d</ subnet | d>
<vpcl d>vpc- 1la2b3c4d</ vpcl d>
<description>Primary network interface</description>
<owner |1 d>111122223333</ owner | d>
<st at us>i n-use</ st at us>
<privat el pAddress>10. 0. 0. 12</ pri vat el pAddr ess>
<macAddr ess>1b: 2b: 3c: 4d: 5e: 6f </ macAddr ess>
<sour ceDest Check>t r ue</ sour ceDest Check>
<gr oupSet >
<itenp
<groupl d>sg- 1a2b3c4d</ gr oupl d>
<gr oupName>ny- security-group</ groupNane>
</itemp
</ groupSet >
<attachnent >
<attachnent | d>eni -attach- 1a2b3c4d</ att achnent | d>
<devi cel ndex>0</ devi cel ndex>
<st at us>at t ached</ st at us>
<attachTi me>YYYY- MM DDTHH: MMt SS+0000</ at t achTi ne>
<del et eOnTer m nati on>true</ del et eOnTer m nati on>
</ attachnent >
<associ ati on>
<publ i cl p>46. 51. 219. 63</ publ i cl p>
<i pOaner| d>111122223333</i pOaner | d>
</ associ ati on>
<privat el pAddr essesSet >
<itenp
<privat el pAddress>10. 0. 0. 12</ pri vat el pAddr ess>
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<primary>true</primry>
<associ ati on>
<publ i cl p>46. 51. 219. 63</ publ i cl p>
<i pOaner| d>111122223333</i pOaner | d>
</ associ ati on>
</itemp
<itenp
<privat el pAddress>10. 0. 0. 14</ pri vat el pAddr ess>
<pri mary>fal se</ pri nary>
<associ ati on>
<publicl p>46. 51. 221. 177</ publ i cl p>
<i pOaner| d>111122223333</i pOaner | d>
</ associ ati on>
</itemp
</ privat el pAddr essesSet >
</itemp
</ net wor kl nt er f aceSet >
</itemp
</i nst ancesSet >
</itemp
<itenp
<reservationl d>r-2a2b3c4d</reservationl d>
<owner |1 d>111122223333</ owner | d>
<gr oupSet >
<itenp
<groupl d>sg- 2a2b3c4d</ gr oupl d>
<gr oupName>ny- securi ty-group- 2</ gr oupNane>
</itemp
</ groupSet >
<i nst ancesSet >
<itenp
<i nst ancel d>i - 2a2b3c4d</i nst ancel d>
<i magel d>am - 2a2b3c4d</ i nagel d>
<i nst anceSt at e>
<code>16</ code>
<name>r unni ng</ nane>
</i nstanceSt at e>

<pri vat eDnsNane>i p- 10- 251- 50- 35. ec2. i nt er nal </ pri vat eDnsNanme>
<dnsNane>ec2- 67- 202- 51- 223. conput e- 1. anazonaws. conx/ dnsNanme>

<r eason/ >
<keyNane>gsg- keypai r </ keyNane>
<am Launchl ndex>0</ am Launchl ndex>
<product Codes/ >
<i nstanceType>t 1. mi cro</i nst anceType>
<l aunchTi me>YYYY- M\ DDTHH: MM SS+0000</ | aunchTi me>
<pl acenent >
<avai |l abi |l ityZone>us-west - 2b</ avail abi | ityZone>
<gr oupNane/ >
<t enancy>def aul t </ t enancy>
</ pl acenment >
<pl at f or mpwi ndows</ pl at f or n»
<noni tori ng>
<st at e>di sabl ed</ st at e>
</ moni t ori ng>
<privat el pAddress>10. 139. 34. 251</ pri vat el pAddr ess>
<i pAddr ess>122. 248. 233. 255</ i pAddr ess>
<gr oupSet >
<itene
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<gr oupl d>sg- 2a2b3c4d</ gr oupl d>
<gr oupName>ny- security- group- 2</ gr oupNanme>
<litenr
</ groupSet >
<architecture>x86_64</architecture>
<r oot Devi ceType>ebs</r oot Devi ceType>
<r oot Devi ceNane>/ dev/ sdal</r oot Devi ceNanme>
<bl ockDevi ceMappi ng>
<itenp
<devi ceNane>/ dev/ sdal</ devi ceNane>
<ebs>
<vol unel d>vol - 2a2b3c4d</ vol unel d>
<st at us>at t ached</ st at us>
<attachTi ne>YYYY- MM DDTHH: MM SS. SSSZ</ at t achTi me>
<del et eOnTer mi nati on>t rue</ del et eOnTer m nati on>
</ ebs>
<litenpr
</ bl ockDevi ceMappi ng>
<virtualizationType>hvnx/virtualizationType>
<cl i ent Token>ABCDE1234567890123</ cl i ent Token>
<t agSet >
<itenp
<key>Nane</ key>
<val ue>EC2 | nst ance</val ue>
<litenpr
</ tagSet >
<hyper vi sor >xen</ hyper vi sor >
<net wor kl nt er f aceSet/ >
<litenr
</ i nstancesSet >
<litenpr
</reservationSet >
</ Descri bel nst ancesResponse>

Example Request

This example filters the response to include only the m1.small or m1.large instances that have an Amazon
EBS volume that is both attached and set to delete on termination.

https://ec2. amazonaws. com ?Act i on=Descri bel nst ances
&Fi |l ter. 1. Nane=i nst ance-type

&Filter.1. Val ue. 1=ni. smal |

&Filter. 1. Val ue. 2=ml. | arge

&Fi | ter. 2. Nane=bl ock- devi ce- mappi ng. st at us

&Filter. 2. Val ue. 1=at t ached

&Fi | ter. 3. Nane=bl ock- devi ce- mappi ng. del et e-on-term nati on

&Filter. 3.Value. 1=true
&AUTHPARANS

Example Response

<Descri bel nst ancesResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/"' >
<request | d>f dcdcabl- ae5c- 489e- 9c33- 4637c5dda355</ r equest | d>
<reservati onSet >
<itemp
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<reservationl d>r-1la2b3c4d</reservationl d>
<owner1d>111122223333</ owner | d>
<gr oupSet >
<itenp
<groupl d>sg- 1a2b3c4d</ gr oupl d>
<gr oupNarme>ny- security-group</ groupNane>
</[itenpr
</ groupSet >
<i nst ancesSet >
<itenp
<reservationl d>r-2a2b3c4d</reservationl d>
<owner1d>111122223333</ owner | d>
<gr oupSet >
<itenp
<groupl d>sg- 2a2b3c4d</ gr oupl d>
<gr oupName>ny- securi ty-group- 2</ gr oupNane>
</[itenpr
</ groupSet >
<i nst ancesSet >
<itenp
<i nstancel d>i - 2a2b3c4d</i nst ancel d>
<i magel d>am - 2a2b3c4d</ i nagel d>
<i nstanceSt at e>
<code>16</ code>
<name>r unni ng</ nane>
</instanceSt at e>
<pri vat eDnsNane>i p- 10- 251- 50- 35. ec2. i nt er nal </ pri vat eDnsNanme>
<dnsNane>ec2- 67- 202- 51- 223. conput e- 1. anazonaws. conx/ dnsNanme>
<r eason/ >
<keyNane>gsg- keypai r </ keyNane>
<am Launchl ndex>0</ am Launchl ndex>
<pr oduct Codes/ >
<i nstanceType>ml. | arge</i nst anceType>
<l aunchTi ne>YYYY- MM DDTHH: MM SS+0000</ | aunchTi me>
<pl acenent >
<avai |l abi |l i tyZone>us-west - 2b</ avai |l abi | ityZone>
<gr oupNane/ >
<t enancy>def aul t </ t enancy>
</ pl acenment >
<pl at f or mPwi ndows</ pl at f or n»
<noni tori ng>
<st at e>di sabl ed</ st at e>
</ moni t ori ng>
<privat el pAddress>10. 139. 34. 251</ pri vat el pAddr ess>
<i pAddr ess>122. 248. 233. 255</ i pAddr ess>
<gr oupSet >
<itenp
<gr oupl d>sg- 2a2b3c4d</ gr oupl d>
<gr oupName>ny- security-group- 2</ gr oupNane>
</[itenpr
</ groupSet >
<architecture>x86_64</architecture>
<r oot Devi ceType>ebs</r oot Devi ceType>
<r oot Devi ceNane>/ dev/ sdal</r oot Devi ceNanme>
<bl ockDevi ceMappi ng>
<itenp
<devi ceNane>/ dev/ sdal</ devi ceNane>
<ebs>
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<vol unel d>vol - 2a2b3c4d</ vol unel d>
<st at us>at t ached</ st at us>
<attachTi mre>YYYY- MM DDTHH: MMt SS. SSSZ</ at t achTi ne>
<del et eOnTer m nati on>true</ del et eOnTer m nati on>
</ ebs>
</itemp
</ bl ockDevi ceMappi ng>
<virtualizationType>hvnx/virtualizationType>
<cl i ent Token>ABCDE1234567890123</ cl i ent Token>
<t agSet >
<itenp
<key>Nane</ key>
<val ue>EC2 | nst ance</val ue>
</itemp
</ tagSet >
<hyper vi sor >xen</ hyper vi sor >
<net wor kIl nt er f aceSet / >
</itemp
</i nst ancesSet >
</itemp
</reservationSet >
</ Descri bel nst ancesResponse>

Example Request

The following example describes an instance running in a VPC with instance ID i-1a2b3c4d.

https://ec2. amazonaws. com ?Act i on=Descri bel nst ances
&Filter. 1. Nane=i nst ance-id

&Filter.1. Val ue. 1=i - 1a2b3c4d

&AUTHPARANS

Example Response

<Descri bel nst ancesResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/"' >
<request | d>f dcdcabl- ae5c- 489e- 9c33- 4637c5dda355</ r equest | d>
<reservati onSet >
<itemp
<reservationl d>r-1a2b3c4d</reservationl d>
<owner1d>111122223333</ owner | d>
<gr oupSet >
<itemp
<gr oupl d>sg- 1a2b3c4d</ gr oupl d>
<gr oupNane>ny- security- group</ gr oupName>
<litenpr
</ groupSet >
<i nst ancesSet >
<itemp
<i nst ancel d>i - 1a2b3c4d</i nst ancel d>
<i magel d>ami - 1a2b3c4d</i nagel d>
<i nst anceSt at e>
<code>16</ code>
<name>r unni ng</ name>
</instanceSt at e>
<pri vat eDnsNane/ >
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<dnsNane/ >
<r eason/ >
<keyNane>gsg- keypai r </ keyNane>
<am Launchl ndex>0</ am Launchl ndex>
<product Codes/ >
<i nstanceType>c1l. medi unx/i nst anceType>
<l aunchTi ne>YYYY- MM DDTHH: MM SS+0000</ | aunchTi me>
<pl acenent >
<avai |l abi |l i tyZone>us-west - 2a</ avai |l abi |l ityZone>
<gr oupNane/ >
<t enancy>def aul t </ t enancy>
</ pl acenent >
<pl at f or mPwi ndows</ pl at f or n»
<noni tori ng>
<st at e>di sabl ed</ st at e>
</ moni tori ng>
<subnet | d>subnet - 1a2b3c4d</ subnet | d>
<vpcl d>vpc- 1la2b3c4d</ vpcl d>
<privat el pAddress>10. 0. 0. 12</ pri vat el pAddr ess>
<i pAddr ess>46. 51. 219. 63</ i pAddr ess>
<sour ceDest Check>t r ue</ sour ceDest Check>
<gr oupSet >
<itenp
<groupl d>sg- 1a2b3c4d</ gr oupl d>
<gr oupName>ny- security-group</ groupNane>
<litenr
</ groupSet >
<architecture>x86_64</architecture>
<r oot Devi ceType>ebs</r oot Devi ceType>
<r oot Devi ceNane>/ dev/ sdal</r oot Devi ceNanme>
<bl ockDevi ceMappi ng>
<itenp
<devi ceNane>/ dev/ sdal</ devi ceNane>
<ebs>
<vol unel d>vol - 1a2b3c4d</ vol unel d>
<st at us>at t ached</ st at us>
<attachTi ne>YYYY- MM DDTHH: MM SS. SSSZ</ at t achTi me>
<del et eOnTer mi nati on>t rue</ del et eOnTer m nati on>
</ ebs>
<litenr
</ bl ockDevi ceMappi ng>
<virtualizationType>hvnx/virtualizationType>
<cl i ent Token>ABCDE1234567890123</ cl i ent Token>
<t agSet >
<itenp
<key>Nane</ key>
<val ue>W ndows | nstance</val ue>
<litenpr
</ tagSet >
<hyper vi sor >xen</ hyper vi sor >
<net wor kI nt er f aceSet >
<itenp
<net wor kI nt er f acel d>eni - 1a2b3c4d</ net wor kI nt er f acel d>
<subnet | d>subnet - 1a2b3c4d</ subnet | d>
<vpcl d>vpc- 1la2b3c4d</ vpcl d>
<description>Primary network interface</description>
<owner 1d>111122223333</ owner | d>
<stat us>i n-use</ stat us>
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<privat el pAddress>10. 0. 0. 12</ pri vat el pAddr ess>
<macAddr ess>1b: 2b: 3c: 4d: 5e: 6f </ macAddr ess>
<sour ceDest Check>t r ue</ sour ceDest Check>
<gr oupSet >
<itenp
<groupl d>sg- 1a2b3c4d</ gr oupl d>
<gr oupName>ny- security-group</ groupNane>
</itemp
</ groupSet >
<attachnent >
<attachnent | d>eni -attach- 1a2b3c4d</ att achnent | d>
<devi cel ndex>0</ devi cel ndex>
<st at us>at t ached</ st at us>
<at tachTi me>YYYY- MM DDTHH: MM SS+0000</ at t achTi ne>
<del et eOnTer m nati on>true</ del et eOnTer m nati on>
</ attachnent >
<associ ati on>
<publ i cl p>46. 51. 219. 63</ publ i cl p>
<i pOaner| d>111122223333</i pOaner | d>
</ associ ati on>
<privat el pAddr essesSet >
<itenp
<privat el pAddress>10. 0. 0. 12</ pri vat el pAddr ess>
<primary>true</primry>
<associ ati on>
<publ i cl p>46. 51. 219. 63</ publ i cl p>
<i pOaner| d>111122223333</i pOaner | d>
</ associ ati on>
</itemp
<itenp
<privat el pAddress>10. 0. 0. 14</ pri vat el pAddr ess>
<pri mary>fal se</ pri nary>
<associ ati on>
<publicl p>46. 51. 221. 177</ publ i cl p>
<i pOaner| d>111122223333</i pOaner | d>
</ associ ati on>
</itemp
</ privat el pAddr essesSet >
</itemp
</ net wor kl nt er f aceSet >
</itemp
</i nst ancesSet >
</itemp
</reservationSet >
</ Descri bel nst ancesResponse>

Related Operations

¢ Runlinstances (p. 417)
e Stoplnstances (p. 431)
¢ Startinstances (p. 429)
¢ Terminatelnstances (p. 433)
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Description

Describes the status of one or more Amazon EC2 instances, including any scheduled events. Instance
status has two main components:

System Status reports impaired functionality that stems from issues related to the systems that support
an instance, such as such as hardware failures and network connectivity problems. The
Descri bel nst anceSt at us response elements report such problems as impaired reachability..

Instance Status reports impaired functionality that arises from problems internal to the instance. The
Descri bel nst anceSt at us response elements report such problems as impaired reachability.

Instance status provides information about four types of scheduled events for an instance that may require
your attention:

Scheduled Reboot: When Amazon EC2 determines that an instance must be rebooted, the instances
status will return one of two event codes: syst emt r eboot ori nst ance-r eboot . System reboot
commonly occurs if certain maintenance or upgrade operations require a reboot of the underlying host
that supports an instance. Instance reboot commonly occurs if the instance must be rebooted, rather
than the underlying host. Rebooting events include a scheduled start and end time.

System Maintenance: When Amazon EC2 determines that an instance requires maintenance that
requires power or network impact, the instance's status will return an event code called

syst em mai nt enance. System maintenance is either power maintenance or network maintenance.
For power maintenance, your instance will be unavailable for a brief period of time and then rebooted.
For network maintenance, your instance will experience a brief loss of network connectivity. System
maintenance events include a scheduled start and end time. You will also be notified by email if one
of your instances is set for system maintenance. The email message indicates when your instance is
scheduled for maintenance.

Scheduled Retirement: When Amazon EC2 determines that an instance must be shut down, the
instance's status returns an event code called i nst ance-r et i r ement . Retirement commonly occurs
when the underlying host is degraded and must be replaced. Retirement events include a scheduled
start and end time. You will also be notified by email if one of your instances is set to retiring. The emalil
message indicates when your instance will be permanently retired.

Scheduled Stop: When Amazon EC2 determines that an instance must be shut down, the instances
status returns an event code called i nst ance- st op. Stop events include a scheduled start and end
time. You will also be notified by email if one of your instances is set to stop. The email message
indicates when your instance will be stopped.

When your instance is retired, it will either be terminated (if its root device type is the instance-store) or
stopped (if its root device type is an EBS volume). Instances stopped due to retirement will not be restarted,
but you can do so manually. You can also avoid retirement of EBS-backed instances by manually restarting
your instance when its event code is i nst ance-r et i r ement . This ensures that your instance is started
on a different underlying host.
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Request Parameters

Name Description Required
I nstancel d The list of instance IDs. If not specified, all instances are | No
described.
Type: String

Default: None

Constraints: Maximum 100 explicitly specified instance
IDs.

I ncl udeAl | | nst ances When t r ue, returns the health status for all instances (for | No
example, running, stopped, pending, shutting down). When
f al se, returns only the health status for running instances.
Type: Boolean
Default: false

MaxResul t's The maximum number of paginated instance items per No
response.

Type: Integer
Default: 1000

Next Token The next paginated set of results to return. No
Type: String
Default: None

Supported Filters

You can specify filters so that the response includes information for only certain instances. For example,
you can use a filter to specify that you're interested in instances in a specific Availability Zone. You can
specify multiple values for a filter. The response includes information for an instance only if it matches at
least one of the filter values that you specified.

You can specify multiple filters; for example, specify instances that are in a specific Availability Zone and
have a status of r et i ri ng. The response includes information for an instance only if it matches all the
filters that you specified. If there's no match, no special message is returned, the response is simply

empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description
avail ability-zone The Availability Zone of the instance.
Type: String
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Filter Name

event . code

event . descri ption

event.not-after

event. not - before

i nst ance- st at e- nane

i nst ance- st at e- code

syst em st at us. st at us

systemstatus.reachability

i nst ance- st at us. status

i nstance-status.reachability

Description

The code identifying the type of event.
Type: String
Valid values: i nst ance-r eboot |

system reboot | system mai nt enance |
i nstance-retirenment |i nstance-stop

A description of the event.
Type: String

The latest end time for the scheduled event.
Type: DateTime

The earliest start time for the scheduled event.
Type: DateTime

The state of the instance.
Type: String
Valid values: pendi ng | runni ng |

shutting-down |term nated |stopping|
st opped

A code representing the state of the instance. The
high byte is an opaque internal value and should
be ignored. The low byte is set based on the state
represented

Type: Integer (16-bit unsigned integer)
Valid values: 0 (pending) | 16 (running) | 32

(shutting-down) | 48 (terminated) | 64 (stopping) |
80 (stopped)

The system status of the instance.

Type: String

Valid values: ok | i nmpaired |initializing|
i nsufficient-data|not-applicable

Filters on system status where the name is
reachability.

Type: String
Valid values: passed |failed|initializing
| i nsufficient-data

The status of the instance.

Type: String

Valid values: ok | i nmpaired |initializing|
i nsufficient-data|not-applicable

Filters on instance status where the name is
reachability.

Type: String
Valid values: passed |failed|initializing|
insufficient-data
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Response Elements

The elements in the following table are wrapped in a Descr i bel nst anceSt at usResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

i nst anceSt at usSet A set of InstanceStatusltemType (p. 486) elements that describe the
status of each instance.

next Token The next paginated set of results to return.
Type: xsd:string

Examples

Example Request

This example returns instance status descriptions for all instances.

https://ec2. amazonaws. com ?
Acti on=Descri bel nst anceSt at us
&Ver si on=2012-12-01

&Aut hPar ans

Example Request

This example returns instance status descriptions for the specified instances.

https://ec2. amazonaws. conl ?
Acti on=Descri bel nst anceSt at us
&l nst ancel d. 0=i - 1a2b3c4d

&l nstancel d. 1=i - 2a2b3c4d

&Ver si on=2012-12-01

&Aut hPar ans

Example Request

This example returns instance status descriptions for all instances specified by supported
DescribelnstanceStatus filters.

https://ec2. amazonaws. com ?

Acti on=Descri bel nst anceSt at us

&Filter. 0. Nane=system status.reachability
&Filter.0.Value.failed

&Ver si on=2012-12-01

&Aut hPar ans
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Example Response

<Descri bel nst anceSt at usResponse xm ns=' http://ec2. amazonaws. com doc/ 2012- 12-
01/' >
<request | d>3bel508e- c444- 4f ef - 89cc- 0b1223c4f 02f EXAMPLE</ r equest | d>
<i nst anceSt at usSet >
<itemp
<i nst ancel d>i - 1a2b3c4d</i nst ancel d>
<avai | abi | i tyZone>us- east - 1d</ avai | abi | i t yZone>
<i nst anceSt at e>
<code>16</ code>
<name>r unni ng</ name>
</instanceSt at e>
<syst enftst at us>
<st at us>i npai r ed</ st at us>
<det ai | s>
<itemp
<name>r eachabi | i t y</ name>
<status>fail ed</ status>
<i npai r edSi nce>YYYY- MM DDTHH: MM SS. 000Z</ i npai r edSi nce>

<litenpr
</detail s>
</ syst entt at us>
<i nst anceSt at us>
<st at us>i npai r ed</ st at us>
<det ai |l s>
<itemp
<name>r eachabi | i t y</ name>
<st atus>fai | ed</ status>
<i npai r edSi nce>YYYY- MM DDTHH: MM SS. 000Z</ i npai r edSi nce>

</itenp
</ detail s>
</instanceSt at us>
<event sSet >
<code>i nst ance-retirenent </ code>
<not Bef or e>YYYY- MM DDTHH: M\t SS+0000</ not Bef or e>
<not Af t er >YYYY- Mt DDTHH. MM SS+0000</ not Aft er >
<descri pti on>
The instance is running on degraded hardware
</ descri ption>
</ event sSet >
</itenp
<itenp
<i nst ancel d>i - 2a2b3c4d</i nst ancel d>
<avai | abi | i tyZone>us- east - 1d</ avai | abi | i t yZone>
<i nst anceSt at e>
<code>16</ code>
<name>r unni ng</ name>
</instanceSt at e>
<syst enftst at us>
<st at us>ok</ st at us>
<detail s>
<itenp
<name>r eachabi | i t y</ name>
<st at us>passed</ st at us>
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</itemp
</ detail s>
</ syst entt at us>
<i nst anceSt at us>
<st at us>ok</ st at us>
<det ai | s>
<itenp
<name>r eachabi | i t y</ nane>
<st at us>passed</ st at us>
</itemp
</ detail s>
</i nstanceSt at us>
<event sSet >
<code>i nst ance-r eboot </ code>
<not Bef or e>YYYY- M\t DDTHH: MM SS+0000</ not Bef or e>
<not Af t er >YYYY- MM DDTHH: MM SS+0000</ not Af t er >
<descri pti on>
The instance is schedul ed for a reboot
</ descri pti on>
</ event sSet >
</itemp
<itenp
<i nst ancel d>i - 3a2b3c4d</i nst ancel d>
<avai l abi |l ityZone>us-east-1c</avail abilityZone>
<i nst anceSt at e>
<code>16</ code>
<name>r unni ng</ nane>
</i nstanceSt at e>
<syst enfst at us>
<st at us>ok</ st at us>
<det ai | s>
<itenp
<name>r eachabi | i t y</ nane>
<st at us>passed</ st at us>
</itemp
</ detail s>
</ syst entt at us>
<i nst anceSt at us>
<st at us>ok</ st at us>
<det ai | s>
<itenp
<name>r eachabi |l i t y</ nane>
<st at us>passed</ st at us>
</itemp
</ detail s>
</i nstanceSt at us>
</itemp
<itenp
<i nst ancel d>i - 4a2b3c4d</i nst ancel d>
<avai l abi |l ityZone>us-east-1c</avail abilityZone>
<i nst anceSt at e>
<code>16</ code>
<name>r unni ng</ nane>
</instanceSt at e>
<syst enfst at us>
<st at us>ok</ st at us>
<det ai |l s>
<itenp
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<name>r eachabi | i t y</ nane>
<st at us>passed</ st at us>
</itemp
</ detail s>
</ syst entt at us>
<i nst anceSt at us>
<st at us>i nsuf fi ci ent - dat a</ st at us>
<det ai | s>
<itenp
<name>r eachabi |l i t y</ nane>
<st at us>i nsuf fi ci ent - dat a</ st at us>
</itemp
</ detail s>
</i nstanceSt at us>
</itenmr
</i nstanceSt at usSet >
</ Descri bel nst anceSt at usResponse>
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DescribelnternetGateways

Description

Describes one or more of your Internet gateways.
Request Parameters

Name Description Required

I nternet Gat ewayl d. n One or more Internet gateway IDs. No
Type: String
Default: None

Filter.n. Nane The name of a filter. See the table in the No
Supported Filters section for a list of supported
filter names.

Type: String
Default: None

Filter.n.Value. m A value for the filter. See the table in the No
Supported Filters section for a list of supported
values for each filter.

Type: String
Default: None

Supported Filters

You can specify filters so that the response includes information for only certain Internet gateways. For
example, you can use a filter to specify that you're interested in the Internet gateways with particular tags.
You can specify multiple values for a filter. The response includes information for an Internet gateway
only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify Internet gateways that are attached to a specific
VPC and have a specific tag. The response includes information for an Internet gateway only if it matches
all the filters that you specified. If there's no match, no special message is returned, the response is simply

empty.
You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question

mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description

attachment . state The current state of the attachment between the gateway and the VPC.
Returned only if a VPC is attached.

Type: String
Valid value: avai | abl e
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Filter Name Description

attachment.vpc-id | The ID of an attached VPC.

Type: String
i nt er net - gat eway-i d | The ID of the Internet gateway.
Type: String
t ag- key The key of a tag assigned to the resource. This filter is independent of the

t ag- val ue filter. For example, if you use both the filter "t ag- key=Pur pose"
and the filter "t ag- val ue=X", you get any resources assigned both the tag
key Pur pose (regardless of what the tag's value is), and the tag value X
(regardless of what the tag's key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this table.

For more information about tags, see Tagging Your Resources in the Amazon
Elastic Compute Cloud User Guide.

Type: String

t ag- val ue The value of a tag assigned to the resource. This filter is independent of the
t ag- key filter.

Type: String

tag: key Filters the response based on a specific tag/value combination.
Example: To list just the resources that have been assigned tag Purpose=X,
specify:
Filter. 1. Name=t ag: Pur pose
Filter. 1. Val ue. 1=X

Example: To list just resources that have been assigned tag Purpose=X OR
Purpose=Y, specify:

Filter. 1. Name=t ag: Pur pose

Filter. 1. Val ue. 1=X

Filter. 1. Val ue. 2=Y

Response Elements

The elements in the following table are wrapped in a Descr i bel nt er net Gat ewaysResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

i nt er net Gat ewaysSet A list of Internet gateways, each one wrapped in an i t emelement.
Type: InternetGatewayType (p. 489)

Examples

Example Request

This example describes your Internet gateways.
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https://ec2. amazonaws. conl ?Act i on=Descri bel nt er net Gat eways

Example Response

<Descri bel nt er net Gat ewaysResponse xm ns="http://ec2. anazonaws. coni doc/ 2012- 12-
01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<i nt er net Gat eway Set >
<itene
<i nt er net Gat eway! d>i gw eaad4883EXAVMPLE</ i nt er net Gat eway| d>
<at t achment Set >
<itene
<vpcl d>vpc- 11ad4878</ vpcl d>
<st at e>avai | abl e</ st at e>
</itenpr
</ att achment Set >
<t agSet/ >
</[itenpr
</i nt er net Gat eway Set >
</ Descri bel nt er net Gat ewaysResponse>

Related Operations

¢ CreatelnternetGateway (p. 69)
DeletelnternetGateway (p. 126)
¢ DetachinternetGateway (p. 25)
¢ DetachinternetGateway (p. 327)
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DescribeKeyPairs

Description

Describes one or more of your key pairs.

Request Parameters

Name Description Required
KeyNare. n One or more key pair names. No
Type: String

Default: Describes all key pairs you own, or only those
otherwise specified.

Filter.n. Nane The name of a filter. See the table in the Supported Filters | No
section for a list of supported filter names.

Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the Supported Filters | No
section for a list of supported values for each filter.
Type: String
Default: None

Supported Filters

You can specify filters so that the response includes information for only certain key pairs. For example,
you can use a filter to specify that you're interested in key pairs whose names include the string Dave.
You can specify multiple values for a filter. The response includes information for a key pair only if it
matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify key pairs whose names include the string Dave and
whose fingerprint is a specific value. The response includes information for a key pair only if it matches
all the filters that you specified. If there's no match, no special message is returned, the response is simply

empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *anmazon?\ .

The following table lists the available filters.

Filter Name Description

fingerprint The fingerprint of the key pair.
Type: String

key- nane The name of the key pair.
Type: String
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Response Elements

The elements in the following table are wrapped in a Descr i beKeyPai r sResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

keySet A list of key pairs, each one wrapped in an i t emelement.
Type: DescribeKeyPairsResponseltemType (p. 454)

Examples

Example Request

This example describes the keypair with name gsg-keypair.

https://ec2. amazonaws. conl ?Act i on=Descri beKeyPai rs
&KeyNane. 1=gsg- keypai r
&AUTHPARAMS

Example Response

<Descri beKeyPai r sResponse xm ns="http://ec2. anazonaws. coni doc/ 2012-12-01/">
<request | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<keySet >
<itene
<keyNanme>gsg- keypai r </ keyNane>
<keyFi nger pri nt >
00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00
</ keyFi ngerprint>
</litenpr
</ keySet >
</ Descri beKeyPai r sResponse>

Example Request

This example filters the response to include only key pairs whose names include the string Dave.

https://ec2. amazonaws. conl ?Act i on=Descri beKeyPai rs
&Fi I ter. 1. Nane=key- namne

&Filter.1. Val ue. 1=*Dave*

&AUTHPARANS

Related Operations

¢ CreateKeyPair (p. 71)
¢ ImportKeyPair (p. 353)
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» DeleteKeyPair (p. 128)
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DescribeNetworkAcls

Description

Describes the network ACLs in your VPC.

For more information about network ACLs, see Network ACLs in the Amazon Virtual Private Cloud User
Guide.

Request Parameters

Name Description Required

Net wor kAcl I d. n One or more network ACL IDs. No
Type: String
Default: None

Filter.n. Nane The name of a filter. See the table in the No
Supported Filters section for a list of supported
filter names.
Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the No
Supported Filters section for a list of supported
values for each filter.

Type: String
Default: None

Supported Filters

You can specify filters so that the response includes information for only certain ACLs. For example, you
can use a filter to specify that you're interested in the ACLs associated with a particular subnet. You can
specify multiple values for a filter. The response includes information for an ACL only if it matches at least
one of the filter values that you specified.

You can specify multiple filters; for example, specify ACLs that are associated with a specific subnet and
have an egress entry that denies traffic to a specific port. The response includes information for an ACL
only if it matches all the filters that you specified. If there's no match, no special message is returned, the
response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description
associ ation. associ ation-id The ID of an association ID for the ACL.
Type: String
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Filter Name Description

associ ation. network-acl -id The ID of the network ACL involved in the
association.
Type: String

associ ation. subnet-id The ID of the subnet involved in the association.
Type: String

def aul t Indicates whether the ACL is the default network
ACL for the VPC.

Type: Boolean

entry.cidr The CIDR range specified in the entry.
Type: String
entry. egress Indicates whether the entry applies to egress traffic.

Type: Boolean

entry.icnp. code The ICMP code specified in the entry, if any.
Type: Integer

entry.icnp.type The ICMP type specified in the entry, if any.
Type: Integer

entry. port-range. from The start of the port range specified in the entry.
Type: Integer

entry.port-range.to The end of the port range specified in the entry.
Type: Integer

entry. protocol The protocol specified in the entry.
Type: String
Valid values:t cp |udp | i cnp or a protocol number

entry.rul e-action Indicates whether the entry allows or denies the
matching traffic.
Type: String
Valid values: al | ow| deny

entry. rul e- nunber The number of an entry (i.e., rule) in the ACL's set
of entries.

Type: Integer

net wor k-acl -id The ID of the network ACL.
Type: String
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Filter Name Description

t ag- key The key of a tag assigned to the resource. This
filter is independent of the t ag- val ue filter. For
example, if you use both the filter
"t ag- key=Pur pose" and the filter "t ag- val ue=X",
you get any resources assigned both the tag key
Pur pose (regardless of what the tag's value is),
and the tag value X (regardless of what the tag's
key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this
table.

For more information about tags, see Tagging Your
Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String

t ag- val ue The value of a tag assigned to the resource. This
filter is independent of the t ag- key filter.

Type: String

tag: key Filters the response based on a specific tag/value
combination.

Example: To list just the resources that have been
assigned tag Purpose=X, specify:

Filter. 1. Nane=t ag: Pur pose

Filter. 1. Val ue. 1=X

Example: To list just resources that have been
assigned tag Purpose=X OR Purpose=Y, specify:
Filter. 1. Nane=t ag: Pur pose

Filter. 1. Val ue. 1=X

Filter. 1. Val ue. 2=Y

vpc-id The ID of the VPC for the network ACL.
Type: String

Response Elements
The elements in the following table are wrapped in a Descr i beNet wor kAcl sResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

net wor kAcl Set A list of network ACLs, each one wrapped in an i t emelement.
Type: NetworkAclType (p. 497)
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Examples

Example Request

This example describes all the network ACLs in your VPC.

https://ec2. amazonaws. com ?Act i on=Descri beNet wor kAcl s

Example Response

The first ACL in the returned list is the VPC's default ACL.

<Descri beNet wor kAcl sResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/" >

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<net wor kKAcl Set >
<itenp
<net wor kAcl | d>acl - 5566953c</ net wor kAcl | d>
<vpcl d>vpc-5266953b</ vpcl d>
<def aul t >t rue</ defaul t >
<entrySet >
<itenp
<r ul eNunber >100</ r ul eNunber >
<prot ocol >al | </ prot ocol >
<rul eAction>al | ow</ rul eActi on>
<egress>true</ egress>
<ci dr Bl ock>0. 0. 0. 0/ 0</ ci dr Bl ock>
</litenp
<itenp
<rul eNunber >32767</ r ul eNunber >
<prot ocol >al | </ prot ocol >
<rul eActi on>deny</rul eActi on>
<egress>true</ egress>
<ci dr Bl ock>0. 0. 0. 0/ 0</ ci dr Bl ock>
</litenp
<itenp
<r ul eNunber >100</ r ul eNunber >
<prot ocol >al | </ prot ocol >
<rul eAction>al | ow</ rul eActi on>
<egr ess>f al se</ egress>
<ci dr Bl ock>0. 0. 0. 0/ 0</ ci dr Bl ock>
</litenp
<itenp
<rul eNunber >32767</ r ul eNunber >
<prot ocol >al | </ prot ocol >
<rul eActi on>deny</rul eActi on>
<egr ess>f al se</ egress>
<ci dr Bl ock>0. 0. 0. 0/ 0</ ci dr Bl ock>
</litenp
</ entrySet >
<associ ati onSet/>
<t agSet/ >
</litenp
<itenp
<net wor kAcl | d>acl - 5d659634</ net wor kAcl | d>
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<vpcl d>vpc-5266953b</ vpcl d>
<def aul t >f al se</ defaul t >
<entrySet >
<itenmp
<r ul eNunber >110</ r ul eNunber >
<pr ot ocol >6</ pr ot ocol >
<rul eAction>al | ow</rul eActi on>
<egress>true</ egress>
<ci dr Bl ock>0. 0. 0. 0/ 0</ ci dr Bl ock>
<por t Range>
<fronmp49152</fronmp
<t 0>65535</t 0>
</ port Range>
</itenmr
<itenp
<r ul eNunber >32767</ r ul eNunber >
<prot ocol >al | </ pr ot ocol >
<rul eActi on>deny</rul eActi on>
<egress>true</ egress>
<ci dr Bl ock>0. 0. 0. 0/ 0</ ci dr Bl ock>
</itenmr
<itenp
<r ul eNunber >110</ r ul eNunber >
<pr ot ocol >6</ pr ot ocol >
<rul eAction>al | ow</rul eActi on>
<egr ess>f al se</ egress>
<ci dr Bl ock>0. 0. 0. 0/ 0</ ci dr Bl ock>
<por t Range>
<f r om>80</ f r onw
<t 0>80</t 0>
</ port Range>
</itenmr
<itenp
<r ul eNunber >120</ r ul eNunber >
<pr ot ocol >6</ pr ot ocol >
<rul eAction>al | ow</rul eActi on>
<egr ess>f al se</ egress>
<ci dr Bl ock>0. 0. 0. 0/ 0</ ci dr Bl ock>
<por t Range>
<fronmp443</fronmp
<t 0>443</t 0>
</ port Range>
</itenmr
<itenp
<r ul eNunber >32767</ r ul eNunber >
<prot ocol >al | </ pr ot ocol >
<rul eActi on>deny</rul eActi on>
<egr ess>f al se</ egress>
<ci dr Bl ock>0. 0. 0. 0/ 0</ ci dr Bl ock>
</itenmr
</ entrySet >
<associ ati onSet >
<itenp
<net wor kAcl Associ ati onl d>acl assoc- 5¢c659635</ net wor kAcl Associ ati onl d>
<net wor kAcl | d>acl - 5d659634</ net wor kAcl | d>
<subnet | d>subnet - f f 669596</ subnet | d>
</itenmr
<itenp
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<net wor kAcl Associ ati onl d>acl assoc- c26596ab</ net wor kAcl Associ ati onl d>
<net wor kAcl | d>acl - 5d659634</ net wor kAcl | d>
<subnet | d>subnet - f 0669599</ subnet | d>
</itenmr
</ associ ati onSet >
<t agSet/ >
</itenmr
</ net wor kAcl Set >
</ Descri beNet wor kAcl sResponse>

Related Operations

¢ CreateNetworkAcl (p. 73)

¢ DeleteNetworkAcl (p. 130)

¢ ReplaceNetworkAclAssociation (p. 383)
¢ CreateNetworkAclEntry (p. 75)

¢ DeleteNetworkAclEntry (p. 132)

¢ ReplaceNetworkAclEntry (p. 385)
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DescribeNetworklInterfaceAttribute

Description

Describes a network interface attribute. You can specify only one attribute at a time.

Request Parameters

Name Description Required

Net wor kI nt er f acel d The ID of the network interface. Yes
Type: String
Default: None

Attribute The attribute of the network interface. Yes
Type: String

Default: None

Valid values: descri pti on | gr oupSet |
sour ceDest Check | att achnent

Response Elements

The elements in the following table are wrapped in a Descr i beNet wor kI nt er f aceAt t ri but eResponse

element.
Name Description
requestlid The ID of the request.
Type: xsd:string
net wor kl nt er f acel d The ID of the network interface.
Type: xsd:string
Examples

Example Request

This example describes the attributes of a network interface.

http://ec2. us-east-1. anazonaws. conl ?Act i on=Descri beNet wor kil nt er f aceAt t ri but e&Net
wor kI nt er f acel d=eni - 686ea200&At t ri but e=sour ceDest Check&AUTH_PARAMS

Example Response

<Descri beNet wor kIl nt erfaceAttri but eResponse
xm ns="http://ec2. amazonaws. conf doc/ 2011- 12- 15/ ">
<request | d>7a20c6b2- d71c- 45f b- bba7- 37306850544b</ r equest | d>
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<net wor kIl nt er f acel d>eni - 686ea200</ net wor kIl nt er f acel d>
<sour ceDest Check>
<val ue>true</ val ue>
</ sour ceDest Check>
</ Descri beNet wor kl nterfaceAttri but eResponse>

Related Operations

¢ AttachNetworklinterface (p. 27)

¢ DetachNetworkinterface (p. 329)

¢ CreateNetworkInterface (p. 78)

¢ DeleteNetworkinterface (p. 134)

¢ DescribeNetworklInterfaces (p. 237)

« ModifyNetworkinterfaceAttribute (p. 364)
¢ ResetNetworkiInterfaceAttribute (p. 407)
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DescribeNetworklInterfaces

Description

Describes one or more of your network interfaces.
Request Parameters

Name Description Required

Net wor kI nt er f acel d. n | One or more network interface IDs. No
Type: String
Default: None

Filter.n. Nane The name of a filter. See the table in the Supported Filters | No
section for a list of supported filter names.

Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the Supported Filters | No
section for a list of supported values for each filter.
Type: String
Default: None

Supported Filters

You can specify filters so that the response includes information for only certain network interfaces. For
example, you can use a filter to specify that you're interested in network interfaces launched in a specific
Availability Zone. You can specify multiple values for a filter. The response includes information for a
network interface only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify network interfaces in a specific Availability Zone,
and that have a specific owner ID. The response includes information for a network interface only if it
matches all the filters that you specified. If there's no match, no special message is returned, the response
is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description

addr esses. pri vat e-i p- addr ess The private IP addresses associated with the
network interface.
Type: String

addr esses. pri mary Whether the private IP address is the primary IP

address associated with the network interface.
Type: Boolean
Valid values: true | false
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Filter Name Description

addr esses. associ ation. public-ip The association ID returned when the network
interface was associated with the Elastic IP
address.
Type: String

addr esses. associ ati on. owner-id The owner ID of the addresses associated with the
network interface.
Type: String

associ ation. associ ation-id The association ID returned when the network
interface was associated with an IP address.
Type: String

associ ation. allocation-id The allocation ID that AWS returned when you
allocated the Elastic IP address for your network
interface.
Type: String

associ ation.ip-owner-id The owner of the Elastic IP address associated
with the network interface.
Type: String

associ ation. public-ip The address of the Elastic IP address bound to the
network interface.
Type: String

attachnent . attachnent-id The ID of the interface attachment.
Type: String

attachnent. i nstance-id The ID of the instance to which the network
interface is attached.
Type: String

attachnent . i nstance-owner-id The owner ID of the instance to which the network
interface is attached.
Type: String

at t achnent . devi ce-i ndex The device index to which the network interface is
attached.

Type: Integer

attachment. st at us The status of the attachment.
Type: String
Valid values: attaching | attached |
det achi ng | detached

attachnment. attach.tine The time that the network interface was attached
to an instance.

Type: DateTime

attachnent. del et e-on-term nation Indicates whether the attachment is deleted when
an instance is terminated.

Type: Boolean
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Filter Name

avail ability-zone

description

group-id

gr oup- nane

mac- addr ess

network-interface-id

owner-id

private-ip-address

privat e- dns- nane

requester-id

r equest er - managed

sour ce- dest - check

Description

The Availability Zone of the network interface.
Type: String

The description of the network interface.
Type: String

The ID of a security group associated with the
network interface.

Type: String

The name of a security group associated with the
network interface.

Type: String

The MAC address of the network interface.
Type: String

The ID of the network interface.
Type: String

The AWS account ID of the network interface
owner.

Type: String

The private IP address or addresses of the network
interface.

Type: String

The private DNS name of the network interface.
Type: String

The ID of the entity that launched the instance on
your behalf (for example, AWS Management
Console, Auto Scaling, and so on).

Type: String

Indicates whether the network interface is being
managed by an AWS service (for example, AWS
Management Console, Auto Scaling, and so on).

Type: Boolean

Indicates whether the network interface performs
source/destination checking. A value of t r ue
means checking is enabled, and f al se means
checking is disabled. The value must be f al se for
the network interface to perform Network Address
Translation (NAT) in your VPC.

Type: Boolean
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Filter Name Description

st at us The status of the network interface. If the network
interface is not attached to an instance, the status
shows avai | abl e; if a network interface is
attached to an instance the status shows i n- use.

Type: String
Valid values: avai | abl e | in-use
subnet-id The ID of the subnet for the network interface.
Type: String
t ag- key The key of a tag assigned to the resource. This

filter is independent of the t ag- val ue filter. For
example, if you use both the filter

"t ag- key=Pur pose" and the filter "t ag- val ue=X",
you get any resources assigned both the tag key
Pur pose (regardless of what the tag's value is),
and the tag value X (regardless of what the tag's
key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this
table.

For more information about tags, see Tagging Your
Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String

t ag- val ue The value of a tag assigned to the resource. This
filter is independent of the t ag- key filter.

Type: String

tag: key Filters the response based on a specific tag/value
combination.

Example: To list just the resources that have been
assigned tag Purpose=X, specify:

Filter. 1. Nane=t ag: Pur pose

Filter. 1. Val ue. 1=X

Example: To list just resources that have been
assigned tag Purpose=X OR Purpose=Y, specify:
Filter. 1. Nane=t ag: Pur pose

Filter. 1. Val ue. 1=X

Filter. 1. Val ue. 2=Y

vpc-id The ID of the VPC for the network interface.
Type: String

Response Elements

The elements in the following table are wrapped in a Descr i beNet wor ki nt er f acesResponse element.
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Examples
Name Description
requestlid The ID of the request.

Type: xsd:string

net wor kI nt er f aceSet Information about the network interfaces, each one wrapped in an

i t emelement.
Type: NetworkInterfaceType (p. 500)

Examples

Example Request

This example describes network interfaces.

https://ec2. amazonaws. conl ?Act i on=Descri beNet wor kl nt erf aces
&AUTHPARAMS

Example Response

<Descri beNet wor kl nt er f acesResponse xm ns='http://ec2. anazonaws. coni doc/ 2012- 12-

01/' >
<request | d>f c45294c- 006b- 457b- bab9- 012f 5b3b0e40</ r equest | d>
<net wor kI nt er f aceSet >
<itenp
<net wor kI nt er f acel d>eni - 0Of 62d866</ net wor kIl nt er f acel d>
<subnet | d>subnet - c53c87ac</ subnet | d>
<vpcl d>vpc- cc3c87a5</ vpcl d>
<avai |l abi | i t yZone>ap- sout heast - 1b</ avai | abi | i t yZone>
<descri ption/ >
<owner | d>053230519467</ owner | d>
<r equest er Managed>f al se</ request er Managed>
<st at us>i n-use</ st at us>
<nacAddr ess>02: 81: 60: cb: 27: 37</ macAddr ess>
<pri vat el pAddr ess>10. 0. 0. 146</ pri vat el pAddr ess>
<sour ceDest Check>t r ue</ sour ceDest Check>
<gr oupSet >
<itenp
<groupl d>sg- 3f 4b5653</ gr oupl d>
<gr oupNanme>def aul t </ gr oupNane>
</itenpr
</ groupSet >
<attachment >
<attachment | d>eni -attach-6537f cOc</ attachnent | d>
<i nstancel d>i - 22197876</ i nst ancel d>
<i nst anceOwner | d>053230519467</ i nst anceOaner | d>
<devi cel ndex>0</ devi cel ndex>
<st at us>at t ached</ st at us>
<attachTi ne>2012-07-01T21: 45: 27. 000Z</ att achTi me>
<del et eOnTer mi nati on>true</ del et eOnTer m nati on>
</ attachnent >
<t agSet/ >
<pri vat el pAddr essesSet >
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<itenp
<privat el pAddr ess>10. 0. 0. 146</ pri vat el pAddr ess>
<pri mary>true</prinary>
</itener
<itenp
<privat el pAddr ess>10. 0. 0. 148</ pri vat el pAddr ess>
<pri mary>fal se</ pri mary>
</itener
<itenp
<privat el pAddr ess>10. 0. 0. 150</ pri vat el pAddr ess>
<pri mary>fal se</ pri mary>
</itener
</ privat el pAddr essesSet >
</itener
<itenp
<net wor kI nt er f acel d>eni - a66ed5cf </ net wor kl nt erf acel d>
<subnet | d>subnet - cd8a35a4</ subnet | d>
<vpcl d>vpc-f 28a359b</ vpcl d>
<avai |l abi | i t yZone>ap- sout heast - 1b</ avai | abi | i t yZone>
<descri ption>Primary network interface</description>
<owner | d>053230519467</ owner | d>
<r equest er Managed>f al se</ request er Managed>
<st at us>i n- use</ st at us>
<macAddr ess>02: 78: d7: 00: 8a: le</ macAddr ess>
<privat el pAddress>10. 0. 1. 233</ pri vat el pAddr ess>
<sour ceDest Check>t r ue</ sour ceDest Check>
<gr oupSet >
<itenp
<groupl d>sg- a2a0Ob2ce</ gr oupl d>
<gr oupNanme>qui ck-start- 1</ gr oupNane>
</itener
</ groupSet >
<attachment >
<attachnent | d>eni - attach-a99c¢57c0</ att achnent | d>
<i nst ancel d>i - 886401dc</i nst ancel d>
<i nst anceOmner | d>053230519467</ i nst anceOaner | d>
<devi cel ndex>0</ devi cel ndex>
<st at us>at t ached</ st at us>
<attachTi ne>2012- 06- 27T20: 08: 44. 000Z</ att achTi me>
<del et eOnTer m nati on>true</ del et eOnTer m nati on>
</ attachnment >
<t agSet/ >
<pri vat el pAddr essesSet >
<itenp
<privat el pAddress>10. 0. 1. 233</ pri vat el pAddr ess>
<pri mary>true</prinmary>
</itener
<itenp
<privat el pAddress>10. 0. 1. 20</ pri vat el pAddr ess>
<pri mary>fal se</ pri mary>
</itener
</ privat el pAddr essesSet >
</itener
</ net wor kl nt er f aceSet >
</ Descri beNet wor kl nt er f acesResponse>
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Related Operations

¢ AttachNetworklinterface (p. 27)

¢ DetachNetworkinterface (p. 329)

¢ CreateNetworklnterface (p. 78)

¢ DeleteNetworkinterface (p. 134)

¢ DescribeNetworklInterfaceAttribute (p. 235)
¢ ModifyNetworkinterfaceAttribute (p. 364)

¢ ResetNetworkiInterfaceAttribute (p. 407)
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DescribePlacementGroups

Description

Describes one or more of your placement groups. For more information about placement groups and
cluster instances, see Using Cluster Instances in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required
G oupNane. n One or more placement group names. No
Type: String

Default: Describes all your placement groups, or only those
otherwise specified.

Filter.n. Nane The name of a filter. See the table in the Supported Filters | No
section for a list of supported filter names.

Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the Supported Filters | No
section for a list of supported values for each filter.
Type: String
Default: None

Supported Filters

You can specify filter so that the response includes information for only certain placement groups. For
example, you can use a filter to specify that you're interested in groups in the del et ed state. You can
specify multiple values for a filter. The response includes information for a placement group only if it
matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify group's that are in the del et ed state and have a
name that includes the string Pr oj ect . The response includes information for a group only if it matches
all your filters. If there's no match, no special message is returned, the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description

gr oup- name The name of the placement group.
Type: String

state The state of the placement group.
Type: String

Valid values: pendi ng | avai | abl e | del eti ng | del et ed
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Filter Name Description
strat egy The strategy of the placement group.
Type: String

Valid value: cl ust er

Response Elements

The elements in the following table are wrapped in a Descr i bePl acenent G oupsResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

pl acenent G oupSet A list of placement groups, each one wrapped in an i t emelement.
Type: PlacementGroupInfoType (p. 502)

Examples

Example Request

This example describes the placement group named XYZ-cluster.

https://ec2. amazonaws. com ?Act i on=Descri bePl acenent G oups
&G oupNane. 1=XYZ- cl ust er
&AUTHPARANS

Example Response

<Descri bePl acement GroupsResponse xm ns="http://ec2. anazonaws. coni doc/ 2012- 12-
01/">
<r equest | D>d4904f d9- 82c2- 4ea5- adf e- a9cc3EXAMPLE</ r equest | D>
<pl acenent Gr oupSet >
<itenp
<gr oupNanme>XYZ- cl ust er </ gr oupNanme>
<strategy>cl uster</strategy>
<st at e>avai | abl e</ st at e>
</itenpr
</ pl acenment G oupSet >
</ Descri bePl acement G oupsResponse>

Example Request

This example filters the response to include only placement groups that include the string Pr oj ect in
the name.

https://ec2. amazonaws. com ?Act i on=Descri bePl acenent G oups
&Fi | ter. 1. Nane=gr oup- nane
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&Filter. 1. Val ue=*Project*
&AUTHPARANS

<Descri bePl acement GroupsResponse xm ns="http://ec2. anazonaws. coni doc/ 2012- 12-
01/">
<r equest | D>d4904f d9- 82c2- 4ea5- adf e- a9cc3EXAMPLE</ r equest | D>
<pl acenment Gr oupSet >
<itenmp
<gr oupName>Pr oj ect - cl ust er </ gr oupNane>
<strategy>cl uster</strategy>
<st at e>avai | abl e</ st at e>
<litenpr
</ pl acement G oupSet >
</ Descri bePl acement G oupsResponse>

Related Operations

¢ CreatePlacementGroup (p. 83)
¢ DeletePlacementGroup (p. 136)

APl Version 2012-12-01
246




Amazon Elastic Compute Cloud API Reference
DescribeRegions

DescribeRegions

Description

Describes one or more regions that are currently available to you.

For a list of the regions supported by Amazon EC2, see Regions and Endpoints.
Request Parameters

Name Description Required

Regi onNan®e. n One or more region names. No
Type: String
Default: Describes all regions available to the account.

Filter.n. Name The name of a filter. See the table in the Supported Filters | No
section for a list of supported filter names.

Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the Supported Filters | No
section for a list of supported values for each filter.

Type: String
Default: None

Supported Filters

You can specify filters so that the response includes information for only certain regions.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description

endpoi nt The endpoint of the region (for example, ec2.us-east-1.amazonaws.com).
Type: String

regi on- nane The name of the region.
Type: String

Response Elements

The elements in the following table are wrapped in a Descr i beRegi onsResponse element.
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Name Description
requestlid The ID of the request.

Type: xsd:string

regi onlnfo A list of regions, each one wrapped in an i t emelement.
Type: RegionltemType (p. 510)

Examples

Example Request

This example displays information about all regions.

https://ec2. anazonaws. conl ?Act i on=Descri beRegi ons
&AUTHPARAMS

Example Request

This example displays information about just the specified regions.

https://ec2. amazonaws. com ?Acti on=Descri beRegi ons
&Regi onNane. 1=us-east-1

&Regi onNane. 2=eu-west - 1

&AUTHPARANS

Example Response

<Descri beRegi onsResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- he587EXAMPLE</ r equest | d>
<r egi onl nf o>
<itenp
<r egi onNanme>us- east - 1</ r egi onNane>
<r egi onEndpoi nt >ec2. us- east - 1. amazonaws. conx/ r egi onEndpoi nt >
<litenr
<itenp
<r egi onName>eu- west - 1</ r egi onNane>
<r egi onEndpoi nt >ec2. eu- west - 1. amazonaws. conx/ r egi onEndpoi nt >
<litenr
</ regionl nf 0>
</ Descri beRegi onsResponse>

Example Request

This example displays information about all regions that have the string ap in the endpoint.

https://ec2. anmazonaws. conl ?Act i on=Descri beRegi ons
&Fi I ter. 1. Name=endpoi nt

&Filter.1. Val ue. 1=*ap*

&AUTHPARAMS
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Example Response

<Descri beRegi onsResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<r egi onl nf o>
<itenp
<r egi onNane>ap- sout heast - 1</ r egi onName>
<r egi onEndpoi nt >ec?2. ap- sout heast - 1. amazonaws. conx/ r egi onEndpoi nt >
</itenpr
</ regi onl nf o>
</ Descri beRegi onsResponse>

Related Operations

¢ DescribeAvailabilityZones (p. 169)
¢ Runlinstances (p. 417)
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DescribeReservedinstances

Description

Describes one or more of the Reserved Instances that you purchased.

Starting with the 2011-11-01 API version, AWS expanded its offering of Amazon EC2 Reserved Instances
to address a range of projected instance use. There are three types of Reserved Instances based on
customer utilization levels: Heavy Utilization, Medium Utilization, and Light Utilization. You determine the
type of the Reserved Instances offerings by including the optional of f er i ngType parameter. The Medium
Utilization offering type is equivalent to the Reserved Instance offering available before API version
2011-11-01. If you are using tools that predate the 2011-11-01 API version, you only have access to the
Medi um Utili zati on Reserved Instance offering type.

For more information about Reserved Instances, see Reserved Instances in the Amazon Elastic Compute
Cloud User Guide.

Request Parameters

Name Description Required
Reservedl nst ancesl d. | One or more Reserved Instance IDs. No
n Type: String

Default: Describes all your Reserved Instances, or only
those otherwise specified.

Filter.n. Name The name of afilter. See the table in the Supported Filters | No
section for a list of supported filter names.

Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the Supported Filters | No
section for a list of supported values for each filter.

Type: String
Default: None

of feringType The Reserved Instance offering type. No
Type: String
Valid values: Heavy Utilization |Medi um
Utilization]|Light Utilization

Supported Filters

You can specify filter so that the response includes information for only certain Reserved Instances. For
example, you can use afilter to specify that you're interested in Reserved Instances in a specific Availability
Zone. You can specify multiple values for a filter. The response includes information for a Reserved
Instance only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify Reserved Instances that are in a specific Availability
Zone and have a specific tag. The response includes information for a Reserved Instance only if it matches
all of the filters that you specified. If there's no match, no special message is returned, the response is
simply empty.

APl Version 2012-12-01
250


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts-on-demand-reserved-instances.html

Amazon Elastic Compute Cloud API Reference
Request Parameters

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description

avail ability-zone The Availability Zone where the Reserved Instance can be used.
Type: String

duration The duration of the Reserved Instance (one year or three years), in
seconds.
Type: Long

Valid values: 31536000 | 94608000

fixed-price The purchase price of the Reserved Instance (for example, 9800. 0)
Type: Double

i nst ance-type The instance type on which the Reserved Instance can be used.
Type: String

product - descri pti on The product description of the Reserved Instance.
Type: String

Valid values: Li nux/ UNI X| Li nux/ UNI X ( Amazon VPC) | W ndows
| Wndows (Amazon VPC)

reserved-instances-id The ID of the Reserved Instance.
Type: String
start The time at which the Reserved Instance purchase request was

placed (for example, 2010-08-07T11:54:42.000Z).
Type: DateTime

state The state of the Reserved Instance.
Type: String
Valid values: pendi ng- paynent |active | paynent-failed |
retired

t ag- key The key of a tag assigned to the resource. This filter is independent

of the t ag- val ue filter. For example, if you use both the filter

"t ag- key=Pur pose" and the filter "t ag- val ue=X", you get any
resources assigned both the tag key Pur pose (regardless of what
the tag's value is), and the tag value X (regardless of what the tag's
key is). If you want to list only resources where Purpose is X, see
the t ag: key filter later in this table.

For more information about tags, see Tagging Your Resources in
the Amazon Elastic Compute Cloud User Guide.

Type: String

t ag- val ue The value of a tag assigned to the resource. This filter is independent
of the t ag- key filter.

Type: String
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Filter Name Description

tag: key Filters the response based on a specific tag/value combination.
Example: To list just the resources that have been assigned tag
Purpose=X, specify:
Filter. 1. Name=t ag: Pur pose
Filter. 1. Val ue. 1=X
Example: To list just resources that have been assigned tag
Purpose=X OR Purpose=Y, specify:
Filter. 1. Name=t ag: Pur pose
Filter. 1. Val ue. 1=X
Filter. 1. Val ue. 2=Y

usage-price The usage price of the Reserved Instance, per hour (for example,
0. 84)

Type: Double

Response Elements

The elements in the following table are wrapped in a Descr i beReser vedl nst ancesResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

reservedl nst ancesSet A list of Reserved Instances, each one wrapped in ani t emelement.
Type: DescribeReservedInstancesResponseSetltemType (p. 459)

Examples

Example Request

This example describes Reserved Instances owned by your account.

https://ec2. amazonaws. conl ?Act i on=Descri beReser vedl nst ances
&AUTHPARANS

Example Response

<Descri beReser vedl nst ancesResponse xm ns="http://ec2. amazonaws. coni doc/ 2012- 12-
o1/ ">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<reservedl nst ancesSet >
<itenp
<r eservedl nst ancesl| d>4b2293b4- 5813- 4cc8- 9ce3- 1957f c1ldcf cBEXAMPLE</r e
servedl nst ancesl d>
<i nst anceType>nl. x| ar ge</ i nst anceType>
<avai | abi | i tyZone>us- east - 1la</ avai | abi |l i t yZone>
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<dur at i on>31536000</ dur at i on>
<fi xedPri ce>1820. 0</fi xedPri ce>
<usagePri ce>0. 24</ usagePri ce>
<i nst anceCount >3</ i nst anceCount >
<pr oduct Descri pti on>Li nux/ UNI X</ product Descri pti on>
<state>active</state>
<i nst anceTenancy>def aul t </ i nst anceTenancy>
<currencyCode>USD</ curr encyCode>
<of feri ngType>Li ght Utilization</offeringType>
<recurringCharges/ >
</[itenpr
</reservedl nst ancesSet >
</ Descri beReser vedl nst ancesResponse>

Example Request

This example filters the response to include only one-year, m1.small Linux/UNIX Reserved Instances. If
you want Linux/UNIX Reserved Instances specifically for use with a VPC, set the product description to
Li nux/ UNl X (Amazon VPC).

https://ec2. amazonaws. conl ?Act i on=Descri beReservedl nst ances
&Filter. 1. Nane=duration

&Filter.1. Val ue. 1=31536000

&Fi |l ter. 2. Nane=i nst ance-type
&Filter.2. Val ue. 1=ml. snal |

&Fi | ter. 3. Nanme=pr oduct - descri pti on
&Filter. 3. Val ue. 1=Li nux/ UNI X
&AUTHPARANS

Related Operations

¢ PurchaseReservedinstancesOffering (p. 372)
¢ DescribeReservedinstancesOfferings (p. 258)
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DescribeReservedinstancesListings

Description

Describes your account's Reserved Instance listings in the Reserved Instance Marketplace. This call
returns information, such as the ID of the Reserved Instance to which a listing is associated.

The Reserved Instance Marketplace matches sellers who want to resell Reserved Instance capacity that
they no longer need with buyers who want to purchase additional capacity. Reserved Instances bought
and sold through the Reserved Instance Marketplace work like any other Reserved Instances.

As a seller, you choose to list some or all of your Reserved Instances, and you specify the upfront price
you want to receive for them. Your Reserved Instances are then listed in the Reserved Instance
Marketplace and are available for purchase.

As a buyer, you specify the configuration of the Reserved Instance you want to purchase, and the
Marketplace will match what you're searching for with what's available. The Marketplace will first sell the
lowest priced Reserved Instances to you, and continue to sell available Reserved Instance listings to you
until your demand is met. You will be charged based on the total price of all of the listings that you
purchase.

For more information about Reserved Instance Marketplace, go to Reserved Instance Marketplace in the
Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required
Reservedl nst anceslLi s The information about the Reserved Instance ' No
tingld.n listing wrapped in an i t emelement.

Type:

DescribeReservedinstancesListingSetitemType (p.456)
Default: None

Reservedl nst ancesl d. n The set of Reserved Instances IDs which are | No
used to see associated listings.
Type:
DescribeReservedInstancesSetltemType (p. 460)
Default: None

Filter.n. Nane The name of a filter. See the table in the No
Supported Filters section for a list of supported
filter names.

Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the No
Supported Filters section for a list of supported
values for each filter.

Type: String
Default: None
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Supported Filters

Our policy is to provide filters for all ec2- descri be calls so that you can limit the response to your
specified criteria. Therefore, you can use filters to limit the response when describing Reserved Instances
listings, even though you can use other options instead.

For example, you can use a filter or an option to get the listing of Reserved Instances that are in an active
state. You can also specify multiple options or filters (for example, to limit the response to the Reserved
Instances listings that are in the closed state with a specific status message). The response includes
information for a listing only if it matches all options or filters. If there's no match, no special message is
returned, the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name

st at us

st at us- nessage

reserved-i nstances-1isting-id

reserved-instances-id

Description

Status of the Reserved Instance listing.
Valid values: pending | active | cancelled | closed.
Type: String

Reason for the status.
Type: String

The ID of the Reserved Instances listing.
Type: String

The ID of the Reserved Instances.
Type: String

Response Elements

The elements in the following table are wrapped in a
Descri beReser vedl nst ancesLi sti ngsResponseType element.

Name

request!d

reservedl nst anceslLi s
tingsSet

Description

The ID of the request to describe Reserved Instance listing.
Type: String

The Reserved Instance listing information wrapped inan it em
element.

Type:
DescribeReservedInstancesListingsResponseSetltemType (p. 455)
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Examples

Example Request

This example shows all the listings associated with your account.

http://ec2. amazonaws. conf ?Act i on=Descri beReser vedl nst ancesLi sti ngs
&AUTHPARANS

Example Response

<Descri beReser vedl nst ancesLi sti ngsResponse>
<request | d>cec5c904- 8f 3a- 4de5- 8f 5a- f f 7f 9EXAMPLE</ r equest | d>
<reservedl nst ancesLi sti ngsSet >
<itenw
<reservedl nst ancesLi sti ngl d>253df bf 9- c335- 4808- b956-
d942c9ef 5¢83</reservedl nst anceslLi sti ngl d>
<reservedl nst ancesl| d>af 9f 760e- 64a5- 4739- b416- a27540bf 4b19</ r eser ved
I nst ancesl d>
<cr eat eDat €>2012- 07- 06T19: 35: 29. 000Z</ cr eat eDat e>
<updat eDat €>2012- 07- 06T19: 35: 30. 000Z</ updat eDat e>
<status>active</status>
<st at usMessage>ACTI VE</ st at usMessage>
<i nst anceCount s>
<itenw
<st at e>Avai | abl e</ st ate>
<i nst anceCount >20</ i nst anceCount >
</itenr
<itenw
<st at e>Sol d</ st at e>
<i nst anceCount >0</ i nst anceCount >
</itenpr
<itenw
<st at e>Cancel | ed</ st at e>
<i nst anceCount >0</ i nst anceCount >
</itenr
<itenw
<st at e>Pendi ng</ st at e>
<i nst anceCount >0</ i nst anceCount >
</itenpr
</i nst anceCount s>
<pri ceSchedul es>
<itenw
<ternp8</ternm
<pri ce>480. 0</pri ce>
<cur r encyCode>USD</ cur r encyCode>
<active>fal se</active>
</itenr
<itenw
<ternmp7</ternmp
<pri ce>420.0</price>
<cur r encyCode>USD</ cur r encyCode>
<active>fal se</active>
</itenr
<itenw
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<ternp6</ternr
<pri ce>360. 0</price>
<currencyCode>USD</ cur r encyCode>
<active>active</active>
</[itenpr
<itene
<ternpb5</terne
<pri ce>300. 0</ price>
<currencyCode>USD</ curr encyCode>
<active>fal se</active>
</[itenpr
<itene
<ternp4</ternmr
<pri ce>240. 0</price>
<currencyCode>USD</ curr encyCode>
<active>fal se</active>
</[itenpr
<itene
<ternep3</terne
<pri ce>180. 0</pri ce>
<currencyCode>USD</ cur r encyCode>
<active>fal se</active>
</itenpr
<itene
<ternmp2</ternme
<pri ce>120. 0</price>
<currencyCode>USD</ cur r encyCode>
<active>fal se</active>
</[itenpr
<itene
<ternpl</ternm
<price>60. 0</price>
<currencyCode>USD</ cur r encyCode>
<active>fal se</active>
</[itenpr
</ priceSchedul es>
<t agSet/ >
<cl i ent Token>nycl i entt okenl</cl i ent Token>
</[itenpr
</ reservedl nst anceslLi sti ngsSet >
</ Descri beReservedl nst ancesLi sti ngsResponse>

Related Operations

¢ CancelReservedInstancesListing (p. 49)
¢ CreateReservedinstancesListing (p. 85)
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DescribeReservedinstancesOfferings

Description

Describes Reserved Instance offerings that are available for purchase. With Amazon EC2 Reserved
Instances, you purchase the right to launch Amazon EC2 instances for a period of time. During that time
period you will not receive insufficient capacity errors, and you will pay a lower usage rate than the rate
charged for On-Demand instances for the actual time used.

Starting with the 2011-11-01 API version, AWS expanded its offering of Amazon EC2 Reserved Instances
to address a range of projected instance usage. There are three types of Reserved Instances based on
customer utilization levels: Heavy Utilization, Medium Utilization, and Light Utilization. You determine the
type of the Reserved Instances offerings by including the optional of f er i ngType parameter when calling
Descri beReser vedl nst ancesO f eri ngs. The Medium Utilization offering type is equivalent to the
Reserved Instance offering available before API version 2011-11-01. If you are using tools that predate
the 2011-11-01 API version, Descri beReser vedl nst ancesO f er i ngs will only list information about
the Medi um WUtilizati on Reserved Instance offering type.

For information about Reserved Instances pricing, go to Understanding Reserved Instance Pricing Tiers
in the Amazon Elastic Compute Cloud User Guide. For more information about Reserved Instances, go
to Reserved Instances also in the Amazon Elastic Compute Cloud User Guide.

Starting with the 2012-08-15 API version, AWS offers the Reserved Instance Marketplace, where you
can buy and sell Reserved Instances. The Reserved Instance Marketplace matches sellers who want to
resell Reserved Instance capacity that they no longer need with buyers who want to purchase additional
capacity. Reserved Instances bought and sold through the Reserved Instance Marketplace work like any
other Reserved Instances.

By default, with the 2012-08-15 API version, Descr i beReser vedl nst ancesO f er i ngs returns
information about AWS and Reserved Instance Marketplace offerings. If you are using tools that predate
the 2012-08-15 API version, Descri beReser vedl nst ancesO f er i ngs will only list information about
the Amazon EC2 Reserved Instance offerings.

For more information about the Reserved Instance Marketplace, go to Reserved Instance Marketplace
in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required
Reser vedl nst ancesOf f | One or more Reserved Instances offering IDs. No
eringld.n Type: String

Default: None

I nst anceType The Amazon EC2 instance type on which the Reserved | No
Instance can be used. See Available Instance Types for
more information.

Type: String
Default: None

Avai |l abi lityZone The Availability Zone in which the Reserved Instance can | No
be used.

Type: String
Default: None
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Request Parameters

Name

Product Descri ption

Filter.n. Name

Filter.n.Value. m

I nst anceTenancy

O feringType

I ncl udeMar ket pl ace

M nDur at i on

MaxDur at i on

Max| nst anceCount

Description

The Reserved Instance description. Instances that include
(Amazon VPC) in the description are for use with Amazon
VPC.

Type: String

Valid Values: Li nux/ UNI X | Li nux/ UNI X ( Amazon
VPC) | Wndows | Wndows (Amazon VPC)
Default: None

The name of afilter. See the table in the Supported Filters
section for a list of supported filter names.

Type: String
Default: None

A value for the filter. See the table in the Supported Filters
section for a list of supported values for each filter.

Type: String
Default: None

The tenancy of the Reserved Instance offering. A Reserved
Instance with tenancy of dedicated will run on single-tenant
hardware and can only be launched within a VPC.

Type: String
Valid Values: def aul t | dedi cat ed
Default: default

The Reserved Instance offering type.

Type: String

Valid Values: Heavy Utilization|Medi um
Utilization]|Light Utilization
Default: none

Include Marketplace offerings in the response.
Type: Boolean
Default: true

Minimum duration (in seconds) to filter when searching for
offerings.

Type: Long
Default: 2592000 (1 month)

Maximum duration (in seconds) to filter when searching
for offerings.

Type: Long
Default: 94608000 (3 years)

Maximum number of instances to filter when searching for
offerings.

Type: Integer
Default: 20

Required
No

No

No

No
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Name Description Required
Next Token Token to use when requesting the next paginated set of | No
offerings.
Type: String

Default: First page of results if the string is empty.

MaxResul t's Maximum number of offerings to return. No
Type: Integer
Default: 1000
Maximum: 1000

Supported Filters

Our policy is to provide filters for all ec2- descri be calls so that you can limit the response to your
specified criteria. Therefore, you can use filters to limit the response when describing Reserved Instances
offerings, even though you can use other options instead.

For example, you could use an option or a filter to get the offerings for a specific instance type. You can
specify multiple options or filters (for example, limit the response to the m2.xlarge instance type, and only
for Windows instances). The response includes information for an offering only if it matches all options
or filters. If there's no match, no special message is returned, the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description

avail ability-zone The Availability Zone where the Reserved Instance
can be used.

Type: String

duration The duration of the Reserved Instance (for
example, one year or three years), in seconds.

Type: Long
Valid values: 31536000 | 94608000

fixed-price The purchase price of the Reserved Instance (for
example, 9800. 0)

Type: Double

i nstance-type The Amazon EC2 instance type on which the
Reserved Instance can be used.

Type: String

mar ket pl ace Set to t r ue to show only Reserved Instance
Marketplace offerings. When this filter is not used,
which is the default behavior, all offerings from
AWS and Reserved Instance Marketplace are
listed.

Type: Boolean
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Filter Name

product - descri ption

reserved-instances-offering-id

usage-price

Response Elements

The elements in the following table are wrapped in a

Description

The description of the Reserved Instance.

Type: String

Valid values: Li nux/ UNI X | Li nux/ UNI X
(Amazon VPC) | W ndows | W ndows (Anazon
VPC)

The Reserved Instances offering ID.
Type: String

The usage price of the Reserved Instance, per hour
(for example, 0. 84)

Type: Double

Descri beReservedl nst ancesO f eri ngsResponse element.

Name Description
requestlid The ID of the request.

Type: String
reservedl nst ancesOf f A list of Reserved Instances offerings. Each offering's information is
eringsSet wrapped in an i t emelement.

Type:

DescribeReservedinstancesOfferingsResponseSetltemType (p. 457)
next Token Specifies the next paginated set of results to return.

Type: String
Examples

Example Describing Reserved Instance Marketplace

Offerings Only

This example requests a list of Linux/UNIX, Light Utilization Reserved Instances that are available through

the Reserved Instance Marketplace only.

http://ec2. amazonaws. com ?Act i on=Descri beReservedl nst ancesO f eri ngs

&Fi | ter. 0. Nane=nar ket pl ace
&Filter. 0. Val ue. 1=true

&l ncl udeMar ket pl ace=t rue
&OF f eri ngType=Li ght +Utili zation

&Pr oduct Descri pti on=Li nux%2FUNI X&

&Ver si on=2012- 08- 15
S&AUTHPARANS
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Note
When using the Query API the “/" is denoted as “%2F".

This is the response listing Reserved Instance Marketplace offerings only.

<Descri beReservedl nst ancesO f eri ngsResponse xm ns='"http://ec2. anazon
aws. coni doc/ 2012- 08- 15/ "' >
<request | d>2bc7daf a- daf d- 4257- bdf 9- c0814EXAMPLE</ r equest | d>
<reservedl nst ancesO f eri ngsSet >
<itene
<reservedl nst ancesO f eri ngl d>a6ce8269- 7b8c- 42cd- a7f 5-
0841c726bedc</reservedl nstancesO feri ngl d>
<i nstanceType>ml. | arge</i nst anceType>
<avai |l abi |l i tyZone>us- east - la</avail abilityZone>
<dur at i on>90720000</ dur ati on>
<fi xedPri ce>4083. 333333</fi xedPri ce>
<usagePri ce>0. 124</ usagePri ce>
<product Descri pti on>Li nux/ UNI X</ pr oduct Descri pti on>
<i nstanceTenancy>def aul t </ i nst anceTenancy>
<currencyCode>USD</ cur r encyCode>
<of feringType>Li ght Utilization</offeringType>
<recurringCharges/ >
<mar ket pl ace>t r ue</ mar ket pl ace>
<pri ci ngDet ai | sSet >
<itene
<pri ce>4083. 333333</ pri ce>
<count >1</ count >

<litenpr
</ pricingDet ai | sSet >
<litenpr
<itenp

<reservedl nst ancesO f eri ngl d>9948307c- 4e03- 4f f b- 8bd3-
8dea689513ch</reservedl nst ancesO f eri ngl d>
<i nst anceType>ml. x| arge</i nst anceType>
<avai |l abi |l i tyZone>us- east - 1b</ avai |l abi | ityZone>
<dur at i on>28512000</ dur ati on>
<fixedPrice>430. 0</fi xedPri ce>
<usagePri ce>0. 0</ usagePri ce>
<product Descri pti on>Li nux/ UNI X</ pr oduct Descri pti on>
<i nst anceTenancy>def aul t </ i nst anceTenancy>
<currencyCode>USD</ cur r encyCode>
<of feringType>Li ght Utilization</offeringType>
<recurringCharges>
<itenp
<frequency>Hour | y</frequency>
<anount >0. 29</ anount >
</litenpr
</ recurringCharges>
<mar ket pl ace>t r ue</ mar ket pl ace>
<pri ci ngDet ai | sSet >
<itenp
<pri ce>430. 0</price>
<count >2</ count >
</litenpr
</ pricingDet ai | sSet >
</litenpr
</reservedl nst ancesCf f eri ngsSet >
</ Descri beReservedl nst ancesO f eri ngsResponse>
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Example Describing AWS Offerings Only

By default, with the 2012-08-15 API version, Descri beReser vedl nst ancesO f eri ngs returns
information about AWS Reserved Instances and Reserved Instance Marketplace offerings. If you want
a list of AWS offerings only, set | ncl udeMar ket pl ace to f al se.

http://ec2. amazonaws. conl ?Act i on=Descri beReser vedl nst ancesOf f eri ngs
&l ncl udeMar ket pl ace=f al se

&Ver si on=2012- 08- 15

&AUTHPARANS

Example Using MaxResults and nextToken to Manage
Results

API version 2012-08-15 provides pagination support, which means that you can query the results
sequentially and in parts. Use MaxResul t s to specify the maximum number of results that will be returned
in the response. Then each paginated response will contain a next Token, which can be provided as
input to a subsequent Descri beReser vedl nst ancesO f eri ngs call to fetch the next page.

http://ec2. amazonaws. com ?Act i on=Descri beReservedl nst ancesO f eri ngs
&VvaxResul t s=5

&Ver si on=2012- 08- 15

&AUTHPARANS

The response should look similar to the following example.

<Descri beReservedl nst ancesO f eri ngsResponse>
<request | d>d072f 652- cc57- 458c- 89e0- e6c02EXAMPLE</ r equest | d>
<reservedl nstancesO f eri ngsSet >
<itemp
<reservedl nstancesO f eri ngl d>649f dOc8- 7846- 46b8- 8f 84-
a6400ea2a8f 4</reservedl nst ancesO f eri ngl d>
<i nstanceType>ni. | ar ge</i nst anceType>
<avai | abi | i tyZone>us- east - 1la</ avai | abi | i t yZone>
<dur at i on>94608000</ dur at i on>
<fi xedPri ce>1200. 0</fi xedPri ce>
<usagePri ce>0. 0</ usagePri ce>
<product Descri pti on>Li nux/ UNI X (Amrazon VPC) </ product Descri pti on>
<i nst anceTenancy>def aul t </ i nst anceTenancy>
<cur r encyCode>USD</ cur r encyCode>
<of feri ngType>Heavy Utili zation</of feringType>
<recurringCharges>
<itemp
<frequency>Hour | y</frequency>
<anount >0. 052</ anount >
</itenr
</ recurringCharges>
<mar ket pl ace>f al se</ nar ket pl ace>
<pricingDetail sSet/>
</itenr
<itemp
<reservedl nst ancesO f eri ngl d>e5a2f f 3b- a4f 3- 477c- 8928- dbd0016cad
db</reservedl nstancesO feri ngl d>
<i nstanceType>ni. | ar ge</i nst anceType>
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<avai |l abi |l ityZone>us- east - la</avail abilityZone>
<dur at i on>94608000</ dur at i on>
<fi xedPri ce>1000. 0</fi xedPri ce>
<usagePri ce>0. 076</ usagePri ce>
<product Descri pti on>Li nux/ UNI X (Amazon VPC) </ product Descri pti on>
<i nst anceTenancy>def aul t </ i nst anceTenancy>
<currencyCode>USD</ curr encyCode>
<of feri ngType>Medi um Utilization</offeringType>
<recurringCharges/ >
<mar ket pl ace>f al se</ mar ket pl ace>
<pricingDetail sSet/>

</itemp

</ reservedl nst ancesCf f eri ngsSet >
<next Token>h/ C8YKPBHE] WV8xKz1827/ Zzyb0Vgsqkj Ro3TghFYeE=</ next Token>
</ Descri beReservedl nst ancesO f eri ngsResponse>

Then, you can use the next Token to fetch the next page. The request should look like the following
example.

http://ec2. amazonaws. com ?Act i on=Descri beReservedl nst ancesO f eri ngs
&VvaxResul t s=5

&Next Token=h/ C8YKPQBHE] WBxKz1827/ Zzyb0Vqgsgkj Ro3TghFYeE=

&Ver si on=2012- 08- 15

&AUTHPARANS

The response should be similar to the following example.

<Descri beReservedl nst ancesO f eri ngsResponse>
<request | d>652900ca- 902c- 42f a- b8ae- da67bEXAMPLE</ r equest | d>
<reservedl nst ancesO f eri ngsSet >
<itemp
<reservedl nstancesO f eri ngl d>438012d3- 496e- 4ab3- b1f 6-
38f f e8469244</ r eservedl nst ancesO f eri ngl d>
<i nstanceType>ni. | ar ge</i nst anceType>
<avai | abi | i tyZone>us- east - 1la</ avai | abi | i t yZone>
<dur at i on>94608000</ dur at i on>
<fixedPrice>425. 2</fi xedPri ce>
<usagePri ce>0. 124</ usagePri ce>
<pr oduct Descri pti on>Li nux/ UNI X</ pr oduct Descri pti on>
<i nst anceTenancy>def aul t </ i nst anceTenancy>
<cur r encyCode>USD</ cur r encyCode>
<of feringType>Li ght Utilization</offeringType>
<recurringCharges/ >
<mar ket pl ace>f al se</ nar ket pl ace>
<pricingDetail sSet/>
</itenr
<itemp
<reservedl nstancesO f eri ngl d>248e7b75- 579e- 4599- a34d-
ch6aa9ba2ac8</reservedl nst ancesO f eri ngl d>
<i nstanceType>ni. | ar ge</i nst anceType>
<avai | abi | i tyZone>us- east - 1la</ avai | abi | i t yZone>
<dur at i on>31536000</ dur ati on>
<fixedPrice>780. 0</fi xedPri ce>
<usagePri ce>0. 0</ usagePri ce>
<pr oduct Descri pti on>Li nux/ UNI X</ pr oduct Descri pti on>
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<i nst anceTenancy>def aul t </ i nst anceTenancy>
<currencyCode>USD</ curr encyCode>
<of feringType>Heavy Utilization</offeringType>
<recurringCharges>
<itene
<frequency>Hourl y</frequency>
<anount >0. 064</ anount >
</itenpr
</recurringCharges>
<mar ket pl ace>f al se</ mar ket pl ace>
<pricingDetail sSet/>
</[itenpr

</ reservedl nst ancesCf f eri ngsSet >
<next Token>69AJRhmbxVUF8YCKAs2HsQ yqa246eTkW23eNFTKw=</ next Token>
</ Descri beReservedl nst ancesO f eri ngsResponse>

Example Request

This example describes available Reserved Instance offerings.

https://ec2. amazonaws. com ?Act i on=Descri beReservedl nst ancesO f eri ngs
&AUTHPARANS

Example Response

<Descri beReservedl nst ancesO f eri ngsResponse xm ns="http://ec2. amazon
aws. com doc/ 2012-12-01/">
<request | d>48692ald- 3036- 48f d- 8cOe- d34681b97ef dEXAMPLE</ r equest | d>
<reservedl nst ancesO f eri ngsSet >
<itemp
<reservedl nstancesO f eri ngl d>248e7b75- c83a- 48c1- bcf 7-
b7f 03e9c43f eEXAMPLE</ r eser vedl nst ancesOf f eri ngl d>
<i nst anceType>c1. nedi unx/i nst anceType>
<avai | abi | i tyZone>us- east - 1b</ avai | abi | i t yZone>
<dur at i on>94608000</ dur at i on>
<fi xedPri ce>700. 0</fi xedPrice>
<usagePri ce>0. 06</ usagePri ce>
<product Descri pti on>Li nux/ UNI X (Amrazon VPC) </ product Descri pti on>
<i nst anceTenancy>def aul t </ i nst anceTenancy>
<cur r encyCode>USD</ cur r encyCode>
<of feri ngType>Medi um Utili zati on</offeringType>
<recurringCharges/ >
</itenr

</reservedl nstancesOf f eri ngsSet >
</ Descri beReservedl nst ancesO f eri ngsResponse>

Example Request

This example filters the response to include only one-year, m1.small or m1.large Linux/UNIX Reserved
Instances. If you want Linux/UNIX Reserved Instances specifically for use with a VPC, set the product
description to Li nux/ UNI X (Amazon VPC).
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https://ec2. amazonaws. conl ?Act i on=Descri beReservedl nstancesO f eri ngs
&Filter.1. Name=duration

&Filter. 1. Val ue. 1=31536000

&Fi l ter. 2. Nane=i nst ance-type
&Filter.2. Val ue. 1=ml. smal |
&Filter.2. Val ue. 2=ml. | arge

&Fi I ter. 3. Name=pr oduct - descri pti on
&Fi I ter. 3. Val ue. 1=Li nux/ UNI X
&AUTHPARAMS

Related Operations

¢ PurchaseReservedInstancesOffering (p. 372)
e DescribeReservedinstances (p. 250)
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DescribeRouteTables

Description

Describes one or more of your route tables.

For more information about route tables, see Route Tables in the Amazon Virtual Private Cloud User
Guide.

Request Parameters

Name Description Required
Rout eTabl el d. n One or more route table IDs. No
Type: String

Default: Returns all route tables, or only those
otherwise specified.

Filter.n. Name The name of a filter. See the table in the No
Supported Filters section for a list of supported
filter names.

Type: String
Default: None

Filter.n.Value. m A value for the filter. See the table in the No
Supported Filters section for a list of supported
values for each filter.

Type: String
Default: None

Supported Filters

You can specify filters so that the response includes information for only certain tables. For example, you
can use a filter to specify that you're interested in the tables associated with a particular subnet. You can
specify multiple values for a filter. The response includes information for a table only if it matches at least
one of the filter values that you specified.

You can specify multiple filters; for example, specify tables that have a specific route and are associated
with a specific subnet. The response includes information for a table only if it matches all the filters that
you specified. If there's no match, no special message is returned, the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description

associ ation. rout e-tabl e-associ ation-id | The ID of an association ID for the route table.
Type: String
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Filter Name Description

associ ation.route-table-id The ID of the route table involved in the association.
Type: String

associ ation. subnet-id The ID of the subnet involved in the association.
Type: String

associ ation. main Indicates whether the route table is the main route

table for the VPC.
Type: Boolean

route-table-id The ID of the route table.
Type: String

rout e. desti nati on-cidr-bl ock The CIDR range specified in a route in the table.
Type: String

route. gateway-id The ID of a gateway specified in a route in the
table.

Type: String

route.instance-id The ID of an instance specified in a route in the
table.

Type: String

route.origin Describes how the route was created.
Type: String
Valid values: CreateRouteTable | CreateRoute |
EnableVgwRoutePropogation

Cr eat eRout eTabl e indicates that route was
automatically created when the route table was
created.

Cr eat eRout e indicates that the route was
manually added to the route table.

Enabl eVgwRout ePr opagat i on indicates that the
route was propagated by route propagation.

route.state The state of a route in the route table. The
bl ackhol e state indicates that the route's target
isn't available (for example, the specified gateway
isn't attached to the VPC, the specified NAT
instance has been terminated, and so on).
Type: String
Valid values: act i ve | bl ackhol e
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Filter Name Description

t ag- key The key of a tag assigned to the resource. This
filter is independent of the t ag- val ue filter. For
example, if you use both the filter
"t ag- key=Pur pose" and the filter "t ag- val ue=X",
you get any resources assigned both the tag key
Pur pose (regardless of what the tag's value is),
and the tag value X (regardless of what the tag's
key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this
table.

For more information about tags, see Tagging Your
Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String

t ag- val ue The value of a tag assigned to the resource. This
filter is independent of the t ag- key filter.

Type: String

tag: key Filters the response based on a specific tag/value
combination.

Example: To list just the resources that have been
assigned tag Purpose=X, specify:

Filter. 1. Nane=t ag: Pur pose

Filter. 1. Val ue. 1=X

Example: To list just resources that have been
assigned tag Purpose=X OR Purpose=Y, specify:
Filter. 1. Nane=t ag: Pur pose

Filter. 1. Val ue. 1=X

Filter. 1. Val ue. 2=Y

vpc-id The ID of the VPC for the route table.
Type: String

Response Elements

The elements in the following table are wrapped in a Descr i beRout eTabl esResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

rout eTabl eSet A list of route tables, each one wrapped in an i t emelement.
Type: RouteTableType (p. 513)
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Examples

Example Request

This example describes all route tables in the VPC.

https://ec2. amazonaws. com ?Act i on=Descri beRout eTabl es

Example Response

The first route table in the returned list is the VPC's main route table. Its association ID represents the
association between the table and the VPC

Descri beRout eTabl esResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/" >
<r equest | d>6f 570b0b- 9¢c18- 4b07- bdec- 73740dcf 861a</r equest | d>
<r out eTabl eSet >
<itenp
<rout eTabl el d>rt b- 13ad487a</ r out eTabl el d>
<vpcl d>vpc-11ad4878</ vpcl d>
<r out eSet >
<itenp
<destinati onGCi dr Bl ock>10. 0. 0. 0/ 22</ dest i nati onCi dr Bl ock>
<gat ewayl d>| ocal </ gat eway| d>
<st at e>acti ve</ st at e>
<ori gi n>Cr eat eRout eTabl e</ ori gi n>
</itenp
</ rout eSet >
<associ at i onSet >
<itenp
<r out eTabl eAssoci ati onl d>rt bassoc- 12ad487b</ r out eTabl eAssoci
ationld>
<rout eTabl el d>rt b- 13ad487a</r out eTabl el d>
<mai n>t rue</ mai n>
</litenp
</ associ ati onSet >
<tagSet/ >
</itenp
<itenp
<rout eTabl el d>rt b-f 9ad4890</ r out eTabl el d>
<vpcl d>vpc-11ad4878</ vpcl d>
<r out eSet >
<itenp
<destinati onGCi dr Bl ock>10. 0. 0. 0/ 22</ dest i nati onCi dr Bl ock>
<gat ewayl d>| ocal </ gat eway| d>
<st at e>acti ve</ st at e>
<ori gi n>Cr eat eRout eTabl e</ ori gi n>
</itenp
<itenp
<destinati onGCi dr Bl ock>0. 0. 0. 0/ 0</ dest i nati onCi dr Bl ock>
<gat ewayl d>i gw eaad4883</ gat ewayl| d>
<st at e>acti ve</ st at e>
</itenp
</ rout eSet >
<associ at i onSet >
<itenp
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<rout eTabl eAssoci ati onl d>rt bassoc-faad4893</ r out eTabl eAssoci

ationl d>
<rout eTabl el d>rt b-f 9ad4890</ r out eTabl el d>
<subnet | d>subnet - 15ad487c</ subnet | d>
</itemp
</ associ ati onSet >
<t agSet/ >
</itemp

</ rout eTabl eSet >
</ Descri beRout eTabl esResponse>

Related Operations

¢ AssociateRouteTable (p. 23)

¢ DisassociateRouteTable (p. 339)

¢ DeleteRouteTable (p. 140)

¢ CreateRouteTable (p. 92)

¢ ReplaceRouteTableAssociation (p. 390)
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DescribeSecurityGroups

Description

A security group is for use with instances either in Amazon EC2 or in a specific VPC. For more information,
see Amazon EC2 Security Groups in the Amazon Elastic Compute Cloud User Guide and Security Groups
for Your VPC in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
G oupNane. n One or more security group hames. No
Type: String

Default: Describes all your security groups, or only those
otherwise specified.

Condition: For EC2, you can specify either G oupNane or
Groupld

Groupld.n One or more security group IDs. No
Type: String
Default: Describes all your security groups, or only those
otherwise specified.

Condition: Required for a VPC; for EC2, you can specify
either G oupNane or G oupl d

Filter.n. Nanme The name of a filter. See the table in the Supported Filters | No
section for a list of supported filter names.

Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the Supported Filters | No
section for a list of supported values for each filter.

Type: String
Default: None

Supported Filters

You can specify filters so that the response includes information for only certain security groups. For
example, you can use a filter to specify that you're interested in groups whose name contains a specific
string. You can specify multiple values for a filter. The response includes information for a security group
only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify group's whose name contains a specific string, and
that give permission to another security group with a different string in its name. The response includes
information for a group only if it matches all the filters that you specified. If there's no match, no special
message is returned, the response is simply empty.

Important

Filters are based on literal strings only. This is important to remember when you want to use
filters to return only security groups with access allowed on a specific port number or numbers.
For example, suppose that you want to get all groups that have access on port 22, and that
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GroupA gives access on a range of ports using f r onPPor t =20 and t oPor t =30. If you filter with
i p-perm ssion. from port=22orip-perm ssion.to-port=22 (or both), the response
does not contain information for GroupA. You get information for GroupA only if you specify

i p- perm ssion. from port=20orip-permn ssion.to-port=30 (or both).

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *anmazon?\ .

The following table lists the available filters.

Filter Name Description

descri ption The description of the security group.
Type: String

group-id The ID of the security group.
Type: String

gr oup- nane The name of the security group.
Type: String

i p- perm ssion. ci dr The CIDR range that has been granted the
permission.
Type: String

i p-perm ssion. fromport The start of port range for the TCP and UDP
protocols, or an ICMP type number.
Type: String

i p- perm ssi on. gr oup- nane The name of security group that has been granted
the permission.
Type: String

i p- per m ssi on. prot ocol The IP protocol for the permission.
Type: String
Valid values:t cp |udp | i cnp or a protocol number

i p- perm ssion.to-port The end of port range for the TCP and UDP
protocols, or an ICMP code.
Type: String

i p-perm ssion.user-id The ID of an AWS account that has been granted
the permission.
Type: String

owner-id The AWS account ID of the owner of the security
group.
Type: String

t ag- key The key of a tag assigned to the security group.
Type: String

tag-val ue The value of a tag assigned to the security group.
Type: String
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Filter Name Description

vpc-id Only return the security groups that belong to the
specified VPC ID.
Type: String

Response Elements

The elements in the following table are wrapped in a Descri beSecurit yGr oupsResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

securityG ouplnfo A list of security groups, each one wrapped in an i t emelement.
Type: SecurityGroupltemType (p. 519)

Examples

Example Request

This example returns information about two security groups that are configured for the account.

https://ec2. amazonaws. com ?Act i on=Descri beSecurityG oups
&G oupNane. 1=\\ebSer ver s

&G oupNane. 2=RangedPor t sBySour ce

&AUTHPARAMS

Example Response

<Descri beSecurityG oupsResponse xm ns="http://ec2. amazonaws. com doc/ 2012- 12-
01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<securityG oupl nf o>
<itemp
<owner |1 d>111122223333</ owner | d>
<groupl d>sg- 1a2b3c4d</ gr oupl d>
<gr oupNanme>WebSer ver s</ gr oupNane>
<groupDescri pti on>Wb Servers</groupDescri ption>
<vpcl d/ >
<i pPer ni ssi ons>
<itemp
<i pPr ot ocol >t cp</i pProtocol >
<f r omPor t >80</fronPort >
<t oPort >80</ t oPort >
<groups/ >
<i pRanges>
<itemp
<ci drlp>0.0.0.0/0</cidrlp>
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</itenpr
</ i pRanges>
</[itenpr
</i pPer m ssi ons>
<i pPer m ssi onsEgr ess/ >
</[itenpr
<itene
<owner | d>111122223333</ owner | d>
<groupl d>sg- 2a2b3c4d</ gr oupl d>
<gr oupNane>RangedPor t sBySour ce</ gr oupNane>
<groupDescri pti on>Group A</ groupDescription>
<i pPer nm ssi ons>
<itene
<i pProt ocol >t cp</i pProtocol >
<f r onPor t >6000</ f r onPor t >
<t oPort >7000</t oPor t >
<groups>
<itene
<user|d>111122223333</ user | d>
<groupl d>sg- 3a2b3c4d</ gr oupl d>
<gr oupName>G oup B</ gr oupNane>
</[itenpr
</ groups>
<i pRanges/ >
</[itenpr
</i pPer m ssi ons>
<i pPer m ssi onsEgr ess/ >
</[itenpr
</ securityG oupl nfo>
</ Descri beSecurityG oupsResponse>

Example Request

This example returns information about all security groups that grant access over TCP specifically on
port 22 from instances in either the app_ser ver _gr oup or dat abase_gr oup.

https://ec2. amazonaws. com ?Act i on=Descri beSecurityG oups

&Fi Il ter. 1. Nane=i p- per i ssi on. prot ocol
&Filter. 1. Value. 1=tcp

&Fi | ter. 2. Nane=i p- perm ssi on. from port
&Filter. 2. Val ue. 1=22

&Fi | ter. 3. Nane=i p- permi ssi on. t o- port
&Filter. 3. Val ue. 1=22

&Fi | ter. 4. Nane=i p- per m ssi on. gr oup- nane
&Filter. 4. Val ue. 1=app_server _group
&Filter. 4. Val ue. 2=dat abase_gr oup
&AUTHPARANS

Related Operations

¢ CreateSecurityGroup (p. 94)

¢ AuthorizeSecurityGrouplngress (p. 36)
¢ RevokeSecurityGrouplngress (p. 414)
¢ DeleteSecurityGroup (p. 142)
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DescribeSnapshotAttribute

Description

Describes an attribute of the specified snapshot. You can specify only one attribute at a time.

Request Parameters

Name Description Required

Snapshot 1 d The ID of the Amazon EBS snapshot. Yes
Type: String
Default: None

Attribute The snapshot attribute. Yes
Type: String

Default: None

Valid values: cr eat eVol unmePer mi ssi on |
pr oduct Codes

Response Elements

The elements in the following table are wrapped in a Descr i beSnapshot At t ri but eResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

snapshot | d The ID of the Amazon EBS snapshot.
Type: xsd:string

creat eVol umePer i ssi on A list of permissions for creating volumes from the snapshot. Each
permission is wrapped in an i t emelement.

Type: CreateVolumePermissionltemType (p. 450)

pr oduct Codes A list of product codes. Each product code is wrapped in an item
el ement type that contains a product code and a type.

Type: ProductCodesSetltemType (p. 508)

Examples

Example Request

This example describes permissions for the snap-1a2b3c4d snapshot.

https://ec2. amazonaws. com ?Act i on=Descri beSnapshot Attri bute
&Snapshot | d=snap- 1a2b3c4d
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&At t ri but e=cr eat eVol unePer m ssi on
&AUTHPARANS

Example Response

<Descri beSnapshot Attri but eResponse xm ns="http://ec2. anazonaws. coni doc/ 2012- 12-
01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- he587EXAMPLE</ r equest | d>
<snapshot | d>snap- 1la2b3c4d</ snapshot | d>
<cr eat eVol unePer m ssi on>
<itenp
<group>al | </ gr oup>
</[itenpr
</ cr eat eVol unePer m ssi on>
</ Descri beSnapshot Attri but eResponse>

Example Request

This example describes product codes associated with the snap-1a2b3c4d snapshot.

https://ec2. amazonaws. com ?Act i on=Descri beSnapshot Attri bute
&Snapshot | d=snap- 1a2b3c4d

&At t ri but e=pr oduct Codes

&AUTHPARANS

Example Response

<Descri beSnapshot Attri but eResponse xm ns="http://ec2. amazonaws. coni doc/ 2012- 04-
01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<snapshot | d>snap- 1a2b3c4d</ snapshot | d>
<pr oduct Codes>
<itenp
<pr oduct Code>alb2c3d4e5f 6g7h8i 9j 10k11</ pr oduct Code>
<t ype>mar ket pl ace</ type>
</itenr
</ pr oduct Codes>
</ Descri beSnapshot Attri but eResponse>

Related Operations

¢ ModifySnapshotAttribute (p. 366)
¢ DescribeSnapshots (p. 278)

¢ ResetSnapshotAttribute (p. 409)
¢ CreateSnapshot (p. 96)
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DescribeSnapshots

Description

Describes one or more of the Amazon EBS snapshots available to you. Snapshots available to you include
public snapshots available for any AWS account to launch, private snapshots you own, and private
shapshots owned by another AWS account but for which you've been given explicit create volume
permissions.

The create volume permissions fall into 3 categories:

Permission Description

public The owner of the snapshot granted create volume permissions for the snapshot
to the al I group. All AWS accounts have create volume permissions for these
shapshots.

explicit The owner of the snapshot granted create volume permissions to a specific AWS
account.

implicit An AWS account has implicit create volume permissions for all snapshots it owns.

The list of snapshots returned can be modified by specifying snapshot IDs, snapshot owners, or AWS
accounts with create volume permissions. If no options are specified, Amazon EC2 returns all snapshots
for which you have create volume permissions.

If you specify one or more snapshot IDs, only snapshots that have the specified IDs are returned. If you
specify an invalid snapshot ID, an error is returned. If you specify a snapshot ID for which you do not
have access, it will not be included in the returned results.

If you specify one or more snapshot owners, only snapshots from the specified owners and for which you
have access are returned. The results can include the AWS account IDs of the specified owners, anazon
for snapshots owned by Amazon, or sel f for snapshots that you own.

If you specify a list of restorable users, only snapshots with create snapshot permissions for those users
are returned. You can specify AWS account IDs (if you own the snapshot(s)), sel f for snapshots for
which you own or have explicit permissions, or al | for public snapshots.

Request Parameters

Name Description Required

Snapshotld. n One or more snapshot IDs. No
Type: String
Default: Describes snapshots for which you have launch
permissions.

Onner . n Returns the snapshots owned by the specified owner. No
Multiple owners can be specified.

Type: String
Valid values: sel f | amazon | AWS Account ID
Default: None
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Name Description Required

One or more AWS accounts IDs that can create volumes | No
from the snapshot.

Type: String
Default: None

Rest or abl eBy. n

Filter.n. Name The name of afilter. See the table in the Supported Filters | No

section for a list of supported filter names.
Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the Supported Filters | No

section for a list of supported values for each filter.
Type: String
Default: None

Supported Filters

You can specify filters so that the response includes information for only certain snapshots. For example,
you can use a filter to specify that you're interested in snapshots whose status is pendi ng. You can
specify multiple values for a filter. The response includes information for a snapshot only if it matches at
least one of the filter values that you specified.

You can specify multiple filters; for example, specify snapshot's that have a pendi ng status, and have
a specific tag. The response includes information for a snapshot only if it matches all the filters that you
specified. If there's no match, no special message is returned, the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name

description

owner - al i as

owner-id

progress

shapshot-id

start-tine

Description

A description of the snapshot.
Type: String

The AWS account alias (for example, amazon) that owns the snapshot.
Type: String

The ID of the AWS account that owns the snapshot.
Type: String

The progress of the snapshot, as a percentage (for example, 80%).
Type: String

The snapshot ID.
Type: String

The time stamp when the snapshot was initiated.
Type: DateTime
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Filter Name

st at us

t ag- key

tag-val ue

tag: key

vol unme-id

vol une- si ze

Description

The status of the snapshot.
Type: String
Valid values: pendi ng | conpl et ed | error

The key of a tag assigned to the resource. This filter is independent of the
t ag- val ue filter. For example, if you use both the filter "t ag- key=Pur pose
and the filter "t ag- val ue=X", you get any resources assigned both the tag
key Pur pose (regardless of what the tag's value is), and the tag value X
(regardless of what the tag's key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this table.

For more information about tags, see Tagging Your Resources in the Amazon
Elastic Compute Cloud User Guide.

Type: String

The value of a tag assigned to the resource. This filter is independent of the
t ag- key filter.

Type: String

Filters the response based on a specific tag/value combination.

Example: To list just the resources that have been assigned tag Purpose=X,
specify:

Filter. 1. Name=t ag: Pur pose

Filter. 1. Val ue. 1=X

Example: To list just resources that have been assigned tag Purpose=X OR
Purpose=Y, specify:

Filter.1l. Name=t ag: Pur pose

Filter. 1. Val ue. 1=X

Filter. 1. Val ue. 2=Y

The ID of the volume the snapshot is for.
Type: String

The size of the volume, in GiB (for example, 20).
Type: String

Response Elements

The elements in the following table are wrapped in a Descri beSnapshot sResponse element.

Name

requestl!d

snapshot Set

Description

The ID of the request.
Type: xsd:string

A list of snapshots. Each snapshot is wrapped in an i t emelement.
Type: DescribeSnapshotsSetltemResponseType (p. 461)
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Examples

Example Request

This example describes snapshot snap- 1a2b3c4d.

https://ec2. amazonaws. com ?Act i on=Descri beSnapshot s
&Snapshot | d=snap- 1a2b3c4d
&AUTHPARANS

Example Response

<Descri beSnapshot sResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<snapshot Set >
<itenp
<snapshot | d>snap- 1a2b3c4d</ snapshot | d>
<vol unel d>vol - 1a2b3c4d</ vol unel d>
<st at us>pendi ng</ st at us>
<start Ti me>YYYY- M\ DDTHH: MM SS. SSSZ</ st art Ti me>
<progr ess>80%/ pr ogr ess>
<owner|d>111122223333</ owner | d>
<vol uneSi ze>15</ vol uneSi ze>
<descri ption>Dai |l y Backup</description>
<t agSet/ >
<litenpr
</ snapshot Set >
</ Descri beSnapshot sResponse>

Example Request

This example filters the response to include only snapshots with the pendi ng status, and that are also
tagged with a value that includes the string db_.

https://ec2. amazonaws. conl ?Act i on=Descri beSnapshot s
&Filter. 1. Name=st at us

&Filter. 1. Val ue. 1=pendi ng

&Fil ter. 2. Nane=t ag- val ue

&Filter.2. Val ue. 1=*db_*

&AUTHPARANS

Example Response

<Descri beSnapshot sResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<snapshot Set >
<itene
<snapshot | d>snap- 1a2b3c4d</ snapshot | d>
<vol unel d>vol - 1a2b3c4d</ vol unel d>
<st at us>pendi ng</ st at us>
<start Ti mre>YYYY- M\t DDTHH. MM SS. SSSZ</ st art Ti ne>
<progr ess>30%/ pr ogr ess>
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<owner | d>111122223333</ owner | d>
<vol uneSi ze>15</ vol uneSi ze>
<descri ption>Dai |l y Backup</description>
<t agSet >
<itene
<key>Pur pose</ key>
<val ue>deno_db_14_backup</val ue>
</[itenpr
</t agSet >
</[itenpr
</ snapshot Set >
</ Descri beSnapshot sResponse>

Related Operations

¢ CreateSnapshot (p. 96)
¢ DeleteSnapshot (p. 144)
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DescribeSpotDatafeedSubscription

Description

Describes the datafeed for Spot Instances. For more information about Spot Instances, see Spot Instances
in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

The Descr i beSpot Dat af eedSubscri pti on operation does not have any request parameters.

Response Elements

The elements in the following table are wrapped in a Descr i beSpot Dat af eedSubscri pti onResponse

element.
Name Description
requestld The ID of the request.

Type: xsd:string

spot Dat af eedSubscri pti on | The Spot Instance datafeed subscription.
Type: SpotDatafeedSubscriptionType (p. 520)

Examples

Example Request

This example describes the datafeed for the account.

https://ec2. amazonaws. com ?Act i on=Descr i beSpot Dat af eedSubscri pti on
&AUTHPARANS

Example Response

<Descri beSpot Dat af eedSubscri pti onResponse xm ns="http://ec2. amazon
aws. conm doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<spot Dat af eedSubscri pti on>
<owner | d>111122223333</ owner | d>
<bucket >myawsbucket ></ bucket >
<prefix>spotdata_</prefix>
<state>Active</state>
</ spot Dat af eedSubscri pti on>
</ Descri beSpot Dat af eedSubscri pti onResponse>

Related Operations

¢ CreateSpotDatafeedSubscription (p. 99)
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¢ DeleteSpotDatafeedSubscription (p. 146)
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DescribeSpotinstanceRequests

Description

Describes the Spot Instance requests that belong to your account. Spot Instances are instances that
Amazon EC2 starts on your behalf when the maximum price that you specify exceeds the current Spot
Price. Amazon EC2 periodically sets the Spot Price based on available Spot Instance capacity and current
Spot Instance requests. For more information about Spot Instances, see Spot Instances in the Amazon
Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required
Spot | nst anceRequest | | One or more Spot Instance request IDs. No
d.n Type: String
Default: None
Filter.n. Nane The name of a filter. See the table in the Supported Filters | No
section for a list of supported filter names.
Type: String
Default: None
Filter.n.Value.m A value for the filter. See the table in the Supported Filters | No
section for a list of supported values for each filter.
Type: String

Default: None

Supported Filters

You can specify filters so that the response includes information for only certain Spot Instance requests.
For example, you can use a filter to specify that you're interested in requests where the Spot Price is a
specific value. (You can't use a greater than or less than comparison, however you can use * and ?
wildcards.) You can specify multiple values for a filter. The response includes information for a Spot
Instance request only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify that the Spot Price is a specific value, and that the
instance type is m1.small. The response includes information for a request only if it matches all the filters
that you specified. If there's no match, no special message is returned, the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.
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Filter Name

avail ability-zone-group

create-tine

faul t-code

faul t - mressage

i nstance-id

| aunch- gr oup

| aunch. bl ock- devi ce- mappi ng. del et e-

on-term nation

| aunch. bl ock- devi ce- mappi ng. devi ce- nane

| aunch. bl ock- devi ce- mappi ng. snapshot-i d

| aunch. bl ock- devi ce- mappi ng. vol une- si ze

| aunch. bl ock- devi ce- mappi ng. vol une-t ype

| aunch. group-id

| aunch. i mage-id

| aunch. i nst ance-type

Description

The Availability Zone group. If you specify the same
Availability Zone group for all Spot Instance
requests, all Spot Instances are launched in the
same Availability Zone.

Type: String

The time stamp when the Spot Instance request
was created.

Type: String

The fault code related to the request.
Type: String

The fault message related to the request.
Type: String

The ID of the instance that fulfilled the request.
Type: String

The Spot Instance launch group. Launch groups
are Spot Instances that launch together and
terminate together.

Type: String

Whether the Amazon EBS volume is deleted on
instance termination.

Type: Boolean

The device name (for example, /dev/sdh) for the
Amazon EBS volume.

Type: String

The ID of the snapshot used for the Amazon EBS
volume.

Type: String

The volume size of the Amazon EBS volume, in
GiB.

Type: String

The volume type of the Amazon EBS volume.

Type: String
Valid values: st andard | i ol

The security group for the instance.
Type: String

The ID of the AMI.
Type: String

The type of instance (for example, m1.small).
Type: String
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Filter Name

| aunch. kernel -id

| aunch. key- nane

| aunch. noni t ori ng- enabl ed

| aunch. randi sk-id

| aunch. net wor k-i nt er f ace. net work-i nterface-id

| aunch. net wor k-i nterface. devi ce-i ndex

| aunch. net wor k-i nterface. subnet-id

I aunch. networ k-i nterface. description

| aunch. networ k- i nt erf ace. pri vat e-i p- addr ess

| aunch. net work-i nt erf ace. del ete-on-terninati on

| aunch. net wor k-i nterface. group-id

| aunch. net wor k-i nt er f ace. gr oup- name

| aunch. net wor k- i nt er f ace. addr esses. pri nary

product - descri ption

Description

The kernel ID.
Type: String

The name of the key pair the instance launched
with.

Type: String

Whether monitoring is enabled for the Spot
Instance.

Type: Boolean

The RAM disk ID.
Type: String

The ID of the network interface.
Type: String

The index of the device for the network interface
attachment on the instance.

Type: Integer

The ID of the subnet for the instance.
Type: String

A description of the network interface.
Type: String

The primary private IP address of the network
interface.

Type: String

Indicates whether the network interface is deleted
when the instance is terminated.

Type: Boolean

The ID of the security group associated with the
network interface.

Type: String

The name of the security group associated with the
network interface.

Type: String

Indicates whether the IP address is the primary
private IP address.

Type: String

The product description associated with the
instance.

Type: String
Valid values: Li nux/ UNI X | W ndows
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Filter Name

spot -i nstance-request-id

spot-price

state

st at us- code

st at us- nessage

t ag- key

tag-val ue

tag: key

Description

The Spot Instance request ID.
Type: String

The maximum hourly price for any Spot Instance
launched to fulfill the request.

Type: String

The state of the Spot Instance request.
Type: String

Valid values: act i ve | cancel | ed | open |
closed |failed

The short code describing the most recent
evaluation of your Spot Instance request. For more
information, see Spot Bid Status in the Amazon
Elastic Compute Cloud User Guide.

Type: String

The message explaining the status of the Spot
Instance request.

Type: String

The key of a tag assigned to the resource. This
filter is independent of the t ag- val ue filter. For
example, if you use both the filter

"t ag- key=Pur pose" and the filter "t ag- val ue=X",
you get any resources assigned both the tag key
Pur pose (regardless of what the tag's value is),
and the tag value X (regardless of what the tag's
key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this
table.

For more information about tags, see Tagging Your
Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String

The value of a tag assigned to the resource. This
filter is independent of the t ag- key filter.

Type: String

Filters the response based on a specific tag/value
combination.

Example: To list just the resources that have been
assigned tag Purpose=X, specify:

Filter. 1. Nane=t ag: Pur pose

Filter. 1. Val ue. 1=X

Example: To list just resources that have been
assigned tag Purpose=X OR Purpose=Y, specify:
Filter. 1. Nane=t ag: Pur pose

Filter. 1. Val ue. 1=X

Filter. 1. Val ue.2=Y
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Filter Name Description

type The type of Spot Instance request.
Type: String
Valid values: one-ti ne | per si st ent

| aunched-avail abi lity-zone The Availability Zone in which the bid is launched.
Type: String

Valid values: us- east - 1a, etc.

valid-from The start date of the request.
Type: DateTime

valid-until The end date of the request.
Type: DateTime

Response Elements

The elements in the following table are wrapped in a Descri beSpot | nst anceRequest sResponse
element.

Name Description

requestlid The ID of the request.
Type: xsd:string

spot | nst anceRequest Set A list of Spot Instance requests. Each request is wrapped inani t em
element.

Type: SpotinstanceRequestSetltemType (p. 521)

net wor kIl nt er f aceSet Information about the network interface.
Type: InstanceNetworkinterfaceSetltemRequestType (p. 480)

Examples

Example Request

This example returns information about current Spot Instance requests.

https://ec2. amazonaws. com ?Act i on=Descri beSpot | nst anceRequest s
&AUTHPARANS

Example Response

<Descri beSpot | nst anceRequest sResponse xm ns="http://ec2. amazonaws. com doc/ 2012-
12-01/"
<request | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<spot | nst anceRequest Set >
<itenp
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<spot | nst anceRequest | d>si r - 1a2b3c4d</ spot | nst anceRequest | d>
<spot Pri ce>0. 09</ spot Pri ce>
<type>one-tine</type>
<state>active</state>
<st at us>
<code>ful fill ed</code>
<updat eTi mre>YYYY- Mt DDTHH: MM SS. 000Z</ updat eTi nme>
<message>Your Spot request is fulfilled.</nessage>
</ st atus>
<l aunchSpeci fi cati on>
<i magel d>am - 1a2b3c4d</i nagel d>
<keyNane>gsg- keypai r </ keyNane>
<gr oupSet >
<itenp
<groupl d>sg- 1a2b3c4d</ gr oupl d>
<gr oupNane>def aul t </ gr oupNane>
<litenmp
</ groupSet >
<i nstanceType>nil. smal | </i nst anceType>
<noni tori ng>
<enabl ed>f al se</ enabl ed>
</ moni t ori ng>
<ebsOpti m zed>f al se</ ebsOpti m zed>
</l aunchSpeci ficati on>
<i nst ancel d>i - 1a2b3c4d</i nst ancel d>
<creat eTi ne>YYYY- Mt DDTHH: MM SS. 000Z</ cr eat eTi nme>
<product Descri pti on>Li nux/ UNI X</ product Descri pti on>
<l aunchedAvai | abi | i t yZone>us- east - 1c</ | aunchedAvai | abi | i t yZone>
</[itenpr
<spot | nst anceRequest Set/ >
<Descri beSpot | nst anceRequest sResponse>

Example Request

This example describes all persistent Spot Instance requests that have resulted in the launch of at least
one ml.small instance, that has been fulfilled in the us-east-1a Availability Zone, and that also has
monitoring enabled.

https://ec2. amazonaws. com ?Act i on=Descri beSpot | nst anceRequest s

&Filter. 1. Nane=type

&Filter. 1. Val ue. 1=persi stent

&Fi | ter. 2. Nane=i nst ance-type

&Filter. 2. Val ue. 1=ni. smal |

&Fi | ter. 3. Nane=noni t ori ng- enabl ed
&Filter. 3. Val ue. 1=true

&Fi |l ter. 4. Nane=| aunched- avai l abi lity-zone
&Filter. 4. Val ue. 1=us-east - la

&AUTHPARANS

Related Operations

¢ RequestSpotinstances (p. 395)
¢ CancelSpotinstanceRequests (p. 52)
¢ DescribeSpotPriceHistory (p. 291)
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DescribeSpotPriceHistory

Description

Describes the Spot Price history. Spot Instances are instances that Amazon EC2 starts on your behalf

when the maximum price that you specify exceeds the current Spot Price. Amazon EC2 periodically sets
the Spot Price based on available Spot Instance capacity and current Spot Instance requests. For more
information about Spot Instances, see Spot Instances in the Amazon Elastic Compute Cloud User Guide.

When you use the avai | abi | i t y- zone option, this command describes the price history for the specified
Availability Zone with the most recent set of prices listed first. If you don't specify an Availability Zone,
the command returns the prices across all Availability Zones, starting with the most recent set. However,
if you use this command with versions of the API earlier than the 2011-05-15 version, this command
returns the lowest price across the region for the given time period. The prices returned are listed in
chronological order — from the oldest to the most recent.

Request Parameters

Name Description Required
StartTine The start date and time of the Spot Instance price history | No
data.

Type: DateTime
Default: None

EndTi e The end date and time of the Spot Instance price history | No
data.

Type: DateTime
Default: None

I nstanceType. n The instance type to return. No
Type: String
Valid values:t1. micro | nl. smal | | mL. nedi um|
ml. | arge | L. xl ar ge | nB. x| ar ge | nB. 2x| ar ge |
cl. medi um|cl. x| arge | n2. x| arge | n2. 2xl ar ge |
n2. 4xl arge | cr1. 8xl arge | ccl. 4xl ar ge |
cc2. 8xl arge | cgl. 4xl ar ge. See Available Instance
Types for more information.

Default: None

Product Descri ption. n | Filters the results by basic product description. No
Type: String
Valid values: Li nux/ UNI X | SUSE Li nux | W ndows |

Li nux/ UNI X (Amazon VPC) | SUSE Li nux (Amazon
VPC) | Wndows (Amazon VPC)

Default: Returns all information

Filter.n. Nane The name of a filter. See the table in the Supported Filters | No
section for a list of supported filter names.

Type: String
Default: None
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Name Description Required

Filter.n.Value.m A value for the filter. See the table in the Supported Filters | No
section for a list of supported values for each filter.

Type: String
Default: None

Avai | abi | ityZone Filters the results by availability zone. No
Type: String
Valid values: us- east - 1a, etc.
Default: None

MaxResul t's Specifies the number of rows to return. No
Type: Integer
Valid values: 0
Default: None

Next Token Specifies the next set of rows to return. No
Type: String
Valid values: A NextToken value returned by a previous
call of the API.
Default: None

Supported Filters

Note

Our policy is to provide filters for all ec2-describe calls so you can limit the response to your
specified criteria. Therefore, you can use filters to limit the response when describing Spot Price
histories, even though you can use the options instead.

For example, you could use an option or a filter to get the history for a particular instance type. You can
specify multiple request parameters or filters (for example, limit the response to the m2.xlarge instance
type, and only for Windows instances). The response includes information for a price history only if it
matches all your options or filters. If there's no match, no special message is returned, the response is
simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description
i nstance-type The type of instance (for example, m1.small).
Type: String

pr oduct - descri pti on | The product description for the Spot Price.
Type: String
Valid values: Li nux/ UNI X| SUSE Li nux | W ndows | Li nux/ UNI X (Amazon
VPC) | SUSE Li nux (Amazon VPC) | Wndows (Amazon VPC)
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Filter Name Description

spot-price The Spot Price. The value must match exactly (or use wildcards; greater than
or less than comparison is not supported).
Type: String

ti mestanp The timestamp of the Spot Price history (for example,

2010-08-16T05:06:11.000Z). You can use wildcards (* and ?). Greater than
or less than comparison is not supported.

Type: DateTime

avai l abi lity-zone | The Availability Zone for which prices should be returned.
Type: String

Response Elements

The elements in the following table are wrapped in a Descri beSpot Pri ceHi st or yResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

spot Pri ceHi st orySet A list of historical Spot Prices. Each price is wrapped inanitem
element.

Type: SpotPriceHistorySetltemType (p. 524)

next Token The string marking the next set of results returned. Displays empty
if there are no more results to be returned.

Type: xsd:string

Examples

Example Request

This example returns Spot Price history for a particular day in December 2009 for Availability Zone
us-east-la.

https://ec2. amazonaws. com ?Act i on=Descri beSpot Pri ceHi story
&St art Ti me=2009- 12- 04T00: 00: 00. 000Z

&EndTi me=2009- 12- 04T23: 59: 59. 000Z

&Avai | abi |l it yZone=us- east - la

&AUTHPARANS

This request uses filters instead of regular request parameters to achieve the same results.

https://ec2. amazonaws. com ?Act i on=Descri beSpot Pri ceHi story
&Filter. 1. Nane=ti mestanp

&Filter. 1. Val ue. 1=2009- 12- 04*

&Filter.2. Nane=avail ability-zone
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&Filter. 2. Val ue. 1=us-east - 1a
&AUTHPARANS

Example Response

<Descri beSpot Pri ceHi st oryResponse xm ns="http://ec2. anazonaws. coni doc/ 2012- 12-
01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- he587EXAMPLE</ r equest | d>
<spot Pri ceHi st orySet >
<itene
<i nstanceType>ml. snal | </i nst anceType>
<pr oduct Descri pti on>Li nux/ UNI X</ product Descri pti on>
<spot Pri ce>0. 287</ spot Pri ce>
<ti nmest anp>2009- 12- 04T20: 56: 05. 000Z</ ti mest anp>
<avai l abi | i t yZone>us- east - 1la</ avai l abi | i t yZone>
</itenpr
<itene
<i nstanceType>ml. snal | </i nst anceType>
<pr oduct Descri pti on>W ndows</ pr oduct Descri pti on>
<spot Pri ce>0. 033</ spot Pri ce>
<ti mest anp>2009- 12- 04T22: 33: 47. 000Z</ ti mest anp>
<avai l abi | i t yZone>us- east - 1la</ avai l abi | i t yZone>
</[itenpr
</ spot Pri ceHi st orySet >
<next Token/ >
</ Descri beSpot Pri ceHi st or yResponse>

Related Operations

¢ DescribeSpotinstanceRequests (p. 285)
¢ RequestSpotinstances (p. 395)
¢ CancelSpotinstanceRequests (p. 52)
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DescribeSubnets

Description

Describes one or more of your subnets.

Request Parameters

Name Description Required
Subnet1d.n A subnet ID. You can specify more than one in the | No
request.
Type: String
Default: Describes your subnets
Filter.n. Nane The name of afilter. See the table in the Supported | No
Filters section for a list of supported filter names.
Type: String
Default: None
Filter.n.Value.m A value for the filter. See the table in the Supported | No
Filters section for a list of supported values for each
filter.
Type: String

Default: None

Supported Filters

You can specify filters so that the response includes information for only certain subnets. For example,
you can use a filter to specify that you're interested in the subnets in the avai | abl e state. You can
specify multiple values for a filter. The response includes information for a subnet only if it matches at
least one of the filter values that you specified.

You can specify multiple filters; for example, specify subnets that are in a specific VPC and are in the
avai | abl e state. The response includes information for a subnet only if it matches all the filters that you
specified. If there's no match, no special message is returned, the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *anmazon?\ .

The following table lists the available filters.

Filter Name Description

avail ability-zone | The Availability Zone for the subnet.
Type: String

avai | abl e-i p-address | The number of IP addresses in the subnet that are available.
-count Type: String
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Response Elements

Filter Name

cidr

state

subnet-id

t ag- key

tag- val ue

tag: key

vpc-id

Description

The CIDR block of the subnet. The CIDR block you specify must exactly
match the subnet's CIDR block for information to be returned for the subnet.

Type: String
Constraints: Must contain the slash followed by one or two digits (for example,
/28)

The state of the subnet.
Type: String
Valid values: pendi ng | avai | abl e

The ID of the subnet.
Type: String

The key of a tag assigned to the resource. This filter is independent of the

t ag- val ue filter. For example, if you use both the filter "t ag- key=Pur pose"
and the filter "t ag- val ue=X", you get any resources assigned both the tag
key Pur pose (regardless of what the tag's value is), and the tag value X
(regardless of what the tag's key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this table.

For more information about tags, see Tagging Your Resources in the Amazon
Elastic Compute Cloud User Guide.

Type: String

The value of a tag assigned to the resource. This filter is independent of the
t ag- key filter.

Type: String

Filters the response based on a specific tag/value combination.

Example: To list just the resources that have been assigned tag Purpose=X,
specify:

Filter.1l. Name=t ag: Pur pose

Filter. 1. Val ue. 1=X

Example: To list just resources that have been assigned tag Purpose=X OR
Purpose=Y, specify:

Filter. 1. Name=t ag: Pur pose

Filter. 1. Val ue. 1=X

Filter. 1. Val ue. 2=Y

The ID of the VPC for the subnet.
Type: String

Response Elements

The elements in the following table are wrapped in a Descr i beSubnet sResponse element.

Name

request!d

Description

The ID of the request.
Type: xsd:string
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Examples
Name Description
subnet Set A list of subnets. Each subnet is wrapped inani t em
element.

Type: SubnetType (p. 525)

Examples

Example Request

This example gives a description of two subnets with IDs subnet-9d4a7b6c and subnet-6e7f829e.

https://ec2. anazonaws. conl ?Act i on=Descri beSubnet s
&Subnet | d. 1=subnet - 9d4a7b6c

&Subnet | d. 2=subnet - 6e7f 829e

&AUTHPARANS

Example Response

<Descri beSubnet sResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/" >
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<subnet Set >
<itenp
<subnet | d>subnet - 9d4a7b6c</ subnet | d>
<st at e>avai | abl e</ st at e>
<vpcl d>vpc- 1a2b3c4d</ vpcl d>
<ci dr Bl ock>10. 0. 1. 0/ 24</ ci dr Bl ock>
<avai | abl el pAddr essCount >251</ avai | abl el pAddr essCount >
<avai l abi lityZone>us-east - la</avail abilityZone>
<t agSet
<litenr
<itenp
<subnet | d>subnet - 6e7f 829e</ subnet | d>
<st at e>avai | abl e</ st at e>
<vpcl d>vpc- 1a2b3c4d>/ vpcl d>
<ci dr Bl ock>10. 0. 0. 0/ 24</ ci dr Bl ock>
<avai | abl el pAddr essCount >251</ avai | abl el pAddr essCount >
<avai |l abi |l i tyZone>us-east - la</avail abi | ityZone>
<tagSet/ >
<litenpr
<subnet Set / >
</ Descri beSubnet sResponse>

Example Request

This example uses filters to give a description of any subnet you own that is in the VPC with ID
vpc-1la2b3c4d or vpc-6e7f8a92, and whose state is avai | abl e.

https://ec2. anazonaws. conl ?Act i on=Descri beSubnet s
&Filter.1. Name=vpc-id

&Filter. 1. Val ue. 1=vpc- 1a2b3c4d

&Filter. 1. Val ue. 2=vpc- 6e7f 8a92

APl Version 2012-12-01
297



Amazon Elastic Compute Cloud API Reference
Related Operations

&Filter.2. Nane=state
&Filter. 2. Val ue. 1=avai |l abl e
&AUTHPARANS

Related Operations

¢ CreateSubnet (p. 101)
e DeleteSubnet (p. 147)
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DescribeTags

Description

Describes one or more of the tags for your EC2 resources. For more information about tags, see Tagging
Your Resources in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required

Filter.n. Nane The name of a filter. See the table in the Supported Filters | No
section for a list of supported filter names.

Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the Supported Filters | No
section for a list of supported values for each filter.

Type: String
Default: None

Supported Filters

You can specify filters to limit the response when describing tags. For example, you can use a filter to
get only the tags for a specific resource type. You can specify multiple values for a filter. The response
includes information for a tag only if it matches at least one of the filter values that you specified.

You can specify multiple filters (for example, specify a specific resource type and tag values that contain
the string dat abase). The response includes information for a tag only if it matches all the filters that you
specified. If there's no match, no special message is returned, the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description
key The tag key.
Type: String
resource-id The resource ID.
Type: String
resource-type The resource type.
Type: String

Valid values: cust oner - gat eway | dhcp-options |i mage | i nst ance |
i nt er net - gat eway | net wor k- acl |reserved-instances |

rout e-tabl e|security-group]|snapshot |spot-instances-request
| subnet | vol ume | vpc | vpn- connecti on | vpn- gat enay
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Filter Name Description
val ue The tag value.
Type: String

Response Elements

The elements in the following table are wrapped in a Descr i beTagsResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

t agSet A list of tags. Each tag is wrapped in an i t emelement.
Type: TagSetltemType (p. 526)

Examples

Example Request

This example describes all the tags in your account.

https://ec2. amazonaws. com ?Act i on=Descri beTags
&AUTHPARANS

Sample response:

<Descri beTagsResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<t agSet >

<itemp
<resour cel d>ani - 1a2b3c4d</ resour cel d>
<r esour ceType>i mage</resour ceType>
<key>webser ver </ key>
<val ue/ >

<litenpr

<itemr
<resour cel d>ani - 1a2b3c4d</ resour cel d>
<r esour ceType>i mage</resour ceType>
<key>st ack</ key>
<val ue>Pr oduct i on</ val ue>

<litenpr

<itemp
<r esour cel d>i - 5f 4e3d2a</resourcel d>
<r esour ceType>i nst ance</r esour ceType>
<key>webser ver </ key>
<val ue/ >

<litener

<itemr
<r esour cel d>i - 5f 4e3d2a</resourcel d>
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<resour ceType>i nst ance</r esourceType>
<key>st ack</ key>
<val ue>Pr oducti on</ val ue>
</itenpr
<itenp
<resourcel d>i - 12345678</r esour cel d>
<resour ceType>i nst ance</r esour ceType>
<key>dat abase_server </ key>
<val ue/ >
</[itenpr
<itenp
<resour cel d>i - 12345678</r esour cel d>
<resour ceType>i nst ance</r esourceType>
<key>st ack</ key>
<val ue>Test </ val ue>
</[itenpr
</t agSet >
</ Descri beTagsResponse>

Example Request

This example describes only the tags for the AMI with ID ami-1a2b3c4d.

https://ec2. amazonaws. com ?Act i on=Descri beTags
&Filter. 1. Nane=resource-id

&Filter. 1. Val ue. 1=am - 1a2b3c4d

&AUTHPARANS

Sample response:

<Descri beTagsResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/">
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<t agSet >
<itemp
<resour cel d>ami - 1a2b3c4d</resour cel d>
<resour ceType>i mage</resour ceType>
<key>webser ver </ key>

<val ue/ >
</itenp
<itenp

<resour cel d>ani - 1a2b3c4d</ resour cel d>
<resour ceType>i mage</resour ceType>
<key>st ack</ key>
<val ue>Pr oduct i on</ val ue>
<litenpr
</ tagSet >
</ Descri beTagsResponse>

Example Request

This example describes the tags for all your instances.

https://ec2. anmazonaws. conl ?Act i on=Descri beTags
&Filter. 1. Nane=resource-type
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&Filter. 1. Val ue. 1=i nst ance
&AUTHPARANS

Sample response:

<Descri beTagsResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/">
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<t agSet >
<itenp
<resour cel d>i - 5f 4e3d2a</r esour cel d>
<resour ceType>i nst ance</r esourceType>
<key>webser ver </ key>
<val ue/ >
</[itenpr
<itenp
<r esour cel d>i - 5f 4e3d2a</r esour cel d>
<resour ceType>i nst ance</r esourceType>
<key>st ack</ key>
<val ue>Pr oducti on</ val ue>
</[itenpr
<itenp
<resourcel d>i - 12345678</r esour cel d>
<resour ceType>i nst ance</r esourceType>
<key>dat abase_server </ key>
<val ue/ >
</[itenpr
<itenp
<resourcel d>i - 12345678</r esour cel d>
<resour ceType>i nst ance</r esourceType>
<key>st ack</ key>
<val ue>Test </ val ue>
</[itenpr
</t agSet >
</ Descri beTagsResponse>

Example Request

This example describes the tags for all your instances tagged with the key webserver. Note that you can
use wildcards with filters. So you could specify the value as ?ebserver to find tags with the key webserver
or Webserver

https://ec2. amazonaws. com ?Act i on=Descri beTags
&Fil ter. 1. Nane=key

&Filter.1. Val ue. 1=webserver

&AUTHPARANS

Sample response:

<Descri beTagsResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<t agSet >
<itemr
<r esour cel d>i - 5f 4e3d2a</ r esour cel d>
<r esour ceType>i nst ance</r esour ceType>
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<key>webser ver </ key>
<val ue/ >
</itemp
</t agSet >
</ Descri beTagsResponse>

Example Request

This example describes the tags for all your instances tagged with either stack=Test or stack=Production.

https://ec2. amazonaws. com ?Act i on=Descri beTags
&Fi Il ter. 1. Nane=resource-type

&Filter. 1. Val ue. 1=i nst ance
&Fi | ter. 2. Nane=key
&Filter. 2. Val ue. 1=st ack
&Fil ter. 3. Nane=val ue
&Filter. 3. Val ue. 1=Test

&Filter. 3. Val ue. 2=Pr oducti on
&AUTHPARANS

Sample response:

<Descri beTagsResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<t agSet >
<itemr
<r esour cel d>i - 5f 4e3d2a</ r esour cel d>
<r esour ceType>i nst ance</r esour ceType>
<key>st ack</ key>
<val ue>Pr oduct i on</ val ue>
<litenpr
<itemr
<resour cel d>i - 12345678</ r esour cel d>
<r esour ceType>i nst ance</r esour ceType>
<key>st ack</ key>
<val ue>Test </ val ue>
<litenpr
</ tagSet >
</ Descri beTagsResponse>

Example Request

This example describes the tags for all your instances tagged with Purpose=[empty string].

https://ec2. amazonaws. con ?Act i on=Descri beTags
&Filter. 1. Nane=resource-type

&Filter. 1. Val ue. 1=i nst ance
&Filter. 2. Name=key
&Filter. 2. Val ue. 1=Pur pose
&Fi |l ter. 3. Nane=val ue
&Filter. 3. Value. 1=
&AUTHPARANS
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Related Operations

e CreateTags (p. 103)
¢ DeleteTags (p. 149)
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DescribeVolumes

Description

Describes one or more of your Amazon EBS volumes. For more information about Amazon EBS, see
Amazon Elastic Block Store in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required
Vol unel d. n One or more volume IDs. No
Type: String

Default: Describes all volumes that you own, or only those
otherwise specified.

Filter.n. Nane The name of a filter. See the table in the Supported Filters | No
section for a list of supported filter names.

Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the Supported Filters | No
section for a list of supported values for each filter.

Type: String
Default: None

Supported Filters

You can specify filters so that the response includes information for only certain volumes. For example,
you can use a filter to specify that you're interested in volumes whose status is avai | abl e.You can
specify multiple values for a filter. The response includes information for a volume only if it matches at
least one of the filter values that you specified.

You can specify multiple filters (for example, specify that the volume is avai | abl e, and has a specific
tag. The response includes information for a volume only if it matches all the filters that you specified. If
there's no match, no special message is returned, the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *anmazon?\ .

The following table lists the available filters.

Filter Name Description

attachment. attach-tine The time stamp when the attachment initiated.
Type: DateTime

attachnent . del et e-on-terni nation Whether the volume is deleted on instance
termination.

Type: Boolean
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Filter Name

attachnent . devi ce

attachnment.i nstance-id

attachnent . st at us

avail ability-zone

create-tine

size

shapshot -id

st at us

t ag- key

tag-val ue

Description

The device name that is exposed to the instance
(for example, /dev/sdal).

Type: String

The ID of the instance the volume is attached to.
Type: String

The attachment state.

Type: String

Valid values: at t achi ng | at t ached | det achi ng
| det ached

The Availability Zone in which the volume was
created.

Type: String

The time stamp when the volume was created.
Type: DateTime

The size of the volume, in GiB (for example, 20).
Type: String

The snapshot from which the volume was created.
Type: String

The status of the volume.

Type: String

Valid values: creati ng | avai | abl e | i n-use |
del eting|deleted|error

The key of a tag assigned to the resource. This
filter is independent of the t ag- val ue filter. For
example, if you use both the filter

"t ag- key=Pur pose" and the filter "t ag- val ue=X",
you get any resources assigned both the tag key
Pur pose (regardless of what the tag's value is),
and the tag value X (regardless of what the tag's
key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this
table.

For more information about tags, see Tagging Your
Resources in the Amazon Elastic Compute Cloud
User Guide.

Type: String

The value of a tag assigned to the resource. This
filter is independent of the t ag- key filter.

Type: String

APl Version 2012-12-01

306


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html

Amazon Elastic Compute Cloud API Reference
Response Elements

Filter Name Description
tag: key Filters the response based on a specific tag/value
combination.

Example: To list just the resources that have been
assigned tag Purpose=X, specify:

Filter. 1. Nane=t ag: Pur pose

Filter. 1. Val ue. 1=X

Example: To list just resources that have been
assigned tag Purpose=X OR Purpose=Y, specify:

Filter. 1. Name=t ag: Pur pose
Filter. 1. Val ue. 1=X
Filter. 1. Val ue. 2=Y

vol ure-id The volume ID.
Type: String
vol ume-t ype The Amazon EBS volume type. If the volume is an

i 01 volume, the response includes the IOPS as
well.

Type: String
Valid values: st andard | i ol

Response Elements

The elements in the following table are wrapped in a Descr i beVol unesResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

vol uneSet A list of volumes. Each volume is wrapped in an i t emelement.
Type: DescribeVolumesSetltemResponseType (p. 462)

Examples

Example Request

This example describes all volumes associated with your account.

https://ec2. anazonaws. conl ?Act i on=Descri beVol unes
&AUTHPARAMS

Example Response

<Descri beVol unesResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
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<vol uneSet >
<itenp

<vol unel d>vol - 1a2b3c4d</ vol unel d>

<si ze>80</ si ze>

<snapshot 1 d/ >

<avail abi | i t yZone>us- east - 1la</ avai l abi | i t yZone>

<st at us>i n- use</ st at us>

<creat eTi mre>YYYY- MM DDTHH: MM SS. SSSZ</ cr eat eTi ne>

<at t achment Set >

<itenp
<vol unel d>vol - 1a2b3c4d</ vol unel d>
<i nst ancel d>i - 1a2b3c4d</i nst ancel d>
<devi ce>/ dev/ sdh</ devi ce>
<st at us>at t ached</ st at us>
<attachTi ne>YYYY- MM DDTHH: MM SS. SSSZ</ at t achTi ne>
<del et eOnTer m nati on>f al se</ del et eOnTer nm nati on>
</itemp
</ att achnent Set >
<vol uneType>st andar d</ vol uneType>
</itemp
</ vol uneSet >
</ Descri beVol umesResponse>

Example Request

This example describes all volumes that are both attached to instance i - 1a2b3c4d and also set to delete
when the instance terminates.

https://ec2. anazonaws. conl ?Act i on=Descri beVol unes
&Filter. 1. Nane=attachnent.instance-id
&Filter.1.Val ue. 1=i - 1a2b3c4d

&Filter. 2. Nane=att achnent. del ete-on-term nation
&Filter. 2. Val ue. 1=true

&AUTHPARANMS

Related Operations

¢ CreateVolume (p. 105)
¢ DeleteVolume (p. 152)
¢ AttachVolume (p. 29)

¢ DetachVolume (p. 331)
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DescribeVolumeAttribute

Description

Describes an attribute of a volume. You can specify only one attribute at a time.

Currently, volumes have two attributes, aut oEnabl el Oand pr oduct Codes.

Request Parameters

Name Description Required

Vol urel d The ID of the volume. Yes
Type: String
Default: None

Attribute The instance attribute. Yes
Type: String

Default: None
Valid values: aut oEnabl el O| pr oduct Codes

Response Elements

The elements in the following table are wrapped in a Descri beVol uneAt t ri but eResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

vol unel d The ID of the volume.
Type: xsd:string

aut oEnabl el O The state of aut oEnabl el Oattribute.
Type: Nul | abl eAt t ri but eBool eanVal ueType

pr oduct Codes A list of product codes. Each product code is wrapped in an item
el ement that contains a product code and a type.

Type: ProductCodesSetltemType (p. 508)

Example

Example Request

This example describes the aut oEnabl el Oattribute of the volume vol-12345678.

https://ec2. anazonaws. conl ?Act i on=Descri beVol umeAttri bute
&At tri but e=aut oEnabl el O
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&Vol unel d=vol - 12345678
&AUTHPARANS

Example Response

<Descri beVol uneAttri but eResponse xm ns="http://ec2. amazonaws. coni doc/ 2012- 12-
01/">

<r equest | d>5j kdf 074- 37ed- 4004- 8671- a78ee82bf 1chEXAMPLE</ r equest | d>

<vol unel d>vol - 12345678</ vol unel d>

<aut oEnabl el O

<val ue>f al se</val ue>

</ aut oEnabl el O

</ Descri beVol unmeAttri but eResponse>

Example Request

This example describes the pr oduct Codes attribute of the volume vol-12345678.

https://ec2. anazonaws. conl ?Act i on=Descri beVol uneAttri bute
&At t ri but e=pr oduct Codes

&Vol unel d=vol - 12345678

&AUTHPARANS

Example Response

<Descri beVol uneAttri but eResponse xm ns="http://ec2. anazonaws. coni doc/ 2012- 12-
01/">
<r equest | d>5j kdf 074- 37ed- 4004- 8671- a78ee82bf 1cbEXAMPLE</ r equest | d>
<vol unel d>vol - 12345678</ vol unel d>
<pr oduct Codes>
<itenp
<pr oduct Code>alb2c3d4e5f 6g7h8i 9j 10k11</ pr oduct Code>
<t ype>nar ket pl ace</type>
</itenpr
</ pr oduct Codes>
</ Descri beVol umeAttri but eResponse>

Related Operations

¢ DescribeVolumeStatus (p. 311)
¢ ModifyVolumeAttribute (p. 368)
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DescribeVolumeStatus

Description

Describes the status of one or more volumes. Volume status provides the result of the checks performed
on your volumes to determine events that can impair the performance of your volumes. The performance
of a volume can be affected if an issue occurs on the volume's underlying host. If the volume's underlying
host experiences a power outage or system issue, once the system is restored there could be data
inconsistencies on the volume. Volume events notify you if this occurs. Volume actions notify you if any
action needs to be taken in response to the event.

The Descri beVol uneSt at us operation provides the following information about the specified volumes:

Status: Reflects the current status of the volume. The possible values are ok, i npai r ed , war ni ng, or
i nsuf fi ci ent -dat a. If all checks pass, the overall status of the volume is ok. If the check fails, the
overall status is i npai r ed. If the status is i nsuf fi ci ent - dat a, then the checks may still be taking
place on your volume at the time. We recommend you retry the request. For more information on volume
status, see Monitoring the Status of Your Volumes.

Events: Reflect the cause of a volume status and may require you to take an action. For example, if your
volume returns ani npai r ed status, then the volume event might be pot ent i al - dat a- i nconsi st ency.
This means that your volume has been affected by an issue with the underlying host, has all I/O operations
disabled, and may have inconsistent data.

Actions: Reflect the actions you may have to take in response to an event. For example, if the status of
the volume is i npai r ed and the volume event shows pot ent i al - dat a-i nconsi st ency, then the
action will show enabl e- vol une- i 0. This means that you may want to enable the I/O operations for
the volume by calling the EnableVolumelO (p. 343) action and then check the volume for data consistency.

Note

Volume status is based on the volume status checks, and does not reflect the volume state.
Therefore, volume status does not indicate volumes in the er r or state (for example, when a
volume is incapable of accepting 1/0.)

Request Parameters

Name Description Required
Vol unel d. n One or more volume IDs. No
Type: String

Default: Describes all volumes that you own, or only those
otherwise specified.

Filter.n. Nane The name of a filter. See the table in the Supported Filters | No
section for a list of supported filter names.

Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the Supported Filters | No
section for a list of supported values for each filter.

Type: String
Default: None
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Name Description Required
MaxResul t s The maximum number of paginated volume items per No
response.

Type: Integer
Default: None

Next Token A string specifying the next paginated set of results to No
return using the pagination token returned by a previous
call to this API.

Type: String
Default: None

Supported Filters

You can specify filters so that the response includes information for only certain volumes. For example,
you can use a filter to specify that you're interested in volumes that have i nmpai r ed status. You can
specify multiple values for a filter. The response includes information for a volume only if it matches at
least one of the filter values that you specified.

You can specify multiple filters; for example, specify volumes that are in a specific Availability Zone and
have the status i npai r ed. The response includes information for a volume only if it matches all the filters
that you specified. If there's no match, no special message is returned, the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description

avail ability-zone The Availability Zone of the instance.
Type: String

vol urme- st at us. st at us The status of the volume.
Type: String

Valid values: ok | i mpai red | war ni ng |
insufficient-data

vol une- st at us. det ai | s- nane The cause for the vol une- st at us. st at us.
Type: String
Valid values: i o- enabl ed | i o- per f or mance
vol une- st at us. det ai | s- st at us The status of the
vol urme- st at us. det ai | s- nane.
Type: String

Valid values for io-enabled: passed | fai | ed

Valid values for io-performance: nor nal |
degr aded | sever el y-degraded | stal | ed

event. description A description of the event.
Type: String
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Filter Name Description

event.not-after The latest end time for the event.
Type: DateTime

event. not - before The earliest start time for the event.
Type: DateTime

event.event-id The event ID.
Type: String

event . event-type The event type.
Type: String

Valid values for io-enabled:
pot enti al - dat a-i nconsi st ency

Valid values for io-performance:

i o- performance: degr aded |

i o- performance: sever el y-degr aded |
i o-performance: stall ed

action. code The action code for the event, for example,
enabl e-vol une-io
Type: String

action.event-id The event ID associated with the action.
Type: String

action. description A description of the action.
Type: String

Response Elements

The elements in the following table are wrapped in a Descri beVol uneSt at usResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

vol umeSt at us Set A list of volumes. Each volume is wrapped in an i t emelement.
Type: VolumeStatusltemType

next Token A string specifying the next paginated set of results to return.
Type: xsd:string

Examples

Example Request

This example describes the status of all the volumes associated with your account.
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https://ec2. amazonaws. conl ?Act i on=Descri beVol umeSt at us
&AUTHPARANS

Example Response

<Descri beVol uneStatus xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >
<r equest | d>5j kdf 074- 37ed- 4004- 8671- a78ee82hf 1cbhEXAMPLE</ r equest | d>
<vol uneSt at usSet >
<itenp
<Vol unel d>vol -11111111</ vol unel d>
<avai l abilityZone>us- east - 1d</ avail abi | ityZone>
<vol uneSt at us>
<st at us>ok</ st at us>
<detail s>
<itenp
<nanme>i o- enabl ed</ nane>
<st at us>passed</ st at us>
<litenpr
</detail s>
</vol uneSt at us>
<litenpr
<itenp
<vol unel d>vol - 22222222</ vol unel d>
<avai |l abi |l ityZone>us- east - 1d</ avai |l abi | ityZone>
<vol uneSt at us>
<st at us>i npai r ed</ st at us>
<detail s>
<itenp
<name>i o- enabl ed</ nane>
<st atus>fail ed</ stat us>
<litenpr
</detail s>
</ vol uneSt at us>
<event sSet >
<itenp
<event | d>evol - 61a54008</ event | d>
<event Type>pot enti al - dat a-i nconsi st ency</ event Type>
<description>TH S I S AN EXAMPLE</ descri pti on>
<not Bef or e>2011- 12- 01T14: 00: 00. 000Z</ not Bef or e>
<not Aft er >2011- 12- 01T15: 00: 00. 000Z</ not Aft er >
</itener
</ event sSet >
<acti onsSet >
<itenp
<code>enabl e- vol une-i o</ code>
<event |l d> evol - 61a54008</ event | d>
<event Type>pot enti al - dat a-i nconsi st ency</ event Type>
<description>TH S I S AN EXAMPLE</ descri pti on>
<litenr
</ acti onsSet >
<litenpr
</ vol unest at usSet >
</ Descri beVol umesSt at usResponse>
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Example Request

This example describes all the volumes in the us- east - 1d Availability Zone with f ai | ed i o- enabl ed
status.

https://ec2. amazonaws. conl ?Act i on=Descri beVol uneSt at us
&Filter.1. Nane=avail ability-zone

&Filter. 1. Val ue. 1=us- east - 1d

&Fi | ter. 2. Nane=vol une- st at us. det ai | s- nane
&Filter. 2. Val ue. 1=i 0- enabl ed

&Fi | ter. 3. Nane=vol une- st at us. det ai | s- st at us
&Filter.3.Value.1=fail ed

&AUTHPARANS

Related Operations

¢ ModifyVolumeAttribute (p. 368)
¢ DescribeVolumeAttribute (p. 309)
¢ EnableVolumelO (p. 343)
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DescribeVpcs

Description

Describes one or more of your VPCs.

Request Parameters

Name Description Required
vpcld. n One or more VPC IDs. No
Type: String

Default: Describes your VPCs, or only those
otherwise specified

Filter.n. Nane The name of afilter. See the table in the Supported | No
Filters section for a list of supported filter names.

Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the Supported | No
Filters section for a list of supported values for each
filter.

Type: String
Default: None

Supported Filters

You can specify filters so that the response includes information for only certain VPCs. For example, you
can use a filter to specify that you're interested in VPCs in the avai | abl e state. You can specify multiple
values for a filter. The response includes information for a VPC only if it matches at least one of the filter
values that you specified.

You can specify multiple filters; for example, specify VPCs that use one of several sets of DHCP options
and are in the avai | abl e state. The results include information for a VPC only if it matches all the filters
that you specified. If there's no match, no special message is returned, the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *anmazon?\ .

The following table lists the available filters.

Filter Name Description

cidr The CIDR block of the VPC. The CIDR block you specify must exactly match
the VPC's CIDR block for information to be returned for the VPC.

Type: String
Constraints: Must contain the slash followed by one or two digits (for example,
128)
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Filter Name

dhcp-options-id

state

t ag- key

tag- val ue

tag: key

vpc-id

Description

The ID of a set of DHCP options.
Type: String

The state of the VPC.
Type: String
Valid values: pendi ng | avai | abl e

The key of a tag assigned to the resource. This filter is independent of the

t ag- val ue filter. For example, if you use both the filter "t ag- key=Pur pose"
and the filter "t ag- val ue=X", you get any resources assigned both the tag
key Pur pose (regardless of what the tag's value is), and the tag value X
(regardless of what the tag's key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this table.

For more information about tags, see Tagging Your Resources in the Amazon
Elastic Compute Cloud User Guide.

Type: String

The value of a tag assigned to the resource. This filter is independent of the
t ag- key filter.

Type: String

Filters the response based on a specific tag/value combination.

Example: To list just the resources that have been assigned tag Purpose=X,
specify:

Filter. 1. Name=t ag: Pur pose

Filter. 1. Val ue. 1=X

Example: To list just resources that have been assigned tag Purpose=X OR
Purpose=Y, specify:

Filter. 1. Name=t ag: Pur pose

Filter. 1. Val ue. 1=X

Filter. 1. Val ue. 2=Y

The ID of the VPC.
Type: String

Response Elements

The elements in the following table are wrapped in a Descr i beVpcsResponse element.

Name

request!d

vpcSet

Description

The ID of the request.
Type: xsd:string

A list of VPCs. Each VPC is wrapped in an i t emelement.
Type: VpcType (p. 532)
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Examples

Example Request

This example gives a description of the VPC with ID vpc-1a2b3c4d.

https://ec2. amazonaws. com ?Acti on=Descri beVpcs
&Vpcl d. 1=vpc- 1la2b3c4d
&AUTHPARANS

Example Response

<Descri beVpcsResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/">
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ r equest | d>
<vpcSet >
<itenp
<vpcl d>vpc- 1a2b3c4d</ vpcl d>
<st at e>avai | abl e</ st at e>
<ci dr Bl ock>10. 0. 0. 0/ 23</ ci dr Bl ock>
<dhcpOpt i onsl d>dopt - 7a8b9c2d</ dhcpOpt i onsl d>
<i nst anceTenancy>def aul t </ i nst anceTenancy>
<tagSet/ >
<litenpr
</ vpcSet >
</ Descri beVpcsResponse>

Example Request

This example uses filters to give a description of any VPC you own that uses the set of DHCP options
with ID dopt-7a8b9c2d or dopt-2b2a3d3c and whose state is avai | abl e.

https://ec2. amazonaws. conl ?Act i on=Descri beVpcs
&Filter. 1. Nane=dhcp-options-id

&Filter. 1. Val ue. 1=dopt - 7a8b9c2d

&Filter. 1. Val ue. 2=dopt - 2b2a3d3c

&Filter.2. Nane=state

&Filter.2. Val ue. 1=avai l abl e

&AUTHPARANS

Related Operations

¢ CreateVpc (p. 108)

¢ DeleteVpc (p. 154)

¢ CreateDhcpOptions (p. 60)

¢ AssociateDhcpOptions (p. 21)
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DescribeVpnConnections

Description

Describes one of more of your VPN connections.

Important
We strongly recommend that you use HTTPS when calling this operation because the response
contains sensitive cryptographic information for configuring your customer gateway.

For more information about VPN connections, see Adding an IPsec Hardware Virtual Private Gateway
to Your VPC in the Amazon Virtual Private Cloud User Guide.

Note

You can get the customer gateway configuration information in a friendly format by using the
ec2-describe-vpn-connections command instead. For more information, see
ec2-describe-vpn-connections.

Request Parameters

Name Description Required
VpnConnectionld. n A VPN connection ID. You can specify more than | No
one in the request.

Type: String
Default: Describes your VPN connections

Filter.n. Nanme The name of afilter. See the table in the Supported | No
Filters section for a list of supported filter names.
Type: String
Default: None

Filter.n.Value.m A value for the filter. See the table in the Supported | No
Filters section for a list of supported values for each
filter.
Type: String

Default: None

Supported Filters

You can specify filters so that the response includes information for only certain VPN connections. For
example, you can use a filter to specify that you're interested in the VPN connections in the pendi ng or
avai | abl e state. You can specify multiple values for a filter. The response includes information for a
VPN connection only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify VPN connections that are associated with a specific
virtual private gateway, and the gateway is in the pendi ng or avai | abl e state. The response includes
information for a VPN connection only if it matches all the filters that you specified. If there's no match,
no special message is returned, the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .
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Request Parameters

The following table lists the available filters.

Filter Name

cust oner - gat eway- con
figuration

cust oner - gat eway-i d

state

option static-routes-only

rate destiretiond or-H ack

bgp- asn

tag- key

tag-val ue

tag: key

type

Description

The configuration information for the customer gateway.
Type: String

The ID of a customer gateway associated with the VPN connection.
Type: String

The state of the VPN connection.
Type: String
Valid values: pendi ng | avai | abl e | del eti ng | del et ed

Indicates whether the connection has static routes only. Used for devices
that do not support Border Gateway Protocol (BGP).

Type: Boolean

The destination CIDR block. This corresponds to the subnet used in a
customer data center.

Type: String

The BGP Autonomous System Number (ASN) associated with a BGP device.
Type: Integer

The key of a tag assigned to the resource. This filter is independent of the
t ag- val ue filter. For example, if you use both the filter "t ag- key=Pur pose
and the filter "t ag- val ue=X", you get any resources assigned both the tag
key Pur pose (regardless of what the tag's value is), and the tag value X
(regardless of what the tag's key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this table.

For more information about tags, see Tagging Your Resources in the Amazon
Elastic Compute Cloud User Guide.

Type: String

The value of a tag assigned to the resource. This filter is independent of the
t ag- key filter.

Type: String

Filters the response based on a specific tag/value combination.

Example: To list just the resources that have been assigned tag Purpose=X,
specify:

Filter. 1. Name=t ag: Pur pose

Filter. 1. Val ue. 1=X

Example: To list just resources that have been assigned tag Purpose=X OR
Purpose=Y, specify:

Filter.1l. Name=t ag: Pur pose

Filter. 1. Val ue. 1=X

Filter. 1. Val ue. 2=Y

The type of VPN connection. Currently the only supported type isi psec. 1.
Type: String
Valid values: i psec. 1
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Filter Name Description

vpn-connection-id | The ID of the VPN connection.
Type: String

vpn- gat eway-i d The ID of a virtual private gateway associated with the VPN connection.
Type: String

Response Elements

The elements in the following table are wrapped in an Descr i beVpnConnect i onsResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

vpnConnect i onSet A list of VPN connections. Each VPN connection is wrapped
inan it emelement.

Type: VpnConnectionType (p. 533)

Examples

Example Request

This example describes the VPN connection with ID vpn-44a8938f. The response includes the customer
gateway configuration information. Because it's a long set of information, we haven't displayed it here.
You can see an example in the topic for Cr eat eVpnConnecti on.

https://ec2. amazonaws. com ?Act i on=Descri beVpnConnecti ons
&VpnConnecti onl d. 1=vpn- 44a8938f
&AUTHPARANS

Example Response

<Descri beVpnConnecti onsResponse xm ns="http://ec2. amazonaws. com doc/ 2012- 12-
01/">
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ r equest | d>
<vpnConnect i onSet >
<itemp
<vpnConnect i onl d>vpn- 44a8938f </ vpnConnecti onl d>
<st at e>avai | abl e</ st at e>

<Cust oner Gat ewayConfi gurati on>
Cust onmer gateway configuration data in escaped XM. format. ..

</ Cust omrer Gat ewayConf i gur ati on>

<type>i psec. 1</ type>

<cust oner Gat ewayl| d>cgw b4dc3961</ cust oner Gat ewayl d>
<vpnGat eway| d>vgw 8db04f 81</ vpnGat ewayl d>

<tagSet/ >
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</[itenpr
</ vpnConnect i onSet >
</ Descri beVpnConnect i onsResponse>

Example Request

This example describes any VPN connection you own that is associated with the customer gateway with
ID cgw-b4dc3961, and whose state is either pendi ng or avai | abl e.

https://ec2. amazonaws. conl ?Act i on=Descri beVpnConnecti ons
&Fil ter. 1. Nane=cust oner - gat enay-id

&Filter. 1. Val ue. 1=cgw b4dc3961

&Filter.2. Nane=state

&Filter. 2. Val ue. 1=pendi ng

&Filter. 2. Val ue. 2=avail abl e

&AUTHPARANS

Related Operations

¢ CreateVpnConnection (p. 111)
¢ DeleteVpnConnection (p. 156)
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DescribeVpnGateways

Description

Describes one or more of your virtual private gateways.

For more information about virtual private gateways, see Adding an IPsec Hardware Virtual Private
Gateway to Your VPC in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
VpnGat ewayl d. n A virtual private gateway ID. You can specify more | No
than one in the request.
Type: String
Default: Describes your virtual private gateways.
Filter.n. Name The name of a filter. See the table in the Supported | No
Filters section for a list of supported filter names.
Type: String
Default: None
Filter.n.Value.m A value for the filter. See the table in the Supported | No
Filters section for a list of supported values for each
filter.
Type: String

Default: None

Supported Filters

You can specify filters so that the response includes information for only certain virtual private gateways.
For example, you can use a filter to specify that you're interested in the virtual private gateways in the
pendi ng or avai | abl e state. You can specify multiple values for a filter. The response includes
information for a virtual private gateway only if it matches at least one of the filter values that you specified.

You can specify multiple filters; for example, specify virtual private gateways that are in a specific Availability
Zone and are in the pendi ng or avai | abl e state. The response includes information for a virtual private
gateway only if it matches all the filters that you specified. If there's no match, no special message is
returned, the response is simply empty.

You can use wildcards in a filter value. An asterisk (*) matches zero or more characters, and a question
mark (?) matches exactly one character. You can escape special characters using a backslash (\) before
the character. For example, a value of \ *amazon\ ?\\ searches for the literal string *amazon?\ .

The following table lists the available filters.

Filter Name Description

attachment.state The current state of the attachment between the gateway and the VPC.
Type: String
Valid values: at t achi ng | at t ached | det achi ng | det ached
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Filter Name Description

attachment.vpc-id | The ID of an attached VPC.

Type: String

avai l abi l i ty-zone | The Availability Zone for the virtual private gateway.
Type: String

state The state of the virtual private gateway.
Type: String

Valid values: pendi ng | avai | abl e | del eti ng | del et ed

t ag- key The key of a tag assigned to the resource. This filter is independent of the
t ag- val ue filter. For example, if you use both the filter "t ag- key=Pur pose
and the filter "t ag- val ue=X", you get any resources assigned both the tag
key Pur pose (regardless of what the tag's value is), and the tag value X
(regardless of what the tag's key is). If you want to list only resources where
Purpose is X, see the t ag: key filter later in this table.

For more information about tags, see Tagging Your Resources in the Amazon
Elastic Compute Cloud User Guide.

Type: String

tag-val ue The value of a tag assigned to the resource. This filter is independent of the
t ag- key filter.

Type: String

tag: key Filters the response based on a specific tag/value combination.
Example: To list just the resources that have been assigned tag Purpose=X,
specify:
Filter. 1. Name=t ag: Pur pose
Filter. 1. Val ue. 1=X
Example: To list just resources that have been assigned tag Purpose=X OR
Purpose=Y, specify:
Filter.1l. Name=t ag: Pur pose
Filter. 1. Val ue. 1=X
Filter. 1. Val ue. 2=Y

type The type of virtual private gateway. Currently the only supported type is
i psec. 1.
Type: String
Valid values: i psec. 1
vpn- gat eway-i d The ID of the virtual private gateway.
Type: String

Response Elements

The elements in the following table are wrapped in a Descri beVpnGat ewaysResponse element.
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Examples
Name Description
requestld The ID of the request.

Type: xsd:string

vpnGat eway Set A list of virtual private gateways. Each virtual private gateway
is wrapped in an i t emelement.

Type: VpnGatewayType (p. 534)

Examples

Example Request

This example gives a description of the virtual private gateway with ID vgw-8db04f81.

https://ec2. amazonaws. com ?Act i on=Descri beVpnGat eways
&VpnGat ewayl d. 1=vgw 8db04f 81
&AUTHPARANS

Example Response

<Descri beVpnGat ewaysResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/" >

<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ r equest | d>
<vpnGat eway Set >
<itenp
<vpnGat ewayl d>vgw 8db04f 81</ vpnCGat eway! d>
<st at e>avai | abl e</ st at e>
<t ype>i psec. 1</ type>
<avai |l abi | i tyZone>us- east - la</ avai | abi | i tyZone>
<attachment s>
<itenp
<vpcl d>vpc- 1la2b3c4d<vpcl d>
<st at e>att ached</ st at e>
</litenpr
</ attachment s>
<tagSet/ >
</litenpr
</ vpnGat eway Set >
</ Descri beVpnGat ewaysResponse>

Example Request

This example uses filters to give a description of any virtual private gateway you own that is in the
us-east-1a Availability Zone, and whose state is either pendi ng or avai | abl e.

https://ec2. amazonaws. com ?Act i on=Descri beVpnGat eways
&Filter. 1. Nane=avail ability-zone

&Filter. 1. Val ue. 1=us-east - la

&Filter.2. Nane=state

&Filter. 2. Val ue. 1=pendi ng
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&Filter. 2. Val ue. 2=avai |l abl e
&AUTHPARANS

Related Operations

¢ CreateVpnGateway (p. 120)
¢ DeleteVpnGateway (p. 160)
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DetachinternetGateway

Description

Detaches an Internet gateway from a VPC, disabling connectivity between the Internet and the VPC. The
VPC must not contain any running instances with Elastic IP addresses.

Request Parameters

Name Description Required

I nt er net Gat ewayl d The ID of the Internet gateway. Yes
Type: String
Default: None

Vpcld The ID of the VPC. Yes
Type: String

Default: None

Response Elements
The elements in the following table are wrapped in a Det achl nt er net Gat ewayResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

The example detaches the Internet gateway with 1D igw-eaad4883 from the VPC with ID vpc-11ad4878.

https://ec2. amazonaws. com ?Act i on=Det achl nt er net Gat eway
&l nt er net Gat eway| d=i gw eaad4883

&Vpcl d=vpc- 11ad4878

&AUTHPARANS

Example Response

<Det achl nt er net Gat ewayResponse xm ns="http://ec2. amazonaws. conf doc/ 2012- 12-

01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
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<return>true</return>
</ Det achl nt er net Gat ewayResponse>

Related Operations

¢ CreatelnternetGateway (p. 69)

¢ DeletelnternetGateway (p. 126)

¢ DetachinternetGateway (p. 25)

¢ DescribelnternetGateways (p. 223)
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DetachNetworklInterface

Description

Detaches a network interface from an instance.

Request Parameters

Name Description Required
Attachment | d The ID of the attachment. Yes
Type: String

Default: None

Force Set to t r ue to force a detachment. No
Type: Boolean
Default: None

Response Elements

The elements in the following table are wrapped in a Det achNet wor ki nt er f aceResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example detaches an elastic network interface (ENI) eni - at t ach- d94b09b0.

https://ec2. amazonaws. com ?Act i on=Det achNet wor kl nt er f ace
&At t achment | d=eni - at t ach- d94b09b0
&AUTHPARANS

Example Response

<Det achNet wor kI nt er f aceResponse xm ns=' http://ec2. amazonaws. com doc/ 2011-11-
15/ >
<request | d>ce540707- 0635- 46bc- 97da- 33a8a362a0e8</ r equest | d>
<return>true</return>
</ Det achNet wor kI nt er f aceResponse>
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Related Operations

¢ AttachNetworklinterface (p. 27)

¢ CreateNetworkiInterface (p. 78)

¢ DeleteNetworkinterface (p. 134)

¢ DescribeNetworklInterfaceAttribute (p. 235)
¢ DescribeNetworklInterfaces (p. 237)

¢ ModifyNetworkinterfaceAttribute (p. 364)

¢ ResetNetworkiInterfaceAttribute (p. 407)
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DetachVolume

Description

Detaches an Amazon EBS volume from an instance. Make sure to unmount any file systems on the
device within your operating system before detaching the volume. Failure to do so will result in volume
being stuck in "busy" state while detaching. For more information about Amazon EBS, see Using Amazon
Elastic Block Store in the Amazon Elastic Compute Cloud User Guide.

Note

If an Amazon EBS volume is the root device of an instance, it cannot be detached while the
instance is in the "running" state. To detach the root volume, stop the instance first.

If the root volume is detached from an instance with an AWS Marketplace product code, then
the AWS Marketplace product codes from that volume are no longer associated with the instance.

Request Parameters

Name Description Required
Vol urrel d The ID of the volume. Yes
Type: String

Default: None

I nstancel d The ID of the instance. No
Type: String
Default: None

Devi ce The device name. No
Type: String

Default: None

Force Forces detachment if the previous detachment attempt did | No

not occur cleanly (logging into an instance, unmounting

the volume, and detaching normally). This option can lead
to data loss or a corrupted file system. Use this option only
as a last resort to detach a volume from a failed instance.
The instance won't have an opportunity to flush file system
caches or file system metadata. If you use this option, you
must perform file system check and repair procedures.

Type: Boolean
Default: None

Response Elements

The elements in the following table are wrapped in a Det achVol unmeResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string
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Examples
Name Description
vol unel d The ID of the volume.

Type: xsd:string

i nstancel d The ID of the instance.
Type: xsd:string

devi ce The device name exposed to the instance.
Type: xsd:string

status The attachment state.
Type: xsd:string
Valid values: at t achi ng | at t ached | det achi ng | det ached

attachTi me The time stamp when the attachment initiated.
Type: xsd:dateTime

Examples

Example Request

This example detaches volume vol - 1a2b3c4d.

https://ec2. amazonaws. com ?Act i on=Det achVol une
&Vol unel d=vol - 1a2b3c4d
&AUTHPARANS

Example Response

<Det achVol umeResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<vol unel d>vol - 1a2b3c4d</ vol unel d>
<i nst ancel d>i - 1a2b3c4d</i nst ancel d>
<devi ce>/ dev/ sdh</ devi ce>
<st at us>det achi ng</ st at us>
<attachTi ne>YYYY- Mt DDTHH: MM SS. 000Z</ at t achTi me>
</ Det achVol uneResponse>

Related Operations

¢ CreateVolume (p. 105)

¢ DeleteVolume (p. 152)

¢ DescribeVolumes (p. 305)
¢ AttachVolume (p. 29)
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DetachVpnGateway

Description

Detaches a virtual private gateway from a VPC. You do this if you're planning to turn off the VPC and not
use it anymore. You can confirm a virtual private gateway has been completely detached from a VPC by
describing the virtual private gateway (any attachments to the virtual private gateway are also described).

You must wait for the attachment's state to switch to det ached before you can delete the VPC or attach
a different VPC to the virtual private gateway.

For more information about virtual private gateways, see Adding an IPsec Hardware Virtual Private
Gateway to Your VPC in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required

VpnGat ewayl d The ID of the virtual private gateway. Yes
Type: String
Default: None

Vpcld The ID of the VPC. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in an Det achVpnGat ewayResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

Returns t r ue if the request succeeds. Otherwise, returns
an error.
Type: xsd:boolean

return

Examples

Example Request

This example detaches the virtual private gateway with ID vgw-8db04f81 from the VPC with VPC ID
vpc-la2b3c4d.

https://ec2. amazonaws. com ?Act i on=Det achVpnGat eway
&VpnGat eway!l d=vgw 8db04f 81
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&Vpcl d=vpc- 1la2b3c4d
&AUTHPARANS

Example Response

<Det achVpnGat ewayResponse xm ns="http://ec2. anazonaws. coni doc/ 2012-12-01/">
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<return>true</return>

</ Det achVpnGat ewayResponse>

Related Operations

¢ AttachVpnGateway (p. 31)
¢ DescribeVpnGateways (p. 323)
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DisableVgwRoutePropagation

Description

Disables a virtual private gateway (VGW) from propagating routes to the routing tables of a VPC.

Request Parameters

Name Description Required

Rout eTabl el d The ID of the routing table. Yes
Type: String
Default: None

Gat ewayl d The ID of the virtual private gateway. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Di sabl eVgwRout ePr opagat i onResponseType

element.
Name Description
requestlid The ID of the request.
Type: xsd:string
return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean
Examples

Example Request

This example disables the virtual private gateway vgw d8e09e8a from automatically propagating routes
to the routing table with ID r t b- c98a35a0.

https://ec2. amazonaws. com ?Act i on=Di sabl eVgwRout ePr opagat i onResponse
&Rout eTabl el D=rt b- c98a35a0

&Gat ewayl d= vgw d8e09e8a

&AUTHPARANS

Example Response

<Di sabl eVgwRout ePr opagat i onResponse xm ns=' http://ec2. amazonaws. com doc/ 2012-
08-15/' >>
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<request | d>4f 35a1b2- c2c3- 4093- b51f - abb9d7311990</ r equest | d>
<return>true</return>
</ Di sabl evVgwRout ePr opagat i onResponse>

Related Operations

¢ DisableVgwRoutePropagation (p. 335)

APl Version 2012-12-01
336



Amazon Elastic Compute Cloud API Reference
DisassociateAddress

DisassociateAddress

Description

Disassociates an Elastic IP address from the instance or network interface it's associated with.

An Elastic IP address is for use in either Amazon EC2 or in a VPC. For more information, see Elastic IP
Addresses in the Amazon Elastic Compute Cloud User Guide.

This is an idempotent action. If you enter it more than once, Amazon EC2 does not return an error.

Request Parameters

Name Description Required
Publiclp [Amazon EC2] The Elastic IP address. Conditional
Type: String

Default: None
Condition: Required for Amazon EC2

Associ ationld [VPC] The association ID corresponding to the Elastic IP | Conditional
address.

Type: String
Default: None
Condition: Required for VPC

Response Elements

The elements in the following table are wrapped in a Di sassoci at eAddr essResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example disassociates the EC2 Elastic IP address 67.202.55.255 from the instance to which it is
assigned.

https://ec2. amazonaws. com ?Act i on=Di sassoci at eAddr ess
&Publicl p=192.0.2.1
&AUTHPARANS
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Example Request

This example disassociates the Elastic IP address with association ID eipassoc-aa7486¢3 from the
instance in a VPC to which it is assigned.

https://ec2. amazonaws. conl ?Act i on=Di sassoci at eAddr ess
&Associ at i onl D=ei passoc-aa7486¢c3
&AUTHPARANS

Example Response

<Di sassoci at eAddr essResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/" >

<request | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
</ Di sassoci at eAddr essResponse>

Related Operations

¢ AllocateAddress (p. 13)

¢ DescribeAddresses (p. 164)
¢ ReleaseAddress (p. 381)

¢ AssociateAddress (p. 18)
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DisassociateRouteTable

Description

Disassociates a subnet from a route table.

After you perform this action, the subnet no longer uses the routes in the route table. Instead, it uses the
routes in the VPC's main route table. For more information about route tables, see Route Tables in the

Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
Associ ationld The association ID representing the current | Yes
association between the route table and
subnet.
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Di sassoci at eRout eTabl eResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

return

Examples

Example Request

This example disassociates the route table with association ID rtbassoc-fdad4894 from the subnet it's
associated to.

https://ec2. anazonaws. conl ?Act i on=Di sassoci at eRout eTabl e
&Associ ati onl d=rt bassoc-f dad4894
&AUTHPARANS

Example Response

<Di sassoci at eRout eTabl eResponse xm ns="http://ec2. amazonaws. com doc/ 2012- 12-
01/">
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<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>

</ Di sassoci at eRout eTabl eResponse>

Related Operations

CreateRouteTable (p. 92)
AssociateRouteTable (p. 23)
DeleteRouteTable (p. 140)
DescribeRouteTables (p. 267)
ReplaceRouteTableAssociation (p. 390)
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EnableVgwRoutePropagation

Description

Enables a virtual private gateway (VGW) to propagate routes to the routing tables of a VPC.

Request Parameters

Name Description Required

Rout eTabl el d The ID of the routing table. Yes
Type: String
Default: None

Gat ewayl d The ID of the virtual private gateway. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in an Enabl eVgwRout ePr opagat i onResponseType

element.
Name Description
requestlid The ID of the request.
Type: xsd:string
return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean
Examples

Example Request

This example enables the virtual private gateway vgw d8e09e8a to automatically propagate routes to
the routing table with ID r t b- c98a35a0.

https://ec2. amazonaws. com ?Act i on=Enabl eVgwRout ePr opagat i on
&Rout eTabl el D=rt b- c98a35a0

&Gat ewayl d= vgw d8e09e8a

&AUTHPARANS

Example Response

<Enabl eVgwRout ePr opagati on xm ns="http://ec2. amazonaws. conf doc/ 2012-08- 15/' >>
<r equest | d>4f 35al1b2- c2c3- 4093- b51f - abb9d7311990</ r equest | d>
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<return>true</return>
</ Enabl eVgwRout ePr opagat i on>

Related Operations

¢ DisableVgwRoutePropagation (p. 335)
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EnableVolumelO

Description

Enables I/0O operations for a volume that had 1/0O operations disabled because the data on the volume
was potentially inconsistent.

Request Parameters

Name Description Required
Vol unel d The volume ID. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in an Enabl eVol unel OResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the I/O operations of the volume are enabled.
Type: xsd:boolean

Examples

Example Request

This example enables the 1/0 operations of the volume vol-8888888.

https://ec2. amazonaws. com ?Act i on=Enabl eVol unel O
&Vol unel d= vol - 8888888
&AUTHPARANS

Example Response

<Enabl eVol unel OResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>

</ Enabl eVol unel OResponse>

Related Operations

¢ DescribeVolumeStatus (p. 311)
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¢ ModifyVolumeAttribute (p. 368)
¢ DescribeVolumeAttribute (p. 309)
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GetConsoleQutput

Description

Retrieves console output for the specified instance.

Instance console output is buffered and posted shortly after instance boot, reboot, and termination.
Amazon EC2 preserves the most recent 64 KB output which will be available for at least one hour after

the most recent post.

Request Parameters

Name Description Required
I nstancel d The ID of the instance. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Get Consol eCut put Response element.

Name Description

requestlid The ID of the request.
Type: xsd:string

i nstancel d The instance ID.
Type: xsd:string

ti mestanp The time the output was last updated.
Type: xsd:dateTime

out put The console output, Base64 encoded.
Type: xsd:string
Examples

Example Request

This example retrieves the console output for the i - 10a64379 Linux and UNIX instance.

https://ec2. amazonaws. conl ?Act i on=Cet Consol eCut put
&l nst ancel d=i - 10a64379
&AUTHPARANS
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Example Response

<Cet Consol eCQut put Response xm ns="http://ec2. anazonaws. conf doc/ 2012-12-01/">

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>

<i nst ancel d>i - 28a64341</i nst ancel d>

<timestanp>2010-10- 14T01: 12: 41. 000Z</t i mest anp>

<out put >TA udXggdnVyc2l vbi AyLj YuMryt eGVuVSAoYnVpbGRl ckBWYXRj aGlhdC5hb
WF6b252z YSkgKGdj
YyB2ZXJ3zaWul DQUMCAX| DI wiWDUMNz | 31 ChSZWQg SGF0I DQUMCAXLTUpKSA] MSBTTVAgVGh1l E9j
dCAyNi AwGDoOMToy N BTQVNUI DI wiWDYKCKI PUy 1wcnB2aWRl ZCBwaH zaVWNhb CBSQUOgbWFwWOgpY
Z\WM61 DAWMVDAWVDAWMVDAWVDAWVDAG L SAWMVDAMVDAWVDZ hNDAWVDAW Ch1c2Fi bGUpG k4MELCI EhJ
ROhNRUOgYXZhaWkhYmx!l Lgo3M dNQ BMI1dNRUOgYXZhaWkhYmx| LgpOAMCAoRXh! Y3VOZSBEaXNn
Ymx| KSBwemB0ZVWN0aVWu G BhY3RpdmMUKSVIRI GxvY2t 1¢CBKZXRI Y3Rpb249Zd z YW s ZWXKMVp
bHQyMSB6b251 bd zdHVKS2Vybmvs| G\vbWLhbnmQgbd uZTogcnBvdDOvZGV2L3NKYTEgcmBgNApF
brFi bd uzZyBmyXNOI EZQVSBz YXZI | GFuZCByZXNOb3JI Li 4ul GRvbmJuCg==</ out put >
</ Get Consol eCut put Response>

Related Operations

¢ Runinstances (p. 417)
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GetPasswordData
Description
Retrieves the encrypted administrator password for an instance running Windows.
Note

The Windows password is only generated the first time an AMI is launched. It is not generated
for rebundled AMls or after the password is changed on an instance.
The password is encrypted using the key pair that you provided.

Request Parameters

Name Description Required
I nstancel d A Windows instance ID. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Get Passwor dDat aResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

i nstancel d The ID of the instance.
Type: xsd:string

ti mestanp The time the data was last updated.
Type: xsd:dateTime

passwor dDat a The password of the instance.
Type: xsd:string
Examples

Example Request

This example returns the encrypted version of the administrator password for the i - 2574e22a instance.

https://ec2. amazonaws. conl ?Act i on=Cet Passwor dDat a
&l nst ancel d=i - 10a64379
&AUTHPARANMS
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Example Response

<Cet Passwor dDat aResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>

<i nst ancel d>i - 2574e22a</ i nst ancel d>

<ti mest anp>2009- 10- 24 15: 00: 00</ti nest anp>

<passwor dDat a>Td udXggdnWyc2l vbi AyLj YuMIyt eGVuVSAoYnVpbGRl ckBwYXRj aGlhdC5hb
WF6b25zYSkgKGdj </ passwor dDat a>
</ Get Passwor dDat aResponse>

Related Operations

¢ Runinstances (p. 417)
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Importinstance

Description

Creates a new import instance task using metadata from the specified disk image. After importing the
image, you then upload it using the ec2- upl oad- di sk-i mage command in the EC2 command line
tools. For more information, see Using the Command Line Tools to Import Your Virtual Machine to Amazon
EC2 in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required
Description A description of the instance being imported. No

Type: String

Default: None
LaunchSpeci fi cati on. The architecture of the instance. Yes
Architecture Type: String

Default: None
Valid values: i 386 | x86_64

LaunchSpeci fi cati on. One or more security group names. No
G oupNane. n Type: String

Default: None
LaunchSpeci fi cati on. User data to be made available to the instance. No
User Dat a Type: String

Default: None

LaunchSpeci fi cati on. The instance type. See Available Instance Types for Yes
I nst anceType more information.

Type: String

Default: None
LaunchSpeci fi cati on. The Availability Zone to launch the instance into. No
Pl acenent . Avai | abi | i Type: String
tyzone Default: EC2 chooses a zone for you
LaunchSpeci fi cati on. Specifies whether to enable detailed monitoring for the | No
Moni t ori ng. Enabl ed instance.

Type: Boolean
Default: false

LaunchSpeci fi cati on. [VPC] The ID of the subnet to launch the instance into. | No
Subnet 1 d Type: String
Default: None
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Name Description Required
LaunchSpeci fi cati on. Specifies whether the instance stops or terminates on | No

I nst ancel ni ti at edShu instance-initiated shutdown.

t downBehavi or Type: String

Valid values: st op |t er mi nat e
Default: st op

LaunchSpeci fi cati on. [VPC] You can optionally use this parameter to assign | No
Pri vat el pAddr ess the instance a specific available IP address from the

IP address range of the subnet.

Type: String

Default: We selects an IP address from the IP address
range of subnet for the instance

Di skl mage. n. | mage. Fo The file format of the disk image. Yes
rmat Type: String

Default: None

Valid values: VMK | RAW| VHD

D skl mage. n. | mage. Byt es | The number of bytes in the disk image. Yes
Type: Long
Default: None

Di skl mage. n. I mage. I m The manifest for the disk image, stored in Amazon S3 | Yes
port Mani fest Url and presented here as an Amazon S3 presigned URL.
For information about creating a presigned URL for an
Amazon S3 object, read the "Signing and Authenticating
REST Requests" section of the Signing and
Authenticating REST Requests topic in the Amazon
Simple Storage Service Developer Guide.

Type: String
Default: None

Di skl nage. n. | nage. De An optional description of the disk image. No
scription Type: String
Default: None

Di skl mage. n. Vol une. Si ze | The size, in GB (2730 bytes), of the Amazon EBS Yes
volume that will hold the converted image.

Type: Integer
Default: None

Pl at f orm The EC2 instance operating system. No
Type: String
Default: None
Valid value: W ndows

Response Elements

The elements in the following table are wrapped in an | npor t | nst anceResponse element.
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Name Description
conver si onTask Information about the import instance task.

Type: ConversionTaskType (p. 449)

Examples

Example Request

This example creates an import instance task that migrates a Windows Server 2008 SP2 (32-bit) VM into
the AWS us-east-1 region.

https://ec2. amazonaws. com ?Act i on=l nport | nst ance

&LaunchSpeci fi cation. Architecture=x86_64

& aunchSpeci fi cation. | nstanceType=ni. x| ar ge

&Di skl mage. 1. | mage. For mat =VMDK

&Di skl mage. 1. | mage. Byt es=1179593728

&Di skl mage. 1. 1 mage. | nport Mani fest Url =htt ps: //s3. amazonaws. com nyawsbucket /
a3a5elb6-590d- 43cc-97cl- 15¢7325d3f 41/ W n_2008_Ser ver _Dat a_Center _SP2_32-bi t.
vdknmani f est . xm ?2AWSAccessKeyl d=AKI Al OSFODNN7 EXAMPLE&EX pi r es=1294855591&Si gna
t ur e=5snej 01Tl Tt LOUR7KEXxt EXAMPLEY3D

&Di skl mage. 1. Vol une. Si ze=12

&Pl at f or mmW ndows

&AUTHPARANS

Example Response

<l nport | nstanceResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">
<conver si onTask>
<conver si onTaskl d>i nport-i-ffvko9j s</ conver si onTaskl d>
<expirationTi ne>2010- 12- 22T12: 01Z</ expi rati onTi me>
<i nport | nstance>
<vol unes>
<itenp
<byt esConvert ed>0</ byt esConvert ed>
<avai |l abi | i t yZone>us- east - la</ avai l abi | i t yZone>
<i mage>
<f or mat >VNVDK</ f or mat >
<si ze>1179593728</ si ze>
<i nport Mani fest Ur | >
https://s3. amazonaws. com myawsbucket / a3a5elb6- 590d- 43cc- 97c1-
15¢7325d3f 41/ W n_2008_Ser ver _Dat a_Cent er _SP2_32- bi t. vimdknani f est . xm ?AWBAccess
Keyl d=AKI Al OSFODNN7EXAMPLE&EXpi r es=1294855591&Si gnat ur e=5snej 01Tl Tt LOUR7KEX
t EXAMPLEYBD
</inportManifestUrl>
</i mage>
<descri ption/ >
<vol une>
<si ze>12</si ze>
<i d>vol - 1a2b3c4d</i d>
</ vol une>
<status>active</status>
<st at usMessage/ >
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</itemp
</ vol unes>
<i nstancel d>i - 12655a7f </ i nst ancel d>
<descri ption/>
</inportlnstance>
</ conver si onTask>
</ | mport | nst anceResponse>

Related Operations

¢ ImportVolume (p. 355)
¢ DescribeConversionTasks (p. 175)
¢ CancelConversionTask (p. 45)
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ImportKeyPair

Description

Imports the public key from an RSA key pair that you created with a third-party tool. Compare this with
Cr eat eKeyPai r, in which AWS creates the key pair and gives the keys to you (AWS keeps a copy of
the public key). With | npor t KeyPai r, you create the key pair and give AWS just the public key. The
private key is never transferred between you and AWS.

You can easily create an RSA key pair on Windows and Linux using the ssh- keygen command line tool
(provided with the standard OpenSSH installation). Standard library support for RSA key pair creation is
also available in Java, Ruby, Python, and many other programming languages.

Supported formats:

¢ OpenSSH public key format (e.g., the format in ~/.ssh/authorized_keys)
* Base64 encoded DER format
¢ SSH public key file format as specified in RFC4716

DSA keys are not supported. Make sure your key generator is set up to create RSA keys.

Supported lengths: 1024, 2048, and 4096.
Request Parameters

Name Description Required

KeyNane A unique name for the key pair. Yes
Type: String
Default: None

Publ i cKeyMat eri al The public key. You must base64 encode the public key | Yes
material before sending it to AWS.

Type: String
Default: None

Response Elements

The elements in the following table are wrapped in an | mpor t KeyPai r Response element.

Name Description

requestlid The ID of the request.
Type: xsd:string

keyNane The key pair name you provided.
Type: xsd:string

keyFi nger pri nt The MD5 public key fingerprint as specified in section 4 of RFC4716.
Type: xsd:string
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Examples

Example Request

This example uploads the public key for a key pair you name gsg-keypair.

https://ec2. amazonaws. com ?Act i on=l nport KeyPai r

&KeyNanme=gsg- keypai r

&Publ i cKeyMat eri al =L S0t LS1CRUdJ Ti BDRVJUSUZJQOFURSOt LSOt DQpNSU DZHp

DQOFI Q2dBd0l CQMIJROFQal RyR3pQ

TUEWRONTcUdTSW z RFFFQkJRVUFNRK 14@BpBSkJnTI ZCQVI UDQpBbFZUTVJINdOVRWIRWUVFL RXdw
QMXR Zi M RIWI 5dE1Rd3dDZ1l EVI FRTEV3TkJWWMJ14SVRBZKJInTI ZCQU1UDQHRUZYVXI CTWFX
MXBKkR1Zr TFVGemvE Vnl ZVz VgW NCRFFUQWGdz B3T1RBM) 16 RXI NVFEz TXpWYUZ3MHhNREEz DQoN
ek V5 TVRRMD 16 VFENRK| 4@BpBSkJnTl ZOQVI UQMW/ELSTXdFUVI EVI FRSOV3cEJi VOY2Yj | 0dVky
OXRNUMN3DQpGUVI EVI FRTEV3NUIJWWUL0UK AWM pXeHZj R1Z5Y3pFVk 1CTUdBMVFQXhNTWI USN Vi

RGhx ZWDOMAVHU] FNSUdnDQpNQTBHQLNx RLNJ Yj NEUUVCQVFVQUEORO5BRENCaVFL Qi RQLd Caz Bo
Qyt r cEXBRNp2YKFQc3ULTDUShFMMUNI ODQpr ZEpaMORFak 1pLOl w2ZDSzhpS2hWYW 1W t HSnJt

NDdMUHZCaFVKVW 91 e HVUUOVXak FDNm ybDJzKz| SWKVj DQpFZXgOTj | 4Z1 pCZGpORl AzdEgwZ2Nu
W dI bXZ4aFBr TEt oRTdpZnmVi NnNGAUh Rd Hp HRnRPQO ZQTnd USE9 2 VDES DQoy R31 Zb1 Vy UBBDVGFC
UU EQVFBQTBxX Y3dWEFPQTdOVkhROEJ BZj hFGkFNQOJhQXdGZ1l EVI | whEFRSCOCQXd3DQpDZ11 J
S3dZQkJRVUhBdOI 3REFZRFZSMFRBUUgV Gk FJ dOFEQWRCZO5WSFEORUZNUVULRVNUTUZZUz dy TDNX
TUILDQpgej McVXZ5TThnMHIEUVI KS29aSWh2 YO5BUUVGQ FBRGAZRUFNW dDZ11 JWHRLWFMLNHVq
bU5j OTRONVRNC 3kr DQp CMDZ3W/AVNA Ud4WJI 2e GQv SUWWMTFLRVEY Z0hpZUdMU21j UWg4c2J XTTdt

Kzcr YmBUNne2U2hLbULj bl kzZWKRTDQWRVFZZ25qcEt 1aEZRd2pmaVp TUEC 1UGGSVENhdkVQS3I T
TUpDVGxpdTdTTj M R2J3cFUSUz g3K21GWRt s MGRTDQPZN | r bEl 5SWer UBROOTg9DQot LSOt LUVO
RCBDRVJUSUZJ QOQFURSO0t LSOt EXAMPLE

&AUTHPARANS

Example Response

<| npor t KeyPai r Response xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<keyNanme>gsg- keypai r </ keyNane>
<keyFi nger pri nt >
00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00
</ keyFi ngerpri nt >
</ | mpor t KeyPai r Response>

Related Operations

¢ CreateKeyPair (p. 71)
¢ DescribeKeyPairs (p. 226)
¢ DeleteKeyPair (p. 128)
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ImportVolume

Description

Creates a new import volume task using metadata from the specified disk image. After importing the
image, you then upload it using the ec2- upl oad- di sk-i mage command in the EC2 command line
tools. For more information, see Using the Command Line Tools to Import Your Virtual Machine to Amazon
EC2 in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required

Avai |l abi lityZone The Availability Zone for the resulting Amazon EBS Yes
volume.

Type: String
Default: None

| mage. For mat The file format of the disk image. Yes
Type: String
Default: None
Valid values: VMDK | RAW| VHD

| mage. Byt es The number of bytes in the disk image. Yes
Type: Long
Default: None

I mage. | npor t Mani f est | The manifest for the disk image, stored in Amazon S3 and | Yes
Url presented here as an Amazon S3 presigned URL. For
information about creating a presigned URL for an Amazon
S3 object, read the "Signing and Authenticating REST
Requests" section of the Signing and Authenticating REST
Requests topic in the Amazon Simple Storage Service
Developer Guide.

Type: String
Default: None

Descri ption An optional description of the volume being imported. No
Type: String
Default: None

Vol ure. Si ze The size, in GB (2730 bytes), of an Amazon EBS volume | Yes
to hold the converted image.

Type: Integer
Default: None

Response Elements

The elements in the following table are wrapped in an | npor t Vol uneResponse element.
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Examples
Name Description
conver si onTask Information about the import volume task.

Type: ConversionTaskType (p. 449)

Examples

Example Request

This example creates an import volume task that migrates a Windows Server 2008 SP2 (32-bit) volume
into the AWS us-east-1 region.

https://ec2. amazonaws. conl ?Act i on=Il nmport Vol une

&Avai | abi |l it yZone=us-east- 1c

&l mage. For mat =VMDK

&l mage. Byt es=128696320

&l nmage. | mport Mani fest Url =htt ps: // s3. amazonaws. conl myawsbucket / a3a5el1b6- 590d-
43cc-97c¢1-15¢7325d3f 41/ W n_2008_Ser ver _Dat a_Cent er _SP2_32- bi t. vndknani

fest. xm ?AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE&EXpi r es=1294855591&Si gna
ture=5snej 01Tl Tt LOUR7KExt EXAMPLE¥3D

&Vol umeSi ze=8

&AUTHPARANS

Example Response

<| nport Vol uneResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/">
<conver si onTask>
<conver si onTaskl d>i nport-i-fh95npoc</ conver si onTaskl d>
<expirationTi me>2010-12-22T12: 01Z</ expi rati onTi ne>
<i mpor t Vol une>
<byt esConvert ed>0</ byt esConvert ed>
<avai |l abi |l i tyZone>us-east-1c</avail abilityZone>
<description/ >
<i mage>
<f or mat >VDIK</ f or mat >
<si ze>128696320</ si ze>
<i nport Mani fest Ur | >
https://s3. amazonaws. com myawsbucket / a3a5elb6- 590d- 43cc- 97c1-
15¢7325d3f 41/ W n_2008_Ser ver _Dat a_Cent er _SP2_32- bi t. vimdknani f est . xm ?AWBAccess
Keyl d=AKI Al OSFODNN7EXAMPLE&EXpi r es=1294855591&Si gnat ur e=5snej 01Tl Tt LOUR7KEX
t EXAMPLEYBD
</inportManifestUrl>
<checksunrccb1b0536a4a70e86016b85229b5c6b10b1l4adeb</ checksun
</i mage>
<vol une>
<si ze>8</ si ze>
<i d>vol - 34d8a2f f </i d>
</ vol ume>
</i nport Vol une>
<state>active</state>
<st at usMessage/ >
</ conver si onTask>
</ | mpor t Vol uneResponse>
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Related Operations

¢ Importinstance (p. 349)
¢ DescribeConversionTasks (p. 175)
e CancelConversionTask (p. 45)
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ModifylmageAttribute

Description

Modifies an attribute of an AMI.

Note
AWS Marketplace product codes cannot be modified. Images with an AWS Marketplace product
code cannot be made public.

Request Parameters

Name Description Required
| magel d The AMI ID. Yes
Type: String

Default: None

LaunchPer mi ssi on. Add | Adds the specified AWS account ID to the AMI's list of No
.n.Userld launch permissions.

Type: String
Default: None

LaunchPer ni ssi on. Rem | Removes the specified AWS account ID from the AMI's | No

ove.n. Userld list of launch permissions.

Type: String

Default: None
LaunchPer ni ssi on. Add | Adds the specified group to the image's list of launch No
.n. Goup permissions. The only valid value is al | .

Type: String

Valid value: al | (for all EC2 users)
Default: None

LaunchPer i ssi on. Rem | Removes the specified group from the image's list of No
ove. n. G oup launch permissions. The only valid value is al | .
Type: String

Valid value: al | (for all EC2 users)
Default: None

Pr oduct Code. n Adds the specified product code to the specified instance | No
store-backed AMI. After you add a product code to an AMI,
it can't be removed.

Type: String
Default: None

Descri ption. Val ue Changes the AMI's description to the specified value. No
Type: String
Default: None
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Response Elements

The elements in the following table are wrapped in a Modi f yl mageAt t ri but eResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if successful. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example makes the AMI public (i.e., so any AWS account can launch it).

https://ec2. amazonaws. com ?Act i on=Modi fyl mageAttri bute
&l magel d=ani - 61a54008

&LaunchPer m ssi on. Add. 1. G oup=al |

&AUTHPARANS

Example Request

This example makes the AMI private (i.e., so only you as the owner can launch it).

https://ec2. amazonaws. com ?Acti on=Modi fyl mageAttri bute
&l magel d=ami - 61a54008

&L aunchPer m ssi on. Renove. 1. G oup=al |

&AUTHPARANS

Example Request

This example grants launch permission to the AWS account with ID 111122223333.

https://ec2. amazonaws. com ?Act i on=NMbdi fyl mageAttri bute
&l magel d=ani - 61a54008

&LaunchPer ni ssi on. Add. 1. User 1 d=111122223333
&AUTHPARANS

Example Request

This example removes launch permission from the AWS account with ID 111122223333.

https://ec2. amazonaws. com ?Act i on=NModi fyl mageAttri bute
&l magel d=ani - 61a54008

&L aunchPer m ssi on. Renove. 1. User |1 d=111122223333
&AUTHPARANS
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Example Request

This example adds the 774F4FF8 product code to the am - 61a54008 AMI.

https://ec2. amazonaws. conl ?Act i on=NModi fyl mageAttri bute
&l magel d=am - 61a54008

&Pr oduct Code. 1=774F4FF8

&AUTHPARANS

Example Request

This example changes the description of the AMI to New_Descri pti on

https://ec2. amazonaws. com ?Acti on=NModi fyl mageAttri bute
& magel d=ami - 61a54008

&Descri ption. Val ue=New_Descri pti on

&AUTHPARANS

Example Response

<Modi fyl mageAttri but eResponse xm ns="http://ec2. anazonaws. coni doc/ 2012- 12-01/"

<return>true</return>
</ Modi fyl nageAttri but eResponse>

Related Operations

« ResetlmageAttribute (p. 403)
¢ DescribelmageAttribute (p. 186)
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ModifylnstanceAttribute

Description

Modifies the specified attribute of the specified instance. You can specify only one attribute at a time.

Note
To modify some attributes, the instance must be stopped. For more information, see Modifying
Attributes of a Stopped Instance in the Amazon Elastic Compute Cloud User's Guide.

Request Parameters

Name Description Required
I nstancel d The ID of the instance. Yes
Type: String

Default: None

I nst anceType. Val ue Changes the instance type to the specified value. See No
Available Instance Types for more information. An
I nval i dl nstanceAttri but eVal ue error will be
returned if the instance type is not valid.

Type: String
Default: None

Ker nel . Val ue Changes the instance's kernel to the specified value. No
Type: String
Default: None

Randi sk. Val ue Changes the instance's RAM disk to the specified value. | No
Type: String
Default: None

User Dat a. Val ue Changes the instance's user data to the specified value. | No
Type: String
Default: None

Di sabl eApi Termi nati o | Changes the instance's Di sabl eApi Ter i nati on flag | No
n. Val ue to the specified value. A value of t r ue means you can't
terminate the instance using the API (i.e., the instance is
"locked"); a value of f al se means you can. You must
modify this attribute before you can terminate any "locked"
instances using the API.

Type: Boolean
Default: None

I nst ancel ni ti at edShu | Changes the instance's No
t downBehavi or. Val ue || nst ancel ni ti at edShut downBehavi or flag to the
specified value.
Type: String

Default: None
Valid values: st op |t erm nat e
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Name Description Required

Bl ockDevi ceMappi ng. V | Modifies the Del et eOnTer mi nat i on attribute for volumes | No
al ue that are currently attached. The volume must be owned
by the caller. If no value is specified for
Del et eOnTer mi nat on, the value defaults to true and the
volume is deleted when the instance is terminated.

Note
To add instance store volumes to an Amazon
EBS-backed instance, you must add them when
you launch the instance. For more information,
see Updating the Block Device Mapping when
Launching an Instance in the Amazon Elastic
Compute Cloud User Guide.
Type: InstanceBlockDeviceMappingltemType (p. 475)
Default: None

Example:

&BIl ockDevi ceMappi ngl. Devi ceNanme=/ dev/ sdh
&Bl ockDevi ceMappi ng. 1. Ebs. Del et eOnTer m na
tion=true

Sour ceDest Check. Val u | Enables a Network Address Translation (NAT) instance No
e in a VPC to perform NAT. The attribute controls whether
source/destination checking is enabled on the instance. A
value of t r ue means checking is enabled, and f al se
means checking is disabled. The value must be f al se for
the instance to perform NAT. For more information, see
NAT Instances in the Amazon Virtual Private Cloud User
Guide.

Type: Boolean
Default: None

G oupld.n For instances running in a VPC: Changes the security No
groups that an instance is in. The new set of groups you
specify replaces the current set. You must specify at least
one group, even if it's just the default security group in the
VPC. You must specify the group ID and not the group
name.

For example, if you want the instance to be in sg-lalalala
and sg-9b9b9b9b, specify Gr oupl d. 1=sg- lalalala
and G oupl d. 2=sg- 9b9b9b9b.

Type: String

Default: None

EbsOpti m zed Whether the instance is optimized for EBS I/O. This No
optimization provides dedicated throughput to Amazon
EBS and an optimized configuration stack to provide
optimal EBS 1/0O performance. This optimization isn't
available with all instance types. Additional usage charges
apply when using an EBS Optimized instance.

Type: Boolean
Default: f al se
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Response Elements

The elements in the following table are wrapped in a Modi f yl nst anceAt t ri but eResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if successful. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example changes the kernel for the instance.

https://ec2. anazonaws. conl ?Act i on=Modi fyl nstanceAttri bute
&l nst ancel d=i - 10a64379

&Ker nel . Val ue=aki - f 70657b2

&AUTHPARANS

Example Response

<Mbdi fyl nst anceAttri but eResponse xm ns="http://ec2. anmazonaws. coni doc/ 2012- 12-
01/">
<request | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
</ Modi fyl nst anceAttri but eResponse>

Related Operations

¢ ResetInstanceAttribute (p. 405)
¢ DescribelnstanceAttribute (p. 197)
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ModifyNetworkiInterfaceAttribute

Description

Modifies a network interface attribute. You can specify only one attribute at a time.

Request Parameters

Name

Net wor kl nt erfacel d

Descri ption. Val ue

SecurityGoupld.n

Sour ceDest Check. Val u
e

Attachment . Attachnen
tid

Attachnent . Del et eOnT
erm nation

Description

The ID of the network interface.
Type: String
Default: None

The description of the network interface.
Type: String
Default: None

Changes the security groups that a network interface is
in. The new set of groups you specify replaces the current
set. You must specify at least one group, even if it's just
the default security group in the VPC. You must specify
the group ID and not the group name.

For example, if you want the instance to be in sg-lalalala
and sg-9b9b9b9b, specify Groupld.1=sg-lalalala and
Groupld.2=sg-9b9b9h9b.

Type: String

Default: None

Enables a Network Address Translation (NAT) instance
in a VPC to perform NAT. The attribute controls whether
source/destination checking is enabled on the instance. A
value of t r ue means checking is enabled, and f al se
means checking is disabled. The value must be f al se for
the instance to perform NAT. For more information, see
NAT Instances in the Amazon Virtual Private Cloud User
Guide.

Type: Boolean
Default: None

The ID of the interface attachment. This parameter is
required if you are modifying the Del et eOnTer i nati on
attribute of an interface attachment.

Type: String
Default: None

Specifies whether to delete the attachment when
terminating the instance. You must specify a specific
attachment ID to change this attribute.

Type: Boolean
Default: None

Required

Yes

No

No

Conditional

Conditional
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Response Elements

The elements in the following table are wrapped in a Modi f yNet wor kil nt er f aceAt t ri but eResponse
element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example sets source/destination checking to f al se for the elastic network interface (ENI)
eni - f fda3197.

https://ec2. amazonaws. conl ?Act i on=Mbodi f yNet wor kl nt er faceAttri bute
&Net wor kI nt er f acel d=eni - f f da3197

&Sour ceDest Check. Val ue=f al se

&AUTHPARANS

Example Response

<Mbdi f yNet wor kl nt erf aceAttri but eResponse xm ns="http://ec2. amazon
aws. conif doc/ 2011- 11- 15/"' >
<request | d>657a4623- 5620- 4232- b03b- 427e852d71cf </ request | d>
<return>true</return>
</ Modi f yNet wor kI nt er f aceAt tri but eResponse>

Related Operations

¢ AttachNetworklinterface (p. 27)

¢ DetachNetworkinterface (p. 329)

¢ CreateNetworkiInterface (p. 78)

¢ DeleteNetworkinterface (p. 134)

¢ DescribeNetworkInterfaceAttribute (p. 235)
¢ DescribeNetworklnterfaces (p. 237)

« ResetNetworkinterfaceAttribute (p. 407)
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ModifySnapshotAttribute

Description

Adds or remove permission settings for the specified snapshot.

Note
Snapshots with AWS Marketplace product codes cannot be made public.

Request Parameters

Name Description Required
Snapshot | d The ID of the snapshot. Yes
Type: String

Default: None

Cr eat eVol umePer i ssi | Adds the specified AWS account ID to the volume's list of | Yes

on. Add. n. User I d create volume permissions.

Type: String

Default: None
Cr eat eVol unePer mi ssi | Adds the specified group to the volume's list of create Yes
on. Add. n. Group volume permissions. The only valid value is al | .

Type: String

Default: None

Cr eat eVol unePer m ssi | Removes the specified AWS account ID from the volume's | No

on. Renove. n. User | d list of create volume permissions.

Type: String

Default: None
Cr eat eVol unePer mi ssi | Removes the specified group from the volume's list of No
on. Renove. n. G oup create volume permissions.

Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Modi f ySnapshot At t ri but eResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if successful. Otherwise, returns an error.
Type: xsd:boolean
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Examples

Example Request

This example makes the snap- 1a2b3c4d snapshot public, and gives the account with ID 111122223333
permission to create volumes from the snapshot.

https://ec2. amazonaws. com ?Act i on=NMbdi f ySnapshot Attri bute
&snapshot | d=snap- 1a2b3c4d

&Cr eat eVol unePer mi ssi on. Add. 1. User 1 d=111122223333

&Cr eat eVol unePer ni ssi on. Add. 1. Gr oup=al |

&AUTHPARANS

This example makes the snap- 1a2b3c4d snapshot public, and removes the account with ID
111122223333 from the list of users with permission to create volumes from the snapshot.

https://ec2. amazonaws. com ?Act i on=NMbdi f ySnapshot Attri bute
&snapshot | d=snap- 1a2b3c4d

&Cr eat eVol unePer i ssi on. Renove. 1. User | d=111122223333

&Cr eat eVol unmePer ni ssi on. Add. 1. Gr oup=al |

&AUTHPARANS

Example Response

<Mbdi f ySnapshot Att ri but eResponse xm ns="http://ec2. anazonaws. coni doc/ 2012- 12-
01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
</ Modi f ySnapshot At t ri but eResponse>

Related Operations

¢ DescribeSnapshotAttribute (p. 276)
¢ DescribeSnapshots (p. 278)

¢ ResetSnapshotAttribute (p. 409)

¢ CreateSnapshot (p. 96)
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ModifyVolumeAttribute

Description

Modifies a volume attribute.

By default, all I/O operations for the volume are suspended when the data on the volume is determined
to be potentially inconsistent, to prevent undetectable, latent data corruption. The 1/O access to the volume
can be resumed by first calling EnableVolumelO (p. 343) action to enable I/O access and then checking

the data consistency on your volume.

You can change the default behavior to resume 1/O operations without calling EnableVolumelO (p. 343)
action by setting the Aut oEnabl el Oattribute of the volume to t r ue. We recommend that you change
this attribute only for volumes that are stateless, or disposable, or for boot volumes.

Request Parameters

Name Description Required
Vol unel d The ID of the volume. Yes
Type: String
Default: None
Aut oEnabl el O. Val ue This attribute exists to auto-enable the I/O operationsto | Yes
the volume.

Type: Boolean
Default: f al se

Response Elements

The elements in the following table are wrapped in a Modi f yVol uneAtt ri but eResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

return Returns t r ue if the auto-enable of the specified volume is enabled.
Type: xsd:boolean

Examples

Example Request

This example modifies the attribute of the volume vol-12345678

https://ec2. amazonaws. com ?Act i on=Modi f yVol umeAttri bute
&\Vol unel d=vol - 12345678
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&Aut oEnabl el O. Val ue=t rue
&AUTHPARANS

Example Response

<Modi f yVol unreAt t ri but eResponse xm ns="http://ec2. amazonaws. coni doc/ 2012-12-01/">

<r equest | d>5j kdf 074- 37ed- 4004- 8671- a78ee82hf 1cbhEXAMPLE</ r equest | d>
<return>true</return>
</ Modi f yVol uneAt tri but eResponse>

Related Operations

¢ DescribeVolumeAttribute (p. 309)
¢ DescribeVolumeStatus (p. 311)
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Monitorlnstances

Description

Enables monitoring for a running instance. For more information about monitoring instances, see Monitoring
Your Instances and Volumes in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required
I nstanceld.n One or more instance IDs. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Moni t or | nst ancesResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

A list of instances. Each instance is wrapped in an i t emelement.

i nst ancesSet
Type: MonitorInstancesResponseSetltemType (p. 495)

Examples

Example Request

This example enables monitoring for i-43a4412a and i-23a3397d.

https://ec2. amazonaws. com ?Act i on=Nbni t or | nst ances
&l nst ancel d. 1=i - 43a4412a

&l nst ancel d. 2=i - 23a3397d

&AUTHPARANS

Example Response

<Mbni t or | nst ancesResponse xm ns="http://ec2. anazonaws. conf doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<i nst ancesSet >
<itemp
<i nst ancel d>i - 43a4412a</i nst ancel d>
<moni t ori ng>
<st at e>pendi ng</ st at e>
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</ moni t ori ng>
</itemp
<itenp
<i nst ancel d>i - 23a3397d</i nst ancel d>
<noni tori ng>
<st at e>pendi ng</ st at e>
</ moni t ori ng>
</itemp
</i nst ancesSet >
</ Moni t or | nst ancesResponse>

Related Operations

¢ Unmonitorinstances (p. 437)
¢ Runinstances (p. 417)

APl Version 2012-12-01
371




Amazon Elastic Compute Cloud API Reference
PurchaseReservedinstancesOffering

PurchaseReservedinstancesOffering

Description

Purchases a Reserved Instance for use with your account. With Amazon EC2 Reserved Instances, you
obtain a capacity reservation for a certain instance configuration over a specified period of time. You pay
a lower usage rate than with On-Demand instances for the time that you actually use the capacity
reservation.

Starting with the 2011-11-01 API version, AWS expanded its offering of Reserved Instances to address
a range of projected instance usage. There are three types of Reserved Instances based on customer
utilization levels: Heavy Utilization, Medium Utilization, and Light Utilization.

The Medium Utilization offering type is equivalent to the Reserved Instance offering available before API
version 2011-11-01. If you are using tools that predate the 2011-11-01 API version,

Descri beReser vedl nst ancesOf f eri ngs will only list information about the Medi um Wi li zati on
Reserved Instance offering type.

For information about Reserved Instance Pricing Tiers, go to Understanding Reserved Instance Pricing
Tiers in the Amazon Elastic Compute Cloud User Guide. For more information about Reserved Instances,
go to Reserved Instances also in the Amazon Elastic Compute Cloud User Guide.

You determine the type of the Reserved Instances offerings by including the optional of f eri ngType
parameter when calling Descr i beReser vedl nst ancesO f er i ngs. After you've identified the Reserved
Instance with the offering type you want, specify its Reser ved| nst ancesO f er i ngl d when you call
Pur chaseReser vedl nst ancesOf f eri ng.

Starting with the 2012-08-15 API version, you can also purchase Reserved Instances from the Reserved
Instance Marketplace. The Reserved Instance Marketplace matches sellers who want to resell Reserved
Instance capacity that they no longer need with buyers who want to purchase additional capacity. Reserved
Instances bought and sold through the Reserved Instance Marketplace work like any other Reserved
Instances.

By default, with the 2012-08-15 API version, Descr i beReser vedl nst ancesO f er i ngs returns
information about Amazon EC2 Reserved Instances available directly from AWS, plus instance offerings
available on the Reserved Instance Marketplace. If you are using tools that predate the 2012-08-15 API
version, the Descri beReser vedl nst ancesCf f er i ngs action will only list information about Amazon
EC2 Reserved Instances available directly from AWS.

For more information about the Reserved Instance Marketplace, go to Reserved Instance Marketplace
in the Amazon Elastic Compute Cloud User Guide.

You determine the Reserved Instance Marketplace offerings by specifying t r ue for the optional

i ncl udeMar ket pl ace parameter when calling Descr i beReser vedl nst ancesOf f eri ngs. After
you've identified the Reserved Instance with the offering type you want, specify its

reservedl nst ancesO f eri ngl d when you call Pur chaseReser vedl nst ancesO f eri ng.

Request Parameters

Name Description Required

reservedl nstancesCOf f | ID of the Reserved Instance offering you want to purchase. | Yes
eringld Type: String
Default: None

APl Version 2012-12-01
372


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts-reserved-instances-tiers.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts-reserved-instances-tiers.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts-on-demand-reserved-instances.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ri-market-general.html

Amazon Elastic Compute Cloud API Reference
Response Elements

Name Description Required

i nst anceCount The number of Reserved Instances to purchase. Yes
Type: Integer
Default: None

limtPrice Specified for Reserved Instance Marketplace offerings to | No
limit the total order and ensure that the Reserved Instances
are not purchased at unexpected prices.

Type: ReservedInstanceLimitPriceType (p. 511)

Response Elements

The elements in the following table are wrapped in a Pur chaseReser vedl nst ancesO f eri ngResponse
element.

Name Description

requestlid The ID of the request.
Type: xsd:string

reservedl nst ancesl d The IDs of the purchased Reserved Instances.
Type: xsd:string

Examples

Set the limit price for Reserved Instance Marketplace
purchase

This example uses Li mi t Pri ce to limit the total purchase order of Reserved Instances from Reserved
Instance Marketplace.

https://ec2. amazonaws. com ?Act i on=Pur chaseReser vedl nst ancesO f eri ng
&Reservedl nst ancesO f eri ngl d=4b2293b4- 5813- 4cc8- 9ce3- 1957f c1ldcf c8
&Li m tPrice. Amount =200

&l nst anceCount =2

&AUTHPARAMS

The response looks like the following example.

<Pur chaseReser vedl nst ancesO f eri ngResponse xm ns="http://ec2. amazon
aws. coni doc/ 2012- 08- 15/ " >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<reservedl nst ancesl d>af 9f 760e- c1c1- 449b- 8128- 1342d3a6927a</ r eserved| n
stancesl d>
</ Pur chaseReser vedl nst ancesO f eri ngResponse>
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Example Request

This example illustrates a purchase of a Reserved Instances offering.

https://ec2. amazonaws. conl ?Act i on=Pur chaseReser vedl nstancesO feri ng
&Reservedl nst ancesO f eri ngl d=4b2293b4- 5813- 4cc8- 9ce3- 1957f c1ldcf c8
&l nst anceCount =2

&AUTHPARANS

Example Response

<Pur chaseReser vedl nst ancesO f eri ngResponse xm ns="http://ec2. amazon
aws. conif doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<reservedl nst ancesl d>af 9f 760e- c1c1- 449b- 8128- 1342d3a6927a</reservedl n
st ancesl d>
</ Pur chaseReser vedl nst ancesOf f eri ngResponse>

Related Operations

¢ DescribeReservedinstancesOfferings (p. 258)
¢ DescribeReservedinstances (p. 250)
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Rebootlnstances

Description

Requests a reboot of one or more instances. This operation is asynchronous; it only queues a request
to reboot the specified instance(s). The operation will succeed if the instances are valid and belong to
you. Requests to reboot terminated instances are ignored.

Note

If a Linux/UNIX instance does not cleanly shut down within four minutes, Amazon EC2 will

perform a hard reboot.

Request Parameters

Name Description Required
I nstancel d.n One or more instance IDs. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Reboot | nst ancesResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if successful. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example reboots two instances.

https://ec2. amazonaws. com ?Act i on=Reboot | nst ances
&l nstancel d. 1=i - 1a2b3c4d

&l nst ancel d. 2=i - 4d3acf 62

&AUTHPARANS

Example Response

<Reboot | nst ancesResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
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<return>true</return>
</ Reboot | nst ancesResponse>

Related Operations

¢ Runlinstances (p. 417)
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Registerimage

Description

Registers a new AMI with Amazon EC2. When you're creating an AMI, this is the final step you must
complete before you can launch an instance from the AMI. For more information about creating AMIs,
see Creating Your Own AMIs in the Amazon Elastic Compute Cloud User Guide.

Note
For Amazon EBS-backed instances, the Cr eat el mage operation creates and registers the AMI
in a single request, so you don't have to register the AMI yourself.

You can also use the Regi st er | rage action to create an EBS-backed AMI from a snapshot of a root
device volume. For more information, see Launching an Instance from a Snapshot in the Amazon Elastic
Compute Cloud User Guide.

If needed, you can deregister an AMI at any time. Any modifications you make to an AMI backed by
instance store invalidates its registration. If you make changes to an image, deregister the previous image
and register the new image.

Note
You cannot register an image where a secondary (non-root) snapshot has AWS Marketplace
product codes.

Request Parameters

Name Description Required
I mgelLocati on The full path to your AMI manifest in Amazon S3 storage. | Conditional
Type: String

Default: None

Condition: Required if registering an instance store-backed
AMI

Nane A name for your AMI. Yes
Type: String
Default: None

Constraints: 3-128 alphanumeric characters, parenthesis
(0), commas (,), slashes (/), dashes (-), or underscores(_)

Descri ption A description of the AMI. No
Type: String
Default: None
Constraints: Up to 255 characters.

Architecture The architecture of the image. No
Type: String
Valid values: i 386 | x86_64

Default: i386 for Amazon EBS-backed AMIs. Instance
store-backed AMIs try to use the architecture specified in
the manifest file.
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Request Parameters

Name

Kernel I d

Randi skl d

Root Devi ceNane

B ockDavi ceda g n. Bevi ceNne

B ockDevi ceMppi ng. n. NoDevi ce

B ook cadNd g n i rtud Nine

B ook oM rg n Bs S d

Description Required
The ID of the kernel. No
Type: String

Default: None

The ID of the RAM disk. Some kernels require additional | No
drivers at launch. Check the kernel requirements for
information on whether you need to specify a RAM disk.

To find kernel requirements, refer to the Resource Center

and search for the kernel ID.

Type: String
Default: None

The name of the root device (for example, /dev/sdal, or | Conditional
xvda).

Type: String
Default: None

Condition: Required if registering an Amazon EBS-backed
AMI

The device name exposed to the instance (for example, | Conditional
/dev/sdh or xvdh). For more information, see Block Device

Mapping.

Type: String

Default: None

Condition: If you're registering an Amazon EBS-backed
AMI from a snapshot, you must specify Devi ceNane with
the root device name (for example, /dev/sdal or xvda),
and Bl ockDevi ceMappi ng. n. Ebs. Snapshot | d with
the snapshot ID

Suppresses a device mapping. No
Type: Boolean
Default: t r ue

The name of the virtual device, ephemeral[0..3]. The No
number of instance store volumes depends on the instance
type.

Type: String

Default: None

The ID of the snapshot. Conditional
Type: String

Default: None

Condition: If you're registering an Amazon EBS-backed

AMI from a snapshot, you must at least specify

Snapshot | d with the snapshot ID, and

Bl ockDevi ceMappi ng. n. Devi ceNane with the root
device name.
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Name Description Required

Bodd®i cMyi g n Bs \d usSze | The size of the volume, in GiBs. Conditional
Type: Integer

Valid values: If the volume type is i 01, the minimum size
of the volume is 10 GiB.

Default: If you're creating the volume from a snapshot and
don't specify a volume size, the default is the snapshot
size.

Condition: Required unless you're creating the volume
from a snapshot.

Bak®i @dprgnis Beabbrivdian| Whether the volume is deleted on instance termination. | No
Type: Boolean
Default: t r ue

B odd®i cdqa rg n Bs. \d uefype | The volume type. No
Type: String
Valid values: st andard | i ol
Default: st andar d

B ockDevi ceMppi ng. n. Bs. 1 gps | The number of 1/0 operations per second (IOPS) that the | Conditional
volume supports.

Type: Integer
Valid values: Range is 100 to 2000.
Default: None

Condition: Required when the volume type is i 01; not
used with st andar d volumes.

Response Elements
The elements in the following table are wrapped in a Regi st er | mageResponse element.

Name Description

requestld The ID of the request.
Type: xsd:string

i mgel d The ID of the newly registered AMI.
Type: xsd:string

Examples

Example Request

This example registers the AMI specified in the ny- new i mage. mani f est . xnl manifest file, located
in the bucket called nyawsbucket .
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https://ec2. amazonaws. com ?Act i on=Regi st er | mage
&l nmagelocat i on=nmyawsbucket / my- new- i mage. mani f est . xni
&AUTHPARANS

Example Request

This example registers an Amazon EBS snapshot to create an AMI backed by Amazon EBS.

https://ec2. amazonaws. com ?Act i on=Regi st er | mage
&Root Devi ceNanme=/ dev/ sdal

&Bl ockDevi ceMappi ng. 1. Devi ceNane=/ dev/ sdal

&Bl ockDevi ceMappi ng. 1. Ebs. Snapshot | d=snap- 1a2b3c4d
&Name=My| mage

&AUTHPARAMS

Example Request

This example registers the AMI with an Amazon EBS snapshot as the root device, a separate snapshot
as a secondary device, and an empty 100 GiB Amazon EBS volume as a storage device.

https://ec2. amazonaws. com ?Act i on=Regi st er | mage
&Root Devi ceNanme=/ dev/ sdal

&Bl ockDevi ceMappi ng. 1. Devi ceNane=/ dev/ sdal

&Bl ockDevi ceMappi ng. 1. Ebs. Snapshot | d=snap- 1a2b3c4d
&Bl ockDevi ceMappi ng. 2. Devi ceNane=/ dev/ sdb

&Bl ockDevi ceMappi ng. 2. Ebs. Snapshot | d=snap- 2a2b3c4d
&Bl ockDevi ceMappi ng. 3. Devi ceNane=/ dev/ sdc

&Bl ockDevi ceMappi ng. 3. Ebs. Vol umeSi ze=100

&Nanme=My| mage

&AUTHPARANMS

WWNN P

Example Response

<Regi st er | mageResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">
<request | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<i magel d>ami - 1a2b3c4d</ i magel d>

</ Regi st er | mageResponse>

Related Operations

¢ Describelmages (p. 189)
¢ Deregisterimage (p. 162)
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ReleaseAddress

Description

Releases an Elastic IP address allocated to your account.

Important

After releasing an Elastic IP address, it is released to the IP address pool and might be unavailable
to you. Be sure to update your DNS records and any servers or devices that communicate with
the address. If you attempt to release an Elastic IP address that you already released, you'll get
an Aut hFai | ur e error if the address is already allocated to another AWS account.

An Elastic IP address is for use either in Amazon EC2 or in a VPC. For more information, see Elastic IP
Addresses in the Amazon Elastic Compute Cloud User Guide.

[EC2] Releasing an Elastic IP address automatically disassociates it from any instance that it's associated
with. To disassociate an Elastic IP address without releasing it, use the ec2- di associ at e- addr ess
command.

[VPC] You must use the ec2- di associ at e- addr ess command to disassociate the Elastic IP address
before you try to release it. Otherwise, Amazon EC2 returns an error (I nval i dl PAddr ess. | nUse).

Request Parameters

Name Description Required
Publiclp [Amazon EC2] The Elastic IP address. Conditional
Type: String

Default: None
Condition: Required for Amazon EC2

Al l ocationld [VPC] The allocation ID that AWS provided when you Conditional
allocated the address for use with a VPC.

Type: String
Default: None
Condition: Required for VPC

Response Elements

The elements in the following table are wrapped in a Rel easeAddr essResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if successful. Otherwise, returns an error.
Type: xsd:boolean
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Examples

Example Request

This example releases an Elastic IP address (67.202.55.255).

https://ec2. amazonaws. com ?Act i on=Rel easeAddr ess
&Publ i cl p=192.0.2.1
&AUTHPARANS

Example Request

This example releases a Elastic IP address with allocation ID eipalloc-5723d13e.

https://ec2. amazonaws. com ?Act i on=Rel easeAddr ess
&Al | ocat i onl d=ei pal | oc-5723d13e
&AUTHPARANS

Example Response

<Rel easeAddr essResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>

</ Rel easeAddr essResponse>

Related Operations

¢ AllocateAddress (p. 13)

¢ DescribeAddresses (p. 164)
¢ AssociateAddress (p. 18)

¢ DisassociateAddress (p. 337)
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ReplaceNetworkAclAssociation

Description

Changes which network ACL a subnet is associated with. By default when you create a subnet, it's
automatically associated with the default network ACL. For more information about network ACLs, see
Network ACLs in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required

Associ ationld The ID representing the current association | Yes
between the original network ACL and the
subnet.

Type: String
Default: None

Net wor kAcl | d The ID of the new ACL to associate with the | Yes
subnet.

Type: String
Default: None

Response Elements

The elements in the following table are wrapped in a Repl aceNet wor kAcl Associ ati onResponse

element.
Name Description
requestlid The ID of the request.
Type: xsd:string
newAssoci ati onl d The ID of the new association.
Type: xsd:string
Examples

Example Request

This example starts with a network ACL associated with a subnet, and a corresponding association ID
aclassoc-e5b95c8c. You want to associate a different network ACL (acl-5fb85d36) with the subnet. The
result is a new association ID representing the new association.

https://ec2. amazonaws. com ?Act i on=Repl aceNet wor kAcl Associ ati on
&Associ ati onl d=acl assoc-e5b95c8¢c

&Net wor kAcl | d=acl - 5f b85d36

&AUTHPARANS
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Example Response

<Repl aceNet wor kAcl Associ ati onResponse xm ns="http://ec2. amazonaws. com doc/ 2012-
12-01/">

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>

<newAssoci at i onl d>acl assoc- 17b85d7e</ newAssoci ati onl d>
</ Repl aceNet wor kAcl Associ at i onResponse>

Related Operations

¢ CreateNetworkAcl (p. 73)
¢ DeleteNetworkAcl (p. 130)
¢ DescribeNetworkAcls (p. 229)
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ReplaceNetworkAclEntry

Description

Replaces an entry (i.e., rule) in a network ACL. For more information about network ACLs, see Network
ACLs in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
Net wor kAcl | d The ID of the ACL. Yes
Type: String

Default: None

Rul eNurber The rule number of the entry to replace. Yes
Type: Integer
Default: None

Pr ot ocol The IP protocol the rule applies to. You can use -1 to | Yes
mean all protocols.

Type: Integer

Valid values: - 1 or a protocol number (go to Protocol
Numbers).

Rul eActi on Indicates whether to allow or deny traffic that matches | Yes
the rule.

Type: String
Default: None
Valid values: al | ow| deny

Egress Indicates whether this rule applies to egress traffic No
from the subnet (t r ue) or ingress traffic to the subnet
(fal se).

Type: Boolean
Default: f al se
Valid values: true | f al se

Ci dr Bl ock The CIDR range to allow or deny, in CIDR notation Yes
(for example, 172.16.0.0/24).

Type: String
Default: None

I cnp. Code For the ICMP protocol, the ICMP code. You can use | Conditional
-1 to specify all ICMP codes for the given ICMP type.

Type: Integer

Default: None

Condition: Required if specifying 1 (ICMP) for the
protocol.
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Name Description Required

I cnp. Type For the ICMP protocol, the ICMP type. You can use | Conditional
-1 to specify all ICMP types.

Type: Integer

Default: None

Condition: Required if specifying 1 (ICMP) for the
protocol.

Por t Range. From The first port in the range. Conditional
Type: Integer
Default: None
Condition: Required if specifying 6 (TCP) or 17 (UDP)
for the protocol.

Por t Range. To The last port in the range. Conditional
Type: Integer
Default: None
Condition: Required if specifying 6 (TCP) or 17 (UDP)
for the protocol.

Response Elements

The elements in the following table are wrapped in a Repl aceNet wor kAcl Ent r yResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example replaces the egress entry numbered 110 in the network ACL with ID acl-2cb85d45. The
new rule denies egress traffic destined for anywhere (0.0.0.0/0) on TCP port 139.

https://ec2. amazonaws. com ?Act i on=Repl aceNet wor kAcl Entry
&Net wor kAcl | d=acl - 2cb85d45

&Rul eNurrber =110

&Pr ot ocol =t cp

&Rul eAct i on=deny

&EgQress=true

&Ci dr Bl ock=0.0.0.0/0

&Por t Range. Fronv139

&Por t Range. To=139

&AUTHPARAMS
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Example Response

<Repl aceNet wor kAcl Ent r yResponse xm ns="http://ec2. amazonaws. com doc/ 2012- 12-
01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
</ Repl aceNet wor kAcl Ent r yResponse>

Related Operations

¢ CreateNetworkAclEntry (p. 75)
¢ DeleteNetworkAclEntry (p. 132)
¢ DescribeNetworkAcls (p. 229)
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ReplaceRoute

Description

Replaces an existing route within a route table in a VPC. For more information about route tables, see
Route Tables in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
Rout eTabl el d The ID of the route table. Yes
Type: String

Default: None

Desti nati onC dr Bl ock The CIDR address block used for the Yes
destination match. For example: 0.0.0.0/0.The
value you provide must match the CIDR of an
existing route in the table.

Type: String
Default: None

Gat ewayl d The ID of a gateway attached to your VPC. Conditional
Type: String
Default: None

Condition: You must provide only one of the
following: a Gat eway!l d, | nst ancel d, or
Net wor kI nt er f acel d.

I nstancel d The ID of a NAT instance in your VPC. Conditional
Type: String
Default: None

Condition: You must provide only one of the
following: a Gat ewayl d, | nst ancel d, or
Net wor kI nt er f acel d.

Net wor kI nt erf acel d Allows routing to network interface Conditional
attachments.

Type: String
Default: None

Condition: You must provide only one of the
following: Gat ewayl d, | nst ancel d, or
Net wor kI nt er f acel d.

Response Elements

The elements in the following table are wrapped in a Repl aceRout eResponse element.
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Name Description
requestlid The ID of the request.

Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example replaces a route in the route table with ID rtb-e4ad488d. The new route matches the CIDR
10.0.0.0/8 and sends the traffic to the virtual private gateway with ID vgw-1d00376e.

https://ec2. amazonaws. conl ?Act i on=Repl aceRout e
&Rout eTabl el d=rt b- e4ad488d

&Dest i nati onCi dr Bl ock=10.0.0.0/8

&Gat ewayl| d=vgw 1d00376e

&AUTHPARANS

Example Response

<Repl aceRout eResponse xm ns="http://ec2. anazonaws. con doc/ 2012- 12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>

</ Repl aceRout eResponse>

Related Operations

¢ DeleteRoute (p. 138)
¢ CreateRoute (p. 89)
¢ DescribeRouteTables (p. 267)
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ReplaceRouteTableAssociation

Description

Changes the route table associated with a given subnet in a VPC. After you execute this action, the subnet
uses the routes in the new route table it's associated with. For more information about route tables, see
Route Tables in the Amazon Virtual Private Cloud User Guide.

You can also use this action to change which table is the main route table in the VPC. You just specify
the main route table's association ID and the route table that you want to be the new main route table.

Request Parameters

Name Description Required

Associ ationld The ID representing the current association Yes
between the original route table and the
subnet.

Type: String
Default: None

Rout eTabl el d The ID of the new route table to associate with | Yes
the subnet.

Type: String
Default: None

Response Elements

The elements in the following table are wrapped in a Repl aceRout eTabl eAssoci ati onResponse

element.
Name Description
requestlid The ID of the request.
Type: xsd:string
newAssoci ati onld The ID of the new association.
Type: xsd:string
Examples

Example Request

This example starts with a route table associated with a subnet, and a corresponding association 1D
rthassoc-f8ad4891. You want to associate a different route table (table rtb-f9ad4890) to the subnet. The
result is a new association ID representing the new association.
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https://ec2. anazonaws. conf ?Act i on=Repl aceRout eTabl eAssoci ati on
&Associ ati onl d=rt bassoc-f 8ad4891

&Rout eTabl el d=rt b- f 9ad4890

&AUTHPARANS

Example Response

<Repl aceRout eTabl eAssoci ati onResponse xm ns="http://ec2. amazonaws. com doc/ 2012-
12-01/">

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- he587EXAMPLE</ r equest | d>

<newAssoci ati onl d>rt bassoc- f aad4893</ newAssoci at i onl d>
</ Repl aceRout eTabl eAssoci at i onResponse>

Related Operations

¢ CreateRouteTable (p. 92)

¢ DisassociateRouteTable (p. 339)
¢ DeleteRouteTable (p. 140)

¢ DescribeRouteTables (p. 267)

¢ AssociateRouteTable (p. 23)
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ReportinstanceStatus

Description

Use this action to submit feedback about an instance's status. This action works only for instances that
are in the r unni ng state. If your experience with the instance differs from the instance status returned
by the Descri bel nst anceSt at us action, use Repor t | nst anceSt at us to report your experience with
the instance. Amazon EC2 collects this information to improve the accuracy of status checks.

Note
Use of this action does not change the value returned by Descr i bel nst anceSt at us.

To report an instance's status, specify an instance ID with the | nst ancel d. n parameter and a reason
code with the ReasonCode. n parameter that applies to that instance. The following table contains
descriptions of all available reason codes.

Reason Code Description

instance-stuck-in-state My instance is stuck in a state.

unresponsive My instance is unresponsive.

not-accepting-credentials My instance is not accepting my credentials.

password-not-available A password is not available for my instance.

performance-network My instance is experiencing performance problems which |
believe are network related.

performance-instance-store My instance is experiencing performance problems which |
believe are related to the instance stores.

performance-ebs-volume My instance is experiencing performance problems which |
believe are related to an EBS volume.

performance-other My instance is experiencing performance problems.

other Other, explained in the submitted description parameter.

Request Parameters

Name Description Required

I nstancel d. n One or more instance IDs. Yes
Type: String

St at us The status of all instances listed in the | nst ancel d. n Yes
parameter.
Type: String

Valid values: ok | i npai r ed

StartTine The time at which the reported instance health state began. | No
Type: DateTime
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Name

EndTi ne

ReasonCode. n

Description

Description Required

The time at which the reported instance health state ended. | No
Type: DateTime

A reason code that describes a specific instance's health | Yes
state. Each code you supply corresponds to an instance
ID that you supply with the | nst ancel d. n parameter.
See the Description (p. 392) section for descriptions of each
reason code.

Type: String

Valid values: i nst ance- st uck-in-state |

unr esponsi ve | not - accepti ng-credential s |
passwor d- not - avai | abl e | per f or mance- net wor k
| per f or mance-i nstance-store |

per f or mance- ebs- vol une | per f or mance- ot her |
ot her

Descriptive text about the instance health state. No
Type: String
Default: None

Response Elements

The elements in the following table are wrapped in a Repor t | nst anceSt at usResponse element.

Name

request!d

Return

Examples

Description

The ID of the request.
Type: xsd:string

Indicates whether the values submitted were accepted by Amazon

EC2.
Type: xsd:boolean

Example Request

This example reports instance health state for two instances.

https://ec2. amazonaws. com ?Act i on=Report | nst anceSt at us

&St at us=i npai r ed

&l nst ancel d. 0=i - 9440effb
&l nst ancel d. 1=i - 0cf 27c63

&Ver si on=2012-12-01

&Aut hPar ans
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Example Request

This example reports instance health state for two instances with reason codes.

https://ec2. amazonaws. conl ?Act i on=Report | nst anceSt at us
&Descri pti on=Descri pti on+of +my+i ssue.

&St at us=i npai r ed

&l nst ancel d. 0=i - 9440effb

&l nstancel d. 1=i - Ocf 27¢c63

&ReasonCode. 0=i nst ance- per f or nance- net wor k
&ReasonCode. 1=i nst ance- per f or mance- di sk

&Ver si on=2012-12-01

&Aut hPar ans

Example Response

<Report | nstanceSt at usResponse xm ns=' http://ec2. anazonaws. coni doc/ 2011- 10-01/' >

<request | d>b8131cff - df bd- 4277- baf e- be006f dOc4da</r equest | d>
<return>true</return>
</ Report | nst anceSt at usResponse>
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RequestSpotinstances

Description

Creates a Spot Instance request. Spot Instances are instances that Amazon EC2 starts on your behalf
when the maximum price that you specify exceeds the current Spot Price. Amazon EC2 periodically sets
the Spot Price based on available Spot Instance capacity and current Spot Instance requests. For more
information about Spot Instances, see Using Spot Instances in the Amazon Elastic Compute Cloud User
Guide.

Note
Users must be subscribed to the required product to run an instance with AWS Marketplace
product codes.

Request Parameters

Name Description Required
Spot Pri ce The maximum hourly price for any Spot Instance launched | Yes

to fulfill the request.

Type: String

Default: None

I nst anceCount The maximum number of Spot Instances to launch. No
Type: Integer
Default: 1

Type The Spot Instance request type. No
Type: String

Valid values: one-ti ne | per si st ent
Default: one-time

Val i dFr om The start date of the request. If this is a one-time request, | No
the request becomes active at this date and time and
remains active until all instances launch, the request
expires, or the request is canceled. If the request is
persistent, the request becomes active at this date and
time and remains active until it expires or is canceled.

Type: DateTime
Default: Request is effective independently

Val i dunti | The end date of the request. If this is a one-time request, | No
the request remains active until all instances launch, the
request is canceled, or this date is reached. If the request
is persistent, it remains active until it is canceled or this
date and time is reached.

Type: DateTime
Default: Request is effective indefinitely
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Request Parameters

Name

LaunchGr oup

Avai | abi lityZoneG ou
p

LaunchSpeci fi cati on.
| mgel d

LaunchSpeci fi cati on.
KeyNane

LaunchSpeci fi cati on.
SecurityGoupld.n

Description

The instance launch group. Launch groups are Spot
Instances that launch together and terminate together.

Type: String
Default: Instances are launched and terminated individually

The user-specified name for a logical grouping of bids.

When you specify Avai | abi | i t yZoneG oup in a Spot
Instance request, all Spot Instances in the request are
launched in the same Availability Zone. Instance proximity
is maintained with this parameter, but choice of Availability
Zone is not. Avai | abi | i t yZoneGr oup applies only to
bids for Spot Instances of the same instance type. Any
additional Spot Instance requests that are specified with
the same Avai | abi | i t yZoneG oup name will be
launched in that same Availability Zone, as long as at least
one instance from the group is still active.

If there is no active instance running in the Availability
Zone group that you specify for a new Spot Instance
request (i.e., all instances are terminated, the bid is
expired, or the bid falls below current market), then
Amazon EC2 will launch the instance in any Availability
Zone where the constraint can be met. Consequently, the
subsequent set of Spot Instances could be placed in a
different zone from the original request, even if the same
Avai | abi | i t yZoneG oup name was specified.

To ensure that all Spot Instances across all bids are
launched into a particular Availability Zone, specify
LaunchSpeci fi cation. Pl acenent. Avai | abi | i t yZone
in the APl or —avai | abi | i ty- zone in the CLI.

Type: String
Default: Instances are launched in any available Availability
Zone.

The ID of the AMI.
Type: String
Default: None

The name of the key pair.
Type: String
Default: None

The ID of the security group.

Type: String

Default: The instance uses the default security group
Condition: If you want to specify one or more security
groups, you can use either

LaunchSpeci fication. SecurityGoupld.n

or

LaunchSpeci fi cation. SecurityG oup. n

Required
No

No

Yes

No

Conditional
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Request Parameters

Name

LaunchSpeci fi cati on.

SecurityG oup.n

LaunchSpeci fi cati on.
User Dat a

LaunchSpeci fi cati on.
Addr essi ngType

LaunchSpeci fi cati on.
I nst anceType

LaunchSpeci fi cati on.
Pl acenent . Avai | abi | i
tyZone

LaunchSpeci fi cati on.
Pl acenent . G oupNane

LaunchSpeci fi cati on.
Kernel I d

Description

[EC2] The name of the security group.
Type: String
Default: The instance uses the default security group

Condition: If you want to specify one or more security
groups, you can use either

LaunchSpeci fication. SecurityGoupld.n

or

LaunchSpeci fi cati on. SecurityG oup. n

The MIME, Base64-encoded user data to make available
to the instances.

Type: String
Default: None

Deprecated.
Type: String
Default: None

The instance type.

Type: String

Valid values:t1. micro | ml. smal | | ml. medi um|

nml. | arge | mL. xI arge | n8. x| ar ge | nB. 2x| ar ge |

cl. medi um|cl. xl arge | nR2. x| arge | n2. 2xl ar ge |
nR. 4xl arge | cr1. 8xl arge | ccl. 4xl ar ge |

cc2. 8xl arge | cgl. 4xl ar ge. See Available Instance
Types for more information.

Default: nl. smal |

The placement constraint (i.e., specific Availability Zone)
for launching the instances.

Specify if you want all of the Spot Instances in all of your
bids to be launched in a particular Availability Zone.
Specifying this option requires Amazon EC2 to find
capacity in the specified Availability Zone instead of letting
Amazon EC2 pick the best Availability Zone available; this
can potentially delay the fulfillment of your bid, and/or
require a higher bid price.

Type: String

Default: Amazon EC2 selects an Availability Zone.

The name of an existing placement group you want to
launch the instance into (for cluster instances).

Type: String
Default: None.

The ID of the kernel.
Type: String
Default: None

Required

Conditional

No

No

Yes

No

No

No
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Name Description Required

LaunchSpeci fi cation. | The ID of the RAM disk. Some kernels require additional | No
Ramdi skl d drivers at launch. Check the kernel requirements for
information on whether you need to specify a RAM disk
and search for the kernel ID.

Type: String
Default: None

LaunchSpeci fi cation. | The device named exposed to the instance (for example, | No
Bl ockDevi ceMappi ng. n | /dev/sdh or xvdh). For more information, see Block Device
. Devi ceNane Mapping.

Type: String
Default: None

LaunchSpeci fi cati on. | Suppresses the device mapping. No
Bl ockDevi ceMappi ng. N | Type: Boolean
. NoDevi ce

Default: true

LaunchSpeci fi cation. | The name of the virtual device, ephemeral[0..3]. The No
Bl ockDevi ceMappi ng. n | number of instance store volumes depends on the instance
. Vi rtual Name type.

Type: String
Default: None

LaunchSpeci fi cation. | The ID of the snapshot. No
Bl ockDevi ceMappi ng. n | Type: String
. Ebs. Snapshot | d

Default: None
lantfssfi ct nBa@agignis\dukse | The size of the volume, in GiBs. Conditional
Type: Integer

Valid values: If the volume type is i 01, the minimum size
of the volume is 10 GiB.

Default: If you're creating the volume from a snapshot and
don't specify a volume size, the default is the snapshot
size.

Condition: Required unless you're creating the volume
from a snapshot.

Whether the volume is deleted on instance termination. | No
Type: Boolean
Default: true

Lot s fi i B agirgnis \dude | The volume type. No
Type: String
Valid values: st andard | i ol
Default: st andar d
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Name Description Required

lart e fi i nBaley @dprgnisigs | The number of 1/0 operations per second (IOPS) that the | Conditional
volume supports.

Type: Integer
Valid values: Range is 100 to 2000.
Default: None

Condition: Required when the volume type is i 01; not
used with st andar d volumes.

LaunchSpeci fi cati on. | Enables monitoring for the instance. No
Moni t ori ng. Enabl ed Type: String

Default: Disabled

LaunchSpeci fi cati on. | The ID of the subnet in which to launch the Spot Instance. | No
Subnet I d Type: String
Default: None

LaunchSpeci fi cati on. |[VPC] Attaches an existing interface to a single instance. | No
Net wor kI nt er f ace. n. N | Requires n=1 instances.
etworkl nterfaceld Type: String

Default:

LaunchSpeci fi cation. |[VPC]Applies to both attaching existing network interfaces | No
Net wor kI nt er f ace. n. D | and when creating new network interfaces.

evi cel ndex Type: Integer
Default:

LaunchSpeci fi cati on. | [VPC]Applies only when creating new network interfaces. | No
Net wor kI nterface.n. S Type: String

ubnet ! d Default:
LaunchSpeci fi cation. |[VPC]Applies only when creating new network interfaces. | No

Net wor kl nt erface.n. D Type: String
escription

Default:
LaunchSpeci fi cati on. | [VPC]The primary private IP address of the network No
Net wor ki nt er f ace. n. P | interface. Applies only when creating new network
rivat el pAddr ess interfaces. Requires n=1 network interfaces in launch.

Only one private IP address can be designated as primary.
Therefore, you cannot specify this parameter if you are
also specifying

LaunchSpedi fi cati on Mtverki terface n Rri vat  pAtresses. n Ri nary
with a value of t r ue with the

Laurd e fi cati on Ntvard nterface n Rivatd pAttessss n Rivat d pittess
option.

Type: String

Default:
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Request Parameters

Name

LaunchSpeci fi cati on.
Net wor kl nterface. n. P
rivat el pAddr esses. n.
Privat el pAddr ess

LaunchSpeci fi cati on.
Net wor kIl nt erface.n. P
rivat el pAddr esses. n.
Primary

LaunchSpeci fi cati on.
Net wor kl nterface.n. S
econdar yPri vat el pAdd
r essCount

LaunchSpeci fi cati on.
Net wor kI nterface.n. S
ecurityGoupld.n

LaunchSpeci fi cati on.
Net wor kl nterface.n. D
el eteOnTer m nati on

Description Required

[VPC] The primary private IP address of the network No
interface. Applies only when creating new network
interfaces. Requires n=1 network interfaces in launch.
Only one private IP address can be designated as primary.
Therefore, you cannot specify this parameter with
LaunchSpedi fi cati on Mtverki terface n Rri vat  pAtresses. n Ri nary
with a value of t r ue if you are also specifying the
LaunchSpeci fi cati on. Net vor kil nt er f ace. n. Fri vat el pAddr ess
option.

Type: String

Default:

[VPC] Whether the private IP address is the primary private | No
IP address. Applies only when creating new network
interfaces. Requires n=1 network interfaces in launch.
Only one private IP address can be designated as primary.
Therefore, you cannot specify this parameter with a value
of t r ue with the

Laurd e fi cati on Ntvard nterface n Rivatd pAttessss n Rivat d pittress
option if you specify the

LaunchSpeci fi cati on. Net vor kI nt er f ace. n. Fri vat el pAddr ess
option.

Type: String

Default:

[VPC] The number of secondary private IP addresses to | No
assign to a network interface. When you specify a number

of secondary IP addresses, AWS automatically assigns

these IP addresses within the subnet's range.

The number of IP addresses you can assign to a network
interface varies by instance type. For more information,
go to Available Instance Types in the Amazon Elastic
Compute Cloud User Guide.

For a single network interface, you cannot specify this
option and specify more than one private IP address using
LaunchSpedficaionNetworkinieraoen PivateipAddressesn PrivatelpAddress.
Type: Integer

Default: None

The security group IDs to associate with the created No
instance. Applies only when creating new network
interfaces.

Type: String
Default:

Applies to all network interfaces. No
Type: Boolean
Default:
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Name Description Required

LaunchSpeci fi cation. | The Amazon resource name (ARN) of the IAM Instance | No
I am nstanceProfil e. A Profile (IIP) to associate with the instances.

rn Type: String
Default: None

LaunchSpeci fi cation. | The name of the IAM Instance Profile (IIP) to associate | No
I am nst anceProfil e. N | with the instances.

are Type: String
Default: None

LaunchSpedi fi cati on BisQiti ized | Whether the instance is optimized for EBS I/O. This No
optimization provides dedicated throughput to Amazon
EBS and an optimized configuration stack to provide
optimal EBS I/O performance. This optimization isn't
available with all instance types. Additional usage charges
apply when using an EBS Optimized instance.

Type: Boolean
Default: f al se

Response Elements

The elements in the following table are wrapped in a Request Spot | nst ancesResponse element.

Name Description

requestl!d The ID of the request.
Type: xsd:string

spot | nst anceRequest Set Information about the Spot Instance request, wrapped inani t em
element.

Type: SpotinstanceRequestSetltemType (p. 521)

Examples

Example Request

This example creates a Spot Instances request for two mil. snmal | instances and associates an IAM
instance profile called s3access with them.

https://ec2. amazonaws. com ?Act i on=Request Spot | nst ances
&Spot Pri ce=0. 50

&l nst anceCount =2

&Type=one-tine

&Avai | abi |l ityZoneG oup=MyAzG oup

&LaunchSpeci fi cation. | magel d=ami - 1a2b3c4d

&LaunchSpeci fi cati on. KeyNane=gsg- keypai r

&LaunchSpeci fi cati on. G oup. 1=websrv

&LaunchSpeci fi cation. | nstanceType=ni. smal |

APl Version 2012-12-01
401




Amazon Elastic Compute Cloud API Reference
Related Operations

& aunchSpeci fi cation. | am nstanceProfil e. Nane=s3access
&AUTHPARANS

Example Response

<Request Spot | nst ancesResponse xm ns="http://ec2. amazonaws. coni doc/ 2012- 12-01/" >

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- he587EXAMPLE</ r equest | d>
<spot | nst anceRequest Set >
<itene
<spot | nst anceRequest | d>si r - 1a2b3c4d</ spot | nst anceRequest | d>
<spot Pri ce>0. 5</ spot Pri ce>
<type>one-tine</type>
<st at e>open</ st at e>
<avail abi |l i tyZoneG oup>MyAzG oup</ avai | abi |l i tyZoneG oup>
<l aunchSpeci fi cati on>
<i magel d>am - 1a2b3c4d</i nagel d>
<gr oupSet >
<itenp
<groupl d></ gr oupl d>
<gr oupName></ gr oupNane>
</itenmp
</ groupSet >
<i nstanceType>ni. smal | </i nst anceType>
<bl ockDevi ceMappi ng/ >
<noni tori ng>
<enabl ed>f al se</ enabl ed>
</ moni t ori ng>
<ebsOpti m zed>f al se</ ebsOpti m zed>
</l aunchSpeci ficati on>
<creat eTi me>YYYY- MM DDTHH: MM SS. 000Z</ cr eat eTi ne>
<pr oduct Descri pti on>Li nux/ UNI X</ product Descri pti on>
</[itenpr
<itene
</[itenpr
</ spot | nst anceRequest Set >
</ Request Spot | nst ancesResponse>

Related Operations

¢ DescribeSpotinstanceRequests (p. 285)
e CancelSpotinstanceRequests (p. 52)
¢ DescribeSpotPriceHistory (p. 291)
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ResetlmageAttribute

Description

Resets an attribute of an AMI to its default value.

Note
The productCodes attribute cannot be reset.

Request Parameters

Name Description Required

I mgel d The ID of the AMI. Yes
Type: String
Default: None

Attribute The attribute to reset (currently you can only reset the Yes
launch permission attribute).

Type: String
Default: None
Valid value: | aunchPer mi ssi on

Response Elements

The elements in the following table are wrapped in a Reset | mageAt t ri but eResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example resets the | aunchPer m ssi on attribute for the specified AMI.

https://ec2. amazonaws. com ?Acti on=Reset | nageAttri bute
& magel d=ami - 61a54008

&At tri but e=l aunchPer m ssi on

&AUTHPARANS
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Example Response

<Reset | mageAttri but eResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/" >

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
</ Reset | mageAttri but eResponse>

Related Operations

¢ ModifylmageAttribute (p. 358)
¢ DescribelmageAttribute (p. 186)

APl Version 2012-12-01
404



Amazon Elastic Compute Cloud API Reference
ResetIinstanceAttribute

ResetlnstanceAttribute

Description

Resets an attribute of an instance to its default value. To reset the kernel or RAM disk, the instance must
be in a stopped state. To reset the Sour ceDest Check, the instance can be either running or stopped.

The Sour ceDest Check attribute exists to enable a Network Address Translation (NAT) instance in a
VPC to perform NAT. The attribute controls whether source/destination checking is enabled on the
instance. The default value is t r ue, which means checking is enabled. The value must be f al se for the
instance to perform NAT. For more information, see NAT Instances in the Amazon Virtual Private Cloud

User Guide.

Request Parameters

Name Description Required
I nstancel d The ID of the instance. Yes
Type: String
Default: None
Attribute The attribute to reset. Yes

Type: String
Default: None
Valid values: ker nel |randi sk | sour ceDest Check

Response Elements

The elements in the following table are wrapped in a Reset | nst anceAt t ri but eResponse element.

Name Description

requestl!d The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example resets the ker nel attribute.

https://ec2. amazonaws. conl ?Act i on=Reset | nst anceAttri bute
&l nst ancel d=i - 1a2b3c4d

&At tri but e=ker nel

&AUTHPARANS
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Example Response

<Reset | nst anceAttri but eResponse xm ns="http://ec2. amazonaws. com doc/ 2012- 12-

01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>

</ Reset | nst anceAttri but eResponse>

Related Operations

¢ ModifylnstanceAttribute (p. 361)
¢ DescribelnstanceAttribute (p. 197)
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ResetNetworklInterfaceAttribute

Description

Resets a network interface attribute. You can specify only one attribute at a time.

Request Parameters

Name Description Required
Net wor kI nt er f acel d The ID of the network interface. Yes
Type: String
Default: None
Attribute=[sourceDes | The name of the attribute to reset; sourceDestCheck Yes
t Check] defaultsto t r ue.
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Reset Net wor kl nt er f aceAt t ri but eResponse

element.
Name Description
requestld The ID of the request.
Type: xsd:string
return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean
Examples

Example Request

This example resets the sourceDestCheck attribute for the elastic network interface (ENI) eni - f f da3197.

https://ec2. amazonaws. com ?Act i on=Reset Net wor kl nt er f aceAt t ri but e&Net wor kil nt er
facel d=eni -ffda3197&At tri but e=sour ceDest Check &AUTHPARAMS

Example Response

<Reset Net wor kIl nt er f aceAt tri but eResponse xm ns=' http://ec2. amazonaws. coni doc/ 2011-
11-15/' >
<request | d>5187642e- 3f 16- 44a3- b05f - 24c3848b5162</ r equest | d>
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<return>true</return>
</ Reset Net wor kl nt erf aceAttri but eResponse>

Related Operations

¢ AttachNetworklinterface (p. 27)

¢ DetachNetworkinterface (p. 329)

¢ CreateNetworkInterface (p. 78)

¢ DeleteNetworkinterface (p. 134)

¢ DescribeNetworklInterfaceAttribute (p. 235)
¢ DescribeNetworklInterfaces (p. 237)

« ModifyNetworkinterfaceAttribute (p. 364)
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ResetSnapshotAttribute

Description

Resets permission settings for the specified snapshot.
Request Parameters

Name Description Required

Snapshot 1 d The ID of the snapshot. Yes
Type: String
Default: None

Attribute The attribute to reset (currently only the attribute for Yes
permission to create volumes can be reset)

Type: String
Default: None
Valid value: cr eat eVol unePer m ssi on

Response Elements

The elements in the following table are wrapped in a Reset Snapshot At t ri but eResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example resets the permissions for snap- 1a2b3c4d, making it a private snapshot that can only be
used by the account that created it.

https://ec2. amazonaws. com ?Act i on=Reset Snapshot Attri bute
&Snapshot | d=snap- 1a2b3c4d

&At tri but e=cr eat eVol umePer mi ssi on

&AUTHPARANS
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Example Response

<Reset Snapshot Attri but eResponse xm ns="http://ec2. amazonaws. com doc/ 2012- 12-
01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
</ Reset Snapshot Att ri but eResponse>

Related Operations

¢ ModifySnapshotAttribute (p. 366)

¢ DescribeSnapshotAttribute (p. 276)
¢ DescribeSnapshots (p. 278)

¢ CreateSnapshot (p. 96)
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RevokeSecurityGroupEgress

Description

Removes one or more egress rules from a security group for VPC. The values that you specify in the
revoke request (for example, ports) must match the existing rule's values for the rule to be revoked.

Each rule consists of the protocol and the CIDR range or destination security group. For the TCP and
UDP protocols, you must also specify the destination port or range of ports. For the ICMP protocol, you
must also specify the ICMP type and code.

Rule changes are propagated to instances within the security group as quickly as possible. However, a
small delay might occur.

For more information, see Security Groups in the Amazon Virtual Private Cloud User Guide.

Request Parameters

Name Description Required
G oupld The ID of the VPC security group to modify. Yes
Type: String

Default: None

| pPer mi ssi ons. n. | pPr | The IP protocol name or number (go to Protocol Numbers). | Yes

ot ocol When you call Descri beSecuri t y& oups, the protocol
value returned is the number. Exception: For TCP, UDP,
and ICMP, the value returned is the name (for example,
tcp, udp, ori cnp).
Type: String
Valid values:t cp | udp | i cnp or any protocol number (go
to Protocol Numbers). Use - 1 to specify all.

| pPer i ssi ons. n. Fr om | The start of port range for the TCP and UDP protocols, or | Conditional
Por t an ICMP type number. For the ICMP type number, you
can use -1 to specify all ICMP types.

Type: Integer
Default: None

Condition: Required for ICMP and any protocol that uses
ports

| pPer i ssi ons. n. ToPo | The end of port range for the TCP and UDP protocols, or | Conditional
rt an ICMP code number. For the ICMP code number, you

can use -1 to specify all ICMP codes for the given ICMP

type.

Type: Integer

Default: None

Condition: Required for ICMP and any protocol that uses

ports
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Name Description Required
| pPer mi ssi ons. n. & ou | The name of the destination security group. Cannot be Conditional
ps. m G oupld used when specifying a CIDR IP address.

Type: String

Default: None

Condition: Required if modifying access for one or more
destination security groups.

| pPer i ssi ons. n. | pRa | The CIDR range. Cannot be used when specifying a Conditional
nges.m<C drlp destination security group.
Type: String

Default: None
Constraints: Valid CIDR IP address range.

Condition: Required if modifying access for one or more
IP address ranges.

Response Elements
The elements in the following table are wrapped in a RevokeSecuri t yG oupEgr essResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example revokes the access that the websr v security group for EC-VPC (with ID sg-1a2b3c4d) has
to the 205.192.0.0/16 and 205.159.0.0/16 address ranges on TCP port 80.

https://ec2. amazonaws. com ?Act i on=RevokeSecurityG oupEgress
&G oupNane=websr v

&G oupNane=sg- 1a2b3c4d

&l pPerm ssions. 1. | pProtocol =tcp

&l pPerm ssi ons. 1. FronPor t =80

&l pPer m ssi ons. 1. ToPort =80

&l pPermi ssions. 1. |1 pRanges. 1. G dr | p=205. 192. 0. 0/ 16

&l pPermi ssions. 1. |1 pRanges. 2. G dr | p=205. 159. 0. 0/ 16
&AUTHPARANS

Example Request

This example revokes the access that the security group for VPC (with ID sg-1a2b3c4d) has to the security
group for VPC with ID sg-9a8d7f5c on TCP port 1433.
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https://ec2. amazonaws. con! ?Acti on=RevokeSecurityG oupEgress
&G oupl d=sg- 1a2b3c4d

&l pPerm ssions. 1. | pProtocol =tcp

&l pPerm ssions. 1. FronPort =1433

&l pPerm ssions. 1. ToPort =1433

&l pPerm ssions. 1. Groups. 1. G oupl d=sg- 9a8d7f 5c

&AUTHPARANS

Example Response

<RevokeSecurit yG oupEgr essResponse xm ns="http://ec2. anazonaws. coni doc/ 2012- 12-
01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- he587EXAMPLE</ r equest | d>
<return>true</return>
</ RevokeSecurityG oupEgr essResponse>

Related Operations

¢ CreateSecurityGroup (p. 94)

¢ DescribeSecurityGroups (p. 272)

¢ AuthorizeSecurityGroupEgress (p. 33)

¢ AuthorizeSecurityGrouplngress (p. 36)
¢ AuthorizeSecurityGrouplngress (p. 414)
¢ DeleteSecurityGroup (p. 142)
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RevokeSecurityGrouplngress

Description

Removes one or more ingress rules from a security group. The values that you specify in the revoke
request (for example, ports) must match the existing rule's values for the rule to be removed.

A security group is for use with instances either in Amazon EC2 or in a specific VPC. For more information,
see Amazon EC2 Security Groups in the Amazon Elastic Compute Cloud User Guide and Security Groups
for Your VPC in the Amazon Virtual Private Cloud User Guide.

Each rule consists of the protocol and the CIDR range or source security group. For the TCP and UDP
protocols, you must also specify the destination port or range of ports. For the ICMP protocol, you must
also specify the ICMP type and code.

Rule changes are propagated to instances within the security group as quickly as possible. However,
depending on the number of instances, a small delay might occur.

Request Parameters

Name Description Required
Userld Deprecated No
G oupld The ID of the security group to modify. The group must Conditional
belong to your account.
Type: String

Default: None

Condition: Required for security groups for a VPC; can be
used instead of G oupNane otherwise

G oupNane The name of the EC2 security group to modify. Conditional
Type: String
Default: None

Condition: Can be used instead of Gr oupl d for EC2
security groups

| pPermi ssions. n. | pPr | The IP protocol name or number (see Protocol Numbers). | Required
ot ocol EC2 security groups can have rules only for TCP, UDP,
and ICMP, whereas VPC security groups can have rules
assigned to any protocol number.
When you call Descri beSecuri t yGr oups, the protocol
value returned is the number. Exception: For TCP, UDP,
and ICMP, the value returned is the name (for example,
t cp, udp, ori cnp).
Type: String
Valid values for EC2 security groups:t cp | udp | i cnp or
the corresponding protocol number (6 | 17 | 1).
Valid values for VPC groups: t cp | udp | i cnp or any
protocol number (see Protocol Numbers). Use - 1 to specify
all.
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Name Description Required

| pPer i ssi ons. n. Fr om | The start of port range for the TCP and UDP protocols, or | Conditional
Por t an ICMP type number. For the ICMP type number, you
can use -1 to specify all ICMP types.

Type: Integer
Default: None

Default: Required for ICMP and any protocol that uses
ports

| pPer i ssi ons. n. ToPo | The end of port range for the TCP and UDP protocols, or | Conditional
rt an ICMP code number. For the ICMP code number, you
can use -1 to specify all ICMP codes for the given ICMP

type.
Type: Integer
Default: None

Default: Required for ICMP and any protocol that uses
ports

| pPer mi ssi ons. n. G ou | The AWS account ID that owns the source security group. | Conditional
ps. m User | d Cannot be used when specifying a CIDR IP address.

Type: String
Default: None

Condition: For EC2 security groups only. Required if
modifying access for one or more source security groups.

| pPer mi ssi ons. n. & ou | The name of the source security group. Cannot be used | Conditional
ps. m G oupNane when specifying a CIDR IP address.

Type: String
Default: None

Condition: Required if modifying access for one or more
source security groups.

| pPer i ssi ons. n. &G ou | The ID of the source security group. Cannot be used when | Conditional
ps. m Groupld specifying a CIDR IP address.

Type: String
Default: None

Condition: For VPC security groups only. Required if
modifying access for one or more source security groups.

| pPer i ssi ons. n. | pRa | The CIDR range. Cannot be used when specifying a Conditional
nges.mdcdrlp source security group.
Type: String

Default: None
Constraints: Valid CIDR IP address range.

Condition: Required if modifying access for one or more
IP address ranges.

Response Elements

The elements in the following table are wrapped in a RevokeSecur i t yG oupl ngr essResponse element.
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Name Description
requestlid The ID of the request.

Type: xsd:string

return Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Examples

Example Request

This example revokes TCP port 80 access from the 205.192.0.0/16 address range for the security group
named websr v. If the security group were for a VPC, you'd specify the ID of the security group instead
of the name.

https://ec2. amazonaws. com ?Act i on=RevokeSecuri t yG oupl ngress
&G oupNane=websr v

&l pProtocol =tcp

&Fr omPor t =80

&ToPort =80

&Ci dr | p=205. 192. 0. 0/ 16

&AUTHPARANS

Example Response

<RevokeSecurit yGroupl ngressResponse xm ns="http://ec2. amazonaws. con doc/ 2012-
12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
</ RevokeSecurityG oupl ngr essResponse>

Related Operations

¢ CreateSecurityGroup (p. 94)

* DescribeSecurityGroups (p. 272)

¢ AuthorizeSecurityGrouplngress (p. 36)
¢ DeleteSecurityGroup (p. 142)
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Runlnstances

Description

Launches the specified number of instances of an AMI for which you have permissions.

If capacity is insufficient to launch the maximum number of instances requested in one Availability Zone
(the specified Availability Zone for targeted requests, or an Availability Zone chosen by EC2 for untargeted
requests), Amazon EC2 launches the minimum number specified. If Amazon EC2 cannot launch the
minimum number of instances requested in a single Availability Zone, no instances are launched.

Note

Every instance is launched in a security group (created using the Cr eat eSecuri t yG oup
operation). If you don't specify a security group in the Runl nst ances request, the "default”
security group is used.

For Linux instances, you can provide an optional key pair ID in the launch request (created using the

Cr eat eKeyPai r or | npor t KeyPai r operation). The instances will have access to the public key at
boot. You can use this key to provide secure access to an instance of an image on a per-instance basis.
Amazon EC2 public images use this feature to provide secure access without passwords.

Important
Launching public images without a key pair ID will leave them inaccessible.

The public key material is made available to the instance at boot time by placing it in the openssh_i d. pub
file on a logical device that is exposed to the instance as / dev/ sda2 (the instance store). The format of
this file is suitable for use as an entry within ~/ . ssh/ aut hori zed_keys (the OpenSSH format). This
can be done at boot (e.g., as part of rc. | ocal ) allowing for secure access without passwords.

You can provide optional user data in the launch request. All instances that collectively comprise the
launch request have access to this data. For more information, see Instance Metadata in the Amazon
Elastic Compute Cloud User Guide.

Note
If any of the AMIs have a product code attached for which the user has not subscribed, the
Runl nst ances call will fail.

Request Parameters

Name Description Required
I mgel d The ID of the AMI. Yes
Type: String

Default: None

M nCount The minimum number of instances to launch. If the value | Yes
is more than Amazon EC2 can launch, no instances are
launched at all.

Type: Integer

Default: None

Constraints: Between 1 and the maximum number allowed
for your account (the default for each account is 20, but
this limit can be increased).
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Name Description Required

Max Count The maximum number of instances to launch. If the value | Yes
is more than Amazon EC2 can launch, the largest possible
number above M nCount will be launched instead.

Type: Integer

Default: None

Constraints: Between 1 and the maximum number allowed
for your account (the default for each account is 20, but
this limit can be increased).

KeyNare The name of the key pair to use. No
Type: String
Default: None

SecurityGoupld.n One or more security group IDs. Conditional
Type: String

Default: None
Condition: Required for VPC; optional for EC2

SecurityG oup.n [EC2] One or more security group names. Conditional
Type: String
Default: None

Condition: For EC2, you must specify either a group ID or
a group name

User Dat a The Base64-encoded MIME user data to be made No
available to the instance(s) in this reservation.

Type: String
Default: None

Addr essi ngType This parameter is deprecated. No
Type: String
Default: None

I nst anceType The instance type. See Available Instance Types for more | No
information.
Type: String
Valid values:t 1. micro | ml. smal | | ml. medi um|
ni. | arge | mlL. xI arge | nB. x| ar ge | nB. 2x| ar ge |
cl. medi um|cl. x| arge | nR2. x| arge | n2. 2xl ar ge |
nR. 4xl arge | cr1. 8xl arge | hi 1. 4xl ar ge |
hs1. 8xl arge | ccl. 4xl arge | cc2. 8xl ar ge |
cgl. 4xl arge

Default: ml. smal |

Pl acenent . Avai | abi | i | The Availability Zone to launch the instance into. No
tyZone Type: String
Default: EC2 chooses a zone for you
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Name Description Required
Pl acenent . G oupNane | The name of an existing placement group you want to No
launch the instance into (for cluster instances).
Type: String

Default: None

Pl acenent . Tenancy The tenancy of the instance. An instance with a tenancy | No
of dedi cat ed runs on single-tenant hardware and can
only be launched into a VPC.

Type: String
Default: default

Kernel I d The ID of the kernel with which to launch the instance. No
Type: String
Default: None

Ramdi skl d The ID of the RAM disk. Some kernels require additional | No
drivers at launch. Check the kernel requirements for
information on whether you need to specify a RAM disk.

To find kernel requirements, refer to the Resource Center
and search for the kernel ID.

Type: String
Default: None

Bl ockDevi ceMappi ng. n | The device name exposed to the instance (for example, | No
. Devi ceNane /dev/sdh or xvdh). For more information, see Block Device
Mapping.
Type: String
Default: None

Bl ockDevi ceMappi ng. n | Suppresses the device mapping. No
- NoDevi ce Type: empty element
Default: None

Bl ockDevi ceMappi ng. n | The virtual device name, ephemeral[0..3]. The number of | No

. Vi rtual Name instance store volumes depends on the instance type.

Type: String

Default: None
Bl ockDevi ceMappi ng. n | The ID of the snapshot. No
. Ebs. Snapshot I d Type: String

Default: None

Bl ockDevi ceMappi ng. n | The size of the volume, in GiBs. Conditional
. Ebs. Vol unesSi ze Type: Integer

Valid values: If the volume type is i 01, the minimum size
of the volume is 10 GiB.

Default: If you're creating the volume from a snapshot and
don't specify a volume size, the default is the snapshot
size.

Condition: Required unless you're creating the volume
from a snapshot.
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Name Description Required

Bakai @dprgn s BadDirmdion | Whether the volume is deleted on instance termination. | No
Type: Boolean
Default: true

B odd®d cqd rg n Hs. \d uefype | The volume type. No
Type: String
Valid values: st andard | i ol
Default: st andar d

B ockDevi ceMppi ng. n. Bos. 1 gps | The number of 1/0 operations per second (IOPS) that the | Conditional
volume supports.

Type: Integer
Valid values: Range is 100 to 2000.
Default: None

Condition: Required when the volume type is i 01; not
used with st andar d volumes.

Moni t ori ng. Enabl ed Enables monitoring for the instance. No
Type: Boolean
Default: false

Subnet | d [VPC] The ID of the subnet to launch the instance into. No
Type: String
Default: None

Di sabl eApi Ter mi nati o | Whether you can terminate the instance using the EC2 No
n API. A value of t r ue means you can't terminate the
instance using the API (i.e., the instance is "locked"); a
value of f al se means you can. If you set thisto t r ue,
and you later want to terminate the instance, you must first
change the di sabl eApi Ter mi nat i on attribute's value
to f al se using Modi fyl nst anceAttri bute.

Type: Boolean
Default: false

I nstancel ni ti at edShu | Whether the instance stops or terminates on No
t downBehavi or instance-initiated shutdown.
Type: String

Valid values: st op |t erm nat e
Default: st op
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Name

Privat el pAddr ess

C i ent Token

Net wor kl nterface.n. N
etworkl nterfaceld

Net wor kl nterface.n. D
evi cel ndex

Net wor kl nterface.n. S
ubnet | d

Net wor kl nt erface.n. D
escription

Net wor kIl nt er f ace. n. P
ri vatel pAddress

Description

[VPC] You can optionally use this parameter to assign the
instance a specific available IP address from the IP
address range of the subnet as the primary IP address.

Only one private IP address can be designated as primary.
Therefore, you cannot specify this parameter if you are
also specifying Pri vat el pAddr esses. n. Pri nary with
a value of t r ue with the

Privat el pAddr esses. n. Pri vat el pAddr ess option.

Type: String
Default: We select an |IP address from the IP address
range of the subnet for the instance

Unique, case-sensitive identifier you provide to ensure
idempotency of the request. For more information, go to
How to Ensure Idempotency in the Amazon Elastic
Compute Cloud User Guide.

Type: String
Default: None
Constraints: Maximum 64 ASCII characters

Attaches an existing interface to a single instance.
Requires n=1 instances.

Type: String
Default: None

Applies to both attaching existing network interfaces and
when creating new network interfaces.

Type: Integer
Default: None

Applies only when creating new network interfaces.
Type: String
Default: None

Applies only when creating new network interfaces.
Type: String
Default: None

The primary private IP address of the network interface.
Applies only when creating new network interfaces.
Requires n=1 network interfaces in launch.

Type: String
Default: None

Required
No

No

No

No

No

No

No
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Name Description Required

Net wor kI nt er f ace. n. P | The private IP address of the specified network interface. | No
rivat el pAddr esses. n. | This parameter can be used multiple times to specify
Privat el pAddr ess explicit private IP addresses for a network interface, but
only one private IP address can be designated as primary.
Only one private IP address can be designated as primary.
Therefore, you cannot specify this parameter with the
Net wor kl nt er f ace. n. Pri vat el pAddr esses. n. Pri nary
value of t r ue if you designate a primary private IP address
using the Net wor kI nt er f ace. n. Pri vat el pAddr ess
option.
Type: String
Default: None

Net wor kI nt er f ace. n. P | Whether the private IP address is the primary private IP | No
rivat el pAddresses. n. | address.

Primary Only one private IP address can be designated as primary.
Therefore, you cannot specify this parameter with the
Net wor kl nt er f ace. n. Pri vat el pAddr esses. n. Pri nary
value of t r ue and the
Net wor ki nt er f ace. n. Fri vat el pAddr esses. n. Fri vat el pAddr ess
option if you designate a primary private IP address using
Net wor kIl nt erf ace. n. Pri vat el pAddr ess.

Type: Boolean
Default: None

Net wor kI nt er f ace. n. S | The number of private IP addresses to assign to a network | No
econdar yPri vat el pAdd | interface.

ressCount For a single network interface, you cannot specify this
option and specify more than one private IP address using
Net wor kIl nt erface. n. Pri vat el pAddr ess.

Net wor kIl nter f ace. n. S | Applies only when creating new network interfaces. No
ecurityGroupld.n Type: String
Default: None

Net wor kI nt er f ace. n. D | Applies to all network interfaces. No
el eteOnTermi nati on Type: Boolean

Default: None

I am nst anceProf il e. A | Amazon resource name (ARN) of the IAM Instance Profile | No
rn (IIP) to associate with the instances.

Type: String
Default: None

I am nst anceProf il e. N | The name of the IAM Instance Profile (IIP) to associate | No
ame with the instances.

Type: String
Default: None
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Response Elements

Name

EbsOpti m zed

Description Required

Whether the instance is optimized for EBS I/O. This No
optimization provides dedicated throughput to Amazon

EBS and an optimized configuration stack to provide

optimal EBS 1/0O performance. This optimization isn't

available with all instance types. Additional usage charges
apply when using an EBS Optimized instance.

Type: Boolean
Default: f al se

Response Elements

The elements in the following table are wrapped in a Runl nst ancesResponse element.

Name

requestlid
reservationld
ownerld

gr oupSet

i nst ancesSet

requesterld

Examples

Description

The ID of the request.
Type: xsd:string

The ID of the reservation.
Type: xsd:string

The ID of the AWS account that owns the reservation.
Type: xsd:string

A list of security groups the instance belongs to. Each group is
wrapped in an i t emelement.

Type: GroupltemType (p. 470)

A list of instances. Each instance is wrapped in an i t emelement.
Type: RunninglnstancesltemType (p. 515)

The ID of the requester that launched the instances on your behalf

(for example, AWS Management Console, Auto Scaling).
Type: xsd:string

Example Request

This example launches three instances of the ani - 60a54009 AMI.

https://ec2. amazonaws. com ?Act i on=Runl nst ances

&l magel d=ani - 60a54009

&\VaxCount =3
&M nCount =1

&Pl acenent . Avai l abi | i t yZone=us-east - 1b
&\bni t ori ng. Enabl ed=t r ue

&AUTHPARANS
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Example Response

<Runl nst ancesResponse xm ns="http://ec2. amazonaws. com doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<reservationl d>r-47a5402e</reservationl d>
<owner |1 d>111122223333</ owner | d>
<gr oupSet >
<itemp
<gr oupl d>sg- 245f 6a01</ gr oupl d>
<gr oupNane>def aul t </ gr oupNane>
<litenpr
</ groupSet >
<i nst ancesSet >
<itemp
<i nst ancel d>i - 2ba64342</i nst ancel d>
<i magel d>ani - 60a54009</ i nagel d>
<i nst anceSt at e>
<code>0</ code>
<name>pendi ng</ name>
</instanceSt at e>
<pri vat eDnsNane/ >
<dnsNane/ >
<r eason/ >
<am Launchl ndex>0</ am Launchl ndex>
<i nstanceType>ni. smal | </i nst anceType>
<l aunchTi me>2007- 08- 07T11: 51: 50. 000Z</ | aunchTi me>
<pl acenent >
<avai | abi |l i tyZone>us- east - 1b</ avai | abi | i t yZone>
<gr oupNarne/ >
<t enancy>def aul t </t enancy>
</ pl acenent >
<moni t ori ng>
<st at e>enabl ed</ st at e>
</ noni tori ng>
<sour ceDest Check>t r ue</ sour ceDest Check>
<gr oupSet >
<itemr
<gr oupl d>sg- 245f 6a01</ gr oupl d>
<gr oupNane>def aul t </ gr oupNane>
</itenpr
</ groupSet >
<virtualizationType>paravirtual </virtualizati onType>
<cl i ent Token/ >
<hyper vi sor >xen</ hyper vi sor >
<ebsOpti m zed>f al se</ ebsOpti m zed>
<litenpr
<itemp
<i nst ancel d>i - 2bc64242</i nst ancel d>
<i magel d>ani - 60a54009</ i nagel d>
<i nst anceSt at e>
<code>0</ code>
<name>pendi ng</ name>
</instanceSt at e>
<pri vat eDnsNane/ >
<dnsNane/ >
<am Launchl ndex>1</ am Launchl ndex>
<i nstanceType>ni. snmal | </i nst anceType>
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<l aunchTi ne>2007- 08- 07T11: 51: 50. 000Z</ | aunchTi me>
<pl acenent >
<avai l abi | i t yZone>us- east - 1b</ avai l abi | i t yZone>
<gr oupNare/ >
<t enancy>def aul t </ t enancy>
</ pl acenment >
<noni tori ng>
<st at e>enabl ed</ st at e>
</ nmoni t ori ng>
<sour ceDest Check>t r ue</ sour ceDest Check>
<gr oupSet >
<itenpr
<gr oupl d>sg- 245f 6a01</ gr oupl d>
<gr oupNane>def aul t </ gr oupNane>
<litenmp
</ groupSet >
<virtualizationType>paravirtual </virtualizati onType>
<hyper vi sor >xen</ hyper vi sor >
<ebsOpti m zed>f al se</ ebsOpti m zed>
</[itenpr
<itene
<i nstancel d>i - 2be64332</i nst ancel d>
<i magel d>am - 60a54009</ i nagel d>
<i nstanceSt at e>
<code>0</ code>
<name>pendi ng</ name>
</instanceSt at e>
<pri vat eDnsNane/ >
<dnsNane/ >
<am Launchl ndex>2</ am Launchl ndex>
<i nstanceType>ni. smal | </i nst anceType>
<l aunchTi ne>2007- 08- 07T11: 51: 50. 000Z</ | aunchTi me>
<pl acenent >
<avai l abi | i t yZone>us- east - 1b</ avai l abi | i t yZone>
<gr oupNane/ >
<t enancy>def aul t </ t enancy>
</ pl acenment >
<noni tori ng>
<st at e>enabl ed</ st at e>
</ moni t ori ng>
<sour ceDest Check>t r ue</ sour ceDest Check>
<gr oupSet >
<itenp
<groupl d>sg- 245f 6a01</ gr oupl d>
<gr oupNane>def aul t </ gr oupNane>
<litenmp
</ groupSet >
<virtualizationType>paravirtual </virtualizati onType>
<hyper vi sor >xen</ hyper vi sor >
<ebsOpti m zed>f al se</ ebsOpti m zed>
</[itenpr
</instancesSet >
</ Runl nst ancesResponse>
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Example Request

This example launches an instance of the am - 31814f 58 AMI and attaches an elastic network interface
to it.

https://ec2. amazonaws. conl ?Act i on=Runl nst ances
| magel d=ami - 31814f 58

&l nst anceType=mnil. snal

&vaxCount =1

&M nCount =1

&N\bni t ori ng. Enabl ed=f al se
&Subnet | d=subnet - b2a249da

&AUTHPARANS

Example Response

<Runl nst ancesResponse xm ns='http://ec2. anmazonaws. conl doc/ 2011- 11-15/"' >
<request | d>e86f f 3c8- 2400- 45e3- ade7-f 158a69283d4</r equest | d>
<reservationl d>r-157ad274</reservati onl d>
<owner 1 d>111122223333</ owner | d>
<groupSet/ >
<i nst ancesSet >
<itenp
<i nst ancel d>i - 0ee0356¢c</i nst ancel d>
<i magel d>am - 31814f 58</ i magel d>
<i nstancesSt at e>
<code>0</ code>
<name>pendi ng</ nanme>
</instanceSt at e>
<pri vat eDnsNane/ >
<dnsNane/ >
<r eason/ >
<am Launchl ndex>0</ am Launchl ndex>
<pr oduct Codes/ >
<i nstanceType>nil. smal | </ i nstanceType>
<l aunchTi me>2011- 12- 20T08: 29: 31. 000Z</ | aunchTi me>
<pl acenent >
<avai | abi | i tyZone>us- east - 1b</ avai |l abi | i t yZone>
<gr oupNane/ >
<t enancy>def aul t </ t enancy>
</ pl acenent >
<ker nel | d>aki - 805ea7e9</ ker nel | d>
<noni tori ng>
<st at e>di sabl ed</ st at e>
</ moni t ori ng>
<subnet | d>subnet - b2a249da</ subnet | d>
<vpcl d>vpc- 1ea24976</ vpcl d>
<pri vat el pAddr ess>10. 0. 0. 142</ pri vat el pAddr ess>
<sour ceDest Check>t r ue</ sour ceDest Check>
<gr oupSet >
<itenp
<gr oupl d>sg- 050c1369</ gr oupl d>
<gr oupNane>def aul t </ gr oupNane>
<litenr
</ gr oupSet >
<st at eReason>
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<code>pendi ng</ code>
<message>pendi ng</ nessage>
</ st at eReason>
<ar chi tecture>i 386</architecture>
<r oot Devi ceType>ebs</r oot Devi ceType>
<r oot Devi ceNane>/ dev/ sdal</r oot Devi ceNane>
<bl ockDevi ceMappi ng/ >
<virtualizationType>paravirtual </virtualizati onType>
<cl i ent Token/ >
<hyper vi sor >xen</ hyper vi sor >
<net wor kIl nt er f aceSet >
<itenp
<net wor kIl nt er f acel d>eni - c6bb50ae</ net wor kl nt er f acel d>
<subnet | d>subnet - b2a249da</ subnet | d>
<vpcl d>vpc- 1ea24976</ vpcl d>
<descri ption/ >
<owner |1 d>111122223333</ owner | d>
<st at us>i n-use</ st at us>
<privat el pAddress>10. 0. 0. 142</ pri vat el pAddr ess>
<sour ceDest Check>t r ue</ sour ceDest Check>
<gr oupSet >
<itenp
<groupl d>sg- 050¢1369</ gr oupl d>
<gr oupNane>def aul t </ gr oupNane>
</itemp
</ groupSet >
<attachnent >
<attachnent | d>eni -attach- 0326646a</ att achnent | d>
<devi cel ndex>0</ devi cel ndex>
<status>attachi ng</ st atus>
<attachTi ne>2011- 12- 20T08: 29: 31. 000Z</ at t achTi ne>
<del et eOnTer m nati on>true</ del et eOnTer m nati on>
</ attachnent >
</itemp
</ net wor kl nt er f aceSet >
</itemp
</i nst ancesSet >
</ Runl nst ancesResponse>

Example Request

The following example launches an m1l.large instance into a VPC in subnet subnet-a61dafcf with a single
network interface, a primary private IP address of 10.0.2.106 and two secondary private IP addresses
(10.0.2.107 and 10.0.2.108

https://ec2. amazonaws. com ?Act i on=Runl nst ances

&l magel d=ami - bebOcaec

&l nst anceType=ni. | ar ge

&vaxCount =1

&M nCount =1

&\bni t ori ng. Enabl ed=f al se

&Net wor kI nt erf ace. 0. Devi cel ndex=0

&Net wor kI nt er f ace Privat el pAddr esses. 0. Pri mary=true

&Net wor kI nt er f ace Privat el pAddr esses. 0. Pri vat el pAddr ess=10. 0. 2. 106
&Net wor kI nt er f ace Pri vat el pAddr esses. 1. Pri mary=f al se

. 0.
. 0.
. 0.
&Net wor kIl nt erface. 0. Pri vat el pAddr esses. 1. Pri vat el pAddr ess=10. 0. 2. 107
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&Net wor kl nterface. 0. Privat el pAddresses. 2. Pri mary=fal se

&Net wor kl nterface. 0. Privat el pAddr esses. 2. Pri vat el pAddr ess=10. 0. 2. 108
&Net wor kI nt er face. 0. Subnet | d=subnet - a61daf cf

&AUTHPARANS

Example Request

This example launches a Dedicated Instance into a VPC.

https://ec2. amazonaws. conl ?Act i on=Runl nst ances
&l magel d=ami - 2alf ec43

&Subnet | d=subnet - dea63cb7

&Pl acement . Tenancy=dedi cat ed

&M nCount =1

&vaxCount =1

&AUTHPARAMS

Related Operations

¢ Describelnstances (p. 200)

e Stoplnstances (p. 431)

¢ Startlnstances (p. 429)

¢ Terminatelnstances (p. 433)

¢ AuthorizeSecurityGrouplngress (p. 36)
¢ RevokeSecurityGrouplingress (p. 414)
¢ DescribeSecurityGroups (p. 272)

¢ CreateSecurityGroup (p. 94)

¢ CreateKeyPair (p. 71)

¢ ImportKeyPair (p. 353)
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Startinstances

Description

Starts an Amazon EBS-backed AMI that you've previously stopped.

Instances that use Amazon EBS volumes as their root devices can be quickly stopped and started. When
an instance is stopped, the compute resources are released and you are not billed for hourly instance
usage. However, your root partition Amazon EBS volume remains, continues to persist your data, and
you are charged for Amazon EBS volume usage. You can restart your instance at any time. Each time
you transition an instance from stopped to started, we charge a full instance hour, even if transitions
happen multiple times within a single hour.

Note

Before stopping an instance, make sure it is in a state from which it can be restarted. Stopping
an instance does not preserve data stored in RAM.

Performing this operation on an instance that uses an instance store as its root device returns
an error.

For more information, see Using Amazon EBS-Backed AMIs and Instances.

Request Parameters

Name Description Required
I nstanceld.n One or more instance IDs. Yes
Type: String

Default: None

Response Elements
The elements in the following table are wrapped in a St art | nst ancesResponse element.

Name Description

request|d The ID of the request.
Type: xsd:string
i nst ancesSet A list of instance state changes. Each change is wrapped inani t em

element.
Type: InstanceStateChangeType (p. 483)

Examples

Example Request

This example starts the i-10a64379 instance.
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https://ec2. anazonaws. conl ?Acti on=Start| nstances
&l nstancel d. 1=i - 10a64379
&AUTHPARANS

Example Response

<StartlnstancesResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">
<request | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<i nst ancesSet >
<itenp
<i nstancel d>i - 10a64379</i nst ancel d>
<current St at e>
<code>0</ code>
<name>pendi ng</ name>
</current St at e>
<previ ousSt at e>
<code>80</ code>
<nanme>st opped</ nane>
</ pr evi ousSt at e>
<litenpr
</ i nstancesSet >
</ Start | nstancesResponse>

Related Operations

¢ Stoplnstances (p. 431)

¢ Runinstances (p. 417)

¢ Describelnstances (p. 200)
¢ Terminatelnstances (p. 433)
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Stoplnstances

Description

Stops an Amazon EBS-backed instance. Each time you transition an instance from stopped to started,
we charge a full instance hour, even if transitions happen multiple times within a single hour.

Important
Although Spot Instances can use Amazon EBS-backed AMIs, they don't support Stop/Start. In
other words, you can't stop and start Spot Instances launched from an AMI with an Amazon EBS
root device.

Instances that use Amazon EBS volumes as their root devices can be quickly stopped and started. When
an instance is stopped, the compute resources are released and you are not billed for hourly instance
usage. However, your root partition Amazon EBS volume remains, continues to persist your data, and
you are charged for Amazon EBS volume usage. You can restart your instance at any time.

Note

Before stopping an instance, make sure it is in a state from which it can be restarted. Stopping
an instance does not preserve data stored in RAM.

Performing this operation on an instance that uses an instance store as its root device returns
an error.

You can stop, start, and terminate EBS-backed instances. You can only terminate S3-backed instances.
What happens to an instance differs if you stop it or terminate it. For example, when you stop an instance,
the root device and any other devices attached to the instance persist. When you terminate an instance,
the root device and any other devices attached during the instance launch are automatically deleted. For
more information about the differences between stopping and terminating instances, go to the "Stop/Start"
and "Instance Termination" in Basics of Amazon EBS-Backed AMIS and Instances in the Amazon EC2
User Guide.

Request Parameters

Name Description Required
I nstanceld.n One or more instance IDs. Yes
Type: String

Default: None

For ce Forces the instance to stop. The instance will not have an | No
opportunity to flush file system caches or file system
metadata. If you use this option, you must perform file
system check and repair procedures. This option is not
recommended for Windows instances.

Type: Boolean
Default: False

Response Elements

The elements in the following table are wrapped in a St opl nst ancesResponse element.
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Name Description
requestlid The ID of the request.

Type: xsd:string
i nst ancesSet A list of instance state changes. Each change is wrappedinani t em

element.
Type: InstanceStateChangeType (p. 483)

Examples

Example Request

This example stops the i-10a64379 instance without using the "force" option.

https://ec2. amazonaws. conl ?Act i on=St opl nst ances
&l nstancel d. 1=i - 10a64379
&AUTHPARANS

Example Response

<St opl nst ancesResponse xml ns="http://ec2. amazonaws. conf doc/ 2012-12-01/">
<request | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<i nst ancesSet >
<itenp
<i nstancel d>i - 10a64379</i nst ancel d>
<current St at e>
<code>64</ code>
<name>st oppi ng</ nanme>
</current St at e>
<previ ousSt at e>
<code>16</ code>
<nanme>r unni ng</ nane>
</ pr evi ousSt at e>
</instancesSet >
</ St opl nst ancesResponse>

Related Operations

e Startinstances (p. 429)

¢ Runlinstances (p. 417)

¢ Describelnstances (p. 200)
¢ Terminatelnstances (p. 433)
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Terminatelnstances

Description

Shuts down one or more instances. This operation is idempotent; if you terminate an instance more than
once, each call will succeed.

Terminated instances will remain visible after termination (approximately one hour).

Note
By default, Amazon EC2 deletes all Amazon EBS volumes that were attached when the instance
launched. Amazon EBS volumes attached after instance launch continue running.

You can stop, start, and terminate EBS-backed instances. You can only terminate S3-backed instances.
What happens to an instance differs if you stop it or terminate it. For example, when you stop an instance,
the root device and any other devices attached to the instance persist. When you terminate an instance,
the root device and any other devices attached during the instance launch are automatically deleted. For
more information about the differences between stopping and terminating instances, go to the "Stop/Start"
and "Instance Termination" in Basics of Amazon EBS-Backed AMIS and Instances in the Amazon EC2
User Guide.

Request Parameters

Name Description Required
I nstanceld.n One or more instance IDs. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in a Ter ni nat el nst ancesResponse element.

Name Description

request|d The ID of the request.
Type: xsd:string
i nst ancesSet A list of instance state changes. Each change is wrapped inani t em

element.
Type: InstanceStateChangeType (p. 483)

Examples

Example Request

This example terminates the i - 3ea74257 instance.
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https://ec2. amazonaws. conl ?Act i on=Ter m nat el nst ances
&l nst ancel d. 1=i - 3ea74257
&AUTHPARANS

Example Response

<Ter m nat el nst ancesResponse xm ns="http://ec2. anmazonaws. conf doc/ 2012-12-01/">
<request | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<i nst ancesSet >
<itenp
<i nstancel d>i - 3ea74257</i nst ancel d>
<current St at e>
<code>32</ code>
<name>shut t i ng- down</ nane>
</current St at e>
<previ ousSt at e>
<code>16</ code>
<name>r unni ng</ nane>
</ pr evi ousSt at e>
</[itenpr
</ i nstancesSet >
</ Ter m nat el nst ancesResponse>

Related Operations

¢ Describelnstances (p. 200)
¢ Runinstances (p. 417)
¢ Stoplnstances (p. 431)
e Startinstances (p. 429)
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UnassignPrivatelpAddresses

Description

Unassigns one or more secondary private IP addresses from a network interface.

This command is only available in VPC.

Request Parameters

Name

Net wor kIl nt er f acel d

Privat el pAddress. n

Description Required

The network interface from which the secondary private | Yes
IP address will be unassigned.

Type: String
Default: None

The secondary private IP addresses that you want to Yes
unassign from the network interface. You can specify this
option multiple times to unassign more than one IP

address.

Type:

AssignPrivatelpAddressesSetltemRequestType (p. 442)

Default: None

Response Elements

The elements in the following table are wrapped in an Unassi gnPri vat el pAddr essesResponse

element.
Name
request!d
return
Examples

Description

The ID of the request.
Type: xsd:string

Returns t r ue if the request succeeds. Otherwise, returns an error.
Type: xsd:boolean

Example Request

The following request unassigns two secondary private IP addresses from the specified network interface.

https://ec2. amazonaws. com ?Act i on=Unassi gnPri vat el pAddr esses
&Net wor kI nt er f acel d=eni - 197d9972
&Pri vat el pAddr ess. 0=10. 0. 2. 60
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&Pri vat el pAddr ess. 1=10. 0. 2. 65
&AUTHPARANS

Example Response

<Unassi gnPri vat el pAddresses xm ns="http://ec2. anmazonaws. conf doc/ 2012-12-01/">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>

</ Unassi gnPri vat el pAddr esses>

Related Operations

¢ AssignPrivatelpAddresses (p. 15)
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Unmonitorinstances

Description

Disables monitoring for a running instance. For more information about monitoring instances, see Monitoring
Your Instances and Volumes in the Amazon Elastic Compute Cloud User Guide.

Request Parameters

Name Description Required
I nstanceld.n One or more instance IDs. Yes
Type: String

Default: None

Response Elements

The elements in the following table are wrapped in an Unnoni t or | nst ancesResponse element.

Name Description

requestlid The ID of the request.
Type: xsd:string

A list of monitoring information for one or more instances. Each set
of information is wrapped in an i t emelement.
Type: MonitorInstancesResponseSetltemType (p. 495)

i nst ancesSet

Examples

Example Request

This example disables monitoring for i-43a4412a and i-23a3397d.

https://ec2. amazonaws. com ?Act i on=Unnoni t or | nst ances
&l nst ancel d. 1=i - 43a4412a

&l nst ancel d. 2=i - 23a3397d

&AUTHPARANS

Example Response

<Unnoni t or I nst ancesResponse xm ns="http://ec2. amazonaws. conf doc/ 2012-12-01/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<i nst ancesSet >

<itenp
<i nst ancel d>i - 43a4412a</ i nst ancel d>

<noni t ori ng>

APl Version 2012-12-01
437



http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch.html

Amazon Elastic Compute Cloud API Reference
Related Operations

<st at e>di sabl ed</ st at e>
</ moni tori ng>
</itemp
<itenp
<i nst ancel d>i - 23a3397d</ i nst ancel d>
<noni t ori ng>
<st at e>di sabl ed</ st at e>
</ moni tori ng>
</itemp
</i nstancesSet >
</ Unnoni t or I nst ancesResponse>

Related Operations

« MonitorInstances (p. 370)
¢ Runinstances (p. 417)
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Topics

AssignPrivatelpAddressesSetltemRequestType (p. 442)
AttachmentSetltemResponseType (p. 442)

AttachmentType (p. 443)

AvailabilityZoneltemType (p. 443)
AvailabilityZoneMessageType (p. 444)
BlockDeviceMappingltemType (p. 445)
BundlelnstanceS3StorageType (p. 445)
BundlelnstanceTaskErrorType (p. 446)
BundlelnstanceTaskStorageType (p. 447)
BundlelnstanceTaskType (p. 448)
CancelSpotinstanceRequestsResponseSetitemType (p. 449)
ConversionTaskType (p. 449)
CreateVolumePermissionltemType (p. 450)
CustomerGatewayType (p. 451)
DescribeAddressesResponseltemType (p. 452)
DescribelmagesResponseltemType (p. 452)
DescribeKeyPairsResponseltemType (p. 454)
DescribeReservedinstancesListingsResponseSetltemType (p. 455)
DescribeReservedinstancesListingSetltemType (p. 456)
DescribeReservedinstancesOfferingsResponseSetltemType (p. 457)
DescribeReservedinstancesOfferingsResponseType (p. 458)
DescribeReservedinstancesResponseSetlitemType (p. 459)
DescribeReservedinstancesSetltemType (p. 460)
DescribeSnapshotsSetltemResponseType (p. 461)
DescribeVolumesSetltemResponseType (p. 462)
DhcpConfigurationltemType (p. 463)

DhcpOptionsType (p. 463)

DhcpValueType (p. 464)

DisklmageDescriptionType (p. 465)
DiskimageVolumeDescriptionType (p. 465)
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EbsBlockDeviceType (p. 466)
EbsInstanceBlockDeviceMappingResponseType (p. 467)
ExportTaskResponseType (p. 468)
ExportToS3TaskResponseType (p. 469)
GroupltemType (p. 470)
lamInstanceProfileRequestType (p. 470)
lamInstanceProfileResponseType (p. 471)
IcmpTypeCodeType (p. 472)
ImportinstanceTaskDetailsType (p. 472)
ImportinstanceVolumeDetailltemType (p. 473)
ImportVolumeTaskDetailsType (p. 474)
InstanceBlockDeviceMappingltemType (p. 475)
InstanceBlockDeviceMappingResponseltemType (p. 475)
InstanceCountsSetltemType (p. 476)
InstanceCountsSetType (p. 477)
InstanceEbsBlockDeviceType (p. 477)
InstanceExportTaskResponseType (p. 478)
InstanceMonitoringStateType (p. 478)
InstanceNetworkInterfaceAssociationType (p. 479)
InstanceNetworklInterfaceAttachmentType (p. 480)
InstanceNetworklInterfaceSetltemRequestType (p. 480)
InstanceNetworklInterfaceSetltemType (p. 481)
InstancePrivatelpAddressesSetltemType (p. 483)
InstanceStateChangeType (p. 483)
InstanceStateType (p. 484)
InstanceStatusDetailsSetType (p. 485)
InstanceStatusEventsSetType (p. 485)
InstanceStatusEventType (p. 486)
InstanceStatusltemType (p. 486)
InstanceStatusSetType (p. 487)
InstanceStatusType (p. 488)
InternetGatewayAttachmentType (p. 488)
InternetGatewayType (p. 489)

IpPermissionType (p. 490)

IpRangeltemType (p. 491)
LaunchPermissionltemType (p. 491)
LaunchSpecificationRequestType (p. 492)
LaunchSpecificationResponseType (p. 493)
MonitoringlnstanceType (p. 495)
MonitorInstancesResponseSetltemType (p. 495)
NetworkAclAssociationType (p. 496)
NetworkAclEntryType (p. 497)

NetworkAclType (p. 497)
NetworkInterfaceAssociationType (p. 498)
NetworkinterfaceAttachmentType (p. 499)
NetworkInterfacePrivatelpAddressesSetltemType (p. 499)
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NetworkinterfaceType (p. 500)
PlacementGroupinfoType (p. 502)
PlacementRequestType (p. 502)
PlacementResponseType (p. 503)
PortRangeType (p. 504)
PriceScheduleRequestSetltemType (p. 504)
PriceScheduleSetltemType (p. 505)
PriceScheduleSetType (p. 506)
PricingDetailsSetltemType (p. 506)
PrivatelpAddressesSetltemRequestType (p. 507)
ProductCodeltemType (p. 507)
ProductCodesSetltemType (p. 508)
ProductDescriptionSetltemType (p. 509)
PropagatingvVgwType (p. 509)
RecurringChargesSetltemType (p. 510)
RegionltemType (p. 510)
ReservationinfoType (p. 511)
ReservedInstanceLimitPriceType (p. 511)
ResourceTagSetltemType (p. 512)
RouteTableAssociationType (p. 512)
RouteTableType (p. 513)

RouteType (p. 514)
RunningInstancesltemType (p. 515)
SecurityGroupldSetltemType (p. 518)
SecurityGroupltemType (p. 519)
SpotDatafeedSubscriptionType (p. 520)
SpotinstanceRequestSetltemType (p. 521)
SpotinstanceStateFaultType (p. 522)
SpotinstanceStatusMessageType (p. 523)
SpotPriceHistorySetltemType (p. 524)
StateReasonType (p. 524)

SubnetType (p. 525)

TagSetltemType (p. 526)

UserDataType (p. 527)
UserldGroupPairType (p. 528)
VolumeStatusltemType (p. 528)
VolumeStatusinfoType (p. 529)
VolumeStatusDetailsltemType (p. 530)
VolumeStatusEventltemType (p. 530)
VolumeStatusActionltemType (p. 531)
VpcType (p. 532)
VpnConnectionOptionsResponseType (p. 533)
VpnConnectionType (p. 533)
VpnGatewayType (p. 534)
VpnStaticRouteType (p. 535)
VpnTunnelTelemetryType (p. 536)
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AssignPrivatelpAddressesSetltemRequestType

Describes a private IP address.

Ancestors

¢ AssignPrivatelpAddressesType

Relevant Operations

¢ AssignPrivatelpAddresses (p. 15)
¢ UnassignPrivatelpAddresses (p. 435)

Contents

The following table describes the elements in this data type.

Name Description
privat el pAddr ess The private IP address.
Type: String

AttachmentSetltemResponseType

The AttachmentSetltemResponseType data type.

Ancestors

¢ AttachmentSetResponseType

Relevant Operations

* DescribeVolumes

Contents
The following table describes the elements in this data type.
Name Description
vol unel d The ID of the volume.
Type: String
i nstancel d The ID of the instance.
Type: String
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AttachmentType
Name Description
devi ce The device name exposed to the instance (e.g., /dev/sdh).
Type: String
status The attachment state.

attachTi ne

del et eOnTer m nati on

AttachmentType

Type: String
Valid values: at t achi ng | at t ached | det achi ng | det ached

The time stamp when the attachment initiated.
Type: DateTime

Whether the Amazon EBS volume is deleted on instance termination.
Type: Boolean

Describes an attachment between a virtual private gateway and a VPC.

Ancestors

¢ AttachmentSetType

Relevant Operations

¢ AttachVpnGateway (p. 31)
¢ CreateVpnGateway (p. 120)
¢ DescribeVpnGateways (p. 323)

Contents

The following table describes the elements in this data type.

Name

vpcld

state

Description

The ID of the VPC the virtual private gateway is attached to.
Type: String

The current state of the attachment.
Type: String
Valid values: at t achi ng | at t ached | det achi ng | det ached

AvalilabilityZoneltemType

The AvailabilityZoneltemType data type.
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Ancestors

Ancestors

¢ AvailabilityZoneSetType

Relevant Operations

¢ DescribeAvailabilityZones

Contents

The following table describes the elements in this data type.

Name Description
zoneNane The name of the Availability Zone.
Type: String
zoneStat e The state of the Availability Zone.
Type: String
r egi onNane The name of the Region.
Type: String
nessageSet Any messages about the Availability Zone, each one wrapped in an

i t emelement.
Type: AvailabilityZoneMessageType (p. 444)

AvailabilityZoneMessageType

The AvailabilityZoneMessageType data type.

Ancestors

¢ AvailabilityZoneMessageSetType

Relevant Operations

¢ DescribeAvailabilityZones

Contents

The following table describes the elements in this data type.
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BlockDeviceMappingltemType

Name Description
nessage The message about the Availability Zone.
Type: String

BlockDeviceMappingltemType

Describes a block device mapping.

Ancestors

¢ BlockDeviceMappingType

Relevant Operations

¢ DescribelmageAttribute (p. 186)

¢ Describelmages (p. 189)

¢ DescribeSpotinstanceRequests (p. 285)
¢ Registerimage (p. 377)

¢ RequestSpotinstances (p. 395)

¢ Runlinstances (p. 417)

Contents
The following table describes the elements in this data type.
Name Description
devi ceName The device name exposed to the instance (e.g., /dev/sdh).
Type: String
vi rtual Nane The virtual device name.
Type: String
ebs Parameters used to automatically set up Amazon EBS volumes when

the instance is launched.
Type: EbsBlockDeviceType (p. 466)

noDevi ce Include this empty element to suppress the specified device included
in the block device mapping of the AMI.

BundlelnstanceS3StorageType

The BundlelnstanceS3StorageType data type.
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Ancestors

Ancestors

¢ BundlelnstanceTaskStorageType (p. 447)

Relevant Operations

¢ Bundlelnstance
¢ DescribeBundleTasks
¢ CancelBundleTask

* Bundlelnstance

Contents

The following table describes the elements in this data type.

Name Description
awsAccessKeyl d The Access Key ID of the owner of the Amazon S3 bucket.
Type: String
bucket The bucket in which to store the AMI. You can specify a bucket that

you already own or a new bucket that Amazon EC2 creates on your
behalf. If you specify a bucket that belongs to someone else, Amazon
EC2 returns an error.

Type: String

prefix The beginning of the file name of the AMI.
Type: String

upl oadPol i cy A Base64-encoded Amazon S3 upload policy that gives Amazon
EC2 permission to upload items into Amazon S3 on the user's behalf.

Type: String

upl oadPol i cySi gnature The signature of the Base64 encoded JSON document.
Type: String

BundlelnstanceTaskErrorType

The BundlelnstanceTaskErrorType data type.

Ancestors

¢ BundlelnstanceTaskType (p. 448)
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Relevant Operations

Relevant Operations

¢ Bundlelnstance
* DescribeBundleTasks

* CancelBundleTask

Contents

The following table describes the elements in this data type.

Name Description

code The error code.
Type: String

nessage The error message.
Type: String

BundlelnstanceTaskStorageType

The BundlelnstanceTaskStorageType data type.

Ancestors

¢ BundlelnstanceTaskType (p. 448)

Relevant Operations

¢ Bundlelnstance
* DescribeBundleTasks
¢ CancelBundleTask

* Bundlelnstance

Contents
The following table describes the elements in this data type.

Name Description

S3 An Amazon S3 storage location.
Type: BundlelnstanceS3StorageType (p. 445)
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BundlelnstanceTaskType

BundlelnstanceTaskType

Describes a bundle task.

Ancestors

¢ BundlelnstanceTasksSetType

Relevant Operations

¢ Bundlelnstance (p. 40)
¢ CancelBundleTask (p. 43)
¢ DescribeBundleTasks (p. 172)

Contents

The following table describes the elements in this data type.

Name Description

i nstancel d The ID of the instance associated with this bundle task.
Type: String

bundl el d The ID for this bundle task.
Type: String

state The state of the task.
Type: String

Valid values: pendi ng | wai ti ng- f or - shut down | bundl i ng |
storing|cancelling|conplete|failed

startTi me The time this task started.
Type: DateTime

updat eTi me The time of the most recent update for the task.
Type: DateTime

st or age The Amazon S3 storage locations.
Type: BundlelnstanceTaskStorageType (p. 447)

progress The level of task completion, as a percent (for example, 20%).
Type: String
error If the task fails, a description of the error.

Type: BundlelnstanceTaskErrorType (p. 446)
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CancelSpotinstanceRequestsResponseSetitemType

CancelSpotinstanceRequestsResponseSetitemType

The CancelSpotinstanceRequestsResponseSetltemType data type.

Ancestors

¢ CancelSpotinstanceRequestsResponseSetType

Relevant Operations

¢ CancelSpotinstanceRequests

Contents

The following table describes the elements in this data type.

Name Description

spot | nst anceRequest | d The ID of the Spot Instance request.
Type: String

state The state of the Spot Instance request.
Type: String

Valid values: acti ve | open | cl osed | cancel | ed |fail ed

ConversionTaskType

The ConversionTaskType data type.

Ancestors

¢ ConversionTaskSetType

Relevant Operations

* DescribeConversionTasks
¢ Importinstance

¢ ImportVolume

Contents

The following table describes the elements in this data type.
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CreateVolumePermissionltemType

Name

conver si onTaskl d

expirationTine

i mport Vol une

i nportlnstance

state

st at usMessage

Description

The ID of the conversion task
Type: String

The time when the task expires. If the upload isn't complete before
the expiration time, we automatically cancel the task.

Type: String

If the task is for importing a volume, this contains information about
the import volume task.

Type: ImportVolumeTaskDetailsType (p. 474)

If the task is for importing an instance, this contains information about
the import instance task.

Type: ImportinstanceTaskDetailsType (p. 472)

The state of the conversion task.
Type: String
Valid values: acti ve | cancel I i ng | cancel | ed | conpl et ed

The status message related to the conversion task.
Type: String

CreateVolumePermissionltemType

The CreateVolumePermissionltemType data type.

Ancestors

¢ CreateVolumePermissionListType

Relevant Operations

¢ ModifySnapshotAttribute
¢ DescribeSnapshotAttribute

Contents

The following table describes the elements in this data type.

Name

userld

Description

The ID of an AWS account that can create volumes from the
shapshot.

Type: String
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CustomerGatewayType
Name Description
group The group that is allowed to create volumes from the snapshot.

Type: String
Valid value: al |

CustomerGateway Type

Describes a customer gateway.

Ancestors

¢ CustomerGatewaySetType

Relevant Operations

¢ CreateCustomerGateway (p. 58)

¢ DescribeCustomerGateways (p. 177)

Contents

The following table describes the elements in this data type.

Name

cust oner Gat ewayl d

state

type

i pAddr ess

bgpAsn

t agSet

Description

The ID of the customer gateway.
Type: String

The current state of the customer gateway.
Type: String
Valid values: pendi ng | avai | abl e | del eti ng | del et ed

The type of VPN connection the customer gateway supports (ipsec.1).
Type: String

The Internet-routable IP address of the customer gateway's outside
interface.

Type: String

The customer gateway's Border Gateway Protocol (BGP)
Autonomous System Number (ASN).

Type: Integer

Any tags assigned to the resource, each one wrapped inani tem
element.

Type: ResourceTagSetltemType (p. 512)
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DescribeAddressesResponseltemType

DescribeAddressesResponseltemType

Describes an IP address.

Ancestors

¢ DescribeAddressesResponselnfoType

Relevant Operations

¢ DescribeAddresses (p. 164)

Contents

The following table describes the elements in this data type.

Name

publiclp

al l ocationld

donmi n

i nstancel d

associ ationld

net wor kl nterfacel d

net wor kl nt er f aceOaner | d

Description

The public IP address.
Type: String

The ID representing the allocation of the address for use with Amazon
VPC.

Type: String

Whether this Elastic IP address is for EC2 instances (i.e., standard)
or VPC instances.

Type: String
Valid values: st andar d | vpc

The ID of the instance the address is associated with (if any).
Type: String

The ID representing the association of an Elastic IP address with an
instance in a VPC.

Type: String

The ID of the network interface.
Type: String

The ID of the AWS account that owns the network interface.
Type: String

DescribelmagesResponseltemType

The DescribelmagesResponseltemType data type.
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Ancestors

Ancestors

¢ DescribelmagesResponselnfoType

Relevant Operations

» Describelmages

Contents

The following table describes the elements in this data type.

Name Description

i mgel d The ID of the AMI.
Type: String

i magelLocati on The location of the AMI.
Type: String

i mageSt at e Current state of the AMI. If the operation returns avai | abl e, the
image is successfully registered and available for launching.
Type: String
Valid values: avai | abl e | pending |fail ed

i mmgeOmner | d AWS account ID of the image owner.
Type: String

i sPublic Whether the image has public launch permissions. The value ist r ue

if this image has public launch permissions or f al se if it has only
implicit and explicit launch permissions.

Type: Boolean

pr oduct Codes Any product codes associated with the AMI, each one wrapped in
anitemelement.

Type: ProductCodesSetltemType (p. 508)

architecture The architecture of the image.
Type: String

i mgeType The type of image (machine, kernel, or RAM disk).
Type: String

kernel Id The kernel associated with the image, if any. Only applicable for
machine images.

Type: String

randi skl d The RAM disk associated with the image, if any. Only applicable for
machine images.

Type: String
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DescribeKeyPairsResponseltemType

Name

pl atform

st at eReason

i mgeOaner Al i as

nane

description

r oot Devi ceType

r oot Devi ceNane

bl ockDevi ceMappi ng

virtualizationType

t agSet

hypervi sor

Description

The value is W ndows for Windows AMIs; otherwise blank.
Type: String

The reason for the state change.
Type: StateReasonType (p. 524)

The AWS account alias (e.g., amazon, sel f, etc.) or AWS account
ID that owns the AMI.

Type: String

The name of the AMI that was provided during image creation.
Type: String

The description of the AMI that was provided during image creation.
Type: String

The type of root device used by the AMI. The AMI can use an Amazon
EBS volume or an instance store volume.

Type: String
Valid values: ebs | i nst ance-store

The device name of the root device (e.g., /dev/sdal, or xvda).
Type: String

Any block device mapping entries, each one wrapped inani tem
element.

Type: BlockDeviceMappingltemType (p. 445)

The type of virtualization of the AMI.
Type: String
Valid values: par avi rtual | hvm

Any tags assigned to the resource, each one wrapped inanitem
element.

Type: ResourceTagSetltemType (p. 512)

The image's hypervisor type.
Type: String
Valid values: ovm| xen

DescribeKeyPairsResponseltemType

The DescribeKeyPairsResponseltemType data type.

Ancestors

« DescribeKeyPairsResponselnfoType
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Relevant Operations

Relevant Operations

¢ DescribeKeyPairs

Contents

The following table describes the elements in this data type.

Name Description
keyNane The name of the key pair.
Type: String
keyFi nger pri nt If you used Cr eat eKeyPai r to create the key pair, this is the SHA-1

digest of the DER encoded private key. If you used | npor t KeyPai r
to provide AWS the public key, this is the MD5 public key fingerprint
as specified in section 4 of RFC4716.

Type: String

DescribeReservedinstancesListingsResponseSetitemType

The DescribeReservedinstancesListingsResponseSetltemType data type.

Ancestors

¢ DescribeReservedinstancesListingsResponseType

Relevant Operations

* DescribeReservedinstancesListings

Contents
The following table describes the elements in this data type.

Name Description

reservedl nst ancesLi sti ngl d | The ID of the Reserved Instance listing.

Type: String

reservedl nst ancesl d The ID of the Reserved Instance.
Type: String

createDate The time the listing is created.

Type: DateTime
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DescribeReservedinstancesListingSetltemType

Name Description

updat eDat e The last modified timestamp of the listing.
Type: DateTime

stat us The status of the Reserved Instance listing.
Type: String
Valid Values: act i ve | pendi ng | cancel | ed | cl osed.

st at usMessage The reason for the current status of the Reserved Instance listing.
The response can be blank.
Type: String

i nst anceCount s Number of instances in this state.

Type: InstanceCountsSetType (p. 477)

pri ceSchedul es Price of the Reserved Instance listing.
Type: PriceScheduleSetType (p. 506)

t agSet Tags assigned to the resource. Each tag's information is wrapped in
anitemelement.

Type: ResourceTagSetltemType (p. 512)

cli ent Token The idempotency token you provided when you created the listing.
Type: String

DescribeReservedinstancesListingSetltemType

The DescribeReservedInstancesListingSetltemType data type.

Ancestors

¢ DescribeReservedinstancesListings

Relevant Operations

¢ DescribeReservedinstancesListings

Contents
The following table describes the elements in this data type.

Name Description

reservedl nst ancesLi sti ngl d | The ID of the Reserved Instance listing.
Type: String
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DescribeReservedinstancesOfferingsResponseSetlitemType

DescribeReservedinstancesOfferingsResponseSetitemType

The DescribeReservedinstancesOfferingsResponseSetltemType data type.

Ancestors

¢ DescribeReservedinstancesOfferingsResponseSetType

Relevant Operations

¢ DescribeReservedinstancesOfferings

Contents

The following table describes the elements in this data type.

Name

reservedl nstancesCi feringl d

i nst anceType

avail abilityZone

duration

fixedPrice

usagePrice

product Descri ption

i nst anceTenancy

cur rencyCode

Description

The ID of the Reserved Instance offering.
Type: String

The instance type on which the Reserved Instance can be used.
Type: String

The Availability Zone in which the Reserved Instance can be used.
Type: String

The duration of the Reserved Instance, in seconds.
Type: Long

The purchase price of the Reserved Instance.
Type: Double

The usage price of the Reserved Instance, per hour.
Type: Double

The Reserved Instance description.

Type: String

Valid values: Li nux/ UNI X| Li nux/ UNI X ( Amazon VPC) | W ndows
| Wndows (Amazon VPC)

The tenancy of the reserved instance.
Type: String

The currency of the Reserved Instance offering you are purchasing.
It's specified using ISO 4217 standard currency codes (e.g., USD,
JPY). At this time, the only supported currency is USD.

Type: String
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DescribeReservedinstancesOfferingsResponseType

Name

of feringType

recurringCharges

mar ket pl ace

pri ci ngDet ai | sSet

Description

The Reserved Instance offering type.
Type: String

The recurring charge tag assigned to the resource.
Type: RecurringChargesSetltemType (p. 510)

Indicates if the offering is available through the Reserved Instance
Marketplace (resale) or AWS. Returns t r ue if it is a Marketplace
offering.

Type: Boolean

The pricing details of the Reserved Instance offering wrapped in an
i t emelement.

Type: PricingDetailsSetltemType (p. 506).

DescribeReservedinstancesOfferingsResponseType

The DescribeReservedinstancesOfferingsResponseType data type.

Ancestors

¢ DescribeReservedinstancesOfferings

Relevant Operations

* DescribeReservedinstancesOfferings

Contents

The following table describes the elements in this data type.

Name

requestlid

reser vedl nst ancesd f eri ngsSet

next Token

Description

The ID of the Reserved Instance offering request.
Type: String

The instance type on which the Reserved Instance can be used.

Type:
DescribeReservedinstancesOfferingsResponseSetlitemType (p. 457)

A string specifying the next paginated set of results to return.
Type: String
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DescribeReservedinstancesResponseSetltemType

DescribeReservedinstancesResponseSetltemType

The DescribeReservedinstancesResponseSetltemType data type.

Ancestors

¢ DescribeReservedinstancesResponseSetType

Relevant Operations

¢ DescribeReservedinstances

Contents

The following table describes the elements in this data type.

Name

reservedl nst ancesl d

i nst anceType

avail abilityZone

start

duration

fixedPrice

usagePrice

i nst anceCount

product Descri pti on

Description

The ID of the Reserved Instance.
Type: String

The instance type on which the Reserved Instance can be used.
Type: String

The Availability Zone in which the Reserved Instance can be used.
Type: String

The date and time the Reserved Instance started.
Type: DateTime

The duration of the Reserved Instance, in seconds.
Type: Long

The purchase price of the Reserved Instance.
Type: Double

The usage price of the Reserved Instance, per hour.
Type: Double

The number of Reserved Instances purchased.
Type: Integer

The Reserved Instance description.

Type: String

Valid values: Li nux/ UNI X| Li nux/ UNI X ( Amazon VPC) | W ndows
| Wndows (Amazon VPC)
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DescribeReservedInstancesSetltemType

Name

state

t agSet

i nst anceTenancy

currencyCode

of feringType

recurringCharges

Description

The state of the Reserved Instance purchase.

Type: String

Valid values: paynent - pendi ng | acti ve | paynment -fail ed |
retired

Any tags assigned to the resource, each one wrapped inanitem
element.

Type: ResourceTagSetltemType (p. 512)

The tenancy of the reserved instance.
Type: String
Valid values: def aul t | dedi cat ed

The currency of the Reserved Instance. It's specified using 1ISO 4217
standard currency codes.

Type: String
Valid values: As specified in ISO 4217 (e.g., USD, JPY)

The Reserved Instance offering type.
Type: String

The recurring charge tag assigned to the resource.
Type: RecurringChargesSetltemType (p. 510)

DescribeReservedinstancesSetltemType

The DescribeReservedinstancesSetltemType data type.

Ancestors

« DescribeReservedinstancesListings

Relevant Operations

* DescribeReservedinstances

Contents

The following table describes the elements in this data type.

Name

reservedl nst ancesl d

Description

The ID of the Reserved Instance.
Type: String
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DescribeSnapshotsSetltemResponseType

DescribeSnapshotsSetitemResponseType

The DescribeSnapshotsSetltemResponseType data type.

Ancestors

¢ DescribeSnapshotsSetResponseType

Relevant Operations

¢ DescribeSnapshots

Contents

The following table describes the elements in this data type.

Name

snapshot I d

vol unel d

st at us

startTine

progress

owner |l d

vol unesSi ze

description

owner Al'i as

t agSet

Description

The ID of the snapshot.
Type: String

The ID of the volume.
Type: String

The snapshot state.
Type: String
Valid values: pendi ng | conpl et ed | error

The time stamp when the snapshot was initiated.
Type: DateTime

The progress of the snapshot, as a percentage.
Type: String

The ID of the AWS account that owns the snapshot.
Type: String

The size of the volume, in GiB.
Type: String

The description of the snapshot.
Type: String

The AWS account alias (amazon, sel f, etc.) or AWS account ID

that owns the AMI.
Type: String

Any tags assigned to the resource, each one wrapped inanitem

element.
Type: ResourceTagSetltemType (p. 512)
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DescribeVolumesSetltemResponseType

DescribeVolumesSetlitemResponseType

The DescribeVolumesSetltemResponseType data type.

Ancestors

¢ ItemType-DescribeVolumesSetResponseType

Relevant Operations

¢ DescribeVolumes

Contents

The following table describes the elements in this data type.

Name

vol unel d

si ze

snhapshot I d

avail abilityZone

st at us

createTi nme

at t achnent Set

t agSet

vol uneType

Description

The ID of the volume.
Type: String

The size of the volume, in GiBs.
Type: String

The snapshot from which the volume was created (optional).
Type: String

The Availability Zone in which the volume was created.
Type: String

The state of the volume.

Type: String

Valid values: creati ng |avai | abl e | i n-use | del eti ng |
del eted |error

The time stamp when volume creation was initiated.
Type: DateTime

Any volumes attached, each one wrapped in an i t emelement.
Type: AttachmentSetltemResponseType (p. 442)

Any tags assigned to the resource, each one wrapped inani tem
element.

Type: ResourceTagSetltemType (p. 512)

The volume type.

Type: String

Valid values: st andard |i o1
Default: st andar d
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DhcpConfigurationltemType

Name Description
i ops The number of I/O operations per second (IOPS) that the volume
supports.

Type: Integer
Valid values: Range is 100 to 2000.

Condition: Required when the volume type is i 01; not used with
st andar d volumes.

Default: None

DhcpConfigurationltemType

Describes a DHCP configuration option.

Ancestors

¢ DhcpConfigurationltemSetType

Relevant Operations

¢ CreateDhcpOptions (p. 60)
¢ DescribeDhcpOptions (p. 180)

Contents
The following table describes the elements in this data type.
Name Description
key The name of a DHCP option.
Type: String
val ueSet Any values for a DHCP option, each one wrapped inani tem
element.

Type: DhcpValueType (p. 464)

DhcpOptionsType
Describes a set of DHCP options.

Ancestors

¢ DhcpOptionsSetType
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Relevant Operations

Relevant Operations

e CreateDhcpOptions (p. 60)
¢ DescribeDhcpOptions (p. 180)

Contents

The following table describes the elements in this data type.

Name Description
dhcpOptionslid The ID of the set of DHCP options.
Type: String
dhcpConfi gurati onSet The options in the set. Each option's key and set of values are

wrapped in an i t emelement.
Type: DhcpConfigurationltemType (p. 463)

t agSet Any tags assigned to the resource, each one wrapped inanitem
element.

Type: ResourceTagSetltemType (p. 512)

DhcpValueType

The DhcpValueType data type.

Ancestors

¢ DhcpValueSetType

Relevant Operations

¢ CreateDhcpOptions
¢ CreateDhcpOptions
¢ DescribeDhcpOptions

Contents

The following table describes the elements in this data type.

Name Description
val ue A value for the DHCP option.
Type: String
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DisklmageDescriptionType

DisklmageDescriptionType

The DiskimageDescriptionType data type.

Ancestors

¢ ImportinstanceVolumeDetailltemType (p. 473)
¢ ImportVolumeTaskDetailsType (p. 474)

Relevant Operations

¢ DescribeConversionTasks
¢ Importinstance

¢ ImportVolume

Contents

The following table describes the elements in this data type.

Name Description
f or mat The disk image format.
Type: String
si ze The size of the disk image.
Type: Long
i mpor t Mani fest Url A presigned URL for the import manifest stored in Amazon S3. For

information about creating a presigned URL for an Amazon S3 object,
read the "Query String Request Authentication Alternative" section
of the Authenticating REST Requests topic in the Amazon Simple
Storage Service Developer Guide.

Type: String

checksum The checksum computed for the disk image.
Type: String

DisklmageVolumeDescriptionType

The DiskimageVolumeDescriptionType data type.

Ancestors

¢ ImportinstanceVolumeDetailltemType (p. 473)
¢ ImportVolumeTaskDetailsType (p. 474)
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Relevant Operations

Relevant Operations

¢ DescribeConversionTasks
* Importinstance

¢ ImportVolume

Contents

The following table describes the elements in this data type.

Name Description

si ze The size of the volume.
Type: Integer

id The volume identifier.
Type: String

EbsBlockDeviceType

Describe an Amazon EBS block device.

Ancestors

« BlockDeviceMappingltemType (p. 445)

Relevant Operations

¢ DescribelmageAttribute (p. 186)

¢ Describelmages (p. 189)

¢ DescribeSpotinstanceRequests (p. 285)
¢ Registerimage (p. 377)

¢ RequestSpotinstances (p. 395)

¢ Runlinstances (p. 417)

Contents

The following table describes the elements in this data type.

Name Description
snapshot 1 d The ID of the snapshot.
Type: String
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EbsinstanceBlockDeviceMappingResponseType

Name Description

vol uneSi ze The size of the volume, in GiB.
Type: Integer

Valid values: If the volume type is i 01, the minimum size of the
volume is 10 GiB.

Default: If you're creating the volume from a snapshot and don't
specify a volume size, the default is the snapshot size.

Condition: If you're specifying a block device mapping, the volume
size is required unless you're creating the volume from a snapshot.

del et eOnTer m nati on Whether the Amazon EBS volume is deleted on instance termination.
Type: Boolean

vol umeType The volume type.
Type: String
Valid values: st andard | i 01
Default: st andar d

i ops The number of I/O operations per second (IOPS) that the volume
supports.

Type: Integer
Valid values: Range is 100 to 2000.
Default: None

Condition: Required when the volume type is i 01; not used with
st andar d volumes.

EbsinstanceBlockDeviceMappingResponseType

Describes parameter used to set up an Amazon EBS volume in a block device mapping.

Ancestors

¢ InstanceBlockDeviceMappingResponseltemType (p. 475)

Relevant Operations

¢ DescribelnstanceAttribute (p. 197)
¢ Describelnstances (p. 200)

¢ Runlinstances (p. 417)

Contents

The following table describes the elements in this data type.
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ExportTaskResponseType

Name Description

vol urel d The ID of the Amazon EBS volume.
Type: String

st atus The attachment state.
Type: String

Valid values: at t achi ng | at t ached | det achi ng | det ached

attachTi me The time stamp when the attachment initiated.
Type: DateTime

del et eOnTer m nati on Whether the Amazon EBS volume is deleted on instance termination.
Type: Boolean

ExportTaskResponseType

The ExportTaskResponseType data type.

Ancestors

¢ CreatelnstanceExportTaskResponseType
¢ DescribeExportTasksResponseType

» ExportTaskSetResponseType

Relevant Operations

¢ CreatelnstanceExportTask

¢ DescribeExportTasks

Contents

The following table describes the elements in this data type.

Name Description

export Taskl d The ID of the export task.
Type: String

description A description of the resource being exported.
Type: String

state The state of the conversion task.
Type: String

Valid values: active | cancelling | cancelled | completed
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ExportToS3TaskResponseType

Name Description

st at usMessage The status message related to the export task.
Type: String

i nst anceExport Information about the instance being exported.

Type: InstanceExportTaskResponseType (p. 478)

export ToS3 Information about the destination Amazon S3 bucket.
Type: ExportToS3TaskResponseType (p. 469)

ExportToS3TaskResponseType

The ExportToS3TaskResponseType data type.

Ancestors

¢ CreatelnstanceExportTaskResponseType
¢ DescribeExportTasksResponseType

* ExportTaskSetResponseType

* ExportTaskResponseType

Relevant Operations

« CreatelnstanceExportTask

¢ DescribeExportTasks

Contents
The following table describes the elements in this data type.

Name Description

di skl mageFor mat The format for the exported image.
Type: String
Valid values: vmdk | vhd

cont ai ner For mat The container format used to combine disk images with metadata
(such as OVF).

Type: String
Valid values: ova

s3Bucket The Amazon S3 bucket for the destination image.
Type: String
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GroupltemType

Name Description

s3Key The image written to a single object in s3bucket at the S3 key s3prefix
+ exportTaskld + ‘. +diskimageFormat.
Type: String

GroupltemType

The GroupltemType data type.

Ancestors

¢ GroupSetType

Relevant Operations

« DescribelnstanceAttribute

» Describelnstances

* RequestSpotinstances

« DescribeSpotinstanceRequests
¢ RequestSpotinstances

* Runlnstances

* CreateNetworkInterface

Contents

The following table describes the elements in this data type.

Name Description

groupld The ID of the security group.

In API versions before 2011-01-01, this field returned the name of
the security group.

Type: String

gr oupNane The name of the security group.
Type: String

lamInstanceProfileRequestType

The laminstanceProfileRequestType data type.
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Ancestors

Ancestors

* RuninstancesType
¢ LaunchSpecificationRequestType

¢ LaunchSpecificationResponseType

Relevant Operations

¢ Runlnstances

» RequestSpotinstances

Contents
The following table describes the elements in this data type.

Name Description

arn The Amazon resource name (ARN) of the IAM Instance Profile (11P)
to associate with the instance.
Type: String

name The name of the IAM Instance Profile (IIP) to associate with the
instance.
Type: String

lamInstanceProfileResponseType

The laminstanceProfileResponseType data type.

Ancestors

¢ RunningInstancesltemType

Relevant Operations

¢ Runlnstances

* RequestSpotinstances

Contents

The following table describes the elements in this data type.
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lcmpTypeCodeType

Name

Description

arn

The Amazon resource name (ARN) of the IAM Instance Profile (11P)
to associate with the instance.

Type: String

The ID of the IAM Instance Profile ID (lIP) associated with the
instance.

Type: String

lcmpTypeCodeType

Describes the ICMP type and code.

Ancestors

¢ NetworkAclEntryType (p. 497)

Relevant Operations

¢ CreateNetworkAcl (p. 73)
¢ DescribeNetworkAcls (p. 229)

Contents

The following table describes the elements in this data type.

Name Description

code The ICMP code. A value of -1 means all codes for the specified ICMP
type.
Type: Integer

type The ICMP type. A value of -1 means all types.
Type: Integer

ImportinstanceTaskDetailsType

The ImportinstanceTaskDetailsType data type.

Ancestors

¢ ConversionTaskType (p. 449)
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Relevant Operations

Relevant Operations

¢ DescribeConversionTasks
* Importinstance

¢ ImportVolume

Contents

The following table describes the elements in this data type.

Name Description
vol ures Any instance volumes for import, each one wrapped inanitem
element.

Type: ImportinstanceVolumeDetailltemType (p. 473)

i nstancel d The ID of the resulting instance in Amazon EC2.
Type: String

platform The instance operating system.
Type: String

Valid value: W ndows

description An optional description of the instance.
Type: String

ImportinstanceVolumeDetailltemType

The ImportinstanceVolumeDetailltemType data type.

Ancestors

¢ ImportinstanceVolumeDetailSetType

Relevant Operations

¢ DescribeConversionTasks
¢ Importinstance

¢ ImportVolume

Contents

The following table describes the elements in this data type.
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ImportVolumeTaskDetailsType

Name Description

byt esConvert ed The number of bytes converted so far.
Type: Long

avail abilityZone The Availability Zone where the resulting instance will reside.
Type: String

i mge The information about the image.

Type: DiskimageDescriptionType (p. 465)

description The description you provided when starting the import instance task.
Type: String
vol urme The information about the volume.

Type: DiskimageVolumeDescriptionType (p. 465)

status The status of the import of this particular disk image.
Type: String

st at usMessage The status information or errors related to the disk image.
Type: String

ImportVolumeTaskDetailsType

The ImportVolumeTaskDetailsType data type.

Ancestors

¢ ConversionTaskType (p. 449)

Relevant Operations

* DescribeConversionTasks
* Importinstance

¢ ImportVolume

Contents

The following table describes the elements in this data type.

Name Description

byt esConvert ed The number of bytes converted so far.
Type: Long

avai l abilityZone The Availability Zone where the resulting volume will reside.
Type: String
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InstanceBlockDeviceMappingltemType

Name

Description

description

The description you provided when starting the import volume task.
Type: String

i mage Information about the image.
Type: DiskimageDescriptionType (p. 465)
vol ume Information about the volume.

Type: DiskimageVolumeDescriptionType (p. 465)

InstanceBlockDeviceMappingltemType

Describes a block device mapping.

Ancestors

« InstanceBlockDeviceMappingType

Relevant Operations

¢ ModifylnstanceAttribute (p. 361)

Contents

The following table describes the elements in this data type.

Name

Description

devi ceNane

The device name exposed to the instance (e.g., /dev/sdh, or xvdh).
Type: String

vi rtual Nanme

The virtual device name.

Type: String

ebs Parameters used to automatically set up Amazon EBS volumes when
the instance is launched.
Type: InstanceEbsBlockDeviceType (p. 477)

noDevi ce Include this empty element to suppress the specified device included

in the block device mapping of the AMI.

InstanceBlockDeviceMappingResponseltemType

Describes a block device mapping.
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Ancestors

Ancestors

¢ InstanceBlockDeviceMappingResponseType

Relevant Operations

¢ DescribelnstanceAttribute
* Describelnstances

¢ Runlnstances

Contents

The following table describes the elements in this data type.

Name Description

devi ceNarne The device name exposed to the instance (for example, / dev/ sdh,
or xvdh).
Type: String

ebs Parameters used to automatically set up Amazon EBS volumes when

the instance is launched.
Type: EbsInstanceBlockDeviceMappingResponseType (p. 467)

InstanceCountsSetltemType

The InstanceCountsSetltemType data type.

Ancestors

¢ DescribeReservedinstancesListingSetType

¢ InstanceCountsSetType

Relevant Operations

¢ DescribeReservedinstancesListingsResponseType

Contents

The following table describes the elements in this data type.
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InstanceCountsSetType
Name Description
state The states of the listed Reserved Instances.
Type: String
Valid values: avai | abl e | sol d | cancel | ed | pendi ng
i nst anceCount The number of listed Reserved Instances in the state specified by
the state.

Type: Integer

InstanceCountsSetType

The InstanceCountsSetType data type.

Ancestors

¢ DescribeReservedinstancesListingSetType

Relevant Operations

¢ DescribeReservedinstancesListingsResponseType

Contents

The following table describes the elements in this data type.

Name Description

item The Reserved Instance listing item.
Type: InstanceCountsSetltemType (p. 476)

InstanceEbsBlockDeviceType

Describes parameters used to set up an Amazon EBS volume.

Ancestors

 InstanceBlockDeviceMappingltemType (p. 475)

Relevant Operations

¢ ModifylnstanceAttribute (p. 361)
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Contents

Contents

The following table describes the elements in this data type.

Name Description

del et eOnTer m nati on Whether the Amazon EBS volume is deleted on instance termination.
Type: Boolean

vol urel d The ID of the Amazon EBS volume.
Type: String

InstanceExportTaskResponseType

The InstanceExportTaskResponseType data type.

Ancestors

¢ CreatelnstanceExportTaskResponseType
« DescribeExportTasksResponseType

* ExportTaskSetResponseType

ExportTaskResponseType

Relevant Operations

« CreatelnstanceExportTask

¢ DescribeExportTasks

Contents

The following table describes the elements in this data type.

Name Description

i nstancel d The ID of the resource being exported.
Type: String

t ar get Envi r onnment The target virtualization environment.
Type: String

Valid values: vmware | citrix

InstanceMonitoringStateType

Describes the monitoring information for an instance.
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Ancestors

Ancestors

¢ MonitorInstancesResponseSetltemType (p. 495)
¢ RunninglnstancesltemType (p. 515)

Relevant Operations

¢ Monitorinstances
* Unmonitorinstances
* Describelnstances

* Runinstances

Contents
The following table describes the elements in this data type.

Name Description

state The state of monitoring for the instance. The di sabl ed state means
that Detailed Monitoring is disabled for the instance. The enabl ed
state means that Detailed Monitoring is enabled for the instance. The
pendi ng state means that the instance is launching or that you
recently enabled Detailed Monitoring for the instance.

Type: String
Valid values: di sabl ed | enabl ed | pendi ng

InstanceNetworklnterfaceAssociationType

Describes association information for an Elastic IP address.

Relevant Operations

¢ Describelnstances (p. 200)

¢ Runlinstances (p. 417)

Contents

The following table describes the elements in this data type.

Name Description
publiclp The address of the Elastic IP address bound to the network interface.
Type: String
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InstanceNetworkInterfaceAttachmentType

Name Description
i pOwnerld The ID of the Elastic IP address owner.
Type: String

InstanceNetworklnterfaceAttachmentType

Describes a network interface attachment.

Relevant Operations

¢ Describelnstances (p. 200)

¢ Runlinstances (p. 417)

Contents

The following table describes the elements in this data type.

Name Description

attachnent | D The ID of the network interface attachment.
Type: String

devi cel ndex The index of the device on the instance for the network interface
attachment.

Type: Integer

st atus The attachment state.
Type: String
Valid values: at t achi ng | at t ached | det achi ng | det ached

attachTi me The time stamp when the attachment initiated.
Type: DateTime

del et eOnTer m nati on Whether the network interface is deleted when the instance is
terminated.

Type: Boolean

InstanceNetworklnterfaceSetltemRequestType

Describes a network interface.

Ancestors

¢ InstanceNetworkInterfaceSetRequestType

APl Version 2012-12-01
480



Amazon Elastic Compute Cloud API Reference
Relevant Operations

Relevant Operations

¢ DescribeNetworklInterfaces (p. 237)

Contents

The following table describes the elements in this data type.

Name Description
net wor kl nt er f acel d The ID of the network interface.
Type: String
devi cel ndex Required. The index of the device on the instance for the network

interface attachment.
Type: Integer

subnet 1 d The ID of the subnet associated with the network string.
Type: String

description The description of the network interface.
Type: String

pri vat el pAddr ess The private IP address of the network interface.
Type: String

gr oupSet The group IDs for use by the network interface.

Type: SecurityGroupldSetlitemType (p. 518)

del et eOnTer m nati on If settot r ue, the interface is deleted when the instance is terminated.
Type: Boolean

privat el pAddr essesSet The list of IP addresses to assign to the network interface.
Type: PrivatelpAddressesSetltemRequestType (p. 507)

secondar yPri vat el pAddressGunt | The number of secondary private IP addresses. You cannot specify
this option with pri vat el pAddr essSet .

Type: Integer

InstanceNetworkinterfaceSetltemType

Describes a network interface.

Ancestors

¢ InstanceNetworklInterfaceSetType

APl Version 2012-12-01
481



Amazon Elastic Compute Cloud API Reference

Relevant Operations

Relevant Operations

¢ Describelnstances (p. 200)

¢ Runinstances (p. 417)

Contents

The following table describes the elements in this data type.

Name

net wor kl nterfacel d

subnet 1 d

vpcld

description

owner |l d

st at us

privat el pAddr ess

pri vat eDnsNane

sour ceDest Check

groupSet.item

att achnent

associ ation

privat el pAddr essesSet

Description

The ID of the network interface.
Type: String

The ID of the subnet.
Type: String

The ID of the VPC.
Type: String

The description.
Type: String

The ID of the customer who created the network interface.
Type: String

The network interface's status (avai | abl e ori n- use).
Type: String

The IP address of the network interface within the subnet.
Type: String

The private DNS name.
Type: String

Whether to validate network traffic to or from this network interface.
Type: Boolean

A security group.
Type: GroupltemType (p. 470)

The network interface attachment.
Type: InstanceNetworklInterfaceAttachmentType (p. 480)

The association information for an Elastic IP associated with the
network interface.

Type: InstanceNetworkInterfaceAssociationType (p. 479)

The private IP addresses associated with the network interface.
Type: InstancePrivatelpAddressesSetltemType (p. 483)
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InstancePrivatelpAddressesSetlitemType

InstancePrivatelpAddressesSetltemType

Describes a private IP address.

Ancestors

¢ InstancePrivatelpAddressesSetType

Relevant Operations

¢ Describelnstances (p. 200)

¢ Runlinstances (p. 417)

Contents

The following table describes the elements in this data type.

Name Description
privat el pAddr ess The private IP address of the network interface
Type: String
primary Whether this IP address is the primary private IP address of the

network interface.
Type: Boolean

associ ation The association information for an Elastic IP address associated with
the network interface.

Type: InstanceNetworkInterfaceAssociationType (p. 479)

InstanceStateChangeType

Describes an instance state change.

Ancestors

¢ InstanceStateChangeSetType

Relevant Operations

¢ Startinstances (p. 429)
¢ Stoplnstances (p. 431)

¢ Terminatelnstances (p. 433)
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Contents

Contents

The following table describes the elements in this data type.

Name Description
i nstancel d The instance ID.
Type: String
current State The current state of the instance.

Type: InstanceStateType (p. 484)

previ ousSt at e The previous state of the instance.
Type: InstanceStateType (p. 484)

InstanceStateType

Describes the current state of the instance.

Ancestors

¢ InstanceStateChangeType (p. 483)
¢ RunninglnstancesltemType (p. 515)

Relevant Operations

¢ Describelnstances (p. 200)

¢ DescribelnstanceStatus (p. 216)
¢ Runlinstances (p. 417)

¢ Startlnstances (p. 429)

¢ Stoplnstances (p. 431)

¢ Terminatelnstances (p. 433)

Contents
The following table describes the elements in this data type.

Name Description

code The low byte represents the state. The high byte is an opaque internal

value and should be ignored.
Type: Integer (16-bit unsigned)

Valid values: 0 (pending) | 16 (running) | 32 (shutting-down) | 48
(terminated) | 64 (stopping) | 80 (stopped)
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InstanceStatusDetailsSetType

Name

Description

nane

The current state of the instance.

Type: String

Valid values: pendi ng | r unni ng | shut ti ng- down |t er m nat ed
| st oppi ng | st opped

InstanceStatusDetailsSetType

The InstanceStateType data type.

Ancestors

¢ InstanceStatusltemType (p. 486)

¢ InstanceStatusType (p. 488)

Relevant Operations

¢ DescribelnstanceStatus (p. 216)

Contents
The following table describes the elements in this data type.
Name Description
nane The type of instance status detail.
Type: String
Valid values: reachabi l ity
status The status.
Type: String
Valid values: passed |fail ed |i nsufficient-data
i mpai r edSi nce The time when a status check failed. For an instance that was
launched and impaired, this is the time when the instance was
launched.
Type: DateTime

InstanceStatusEventsSetType

Describes a set of events.

Relevant Operations

¢ DescribelnstanceStatus (p. 216)
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Contents

Contents
The following table describes the elements in this data type.

Name Description

item Information about scheduled events for the instance.
Type: InstanceStatusEventType (p. 486)

InstanceStatusEventType

Describes an event.

Ancestors

¢ InstanceStatusEventsSetType (p. 485)

Relevant Operations

¢ DescribelnstanceStatus (p. 216)

Contents

The following table describes the elements in this data type.

Name Description
code The associated code of the event.
Type: String

Valid parameters: i nst ance- r eboot | system reboot |

i nstance-retirenent

description A description of the event.
Type: String
not Bef or e The earliest scheduled start time for the event.

Type: DateTime

not After The latest scheduled end time for the event.
Type: DateTime

InstanceStatusltemType

Describes the status of an instance.
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Ancestors

Ancestors

¢ InstanceStatusSetType

Relevant Operations

¢ DescribelnstanceStatus (p. 216)

Contents

The following table describes the elements in this data type.

Name Description
i nstanceld The ID of the instance.
Type: String
avail abilityZone The Availability Zone of the instance.
Type: String
event sSet Extra information regarding events associated with the instance.

Type: InstanceStatusEventsSetType (p. 485)

i nst anceSt at e The intended state of the instance. Calls to
Descri bel nst anceSt at us require that an instance be in the
runni ng state.

Type: InstanceStateType (p. 484)
syst entt at us Reports impaired functionality that stems from issues related to the

systems that support an instance, such as hardware failures and
network connectivity problems.

Type: InstanceStatusType (p. 488)

i nst anceSt at us Reports impaired functionality that arises from problems internal to
the instance. The DescribelnstanceStatus (p. 216) response elements
report such problems as impaired reachability.

Type: InstanceStatusType (p. 488)

InstanceStatusSetType

The InstanceStatusSetType data type.

Relevant Operations

¢ DescribelnstanceStatus (p. 216)
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Contents

Contents

The following table describes the elements in this data type.

’ Name Description

item Information about the status of the instance.
Type: InstanceStatusltemType (p. 486)

InstanceStatusType

Describes the state of an instance.

Ancestors

¢ InstanceStatusltemType (p. 486)

Relevant Operations

¢ DescribelnstanceStatus (p. 216)

Contents

The following table describes the elements in this data type.

Name Description
st atus The status.
Type: String
Valid values: ok |i npai red |i nsuf fi ci ent - dat a | not-applicable
details Information about system instance health or application instance
health.

Type: InstanceStatusDetailsSetType (p. 485)

InternetGatewayAttachmentType

Describes the attachment of a VPC to an Internet gateway.

Ancestors

« InternetGatewayAttachmentSetType
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Relevant Operations

Relevant Operations

¢ AttachinternetGateway (p. 25)
« CreatelnternetGateway (p. 69)
¢ DescribelnternetGateways (p. 223)

Contents

The following table describes the elements in this data type.

Name Description

vpcld The ID of the VPC.
Type: String

state The current state of the attachment.
Type: String

Valid values: at t achi ng | at t ached | det achi ng | det ached

InternetGateway Type

Describes an Internet gateway.

Ancestors

« InternetGatewaySetType

Relevant Operations

¢ CreatelnternetGateway (p. 69)
¢ DescribelnternetGateways (p. 223)

Contents

The following table describes the elements in this data type.

Name Description
i nt ernet Gat ewayl d The ID of the Internet gateway.
Type: String
att achnment Set Any VPCs attached to the Internet gateway, each one wrapped in

anitemelement.
Type: InternetGatewayAttachmentType (p. 488)
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IpPermissionType

Name

t agSet

IpPermissionType

The IpPermissionType data type.

Ancestors

¢ IpPermissionSetType

Description

Any tags assigned to the resource, each one wrapped inanitem
element.

Type: ResourceTagSetltemType (p. 512)

Relevant Operations

¢ AuthorizeSecurityGrouplngress
¢ RevokeSecurityGrouplngress

¢ DescribeSecurityGroups

Contents

The following table describes the elements in this data type.

Name

i pProtocol

fronPort

t oPort

groups

i pRanges

Description

The protocol.

When you call Descri beSecuri t yGr oups, the protocol value
returned is the number. Exception: For TCP, UDP, and ICMP, the
value returned is the name (e.g., t cp, udp, ori cnp). For a list of
protocol numbers, see Protocol Numbers.

Type: String

The start of port range for the TCP and UDP protocols, or an ICMP
type number. A value of -1 indicates all ICMP types.

Type: Integer

The end of port range for the TCP and UDP protocols, or an ICMP
code. A value of -1 indicates all ICMP codes for the given ICMP type.

Type: Integer

A list of security group and AWS account ID pairs. Each pair is
wrapped in an i t emelement.

Type: UserldGroupPairType (p. 528)

A list of IP ranges. Each range is wrapped in an i t emelement.
Type: IpRangeltemType (p. 491)
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IpRangeltemType

I[pRangeltemType

Describes an IP range.

Ancestors

¢ |pRangeSetType

Relevant Operations

¢ AuthorizeSecurityGrouplngress
« RevokeSecurityGrouplngress

« DescribeSecurityGroups

Contents

The following table describes the elements in this data type.

Name Description

cidrlp The CIDR range. Cannot be used when specifying a source security
group.
Type: String

LaunchPermissionltemType

The LaunchPermissionltemType data type.

Ancestors

¢ LaunchPermissionListType

Relevant Operations

« DescribelmageAttribute
* ModifylmageAttribute

Contents

The following table describes the elements in this data type.
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LaunchSpecificationRequestType

Name

group

userld

Description

The name of the group.
Type: String
Valid value: al |

The AWS account ID.
Type: String

LaunchSpecificationRequestType

The LaunchSpecificationRequestType data type.

Ancestors

¢ RequestSpotinstancesType

Relevant Operations

* RequestSpotinstances

Contents

The following table describes the elements in this data type.

Name

i magel d

keyName

gr oupSet

user Dat a

addr essi ngType

i nstanceType

pl acement

Description

The AMI ID.
Type: String

The name of the key pair.
Type: String

A list of security groups. Each group is wrapped in ani t emelement.
Type: GroupltemType (p. 470)

Base64-encoded MIME user data made available to the instance(s)
in the reservation.

Type: UserDataType (p. 527)

Deprecated.
Type: String

The instance type.
Type: String

The placement information for the instance.
Type: PlacementRequestType (p. 502)
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LaunchSpecificationResponseType

Name

kernel I d

ramdi skl d

bl ockDevi ceMappi ng

nmoni tori ng

subnet 1 d

net wor kl nt er f aceSet

i aml nst anceProfile

ebsOpti m zed

Description

The ID of the kernel to select.
Type: String

The ID of the RAM disk to select. Some kernels require additional

drivers at launch. Check the kernel requirements for information on
whether you need to specify a RAM disk and search for the kernel
ID.

Type: String

Any block device mapping entries for the instance. Each entry is
wrapped in an i t emelement.

Type: BlockDeviceMappingltemType (p. 445)

The monitoring information for the instance.
Type: MonitoringinstanceType (p. 495)

The ID of the subnet in which to launch the EC2 instance(s).
Type: String

The network interfaces associated with the instance.
Type: InstanceNetworklInterfaceSetltemRequestType (p. 480)

The IAM Instance Profile (IIP) associated with the instance.
Type: lamInstanceProfileRequestType (p. 470)

Whether the instance is optimized for EBS I/O. This optimization
provides dedicated throughput to Amazon EBS and an optimized
configuration stack to provide optimal EBS I/O performance. This
optimization isn’t available with all instance types. Additional usage
charges apply when using an EBS Optimized instance.

Type: Boolean
Default: f al se

LaunchSpecificationResponseType

The LaunchSpecificationResponseType data type.

Ancestors

¢ SpotinstanceRequestSetltemType (p. 521)

Relevant Operations

» DescribeSpotinstanceRequests
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Contents

Contents

The following table describes the elements in this data type.

Name

i magel d

keyNarme

gr oupSet

addr essi ngType

i nst anceType

pl acenent

kernel I d

ramdi skl d

bl ockDevi ceMappi ng

nmoni tori ng

subnet I d

net wor kl nt er f aceSet

i am nstanceProfile

Description

The AMI ID.
Type: String

The name of the key pair.
Type: String

A list of security groups. Each group is wrapped in ani t emelement.
Type: GroupltemType (p. 470)

Deprecated.
Type: String

The instance type.
Type: String

The placement information for the instance.
Type: PlacementRequestType (p. 502)

The ID of the kernel to select.
Type: String

The ID of the RAM disk to select. Some kernels require additional

drivers at launch. Check the kernel requirements for information on
whether you need to specify a RAM disk and search for the kernel
ID.

Type: String

Any block device mapping entries for the instance. Each entry is
wrapped in an i t emelement.

Type: BlockDeviceMappingltemType (p. 445)

The monitoring information for the instance.
Type: MonitoringinstanceType (p. 495)

The ID of the subnet in which to launch the instance(s).
Type: String

The network interfaces for the instance.
Type: InstanceNetworklInterfaceSetltemRequestType (p. 480)

The IAM Instance Profile (IIP) associated with the instance.
Type: lamInstanceProfileRequestType (p. 470)
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MonitoringlnstanceType

Name Description

ebsOpti m zed Whether the instance is optimized for EBS 1/O. This optimization
provides dedicated throughput to Amazon EBS and an optimized
configuration stack to provide optimal EBS 1/O performance. This
optimization isn’t available with all instance types. Additional usage
charges apply when using an EBS Optimized instance.

Type: Boolean
Default: f al se

MonitoringlnstanceType

The MonitoringInstanceType data type.

Ancestors

¢ LaunchSpecificationRequestType (p. 492)
¢ LaunchSpecificationResponseType (p. 493)

¢ RuninstancesType

Relevant Operations

* RequestSpotinstances
» DescribeSpotinstanceRequests
¢ RequestSpotinstances

¢ Runlnstances

Contents
The following table describes the elements in this data type.

Name Description

enabl ed Whether monitoring is enabled for the instance.
Type: Boolean

MonitorinstancesResponseSetitemType

The MonitorinstancesResponseSetltemType data type.

Ancestors

¢ MonitorInstancesResponseSetType
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Relevant Operations

Relevant Operations

* MonitorInstances

* Unmonitorinstances

Contents

The following table describes the elements in this data type.

Name Description
i nstancel d The instance ID.
Type: String
noni tori ng The monitoring information.

Type: InstanceMonitoringStateType (p. 478)

NetworkAclAssociationType

Describes an association between a network ACL and a subnet.

Ancestors

¢ NetworkAclAssociationSetType

Relevant Operations

¢ CreateNetworkAcl (p. 73)
¢ DescribeNetworkAcls (p. 229)

Contents
The following table describes the elements in this data type.

Name Description

net wor kAcl Associ ati onld | An identifier representing the association between a network ACL
and a subnet.

Type: String

net wor kAcl I d The ID of the network ACL.
Type: String

subnet 1 d The ID of the subnet.
Type: String
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NetworkAclEntryType

NetworkAclEntryType

Describes an entry in a network ACL.

Ancestors

¢ NetworkAclEntrySetType

Relevant Operations

¢ CreateNetworkAcl (p. 73)
¢ DescribeNetworkAcls (p. 229)

Contents
The following table describes the elements in this data type.

Name Description

r ul eNunber The rule number for the entry. ACL entries are processed in
ascending order by rule number.

Type: Integer

pr ot ocol The protocol. A value of -1 means all protocols.
Type: Integer
Valid values: Any protocol number (see Protocol Numbers).

rul eActi on Whether to allow or deny the traffic that matches the rule.
Type: String
egress Indicates an egress rule (rule is applied to traffic leaving the subnet).

Value of t r ue indicates egress.
Type: Boolean

ci dr Bl ock The network range to allow or deny, in CIDR notation.
Type: String
i cnpTypeCode ICMP protocol: The ICMP type and code.

Type: IcmpTypeCodeType (p. 472)

por t Range TCP or UDP protocols: The range of ports the rule applies to.
Type: PortRangeType (p. 504)

NetworkAclType

Describes a network ACL.
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Ancestors

Ancestors

¢ NetworkAclSetType

Relevant Operations

¢ CreateNetworkAcl (p. 73)
¢ DescribeNetworkAcls (p. 229)

Contents

The following table describes the elements in this data type.

Name

net wor kAcl I d

vpcld

def aul t

ent r ySet

associ ati onSet

t agSet

Description

The ID of the network ACL.
Type: String

The ID of the VPC for the network ACL.
Type: String

Whether this is the default network ACL for the VPC.
Type: Boolean

A list of entries (rules) in the network ACL. Each entry is wrapped in
anitemelement.

Type: NetworkAclEntryType (p. 497)

A list of associations between the network ACL and one or more
subnets. Each association is wrapped in an i t emelement.

Type: NetworkAclAssociationType (p. 496)

Any tags assigned to the resource, each one wrapped inanitem
element.

Type: ResourceTagSetltemType (p. 512)

NetworkInterfaceAssociationType

Describes association information for an Elastic IP address.

Ancestors

¢ InstanceNetworklInterfaceSetltemType

Relevant Operations

¢ CreateNetworkinterface (p. 78)
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Contents

¢ DescribeNetworklnterfaces (p. 237)

Contents
The following table describes the elements in this data type.
Name Description
publiclp The address of the Elastic IP address bound to the network interface.
Type: String
i pOwnerld The ID of the Elastic IP address owner.
Type: String
al l ocationl D The allocation ID.
Type: String
associ ationlD The association ID.
Type: String

NetworkinterfaceAttachmentType

Describes a network interface attachment.

Relevant Operations

¢ CreateNetworkinterface (p. 78)

¢ DescribeNetworklnterfaces (p. 237)

Contents
The following table describes the elements in this data type.
Name Description
attachment | D The ID of the network interface attachment.
Type: String
i nst ancel D The ID of the instance.
Type: String

NetworklInterfacePrivatelpAddressesSetltemType

Describes the private IP address of a network interface.

APl Version 2012-12-01
499




Amazon Elastic Compute Cloud API Reference

Relevant Operations

Relevant Operations

* DescribeNetworkInterfaces

Contents

The following table describes the elements in this data type.

Name

privat el pAddress

primary

associ ation

Description

The private IP address of the network interface.
Type: String

Whether this IP address is the primary private IP address of the
network interface.

Type: Boolean

The association information for an Elastic IP address associated with
the network interface.

Type: NetworkinterfaceAssociationType (p. 498)

NetworklinterfaceType

Describes a network interface.

Ancestors

* NetworkinterfaceSetType

Relevant Operations

¢ CreateNetworkiInterface (p. 78)

¢ DescribeNetworkInterfaces (p. 237)

Contents

The following table describes the elements in this data type.

Name

net wor kl nterfacel d

subnet 1 d

Description

The ID of the network interface.
Type: String

The ID of the subnet.
Type: String
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Contents
Name Description
vpcld The ID of the VPC.

avail abilityZone

description

ownerld

requesterld

r equest er Managed

st at us

macAddr ess

privat el pAddr ess

privat eDnsName

sour ceDest Check

gr oupSet

att achnment

associ ation

t agSet

pri vat el pAddr essesSet

Type: String

The Availability Zone.
Type: String

A description.
Type: String

The ID of the customer who created the interface.
Type: String

The ID of the entity that launched the instance on your behalf (for
example, AWS Management Console or Auto Scaling)

Type: String

Whether the network interface is being managed by AWS.
Type: String

The status (avai | abl e ori n-use).
Type: String

The MAC address.
Type: String

The IP address of the interface within the subnet.
Type: String

The private DNS name.
Type: String

Whether traffic to or from the instance is validated.
Type: Boolean

The security group.
Type: GroupltemType (p. 470)

The network interface attachment.
Type: NetworkinterfaceAttachmentType (p. 499)

The association information for an Elastic IP associated with the
network interface.

Type: NetworkinterfaceAssociationType (p. 498)

The tags assigned to the resource.
Type: ResourceTagSetltemType (p. 512)

The private IP addresses associated with the network interface. Iltems
are returned in a set.

Type: NetworkinterfacePrivatelpAddressesSetltemType (p. 499)
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PlacementGrouplnfoType

PlacementGroupinfoType

Describes a placement group.

Ancestors

¢ PlacementGroupSetType

Relevant Operations

¢ DeletePlacementGroup (p. 136)

Contents

The following table describes the elements in this data type.

Name Description

gr oupNane The name of the placement group.
Type: String

strat egy The placement strategy.
Type: String
Valid values: cl ust er

state The status of the placement group.
Type: String

Valid values: pendi ng | avai | abl e | del eti ng | del et ed

PlacementRequestType

The PlacementRequestType data type.

Ancestors

¢ LaunchSpecificationRequestType (p. 492)
¢ LaunchSpecificationResponseType (p. 493)

» RuninstancesType

Relevant Operations

* RequestSpotinstances
¢ DescribeSpotinstanceRequests

¢ RequestSpotinstances
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Contents

¢ Runlnstances

Contents

The following table describes the elements in this data type.

Name Description

avail abilityZone The Availability Zone for launching the instance.
Type: String

gr oupNane The name of a placement group for the instance.
Type: String

PlacementResponseType

The PlacementResponseType data type.

Ancestors

¢ RunninglnstancesltemType (p. 515)

Relevant Operations

* Describelnstances

¢ Runlnstances

Contents
The following table describes the elements in this data type.

Name Description

avail abilityZone The Availability Zone of the instance.
Type: String

gr oupNane The name of the placement group the instance is in (for cluster
compute instances).

Type: String

t enancy The tenancy of the instance (if the instance is running within a VPC).
An instance with a tenancy of dedicated runs on single-tenant
hardware.

Type: String
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PortRangeType

PortRangeType

Describes a range of ports.

Ancestors

¢ NetworkAclEntryType (p. 497)

Relevant Operations

¢ DescribeNetworkAcls (p. 229)

Contents

The following table describes the elements in this data type.

Name Description

from The first port in the range.
Type: Integer

to The last port in the range.
Type: Integer

PriceScheduleRequestSetltemType

The PriceScheduleRequestSetltemType data type.

Ancestors

¢ PriceScheduleRequestSetType

Relevant Operations

¢ CreateReservedInstancesListing

Contents

The following table describes the elements in this data type.
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PriceScheduleSetltemType

Name Description

term The number of months remaining in the reservation. For example, 2
is the second to the last month before the capacity reservation
expires.

Type: Long

price The fixed price for the term.
Type: Double

currencyCode The currency for transacting the Reserved Instance resale.
Type: String
Valid value: USD

PriceScheduleSetitemType

The PriceScheduleSetltemType data type.

Ancestors

¢ DescribeReservedinstancesListingsResponseSetltemType

¢ PriceScheduleSetType

Relevant Operations

¢ CreateReservedInstancesListing

Contents

The following table describes the elements in this data type.

Name Description

term The number of months remaining in the reservation. For example, 2
is the second to the last month before the capacity reservation
expires.

Type: Long

price The fixed price for the term.
Type: Double

currencyCode The currency for transacting the Reserved Instance resale.
Type: String
Valid value: USD
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PriceScheduleSetType

Name

active

Description

The current price schedule, as determined by the term remaining for
the Reserved Instance in the listing.

A specific price schedule is always in effect, but only one price
schedule can be active at any time. Take, for example, a Reserved
Instance listing that has five months remaining in its term. When you
specify price schedules for five months and two months, this means
that schedule 1, covering the first three months of the remaining term,
will be active during months 5, 4, and 3. Then schedule 2, covering
the last two months of the term, will be active for months 2 and 1.

Type: Boolean

PriceScheduleSetType

The PriceScheduleSetType data type.

Ancestors

¢ DescribeReservedinstancesListingSetType

Relevant Operations

¢ DescribeReservedinstancesListingsResponseType

Contents

The following table describes the elements in this data type.

Name

item

Description

The Reserved Instance listing price schedule item.
Type: PriceScheduleSetltemType (p. 505).

PricingDetailsSetltemType

The PricingDetailsSetltemType data type.

Ancestors

¢ DescribeReservedinstancesOfferings

Relevant Operations

« DescribeReservedinstancesOfferingsResponseType
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Contents

Contents

The following table describes the elements in this data type.

Name Description

price Price per instance.
Type: Integer

count Number of instances available for the price.
Type: Integer

PrivatelpAddressesSetltemRequestType

Describes a secondary private IP address for a network interface.

Ancestors

¢ PrivatelpAddressesSetRequestType

Relevant Operations

¢ AssignPrivatelpAddresses

* UnassignPrivatelpAddresses

Contents
The following table describes the elements in this data type.
Name Description
pri vat el pAddr esses Set The list of private IP addresses.

Type: AssignPrivatelpAddressesSetltemRequestType (p. 442)

primary Whether the private IP address is the primary private IP address.
Type: Boolean

ProductCodeltemType

The ProductCodeltemType data type.

Ancestors

¢ ProductCodelListType
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Relevant Operations

Relevant Operations

¢ DescribelmageAttribute
* ModifylmageAttribute

Contents

The following table describes the elements in this data type.

Name Description
pr oduct Code The product code.
Type: String

ProductCodesSetltemType

The ProductCodesSetltemType data type.

Ancestors

¢ ProductCodesSetType

Relevant Operations

¢ Describelmages

¢ DescribelmageAttribute

« Describelnstances

« DescribelnstanceAttribute
¢ DescribeSnapshotAttribute
« DescribeVolumeAttribute

¢ Runlnstances

Contents

The following table describes the elements in this data type.

Name Description

pr oduct Code The product code.
Type: String

type The type of product code.
Type: String

Valid values: devpay | mar ket pl ace
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ProductDescriptionSetltemType

ProductDescriptionSetitemType

The ProductDescriptionSetltemType data type.

Ancestors

¢ ProductDescriptionSetType

Relevant Operations

¢ DescribeSpotPriceHistory

Contents

The following table describes the elements in this data type.

Name Description
product Descri ption The description of the AMI.
Type: String

Valid values: Li nux/ UNI X | SUSE Li nux | W ndows

PropagatingVgwType
Describes a virtual private gateway propagating route.

Ancestors

« PropagatingVgwSetType

Relevant Operations

¢ CreateRouteTable (p. 92)
¢ DescribeRouteTables (p. 267)

Contents

The following table describes the elements in this data type.

Name Description
gat ewayl D The ID of the virtual private gateway (VGW).
Type: String
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RecurringChargesSetltemType

RecurringChargesSetltemType

The RecurringChargesSetltemType data type.

Relevant Operations

* DescribeReservedinstances

¢ DescribeReservedinstanceOfferings

Contents

The following table describes the elements in this data type.

Name Description

frequency The frequency of the recurring charge.
Type: String
Valid value: Hour | y

anount The amount of the recurring charge.
Type: Double

RegionltemType

Describes a region.

Ancestors

¢ RegionSetType

Relevant Operations

¢ DescribeRegions (p. 247)

Contents
The following table describes the elements in this data type.
Name Description
regi onNane The name of the Region.
Type: String
r egi onEndpoi nt The Region service endpoint.
Type: String
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ReservationInfoType

ReservationIinfoType

Describes a reservation.

Ancestors

¢ ReservationSetType

Relevant Operations

¢ Describelnstances (p. 200)

Contents

The following table describes the elements in this data type.

Name Description
reservationld The ID of the reservation.
Type: String
ownerld The ID of the AWS account that owns the reservation.
Type: String
gr oupSet A list of security groups. Each group is wrapped in an i t emelement.

Type: GroupltemType (p. 470)

i nst ancesSet A list of instances. Each instance is wrapped in an i t emelement.
Type: RunninglnstancesltemType (p. 515)

requesterld The ID of the requester that launched the instances on your behalf
(for example, AWS Management Console or Auto Scaling).

Type: String

ReservedlnstanceLimitPriceType

The ReservedinstanceLimitPriceType data type.

Ancestors

¢ PurchaseReservedinstancesOfferings

Relevant Operations

¢ DescribeReservedinstancesOfferingsResponseType
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Contents

Contents

The following table describes the elements in this data type.

Name Description

anount Used for Reserved Instance Marketplace offerings. Specifies the limit
price on the total order (instanceCount * price).
Type: Double

cur rencyCode Currency in which the | i mi t Pri ce amount is specified. At this time,
the only supported currency is USD.
Type: Double

ResourceTagSetltemType

Describes the tags assigned to an EC2 resource.

Ancestors

¢ ResourceTagSetType

Relevant Operations

« Describelmages

¢ Describelnstances
¢ DescribeVolumes
¢ DescribeSnapshots

¢ DescribeSpotinstanceRequests

Contents

The following table describes the elements in this data type.

Name Description

key The tag key.
Type: String

val ue The tag value.
Type: String

RouteTableAssociationType

Describes an association between a route table and a subnet.
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Ancestors

Ancestors

¢ RouteTableAssociationSetType

Relevant Operations

¢ CreateRouteTable (p. 92)
¢ DescribeRouteTables (p. 267)

Contents

The following table describes the elements in this data type.

Name Description

rout eTabl eAssoci ati onld | An identifier representing the association between a route table and

a subnet.
Type: String

rout eTabl el d The ID of the route table.
Type: String

subnet 1 d The ID of the subnet.
Type: String

mai n Whether this is the main route table.
Type: Boolean

RouteTableType

Describes a route table.

Ancestors

¢ RouteTableSetType

Relevant Operations

¢ CreateRouteTable (p. 92)
¢ DescribeRouteTables (p. 267)

Contents

The following table describes the elements in this data type.
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RouteType
Name Description
rout eTabl el d The route table's ID.
Type: String
vpcld The ID of the VPC for the route table.
Type: String
r out eSet A list of routes in the route table. Each route is wrapped inanit em
element.

Type: RouteType (p. 514)

associ ati onSet A list of associations between the route table and one or more
subnets. Each association is wrapped in an i t emelement.

Type: RouteTableAssociationType (p. 512)

pr opagat i ngVgwSet The IDs of any virtual private gateways (VGW) propagating routes,
each route wrapped in an i t emelement.
Type: PropagatingVgwType (p. 509)

t agSet Any tags assigned to the resource, each one wrapped inanitem
element.
Type: ResourceTagSetltemType (p. 512)

RouteType

Describes a route in a route table.

Ancestors

¢ RouteSetType

Relevant Operations

¢ CreateRouteTable (p. 92)
¢ DescribeRouteTables (p. 267)

Contents

The following table describes the elements in this data type.

Name Description

destinati onCi dr Bl ock The CIDR address block used for the destination match. For example:
0.0.0.0/0.
Type: String

gatewayl d The ID of a gateway attached to your VPC.
Type: String
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RunninglinstancesitemType

Name

i nst ancel d

i nst anceOwner |l d

net wor kl nterfaceld

state

origin

Description

The ID of a NAT instance in your VPC.
Type: String

The owner of the instance.
Type: String

The network interface ID.
Type: String

The state of the route. The bl ackhol e state indicates that the route's
target isn't available (e.g., the specified gateway isn't attached to the
VPC, the specified NAT instance has been terminated, etc.).

Type: String
Valid values: act i ve | bl ackhol e

Describes how the route was created.
Type: String

Valid values: Val i d val ues: CreateRouteTable |
Creat eRout e | Enabl eVgwRout ePr opagati on

» CreateRouteTable indicates that route was automatically created
when the route table was create.

» CreateRoute indicates that the route was manually added to the
route table.

» EnableVgwRoutePropagation indicates that the route was
propagated by route propagation.

RunninglnstancesltemType

Describes a running instance.

Ancestors

¢ RunningInstancesSetType

Relevant Operations

¢ Describelnstances (p. 200)

¢ Runlinstances (p. 417)

Contents

The following table describes the elements in this data type.
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Contents
Name Description
i nstancel d The ID of the instance launched.
Type: String
i mgel d The ID of the AMI used to launch the instance.

i nst anceSt at e

pri vat eDnsNane

dnsName

reason

keyNarme

am Launchl ndex

pr oduct Codes

i nst anceType

| aunchTi ne

pl acenent

kernel I d

ranmdi skl d

platform

Type: String

The current state of the instance.
Type: InstanceStateType (p. 484)

The private DNS name assigned to the instance. This DNS name
can only be used inside the Amazon EC2 network. This element
remains empty until the instance enters a running state.

Type: String

The public DNS name assigned to the instance. This DNS name is
contactable from outside the Amazon EC2 network. This element
remains empty until the instance enters a running state.

Type: String

The reason for the most recent state transition. This might be an
empty string.
Type: String

The key pair name, if this instance was launched with an associated
key pair.
Type: String

The AMI launch index, which can be used to find this instance in the
launch group.

Type: String

The product codes attached to this instance. Each product code is
wrapped in an i t emelement.

Type: ProductCodesSetltemType (p. 508)

The instance type (for example, niL.. smal | ).
Type: String

The time the instance was launched.
Type: DateTime

The location where the instance launched.
Type: PlacementResponseType (p. 503)

The kernel associated with this instance.
Type: String

The RAM disk associated with this instance.
Type: String

The platform of the instance (e.g., Windows).
Type: String
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Contents

Name

nmoni tori ng

subnet 1 d

vpcld

pri vat el pAddr ess

i pAddr ess

sour ceDest Check

gr oupSet

st at eReason

architecture

r oot Devi ceType

r oot Devi ceNane

bl ockDevi ceMappi ng

i nst anceli fecycl e

Description

The monitoring information for the instance.
Type: InstanceMonitoringStateType (p. 478)

The ID of the subnet in which the instance is running.
Type: String

The ID of the VPC in which the instance is running.
Type: String

The private IP address assigned to the instance.
Type: String

The IP address of the instance.
Type: String

Specifies whether to enable an instance launched in a VPC to perform
NAT. This controls whether source/destination checking is enabled
on the instance. A value of t r ue means checking is enabled, and

f al se means checking is disabled. The value must be f al se for
the instance to perform NAT. For more information, go to NAT
Instances in the Amazon Virtual Private Cloud User Guide.

Type: Boolean

A list of the security groups for the instance. Each group is wrapped
in ani t emelement.

Type: GroupltemType (p. 470)

The reason for the most recent state transition. See
StateReasonType (p. 524) for a listing of supported state change
codes.

Type: StateReasonType (p. 524)

The architecture of the image.
Type: String
Valid values: i 386 | x86_64

The root device type used by the AMI. The AMI can use an Amazon
EBS or instance store root device.

Type: String
Valid values: ebs | i nst ance-store

The root device name (e.g., /dev/sdal).
Type: String

Any block device mapping entries for the instance, each one wrapped
inan i t emelement.

Type: InstanceBlockDeviceMappingResponseltemType (p. 475)

Whether this is a Spot Instance.
Type: String
Valid values: spot | blank (no value)
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SecurityGroupldSetltemType

Name

spot | nst anceRequest | d

virtualizationType

client Token

t agSet

hyper vi sor

net wor k|l nt er f aceSet

i am nst anceProfile

ebsOpti m zed

Description

The ID of the Spot Instance request.
Type: String

The instance's virtualization type.
Type: String
Valid values: par avi rtual | hvm

The idempotency token you provided when you launched the
instance.

Type: String

Any tags assigned to the resource, each one wrapped inanitem
element.

Type: ResourceTagSetltemType (p. 512)

The instance's hypervisor type.
Type: String
Valid values: ovm| xen

The network interfaces for the instance.
Type: InstanceNetworklInterfaceSetltemType (p. 481)

The IAM Instance Profile (IIP) associated with the instance.
Type: lamInstanceProfileResponseType (p. 471)

Whether the instance is optimized for EBS I/O. This optimization
provides dedicated throughput to Amazon EBS and an optimized
configuration stack to provide optimal EBS 1/O performance. This
optimization isn’t available with all instance types. Additional usage
charges apply when using an EBS Optimized instance.

Type: Boolean
Default: f al se

SecurityGroupldSetitemType

The SecurityGroupldSetltemType data type.

Ancestors

¢ LaunchSpecificationResponseType

¢ LaunchSpecificationRequestType

¢ InstanceNetworkInterfaceSetltemRequestType

Relevant Operations

* CreateNetworklInterface

* ModifyNetworkinterfaceAttribute
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Contents

ModifyInstanceAttribute
¢ RequestSpotinstances
¢ DescribeSpotinstanceRequests

* Runinstances

Contents

The following table describes the elements in this data type.

Name Description
groupld The ID of the security group associated with the network interface.
Type: String

SecurityGroupltemType

The SecurityGroupltemType data type.

Ancestors

¢ SecurityGroupSetType

Relevant Operations

¢ DescribeSecurityGroups

Contents

The following table describes the elements in this data type.

Name Description

ownerld The AWS account ID of the owner of the security group.
Type: String

groupld The ID of the security group.
Type: String

gr oupNane The name of the security group.
Type: String

groupDescri ption A description of the security group.
Type: String

vpcld [VPC] The ID of the VPC for the security group.
Type: String
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SpotDatafeedSubscriptionType

Name

i pPerm ssi ons

i pPer m ssi onsEgr ess

t agSet

Description

A list of inbound rules associated with the security group. Each
permission is wrapped in an i t emelement.

Type: IpPermissionType (p. 490)

[VPC] A list of outbound rules associated with the security group.
Each permission is wrapped in an i t emelement.

Type: IpPermissionType (p. 490)

Any tags assigned to the resource, each one wrapped inanitem
element.

Type: ResourceTagSetltemType (p. 512)

SpotDatafeedSubscriptionType

The SpotDatafeedSubscriptionType data type.

Ancestors

¢ CreateSpotDatafeedSubscriptionResponseType

¢ DescribeSpotDatafeedSubscriptionResponseType

Relevant Operations

» CreateSpotDatafeedSubscription

* DescribeSpotDatafeedSubscription

Contents

The following table describes the elements in this data type.

Name

owner |l d

bucket

prefix

state

Description

The AWS account ID of the account.
Type: String

The Amazon S3 bucket where the Spot Instance datafeed is located.
Type: String

The prefix that is prepended to datafeed files.
Type: String

The state of the Spot Instance datafeed subscription.
Type: String
Valid values: Acti ve | I nacti ve
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SpotinstanceRequestSetltemType

Name

faul t

Description

The fault codes for the Spot Instance request, if any.
Type: SpotinstanceStateFaultType (p. 522)

SpotinstanceRequestSetltemType

The SpotinstanceRequestSetltemType data type.

Ancestors

¢ SpotinstanceRequestSetType

Relevant Operations

¢ DescribeSpotinstanceRequests

¢ RequestSpotinstances

Contents

The following table describes the elements in this data type.

Name

spot | nst anceRequest | d

spotPrice

type

state

faul t

st at us

Description

The ID of the Spot Instance request.
Type: String

The maximum hourly price for any Spot Instance launched to fulfill
the request.

Type: String

The Spot Instance request type.
Type: String
Valid values: one-ti ne | per si st ent

The state of the Spot Instance request.
Type: String
Valid values: open | cl osed | cancel | ed |fail ed

The fault codes for the Spot Instance request, if any.
Type: SpotinstanceStateFaultType (p. 522)

The status code and status message describing the Spot Instance
request.

Type: SpotinstanceStatusMessageType (p. 523)
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SpotinstanceStateFaultType

Name
val i dFrom
val i duntil

| aunchG oup

avail abi lityZoneG oup

| aunchedAvai l abilityZone

| aunchSpeci fication

i nstancel d

createTi me

product Descri ption

t agSet

Description

The start date of the request. If this is a one-time request, the request
becomes active at this date and time and remains active until all
instances launch, the request expires, or the request is canceled. If
the request is persistent, the request becomes active at this date and
time and remains active until it expires or is canceled.

Type: DateTime

The end date of the request. If this is a one-time request, the request
remains active until all instances launch, the request is canceled, or
this date is reached. If the request is persistent, it remains active until
it is canceled or this date is reached.

Type: DateTime

The instance launch group. Launch groups are Spot Instances that
launch together and terminate together.

Type: String

The Availability Zone group. If you specify the same Availability Zone
group for all Spot Instance requests, all Spot Instances are launched
in the same Availability Zone.

Type: String

The Availability Zone in which the bid is launched.
Type: String

Additional information for launching instances.
Type: LaunchSpecificationResponseType (p. 493)

The instance ID, if an instance has been launched to fulfill the Spot
Instance request.

Type: String

The time stamp when the Spot Instance request was created.
Type: DateTime

The product description associated with the Spot Instance.
Type: String

Any tags assigned to the resource, each one wrapped inanitem
element.

Type: ResourceTagSetltemType (p. 512)

SpotinstanceStateFaultType

The SpotinstanceStateFaultType data type.

Ancestors

¢ SpotDatafeedSubscriptionType (p. 520)

¢ SpotinstanceRequestSetltemType (p. 521)
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Relevant Operations

Relevant Operations

» CreateSpotDatafeedSubscription
» DescribeSpotDatafeedSubscription
¢ DescribeSpotinstanceRequests

* RequestSpotinstances

Contents

The following table describes the elements in this data type.

Name Description

code The reason code for the Spot Instance state change.
Type: String

nessage The message for the Spot Instance state change.
Type: String

SpotinstanceStatusMessageType

The SpotinstanceStatusMessageType data type.

Ancestors

¢ SpotinstanceRequestSetltemType (p. 521)

Relevant Operations

¢ DescribeSpotinstanceRequests

Contents

The following table describes the elements in this data type.

Name Description

code Status code of the request.
Type: String

updat eTi ne Time the status was stated.

Type: DateTime

nessage The description for the status code for the Spot request.
Type: String
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SpotPriceHistorySetltemType

SpotPriceHistorySetltemType

The SpotPriceHistorySetltemType data type.

Ancestors

¢ SpotPriceHistorySetType

Relevant Operations

¢ DescribeSpotPriceHistory

Contents

The following table describes the elements in this data type.

Name Description
i nstanceType The instance type.
Type: String
product Descri pti on A general description of the AMI.
Type: String
Valid values: Li nux/ UNI X | SUSE Li nux | W ndows
spot Price The maximum price you will pay to launch one or more Spot
Instances.
Type: String
ti mest anp The date and time the request was created.

Type: DateTime

avail abilityZone The Availability Zone.
Type: String

StateReasonType

The StateReasonType data type.

Ancestors

¢ DescribelmagesResponseltemType (p. 452)
¢ RunninglnstancesltemType (p. 515)
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Relevant Operations

Relevant Operations

¢ Describelmages
* Describelnstances

¢ Runlnstances

Contents

The following table describes the elements in this data type.

Name

code

nessage

Description

The reason code for the state change. See the following table for a
list of codes.

Type: String

The message for the state change.
Type: String

The following table lists the currently supported state reason codes.

Code

Server. oot | nst anceTer ninati on
Server. I nternal Error

Server. I nsuffi i ent | nst anceGpeci ty
Client.Internal Error

Qient.Instancel nitiat edShut down

Aient.WserlnitiatedShut down
dient. Vol uneLi m t Exceeded

Qient.lnval i dShapshot. Not Found

SubnetType

Describes a subnet.

Ancestors

¢ SubnetSetType

Description

A Spot Instance was terminated due to an increase in the market
price.

An internal error occurred during instance launch, resulting in
termination.

There was insufficient instance capacity to satisfy the launch request.
A client error caused the instance to terminate on launch.

The instance initiated shutdown by a shutdown -h command issued
from inside the instance.

The instance was shutdown by a user via an API call.
The volume limit was exceeded.

The specified snapshot was not found.
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Relevant Operations

Relevant Operations

e CreateSubnet (p. 101)
¢ DescribeSubnets (p. 295)

Contents

The following table describes the elements in this data type.

Name
subnet 1 d
state
vpcld
ci dr Bl ock

avai | abl el pAddr essCount

avail abilityZone

t agSet

TagSetltemType

The TagSetltemType data type.

Description

The ID of the subnet.
Type: String

The current state of the subnet.
Type: String
Valid values: pendi ng | avai | abl e

The ID of the VPC the subnet is in.
Type: String

The CIDR block assigned to the subnet.
Type: String

The number of unused IP addresses in the subnet (the IP addresses
for any stopped instances are considered unavailable).

Type: Integer

The Availability Zone of the subnet.
Type: String

Any tags assigned to the resource, each one wrapped inanitem
element.

Type: ResourceTagSetltemType (p. 512)

Relevant Operations

¢ DescribeTags

Contents

The following table describes the elements in this data type.
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UserDataType
Name Description
resourcel d The ID of the resource. For example, ami - 1a2b3c4d.
Type: String
resour ceType The type of resource.
Type: String

Valid values: cust oner - gat eway | dhcp- opti ons |i mage |

i nstance | i nternet - gat eway | net wor k- acl |
reserved-instances |route-table|security-group|
snapshot | spot-instances-request | subnet |vol ume | vpc
| vpn- connecti on | vpn- gat eway

key The key of the tag.
Type: String

val ue The value of the tag.
Type: String

UserDataTlype

The UserDataType data type.

Ancestors

¢ LaunchSpecificationRequestType (p. 492)

Relevant Operations

* RequestSpotinstances
¢ DescribeSpotinstanceRequests
¢ RequestSpotinstances

* Runinstances

Contents

The following table describes the elements in this data type.

Name Description

dat a The Base64-encoded MIME user data made available to the
instance(s) in the reservation.
Type: String

APl Version 2012-12-01
527



Amazon Elastic Compute Cloud API Reference
UserldGroupPairType

UserldGroupPairType

Describes a security group and AWS account ID pair.

Ancestors

¢ UserldGroupPairSetType

Relevant Operations

¢ AuthorizeSecurityGroupEgress
¢ AuthorizeSecurityGrouplngress
¢ RevokeSecurityGroupEgress
¢ RevokeSecurityGrouplngress

¢ DescribeSecurityGroups

Contents

The following table describes the elements in this data type.

Name Description

userld The ID of an AWS account. Cannot be used when specifying a CIDR
IP address range.
Type: String

groupld The ID of the security group in the specified AWS account. Cannot
be used when specifying a CIDR IP address range.
Type: String

gr oupNane The name of the security group in the specified AWS account. Cannot
be used when specifying a CIDR IP address range.
Type: String

VolumeStatusitemType

The VolumeStatusltemType data type.

Ancestors

¢ VolumeStatusSetType

Relevant Operation

¢ DescribeVolumeStatus
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Contents

Contents

The following table describes the elements in this data type.

Name Description

vol unel d The volume ID.
Type: String

avail abi lityZone The Availability Zone of the volume.
Type: String

vol umeSt at us The volume status. The status of each volume is wrapped inani t em
element.

Type: VolumeStatusinfoType (p. 529).

event Set A list of events associated with the volume. Each event is wrapped
in an it emelement.

Type: VolumeStatusEventltemType (p. 530).

acti onSet The details of the action. Each action detail is wrapped inan it em
element.

Type: VolumeStatusActionltemType (p. 531).

VolumeStatusinfoType

The VolumeStatusinfoType data type.

Ancestors

¢ VolumeStatusltemType

Relevant Operation

* DescribeVolumeStatus

Contents

The following table describes the elements in this data type.

Name Description
status The status of the volume.
Type: String

Valid values : ok | i npai red |[i nsufficient-data
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VolumeStatusDetailsltemType

Name Description

details The details of the volume status. Each volume status detail is wrapped
inan it emtype.

Type: VolumeStatusDetailsltemType (p. 530).

VolumeStatusDetallsltemType

The VolumeStatusDetailsltemType data type.

Ancestors

¢ VolumeStatusinfoType

Relevant Operation

* DescribeVolumeStatus

Contents

The following table describes the elements in this data type.

Name Description

nane The name of the volume's status.
Type: String

st at us The intended status of the volume status.
Type: String

VolumeStatusEventltemType

The VolumeStatusEventltemType data type.

Ancestors

¢ VolumeStatusltemType

Relevant Operation

¢ DescribeVolumeStatus
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Contents

Contents

The following table describes the elements in this data type.

Name Description
event Type The type of this event.
Type: String
eventld The ID of this event.
Type: String
description A description of the event.
Type: String
not Bef or e The earliest start time of the event.

Type: DateTime

not Af t er The latest end time of the event.
Type: DateTime

VolumeStatusActionltemType

The VolumeStatusActionltemType data type.

Ancestors

¢ VolumeStatusltemType

Relevant Operation

¢ DescribeVolumeStatus

Contents

The following table describes the elements in this data type.

Name Description

code The code identifying the action.
Type: String

event Type The event type associated with this action.
Type: String

eventld The ID of the event associated with this action.
Type: String
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VpcType

Name

description

VpcType

Ancestors

¢ VpcSetType

Description

A description of the action.
Type: String

Relevant Operations

¢ CreateVpc (p. 108)

¢ DescribeVpcs (p. 316)

Contents

The following table describes the elements in this data type.

Name

vpcld

state

ci dr Bl ock

dhcpOptionsld

t agSet

i nst anceTenancy

Description

The ID of the VPC.
Type: String

The current state of the VPC.
Type: String
Valid values: pendi ng | avai | abl e

The CIDR block for the VPC.
Type: String

The ID of the set of DHCP options you've associated with the VPC
(or def aul t if the default options are associated with the VPC).

Type: String

Any tags assigned to the resource, each one wrapped inanitem
element.

Type: ResourceTagSetltemType (p. 512)

The allowed tenancy of instances launched into the VPC.
Type: String
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VpnConnectionOptionsResponseType

VpnConnectionOptionsResponseType

Describes VPN connection options.

Relevant Operations

¢ CreateVpnConnection (p. 111)
¢ DescribeVpnConnections (p. 319)

Contents

The following table describes the elements in this data type.

Name Description

stati cRoutesOnly Indicates whether the VPN connection uses static routes only. Static
routes must be used for devices that don't support BGP.

Type: Boolean

VpnConnectionType

Describes a VPN connection.

Ancestors

¢ VpnConnectionSetType

Relevant Operations

¢ CreateVpnConnection (p. 111)
¢ DescribeVpnConnections (p. 319)

Contents
The following table describes the elements in this data type.
Name Description
vpnConnecti onl d The ID of the VPN connection.
Type: String
state The current state of the VPN connection.
Type: String
Valid values: pendi ng | avai | abl e | del eti ng | del et ed
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VpnGatewayType

Name

cust oner Gat ewayConf i gur ati on

type
cust oner Gat ewayl d

vpnGat ewayl d
t agSet
vgwTlel emetry

options

rout es

VpnGateway Type

Description

The configuration information for the VPN connection's customer
gateway (in the native XML format). This element is always present
in the Cr eat eVpnConnect i on response; however, it's present in
the Descri beVpnConnect i ons response only if the VPN connection
is in the pendi ng or avai | abl e state.

Type: String

The type of VPN connection (ipsec.1).
Type: String

The ID of the customer gateway at your end of the VPN connection.
Type: String

The ID of the virtual private gateway at the AWS side of the VPN
connection.

Type: String

Any tags assigned to the resource, each one wrapped inanitem
element.

Type: ResourceTagSetltemType (p. 512)

Information about the virtual private gateway. Each gateway is
wrapped in an i t emelement.

Type: VpnTunnelTelemetryType (p. 536)

The option set describing the VPN connection.
Type: VpnConnectionOptionsResponseType (p. 533)

The set of static routes associated with a VPN connection.
Type: VpnStaticRouteType (p. 535)

Describes a virtual private gateway.

Ancestors

* VpnGatewaySetType

Relevant Operations

¢ CreateVpnGateway (p. 120)

¢ DescribeVpnGateways (p. 323)

Contents

The following table describes the elements in this data type.
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VpnStaticRouteType

Name

vpnGat ewayl d

state

type

avail abilityZone

attachnent s

t agSet

Description

The ID of the virtual private gateway.
Type: String

The current state of the virtual private gateway.
Type: String
Valid values: pendi ng | avai | abl e | del eti ng | del et ed

The type of VPN connection the virtual private gateway supports
(ipsec.1).
Type: String

The Availability Zone where the virtual private gateway was created.
Type: String

Any VPCs attached to the virtual private gateway, each one wrapped
in ani t emelement.

Type: AttachmentType (p. 443)

Any tags assigned to the resource, each one wrapped inanitem
element.

Type: ResourceTagSetltemType (p. 512)

VpnStaticRouteType

Describes a static route for a VPN connection.

Ancestors

¢ VpnStaticRoutesSetType

Relevant Operations

¢ CreateVpnConnection (p. 111)

¢ DescribeVpnConnections (p. 319)

Contents

The following table describes the elements in this data type.

Name

desti nati onC dr Bl ock

Description

The CIDR block associated with the local subnet of the customer
data center.

Type: String
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VpnTunnelTelemetryType

Name

source

state

Description

Indicates how the routes were provided.
Type: String
Valid value: St ati c

The current state of the static route.
Type: String
Valid values: pendi ng | avai | abl e | del eti ng | del et ed

VpnTunnelTelemetryType

Describes telemetry for a VPN tunnel.

Ancestors

« VgwTelemetryType

Relevant Operations

¢ CreateVpnConnection (p. 111)

¢ DescribeVpnConnections (p. 319)

Contents

The following table describes the elements in this data type.

Name

out si del pAddr ess

st at us

| ast St at usChange

st at usMessage

accept edRout eCount

Description

The Internet-routable IP address of the virtual private gateway's
outside interface.

Type: String

The status of the VPN tunnel.
Type: String
Valid values: UP | DOMN

The date and time of the last change in status.
Type: DateTime

If an error occurs, a description of the error.
Type: String

The number of accepted routes.
Type: Integer
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Common Query Parameters

All Query actions share a set of common parameters that must be present in each call.

Name Description Required

Acti on Indicates the action to perform. Yes
Example: Runl nst ances

Ver si on The API version to use, as specified in the WSDL. Yes
Example: 2012- 12- 01

AWSAccessKeyl d The access key ID for the request sender. This identifies | Yes
the account which will be charged for usage of the service.
The account that's associated with the access key ID must
be signed up for Amazon EC2, or the request isn't
accepted.

AKI Al OSFODNN7 EXAVPLE

Ti mest anp The date and time at which the request is signed, inthe | Yes
format YYYY-MM-DDThh:mm:ssZ. For more information,
see ISO 8601.

Example: 2006- 07- 07T15: 04: 56Z

Expi res The date and time at which the signature included in the | Yes
request expires, in the format YYYY-MM-DDThh:mm:ssZ.

Example: 2006- 07- 07T15: 04: 56Z

SecurityToken The temporary security token obtained through a callto | No
AWS Security Token Service. For more information, see
Using Temporary Security Credentials in the Amazon
Elastic Compute Cloud User Guide.
Default: None

Type: String

Si gnat ure The request signature. For more information, see Signature | Yes
\ersion 2 Signing Process in the Amazon Web Services
General Reference.

Example: Qnpl 4Qk/ 7t | NHzf XCi T7VEXAMPLE
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Name

Si gnat ur eMet hod

Si gnat ur eVer si on

Note

Description Required

The hash algorithm you use to create the request Yes
signature. Valid values: Hmac SHA256 | Hrac SHAL. For

more information, see Signature Version 2 Signing Process

in the Amazon Web Services General Reference.

Example: Hmac SHA256

The signature version you use to sign the request. Set this | Yes
value to 2. For more information, see Signature Version

2 Signing Process in the Amazon Web Services General
Reference.

Example: 2

The Ti mest anp parameter can be used instead of Expi r es. Requests must include either
Ti mest anp or Expi r es, but cannot contain both.

Parameter values must be URL-encoded. This is true for any Query parameter passed to Amazon EC2
and is typically necessary in the Si gnat ur e parameter. Some clients do this automatically, but this is

not the norm.
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Overview

Error Codes

Overview

There are two types of error codes: client and server.

Client error codes suggest that the error was caused by something the client did, such as an authentication
failure or an invalid AMI identifier. In the SOAP API, these error codes are prefixed with C i ent . For
example: C i ent . Aut hFai | ur e.Inthe Query API, these errors are accompanied by a 400-series HTTP
response code.

Server error codes suggest a server-side issue caused the error and should be reported. In the SOAP
API, these error codes are prefixed with Ser ver . For example: Ser ver . Unavai | abl e. In the Query
API, these errors are accompanied by a 500-series HTTP response code.

Summary of Client Error Codes

Error Code Description Notes

Addr essLi m t Exceeded You've reached the limit on | Each AWS account has an
the number of elastic IP EC2 elastic IP address limit.
addresses your account can | For new accounts, this limit
have. is 5. If you need more than

5 EC2 elastic IP addresses,
please complete the
Amazon EC2 Elastic IP
Address Request Form. We
will ask you to think through
your use case and help us
understand your need for
additional addresses.

You have a separate limit for
VPC elastic IP addresses
(5). To request to increase
the limit, complete the
Amazon VPC Limits form.
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Error Code

Attachnent Li m t Exceeded

Aut hFai | ure

Bl ocked

Cust oner Gat ewayLi m t Exceeded

DependencyVi ol ati on

Di skl mageSi zeToolar ge

FilterLi mtExceeded

Gat eway. Not At t ached

| denpot ent Par anet er M snat ch

I ncorrectlnstanceSt at e

I ncorrect State

I nst ancelLi m t Exceeded

I nsufficientlnstanceCapacity

Description

You've reached the limit on
the number of Amazon EBS
volumes that can be
attached to a single instance.

User not authorized.

The account is currently
blocked.

You've reached the limit on
the number of customer
gateways you can create.

The specified object has
dependent resources.

The disk image exceeds the
allowed limit (for instance or
volume import).

Request uses too many
filters or too many total filter
values.

Specified gateway isn't
attached, so it can't be
detached.

Request uses the same
client token as a previous,
but non-identical request.

Instance is in an incorrect
state so the attempted action
cannot occur.

Volume is in an incorrect
state.

Account has maximum
allowed concurrent running
instances.

There is insufficient capacity
available for the requested
instance type.

Notes

You might be trying to run an
AMI for which you do not
have permission.

Contact
aws-verification@amazon.com
if you have questions.

Do not reuse a client token
with different requests,
unless the requests are
identical.

To attach to an instance, it
must be in the 'available'
state.

Each AWS account has a
concurrent running instance
limit. For new accounts, this
limit is 20. If you need more
than 20 instances, please
complete the Amazon EC2
Instance Request Form and
your request will be
considered.

The returned message gives
guidance on how to solve the
problem.

APl Version 2012-12-01

540


http://aws.amazon.com/contact-us/ec2-request/
http://aws.amazon.com/contact-us/ec2-request/

Amazon Elastic Compute Cloud API Reference
Summary of Client Error Codes

Error Code

I nsuf ficient Reservedl nst ancesC
apacity

I nt er net Gat ewayLi m t Exceeded

I nval i dAM At tri but el t enVal ue

I nval i dAM | D. Mal f or ned

I nval i dAM | D. Not Found

I nval i dAM I D. Unavai | abl e

I nval i dAssoci ati onl D. Not Found

I nval i dAt t achrment . Not Found

I nval i dConver si onTaskl d

I nval i dCust onmer Gat eway. Dupl i ca
t el pAddr ess

I nval i dCust oner Gat eway| D. Not Fo
und

I nval i dDevi ce. | nUse

I nval i dDhcpOpti onsl D. Not Found

I nval i dFor mat

InvalidFilter

I nval i dGat ewayl D. Not Found

I nval i dG oup. Duplicate

I nval i dG oupl d. Mal f or ned

Description

Insufficient Reserved
Instances capacity.

You've reached the limit on
the number of Internet
gateways you can create.

The value of an item added
to, or removed from, an
image attribute is invalid.

Specified AMI ID is not valid.

Specified AMI ID does not
exist.

Specified AMI ID has been
deregistered and is no longer
available.

Specified association 1D
does not exist.

The instance cannot detach
from a volume to which it is
not attached.

Specified conversion task ID
(for instance or volume
import) is invalid.

Conflict among chosen
gateway IP addresses.

The specified customer
gateway ID does not exist.

The device to which you are
trying to attach (i.e. /dev/sdh)
is already in use on the
instance.

Specified DHCP options ID
does not exist.

Specified disk format (for
instance or volume import)
is invalid.

Specified filter is invalid.

Specified gateway ID does
not exist.

Attempt to create a duplicate
group.

Specified group ID is invalid.

Notes

If you are specifying a

user | d, check that it is in
the form of an AWS account
ID.
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Error Code

I nval i dG oup. | nUse

I nval i dG oup. Not Found

I nval i dG oup. Reserved

I nval i dl nstanceAttri buteVval ue

I nval i dl nst ancel D. Mal f or ned

I nval i dl nst ancel D. Not Found

I nval i dl nt er net Gat ewayl D. Not Found

I nval i dl PAddr ess. | nUse

I nval i dKeyPai r. Dupl i cat e

I nval i dKeyPai r. For mat

I nval i dKeyPai r. Not Found

I nval i dMani f est

I nval i dNet wor kAcl Ent ry. Not Found

I nval i dNet wor kAcl | D. Not Found

I nval i dPar anet er Conbi nati on

Description Notes

Specified group cannot be
deleted because it is in use.

Specified group name does
not exist.

Specified group name is a
reserved name.

The specified instance
attribute value is not valid.

This error is most commonly
encountered when trying to

set the

| nst anceType’-i nst ance-t ype
attribute to an unrecognized
value.

Specified instance ID is not
valid.

Specified instance ID does
not exist.

Specified Internet gateway
ID does not exist.

Specified IP address is
currently in use.

Attempt to create a duplicate
key pair.

Format of the public key
you've attempted to import
is invalid.

Specified key pair name
does not exist.

Specified AMI has an
unparsable manifest.

Specified network ACL entry
does not exist.

Specified network ACL ID
does not exist.

Example: Runinstances was
called with both minCount
and maxCount set to 0, or
minCount > maxCount.
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Error Code

| nval i dPar anet er Val ue

I nval i dPer mi ssi on. Duplicate

I nval i dPer m ssi on. Mal f or ned

I nval i dReser vati onl D. Mal f or ned

I nval i dReser vat i onl D. Not Found

| nval i dRout e. Not Found

I nval i dRout eTabl el D. Not Found

I nval i dSecurity. Request HasExpi

red

I nval i dSnapshot | D. Mal f or ned

I nval i dSnapshot . | nUse

I nval i dSnapshot . Not Found

I nval i dUser | D. Mal f or ned

I nval i dReser vedl nst ancesl d

I nval i dReser vedl nst ancesOf feri
ngl d

Description

The value supplied for a
parameter was invalid.

Attempt to authorize a
permission that has already
been authorized.

Specified permission is
invalid.

Specified reservation ID is
invalid.

Specified reservation ID
does not exist.

Specified route does not
exist in the route table.

Specified route table ID does
not exist.

The difference between the
request timestamp and the
AWS server time is greater
than 5 minutes.

The snapshot ID that was
passed as an argument was
malformed.

The snapshot which you are
trying to delete is in use by
one or more AMIs.

The specified snapshot does
not exist.

The user ID is neither in the
form of an AWS account ID
or one of the special values
accepted by the owner or
execut abl eBy flags in the
Descri bel mages call.

Reserved Instances ID not
found.

Reserved Instances Offering
ID not found.

Notes

Requests that could cause
this error include (for
example) supplying an
invalid image attribute to the
Descri bel mageAttri bute
request or an invalid

ver si on orencodi ng value
for the user Dat a in a

Runl nst ances request.

Ensure that your system
clock is accurate and
configured to use the correct
time zone.
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Error Code

I nval i dSubnet | D. Not Found

I nval i dVol unel D. Dupl i cate

| nval i dVol unel D. Mal f or ned

I nval i dVol unel D. ZoneM snmat ch

I nval i dVol une. Not Found

I nval i dVpcl D. Not Found

I nval i dvpnConnect i onl D. Not Found

I nval i dvpnGat eway! D. Not Found

I nval i dZone. Not Found

LegacySecurityG oup

M ssi ngPar anet er

Net wor KAcl Ent r yAl r eadyExi st's

Net wor KAcl Ent ryLi mi t Exceeded

Net wor kAcl Li m t Exceeded

NonEBSI nst ance

Pendi ngSnapshot Li mi t Exceeded

Description

Specified subnet ID does not
exist.

Volume already exists in the
system.

Specified volume ID was
malformed.

Specified volume ID and
instance ID are in different
Availability Zones.

Specified volume does not
exist.

Specified VPC ID does not
exist.

The specified VPN
connection ID does not exist.

Specified virtual private
gateway ID does not exist.

The specified zone does not
exist.

You must delete the
2009-07-15-default security
group before you can attach
an Internet gateway.

The request is missing a
required parameter.

Specified rule number
already exists in this network
ACL.

You've reached the limit on
the number of network ACL
entries you can add to the
ACL.

You've reached the limit on
the number of network ACLs
you can create.

The instance specified does
not support EBS.

You've reached the limit on
the number of Amazon EBS
shapshots you can have in
the pending state.

Notes

Please restart the instance
and try again. This will
ensure that the code is run
on an instance with updated
code.
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Error Code

Pendi ngVerification

Opt | nRequi r ed

Request Li mi t Exceeded

Reser vedl nst ancesLi n t Exceeded

Resour ce. Al r eadyAssoci at ed

Resour celLi m t Exceeded

Rout eAl r eadyExi st's

Rout eLi m t Exceeded

Rout eTabl eLi m t Exceeded

Rul esPer Securit yG oupLi m t Exce

eded

SecurityG oupLi m t Exceeded

SecurityG oupsPerlnstanceLimt
Exceeded

Snapshot Li mi t Exceeded

Description

The account is pending
verification.

The user is not authorized to
use the requested product.

The maximum request rate
permitted by the Amazon
EC2 APIs has been
exceeded for your account.

Your current quota does not
allow you to purchase the
required number of reserved
instances.

Specified gateway is already
attached, or specified subnet
is already associated with
another object.

Exceeded an EC2 resource
limit.

A route for the specified
CIDR block already exists in
this route table.

You've reached the limit on
the number of routes you
can add to a route table.

You've reached the limit on
the number of route tables
you can create.

You've reached the limit on
the number of rules you can
add to a security group.

You've reached the limit on
the number of security
groups you can create.

You've reached the limit on
the number of security
groups you can put an
instance into.

You've reached the limit on
the number of Amazon EBS
snapshots you can create.

Notes

Contact
aws-verification@amazon.com
if you have questions.

This error message can
apply to Amazon EC2 or
individual AWS Marketplace
product codes.

Retry your request after a
few seconds.

Example: You reached the
maximum number of import
conversion tasks allowed.
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Error Code

Subnet Li m t Exceeded

UnknownPar anet er

Unsupport edOper ati on

Vol ureLi m t Exceeded

VpcLi m t Exceeded

VpnConnect i onLi mi t Exceeded

VpnGat ewayAt t achnment Li mi t Excee
ded

VpnGat ewaylLi ni t Exceeded

Error Code

I nsuf ficient AddressCapacity | Not enough available addresses to

Description

You've reached the limit on
the number of subnets you
can create for the VPC.

An unknown or unrecognized
parameter was supplied.

The instance type or feature
is not supported in your
requested Availability Zone
or with the requested
configuration.

You've reached the limit on
the number of Amazon EBS
volumes you can create.

You've reached the limit on
the number of VPCs you can
create.

You've reached the limit on
the number of VPN
connections you can create.

You've reached the limit on
the number of VPCs that can
be attached to the given
virtual private gateway.

You've reached the limit on
the number of virtual private
gateways you can create.

Description

satisfy your minimum request.

Notes

Requests that could cause
this error include supplying
a misspelled parameter or a
parameter that is not
supported for the specified
API version.

The returned message gives
guidance on how to solve the
problem.

Notes

Reduce the number of
addresses you are
requesting or wait for
additional capacity to
become available.
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Error Code Description Notes

I nsufficientlnstanceCapacity | Not enough available instances to Reduce the number of
satisfy your minimum request. instances in your request

or wait for additional
capacity to become
available. The returned
message might also give
specific guidance on how
to solve the problem.

I nsuf fici ent Reser vedl nst anceCa | Not enough available Reserved Reduce the number of
pacity Instances to satisfy your minimum Reserved Instances in
request. your request or wait for

additional capacity to
become available.

I nternal Error Internal Error. This error should not
occur. If this persists,
please contact us with
details by posting a
message on the AWS
forums.

Unavai | abl e The server is overloaded and cannot
handle the request.

Request Error Response

The following shows the structure of a request error response.

<Response>
<Errors>
<Error>
<Code>Error code text</Code>
<Message>Error message</ Message>
</ Error>
</ Errors>
<Request | D>r equest | D</ Request | D>
</ Response>

Example Error Response Request

The following shows an example of an error response.

<Response>
<Errors>
<Error>
<Code>I nval i dl nst ancel D. Not Found</ Code>
<Message>The instance ID 'i-4cbc822a' does not exist</Mssage>
</ Error>
</Errors>
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Example Error Response Request

<Request | D>ea966190- f 9aa- 478e- 9ede- ch5432daacc0</ Request | D>
</ Response>
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Document History

The following table describes the important changes since the last release of the Amazon EC2
documentation set.

APl version: 2012-12-01.

Latest documentation update: September 11, 2012.

Change Description Release Date
Support for Amazon | Added support for Amazon EC2 Reserved Instance 11 September
EC2 Reserved Marketplace and a new API version: 2012-08-15. For 2012

Instance Marketplace | information on the calls related to this release, see the following

and a New API new commands:

Version

» CancelReservedInstancesListing (p. 49)
» CreateReservedInstancesListing (p. 85)

» DescribeReservedInstancesListings (p. 254)

In addition, the following calls were updated:

« DescribeReservedInstancesOfferings (p. 258)

» PurchaseReservedinstancesOffering (p. 372)

Support for AWS Added support for AWS Marketplace AMIs and a new API 19 April 2012
Marketplace and a version: 2012-04-01.
New API Version
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Change

Amazon EBS Volume
Status Check

Instance Status
Checks

Elastic Network
Interfaces (ENIs) for
Amazon EC2
Instances in Amazon
Virtual Private Cloud

New Offering Types
for Amazon EC2
Reserved Instances

Support for Amazon
EC2 Instance Status

Support for Amazon
EC2 Spot Instances in
Amazon VPC

Description Release Date

Starting with API version 2012-03-01, you can check the 12 March 2012
operational status of your Amazon EBS volume. The volume

status check gives you information about the 1/O, also known

as read/write, capability of your EBS volumes. The volume

status check lets you know when an EBS volume’s data is

potentially inconsistent. Amazon Web Services (AWS) gives

you options to handle the potentially inconsistent volume. For

information on the actions related to this release, see:

« DescribeVolumeStatus (p. 311)

» ModifyVolumeAttribute (p. 368)

« DescribeVolumeAttribute (p. 309)
« EnableVolumelO (p. 343)

30 December
2011

Starting with API version 2011-12-15, you can use the
DescribelnstanceStatus action to retrieve results of automated
checks performed by Amazon EC2. These status checks detect
problems that may impair an instance’s ability to run your
applications. You can use ReportinstanceStatus to send us
feedback or report an inaccurate instance status.

21 December
2011

Starting with API version 2011-12-01, you can attach an elastic
network interface (ENI) to an EC2 instance in a VPC. For more
information, see:

» AttachNetworklInterface (p. 27)

« DetachNetworkinterface (p. 329)

» CreateNetworkinterface (p. 78)

« DeleteNetworklinterface (p. 134)

» DescribeNetworkInterfaces (p. 237)

« DescribeNetworkInterfaceAttribute (p. 235)
» ModifyNetworklInterfaceAttribute (p. 364)

» ResetNetworkinterfaceAttribute (p. 407)

01 December
2011

Starting with API version 2011-11-01, you can use the new
of f eri ng- t ype parameter of

Descri beReser vedl nst ancesO f eri ngs to identify the
Reserved Instance offerings that address your projected use:
Heavy Utilization, Medium Utilization, and Light Utilization. See
DescribeReservedInstancesOfferings (p. 258).

14 November
2011

The Request Parameters (p. 217) API action allows you to view
the status of your instances and any upcoming scheduled
events.

11 October
2011

The RequestSpotinstances (p. 395) action is updated with the
subnet option, which enables you to specify an Amazon VPC
subnet into which to launch your Spot Instances.
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Change

Support for VHD file
format added to the
2011-07-15 API

version

Updates for the
2011-07-15 API

version

Temporary Security

Credentials

Spot Instances
Availability Zone
pricing changes

Updates for the
2011-05-15 API

Version

Dedicated Instances

Updates for the
2011-02-28 API

version

Updates for the
2011-01-01 API

version

Merged Amazon VPC
Documentation

VM Import

Consolidated

Documentation

Description

We've added VHD as one of the VM file formats supported for
import into Amazon EC2. See the API actions Importinstance
and ImportVolume, and the CLI commands ec2-import-instance
and ec2-import-volume.

We've added one new data type,
VpnTunnelTelemetryType (p. 536), for the 2011-07-15 API
release.

We've added one new common request parameter,
SecurityToken, that supports temporary security credentials.
For more information, see Common Query Parameters (p. 537)
or go to Using Temporary Security Credentials in the Amazon
Elastic Compute Cloud User Guide.

We've updated several actions that explain API changes for
the Spot Instances Availability Zone pricing feature. We've
also added new Availability Zone pricing options as part of the
information returned by Spot Instance Requests and Spot Price
History API calls.

We've updated several existing actions for the 2011-05-15 API
release.

As part of the Dedicated Instances feature release, we've
added new options related to the tenancy attribute of instances,
and the instance tenancy attribute of VPCs.

We've updated several existing actions for the 2011-02-28 API
release.

We've added new actions and updated several existing actions
for the 2011-01-01 API release. The new and updated actions
are related to these Amazon VPC objects: Internet gateways,
route tables, network ACLs, VPC security groups, and VPC
Elastic IP addresses.

We've merged the Amazon VPC actions into this guide.

Added the following new actions, which allow you to import a
virtual machine or volume into Amazon EC2:

» Importinstance (p. 349)

* ImportVolume (p. 355)

» DescribeConversionTasks (p. 175)

e CancelConversionTask (p. 45)

We've consolidated the Query and SOAP API topics. See
Actions (p. 9).

Release Date

24 August
2011

03 August

2011

03 August
2011

26 May 2011

26 May 2011

27 March 2011

27 March 2011

11 March 2011

11 March 2011

15 December
2010

06 December
2010
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Change

Parameters for
ModifylmageAttribute
and
ModifylnstanceAttribute

Modifying Block
Device Mapping

Filters and Tags

Idempotent Instance
Launch

Import Key Pair

Placement Groups for
Cluster Compute
Instances

Amazon VPC IP
Address Designation

Error List Update

Security Group
Permissions

New Region

Description

Updated the list of Query parameters for
ModifylmageAttribute (p. 358) and for
ModifylnstanceAttribute (p. 361).

Removed information from ModifylnstanceAttribute (p. 361)
about modifying an instance's block device mapping attribute.
You currently can't modify an instance's block device mapping

with this action.

Added information about filters to many of the describe actions.

Added information about creating, describing, and deleting
tags.

For more information about the API actions for tags, see
CreateTags (p. 103), DeleteTags (p. 149), and
DescribeTags (p. 299).

Updated Runl nst ances toinclude a C i ent Token parameter

to ensure idempotency.

For more information about the change to Runl nst ances,
see Runinstances (p. 417).

Added | nport KeyPai r .
For more information, see ImportKeyPair (p. 353).

Added information about placement groups, which you use
with cluster compute instances.

For more information about the API actions for placement
groups, see CreatePlacementGroup (p. 83),
DescribePlacementGroups (p. 244), and
DeletePlacementGroup (p. 136).

Amazon VPC users can now specify the IP address to assign

an instance launched in a VPC.

For information about using the Pri vat el pAddr ess
parameter with the Runl nst ances action, see
Runlinstances (p. 417).

Updated the list of errors to include d i ent . Bl ocked,
Client.lnsufficientlnstanceCapacity,

Cient. Pendi ngVerification,and

Cl i ent. Unsupport ed. For more information, see Error
Codes (p. 539).

Clarified the information about authorizing security group
permissions. For more information, see
AuthorizeSecurityGrouplngress (p. 36).

Amazon EC2 now supports the Asia Pacific (Singapore)
Region. The new endpoint for requests to this Region is
ec2.ap-southeast-1.amazonaws.com.

Release Date

20 November
2010

20 November
2010

19 September
2010

19 September
2010

19 September
2010

12 July 2010

12 July 2010

21 May 2010

28 April 2010

28 April 2010
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Change

Clarification about
Spot Instances

Spot Instances

Description

Clarified that you can't stop and start Spot Instances that use
an Amazon EBS root device. For more information about
stopping instances, see Stoplnstances (p. 431).

To support customers that use Amazon EC2 instances, but
have more flexible usage requirements (e.g., when instances
run, how long they run, or whether usage completes within a
specific timeframe), Amazon EC2 now provides Spot Instances.
A Spot Instance is an instance that Amazon EC2 automatically
runs for you when its maximum price is greater than the Spot
Price. For conceptual information about Spot Instances, go to
the Amazon Elastic Compute Cloud User Guide.

Release Date

1 February
2010

14 December
2009
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