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Welcome

This is the Amazon Elastic Compute Cloud Command Line Reference. It provides descriptions, syntax,
and usage examples for each of the tools for Amazon EC2. The API tools wrap the Amazon EC2 API
actions. You install and run the AMI tools on an Amazon EC2 instance-store backed instance to manage
the instance-store backed AMIs.

Note

This guide also includes the commands for Amazon Virtual Private Cloud (Amazon VPC). For
more information about this service, go to the Amazon Virtual Private Cloud User Guide.

How Do 1? Relevant Topics
Download the Amazon EC2 API tools. | Amazon EC2 API Tools

Prepare a computer to use the Amazon | Setting Up the Command Line Tools
EC2 API tools.

Get an alphabetical list of the Amazon | Commands for API Tools (p. 8)
EC2 API tools.

Get a list of the common options for the | Common Options for API Tools (p. 6)
API tools.

Download the Amazon EC2 AMI tools. | Amazon EC2 AMI Tools

Get an alphabetical list of the Amazon | Commands for AMI Tools (p. 661)
EC2 AMI tools.

Get a list of the common options for the | Common Options for AMI Tools (p. 661)
AMI tools.

Get a list of regions and endpoints for | Regions and Endpoints
each AWS product.

Related Topics

¢ Amazon EC2 product page
¢ Amazon Elastic Compute Cloud User Guide
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http://docs.amazonwebservices.com/AmazonVPC/latest/UserGuide/
http://aws.amazon.com/developertools/351
http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/SettingUp_CommandLine.html
http://aws.amazon.com/developertools/368
http://docs.amazonwebservices.com/general/latest/gr/rande.html
http://aws.amazon.com/ec2
http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/
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¢ Amazon Elastic Compute Cloud API Reference
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http://docs.amazonwebservices.com/AWSEC2/latest/APIReference/

Amazon Elastic Compute Cloud CLI Reference

APl Tools Reference

Topics

Common Options for API Tools (p. 6)
List of API Tools by Function (p. 8)
ec2-allocate-address (p. 14)
ec2-assign-private-ip-addresses (p. 18)
ec2-associate-address (p. 22)
ec2-associate-dhcp-options (p. 27)
ec2-associate-route-table (p. 31)
ec2-attach-internet-gateway (p. 35)
ec2-attach-network-interface (p. 39)
ecz2-attach-volume (p. 43)
ec2-attach-vpn-gateway (p. 47)
ec2-authorize (p. 51)
ec2-bundle-instance (p. 58)
ec2-cancel-bundle-task (p. 63)
ec2-cancel-conversion-task (p. 67)
ec2-cancel-export-task (p. 71)
ec2-cancel-reserved-instances-listing (p. 74)
ec2-cancel-spot-instance-requests (p. 78)
ec2-confirm-product-instance (p. 82)
ec2-create-customer-gateway (p. 86)
ec2-create-dhcp-options (p. 90)
ec2-create-group (p. 94)
ec2-create-image (p. 98)
ec2-create-instance-export-task (p. 104)
ec2-create-internet-gateway (p. 108)
ec2-create-keypair (p. 111)
ec2-create-network-acl (p. 115)
ec2-create-network-acl-entry (p. 119)
ec2-create-network-interface (p. 124)
ec2-create-placement-group (p. 129)
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ec2-create-reserved-instances-listing (p. 133)
ec2-create-route (p. 137)
ec2-create-route-table (p. 141)
ec2-create-snapshot (p. 145)
ec2-create-spot-datafeed-subscription (p. 149)
ec2-create-subnet (p. 153)
ec2-create-tags (p. 157)
ec2-create-volume (p. 161)
ec2-create-vpc (p. 165)
ec2-create-vpn-connection (p. 169)
ec2-create-vpn-gateway (p. 174)
ec2-create-vpn-connection-route (p. 178)
ec2-delete-customer-gateway (p. 181)
ec2-delete-dhcp-options (p. 185)
ec2-delete-disk-image (p. 188)
ec2-delete-group (p. 192)
ec2-delete-internet-gateway (p. 196)
ec2-delete-keypair (p. 199)
ec2-delete-network-acl (p. 202)
ec2-delete-network-acl-entry (p. 205)
ec2-delete-network-interface (p. 209)
ec2-delete-placement-group (p. 212)
ec2-delete-route (p. 215)
ec2-delete-route-table (p. 218)
ec2-delete-snapshot (p. 222)
ec2-delete-spot-datafeed-subscription (p. 226)
ec2-delete-subnet (p. 229)
ec2-delete-tags (p. 232)
ec2-delete-volume (p. 236)
ec2-delete-vpc (p. 240)
ec2-delete-vpn-connection (p. 243)
ec2-delete-vpn-connection-route (p. 247)
ec2-delete-vpn-gateway (p. 250)
ec2-deregister (p. 254)
ec2-describe-addresses (p. 258)
ec2-describe-availability-zones (p. 264)
ec2-describe-bundle-tasks (p. 268)
ec2-describe-conversion-tasks (p. 273)
ec2-describe-customer-gateways (p. 277)
ec2-describe-dhcp-options (p. 282)
ec2-describe-export-tasks (p. 287)
ec2-describe-group (p. 291)
ec2-describe-image-attribute (p. 297)
ec2-describe-images (p. 301)
ec2-describe-instance-attribute (p. 310)
ec2-describe-instance-status (p. 315)
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ec2-describe-instances (p. 321)
ec2-describe-internet-gateways (p. 335)
ec2-describe-keypairs (p. 340)
ec2-describe-network-acls (p. 344)
ec2-describe-network-interface-attribute (p. 350)
ec2-describe-network-interfaces (p. 354)
ec2-describe-placement-groups (p. 361)
ec2-describe-regions (p. 365)
ec2-describe-reserved-instances (p. 369)
ec2-describe-reserved-instances-listings (p. 375)
ec2-describe-reserved-instances-offerings (p. 379)
ec2-describe-route-tables (p. 387)
ec2-describe-snapshot-attribute (p. 393)
ec2-describe-snapshots (p. 397)
ec2-describe-spot-datafeed-subscription (p. 403)
ec2-describe-spot-instance-requests (p. 406)
ec2-describe-spot-price-history (p. 414)
ec2-describe-subnets (p. 419)
ec2-describe-tags (p. 424)
ec2-describe-volume-attribute (p. 429)
ec2-describe-volume-status (p. 433)
ec2-describe-volumes (p. 439)
ec2-describe-vpcs (p. 445)
ec2-describe-vpn-connections (p. 450)
ec2-describe-vpn-gateways (p. 456)
ec2-detach-internet-gateway (p. 461)
ec2-detach-network-interface (p. 465)
ec2-detach-volume (p. 468)
ec2-detach-vpn-gateway (p. 472)
ec2-disable-vgw-route-propagation (p. 476)
ec2-disassociate-address (p. 479)
ec2-disassociate-route-table (p. 483)
ec2-enable-volume-io (p. 487)
ec2-enable-vgw-route-propagation (p. 490)
ec2-fingerprint-key (p. 493)
ec2-get-console-output (p. 496)
ec2-get-password (p. 500)
ec2-import-instance (p. 504)
ec2-import-keypair (p. 511)
ec2-import-volume (p. 515)
ec2-migrate-image (p. 521)
ec2-modify-image-attribute (p. 526)
ec2-modify-instance-attribute (p. 531)
ec2-modify-network-interface-attribute (p. 536)
ec2-modify-snapshot-attribute (p. 540)
ec2-modify-volume-attribute (p. 544)
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Common Options for APl Tools

¢ ec2-monitor-instances (p. 548)

¢ ec2-purchase-reserved-instances-offering (p. 551)
¢ ec2-reboot-instances (p. 555)

e ec2-register (p. 558)

¢ ec2-release-address (p. 564)

¢ ec2-replace-network-acl-association (p. 568)
¢ ec2-replace-network-acl-entry (p. 572)

e ec2-replace-route (p. 577)

¢ ec2-replace-route-table-association (p. 581)
e ec2-report-instance-status (p. 585)

¢ ec2-request-spot-instances (p. 590)

e ec2-reset-image-attribute (p. 600)

¢ ec2-reset-instance-attribute (p. 604)

e ec2-reset-network-interface-attribute (p. 608)
¢ ec2-reset-snapshot-attribute (p. 612)

e ec2-resume-import (p. 616)

e ec2-revoke (p. 621)

e ec2-run-instances (p. 627)

¢ ec2-start-instances (p. 638)

e ec2-stop-instances (p. 642)

¢ ec2-terminate-instances (p. 646)

e ec2-unassign-private-ip-addresses (p. 650)
¢ ec2-unmonitor-instances (p. 653)

¢ ec2-upload-disk-image (p. 656)

Common Options for APl Tools

Most API tools described in this section accept the set of optional parameters described in the following
table.

Option Description

--region REGQ ON Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anazonaws. com

API Version 2012-08-15
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Common Options for APl Tools

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET _KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

API Version 2012-08-15
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Deprecated Options

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

List of APl Tools by Function

Amazon DevPay

¢ ec2-confirm-product-instance (p. 82)

AMls/Images

¢ ec2-create-image (p. 98)

¢ ec2-deregister (p. 254)

¢ ec2-describe-image-attribute (p. 297)
* ec2-describe-images (p. 301)

e ec2-migrate-image (p. 521)

¢ ec2-modify-image-attribute (p. 526)

e ec2-register (p. 558)

« ec2-reset-image-attribute (p. 600)

Availability Zones and Regions

¢ ec2-describe-availability-zones (p. 264)

e ec2-describe-regions (p. 365)

Customer Gateways (Amazon VPC)

¢ ec2-create-customer-gateway (p. 86)
¢ ec2-delete-customer-gateway (p. 181)

¢ ec2-describe-customer-gateways (p. 277)
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List of APITools by Function

DHCP Options (Amazon VPC)

ec2-associate-dhcp-options (p. 27)
ec2-create-dhcp-options (p. 90)
ec2-delete-dhcp-options (p. 185)
ec2-describe-dhcp-options (p. 282)

Amazon Elastic Block Store

ec2-attach-volume (p. 43)
ec2-create-snapshot (p. 145)
ec2-create-volume (p. 161)
ec2-delete-disk-image (p. 188)
ec2-delete-snapshot (p. 222)
ec2-delete-volume (p. 236)
ec2-describe-snapshot-attribute (p. 393)
ec2-describe-snapshots (p. 397)
ec2-describe-volumes (p. 439)
ec2-detach-volume (p. 468)
ec2-import-volume (p. 515)
ec2-modify-snapshot-attribute (p. 540)
ec2-reset-snapshot-attribute (p. 612)

Elastic IP Addresses

ec2-allocate-address (p. 14)
ec2-associate-address (p. 22)
ec2-describe-addresses (p. 258)
ec2-disassociate-address (p. 479)

ec2-release-address (p. 564)

Elastic Network Interfaces

ecz2-attach-network-interface (p. 39)
ec2-create-network-interface (p. 124)
ec2-delete-network-interface (p. 209)
ec2-describe-network-interfaces (p. 354)
ec2-describe-network-interface-attribute (p. 350)
ec2-detach-network-interface (p. 465)
ec2-modify-network-interface-attribute (p. 536)

ec2-reset-network-interface-attribute (p. 608)
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List of APITools by Function

General

ec2-get-console-output (p. 496)

Instances

ec2-describe-instance-attribute (p. 310)
ec2-describe-instances (p. 321)
ec2-import-instance (p. 504)
ec2-modify-instance-attribute (p. 531)
ec2-reboot-instances (p. 555)
ec2-reset-instance-attribute (p. 604)
ec2-run-instances (p. 627)
ec2-start-instances (p. 638)
ec2-stop-instances (p. 642)

ec2-terminate-instances (p. 646)

Internet Gateways (Amazon VPC)

ec2-attach-internet-gateway (p. 35)
ec2-create-internet-gateway (p. 108)
ec2-delete-internet-gateway (p. 196)
ec2-describe-internet-gateways (p. 335)

ec2-detach-internet-gateway (p. 461)

Key Pairs

ec2-create-keypair (p. 111)
ec2-delete-keypair (p. 199)
ec2-describe-keypairs (p. 340)
ec2-fingerprint-key (p. 493)
ec2-import-keypair (p. 511)

Monitoring

ec2-monitor-instances (p. 548)

ec2-unmonitor-instances (p. 653)

Network ACLs (Amazon VPC)

ec2-create-network-acl (p. 115)
ec2-create-network-acl-entry (p. 119)
ec2-delete-network-acl (p. 202)

ec2-delete-network-acl-entry (p. 205)
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List of APITools by Function

ec2-describe-network-acls (p. 344)
ec2-replace-network-acl-association (p. 568)

ec2-replace-network-acl-entry (p. 572)

Placement Groups

ec2-create-placement-group (p. 129)
ec2-delete-placement-group (p. 212)

ec2-describe-placement-groups (p. 361)

Reserved Instances

ec2-cancel-reserved-instances-listing (p. 74)
ec2-create-reserved-instances-listing (p. 133)
ec2-describe-reserved-instances (p. 369)
ec2-describe-reserved-instances-listings (p. 375)
ec2-describe-reserved-instances-offerings (p. 379)

ec2-purchase-reserved-instances-offering (p. 551)

Route Tables (Amazon VPC)

ec2-associate-route-table (p. 31)
ec2-create-route (p. 137)
ec2-create-route-table (p. 141)
ec2-delete-route (p. 215)
ec2-delete-route-table (p. 218)
ec2-describe-route-tables (p. 387)
ec2-disassociate-route-table (p. 483)
ec2-replace-route (p. 577)

ec2-replace-route-table-association (p. 581)

Security Groups

ec2-authorize (p. 51)
ec2-create-group (p. 94)
ec2-delete-group (p. 192)
ec2-describe-group (p. 291)
ec2-revoke (p. 621)

Spot Instances

ec2-cancel-spot-instance-requests (p. 78)

ec2-create-spot-datafeed-subscription (p. 149)
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¢ ec2-delete-spot-datafeed-subscription (p. 226)

¢ ec2-describe-spot-datafeed-subscription (p. 403)
¢ ec2-describe-spot-instance-requests (p. 406)

¢ ec2-describe-spot-price-history (p. 414)

¢ ec2-request-spot-instances (p. 590)

Subnets (Amazon VPC)

¢ ec2-create-subnet (p. 153)
¢ ec2-delete-subnet (p. 229)
¢ ec2-describe-subnets (p. 419)

Tags

¢ ec2-create-tags (p. 157)
¢ ec2-delete-tags (p. 232)
¢ ec2-describe-tags (p. 424)

VM Import

¢ ec2-cancel-conversion-task (p. 67)

¢ ec2-delete-disk-image (p. 188)

¢ ec2-describe-conversion-tasks (p. 273)
¢ ec2-import-instance (p. 504)

¢ ec2-import-volume (p. 515)

e ec2-resume-import (p. 616)

VM Export

« ec2-cancel-export-task (p. 71)
e ec2-create-instance-export-task (p. 104)

¢ ec2-describe-export-tasks (p. 287)

VPCs (Amazon VPC)

¢ ec2-create-vpc (p. 165)
¢ ec2-delete-vpc (p. 240)
¢ ec2-describe-vpcs (p. 445)

VPN Connections (Amazon VPC)

¢ ec2-create-vpn-connection (p. 169)
¢ ec2-delete-vpn-connection (p. 243)

¢ ec2-describe-vpn-connections (p. 450)
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Virtual Private Gateways (Amazon VPC)

¢ ec2-attach-vpn-gateway (p. 47)

¢ ec2-create-vpn-gateway (p. 174)

¢ ec2-delete-vpn-gateway (p. 250)

¢ ec2-describe-vpn-gateways (p. 456)
¢ ec2-detach-vpn-gateway (p. 472)

Windows

¢ ec2-bundle-instance (p. 58)

¢ ec2-cancel-bundle-task (p. 63)

¢ ec2-describe-bundle-tasks (p. 268)
e ec2-get-password (p. 500)
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ec2-allocate-address

ec2-allocate-address

Description

For EC2 Elastic IP addresses: Acquires an Elastic IP address for use with your AWS account. For more
information about EC2 Elastic IP addresses, see Instance Addressing in the Amazon Elastic Compute
Cloud User Guide.

For VPC addresses: Acquires an Elastic IP address for use with your VPC. For information about VPC
addresses and how they differ from EC2 addresses, see Elastic IP Addresses in the Amazon Virtual
Private Cloud User Guide.

The short version of this command is ec2allocaddr.

Syntax

ec2-al | ocat e-address [-d donai n]

Options

Name Description Required
-d, --dommindomain | Setto vpc to allocate the address for use with VPC | Conditional
instances.
Type: String

Default: Address is standard (allocated to EC2).
Valid values: vpc

Condition: Required when allocating an address for
use with VPC instances.

Example: -d vpc

Common Options

Option Description

--region REG ON Overrides the Region specified by the EC2__URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

API Version 2012-08-15
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET _KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -
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Output

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ADDRESS identifier
e The Elastic IP address for use with your account
¢ The address's domain (standard or vpc)

¢ The allocation ID (an ID that AWS assigns to represent the allocation of the address for use with Amazon
VPC,; returned only for VPC Elastic IP addresses)

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example returns an EC2 Elastic IP address for use with the account.

PROVPT> ec2-al | ocat e- addr ess
ADDRESS 192.0.2.1

Example Request

This example returns a VPC Elastic IP address for use with your VPC.

PROVPT> ec2-al | ocat e-address -d vpc
ADDRESS 198.51.100.1 vpc ei pal | oc-5723d13e
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Related Topics

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ AllocateAddress

Related Commands

e ec2-associate-address (p. 22)

¢ ec2-describe-addresses (p. 258)
¢ ec2-disassociate-address (p. 479)
¢ ec2-release-address (p. 564)
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ec2-assign-private-ip-addresses

ec2-assign-private-ip-addresses

Description

Assigns one or more secondary private IP addresses to a network interface in Amazon VPC. You can
specify one or more specific secondary IP addresses that you want to assign, or you can specify a number
of secondary IP addresses to be automatically assigned within the subnet’s CIDR block range. The
number of secondary IP addresses that you can assign to an instance varies by instance type. For
information on Amazon EC2 instance types, see Available Instance Types in the Amazon Elastic Compute
Cloud User Guide. For more information about Elastic IP addresses for Amazon VPC, see Elastic IP
Addresses in the Amazon Virtual Private Cloud User Guide.

This command is only available in Amazon VPC.

The short version of this command is ec2apip.

Syntax

ec2-assi gn-private-i p-addresses --network-interface Networklnterface
{[--secondary-private-ip-address-count COUNT] | [--secondary-private-ip-address
| P Address]}

Options

Name Description Required

-n, The network interface to associate with the IP address. | Yes
--network-interface Type: Stnng

interface_id Default: None

Example: -n eni-bc7299d4

-secory-privetei p-adress | Assigns the specified IP address as a secondary Conditional
| P_ADDRESS private IP address to the network interface. This option

can be used multiple times to assign multiple

secondary IP addresses.

You can do one of the following:

e Use the - —secondary- pri vat e—i p- addr ess
option without a value, and AWS will automatically
assign a secondary private IP address within the
subnet range.

e Usethe --secondary- pri vat e-i p- addr ess
option, and provide a specific IP address that you
want to assign.

You cannot specify this parameter when also

specifying
--secondary-private-i p-address-count

Type: String
Default: None

Example: --secondary-private-ip-address 10.0.2.18
--secondary-private-ip-address 10.0.2.28
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Common Options

Name Description Required

-ssothy-pieeipattessaart | The number of secondary IP addresses to assign to | Conditional
COUNT the network interface. You cannot specify this
parameter when also specifying
--secondary-private-ip-address.

Type: Integer
Default: None
Example: --secondary-private-ip-address-count 2

--al | ow reassi gnnent | Specifies whether to allow an IP address that is No
already assigned to another network interface to be
reassigned to the specified network interface.

Type: Boolean
Default: False

Common Options

Option Description

--region REGQ ON Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

-0, --aws-access-key | The access key ID associated with your AWS account. For more
AWS ACCESS KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

-W --aws-secret-key | The secret access key associated with your AWS account.

AVE_SECRET_KEY Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.
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Output
Option Description
-T, --security-token | The AWS delegation token.
TOKEN Default: The value of the environment variable (if set).

AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

-C, --cert EC2-CERT

Output

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

The command returns true if the operation succeeds or an error if the operation does not succeed.
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Examples

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example assigns two secondary private IP addresses (10.0.0.118 and 10.0.0.119) to the network
interface eni - c08a35a9.

PROVPT> ec2-assi gn-private-ip-addresses --network-interface eni-c08a35a9
--secondary-private-ip-address 10.0.0. 118 --secondary-private-ip-address
10. 0. 0. 119

RETURN true

Example Request

This example assigns two secondary private IP addresses to the network interface eni - c08a35a9. The
IP addresses are automatically assigned from the available IP addresses within the subnet’s CIDR block
range.

PROVPT> ec2-assi gn-private-ip-addresses --network-interface eni-c08a35a9
--secondary-privat e-i p-address-count 2
RETURN t rue

Example Request

This example assigns a secondary private IP address of 10.0.0.82 to the network interface eni - 73e05al.

PROVPT> ec2-assi gn-private-ip-addresses --network-interface eni-73e05al
--secondary-private-ip-address 10.0.0.82
RETURN true

Related Topics
Download

¢ Getting Started with the Command Line Tools

Related Action

¢ UnAssignPrivatelpAddresses
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ec2-associate-address

Description

This action applies to both Amazon EC2 Elastic IP addresses and Amazon VPC Elastic IP addresses.

For Amazon EC2 addresses: Associates an Elastic IP address with an instance in your AWS account. If
the IP address is currently assigned to another instance, the IP address is assigned to the new instance.
For more information about EC2 Elastic IP addresses, see Instance Addressing in the Amazon Elastic
Compute Cloud User Guide.

For Amazon VPC addresses: This action associates a VPC Elastic IP address with a primary or secondary
private IP address of an instance or a network interface in your VPC. If the Elastic IP address is currently
assigned to another instance or a network interface, Amazon EC2 returns an error unless you specify
the - —al | ow r eassoci at i on option.

If you do not specify a private IP address, the Elastic IP address is associated with the primary IP address.

For information about VPC addresses and how they differ from EC2 addresses, see Elastic IP Addresses
in the Amazon Virtual Private Cloud User Guide.

This is an idempotent operation. If you enter it more than once, Amazon EC2 does not return an error.

The short version of this command is ec2assocaddr.

Syntax

ec2-associ ate-address [-i instance_id | -n network interface] [ip_address | -a
allocation_id] [--private-ip-address] [--allowreassociation]

Options

Name Description Required
-i, --instance The instance to associate with the IP address. Conditional
instance_id Type: Stnng

Default: None

Condition: Required for Amazon EC2 instances. For
Amazon VPC, you can specify either an instance ID
or a network interface, but not both.

Example: -i i-43a4412a

i p_address EC2 Elastic IP address to assign to the instance. Conditional
Type: String
Default: None
Condition: Required for EC2 Elastic IP addresses.
Example: 192.0.2.1
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Name Description Required
-a, --allocation-id | The allocation ID that AWS returned when you Conditional
all ocation_id allocated the Elastic IP address to your VPC.

Type: String

Default: None
Condition: Required for VPC Elastic IP addresses.
Example: -a eipalloc-5723d13e

-n, The interface to associate with the IP address. This | Conditional
--network-i nterface |is only available in Amazon VPC.
interf ace_i d Type: Stnng

Default: None

Condition: You must specify either an instance ID or
a network interface, but not both.

Example: -n eni-bc7299d4

-p, The primary or secondary private IP address to Optional
--private-ip-address | associate with the Elastic IP address. If no private IP
private_| P_address |address is specified, the Elastic IP address is

associated with the primary private IP address. This

is only available in Amazon VPC.

Type: String
Default: None
Example: p 10.0.0.45

--al |l owreassoci ati on | Specify this option to allow an Elastic IP address that | Optional
is already associated with another network interface
or instance to be re-associated with the specified
instance or interface. If the Elastic IP address is
associated, and this option is not specified, the
operation fails. This is only available in Amazon VPC.

Type: Boolean
Default: False if not specified
Example: --allow-reassociation

Common Options

Option Description

--region REG ON Overrides the Region specified by the EC2__URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2__URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET _KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

API Version 2012-08-15
24


http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials

Amazon Elastic Compute Cloud CLI Reference
Output

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ADDRESS identifier

¢ The Elastic IP address to assign to the instance

¢ The instance to which the IP address is assigned or network interface (in Amazon VPC)
¢ Association ID (returned only for Amazon VPC addresses)

« If specified, private IP address associated with the Elastic IP address (returned only for Amazon VPC
addresses)

Amazon EC2 command line tools display errors on stderr.
Examples

Example Request

This example associates an EC2 Elastic IP address with an instance.

PROVPT> ec2- associ at e-address 203.0.113.0 -i i-43a4412a
ADDRESS 203.0.113.0 i-43a4412a

Example Request

This example associates a VPC Elastic IP address with an instance running in your VPC.

PROVPT> ec2-associ at e-address -a eipalloc-5723d13e -i i-4fd2431a
ADDRESS  i-43a4412a eipalloc-5723d13e  ei passoc-fc5ca095
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Example Request

This example associates a VPC Elastic IP address with a network interface in your VPC.

PROVPT> ec2-associ at e-address -a ei pal |l oc-4a4c6¢c23 -n eni-1001fa78
ADDRESS i-laelae78 ei pal | oc-4a4c6¢23 ei passoc- 1841907a

Example Request

This example associates an Elastic IP address with a private IP address on the specified instance in a
VPC. The allow-reassociation option allows the Elastic IP address to be associated with the specified
instance, even if it is currently associated with another instance or network interface.

PROVPT> ec2-associ at e-address -a ei pall oc-bf66dcd6 -i i-ba6aOdee -p 10.0.0.85
--al I owreassoci ation
ADDRESS i - babaOdee ei pal | oc- bf 66dcd6 ei passoc-9c66dcf5
10.0.0. 85

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

* AssociateAddress

Related Commands

¢ ec2-allocate-address (p. 14)

¢ ec2-describe-addresses (p. 258)
¢ ec2-disassociate-address (p. 479)
¢ ec2-release-address (p. 564)
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ec2-associate-dhcp-options

Description

Associates a set of DHCP options (that you've previously created) with the specified VPC. Or, associates
no DHCP options with the VPC.

After you associate the options with the VPC, any existing instances and all new instances that you launch
in that VPC use the options. You don't need to restart or relaunch the instances. They automatically pick
up the changes within a few hours, depending on how frequently the instance renews its DHCP lease. If
you want, you can explicitly renew the lease using the operating system on the instance.

For more information about the supported DHCP options and using them with Amazon VPC, see Using
DHCP Options in Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2assocdopt.

Syntax

ec2- associ at e-dhcp-options { dhcp_options_id | default } -c vpc_id
Options

Name Description Required

dhcp_options_id The ID of the DHCP options to associate with | Yes
the VPC, or "default” if you don't want the VPC
to use DHCP options.

Type: String
Default: None
Example: dopt-7a8b9c2d

-c vpc_id The ID of the VPC to associate the DHCP Yes
options with.

Type: String
Default: None
Example: -c vpc-1a2b3c4d

Common Options

Option Description

--region REG ON Overrides the Region specified by the EC2__URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1
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Option

-U, --url URL

-0, --aws-access-key
AWS_ACCESS KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti nmeout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- - debug

-?, --help, -h

Description

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti meout 30

The request timeout, in seconds.
Example: - -request - ti neout 45

Displays verbose output, including the API request and response on the

command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.
Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping

you troubleshooting problems.

Displays usage information for the command.
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Option Description

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2-descri be-instances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2ECMXYI BH3HXV4AZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

* The DHCPOPTIONS identifier
e The DHCP options ID (or "default" if no DHCP options are associated with the VPC)
» The VPC ID

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example associates the DHCP options with ID dopt-7a8b9c2d with the VPC with ID vpc-1a2b3c4d.

PROVPT> ec2-associ at e-dhcp-opti ons dopt-7a8b9c2d -c vpc-1la2b3c4d
DHCPOPTI ONS  dopt - 7a8b9c2d vpc- 1a2b3c4d

Example Request

This example changes the VPC with ID vpc-1a2b3c4d to use no DHCP options.
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PROWPT> ec2-associ at e-dhcp-options default -c vpc-la2b3c4d
DHCPOPTI ONS default vpc-1a2b3c4d

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ AssociateDhcpOptions

Related Commands

¢ ec2-create-dhcp-options (p. 90)
¢ ec2-delete-dhcp-options (p. 185)
¢ ec2-describe-dhcp-options (p. 282)
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ec2-associate-route-table

Description

Associates a subnet with a route table. The subnet and route table must be in the same VPC. This
association causes traffic originating from the subnet to be routed according to the routes in the route
table. The action returns an association ID, which you need to disassociate the route table from the subnet
later. A route table can be associated with multiple subnets.

For more information about route tables, see Route Tables in the Amazon Virtual Private Cloud User
Guide.

The short version of this command is ec2assocrtb.

Syntax

ec2-associate-route-table route table id -s subnet _id

Options

Name Description Required
route_table_id The ID of the route table. Yes
Type: String

Default: None
Example: rtb-6aa34603

-s subnet _id The ID of the subnet. Yes
Type: String
Default: None
Example: -s subnet-92a045fb

Common Options

Option Description

--region REGQ ON Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anmazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET _KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -
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Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

e The ASSOCIATION identifier
¢ The route table association ID (needed to disassociate the route table)
e The route table ID

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example associates the route-table (with ID rtb-6aa34603) with the subnet with ID subnet-92a045fb.

PROVPT> ec2-associ ate-route-table rtb-6aa34603 -s subnet-92a045fb
ASSOCI ATI ON  rtbassoc-61a34608 rtb-6aa34603 subnet - 92a045f b

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ AssociateRouteTable
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Related Commands

¢ ec2-create-route-table (p. 141)

¢ ec2-delete-route-table (p. 218)

¢ ec2-describe-route-tables (p. 387)

¢ ec2-disassociate-route-table (p. 483)

¢ ec2-replace-route-table-association (p. 581)
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ec2-attach-internet-gateway

Description

Attaches an Internet gateway to a VPC, enabling connectivity between the Internet and the VPC. For
more information about your VPC and Internet gateway, see the Amazon Virtual Private Cloud User
Guide.
Note
For VPCs that existed before the 2011-01-01 API version: Before you can attach an Internet
gateway, you must delete the legacy security group. For more information, see "Deleting the
Legacy Security Group" in the Security Groups section of the Amazon Virtual Private Cloud User
Guide.

The short version of this command is ec2attigw.

Syntax

ec2-attach-internet-gateway internet_gateway_id -c vpc_id

Options

Name Description Required
i nternet_gateway_i d | The ID of the Internet gateway to attach. Yes
Type: String

Default: None
Example: igw-c3a643aa

-c, --vpcvpc_id The ID of the VPC. Yes
Type: String
Default: None
Example: -c vpc-d9a045b0

Common Options

Option Description

--region REGQ ON Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET _KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -
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Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ATTACHMENT identifier
e« TheVPC ID
¢ The attachment state (attaching, attached, detached, detaching, error)

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example attaches the Internet gateway with ID igw-eaad4883 to the VPC with ID vpc-11ad4878.

PROVPT> ec2-attach-internet-gateway i gw eaad4883 -c vpc-11ad4878
ATTACHVENT vpc- 11ad4878 att achi ng

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ AttachinternetGateway

API Version 2012-08-15
37


http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/setting-up-your-tools.html#set-aws-credentials
http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/SettingUp_CommandLine.html
http://docs.amazonwebservices.com/AWSEC2/latest/APIReference/ApiReference-query-AttachInternetGateway.html

Amazon Elastic Compute Cloud CLI Reference
Related Topics

Related Commands

¢ ec2-create-internet-gateway (p. 108)
¢ ec2-delete-internet-gateway (p. 196)
¢ ec2-describe-internet-gateways (p. 335)
¢ ec2-detach-internet-gateway (p. 461)
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ec2-attach-network-interface

ec2-attach-network-interface

Description

Attaches a network interface to an instance.

The short version of this command is ec2attnic.

Syntax

ec2-attach-network-interface NETWORKI NTERFACE -i, --instance | NSTANCE -d,
--devi ce-i ndex DEVI CEI NDEX

Options

Name Description Required
-i, --instance The ID of the instance to attach to the network Yes
I NSTANCE interface.

Type: String

Default: None
Example: -i i-640a3c17

-d, --device-index | The index of the device for the network interface Yes
DEVI CElI NDEX attachment on the instance.
Type: String

Default: None
Example: -d 1 eni-b35da6da

Common Options

Option Description

--region REGQ ON Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

API Version 2012-08-15
39



Amazon Elastic Compute Cloud CLI Reference

Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET _KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -
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Output

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns the ID of the network interface that was attached.

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example attaches the specified network interface to the specified instance.

PROVPT> ec2-attach-network-interface eni-b35da6éda -i i-640a3cl7 -d 1
eni - attach- dd3f dab4

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

« AttachNetworkInterface

Related Commands

¢ ec2-create-network-interface (p. 124)
¢ ec2-delete-network-interface (p. 209)
¢ ec2-describe-network-interface-attribute (p. 350)
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Related Topics

ec2-describe-network-interfaces (p. 354)
ec2-detach-network-interface (p. 465)
ec2-modify-network-interface-attribute (p. 536)
ec2-reset-network-interface-attribute (p. 608)

API Version 2012-08-15
42



Amazon Elastic Compute Cloud CLI Reference
ec2-attach-volume

ec2-attach-volume

Description

Attaches an Amazon EBS volume to a running instance and exposes it to the instance with the specified
device name.

For a list of supported device names, see Attaching the Volume to an Instance. Any device names that
aren't reserved for instance store volumes can be used for Amazon EBS volumes. For more information,
see Amazon EC2 Instance Store.

Note
If a volume has an AWS Marketplace product code:

¢ The volume can only be attached to the root device of a stopped instance.
* You must be subscribed to the AWS Marketplace code that is on the volume.

* The configuration (instance type, operating system) of the instance must support that specific
AWS Marketplace code. For example, you cannot take a volume from a Windows instance
and attach it to a Linux instance.

* AWS Marketplace product codes are copied from the volume to the instance.

For an overview of the AWS Marketplace, go to https://aws.amazon.com/marketplace/help/200900000.
For details on how to use the AWS Marketplace, see AWS Marketplace.

The short version of this command is ec2attvol.

Syntax

ec2-attach-volunme volune_id --instance instance_id --device device
Options

Name Description Required

vol une_id The ID of the Amazon EBS volume. The volume and | Yes
instance must be within the same Availability Zone
and the instance must be running.

Type: String
Default: None
Example: vol-4d826724

-i, --instance The ID of the instance to attach the volume to. The Yes
i nstance_id volume and instance must be within the same

Availability Zone and the instance must be running.

Type: String

Default: None
Example: -i i-6058a509
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Common Options

Name

-d, --device device

Description Required
The device name to expose to the instance. Yes
Type: String

Default: None

Example: -d /dev/sdf (for Linux/UNIX) or -d xvdf (for
Windows)

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

Description

Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET _KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.

Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

API Version 2012-08-15
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Output

Option Description

--request -ti neout The request timeout, in seconds.

TI MEQUT Example: - - r equest - t i meout 45

-v, --verbose Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

-H, --headers Includes column headers in the command output.

--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

-?, --help, -h Displays usage information for the command.
- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.
Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cer t - HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The ATTACHMENT identifier

* The volume ID

¢ The instance ID

» The device name within Amazon EC2

¢ The attachment state (attaching, attached, detached, detaching, error)
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Examples

* The time when the attachment was initiated

Amazon EC2 command line tools display errors using stderr.

Examples

Example Request

This example attaches volume vol - 4d826724 to instance i - 6058a509 and exposes it as / dev/ sdh.
For information on standard storage locations, see the Amazon Elastic Compute Cloud User Guide.

PROVPT> ec2-attach-vol une vol -4d826724 -i i-6058a509 -d /dev/sdh
ATTACHMVENT vol - 4d826724 i -6058a509 /dev/sdh attachi ng 2008- 02- 14T00: 15: 00+0000

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

« AttachVolume

Related Commands

¢ ec2-create-volume (p. 161)
¢ ec2-delete-volume (p. 236)
¢ ec2-describe-volumes (p. 439)
¢ ec2-detach-volume (p. 468)
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ec2-attach-vpn-gateway

ec2-attach-vpn-gateway

Description

Attaches a virtual private gateway to a VPC. For more information, see Adding an IPsec Hardware Virtual
Private Gateway to Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2attvgw.

Syntax

ec2-attach-vpn-gateway -p vpn_gateway id -c vpc_id

Options

Name Description Required
vpn_gateway_id The ID of the virtual private gateway to attach | Yes

to the VPC.

Type: String

Default: None
Example: vgw-8db04f81

-Cc, --vpc vpc_id The ID of the VPC. Yes
Type: String
Default: None
Example: -c vpc-1a2b3c4d

Common Options

Option Description

--region REGQ ON Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET _KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -
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Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The VGWATTACHMENT identifier
¢ The ID of the attached VPC
¢ The state of the attachment (attaching, attached, detaching, detached)

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example attaches the virtual private gateway with ID vgw-8db04f81 to the VPC with ID vpc-1a2b3c4d.

PROVPT> ec2-attach-vpn-gat eway vgw 8db04f81 -c vpc-la2b3c4d
VGMTTACHMVENT  vpc-1la2b3c4d attaching

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ AttachVpnGateway
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Related Topics

Related Commands

¢ ec2-create-vpn-gateway (p. 174)

¢ ec2-describe-vpn-gateways (p. 456)
¢ ec2-detach-vpn-gateway (p. 472)

e ec2-create-vpc (p. 165)

e ec2-create-vpn-connection (p. 169)
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ec2-authorize

ec2-authorize

Description

Adds a rule to a security group. The rule can be for ingress traffic, or for egress traffic (only if this is a
VPC security group). For information about VPC security groups and how they differ from EC2 security
groups, see Security Groups in the Amazon Virtual Private Cloud User Guide.

For EC2 security groups and ingress rules: This command either gives one or more CIDR IP address
ranges permission to access a security group in your account, or it gives one or more security groups
(called the source groups) permission to access a security group in your account. A source group can
be in your own AWS account, or another.

For VPC security groups and ingress rules: This command either gives one or more CIDR IP address
ranges permission to access a security group in your VPC, or it gives one or more other security groups
(called the source groups) permission to access a security group in your VPC. The groups must all be in
the same VPC.

For VPC security groups and egress rules: This command permits instances in a VPC security group to
send traffic to either one or more destination CIDR IP address ranges, or to one or more destination
security groups in the same VPC.

Each rule consists of the protocol (e.g., TCP), plus either a CIDR range, or a source group (for ingress
rules) or destination group (for egress rules). For TCP and UDP, you must also specify the destination
port or port ranges. You can specify -1 to mean all ports (i.e., port range 0-65535). For ICMP, you must
also specify the ICMP type and code. You can use -1 for the type or code to mean all types or all codes.

Permission changes are propagated to instances within the security group as quickly as possible. However,
a small delay might occur.

Important

For EC2 security groups: You can have up to 100 rules per group.

For VPC security groups: You can have up to 50 rules total per group (covering both ingress
and egress).

The short version of this command is ec2auth.

Syntax

ec2-authorize group [--egress] [-P protocol] (-p port_range | -t icnp_type_code)
[-u source_or_dest_group_owner ...] [-0 source_or_dest_group ...] [-s
source_or _dest_cidr ...]
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Options

Name Description Required

group For EC2 groups: The name or ID of the security group | Yes
to modify.

For VPC groups: The ID of the security group to
modify.

The group must belong to your AWS account.
Type: String

Default: None

Example: websrv

--egress For VPC security groups: Designates the rule as an | No
egress rule (i.e., controls traffic leaving the VPC
security group).
Default: If this option is not specified, the rule applies
to ingress traffic for the specified security group.

-P, --protocol The IP protocol name or number (go to Protocol Conditional
pr ot ocol Numbers). EC2 security groups can have rules only
for TCP, UDP, and ICMP, whereas VPC security
groups can have rules assigned to any protocol
number.
When you call ec2- descri be- gr oup, the protocol
value returned is the number. Exception: For TCP,
UDP, and ICMP, the value returned is the name (e.g.,
tcp, udp, ori cnp).
Type: String
Valid values for EC2 security groups:t cp |udp | i cnp
or the corresponding protocol number (6 | 17 | 1).

Default for EC2 groups: Defaults to TCP if source
CIDR is specified (or implied by default), or all three
protocols (TCP, UDP, and ICMP) if source group is
specified (to ensure backwards compatibility).

Valid values for VPC groups: t cp | udp | i cnp or any
protocol number (go to Protocol Numbers). Use al |
to specify all protocols.

Condition: Required for VPC security groups.
Example: -P udp

-p port_range For TCP or UDP: The range of ports to allow. Conditional
Type: String
Default: None

Valid values: A single integer or a range (min-max).
You can specify -1 to mean all ports (i.e., port range
0-65535).

Condition: Required if specifying t cp or udp (or the
equivalent number) for the protocol.

Example: -p 80-84
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Options

Name

-t icnp_type_code

-u,
sour ce_or _dest _group
_owner

-0
source_or_dest _group

-s, --cidr
sour ce_or _dest _cidr

Description Required

For ICMP: The ICMP type and code. Use the format | Conditional
t ype: code, where both are integers. You can use -1
for the type or code to mean all types or all codes.

Type: String

Default: None

Condition: Required if specifying i cnp (or the
equivalent number) for the protocol.

Example: -t -1:-1

The ID of the AWS account that owns the source Conditional
security group. If the group is in your own account, set

this to your own AWS account ID. Cannot be used

when specifying a CIDR IP address.

Type: String

Default: None

Condition: For EC2 security groups only. Required

when adding a rule that gives access to one or more

source security groups.

Example: -u 111122223333

The source security group (for ingress rules), or Conditional
destination security group (for egress rules). When

adding a rule for a VPC security group, you must

specify the group's ID (e.g., sg-9d4e5f6g) instead of

its name. Cannot be used when specifying a CIDR IP

address with the -s option.

Type: String
Default: None

Condition: Required if giving access to one or more
source or destination security groups.

Example: -0 headoffice

The CIDR range. Cannot be used when specifying a | Conditional
source or destination security group with the -o option.

Type: String
Default: 0.0.0.0/0
Constraints: Valid CIDR IP address range.

Condition: Required if giving access to one or more
IP address ranges.

Example: -s 205.192.8.45/24
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Common Options

Common Options

Option
--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET KEY

-T, --security-token
TOKEN
AWS DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers

--showenpty-fields

Description

Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .
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Output
Option Description
--hi de-tags Omits tags for tagged resources.
- -debug Displays internal debugging information. This can assist us when helping

you troubleshooting problems.
-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2ECMXYI BH3HXV4AZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI QECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The GROUP, PERMISSION identifier

¢ The group name for EC2 security groups; group ID for VPC security groups
¢ The type of rule; currently, only ALLOW rules are supported

¢ The protocol to allow

e The start of port range

¢ The end of port range

¢ The source (for ingress rules) or destination (for egress rules)

Amazon EC2 command line tools display errors on stderr.
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Examples

Example Request

EC2 security groups: This example grants TCP port 80 access from the 192.0.2.0/24 address range to
the EC2 security group called websrv.

PROWPT> ec2-aut hori ze websrv -P tcp -p 80 -s 192.0.2.0/24
GROUP websrv
PERM SSION  websrv ALLOAMS tcp 80 80 FROM CIDR 192.0.2.0/24 i ngress

Example Request

EC2 security groups: This example grants TCP port 80 access from the EC2 source group called
OtherAccountGroup (in AWS account 111122223333) to your EC2 security group called websrv.

PROWPT> ec2-aut horize websrv -P tcp -p 80 -u 111122223333 -0 O her Account G oup
GROUP websrv

PERM SSION  websrv ALLOAS tcp 80 80 FROM USER 111122223333  GRPNAME
O her Account G oup i ngress

Example Request

VPC security groups: This example grants TCP port 80 access from the 192.0.2.0/24 address range to
the VPC security group with ID sg-eea7b782.

PROWPT> ec2-aut hori ze sg-eea7b782 -P tcp -p 80 -s 192.0.2.0/24
GROUP  sg-eea7b782
PERM SSI ON ALLOANS tcp 80 80 FROM CIDR 192.0.2.0/24 ingress

Example Request

VPC security groups: This example grants egress access from the VPC group sg-eea7b782 to the VPC
destination group sg-80aebeec on TCP destination port 1433.

PROVPT> ec2-aut hori ze --egress sg-eea7b782 -P tcp -p 1433 -0 sg- 80aebeec
GROUP sg-eea7b782
PERM SSI ON ALLOAS tcp 1433 1433 TO USER I D sg-80aebeec egress

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Actions

¢ AuthorizeSecurityGroupEgress
¢ AuthorizeSecurityGrouplngress
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Related Topics

Related Commands

e ec2-create-group (p. 94)

¢ ec2-delete-group (p. 192)

e ec2-describe-group (p. 291)
e ec2-revoke (p. 621)
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ec2-bundle-instance

Description

Bundles an Amazon instance store-backed Windows instance.

During bundling, only the root device volume (C:\) is bundled. Data on other instance store volumes is
not preserved.

Note

This procedure is not applicable for Linux/UNIX instances or Windows instances that are backed
by Amazon EBS.

The short version of this command is ec2bundle.

Syntax

ec2-bundl e-i nstance instance_id -b bucket -p prefix -o access_key_id {-c policy
| -s policy_signature |-w owner_secret_access_key} [-x hours] [--1ocation
| ocation] [-B]

Options

Name Description Required
instance_id The ID of the instance to bundle. Yes
Type: String

Default: None
Example: i-5e73d509

-b, - - bucket bucket The bucket in which to store the AMI. You can specify | Yes
a bucket that you already own or a new bucket that
Amazon EC2 creates on your behalf. If you specify a
bucket that belongs to someone else, Amazon EC2
returns an error.

Type: String
Default: None
Example: -b myawsbucket

-p,--prefixprefix | The prefix for the image component names being Yes
stored in Amazon S3.

Type: String
Default: None
Example: -p winami

-0, - - owner - aki d The Access Key ID of the owner of the Amazon S3 Yes
access_key_id bucket.
Type: String

Default: None
Example: -o AKIAIOSFODNN7EXAMPLE

API Version 2012-08-15
58



Amazon Elastic Compute Cloud CLI Reference

Options

Name

-c,--policypolicy

-S,
--policy-signature
policy_signature

- W, - - owner - sak
owner _secret_access_
key

-X,--expires hours

--location
bucket | ocation

Description Required

A Base64-encoded Amazon S3 upload policy that Conditional
gives Amazon EC2 permission to upload items into
Amazon S3 on the user's behalf. If you provide this
parameter, you must also provide either a policy
signature, or your Secret Access Key, so we can
create a policy signature for you (the Secret Access
Key is not passed to EC2). If you do not provide this
parameter, the - - owner - sak is required, and we
generate an upload policy and policy signature for you
automatically. For more information about upload
policies and how to sign them, see the sections about
policy construction and signatures in the Amazon
Simple Storage Service Developer Guide.

Type: String

Default: None

Example: -c upload-policy

The Base-64 encoded signature for the S3 upload Conditional
policy. If you provide - - pol i cy but not

--policy-signature, then --owner-sak is

required, and we use it to automatically sign the policy.

Type: String
Default: None
Example: -s upload-policy

The AWS Secret Access Key for the owner of the Conditional
Amazon S3 bucket specified in the - b parameter. This
parameter is required in either of these cases:

« If you don't provide the - - pol i cy parameter

« If you provide the - - pol i cy parameter, but don't
provide the - - pol i cy- si gnat ur e parameter

The command line tools client uses the Secret Access
Key to sign a policy for you, but does not send the
Secret Access Key to EC2.

Type: String
Default: None

Example: -w
wJalrXUtnFEMI/K7MDENG/bPXRfiCYEXAMPLEKEY

The validity period, in hours, for a generated upload | No
policy.

Type: String

Default: 24

Example:-x 8

The location of the destination Amazon S3 bucket. No
Type: String

Default: None

Example: --location my-bucket-location
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Common Options

Name

-B,
--no- bucket - set up

Description Required

Indicates that no Amazon S3 bucket should be created | No
if one doesn't already exist, and that no attempt should
be made to fix incorrect permissions.

Type: Boolean
Default: False
Example: -B

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

Description

Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET _KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.

Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30
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Output

Option Description

--request -ti neout The request timeout, in seconds.

TI MEQUT Example: - - r equest - t i meout 45

-v, --verbose Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

-H, --headers Includes column headers in the command output.

--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

-?, --help, -h Displays usage information for the command.
- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.
Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cer t - HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The BUNDLE identifier
» The ID of the bundle
The ID of the instance
» The bucket name

¢ The bundle prefix

API Version 2012-08-15
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¢ The bundle start time
¢ The bundle update time
¢ The current state, usually pending

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example bundles an instance.

PROWPT> ec2-bundl e-i nstance i-12345678 -b nmyawsbucket -p wi nam -o AKI Al OSFCD
NN7EXAMPLE -w wdal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

BUNDLE bun-cla540a8 i-12345678 nmyawsbucket wi nam 2008- 09- 15T17: 15: 20+0000
pendi ng

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ Bundlelnstance

Related Commands

e ec2-cancel-bundle-task (p. 63)
« ec2-create-image (p. 98)
¢ ec2-describe-bundle-tasks (p. 268)
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ec2-cancel-bundle-task

Description

Cancels a bundling operation for an instance store-backed Windows instance.

The short version of this command is ec2cbun.

Syntax

ec2-cancel - bundl e-task bundle_id

Options

Name Description Required
bundl e_id The ID of the bundle task to cancel. Yes
Type: String

Default: None
Example: bun-cla432a3

Common Options

Option Description

--region REGQ ON Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AWS_ACCESS_KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Option Description

-W --aws-secret-key | The secret access key associated with your AWS account.

AWS_SECRET_KEY Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

-T, --security-token | The AWS delegation token.
TOKEN Default: The value of the environment variable (if set).
AWS_DELEGATI ON_TOKEN

--connection-ti meout The connection timeout, in seconds.

TI MEQUT Example: - - connect i on-ti meout 30

--request-tineout The request timeout, in seconds.

TI MEQUT Example: - - r equest - ti meout 45

-v, --verbose Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

-H, --headers Includes column headers in the command output.

--show enpty-fields Shows empty columns as (ni l) .
--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The BUNDLE identifier
¢ The ID of the bundle

e The ID of the instance
¢ The bucket name

¢ The cancel status

¢ The prefix

e The start time

¢ The update time

¢ The status (cancelling)

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example cancels the bun- cl a322b9 bundle task.

PROVWPT> ec2-cancel - bundl e-task bun-cl a322b9
BUNDLE bun-cl a322b9 i -2674d22r nyawsbucket wi nam 2008-09-15T17: 15: 20+0000 2008-
09-15T17: 15: 20+0000 cancel ling

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CancelBundleTask
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Related Topics

Related Commands

¢ ec2-bundle-instance (p. 58)
¢ ec2-describe-bundle-tasks (p. 268)
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ec2-cancel-conversion-task

Description

Cancels an active conversion task. The task can be the import of an instance or volume. The command
removes all artifacts of the conversion, including a partially uploaded volume or instance. If the conversion
is complete or is in the process of transferring the final disk image, the command fails and returns an
exception.

For more information, see Using the Command Line Tools to Import Your Virtual Machine to Amazon
EC2 in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2cct.

Syntax

ec2-cancel -conversion-task task id

Options

Name Description Required
task_id The conversion task ID of the task to cancel. Yes
Type: String

Default: None
Example: import-i-fh95npoc

Common Options

Option Description

--region REGQ ON Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2__URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET _KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -
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Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns the status (success or failure) of the deletion.

Amazon EC2 command line tools display errors on stderr.

Example

Example Request

This example deletes the conversion identified by task ID import-i-fh95npoc.

PROWPT> ec2-cancel - conversi on-task inport-i-fh95npoc
CONVERSI ON- TASK i mport -i - f h95npoc

If the task fails, you receive the following error:

Client.Del eteConversionTask Error: Failed to del ete conversion task inmport-i-
f h95npoc

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CancelConversionTask
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Related Topics

Related Commands

¢ ec2-delete-disk-image (p. 188)

¢ ec2-describe-conversion-tasks (p. 273)
¢ ec2-import-instance (p. 504)

¢ ec2-import-volume (p. 515)

e ec2-resume-import (p. 616)
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ec2-cancel-export-task

Description

Cancels an active export task. The command removes all artifacts of the export, including any partially
created Amazon S3 objects. If the export task is complete or is in the process of transferring the final disk
image, the command fails and returns an error.

The short version of this command is ec2cxt.

Syntax

ec2-cancel -export-task task_id

Options

Name Description Required
task_id The ID of the export task to be canceled. This is the ID | Yes
returned by ec2- cr eat e- i nst ance- export -t ask.
Type: String

Default: None
Example: export-i-fgelt0i7

Common Options

Option Description

--region REG ON Overrides the Region specified by the EC2__URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2__URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AWS_ACCESS_KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Option Description

-W --aws-secret-key | The secret access key associated with your AWS account.

AWS_SECRET_KEY Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

-T, --security-token | The AWS delegation token.
TOKEN Default: The value of the environment variable (if set).
AWS_DELEGATI ON_TOKEN

--connection-ti meout The connection timeout, in seconds.

TI MEQUT Example: - - connect i on-ti meout 30

--request-tineout The request timeout, in seconds.

TI MEQUT Example: - - r equest - ti meout 45

-v, --verbose Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

-H, --headers Includes column headers in the command output.

--show enpty-fields Shows empty columns as (ni l) .
--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns the status (success or failure) of the cancellation.

Amazon EC2 command line tools display errors on stderr.

Example

Example Request

This example deletes the export identified by task ID export-i-fgelt0i7.

PROVWPT> ec2-cancel - export-task export-i-fgeltQi7
EXPORT- TASK export-i-fgelt0i7

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

e CancelExportTask

Related Commands

e ec2-create-instance-export-task (p. 104)

e ec2-describe-export-tasks (p. 287)
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ec2-cancel-reserved-instances-listing

ec2-cancel-reserved-instances-listing

Description

Cancels the specified Reserved Instance listing in the Reserved Instance Marketplace.

For more information about Reserved Instance Marketplace, go to Reserved Instance Marketplace in the
Amazon Elastic Compute Cloud User Guide.

Syntax

ec2-cancel -reserved-instances-listing LI STING

Options

Name Description Required
LI STI NG The ID of the Reserved Instance listing to be canceled. | Yes
Type: String

Default: None

Common Options

Option Description

--region REG ON Overrides the Region specified by the EC2__URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AWS_ACCESS _KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Common Options

Option Description

-W --aws-secret-key | The secret access key associated with your AWS account.

AWS_SECRET_KEY Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

-T, --security-token | The AWS delegation token.
TOKEN Default: The value of the environment variable (if set).
AWS_DELEGATI ON_TOKEN

--connection-ti meout The connection timeout, in seconds.

TI MEQUT Example: - - connect i on-ti meout 30

--request-tineout The request timeout, in seconds.

TI MEQUT Example: - - r equest - ti meout 45

-v, --verbose Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

-H, --headers Includes column headers in the command output.

--show enpty-fields Shows empty columns as (ni l) .
--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

The command returns a table that contains the following information:

LISTING

Reserved Instances Listing ID
Reserved Instances ID
Create date

Update date

State

Status message

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example cancels a Reserved Instance listing in the Reserved Instance Marketplace.

PROWPT> ec2-cancel -reserved-instances-1isting 095c0el8-c9e6-4692-97e5- 653e0ex
anpl e

Amazon EC2 returns output similar to the following:

PROWPT> ec2- cancel -reserved-instances-1isting
Type Reservedl nstancesLi stingld Reservedl nstancesl d Creat eDat e Updat eDate St at us

St at usMessage

LI STI NG 095c0e18- c9e6- 4692- 97e5- 653e0exanpl e b847f a93- c736- 4eae- bcal- e3147exanpl e

PRI CE- SCHEDULE 5 $1.
PRI CE- SCHEDULE 4 $1.
PRI CE- SCHEDULE 3 $1.
PRI CE- SCHEDULE 2 $1.
PRI CE- SCHEDULE 1 $1.

Tue Aug 28 18:21:07 PDT 2012 Tue Aug 28 18:21:07 PDT 2012 cancell ed cancel | ed
NSTANCE- COUNT avai |l able 0

NSTANCE- COUNT sold O

NSTANCE- COUNT cancel led 1

NSTANCE- COUNT pendi ng O

N

NNNN
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Related Operations

Related Operations

¢ ec2-describe-reserved-instances-listings (p. 375)
¢ ec2-create-reserved-instances-listing (p. 133)
¢ ec2-describe-reserved-instances (p. 369)
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ec2-cancel-spot-instance-requests

ec2-cancel-spot-instance-requests

Description

Cancels one or more Spot Instance requests. Spot Instances are instances that Amazon EC2 starts on
your behalf when the maximum price that you specify exceeds the current Spot Price. Amazon EC2
periodically sets the Spot Price based on available Spot Instance capacity and current Spot Instance
requests. For more information about Spot Instances, see Spot Instances in the Amazon Elastic Compute
Cloud User Guide.

Important

Canceling a Spot Instance request does not terminate running Spot Instances associated with
the request.

The short version of this command is ec2csir.

Syntax

ec2-cancel -spot-i nstance-requests request _id [request_id...]

Options

Name Description Required
request _id The Spot Instance request ID. Yes
Type: String

Default: None
Example: sir-8456a32b

Common Options

Option Description

--region REGQ ON Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET _KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -
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Output

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The SPOTINSTANCEREQUEST identifier
¢ The Spot Instance request ID
e The current state

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example cancels a Spot Instance request.

PROVWPT> ec2-cancel - spot -i nstance-requests sir-98c16c03 sir-c1920c03
SPOTI NSTANCEREQUEST Sir-98c16¢03 cancel | ed
SPOTI NSTANCEREQUEST Sir-c¢1920c03 cancel | ed

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CancelSpotinstanceRequests
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Related Topics

Related Commands

¢ ec2-describe-spot-instance-requests (p. 406)
¢ ec2-describe-spot-price-history (p. 414)
¢ ec2-request-spot-instances (p. 590)
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ec2-confirm-product-instance

ec2-confirm-product-instance

Description
Determines whether a product code is associated with an instance. This command can only be run by

the owner of the product code. It is useful when a product code owner needs to verify whether an EC2
user’s instance is eligible for support.

The short version of this command is ec2cpi.

Syntax

ec2-confirm product-instance product_code -i instance_id

Options

Name Description Required
product _code The product code to confirm. This must be an Amazon | Yes
DevPay product code that you own.
Type: String

Default: None
Example: 774FAFF8

- The instance to confirm. Yes
i nstance_id Type: String

Default: None

Example: -i i-10a64379

Common Options

Option Description

--region REGQ ON Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET _KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -
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Output

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The product code

¢ The instance ID

¢ A Boolean value indicating whether the product code is attached to the instance
¢ The instance owner's account ID (if the product code is attached)

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example determines whether the product code is associated with the instance.

PROWPT> ec2-confirm product-instance 774F4FF8 -i i-10a64379
T74FAFF8 i -10a64379 true 111122223333

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

* ConfirmProductinstance
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Related Topics

Related Commands

e ec2-describe-instances (p. 321)
e ec2-run-instances (p. 627)
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ec2-create-customer-gateway

ec2-create-customer-gateway

Description

Provides information to AWS about your VPN customer gateway device. The customer gateway is the
appliance at your end of the VPN connection (compared to the virtual private gateway, which is the device
at the AWS side of the VPN connection)

You must provide the Internet-routable IP address of the customer gateway's external interface. The IP
address must be static and can't be behind a device performing network address translation (NAT).

You must also provide the device's Border Gateway Protocol (BGP) Autonomous System Number (ASN).
You can use an existing ASN assigned to your network. If you don't have an ASN already, you can use
a private ASN (in the 64512 - 65534 range).

Note

Amazon EC2 supports all 2-byte ASN numbers in the range of 1 - 65534, with the exception of
7224, which is reserved in US East, and 9059, which is reserved in EU West.

For more information about ASNs, see the Wikipedia article.

For more information about Amazon Virtual Private Cloud and VPN customer gateways, see Adding an
IPsec Hardware Virtual Private Gateway to Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2addcgw.

Syntax

ec2-create-custoner-gateway -t type -i ip_address -b bgp_asn

Options

Name Description Required
-t type The type of VPN connection this customer Yes
gateway supports.
Type: String

Default: None
Valid values: i psec. 1
Example: -t ipsec.1

-i ip_address The Internet-routable IP address for the Yes
customer gateway's outside interface. The
address must be static.

Type: String
Default: None
Example: -i 12.1.2.3
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Common Options

Name

-b bgp_asn

Description Required
The customer gateway's Border Gateway Yes
Protocol (BGP) Autonomous System Number

(ASN).

Type: Integer
Default: None
Example: -b 65534

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

Description

Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET _KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.

Default: The value of the environment variable (if set).

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30
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Output

Option Description

--request -ti neout The request timeout, in seconds.

TI MEQUT Example: - - r equest - t i meout 45

-v, --verbose Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

-H, --headers Includes column headers in the command output.

--showenpty-fields Shows empty columns as (ni l).
--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

-?, --help, -h Displays usage information for the command.
- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.
Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cer t - HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The CUSTOMERGATEWAY identifier

» The customer gateway ID, which uniquely identifies the customer gateway

¢ The current state of the customer gateway (pending, available, deleting, deleted)
» The type of VPN connection the customer gateway supports

¢ The Internet-routable IP address for the customer gateway's outside interface
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Examples

¢ The customer gateway's BGP ASN

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example passes information to AWS about the customer gateway with IP address 12.1.2.3 and ASN
65534.

PROVPT> ec2-create-custoner-gateway -t ipsec.1 -i 12.1.2.3 -b 65534
CUSTOVERGATEWAY cgw b4dc3961 pending ipsec.1 12.1.2.3 65534

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateCustomerGateway

Related Commands

¢ ec2-delete-customer-gateway (p. 181)
¢ ec2-describe-customer-gateways (p. 277)
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ec2-create-dhcp-options

ec2-create-dhcp-options

Description

Creates a set of DHCP options for your VPC. After creating the new set, you must associate it with the
VPC, causing all existing and new instances that you launch in the VPC to use the new set of DHCP
options. The following table lists the individual DHCP options you can specify. For more information about
the options, see RFC 2132.

DHCP Option Name Description

domain-name A domain name of your choice (e.g., example.com).

domain-name-servers | The IP address of a domain name server. You can specify up to four
addresses.

ntp-servers The IP address of a Network Time Protocol (NTP) server. You can specify
up to four addresses.

netbios-name-servers | The IP address of a NetBIOS name server. You can specify up to four
addresses.

netbios-node-type The NetBIOS node type (1, 2, 4, or 8). For more information about the values,
see RFC 2132. We recommend you only use 2 at this time (broadcast and
multicast are currently not supported).

Important

Your VPC automatically starts out with a set of DHCP options that includes only a DNS server
that we provide (AmazonProvidedDNS). If you create a new set of options, and if your VPC has
an Internet gateway, make sure to set the domai n- nane- ser ver s option either to
AmazonProvidedDNS or to a domain name server of your choice.

For more information about Amazon Virtual Private Cloud and DHCP options, see Using DHCP Options
in Your VPC in the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2adddopt.

Syntax

ec2-create-dhcp-options nane=val ue[,value...] [ nane=value[,value...] ... ]
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Options
Options
Name Description Required
nane=val ue, val ue The DHCP option (including the option's name | Yes

and its value). You can specify more than one
option in the request, and more than one value
per option. If you're using the command line
tools on a Windows system, you might need
to use quotation marks (for example,
"name=value,value").

Type: String
Default: None

Example:
"domain-name-servers=10.2.5.1,10.2.5.2"

Common Options

Option Description

--region REG ON Overrides the Region specified by the EC2__URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2__URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AW5_ACCESS KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

-W --aws-secret-key | The secret access key associated with your AWS account.

AVE_SECRET_KEY Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.
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Output
Option Description
-T, --security-token | The AWS delegation token.
TOKEN Default: The value of the environment variable (if set).

AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

-C, --cert EC2-CERT

Output

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

This command returns a table that contains the following information:
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Examples

¢ The DHCPOPTIONS identifier

e The DHCP options ID

¢ The OPTION identifier

¢ Each option and its corresponding value in the set of options

Amazon EC2 command line tools display errors on stderr.
Examples

Example Request

This example creates a new set of DHCP options with a domain name mydomain.com and two DNS
servers (10.2.5.1 and 10.2.5.2).

PROVWPT> ec2-creat e-dhcp-opti ons domai n- name=nmydomnai n. com domai n- name- serv
ers=10.2.5.1,10.2.5.2

DHCPOPTI ONS  dopt - 7a8b9c2d

OPTI ON donmi n-nanme nydonai n. com

OPTI ON donai n-nane-servers 10.2.5.1,10.2.5.2

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateDhcpOptions

Related Commands

¢ ec2-associate-dhcp-options (p. 27)
e ec2-delete-dhcp-options (p. 185)
¢ ec2-describe-dhcp-options (p. 282)
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ec2-create-group

ec2-create-group

Description

Creates a new security group. You can create either an EC2 security group (which works only with EC2),
or a VPC security group (which works only with Amazon Virtual Private Cloud). The two types of groups
have different capabilities. For information about VPC security groups and how the two types of groups

differ, see Security Groups in the Amazon Virtual Private Cloud User Guide. For information about EC2
security groups, see Using Security Groups in the Amazon Elastic Compute Cloud User Guide.

When you create a security group, you give it a friendly name of your choice. You can have an EC2
security group with the same name as a VPC security group (each group has a unique security group 1D
separate from the name). Two EC2 groups can't have the same name, and two VPC groups can't have
the same name.

If you don't specify a security group when you launch an instance, the instance is launched into the default
security group. This group (and only this group) includes a default rule that gives the instances in the
group unrestricted network access to each other. You have a default EC2 security group for instances
you launch with EC2 (i.e., outside a VPC), and a default VPC security group for instances you launch in
your VPC.

You can add or remove rules from your security groups (i.e., authorize or revoke permissions) using
ec2- aut hori ze, and ec2- r evoke commands.

For more information about EC2 security groups, see Security Groups in the Amazon Elastic Compute
Cloud User Guide.

Important

For EC2 security groups: You can have up to 500 groups.
For VPC security groups: You can have up to 50 groups per VPC.

The short version of this command is ec2addgrp.

Syntax

ec2-create-group group_name -d description [-c vpc_id]

Options

Name Description Required
group_narne The name of the security group. Yes
Type: String

Default: None

Constraints: Accepts alphanumeric characters, spaces,
dashes, and underscores.

Example: websrv
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Common Options

Name Description Required
-d, --description The description of the group. This is informational only. | Yes
descri pt i on Type: Stnng

Default: None

Constraints: Accepts alphanumeric characters, spaces,
dashes, and underscores.

Example: -d "Web Servers"

-c, --vpc vpc_id The ID of the VPC. Conditional
Type: String
Default: None
Condition: Required for VPC security groups
Example: -c vpc-1a2b3c4d

Common Options

Option Description

--region REGQ ON Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AWS_ACCESS_KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7 EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

-W --aws-secret-key | The secret access key associated with your AWS account.

AVS_SECRET_KEY Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.
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Output
Option Description
-T, --security-token | The AWS delegation token.
TOKEN Default: The value of the environment variable (if set).

AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

The connection timeout, in seconds.
Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option

-K, --private-key
EC2- PRI VATE- KEY

-C, --cert EC2-CERT

Output

Description

The private key to use when constructing requests to Amazon EC2.
Default: The value of the EC2_PRI VATE_KEY environment variable.
Example: - K pk- HKZYKTAI GECMXYI BH3HXV4ZBEXAMPLE. pem

The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

This command returns a table that contains the following information:
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Examples

¢ The GROUP identifier

¢ The AWS-assigned ID for the group
e The group name

¢ The group description

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates the websr v security group.

PROVPT> ec2-create-group websrv -d "Wb Servers"
GROUP sg-4def 22a5 websrv Web Servers

Example Request

This example creates the MyVPCG oup security group in the VPC with ID vpc-3325caf2.

PROWPT> ec2-create-group MWWPCG oup -d 'Goup in ny VPC
GROUP sg- 0ad42d66a MyVPCG oup Group in ny VPC

-Cc vpc-3325caf 2

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateSecurityGroup

Related Commands

e ec2-authorize (p. 51)

¢ ec2-delete-group (p. 192)

¢ ec2-describe-group (p. 291)
e ec2-revoke (p. 621)

e ec2-run-instances (p. 627)
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ec2-create-image

ec2-create-image

Description

Creates an Amazon EBS-backed AMI from a running or stopped instance. For more information about
Amazon EBS-backed AMIs, see Storage for the Root Device.

Note

If you customized your instance with instance store volumes or EBS volumes in addition to the
root device volume, the new AMI contains block device mapping information for those volumes.
When you launch an instance from this new AMI, the instance automatically launches with those

additional volumes.

The short version of this command is ec2cim.

Syntax

ec2-create-image instance_id --nanme nane [--description description]

[--no-reboot] [-b,
Options

Name

i nstance_id

-n, --nane nane

-d, --description
description

- - bl ockdevi cemappi ng mappi ng

Description

The ID of the instance.
Type: String

Default: None
Example: i-10a64379

A name for the new image.
Type: String
Default: None

Constraints: 3-128 alphanumeric characters,
parenthesis (()), commas (,), slashes (/), dashes (-),
or underscores(). Allows spaces if the name is
enclosed in quotation marks.

Example: -n "Standard Web Server"

A description for the new image.
Type: String

Default: None

Constraints: Up to 255 characters
Example: -d Fedora_v11

Required

Yes

Yes

No
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Options

Name Description Required

--no-reboot When this option is absent, Amazon EC2 attempts to | No
cleanly shut down the instance before image creation
and reboots the instance. When this option is used,
Amazon EC2 doesn't shut down the instance before
creating the image; therefore, file system integrity on
the created image can't be guaranteed.
Type: Boolean
Default: False

Example: --no-reboot
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Options

Name

- b,

- - bl ock- devi ce- nappi ng
mappi ng

Description Required

The block device mapping for the instance. This No
argument is passed in the form of

<devi cenane>=<bl ockdevi ce>.The devi cenane

is the device name of the physical device on the

instance to map. The bl ockdevi ce can be one of

the following values:

e none - Suppresses an existing mapping of the
device from the AMI used to launch the instance.
For example: "/ dev/ sdc=none".

* epheneral [ 0.. 3] - Aninstance store volume to
be mapped to the device. For example:
"/ dev/ sdc=epheneral 0"

* [snapshot-id]:[volume-size]:[truelfalse]:[standard|iol1[:iops]]
- An EBS volume to be mapped to the device.
[snapshot-id] To create a volume from a snapshot,
specify the snapshot ID. [volume-size] To create an
empty EBS volume, omit the snapshot ID and
specify a volume size instead. For example:

"/ dev/ sdh=: 20". [delete-on-termination] To prevent
the volume from being deleted on termination of the
instance, specify f al se. The default is t r ue.
[volume-type] To create a Provisioned IOPS volume,
specify i 01. The default volume type is st andar d.
If the volume type is i 01, you can also provision
the number of IOPS that the volume supports. For
example,

"/ dev/ sdh=snap- 7eb96d16: : f al se: i 01: 500".

You can specify multiple bl ockdevi cenmappi ng
arguments in one call.

For more detailed information about block device
mapping, see Block Device Mapping in the Amazon
Elastic Compute Cloud User Guide.

Type: String
Default: None

Example: -b
"/dev/sdc=snap-7eb96d16:100:false:io1:500"

Note
On Windows, the mappi ng argument must

be enclosed in double quotes, as shown in
the example.
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Common Options

Common Options

Option
--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET KEY

-T, --security-token
TOKEN
AWS DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers

--showenpty-fields

Description

Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .
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Output
Option Description
--hi de-tags Omits tags for tagged resources.
- -debug Displays internal debugging information. This can assist us when helping

you troubleshooting problems.

-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.
Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key ID
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2ECMXYI BH3HXV4AZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI QECMXYI BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

* The IMAGE identifier
¢ The ID of the newly registered AMI

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates an AMI from the i-10a64379 instance.

PROVPT> ec2-create-inmage i-10a64379 --nanme "Standard Wb Server" --description
"Standard web server AM"
I MAGE ami - 4f a54026
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Related Topics

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ Createlmage

Related Commands

¢ ec2-describe-instances (p. 321)
e ec2-run-instances (p. 627)
e ec2-terminate-instances (p. 646)
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ec2-create-instance-export-task

ec2-create-instance-export-task

Description

Exports a running or stopped instance to an Amazon S3 bucket. For information about the supported
operating systems, image formats, and known limitations for the types of instances you can export, see

Exporting EC2 Instances in the Amazon Elastic Compute Cloud User Guide.

The short version of this command is ec2addixt.

Syntax

ec2-create-instance-export-task instance_id -e target_environnment -f

di sk_i nage_f or mat
descri ption]

Options

Name
i nstance_id
-e, --target-environnent

target _envi ronnent

-f, --disk-inage-format
di sk_i mage_f or mat

-c, --container-fornat
cont ai ner _f or mat

-b, --bucket S3_bucket

[-c container_fornmat]

Description

The ID of the instance to export.

The target environment. VMware supports
VMware 4 and 5. Citrix target Xen 6.

Type: String
Valid values: VMware | Citrix

The disk image file format used to represent
the exported disk.

Type: String
Valid values: VMDK| VHD

Default: If —e = VMware, then —f = VMDK;
otherwise VHD

The container format used to combine disk
images with metadata (such as OVF). If
absent, only the disk image will be exported.
Type: String

Valid values: OVA

Default: If —e = VMware, then -c = OVA;
otherwise empty

-b S3_bucket [-p S3_prefix]

[-d

Required

Yes

Yes

No

The name of the destination Amazon S3 bucket | Yes

where the file will be exported. The destination
bucket must grant WRITE and READ_ACL
permissions to the
vm-import-export@amazon.com AWS account.

Type: String
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Name Description Required

-p, --prefix S3_prefix The prefix for the Amazon S3 key (object No
name) used for the exported file. Maximum
length is 1000 bytes of UTF-8 character
encoding. The final key is composed from this
prefix (if supplied), the export-task-id, and other
relevant parameters.

Type: String
Example: ny- export -,
i ncom ng/ vm export/

-d, --description A free-form comment that is returned verbatim | No
description during subsequent calls to
ec2-descri be-export -t asks. Maximum
length is 255 bytes.

Type: String

Common Options

Option Description

--region REG ON Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2__URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AW5_ACCESS KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS _KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Common Options

Option Description

-W --aws-secret-key | The secret access key associated with your AWS account.

AWS_SECRET_KEY Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

-T, --security-token | The AWS delegation token.
TOKEN Default: The value of the environment variable (if set).
AWS_DELEGATI ON_TOKEN

--connection-ti meout The connection timeout, in seconds.

TI MEQUT Example: - - connect i on-ti meout 30

--request-tineout The request timeout, in seconds.

TI MEQUT Example: - - r equest - ti meout 45

-v, --verbose Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

-H, --headers Includes column headers in the command output.

--show enpty-fields Shows empty columns as (ni l) .
--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The EXPORTTASK identifier.
* The export task ID.

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates a task to export an instance.

PROVPT> ec2-create-instance-export-task i-38e485d8 -e vmware -f vmdk -c ova -b
nmyexport bucket

EXPORTTASK export-i-fgeltQi7 active i - 38e485d8 vmar e vndk

myexport bucket export-i-fgeltOi7.vimdk

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreatelnstanceExportTask

Related Commands

¢ ec2-cancel-export-task (p. 71)

¢ ec2-describe-export-tasks (p. 287)
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ec2-create-internet-gateway

ec2-create-internet-gateway

Description

Creates a new Internet gateway for use with a VPC. After creating the Internet gateway, you attach it to
aVPC using ec2- att ach-i nt er net - gat eway. For more information about your VPC and Internet
gateway, see the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2addigw.

Syntax

ec2-creat e-i nt er net - gat evay

Options

This command does not have any options.

Common Options

Option

--region REGQ ON

-U, --url URL

-0, --aws-access-key
AWS_ACCESS KEY

Description

Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anazonaws. com

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Option Description

-W --aws-secret-key | The secret access key associated with your AWS account.

AWS_SECRET_KEY Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

-T, --security-token | The AWS delegation token.
TOKEN Default: The value of the environment variable (if set).
AWS_DELEGATI ON_TOKEN

--connection-ti meout The connection timeout, in seconds.

TI MEQUT Example: - - connect i on-ti meout 30

--request-tineout The request timeout, in seconds.

TI MEQUT Example: - - r equest - ti meout 45

-v, --verbose Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

-H, --headers Includes column headers in the command output.

--show enpty-fields Shows empty columns as (ni l) .
--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The INTERNETGATEWAY identifier
¢ The ID of the Internet gateway

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates an Internet gateway.

PROVPT> ec2-create-internet-gateway
| NTERNETGATEWAY i gw c0a643a9

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreatelnternetGateway

Related Commands

e ec2-attach-internet-gateway (p. 35)

¢ ec2-delete-internet-gateway (p. 196)

¢ ec2-describe-internet-gateways (p. 335)
¢ ec2-detach-internet-gateway (p. 461)
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ec2-create-keypair

ec2-create-keypair

Description

Creates a new 2048-bit RSA key pair with the specified name. The public key is stored by Amazon EC2
and the private key is displayed on the console. The private key is returned as an unencrypted PEM
encoded PKCS#8 private key. If a key with the specified name already exists, Amazon EC2 returns an
error.

Tip

The key pair returned to you works only in the Region you're using when you create the key pair.
To create a key pair that works in all Regions, use ec2-import-keypair (p. 511).

The short version of this command is ec2addkey.

Syntax

ec2-create-keypair key

Options

Name Description Required
key A unique name for the key pair. Yes
Type: String

Default: None

Constraints: Accepts alphanumeric characters, spaces,
dashes, and underscores.

Example: mysecretkey

Common Options

Option Description

--region REGQ ON Overrides the Region specified by the EC2__URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2__URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. amazonaws. com
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Common Options

Option

-0, --aws-access-key
AWS_ACCESS_KEY

-W --aws-secret-key
AWS_SECRET_KEY

-T, --security-token
TOKEN
AWS_DELEGATI ON_TOKEN

--connection-ti meout
TI MEQUT

--request-tineout
TI MEQUT

-v, --verbose

-H, --headers
--showenpty-fields
--hi de-tags

- -debug

-?, --help, -h

Description

The access key ID associated with your AWS account. For more
information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.

The secret access key associated with your AWS account.

Default: The value of the AWS_SECRET _KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

The AWS delegation token.
Default: The value of the environment variable (if set).
The connection timeout, in seconds.

Example: - - connecti on-ti neout 30

The request timeout, in seconds.
Example: - - r equest -t i meout 45

Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

Includes column headers in the command output.

Shows empty columns as (ni l) .

Omits tags for tagged resources.

Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

Displays usage information for the command.

Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -
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Output

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.

Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXV4ZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI G2ECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The KEYPAIR identifier

* The name of the key pair
* The private key fingerprint
* The private key

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates a key pair named gsg-keypair.

PROVPT> ec2-create-keypair gsg-keypair

KEYPAI R

gsg- keypai r 1f : 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00
---- BEG N RSA PRI VATE KEY ----

M | G TCCAf | CCQD6N7oRWOUuX(g ANBgkghki GOWOBAQUFADCBI DEL MAk GA1UEBhMC
VVIVk Cz AJBgNVBAg TAI d BMRAWDG YDVQQHEWD TZWFOd Gx | MQBWDQY DVQQKEWZBbWF6
b24x FDASBgNVBAs TCOl BTSBDbh25zb2x| MRl wEAYDVQQDEW UZXNOQ2I s YWWk Hz Ad
Bgkghki GOWOBCQEVEGEVb25] QGFt YXpvbi 5j b20wHhc NMTEWNDI 1M AONTI xWhcN
MT1 wiNDI OM AONTI xW CBi DEL MAk GA1UEBhMCVVIK Cz AJBgNVBAgTAI dBVRAWDg YD
VQQRHEWD TZWFOd Gx | MBWDQYDVQRKEWZBbWF6b24x FDASBgNVBAS TCOI BTSBDb252
b2x! MRl wEAYDVQQRDEW UZXNOQR| s YWk Hz AdBgk ghki GOWOBCQEVEEGEVb251 QGFt
YXpvbi 5] b20wgZ8wDQYJKoZI hvc NAQEBBQADg YOAM GJ AocGBAMaKOdn+a4 GrN W
21uUSf wf Evy SW C2XADZ4nB+BLYgVI k60Cpi wsZ3@3v UEl 31 yNoH f OWYK8mdT
r DHudUZg3qX4walL GEMA3q7Wgc/ MoQ TxOUSQv7c7ugFFDz QGBz ZswY6786nB6gpE
I bb3Chj ZnzcvQAaRHNhdl QW Mr2nr AgVBAAEWDQYJKoZI hvc NAQEFBQADg YEAL Cu4
nUhWWxYUnt neD9+h8My9q6qg+auNKyExzyLwax| Aoo7TJHi dbt S4J5i NmZgXLOFkb
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Related Topics

FFBj vSf pJI | J00zbhNYS5f 6GuoEDNFJIl 0ZxBHj Jnyp3780D8uTs 7f Lvj x79Lj STh
NYi yt VbZPQUQBYaxu2j Xni mvw3r r sz| aEXAMPLE=
----- END RSA PRI VATE KEY--- - -

Related Topics

Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateKeyPair

Related Commands

¢ ec2-delete-keypair (p. 199)
¢ ec2-describe-keypairs (p. 340)
e ec2-run-instances (p. 627)
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ec2-create-network-acl

ec2-create-network-acl

Description

Creates a network ACL in a VPC. Network ACLs provide an optional layer of security (on top of security
groups) for the instances in your VPC. For more information about network ACLs, see Network ACLs in
the Amazon Virtual Private Cloud User Guide.

The short version of this command is ec2addnacl.

Syntax

ec2-create-network-acl vpc_id

Options

Name Description Required
vpc_id The ID of the VPC for the network ACL. Yes
Type: String

Default: None
Example: vpc-9ea045f7

Common Options

Option Description

--region REGQ ON Overrides the Region specified by the EC2_URL environment variable
and the URL specified by the - U option.

Default: The value of the EC2_URL environment variable, or us- east - 1
if EC2_URL isn't set.

Example: - -regi on eu-west-1

-U, --url URL The uniform resource locator (URL) of the Amazon EC2 web service
entry point.

Default: The value of the EC2_URL environment variable, or
https://ec2.amazonaws.com if EC2_URL isn't set.

Example: - U https://ec2. anazonaws. com

-0 --aws-access-key | The access key ID associated with your AWS account. For more
AWS_ACCESS_KEY information, see Tell the Tools Who You Are.

Default: The value of the AWS_ACCESS_KEY environment variable. If
AWS_ACCESS_KEY isn't set, you must specify this option.

Example: - O AKI Al OSFODNN7EXAMPLE
Note

For more information, see the following section, Deprecated
Options.
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Common Options

Option Description

-W --aws-secret-key | The secret access key associated with your AWS account.

AWS_SECRET_KEY Default: The value of the AWS_SECRET_KEY environment variable. If
AWS_SECRET_KEY isn't set, you must specify this option.

Example: - WwJal r XUt nFEM / K7VDENG bPxRf i CYEXAMPLEKEY
Note

For more information, see the following section, Deprecated
Options.

-T, --security-token | The AWS delegation token.
TOKEN Default: The value of the environment variable (if set).
AWS_DELEGATI ON_TOKEN

--connection-ti meout The connection timeout, in seconds.

TI MEQUT Example: - - connect i on-ti meout 30

--request-tineout The request timeout, in seconds.

TI MEQUT Example: - - r equest - ti meout 45

-v, --verbose Displays verbose output, including the API request and response on the
command line. This is useful if you are building tools to talk directly to
our Query API.

-H, --headers Includes column headers in the command output.

--show enpty-fields Shows empty columns as (ni l) .
--hi de-tags Omits tags for tagged resources.

- - debug Displays internal debugging information. This can assist us when helping
you troubleshooting problems.

-?, --help, -h Displays usage information for the command.

- Reads arguments from standard input. This is useful when piping the
output from one command to the input of another.

Example: ec2- descri be-i nstances | grep stopped | cut -f
2 | ec2-start-instances -

Deprecated Options

For a limited time, you can still use the private key and X.509 certificate instead of your access key 1D
and secret access key. However, we recommend that you start using your access key ID (-O,
--aws-access-key) and secret access key (-W, --aws-secret-key) now, as the private key (-K, --private-key)
and X.509 certificate (-C, --cert) won't be supported after the transition period elapses. For more information,
see Tell the Tools Who You Are.
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Output
Option Description
-K, --private-key The private key to use when constructing requests to Amazon EC2.
EC2- PRI VATE- KEY Default: The value of the EC2_PRI VATE_KEY environment variable.

Example: - K pk- HKZYKTAI G2 ECMXYI BH3HXVAZBEXAMPLE. pem

-C, --cert EC2-CERT | The X.509 certificate to use when constructing requests to Amazon EC2.
Default: The value of the EC2_CERT environment variable.
Example: - C cert - HKZYKTAI GECMXY| BH3HXV4ZBEXAMPLE. pem

Output

This command returns a table that contains the following information:

¢ The NETWORKACL identifier

e The ACLID

e The VPC ID the route table has been created in
* The ENTRY elements created by default

Amazon EC2 command line tools display errors on stderr.

Examples

Example Request

This example creates a new network ACL in the VPC with ID vpc-11ad4878. Notice that the response
includes a default entry for egress, and another for ingress, each with a very high rule number (32767).
These are the last entries that Amazon VPC processes to decide whether traffic is allowed into our out
of an associated subnet. If the traffic doesn't match any rules with a lower rule number, then these default
entries ultimately deny the traffic. The -1 means all protocols and ports.

PROVPT> ec2-create-network-acl vpc-11ad4878
NETWORKACL acl - 5f b85d36  vpc-11ad4878
ENTRY egress 32767 deny 0.0.0.0/0 all
ENTRY ingress 32767 deny 0.0.0.0/0 all

Related Topics
Download

¢ Getting Started with the Command Line Tools

Related Action

¢ CreateNetworkAcl
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