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Law Enforcement Hotline: (425) 722-1299

MSN & Windows Live Services:

FAX: (425) 727-34580
Microsoft Corporation
Attention:
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Redmond, WA 98052-6399 Mountain View, CA 94043

Summary of Record Retention Policies

Hotmail & MSN E-mail 1P Logs 60 davs + initial sign in

MSN Internet Access onnection Logs 60 days

MSN Groups—1ES (1P) Logs 6t dayy

MSN Groaps — Enactive Status 30 days of non-activiey

MSN Groups — Content Deletion 30 days
fpost-ingitive ur disabled)

MSN Spaces - HS (1P) Logs 60 days
MSN Spaces — Conient Deletion 90 dayy

{after disaibled)

Windows Live Messenger Conversations None

Passport Varies depending on connection

and dufe range

EMERGENCY REQUESTS |

Microsoft Online Services will respond (0 emergency requests outside of normal business hours if
the emergency involves “the immediate danger.of death or physical injury to any person...” as

defined in 18 U.S.C. § 2702(ch& and (iB), Emergencies are limited to situations like kidnapping,
murder threats, bomb threats, terrorist threats, elc.




Legal Documentation Reguired for
customer Account Information and Content

The Electronic Comununications Privacy AcCt (ECPAI (18 US.C. § 2701 through 2712) governs wihat iegal
documernitation is required in order for Microsoft's Online Services records custodians to disclose customer
account information and e-mail content. For most MiCrosoft Onlineg Services:

Rasic subscribier information may be Disclosed with a Subpoena. Basic Subscriner information
includes name, address, length of service {start datel, screen names, other email accounts, IP address/
P logsiUsage fogs, billing information, and e-mail content greater than 180 days old as iong as the
governmental entity follows the customer notification provisions in ECPA (see 18 U.S.C. § 2705).

Court Orders are Required for the Rest of the Customer's Profile (18 U.S.C. § 2703(d) court order).
A 2703(di court order will compel disciosure of atl of the Basic subscriber Infornation available under
a subpoena plus the Address Book, Buddy Lists, the rest of a customer's profile not aiready listed
above, internet usage 109s (WEBTV), e-mait header information (co/from) excluding subject lire, and e-

mail content greater than 180 days old as tong as the governmental entity follows the customer
notification provisions in ECPA (see 18 15.5.C. § 2705.)

search Warrants are Required for Alf Email Content Under 180 days.** A search warrant wiil compael
disclosure of all information available with a subpoena or 2703(¢) court order (as listed aboves, plus all
e-mail content including subject line for e-mails under 180 days.

disctosed pursuant to a search warrant. A Ninth Circuit decision in Theofel et al v, Farey-Jones and Kawansy, 341 F.3d 978 (9
Cir. 2003 heid that opened e-mails on ISP sérvers are also in “electronic storage”. 15 U.S.C. § 2703(a) states that e-mail "in
gigctronic storage. . for one hundred eighty days or tess” may only be disciosed pursuant o a search warrant. Therefore,
35 MICrosoft's Orfing Services servers are located within the Ninth Circuit (CA), Microsoft only discloses opened and

Praservation Reqguests 18 0U.S.C. § 2703(F:  Preserve all information, including P logs arid e-mail contents
for a period of 90 days from the date of the requests. Preservation extensions may be served up 1o two (2

times after the initiat request. Each request may extend another 90 days from the date of the current
extension. There is a maximum of 270 days on a preservation request.

Other Tips on Specific Microsoft Online Services

MSN Groups & MSKN Spaces

Disclosure of information contained on MSN Groups and MSK Spaces is handied differently than the iegal
documentation requirements listed above. As the information |ocated on these online services is censidered
pubbhic, Microsoft Online Services will disclose ail group website content/logs, grodp manager subscriber
information, or group member subscriber information pursuant to a subpoena. Please note that a manager
or group member's @hotmail.com or @msn.com e-mait account information and e-mail content is separate
from their group profiles and is still subject to the above disclosure reguirements. To learn more about the
MSN Groups and MSN Spaces Servicas, please Visit Biiod/ groups jnsn cont and BLipy/spaces imsa oo,

SV E

Passport Authenticationh Services

Create your sign in credentials - £-mail and Password - once, then use them everywhere on the Microsoft
Pa2ssport Network. There are three wavs a customer may obtain a Passport account: 1) @hotmail and @nmsn
account are automartically Passport accounts, 21 a customer may use an e-mait address they already have ©.g.

@other_email_provider.con, and 3i a user may sign up for a limted @passport account if they do not wish to
use an e-mai! account to access the Passport Network.

windows Live Messenger & MSN Chat

windows Live Messenger is a free service, and is not a "standalone” product in that it does not require a
separate login name or password to access the chient. Users 1og in to windows Live Messenger with their
Passport account. They must have the Windows Live Messenger client instatied on their machine.
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