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)

PLAI NTI FF' S OPPGCSI TI ON TO DEFENDANTS' MOTI ON
FOR A PROTECTI VE ORDER, AND REPLY | N SUPPCRT OF
PLAI NTI FF' S MOTI ON TO STAY PROCEEDI NGS PENDI NG DI SCOVERY

On August 9, 2001, plaintiff noved to stay proceedi ngs
on defendants' notion for sunmary judgnent, pending limted
di scovery relating to the adequacy of defendant FBI's
search for records responsive to plaintiff's FO A request
concerning the Carnivore surveillance system Defendants
opposed the notion and noved for a protective order barring
di scovery. Plaintiff now responds and reiterates its need
for, and entitlenent to, the discovery it seeks.

ARGUMENT

The gist of plaintiff's notion to stay proceedi ngs

pendi ng di scovery is that the adequacy of defendant FBI's

docunent search cannot be fully assessed when, in the face



of affirmative indications of overl ooked, responsive
material, the record contains no reasonabl e expl anation for
that obvious failure. |In opposing discovery, defendants
generate quite a bit of snoke but shed no light on the

i ssue before the court. Their submission is nost notable
for what it does not assert: that additional responsive
docunents of the kind described by plaintiff do not exist.!
Rat her, defendants seek to foreclose any inquiry into a
search process that was clearly inadequate. In so doing,
they confuse the applicable precedents; mscharacterize the
di scovery plaintiff seeks; and propose an alternative
procedure that woul d severely disadvantage plaintiff and
wast e judicial resources.

l. Di scovery is Appropriate in a Case Like

This, Where the Agency Has Not Met its
Bur den of Denpbnstrating a Reasonabl e Search

To neet its obligations under FOA, the "defending
agency nust prove that each docunent that falls within the

cl ass requested either has been produced, is unidentifi-

YInits motion, plaintiff noted the conpl ete absence of any retrieved
docunents addressing the legal and policy issues surrounding the

devel opnment and use of Carnivore. Plaintiff's Mdtion to Stay

Proceedi ngs Pendi ng Di scovery ("Pl. Mt.") at 9-14.



able, or is wholly exenpt fromthe [FO A s] inspection

requirements.” Perry v. Block, 684 F.2d 121, 126 (D.C.

Cir. 1982) (quoting National Cable Television Ass'n v. FCC

479 F.2d 183, 186 (D.C. Cr. 1973)). As part of its
obligation to account for all responsive material, "the
agency nust show that it nmade a good faith effort to
conduct a search for the requested records, using methods
whi ch can be reasonably expected to produce the information

requested.” QOglesby v. Departnent of the Arny, 920 F. 2d

57, 68 (D.C. Cir. 1990) (citations omtted). The
determ nation of a search's reasonabl eness "is dependent on

the circunmstances of each case."” Spannaus v. CIA, 841 F

Supp. 14, 16 (D.D.C 1993) (citation omtted).

I gnoring the case-by-case nature of the rel evant
i nquiry, defendants cite a nunber of cases which are
largely irrelevant to the circunstances presented here.
Sone of defendants' cases do not even involve search
i ssues, but do contain | anguage that supports plaintiff's

position. See, e.g., Public Ctizen Health Research G oup

v. FDA, 997 F. Supp. 56, 72 (D.D.C. 1998) (discovery sought

to chall enge exenption claim in | anguage quoted by



def endants, court stated that "Di scovery is to be sparingly
granted in FO A actions;" in |language omtted by
defendants, court continued: "Typically, it is limted to

i nvestigating the scope of the agency search for responsive

docunents, the agency's indexing procedures, and the |ike")

(enphasis added; citation omitted);? Local 3, Internationa

Br ot herhood of Electrical Wirkers v. NLRB, 845 F.2d 1177,

1179 (2d Gir. 1988) ("Discovery in a FOA action is

permtted in order to determ ne whether a conplete

di scl osure of docunents has been made") (enphasis added).?

Def endant s’ ot her cases involve agency searches that,
under the specific circunstances presented, were found to
be adequate and di scovery was thus disallowed. Those cases

are clearly distinguishable fromthe situation here. For

2 pefendants' Qpposition to Plaintiff's Mdtion to Stay Proceedings
Pendi ng Di scovery ("Def. Opp.") at 3.

®1d. at 6-7. See also Simons v. United States Departnent of Justice,
796 F.2d 709 (4th Cr. 1986) (discovery sought to chall enge national
security exenption claim (cited in Def. Cpp. at 5); Mlitary Audit
Project v. Casey, 656 F.2d 724, 751 (D.C. G r. 1981) (discovery sought
to challenge national security exenption claim "[i]n national security
cases, sone sacrifice to the ideals of the full adversary process are
inevitable") (footnote omtted) (cited in Def. Qpp. at 5, 6); Pollard
v. FBI, 705 F.2d 1151 (9th G r. 1983) (no search issue) (cited in Def.
Qpp. at 7); Animal Legal Defense Fund, Inc. v. Departnent of the Air
Force, 44 F. Supp.2d 295 (D.D.C. 1999) (no search issue; no discovery

sought) (cited in Def. Opp. at 7).




i nstance, in Meeropol v. Meese, 790 F.2d 942 (D.C. GCir

1986),* a long-runni ng controversy over a substantial nunber
of documents, the district court had earlier "issued an
order permtting the plaintiffs to depose six nanmed FB
agents and one naned DQJ official,"” id. at 947. Subsequent

"notions for |eave to conduct additional depositions" were

denied. I1d. at 960 (enphasis added). The court of appeals
al so noted that

[a] series of informal neetings and conmuni ca-
tions between the parties have served to resol ve
many of appellants' inquiries and concerns, and
many additional records have been turned over as
a result. These frequent exchanges have served
many of the same functions in this [itigation as
woul d depositions.

Id. at 961 n.9.°

In SafeCard Services, Inc. v. Securities and Exchange

Conmi ssion, 926 F.2d 1197 (D.C. Cir. 1991),° the controversy
i nvol ved the SEC s obligation to retrieve docunents that

had been sent to the Federal Records Center ("FRC'). 1In

4 Def. Opp. at 4.

® In contrast, defendant FBlI has expressed no similar willingness to
seek "additional records" in response to the "inquiries and concerns”
of plaintiff in this case. See PI. Mt. at 7-8 (noting plaintiff's
conmmuni cations with defendants concerni ng the adequacy of the search).

® Def. Cpp. at 5.



affirmng the district court's denial of plaintiff's
di scovery request, the D.C. Circuit noted that SEC
per sonnel

repeatedly, over the course of several nonths,
asked the FRC to search for the files that
[plaintiff] had requested but that SEC records
listed as being in the FRC s cust ody.

Having taken all of the steps within its power to
retrieve the files fromthe FRC, the SEC
fulfilled its burden of conducting a search
reasonably cal cul ated to di scover the docunents
requested. . . . [D]iscovery will not lie
against the SEC in order to inquire into the
wor ki ngs of the FRC, and [plaintiff] has nade no
effort to gain discovery directly fromthe FRC

Id. at 1201-1202 (enphasis added).’

I n Zhdanov v. Departnent of State, Civil Action No.

00-0371, 2000 U.S. Dist. LEXIS 13828 (D.D.C. Sept. 21
2000), this court recently assessed the adequacy of a
search and found that the agency had "conducted a search

reasonably cal cul ated to uncover all docunments responsive

" See also Hunt v. United States Marine Corps, 935 F. Supp. 46, 50
(D.D.C. 1996) (cited in Def. Opp. at 5), where "[d] efendants
denmonstrated . . . that they performed a conprehensive search for all
the requested docunents by directing plaintiff's requests to the four
agency of fices reasonably expected to hold the responsive informtion,"
and where agency declarant "conducted a personal search" to seek

addi tional responsive material.




to plaintiffs'" FOA request.” The court detailed the
agency's efforts:

Not only were several State Departnent offices
searched, but former and current officials who
had specific know edge of the subject matter of
plaintiffs' request were contacted for assistance
in identifying where rel evant records m ght be

| ocated. Al office safes in the Ofice of
Russian Affairs within the Bureau of Econom c
Affairs were searched thoroughly several tines,
and all records manifests for the relevant tine
period were exam ned. In the Ofice of the

Assi stant Legal Advisor for International d ains
and I nvestnent Disputes, files were searched and
former enpl oyees were contacted because of

i nformati on contained in responsive docunents

| ocated in the Ofice of Russian Affairs. The
Departnment al so searched its central foreign
policy file for official record copies of

i ncom ng and out goi ng depart nent al

comuni cations, including telegrans between the
Departnment and forei gn service posts, nenoranda
of conversations, and interoffice nmenoranda.

Id. at *2. Upon that showi ng of agency diligence, the
court found that "[n]o 'substantial doubt' has been raised
about the adequacy of the search” and denied plaintiff's
request for discovery. Id. at *3.

In this case, defendant FBI has clearly failed to
"conduct[] a search reasonably cal culated to uncover al

docunents responsive to [plaintiff's] FO A request,” and as

plaintiff reiterates below, plaintiff has "denonstrate[d]



sonme substantial discrepancy between the defendants

actions and words." Goland v. CIA, 607 F.2d 339, 352 n.78

(D.C. Cr. 1976), cert. denied, 445 U S. 927 (1980). As

such, plaintiff is entitled to the limted discovery it
seeks.

1. Plaintiff Has Denonstrated a Need for D scovery
into the Reasonabl eness of Defendant FBI's Search

As plaintiff set forth in its opening brief, defendant
FBI conducted a search that was not reasonably cal cul at ed
to locate all (or even nobst) agency records concerning
Carnivore. |Its initial automated search of its Centra
Records System proved whol ly i nadequate to | ocate rel evant
docunments. PI. Mt. at 4-5. A subsequent inquiry to the
El ectronic Surveillance Technol ogy Section ("ESTS") vyielded
a substantial amount of material characterized as "l oose
docunentation.” 1d. at 5. After ESTS personnel indicated
that a contractor was involved in the project, an inquiry
to the FBI's Contracts Unit resulted in the location of 92
pages of responsive material. [1d. at 6. That was the sum
of the Bureau's efforts, despite affirmative indications

(whi ch shoul d have been apparent to the FBI) that other



Bur eau conponents were |ikely to possess rel evant
i nf or mati on.

As detailed in plaintiff's notion and supporting
decl aration of counsel, the Congressional testinony of FB
and Justice Departnment officials denonstrates that
Carnivore was the subject of consideration and review in
Bureau and DQJ conponents that deal with |Iegal and policy
matters (as opposed to the FBI's technical conmponents which
were the sole focus of the search). PI. Mt. at 8-12;
Decl aration of David L. Sobel ("Sobel Dec.") at 2-3. A
revi ew of Carnivore comm ssioned by the FBI simlarly
i ndi cates such | egal and policy consideration. PlI. Mt. at
12-13; Sobel Dec. at 3. Yet defendant FBlI never endeavored
to query any Bureau conponent that m ght have know edge of
those |l egal and policy deliberations, and even today
obstinately refuses to venture beyond the unduly narrow
confines of its initial search

Def endants' response to plaintiff's citation of these
affirmative indications of overlooked material is to assert
that plaintiff is belatedly offering a "clarification" or

"suppl enentation” of its FOA request. Def. Opp. at 13.



In fact, plaintiff stands by the adequacy and accuracy of
its request for "all FBI records" concerning Carnivore,
Exhibit A to Declaration of Scott A Hodes ("Hodes Dec."),
and is nerely pointing to facts that should have been well -
known to the Bureau at the time that it clainms to have
initiated its search on July 28, 2000. Def. Opp. at 13-14.
I ndeed, the FBI's failure to take that information into
account when it conducted its search strongly supports the
concl usion that the search was not "reasonable."

There was not hi ng obscure about the subject of
plaintiff's request. Defendant FBI presumably knew t hat
there were significant |egal and policy controversies
surroundi ng Carnivore when it granted expedited processing
of the request under DQJ regul ations, 28 CFR 16.5(d) (1)
(iv), as involving "[a] matter of w despread and
exceptional nmedia interest in which there exist possible
questions about the governnent's integrity which affect
public confidence.” Plaintiff had provi ded defendants
docunent ati on of the extensive nedia coverage of the
Carni vore system and cited public questions that had been

rai sed about the potential abuse of the Carnivore system

10



Plaintiff also submtted to defendants a transcript of the
hearing held on July 24, 2000, before the House Judiciary
Subcommittee on the Constitution titled, "Fourth Amendnent
| ssues Raised by the FBI's 'Carnivore' Program”™
Nonet hel ess, defendant FBI failed to query such obvious
conmponents as the O fice of Public and Congressi onal
Affairs and the Ofice of General Counsel (despite the fact
that the FBI's General Counsel testified at that hearing).?®
Not wi t hst andi ng defendants' attenpt to nuddy the
wat ers, the relevance of the discovery plaintiff seeks is
clear. The preparation of the Congressional testinony
referring to FBI and DQJ reviews of Carnivore's |egal and
policy inplications undoubtedly involved access to
docunents that detailed those efforts. Likew se, the
i ndependent technical review teamwas clearly provided
docunents that forned the basis for its findings. FBI and
DQJ personnel famliar with those matters presumably are

aware of responsive material that has sonehow al |l uded t hose

8 Plaintiff was advised of defendants' decision to grant expedited
processing in a letter fromJohn M Kelso, Jr., Chief of the FBI's
Freedom of Information-Privacy Acts Section which, significantly, is
part of the Ofice of Public and Congressional Affairs. Exhibit Cto
Hodes Dec. M. Kelso presumably had actual know edge of the materials
plaintiff submitted in support of its request for expedited processing.

11



responsi bl e for conducting the search at issue here.
Def endants' belief that such an obvious and reasonabl e
inquiry is beyond the scope of their obligations under FO A
underscores the need for discovery -- plaintiff seeks to
resol ve questions that defendant FBI apparently has never
itself bothered to ask.?®

As this court has held, "a requestor can avert a

granting of summary judgnent by denonstrating sone reason

to think that the docunents would have turned up if the

agency had | ooked for them" G eenberg v. Departnent of

Treasury, 10 F. Supp. 2d 3, 19 (D.D.C. 1998) (citations

omtted). It is precisely such a showing that plaintiff

° In keeping with their apparent lack of clarity with respect to the
reasonabl e manner in which to have conducted the search, defendants
conmplain that "plaintiff did not specify the location(s) that it wi shed
the defendant to search" and did not "provide specific search
instructions to the FBI." Def. Opp. at 12. Defendants cite no
authority establishing such an obligation, and there is none. Prior to
its recei pt of defendants' pleadings, plaintiff would not have assuned
that it, as an outside party, would have been in a better position than
the Bureau itself to ascertain the likely locations of informtion that
concerned a highly controversial initiative and that forned the basis
for the Congressional testinmony of FBI officials. |In any event, the
FBI was on notice of the July 24, 2000, House Judiciary Conmmittee
hearing at which FBI Assistant Director Donald M Kerr and FBlI GCenera
Counsel Larry R Parkinson testified, if for no other reason than the
fact that plaintiff cited the hearing in support of its expedition
request .

12



believes it will nmake if permtted to conduct the discovery
it seeks.

[11. Plaintiff Has Fol |l owed the Appropriate Procedure
by Moving to Stay Proceedi hgs Pendi ng Di scovery

Def endants assert that plaintiff "has not nmade an
adequate showi ng, required by Rule 56, as to what facts
"essential' to justify its opposition to defendant's [sic]
summary judgnment notion it could not obtain to date,” Def.
Qpp. at 8-9, and suggest that "there is no reason why
plaintiff cannot respond to the host of [non-search] issues
rai sed and briefed in defendants' notion,"” id. at 10. Both
argunments lack nerit.

First, plaintiff's reliance upon Rule 56(f) is in
keeping with longstanding authority in this circuit setting
forth the need for discovery when the adequacy of an
agency's FO A search is called into question. See Pl. Mt.
at 16-19 and cases cited therein. Contrary to defendants’
assertion, plaintiff has anply denonstrated its need for

limted discovery. In Richardson v. National Rifle

13



Associ ation, 871 F. Supp. 499, 501-502 (D.D.C. 1994), which

defendants cite, this court stated:

Under Rule 56(f), the Court upon request may
defer ruling on a summary judgnent notion and
al | ow the non-noving party an opportunity through
limted discovery to obtain information rel evant
to an issue of material fact he maintains is in
di spute. The party opposing summary judgnment and
seeking deferral, usually but not invariably by
notion and affidavit, nust (i) alert the Court to
the need for further discovery and (ii)
denmonstrate, either through an affidavit or other
docunment s such as opposi ng notions and

out st andi ng di scovery requests, how additiona

di scovery will enable it to rebut the novant's

al | egations of no genuine issue of fact. A Rule
56(f) affidavit or other material supporting the
notion nmust provide reasons why the non-novi ng
party cannot present facts in opposition and how
addi tional discovery will provide those facts,

not sinply assert that "certain infornation" and
"ot her evidence" nmay exist and nmay be obtai ned

t hrough di scovery.

(citations omtted; enphasis added).

Plaintiff has clearly explained "how additiona
di scovery will enable it to rebut [defendants']
al | egations” that the FBI conducted an adequate and
reasonabl e search, and has not "sinply assert[ed] that
"certain information' and 'other evidence' may exist." At

the risk of redundancy, plaintiff reiterates that

0 Def. Opp. at 9.

14



i nformati on concerning the preparation of (1) the FBI's and
DQJ' s Congressional testinony on Carnivore, and (2) the
i ndependent technical review of the system wll likely
provide facts indicating the existence of docunents not
| ocated during the course of the FBI's cursory search
Coupl ed with information concerning the search nethodol ogy
enpl oyed by defendant FBI, such information is likely to
rebut defendants' assertion of a reasonabl e search

As to defendants' suggestion that plaintiff should
respond to the non-search issues raised in their notion for
summary judgnment, such a course would be unfair to
plaintiff and wasteful of judicial resources. As plaintiff
has previously noted, the adequacy of defendant FBI's
search bears directly upon "the nerits of the exenption
clainms invoked with respect to those docunents that the
agency |l ocated and withheld.” PI. M. at 19; see al so

id., n.10. See Coastal Corp. v. Departnent of Energy, 496

F. Supp. 57 (D. Del. 1980) (information relating to agency
search "may have sone bearing upon the nerits of the

agency's clainms of exenption").

15



A bifurcated procedure whereby plaintiff would be
requi red to address defendants' exenption clains before the
search issue is resolved woul d al so unduly burden the
court. If, as plaintiff believes |ikely, additiona
responsive material is located as a result of further
inquiry into defendant FBI's search, defendants' proposa
woul d require the parties and the court to revisit the
exenption issues with respect to that newy retrieved
material. The preferable and sensi bl e approach would be to
defer consideration of defendants' exenption clains until
plaintiff and the court are assured that defendant FBI has

accounted for all responsive material."

Concl usi on
For the foregoing reasons, as well as those set forth

in plaintiff's opening brief, the court should grant

It is somewhat ironic that defendants now seek to rush forward with
proceedi ngs on their summary judgnment notion. It took defendant FB
nore than a year to process fewer than 2000 docunments and prepare a
sunmmary judgnment notion, notwi thstanding the fact that the agency had
agreed to "expedite" processing. Having waited that |ong for
defendants to bring the case to a posture in which the adequacy of the
FBI search can finally be tested, plaintiff submits that it is entitled
to take the steps necessary to ensure a full and fair adjudication of
its statutory rights.

16



plaintiff's notion to stay proceedi ngs pendi ng di scovery

and deny defendants' notion for a protective order.*?

Respectfully submtted,

DAVI D L. SOBEL
D.C. Bar No. 360418

MARC ROTENBERG
D.C. Bar. No. 422825

ELECTRONI C PRI VACY | NFORVATI ON CENTER
1718 Connecticut Avenue, N W

Suite 200

Washi ngton, DC 20009

(202) 483-1140

Counsel for Plaintiff

12 Absent plaintiff's nmotion to stay proceedings, its response to
defendants' notion for summary judgrment woul d have been due on

Sept enber 6, 2001. Upon the resolution of plaintiff's notion,
plaintiff's counsel will endeavor to stipulate a revised briefing
schedul e with defendants' counsel. Such stipulation will take into
account the nature of further proceedings as determ ned by the court.
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CERTI FI CATE OF SERVI CE

| HEREBY CERTIFY that a copy of plaintiff's opposition
to defendants' notion for a protective order and reply in
support of plaintiff's notion to stay proceedi ngs pendi ng
di scovery has been served on Lisa Barsoom an, Assi stant
US. Attorney, 555 4th Street, N.W, 10th Fl oor,
Washi ngt on, DC 20001, by facsimle and first-class nail
this 24th day of August, 2001.

DAVI D L. SOBEL
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