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Security Legislation Amendment (Terrorism) Bill
2002 [No. 2]

Date Introduced: 13 March 2002
House: House of Representatives
Portfolio: Attorney-General

Commencement: Most provisions commence upon Royal Assent, or the day
after it is given. The commencement of some provisions is contingent on whether
other elements of the anti-terrorist package of legislation commence first.

Purpose

To
+ amend the Criminal Codein order to:

— transfer the offence of ‘treason’ from the Crimes Act 1914 and update its terms to
recognise that treason may include not only assisting in regular war against the
state but also assisting in irregular armed hostilities against the armed forces,

— introduce a statutory definition of terrorism and specific terrorist offences; and
— introduce an administrative power to proscribe terrorist and other organisations;

» amend the Australian Protective Service Act 1987 to facilitate the involvement of the
Australian Protective Servicein the Air Security Officer Program; and

» amend the Crimes (Aviation) Act 1991 to extend its operation to intrastate flights.
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Background

Context

The Pressure to Act

In Resolution 1373 the United Nations Security Council consolidated its previous
comments on the need for stronger and more cooperative measures among States to
counter terrorism. It 'decided’ that 'all States shall ... prevent and suppress the financing of
terrorist acts [and shall] [c]riminalize the wilful provision or collection ... of [terrorist]
funds by their nationals or in their territories. It also required States to ensure that
terrorists, their accomplices and supporters are brought to justice, and that ‘terrorist acts
are established as serious criminal offences in domestic laws ... and that the punishment
duly reflects the seriousness of such terrorist acts.® On 17 November 2001, the
International Monetary Fund backed this move by expressing grave concern at the use of
the international financial system to finance terrorists acts and to launder the proceeds of
illegal activities. It called on al member countries to ratify and implement fully the UN
instruments to counter terrorism, particularly Resolution 1373.

Resolution 1373 was not the first exhortation in relation to anti-terrorism measures. The
Genera Assembly has made repeated calls over three decades for States to enact anti-
terrorist laws which deal with criminalising terrorist acts, state sponsorship of terrorism
and the links between terrorism and organised crime. The Security Council has made calls
over recent years dealing specifically with Afghanistan, the Taliban and Osama bin Laden.

At the same time, other United Nations bodies have recently urged caution. For example
the United Nations Committee Against Torture recently reminded states in considering
anti-terrorist laws of the 'non-derogable nature of most of the obligations undertaken by
them in ratifying the Convention [against Torture and Other Cruel, Inhuman or Degrading
Treatment or Punishment]'.? The High Commissioner for Human Rights also urged states
enacting such laws 'to refrain from any excessive steps, which would violate fundamental
freedoms and undermine legitimate dissent'® and expressed concern over the detention of
prisoners at the United States Naval Base at Guantanamo Bay, Cuba.*

The Real Obligation

While there may seem to be strong pressure on Australia to enact tough anti-terrorist laws,
realistically the obligations are far less exacting. Substantively, all that Resolution 1373
requiresisthat Australia ensure that its laws criminalise terrorist activities, that those laws
deal with terrorist financing and material support for terrorist organisations and that they
be applied or enforced in conformity or conjunction with other foreign jurisdictions.
Arguably, anything more, for example along the lines of the United Kingdom and United
States approaches, exceeds our obligations to the international community. Following
these precedents may be dangerous for Australia. First, overseas experiences may provide
little guidance as to the particular threat facing Australia. Second, overseas reactions may
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provide little certainty regarding the extent to which safety can be guaranteed. Third,
overseas critiques may provide ample evidence of the impact on civil liberties.

Our Preparedness

There may be strength in our existing level of legislative and administrative preparedness.
In response to Resolution 1373 Australia stated that it had 'a highly coordinated domestic
counter-terrorism response strategy incorporating law enforcement, security and defence
agencies. Also it 'dready had in place extensive measures to prevent in Australia the
financing of, preparations for and basing from Australia of terrorist attacks on other
countries and that it had 'an extensive network of ... law enforcement liaison officers and
bilateral treaties on extradition and mutual legal assistance ... to facilitate cooperation
with other countries in the prevention, investigation and prosecution of terrorist acts.”
Moreover, there are a wide range of laws which address the core elements of terrorism.
We have laws dealing with intelligence, prevention, crisis management and investigation.
In terms of investigation, we have laws which deal in some detail with law enforcement
agencies and law enforcement methods, offences and cooperation with foreign countries.

At the same time, there may be acknowledged limitations in our preparedness. In making
the above assertions, Australia acknowledged that there were gaps in its 'systemic and
legislative preparedness to prevent or to respond to [terrorist attacks] and to freeze
[terrorist assets].® In theory, these gaps could relate to a range of issues including the
extraterritorial reach of our laws, the absence of specific terrorist offences or terrorist
financing provisions or, smply, the digunction between the terrorist phenomena and the
various existing laws. This digunction may raise no more than drafting concerns,
acknowledging the limits that any laws may have in dealing with the breadth of human
behaviour. Questions of coverage in terms of extraterritorial operation, specific offences
and terrorist financing raise more significant concerns requiring close examination.

The Action and Proposed Action

On 28 September 2001 the Government announced measures relating to financial support
for terrorist networks. The measures also included strengthening Australias ability to
combat the use of false identities in the conduct of financia transactions, enhancing the
extraterritorial application of Australian laws and improving information sharing.”

On 2 October the Government announced proposed amendments to legislation to:

* permit, under warrant, the formal questioning by ASIO of people ‘who may have
information that may be relevant to ASIO's investigations into politically motivated
violence' and the arrest by State or Federal police of people 'in order to protect the
public from politically motivated violence';

* introduce new general offences based on the Terrorist Act 1994 (UK) covering ‘violent
attacks and threats of violent attacks intended to advance a political, religious or
ideological cause which are directed against or endanger Commonwealth interests’; and
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* increase AFP powers 'to search for and seize property of any kind that is used or
intended to be used for terrorism or is the proceeds of terrorism'.®

During the General Election, on 16 October the Government announced that, if re-elected,
it would introduce a retrospective criminal hoax offence 'to specifically target those who
seek to terrorise others by exploiting their fear of terrorism'.® On 13 February 2002, the
Criminal Code Amendment (Anti-hoax and Other Measures) Bill 2002 was introduced. It
subsequently passed both Houses and was received Royal Assent on 4 April 2002.

On 28 October the Prime Minister recommended a summit of State and Territory leaders
'to develop a new framework under which transnational crime and terrorism can be dealt
with by law enforcement at a Commonwealth level'. One objective of the summit would
be '[a reference of constitutional power to the Commonwealth to support an effective
national response to the threats of transnational crime and terrorism'.*® The summit would
also consider the reformation, abolition or replacement of the National Crime Authority
(NCA). A Leader's Summit on Terrorism and Multi-Jurisdictional Crime was held on 5

April 2002.

After the election, on 19 November the Government announced that it would introduce air
marshals 'selectively on flights provided by Australian air carriers. The Air Security
Officer Program would be implemented by the Australian Protective Service.

On 16 December the Government restated its commitment to introduce 'a specific offence
of terrorism and arelated offence of preparing or planning, terrorist acts and to amend the
Proceeds of Crimes Act 1987 'so that terrorist property can be frozen and seized'.*? On 18
December Cabinet agreed to a range of anti-terrorist measures including the new terrorist
and terrorist financing offences and expanded powers of arrest and detention for the
Australian Security Intelligence Organisation (ASIO).

On 18 December the Government also announced that the first group of Air Security
Officers (Air Marshals) would complete their training to help ensure aviation safety.™ It
also restated its commitment to the various legislative changes previously foreshadowed.™

On 21 December 2001 the Government listed in the Australian Government Gazette the
names of terrorists and terrorist organisations whose assets must be frozen by the holder of
those assets under the Charter of the United Nations (Anti-terrorism Measures)
Regulations 2001. It also announced areview of the performance and cost-effectiveness of
the NCA by the former AFP Commissioner, Mick Palmer and the former Secretary of the
Attorney-General's Department, Tony Blunn.*® The review was completed in early 2002.

The Bills

This Bill is part of a package of counter-terrorism legislation introduced by the Howard
Government on 12 March 2002. The other Bills in the package are the Suppression of the
Financing of Terrorism Bill 2002 (the Terrorist Financing Bill), and the Border Security
Legidation Amendment Bill 2002. Other components of the anti-terrorism package are the
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Criminal Code Amendment (Anti-hoax and Other Measures) Act 2002, the Criminal Code
Amendment (Suppression of Terrorist Bombings) Bill 2002 and the Australian Security
Intelligence Organisation Legislation Amendment (Terrorism) Bill 2002.*° The
Government has also introduced a Telecommunications Interception Legislation
Amendment Bill 2002 which enables interception warrants to be granted to investigate ‘an
offence constituted by conduct involving an act or acts or terrorism'.” The ASIO Bill has
been referred to the Parliamentary Joint Committee on ASIO, ASIS and DSD for report by
3 May 2002. The other five Bills' have been referred to the Senate Legal and
Constitutional Legislation Committee for report by the same date.

This present Bill was introduced on 13 March 2002. The origina Bill [the Security
Legidation Amendment (Terrorism) Bill 2002], which was introduced on 12 March 2002,
was withdrawn on 13 March 2002 and the [No.2] Bill was substituted. The reason was that
the Office of Parliamentary Counsel had drawn the Government's attention to a
discrepancy between the title of the origina Bill and the title referred to in the notice of
presentation given by the Attorney-General. This discrepancy meant that the Bill's
introduction was inconsistent with House of Representatives Standing Orders. The
withdrawal and re-introduction were designed to address this problem.*®

Overview

Terrorism and the Law in Australia

This digest is written against the backdrop of a larger research project by the Department
of the Parliamentary Library dealing with the broad proposals announced by the
Government in anticipation of the legislation introduced along with this Bill. Terrorism
and the Law in Australia was presented in two parts. The first part, Legislation,
Commentary and Constraints, described proposals announced in anticipation of legislation
introduced in 2002 in the context of existing arrangements. It gave a framework and
criteria for evaluation of those laws and some more detailed anaysis for parliamentary
consideration. The second part, Supporting Materials, comprised a series of documents on
specific issues related to legidlative and administrative arrangements.

Some of the materia below is drawn from the Terrorism and the Law in Australia project.
For example, the discussion on the 'pressure to act', the 'action and proposed action' and
the rhetorical question ‘what is terrorism? is drawn together from the two papers above.
Much of the material, particularly the discussion of thematic issues, is not reproduced.
However, it isimportant to acknowledge the project's core observation and basic thesis.

In blunt terms, by default or design, there are no specific anti-terrorism laws in Australia
Even the word ‘terrorism' is seldom used to describe terrorist acts or activities. But thereis
awide and almost comprehensive range of laws that may be applicable in anticipation of
and response to international terrorism that directly or indirectly affects Australia.
Moreover, there are laws that deal with 'politically motivated violence', 'treason’, 'unlawful
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associations, ‘foreign incursions, 'national security’, and ‘organised crime'. The links
among these general and specific laws, and the wider question of legidlative preparedness,
are canvassed in the Legidation, Commentary and Constraints Research Paper. For
present purposes it is worth noting that there are strong intersections among ‘treason’,
‘politically motivated violence' 'unlawful associations and ‘foreign incursions.

In enacting specific anti-terrorism laws a cautious and considered approach must be taken.
If there was athesisin the Terrorism and the Law in Australia project it was that there are
dangers in underestimating our legislative and administrative preparedness and that there
are difficulties in striking an appropriate balance between safety and liberty. The question
of preparedness and the difficulty of balancing safety and liberty are considered in the
Legidation, Commentary and Constraints paper. Comparative approaches in the United
Kingdom and United States are canvassed in the Supporting Materials paper. In summary,
while precedents are useful, we will need our own views regarding the terrorist threat in
Australia and whether the measures in question are necessary, sufficient and proportionate.

Obvioudly, much of the discussion below, being based on specific proposals, is new. For
example, there is a close examination of absolute liability in the context of proposed
terrorist offences’ and there is a lengthy discussion of the scope of judicial review in the
context of a proposed powers to declare, list or proscribe terrorist organisations. The thesis
above remains relevant. Moreover, the key issues in this digest relate to the necessity and
proportionality of the terrorist offences and the locus of control over proscription.

The Legislative Package

As indicated by the Government, this Bill forms part of a broader legisative package that
is 'designed to strengthen Australia's counter-terrorism capabilities.® In order to explain
the provisionsin this Bill it is necessary to consider its relationship with the other Bills.

Subject Matter

As suggested above, anti-terrorist legislation usually deals with at least four topics:
intelligence, prevention, crisis management and investigation (which includes laws dealing
with law enforcement agencies and methods, offences and international cooperation). As
indicated, Australia already has laws dealing with all of these topics and has, by its own
assertion, already dealt legidatively with crisis management and international cooperation.
Amendments on these topics are canvassed in the legidative package as follows:
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Intelligence

e Questioning ASIO Legislation Amendment (Terrorism) Bill 2002

e intercepts Telecommunications I nterception Legislation Amendment Bill 2002

» financial Suppression of the Financing of Terrorism Bill 2002

Prevention

e border control Border Security Legislation Amendment Bill 2002

e proscription Security Legislation Amendment (Terrorism) Bill 2002 [No. 2]

e proscription Suppression of the Financing of Terrorism Bill 2002

Offences

e general Security Legislation Amendment (Terrorism) Bill 2002 [No. 2]

» financial Suppression of the Financing of Terrorism Bill 2002

e bombing Criminal Code Amendment (Suppression of Terrorist Bombings) Bill 2002
e  hoaxes Criminal Code Amendment (Anti-hoax and Other Measures) Act 2002

There are strong intersections among ‘treason’, 'politically motivated violence' ‘unlawful
associations and ‘foreign incursions. The offence of treason and the proscription and
offence provisions dealing with unlawful associations appear in the Crimes Act 1914. The
expression 'politically motivated violence' relates to an aspect of 'security’ which defines
the functional responsibilities of the Australian Security Intelligence Organisation. It
appears in the Australian Security Intelligence Organisation Act 1979. The expression
‘foreign incursion’ appears in the Crimes (Foreign Incursions and Recruitment) Act 1978.

The legidative package updates and aligns these concepts to take account of the threat or
possible threat of international terrorism in Australia. Key bills on these topics are:

Concepts

e treason, terrorism & Security Legislation Amendment (Terrorism) Bill 2002 [No. 2]
foreign incursions

«  politically motivated ASIO Legislation Amendment (Terrorism) Bill 2002
violence

Provisions and Commencement Dates

This Bill and the Terrorist Financing Bill deal with a new Chapter of the Criminal Code:
'‘Chapter 5—The integrity and security of the Commonwealth'. This Chapter is aso
dealt with by the Criminal Code Amendment (Espionage and Related Offences) Bill 2002.
If al the bills were enacted, it would cover espionage, 'unlawful soundings, treason,
terrorism, terrorist financing, proscription of terrorist organisations and rel ated offences.
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It is also worth noting the other amendments that would result from the passage of the
Crimina Code Amendment (Suppression of Terrorist Bombings) Bill 2002 and the
Criminal Code Amendment (Anti-hoax and Other Measures) Act 2002. The amendments
to the Criminal Code made by these Bills areindicated in italicsin the following table.

Proposed new anti-terrorist provisions in the Criminal Code

Chapter 4

e Divison70
e Divison71
* Divison72
Chapter 5

Part 5.1

+ Divison 80
Part 5.2

+ Divison 90

. Division 91

+ Divison92
+ Divison93
* Divison94
Part 5.3

» Division 100
+ Divison 101
+ Division 102
+ Divison 103

Chapter 10
* Divison471

Theintegrity and security of the international community and foreign
governments

Bribery of foreign public officials

Offences against United Nations and associated personnel
International terrorist activities using explosive or lethal devices
The integrity and security of the Commonwealth
Treason

Treason

Offencesrelating to espionage and similar activities
Preliminary

Offences relating to espionage and similar activities
Offence relating to soundings

Prosecutions and hearings

Forfeiture

Terrorism

Preliminary

Terrorism

Proscribed Organisations

Financing Terrorism

National Infrastructure
Postal Offences

— Section 471.10 Hoaxes—explosives and dangerous substances

All three Bills insert the heading 'Chapter 5—The integrity and security of the
Commonwealth'. This Bill and the Terrorist Financing Bill also both insert the new
heading 'Part 5.3—Terrorism' and the text of Divison 100—Preliminary, dealing with
definition and the asserted constitutional bases for the terrorism offences. Because of these
overlapping provisions, there are two basic issues in relation to commencement:
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* Generdly al of the Bills commence on Roya Assent; and

* Whichever Bill commences first will remain intact, while any overlapping provisions
in the other Bill(s), relating to Chapter 5 and Part 5.3, will not commence at all.*

There are some other contingent commencement issues which are dealt with below.

Which Bill is Significant?
It is difficult to assess which will be the most significant aspect of the legidative package.

This Bill deals with specific terrorist offences and proscription of terrorist organisations.
The Terrorist Financing Bill deals with controls over terrorist entities and assets, by way
of aterrorist financing offence, controls over financial institutions and finance specific
listing or proscription mechanisms. The ASIO Bill deals with questioning and detention of
persons for terrorist intelligence gathering purposes. The Anti-Hoax and Bombing Bills
are self explanatory and both relate to commitments made during the General Election.

Undoubtedly, this Bill is significant. It has received unusually strong criticism from the
Senate Standing Committee for the Scrutiny of Bills. In its third Alert Digest for 2002 the
Committee criticised the terrorist offences, proscription provisions, and the proscription-
related offences. 'On its face,’ the Committee stated, [it] seems to introduce considerable
scope for discretion in the criminal law'. It stated that it intended to 'seek a briefing and
invite comment on the provisions of this bill and other bills in the legislative package'.?

There are aso strong connections between this Bill and the Terrorist Financing Bill. Both
have proscription provisions and proscription-related offences but each takes its own
approach. However, the most significant civil libertiesissues arise in relation to this Bill.

But the real issue is the extent to which it 'strengthens our counter-terrorism capabilities.
As we will see, it may be that ‘there is no legislative "fix" or panacea against terrorism'.?
And while we lack a comprehensive proscription regime, we aready have various
provisions under which people may be prosecuted for acts of terrorism. Clearly, thereis a
focus on criminalising terrorist acts and destroying terrorist organisations and networks.
But, it could be argued that the focus on proscription and specific terrorist offences, as
opposed to effective intelligence and law enforcement powers and effective financing
identification and control mechanisms, is misplaced. Most, if not al, of the acts covered
by the specific terrorist offences are already covered under the ordinary criminal law.
While proscription may harm terrorist organisations and networks, it is a risky mechanism
that may drive the activities of these and other entities further underground.?* By contrast,
improvements in intelligence and law enforcement capabilities and in global cooperation
and control over terrorist financing may have a far greater impact on terrorism and
terrorist organisations, domesticaly and internationaly. Either way it is necessary to
consider whether the particular measures are necessary, sufficient and proportionate.
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Constitutional Bases

While various constitutional powers may be called upon to support anti-terrorist laws,
there is uncertainty regarding the extent to which the Commonwealth can cover the field.

Criminal Laws

Generaly, it may be said that terrorism is either partly or wholly about crime albeit that
the criminal acts may be distinguishable by their seriousness, motivation or intention.

The Constitution does not grant the Commonwealth power over ‘criminal activity' as such.
But there is no doubt that within limits the Parliament can validly make laws which create
criminal offences, and provide for their investigation, prosecution and punishment. In
genera, offences must either fall directly within, or be incidental to the exercise of, a head
of constitutional power. 'In short, and generally speaking, Commonwealth criminal law is
ancillary to the performance of the responsibility of the Commonwealth to protect itself,
its Constitution, its institutions and services and to enforce its own laws.'”” In general the
test for validity of alaw relying on an incidental power is that it is reasonably necessary
for the effective operation of the law. It is not essential to show that the law is necessary to
effect a purpose within power. Conversely, alaw may be invalid if it exceeds rather than
expands the main power. The key concepts are reasonableness and proportionality.

A Mosaic

Legidative power to deal with terrorism may be derived from a mosaic of various direct
and indirect sources. Section 51 of the Constitution provides that the Commonwealth may
make laws with respect to 'defence of the Commonwealth ... and the control of forces to
execute and maintain the laws of the Commonwesdlth', 'external affairs or 'matters
incidental to the execution of any power vested by this Constitution in Parliament'. It also
gives power over corporations, banking, aliens and interstate and overseas trade and
commerce. Section 122 gives it plenary power to legislate for the government of the
Territories. The Commonwealth may also be able to derive relevant legidative power from
its 'inherent right of self-protection' and/or its 'character and status of the Commonwealth
as a national government'. On the other hand Commonwealth legidative power is hemmed
in by express and implied limits which operate to protect individual liberties.

External Affairs Power

As a general proposition the external affairs power will support alaw regulating persons,
places and matters which are physically external to Australia. Moreover, it will support a
law which implements an international treaty or convention. When a law purports to give
domestic effect to an international instrument, the primary question to be asked is whether
it has selected means that are ‘reasonably capable of being considered appropriate and
adapted to implementing the treaty’.”® However, the power is not confined to the
implementation of treaties or treaty obligations. It will support measures that address
matters of international concern, at least where that concern is reasonably concrete.®” It
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probably extends also to measures that implement recommendations of international
agencies and may extend to measures that pursue agreed international objectives.?®

Nor is the externa affairs power confined to the implementation of a treaty in full. A law
is valid even if it only partially implements a treaty,?® provided the deficiency is not so
substantial as to deny the law the character of a measure implementing the treaty.* This
provides considerable leeway for domestic implementation of selected parts of atreaty.

This head of power islikely to be a primary basis for anti-terrorism measures in Australia.
Over the past decade, various international bodies have made statements regarding action
recommended to address terrorism and its root causes (see Supporting Materials,
'Document 4: Terrorism and the United Nations). Some of the statements have been of a
more formally binding nature. For example, UN Security Council Resolution 1373, and
some of the earlier resolutions, include provisions which may be construed as 'decisions
under Chapter VII of the Charter of the United Nations which are formally binding on
Australia. Key provisions for present purposes include 'decisions that 'all States shall ...
prevent and suppress the financing of terrorist acts [and] [c]riminalize the wilful provision
or collection ... of funds by their nationals or in their territories with the intention that the
funds should be used ... in order to carry out terrorist acts' and that all States:

Ensure that any person who participates in the financing, planning, preparation or
perpetration of terrorist acts or in supporting terrorist acts is brought to justice and
ensure that, in addition to any other measures against them, such terrorist acts are
established as serious criminal offences in domestic laws and regulations and that the
punishment duly reflects the seriousness of such terrorist acts. *

This sort of language may not only support the enactment of anti-terrorist measures such
as the ones proposed, it may impose a positive obligation on Australiato do so.

Defence Power

The defence power relates to 'the naval and military defence of the Commonwealth and of
the severa States and the control of the forces to execute and maintain the laws of the
Commonwealth'. It is a purposive power that will only support a law that is 'reasonably
capable of being regarded as being appropriate and adapted’ to ‘the defence of the
Commonwealth [etc.] [against external threats]'. There are three important things to note
about the defence power: it is elastic, expanding in times of emergency, it relates to
external threats, as opposed to domestic threats, and it has a primary and secondary aspect.

The primary aspect deals with the essence of military defence, that is, raising armed
forces, maintaining and reinforcing them and so on. The secondary aspect is less directly
concerned with these issues and more with measures conducive to the successful defence
of Australia from external threat. The primary aspect obviously operates during wartime
but it also persists as a source of power in times of peace. Whether the secondary aspect
also operates at times of peace and/or in intermediate situations of heightened international
tension is congtitutionally less certain. As will be seen, the question of whether a particular
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series of events constitutes a threat to national security is essentialy a Constitutional fact
which is ultimately to be determined by the High Court. Moreover, in determining such a
fact the Court's assessment will be based on what is called ‘judicial notice', which means
the information within the ordinary knowledge of judges sitting on the case.

The second part of the defence power may also come into calculations. It has been argued
that the 'execution and maintenance of the laws of the Commonwealth’ may extend 'to the
preservation of general law and order so far as such order may be disturbed by generd
disobedience to the laws of the Commonwealth'.* Conversely, it has been argued that
these words are directed to 'the genera control of the armed forces, including interna
discipline, and the relationship among the members of the forces, between those members
and outside persons [etc.]'.® The former view would regard the defence power as adding
to the Commonwealth's array of powers to prevent, investigate and punish terrorism while
the latter view would deny this. There has been little judicial support for the former view.

Inherent Power of Self Protection

The implied nationhood power is largely unexplored. It has been characterised as being
incidental to the operation of the Commonwealth's executive power under section 61. It
has also been characterised as an implied power that is deduced from the ‘character and
status of the Commonwealth as a national government'.® Broadly, it permits the
Commonwealth to 'engage in enterprises and activities peculiarly adapted to the
government of a nation and which cannot otherwise be carried on for the benefit of the
nation”.® But its application in areas such as counter-terrorism remains uncertain and has
not been reviewed by the High Court for more than ten years. It may be that 'the
predilections of the individual judges will be dominant in any decision’ on the issue.®

One aspect of the implied nationhood power is a power relating to security and integrity. It
has been said that the Commonwealth has an ‘inherent right of self-protection’,* aright to
prevent ‘intentional excitement of disaffection against the Sovereign and Government’®
and a legidative power to preserve its institutions which was seen to ‘follow amost
necessarily from their existence'.* Accordingly, the Commonwealth 'has the power to
protect its own existence and the unhindered play of its legitimate activities*® which might
be found in sections 51(vi), the defence power, 51(xxxix), the incidental power, section
61, executive power, and section 68, the vesting of command in chief of naval and military
forces in the Governor-General.*" It might also be found in 'an essential and inescapable

implication which must be involved in the legal constitution of any polity'.*?

While it may expand and contract to meet the exigencies of domestic emergency in an
analogous way to the defence power, the Executive probably does not enjoy the same
degree of deference from the Judiciary in its exercise. To rely on this power, Parliament
would virtually need an unarguable case that the matters dealt with in the law are
connected to the survival of the Commonwealth.** In 1951, in the Communist Party Case,
the High Court found that the 'inherent right of self protection’ if it did exist certainly did
not support the Communist Party Dissolution Act 1950.
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Referral of Powers

In announcing the proposed new measures Prime Minister Howard noted that '[o]ne
difficulty the Commonwealth has in effectively fighting transnational crime and terrorism
is that these crimes may not be strictly federal offences.** Moreover he noted potential
constitutional limitations: ‘it's not absolutely certain that the Commonwealth has the
necessary power, complete constitutional power, as I'm advised, to deal in the way that it
might think appropriate for aterrorist attack on a particular part of Australia.”

As noted above, in October 2001 the Prime Minister recommended a summit of State and
Territory leaders to consider areference of constitutiona authority to the Commonwealth.
Section 51(xxxvii) of the Constitution provides that the Commonwealth Parliament may
make laws with respect to: 'Matters referred to the Parliament of the Commonwealth by
the Parliament or Parliaments of any State or States, but so that the law shall extend only
to States by whose Parliaments the matter is referred, or which afterwards adopt the law'.
Thus, State Parliaments can refer ‘'matters’ to the Commonwealth Parliament and give the
Commonwealth power to pass laws about them. It is not necessary for all States to refer a
matter to the Commonwealth. If only some States make a reference, the Commonwealth
law can apply only in those States. Once the law is passed, it may be 'adopted’ by the
Parliaments of other States and so come into effect there as well.*®

On 5 April 2002, at the Leader’s Summit on Terrorism and Multi-Jurisdictional Crime, the
Prime Minister and State and Territory Leaders negotiated an Agreement on Terrorism
and Multi-Jurisdictional Crime. In relation to terrorism, this included an agreement to:

... take whatever action is necessary to ensure that terrorists can be prosecuted under
the criminal law, including a reference of power of specific, jointly agreed legislation,
including roll back provisions to ensure that the new Commonwealth law does not
override State law where that is not intended and to come into effect by 31 October
2002. The Commonwealth will have power to amend the new Commonwealth
legislation in accordance with provisions smilar to those which apply under
Corporations arrangements. Any amendment based on the referred power will require
consultation with and agreement of States and Territories, and this requirement to be
contained in legidation.”

At present, the details and implications of the Agreement are not clear. However, in simple
terms, the Attorney-General has said that 'We have an agreement on the referral of powers
... s0 that the Commonwealth can |egislate across the board in relation to terrorism'.*®

Constitutional Freedoms

Although the Commonwealth may call upon a mosaic of constitutional powers to support
anti-terrorism laws, it may ultimately be limited by various express and implied freedoms.
In the foreword to a recent text on national security and the law Sir Anthony Mason noted
that '[t]he tension between civil liberty and national security is very considerable’. 'Indeed,
he wrote, 'the tension is more marked than it has ever been, granted the emphasis now
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given to freedom of information and freedom of expression as indispensable elements of

effective representative democracy and government'.*

General

The Commonwealth Constitution contains a small number of express rights and
guarantees for individual citizens which put limits on how far the Parliament can go under
its legidative powers. Some additional freedoms arise by implication from the text and
structure of the Constitution. If Parliament decides to enact counter-terrorist legislation
such laws may well be tested against the constitutional criteria spelt out in these express
and implied limits. Some of the more relevant limits are dealt with briefly below.

The Attorney-General is perhaps unlikely to single out religious groups for proscriptive
legidlation. A more redlistic possibility is that perhaps someone challenges counter-
terrorist legisation of general application on the basis that in its practical operation it
interferes with the free practice of their religion. The Constitution contains an express
guarantee of freedom of religion in section 116 which has been given a narrow
interpretation by the High Court. A law of general application isunlikely to fall foul of the
guarantee in section 116 because, as presently interpreted, it appears to prohibit only those
laws which specifically target the practice of religion. Section 116 is not likely to pose
problems for Parliament in enacting counter-terrorist legislation unless it singles out
particular religious groups or the High Court shifts ground and applies the requirement for
free exercise of religion to laws which make no reference to religion on their face.

Freedom of Political Communication

There is a condtitutionally guaranteed freedom of political communication implied from the
text and structure of the Commonwealth Constitution. The High Court unanimously in Lange
v. Audtralian Broadcasting Corporation agreed on the test to be gpplied to laws or actions
which are alleged to infringe this guarantee. ™ The test requires 2 questions to be asked:

* does the law effectively burden freedom of communication about government or
politica matters either in itsterms, operation or effect?, and

» if it does, isthe law reasonably appropriate and adapted to serve a legitimate end the
fulfilment of which is compatible with the maintenance of representative and
responsible government as set out in the Constitution?

A law will only be unconstitutional if the answers are 'Y es and 'No' respectively.

It is conceivable that counter-terrorist measures could impose a prima facie burden on
politica communication, especially when one notes that communication includes conduct as
well as speech and the term "political’ seems to have a broad meaning. This being the case,
such laws would project the High Court into the centre of controversy as it engaged in the
difficult and somewhat subjective process of assessing whether they imposed a permissible
burden on political communication.
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Freedom of Political Association

The freedom of political communication is said to derive by implication from the text and
structure of the Constitution, particularly in the way it provides for elements of
representative government. The same reasoning could well give rise to other implied
freedoms. For example, in Australian Capital Television Ltd v. Commonwealth Gaudron J,
for example, said that ‘[t]he notion of a free society governed in accordance with the
principles of representative parliamentary democracy may entail freedom of movement,
freedom of association and, perhaps, freedom of speech generaly'.> Similarly, McHugh J
commented that the principle of ‘representative government' implied certain constitutional
rights including ‘freedom of participation, association and communication' at least in
relation to federal elections.® And in Lange the Court seemed to endorse a statement that
'representative government' implied not only a requirement for free elections but 'al that
thisimpliesin the way of freedom of speech and political organization'.>

Ultimately, the existence of the freedom of political association, and its scope beyond the
context of federal elections, are questions that have not been fully resolved. Moreover, it is
necessary in every case to ask whether measures which appear to infringe this implied
freedom are neverthel ess 'reasonably appropriate and adapted to serve alegitimate end'.

The Communist Party Case ...

There are more than a few parallels between the present circumstances and those which
gave rise to the Communist Party Dissolution Act 1950. So, constitutional and political
issues are likely to be discussed similar to those in the Communist Party Case of 1951.

At the same time, developments in constitutional and administrative law will mean that
other issues are also likely to be discussed. The development of a greater 'rights
consciousness' in the courts over the last decade points to new and powerful reasons why
legislation similar to the Communist Party Dissolution Act 1950 could suffer the same
constitutional fate it did 50 years ago. On the other hand, the development of a stronger
and more wide reaching body of administrative law over the last three decades suggests
that courts may feel less compelled to take the al or nothing approach to constitutional
validity that was taken in response to that Act in the Communist Party Case.

The Communist Party Case provides a number of lessonsin relation to the present Bill:

» the Judiciary will be inclined to intervene where the Parliament or Executive seeks to
unilaterally trespass upon civil liberties in the name of war or national security;

» Parliament may not use the defence power to justify encroachments on civil liberties
except where there is areal external threat and where the laws are 'reasonably capable
of being regarded as being appropriate and adapted' to deal with that threat;

» the Judiciary will assess the existence of constitutional facts, or facts which determine
the limits of legislative and executive power, not the Parliament or Executive
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Constitutional Facts

In the Communist Party Case the High Court was called upon to consider the validity of a
statute which sought to unilaterally proscribe the Communist Party of Australia. The
Communist Party Dissolution Act 1950, cited as its constitutional foundation the defence
power on the basis that the Communist Party posed a threat to national security. The Court
held that it is for the Judiciary and not the Parliament to determine issues such as the nexus
between a set of facts and the national security aspect of the defence power:

[T]he validity of alaw ... cannot be made to depend on the opinion of the law-maker
or the person who is to do the act that the law ... is within the constitutional power
upon which the law in question itself depends for its validity.>

Thisis not to say that the Judiciary will determine as a matter of objective fact whether an
organisation poses a threat to national security. But it will determine whether proscription
can be 'reasonably capable of being considered appropriate and adapted' to defence:

[T]the Court will not substitute an opinion of its own for an opinion of [the Executive
or Parliament] but it will form an opinion as to whether the reasons for the [action] can
reasonably be regarded as connected with defence preparations.®

The key issue here is not that there is an opinion involved, but that the Judiciary will
reserve the right to intervene in respect of opinions of the Parliament or Executive to the
extent that they bear on the constitutional validity of a legislative or administrative act.
Where opinions relate to constitutional issues, such as the purpose of proscription, or
congtitutional facts, such as the existence of alighthouse, the importation of a good, or the
presence of an industrial dispute, the Judiciary can trump the Parliament or Executive.

However, circumstances may point to a large degree of judicial deference. So, in relation
to defence, once the Judiciary is prepared to acknowledge the existence of a war or
national emergency it will give the Parliament or Executive considerable leeway to
determine whether particular measures are necessary. In these circumstances, it is said,
judicia deference becomes almost absolute: rights and liabilities may be made 'to depend
on any event or matter the Parliament may choose including administrative opinion'.>® Of
course, this depends on the nature or depth of the emergency which prompts the measures.

Overal, the impact of the 'stream and source' doctrine or the extent of deference may be
affected by the extent to which judicial review remedies provide an aternative safety net.
In broad terms, the 'stream and source' doctrine can be characterised as a judicial remedy
to uphold the Constitution. This "judicial remedy' is a brutal one in the sense that a law
may hang or fal on afairly delicate issue of whether a Parliament or decision maker has
been empowered to determine a fact which goes to constitutional validity of the law.

To alarge extent a similar function may be served by other judicial review remedies. The
development of administrative law, under the common law and statute, since the 1970s has
enhanced the ability of courts to scrutinise particular exercises of a coercive power
authorised by statute. Courts today may fedl less compelled to take the all or nothing
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approach to constitutional validity which the High Court majority did in the Communist
Party Case, confident that excesses of power will be picked up in individual cases.

Jurisdictional Facts

In Liversidge v. Anderson the House of Lords was called upon to consider the limits of a
power which permitted the detention of persons during wartime.>” The relevant regulations
permitted the Executive to detain a person based on a 'reasonable cause to believe' that the
person was 'of hostile origin or associations'. In dissent, Lord Atkin argued that it was for
the Judiciary and not the Executive to determine issues such as the limits of the discretion,
or decision making jurisdiction, suggested by ‘reasonable cause to believe'

the plain and natural meaning of the words 'having reasonable cause' imports the
existence of afact or state of facts, and not the mere belief by the person challenged
that the fact or state of fact exists ... 'reasonable cause' for a belief, when the subject of
legal dispute, has always been treated as an objective fact, to be proved by one or other
party and to be determined by the appropriate tribunal .

The dissenting judgment was subsequently endorsed as a correct statement of law.>® In

Australiathe jurisdiction issue has been expressed, perhaps conservatively, in this way:

[T] he opinion of the authority that a particular exercise of its powers is within the law
cannot be decisive of the question of the validity of a provision enacted by the
authority, unless, indeed, the power was conferred by the law creating the power ... in
terms which provided that the opinion of the authority should be decisive.

However, as with the congtitutional situation, this is not necessarily to say that the
Judiciary will always exercise its own discretion in relation to jurisdictional matters. But it
will determine whether a decision in relation to any discretion was ‘formed by a

reasonable man who correctly understands the meaning of the law under which he acts:*

It should be emphasised that the application of the principle now under discussion does
not mean that the court substitutes its opinion for the opinion of the person or authority
in question. What the court does do is to enquire whether the opinion required by the
relevant |legislative provision has really been formed [under law].®?

The key issue here is not that there is an opinion involved, but that the Judiciary will
reserve the right to intervene in respect of opinions of the Executive to the extent that they
bear on the limits of a decision making power. This includes opinions that relate to
jurisdictional issues, such as the appropriate question to be asked or the meaning of a
statutory expression, or jurisdictional facts, such as the question of whether a person is an
Aboriginal for the purposes of a public inquiry,®® whether a road is a public road for the
purposes of aland rights claim,®* and whether a dismissal amounts to a punishment.®®

Arguably, there is a similarity here with the 'stream and source' doctrine discussed above.
One obvious difference is that the limiting power in the previous case is constitutional
whereas the power in the present case derives from statute. As a result, much will depend
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upon the language and the scope, purpose and object of the relevant legidation. This
explains the comment above that an opinion as to decision making jurisdiction is not
decisive 'unless, indeed, the power was conferred by the law creating the power ... in
terms which provided that the opinion of the authority should be decisive'.%®

Main Provisions

Treason
Precedent

The Crimes Act 1914 deals with a number of offences against the government including
treason, treachery, sabotage and sedition. These offences were largely codified from the
common law in a wholesale reform of the Crimes Act 1914 by the Crimes Act 1960. The
reform implicitly acknowledged the threat of 'non-conventional' or ‘asymmetric’ warfare
and the need to address external threats to the Constitution, government or defence of
Australia and internal threats to the government or defence of foreign countries. "Treason’
covers levying war against the Commonwealth, assisting an identified enemy at war with
the Commonwealth or instigating a foreigner to invade the Commonwealth. ‘Treachery'
includes any act done with the intent to overthrow the Constitution by revolution or
sabotage. It includes 'the overthrow by force or violence of the established government of
the Commonwealth, of a State or of a proclaimed country' and acts of treason committed
within the Commonwealth directed against a proclaimed country. These are similar acts to
those covered in 'politically motivated violence' and unlawful associations provisions.

Allied to treason is the offence of ‘foreign incursion’. Under the Crimes (Foreign
Incursions and Recruitment) Act 1978 it is an offence to recruit people, or to train and
organisein Australia, for armed incursions or operations on foreign soil. It is an offence to
‘engage in hostile activity in a foreign state' or to 'enter a foreign state with intent to [do
so]'. It is aso an offence to do preparatory things for the same purposes. And it is an
offence to 'give money or goods to, or perform services for, any other person or any body
or association of persons for the purpose of supporting or promoting [these activities]'.
'Hostile activities include any acts done for the purpose of overthrowing a government by
force or violence, engaging in armed hostilities in a foreign state, placing a foreign public
in fear and causing damage to foreign public property. They exclude activities undertaken
in the service of aforeign power's armed forces.®” These acts essentially correspond to acts
which constitute the offence of treason, but are instead committed against aforeign power.

The Bill

The Bill basically reproduces the existing offence of treason. However it extends its
operation to deal not only with 'levying war against the Commonwealth' but also with
other forms of ‘armed hostilities particularly those which amount to ‘asymmetric warfare'.
'‘Asymmetric warfare' refers to a military conflict in which one participant simply avoids
the conventional military strengths of the other and focuses on its civilian weaknesses.
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Under the Crimes Act 1914, it is an offence to intentionally engage in conduct which
‘assists by any means whatever ... a[proscribed] enemy at war with the Commonwealth'.
Under proposed section 80.1 it will also be an offence to intentionally engage in conduct
which 'assists by any means whatever ... another country or an organisation ... engaged
in armed hostilities with the Australian Defence Force' (proposed paragraph 80.1(1)(f)).

Thus, a person will be guilty of treason for an act that is somewhere between a ‘foreign
incursion’, in the sense that it may occur overseas but may also involve service in the
armed forces of aforeign power, and a traditional act of 'treason’, in the sense that it will
involve hostilities but it may be directed at the Australian Defence Force rather than the
Commonwealth and may involve an organisation rather than another country. Good faith
exceptions will continue to apply (proposed subsection 80.1(6)).

The new treason provisions aso differ from the old provisions in some other respects. For
example, under the Crimes Act 1914, it is an offence to knowingly assist another person
who is guilty of treason to escape punishment. Under proposed section 80.1(2) it will be
an offence to assist a person escape punishment or apprehension. In addition, proceedings
may not commence unless the Attorney-General has given his or her consent. Pending this
consent, a person may lawfully be arrested, charged or remanded in custody or on bail
(proposed subsections 80.2(3) or (4)). It is also worth noting that the provisions attract
the widest extraterritorial jurisdiction available and apply irrespective of nationality.

The Definition of Terrorism

What is Terrorism?

The word 'terrorism’ is said to derive ‘from the era of the French Revolution' describing
'state-directed policy of inflicting terror ... to obtain political and socia control'. Its more
modern usage is amost the reverse describing offences by individuals or individual
organisations against statesin order to obtain discrete political objectives.®®

Overseas

In the United Kingdom 'terrorism' was once defined as ‘the use of violence for political
ends, and includes any use of violence for the purpose of putting the public or any section
of the public in fear'®and as '[t]he use of serious violence against persons or property, or
threat to use such violence, to intimidate or coerce a government, the public or any section
of the public, in order to promote political, social or ideological objectives.™ It is now
defined in the Terrorism Act 2000 (UK) as 'the use or threat of [serious violence, property
damage, threats to life, risk to health or safety or disruption of electronic systems|' that is
'designed to influence the government or to intimidate the public or a section of the public'
and 'is made for the purpose of advancing a political, religious or ideological cause.” As
will be seen below, this definition has been largely reproduced in this Bill.
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In the United States, it is defined variously as 'the unlawful use of force or violence against
persons or property to intimidate or coerce a government, the civilian population, or any
segment thereof, in furtherance of political or social objectives (Federal Bureau of
Investigations), 'the calculated use of violence or the threat of violence to inculcate fear,
intended to coerce or intimidate governments or societies as to the pursuit of goals that are
generdly political, religious or ideological' (Department of Defence) and 'premeditated,
politically-motivated violence perpetrated against noncombatant targets by subnational or
clandestine agents, usually intended to influence an audience' (State Department).” In the
United Sates Code 'terrorism’ is defined as '[criminal] activities that involve violent acts
or acts dangerous to human life' that 'appear to be intended to intimidate or coerce a
civilian population, to influence the policy of a government by intimidation or coercion or
to affect the conduct of a government by mass destruction, assassination, or kidnapping'.”
There are also more specific definitions related to collective offences such as ‘federal
terrorism crimes' and 'acts of terrorism transcending national boundaries'.

In Canada, terrorism is defined in the Criminal Code to include an act or omission
endangering life or causing serious risk to public health or safety, etc. that is committed in
whole or on part 'for a political, religious or ideological purpose, objective or cause' and
with the intention of ‘intimidating the public ... with respect to its security ... or

compelling a person government or ... organisation to do or refrain from doing any act'.”*

Australia

The Australian Defence Force defines terrorism as '[t]he use or threatened use of violence
for political ends, or any use or threatened use of violence for the purpose of putting the
public or any section of the public in fear'. A 1979 protective security review defined it as
‘acts of small groups of persons who use criminal violence to obtain publicity for their
political views, or to achieve or to break down resistance to their political aims, by the
intimidation of governments or of people.” A 1993 counter-terrorist review defined it as
‘acts or threats of violence of national concern, calculated to evoke extreme fear for the

purpose of achieving a political objectivein Australiaor in aforeign country’.”

The only statutory definition of terrorism in any Australian jurisdiction is found in the
Northern Territory where it is defined as 'the use or threatened use of violence to procure
or attempt to procure the alteration, cessation or doing of any matter or thing established
by alaw of ... alegally constituted government or other political body'. It includes such
acts done 'for the purpose of putting the public or a section of the public in fear' or 'for the
purpose of preventing or dissuading the public or a section of the public from carrying out,
either generally or at a particular place, an activity it is entitled to carry out".””

Lack of Consensus

A large number of definitions have been proposed domestically and internationally to
describe terrorism but no comprehensive working definition has emerged. On the one
hand, they may reflect differences in precision, emphasis or perspective. On the other
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hand, they may reflect differences in the underlying phenomena. Across the various
definitions listed above, there appear to be four core elements. (a) acts or threats of
violence or criminality that are (b) significant in seriousness or magnitude which are ()
motivated by political, socia or ideological objectives and/or (d) intended to influence a
government or intimidate or coerce the public or a section of the public.

Theissue for present purposes is not that there is a degree of consensus on definitions. The
issue is that the consensusis event driven and that it waxes and wanes over time and place.
In redlity, 'terrorism' is multi-faceted. It is difficult to conceptualise or operationalise.
While the elements of criminality, seriousness, motivation and intention may be
identifiable, a terrorist act does not fall neatly into legislative categories because the
relevant laws do not al strictly correspond to ‘aterrorist act'.

Moreover, ‘terrorism’ is subjective. It is a label which is 'both political and perjorative'.
The classic statement is that ‘[w]hat might appear as an evil act of terrorism to peoplein an
affluent Western society may seem like a reasonable and legitimate political action to a
liberation or rebel movement operating in the poverty-stricken and desperate conditions in
the Third World'.” Having canvassed some of these issues, an official Australian report on
counter-terrorist capability noted in 1993 that: '[w]e suspect that the nature of terrorism
and its relationship to politicaly motivated violence probably means that no one
‘definition’ would be satisfactory, or widely accepted in the Australian community'.”® For
this reason, it is argued, 'defining the term itself creates more problems than it solves.®

Few Australians would dispute that hijacking commercia aircraft and flying them into a
city skyscraper, killing thousands of civilians, is an act of terrorism. But any national, let
alone international, consensus over what is or is not terrorism rapidly evaporates as one
moves away from the shocking immediacy of the events of 11 September 2001. Are
Chechens engaged in armed conflict with Russia 'terrorists? Is India engaged in a war on
terrorism’ in Kashmir? Did Australians who, before 1991, donated money to the African
National Congress (an organisation committed to the overthrow of the apartheid regimein
South Africa) help to finance a terrorist organisation? Most terrorism 'readers’ appeal or
refer to the adage that ‘one person's terrorist is another person's freedom fighter'.

The Bill

Proposed subsection 100.1(1) effectively defines ‘terrorism' as an act or threat that:

* involves serious harm to a person or serious damage to property; or

» endangers another'slife or creates a serious risk to public health or safety; or

» serioudly interferes with, disrupts or destroys an electronic system; and

is done or made ‘with the intention of advancing a political, religious or ideologica cause'.

This definition is virtually identical to the one used in the Terrorism Act 2000 (UK).
However, the latter definition requires that the 'use or threat of action' is 'made for the
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purpose of advancing a political, religious or ideological cause' and that it is ‘designed to

influence the government or to intimidate the public or a section of the public'.®*

The definition is also similar to the one in the Canadian Anti-Terrorism Act 2002 (CA).
However, the latter definition relates to conduct that ‘intentionally’ involves death or
serious harm. The latter also relates to conduct that ‘causes serious interferences with or

serious disruption of an essential service, facility or system, whether public or private'.2?

Some disparities are worth noting:

* whereas the Canadian definition relates to acts or threats that 'intentionally’ cause death
or serious harm, the Australian definition relates to acts or threats that simply ‘involve
serious harm. Thisis not to say that strict liability attaches to the offence (recklessness
isimplied by default in the Criminal Code)®® but the disparity does reflect that a lower
standard is required in relation to the fault element or test of culpability in Austraia.
The same disparities exist in relation to the other limbs of the terrorist offences.

» whereas the Canadian definition relates to acts or threats that seriously interfere with
essential services whether public or private, the Australian definition, although it
extends to essential services, is limited to interference with the electronic systems of
those services and is limited in its application to 'public’ as opposed to private utilities.
Conversdly, the Australian definition extends to essential and non-essential services.

* whereas the Canadian definition extends to property damage and interference with
essential services, it is limited, unlike the Australian definition, to property damage
that 'is likely to result' in serious harm, danger to life or risk to health and safety. In
this way the definition focuses attention on personal as opposed to property crimes.

» whereas the United Kingdom definition relates to acts or threats 'made for the purpose
of' advancing a cause, the Australian definition relates to acts or threats 'made with the
intention of' advancing a cause. Whether this disparity reflects a difference in operation
or a difference in drafting style is unclear. Arguably, both simply point to the
motivation behind the conduct. It is significant that the focus on motivation, in addition
to ordinary criminal intention, may cause problems in criminal trials (see below).

» whereas the United Kingdom definition extends to acts ‘designed to influence' a wider
audience, the Australian definition is unlimited in this respect. Thus, the Australian
definition lacks one of the apparent 'core elements’ of terrorism discussed above. As a
result, conduct may be deemed to be terrorism even though it is'private’ in nature.

This omission may be significant. A background brief on the Canadian Anti-Terrorism Act
by the Canadian Justice Department remarked about statutory definitions of 'terrorism’;>*

It is not enough for an act to be an expression of political, religious or ideological
belief. It must also be committed for a political, religious or ideological purpose, and it
must also intentionally cause death or seriousinjury, and it must also have the intent to
intimidate the public or compel a person, organization or government to do something.
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At stake in the debate over the Canadian legislation was concern that any reference to
‘political, religious or ideological cause’ would inadvertently target the expression of
political, religious or ideological beliefs or unlawful protest activity. In defence the Justice
Department argued that removing this reference ‘would transform the definition from one
that is designed to recognize and deal strongly with terrorism to one that is not
distinguishable from a general law enforcement provision in the Criminal Code'.®® The
same argument might apply to references to 'intent to intimidate' or 'designed to influence'.

The Bill excludes 'lawful advocacy, protest or dissent' or ‘industrial action' from the
definition of a'terrorist act'. Significantly, 'lawfulness' is not defined. On its face it would
seem to be redundant. Any advocacy, protest or dissent that involves 'serious harn,
'serious property damage', 'endangers a person's life' or 'creates a serious risk' to public
health or safety might rarely be considered lawful in civil or crimina terms. As noted
below, most, if not all, terrorist acts are crimina acts and few anti-terrorist offences
actually criminalise conduct that would otherwise be lawful in the ordinary circumstances.

It is worth noting that 'protest, dissent, ... or industrial action' are limits on the use of
powers by defence forces when ‘called out' in respect of aid to the civil power.*

It is also worth noting that there is no such exception in the Terrorism Act 2000 (UK).
Moreover, a similar exception was removed from the Anti-Terrorism Act (CA). The
lawful advocacy, protest or dissent' exception originaly applied (only) to acts or
omissions that caused a serious interference with an essentia service, facility or system.
The reference to ‘lawful’ was removed to avoid uncertainty. In this way 'advocacy, protest
or dissent’ would need to meet the criteria for the other offencesin order to be targeted:

This would ensure that protest activity, whether lawful or unlawful, would not be
considered a terrorigt activity unless it was intended to cause death, serious bodily
harm, endangerment of life, or seriousrisk to the health or safety of the public.”’

Arguably the Canadian model is preferable. By focusing on persona as opposed to
property crime, requiring intention as opposed to recklessness, and focusing on essential
services the moddl is able to deal with finer shades of culpability and focus on conduct
which is designed to intimidate the public. Moreover, by expanding the 'advocacy, protest
or dissent' exception, limiting it to interference with essential services and tying cul pability
ultimately to personal offences, the model is able to accommodate a wider range of actions
that might otherwise be supported, accepted or tolerated by the Australian community.

Terrorism Offences

Overseas Precedents

In the United Kingdom most of the specific terrorism offences are related to proscription.
However, the Terrorism Act 2000 deals expressly with offences related to the provision of
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certain weapons training,?® directing terrorist organisations,®® possession of things for
terrorist purposes, and the collection or recording of information for terrorist purposes.”

In the United States a wide range of acts are deemed to be terrorism offences. These
include killing, kidnapping, maiming, assault with a dangerous weapon, attack on
property, or attack against government employees.”” They also include acts that create ‘a
substantial risk of serious bodily injury to any other person' through damage to property.*

The Bill

The Bill creates a number of direct and indirect terrorist offences. It is an offence to:

* engagein a'terrorist act' (see definition of ‘terrorism' above) (proposed section 101.1).
» perform any act in preparation or planning for aterrorist act (proposed section 101.6)

* provide or receive certain weapons training that is ‘connected with' preparations for a
terrorist act or the engagement or assistance in aterrorist act (proposed section 101.2)

» direct the activities of an organisation that is directly or indirectly ‘concerned with'
‘fostering' such matters (proposed section 101.3)

» possess athing 'connected with' such matters (proposed section 101.4); and
* make or collect adocument ‘connected with' such matters (proposed section 101.5)
Some general comments can be made:

» most offences apply absolute liability to the issue of whether the acts, such as training,
are connected with terrorism, with a defence based on recklessness (see below);

» al offences attract a maximum penalty of life imprisonment; and
» al offences attract the widest extraterritorial jurisdiction available (see below).

It is worth noting the scope of proposed sections 101.4 and 101.5. They could criminalise
conduct which is only remotely connected with terrorism, such as retention by a public
organisation of documents or evidence relating to debate over terrorist acts. Clearly, much
will depend upon the nature of the connection implied by these provisions.

A Specific Terrorist Offence?

No Panacea against Terrorism

In the report, Inquiry into Legislation Against Terrorism, Lord Lloyd of Berwick observed
that [i]t is an illusion to believe that the fanaticism and determination of well established
terrorist organizations can be defeated by laws aone, even of the most severe and punitive
kind'.** He concluded that 'there is no legislative "fix" or panacea against terrorism'.
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In the Protective Security Review, Justice Hope acknowledged bluntly that [v]irtually all
terrorist acts involve what might be called ordinary crimes — murder, kidnapping, assault,
malicious damage, and so on — abeit for political motives. On this basis there was little
apparent need to enact specific offences to target terrorists and their associates. The
appropriate objective for a government,’ he commented, ‘is to bring them to justice’.*

Clearly, most, if not all, definitions recognise that terrorist acts are criminal acts. However,
as one commentator has suggested, 'if ... an act of terrorism is simply "a heinous crime”,
much of the modern rhetoric surrounding efforts to define terrorism as a separable
phenomenon appears insignificant’. Moreover, 'if the inherent political nature of terrorism
is ignored, terrorist acts can be identified more easily for the purposes of prosecution’.*
Labelling an act as 'terrorism’' may not assist investigation or prosecution and may in fact
harm these processes, especially in the context of exercising extraterritorial jurisdiction, or

negotiating extradition arrangements and mutual assistance.

Similarly, other ‘core elements’ such as seriousness or motivation do not necessarily assist.
A single incident involving multiple deaths may cause alarm because it is indiscriminate
or newsworthy but these factors exist in other well established offences. Moreover, as one
Australian commentator noted, [tlhe circumstances that the crimina activities of a
terrorist group are designed to achieve', namely some political or ideological ends rather
than some individual or collective financial benefit, 'does not seem ... to make the
existence or the operations of the group less pernicious, nor to create any less difficulty for
law enforcement agencies in the discharge of their duties.”” On the other hand, as Lord
Lloyd of Berwick commented, '[t]he reason for making explicit the terrorist element where
it existsis, quite ssimply, that thisis how it is seen by the public. Murder in the course of a
terrorist activity is thought of as a more serious offence than ‘ordinary’ murder'.* To the
government and the wider community it would seem ‘terrorist crime is seen as an attack on
society as awhole, and our democratic institutions. It is akin to an act of war'.*

Pressure from Various Sources

Arguably, much of the pressure for creating a specific or separate terrorist offence is the
need to acknowledge a community affront at a perceived attack on society. Nowhere has
this been more evident than in the United Kingdom which has the oldest specific anti-
terrorist statute. As one commentator has put it, passage of the Prevention of Terrorism
(Temporary Provisions) Act 1974 (UK), which followed a series of bombings by the Irish
Republican Army in mainland Britain, was 'influenced by two conflicting considerations’

On the one hand, there was the unavoidable truth that terrorism could not be abolished
by legislative fiat and that much could aready be achieved by the fullest application of
the regular criminal law. On the other hand, there was a strong desire to respond to
what was perceived as 'the greatest threat since the end of the Second World War'. In
short, as one Member observed ‘The House wants blood'.1®

Lord Lloyd of Berwick canvassed the issue of a specific terrorist offence in his 1996
report. He offered two arguments in favour of a specific offence: 'that terrorism presents
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an exceptionally serious threat to society' and ‘that terrorists have proved particularly
difficult to catch and convict without special offences and additional police powers. He
also noted five characteristics which distinguished terrorism from ordinary crime: it is
directed at the public, it frequently involves lethal force, it creates fear, it has a political or
ideological purpose and it is frequently perpetrated by overseas professionals.*™

The pressure for creating specific offences may also come from a derivative source. In
addition to the arguments relating to community perceptions and the ‘unique’ nature of
terrorism, it may be argued that a specific terrorist offence provides an anchor for arguably
more important issues such as preventative or investigatory powers. For example, these
powers might relate to intelligence gathering, surveillance, proscription and deportation.
Overseas experience demonstrates that anti-terrorist measures should rely on the existence
of specific terrorist offences with clear and workable physical and mental elements.
Australian experience demonstrates a similar, albeit more limited, trend. For example, the
existing proscription power in the Crimes Act 1914 is dependent on a threat of a
treasonable or seditious offence and AFP powers in relation to controlled operations are
conditioned on the threat of serious offences involving potential imprisonment for 3 years.

Pressure from the United Nations
In addition to these issues, there is a concrete source of pressure from the United Nations.

As we have seen, Resolution 1373 decided that Australia should ensure that ‘terrorist acts
are established as serious criminal offences in domestic laws ... and that the punishment
duly reflects the seriousness of such terrorist acts.’% This decision is formally binding on
Australia under Chapter VII of the Charter of the United Nations. However, it is unclear
whether this trandates as a requirement to create separate terrorist offences, or a
requirement to provide statutory guidance in relation to sentencing and, thus, punishment.

Assuming that it is not possible or practicable to establish a complete set of terrorist
offences, it may be possible to develop sentencing guidelines which focus attention on
factors such as politica motivation or intention to influence government or coerce the
public. At the same time, it may be necessary to consider whether this would unduly
interfere with judicia discretion and with the domestic and international jurisprudence on
sentencing theory. It may also need to consider whether sentencing guidelines interfere
with the requirement for separation of powers between the Judiciary and Parliament.

Absolute Liability

As noted above, the Scrutiny of Bills Committee criticised various aspects of this Bill.
One area of concern was the fact that elements of the terrorist offences attracted absolute
liability. Both the Explanatory Memorandum and the Scrutiny of Bills Committee Alert
Digest suggest that most of the offences contain elements which attract absolute liability.
As the Explanatory Memorandum notes, this ordinarily means that 'as long as the person's
provision or receipt of ... training [for example] was voluntary, the person's mental stateis
not relevant'.'® It also means that no defence exists based on reasonable mistake of fact.!**
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The Explanatory Memorandum justifies this approach on the basis that absolute liability is
‘appropriate’ where 'there is no legitimate ground for the person to alow a situation to
occur where the absolute liability element occurs. That is, it is appropriate where 'there is
no legitimate ground for the person to allow a situation to occur’ where the training that he
or she provides or receives ends up being connected with preparations for a terrorist act.
Thus, a person who provides or receives training 'should be on notice that this should not
be done if there is any possibility of this being connected to a terrorist act’. Ultimately, he
or she 'must avoid this possibility arising' or otherwise 'not provide or receive the training'.

The Alert Digest criticised this on the basis that it is a 'very considerable departure from
the general principle that criminal liability should depend on the accused having acted
intentionally or recklessly'. It suggested that ‘criminal liability is being imposed here on
the basis of 'possible connections: 'if the provision of training is possibly connected to a
terrorist act then a person commits an offence [if that possibility is later realised]'. In its

view the provisions 'would seem to widen the scope for criminal liability alarmingly’.*®®

In fact, the argument over absolute liability may be misleading. In the relevant provisions
(proposed sections 101.2, 101.4 and 101.5) it is linked to a statutory defence based on
recklessness (proposed subsections 101.2(4), 101.4(4) and 101.5(4)). So, for example, a
person will not be guilty if he or she did not know that the training he or she provided was
connected with preparations for a terrorist act or he or she was either unaware that there
was a substantial risk that this was the case or, having regard to the circumstances known
to him or her, it was, objectively speaking, justifiable for him or her to take that risk.*®

The connection between absolute liability and the recklessness defence does two things.
Firgt, it deals with the 'possible connections' problem raised in the Alert Digest. A person
will not be guilty if the 'possible connections' between the training and the act of terrorism
are so remote as to justify the person taking the risk and providing the training. Second, it
shifts the legal burden to the accused. If recklessness was an element of the offence, the
prosecution would have to prove that the person was aware of the ‘possible connections
and was not justified in taking the risk. Because it is a defence, the accused must prove
that he or she was either unaware of the 'possible connections' or was otherwise justified.

Extraterritoriality

The definition and offence provisions are drafted so as to operate extraterritorially. Thus,
references to persons, property, incorporated and unincorporated bodies and ‘the public'
are not specific to Australia or Australians (proposed subsection 100.1(1) and 100.1(3))
and all of the offences attract 'extended geographical jurisdiction—category D' (proposed
subsections 101.1(2), 101.2(5), 101.3(3), 101.4(5), 101.5(5) and 101.6(3)).

General Principles

A number of issues arise regarding the enactment and enforcement of extraterritorial law.
Essentialy, Parliament may enact an extraterritorial crimina law wherever a valid basis
exists for enacting a domestic criminal law. But the Executive and the Judiciary may face
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obstacles in enforcing or adjudicating on such alaw particularly where an offence attracts
the jurisdiction of aforeign power and/or lacks areal and substantial link with Australia.

The standard practice seems to be that prosecutions do not commence without consultation
between the Commonwealth Attorney-General and his or her foreign counterpart.

Ultimately, courts may be called on to consider the relevance of ‘international comity' or to
develop principles which would govern international ‘conflicts of law' over these offences.

Prescriptive and Enforcement Powers

As a matter of constitutional law, the Commonwealth Parliament has a plenary power to
legislate extraterritorially that is not limited in respect of any nexus with the 'peace, order
and good government' of the Commonwealth.'’’ Indeed, it is said that extraterritorial
criminal laws are supportable whenever a valid basis exists for enacting a criminal law.'%®
The authority to legislate extraterritorialy can be derived from the external affairs power
because it relates to matters that are ‘physically externa' to Austraia'® But it may also be
derived from the other legidative powers of the Commonwedth either directly or
indirectly, using the incidental power in section 51(xxviii) of the Constitution.

International law recognises a jurisdiction where a valid nexus exists between the alleged
criminal conduct and the state. The nexus will exist where the offence occurs within the
territory or where the offender is present within the territory (‘territorial jurisdiction’) and
where the results of the conduct are felt within the territory (‘extra-territorial jurisdiction’).
It may also recognise a jurisdiction based on the offender's nationality (‘nationality
principle’), the victim's nationality (‘passive personality principle’) and the need to protect
the interests of the state (the 'protective principl€e’), but there is a degree of uncertainty.*°

These principles are generally recognised in domestic jurisprudence, within the limits
implied above. So, for example, the common law explicitly recognises the categories of
‘territorial jurisdiction™ and 'extra-territorial jurisdiction’.*** Except in relation to the
Commonwealth, it would not ordinarily recognise the ‘passive personality principle'.!*?
Neither would it ordinarily recognise the 'protective principl€e, athough there have been
cases in which, having recognised an extraterritorial jurisdiction over a principa offence,
it has recognised a jurisdiction over inchoate offences (such as attempt and conspiracy).
This has occurred on the basis that intended results or the intended victim were within the

territory and it was necessary to protect 'peace, order and good government'.***

Statutory Regime

The extraterritoriality provisions in this Bill draw on a regime in the Criminal Code that
was established by the Criminal Code Amendment (Theft, Fraud, Bribery and Related
Offences) Act 1999. The regime describes a 'standard geographical jurisdiction’, in which
the conduct or aresult of the conduct occurs or isintended to occur wholly or partly within
Australia. It also describes different categories of '‘extended geographical jurisdiction’ to
capture cases in which the conduct or aresult of the conduct occurs overseas, but:
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the person is an Australian citizen (‘category A");

the person is an Australian citizen and/or aresident of Australia (‘category B");

the jurisdiction is unrestricted, subject to a‘foreign law defence™ (‘category C'); or

the jurisdiction is unrestricted (‘category D).

The standard jurisdiction is intended to apply to all Commonwealth offences unless a
contrary intention appears. The extended categories will apply by specific reference.

By using this template, the regime covers all of the jurisdictional issues identified above.

Constitutional Bases

The Bill takes the unusual, but not extraordinary, approach of reciting, in a non exhaustive
fashion, the constitutional bases for the terrorist offences (proposed section 100.2).

It is unclear, however, what purpose the recitals are meant to serve. Arguably proposed
subsection 100.2(1) states the obvious. Ultimately, no law or offence will survive judicial
scrutiny unless it falls within legisative power. Moreover, as the Communist Party Case
shows, it is for the Judiciary to determine constitutionality not Parliament (see below). On
the other hand there may be (at least) two practical points for having the provisions. They
could operate as limits on power, assisting a court in reading down various provisions that
appear to be beyond power (although the listed grounds in proposed subsection 100.2(2)
are expressed so as not to limit the broad proposition in proposed subsection 100.2(1)).
They could also assist the prosecution in determining when to lay chargesin a given case.

Proscription

In 1996 Lord Lloyd of Berwick conducted a major British inquiry into anti-terrorist laws.
The Inquiry into Legislation Against Terrorism, argued that the 'terrorist organisation' is a
'key concept ... in terms of permanent counter terrorist legislation'. He suggested that
proscription has a twofold purpose. 'First it will furnish a conclusive presumption that an
organisation which is for the time being proscribed is a terrorist organisation. This will
facilitate the burden of proof in terrorist cases. Second, he argued, 'proscription will be the
starting point for the creation of a number of fundraising and other offences, especialy
fundraising for terrorism overseas. However, it was acknowledged that proscription could
make intelligence gathering and law enforcement tasks more difficult,"*® at least in part
because it tends to put distance between law enforcement agencies and informants.**’
Indeed, it was conceded that the primary purpose of proscription was 'to give legidative
expression to public revulsion and reassurance that severe measures were being taken'.*'?
Thus, proscription has been viewed as 'essentially a cosmetic part' of anti-terrorist laws.
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Precedents

Crimes Act 1914

Australia has had a long history of proscription, beginning in the context of World War |
and expanding significantly in the aftermath of the Russian Revolution of 1917. Under the
Unlawful Associations Act 1916 any organisation which 'by its constitution or propaganda,
advocates or encourages ... the taking or endangering of human life, or the destruction of
property’ was an unlawful association. The Unlawful Associations Act 1917 expanded
these measures by empowering the Governor-General to declare unlawful associations,
creating offences relating to membership and contributions and dealing with forfeiture.

The current unlawful associations provisions, which focus on revolutionary and seditious
conduct, were introduced primarily by the Crimes Act 1926. During the 1925 Generad
Election, the incumbent Bruce Government had asserted that ‘the paramount issue in this
campaign is the maintenance of law and order, and the supremacy of constitutional
government'.** The provisions, which were introduced alongside provisions dealing with
powers of arrest without warrant and offences related to serious industrial disputes, were
considered to reflect a 'clear and definite mandate™® to 'defeat the nefarious designs of the

extremists in our midst'.*** They were ‘aimed chiefly at the rising Communist Party'.*?

The Communist Party Dissolution Act 1950 sought to develop this tradition, but with a
specific focus on the Australian Communist Party. The Act attempted to dissolve this
organisation and provided means to declare related associations unlawful. As is discussed
below, the Act was held to be constitutionally invalid in the Communist Party Case.'®

Charter of the United Nations Act 1945

There is no Act expressly permitting asset-freezing or transaction-blocking in respect of
terrorism and terrorist activities. But the Commonwealth has been able to take measures to
implement various international resolutions. Under the Charter of the United Nations Act
1945 the Government has power to give domestic effect to resolutions of the United
Nations. The Governor-General may make regulations giving effect to binding decisions
that the Security Council has made under Chapter VI of the Charter of the United Nations
in so far asthey require Australiato apply measures not involving armed force. ™

Recently, the Governor-General has made regulations designed to implement aspects of
the United Nations Security Council Resolutions 1267 and 1373. The Government has
argued that they would 'prevent Australian[s] or people in Australia from dealing with the
financial and other assets of people or entities that engage in or support terrorism'.**® The
Charter of the United Nations (Anti-terrorism Measures) Regulations 2001 prevent
Australian citizens or persons in Australia from dealing with financial assets of persons or
entities that engage in or support terrorism, or are under the direct or indirect control of
such persons or entities. The Charter of the United Nations (Sanctions—Afghanistan)
Regulations 2001 prohibit a person in Australia or a citizen of Australia from doing

Warning:
This Digest was prepared for debate. It reflects the legidation as introduced and does not canvass subsequent amendments.

This Digest does not have any official legal status. Other sources should be consulted to determine the subsequent official status of the Bill.


http://www.un.org/Docs/scres/1999/99sc1267.htm
http://www.un.org/Docs/scres/2000/res1333e.pdf
http://www.un.org/Docs/scres/2001/res1373e.pdf

Security Legidation Amendment (Terrorism) Bill 2002 [No. 2] 31

anything that assists, or results in provision of military equipment or services or drug
related chemicals from being sold, supplied or transferred to a person in Taliban territory.

These regulations, along with the Banking (Foreign Exchange) Regulations, establish a de
facto proscription regime at least in relation to asset-freezing or transaction-blocking.
While they are considered in more detail in the Digest for the Terrorist Financing Bill, it is
worth noting that the de facto proscription regime is subject to limited control or scrutiny.
To some extent Parliament may exercise control by way of disallowing the regulations.
But the Judiciary would have little capacity to exercise control by way of judicia review.
Even if the regulations were reviewable, they were based on an externally developed list.
None of the evidential material or decision makers may be availablein Australia.

Parliamentary, Executive or Judicial Control

An obvious concern in the proscription debate is the process for proscribing organisations.
The general question relates to which arm of government controls proscription: the
Parliament, Executive or Judiciary. The specific issue is the extent of judicial scrutiny.

Australia

In Australia, proscription has traditionally been controlled by the Judiciary. The unlawful
association provisions introduced by the Crimes Act 1926 originally contained no process
for proscription. They did not mention any organisations but declared generally that any
bodies which advocated or encouraged treason or sedition were unlawful associations.'*
In this way, the provisions left the issue of whether a body was indeed a security threat to
be determined by the judiciary in the context of prosecutions for related offences.**’

The regime was amended by the Crimes Act 1932 to permit the High Court or a State
Supreme Court to make proscription declarations.*?® (This power was transferred to the
Federal Court by the Jurisdiction of Courts (Miscellaneous Amendments) Act 1979.'%)
The amendments aso gave the Commonwealth Attorney-General power to commence
'show cause' proceedings in respect of a declaration by the relevant court.** Thus, the
Attorney-General may apply to the Federal Court for an order calling upon a body to
'show cause’ as to why it should not be declared an unlawful association. An application is
made on the grounds that the body falls within the ambit of the blanket provisions above.
The Attorney-General must provide evidence which establishes a prima facie case and an
officer or member of the body has aright to appear and make submissions. Any interested
parties may appeal to the Federal Court and, presumably the High Court. Thus, while the
Executive has arolein proscription, it is ultimately controlled by the Judiciary.

Overseas

In the United Kingdom, United States and Canada, proscription is controlled by the
Parliament or Executive. Under the Prevention of Terrorism (Temporary Provisions) Act
1974 (UK) an organisation could be proscribed either by legislative amendment or by
legidative instrument. The Secretary of State was empowered to add any organisation 'that
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appears to him to be concerned in terrorism ... or in promoting or encouraging it'.*** This
approach is largely adopted in the current provisions. Under the Terrorism Act 2000 (UK)
the Secretary of State is empowered to add any organisation 'if he believes that it is
concerned in terrorism’,*? subject to an application-based power to revoke™® and a right
of appeal to ajudicial review-based appeal body,*** and, by leave, to a superior court.*®
Under the Anti-terrorism and Effective Death Penalty Act of 1996 (US) the Secretary of
State was empowered to designate any foreign organisation 'if he finds that' it is engaged
in terrorist activity,*® subject to a power to revoke,**’ a codified judicial review process'*®
and disallowance by an Act of Congress.**® Under the Anti-Terrorism Act 2002 (CA) the
Governor-in-Council may proscribe an organisation if satisfied that there are 'reasonable
grounds to believe' that it is knowingly involved in terrorism or is knowingly acting on
behalf of or at the direction of or in association with such an entity.'* This is subject to an
application based power to revoke and a partialy codified judicial review process'*
Thus, in the United Kingdom, United States and Canada, while the Executive has a
primary role, supervisory control is vested in the Judiciary (to varying degrees).

Clearly, attempts to establish effective proscription processes have had to grapple with the
need to balance the roles of the Parliament, Executive and Judiciary. In passing it is worth
noting the struggle played out in the Northern Territory in respect of the anti-terrorism
provisions in the Criminal Code (NT). Originaly, these provisions applied to 'proscribed
organisations. These were identified by the Administrator, acting on the advice of the
Executive Council, with a simple parliamentary tabling requirement.'*? Early drafts of
these provisions ‘contained no criteria or procedures relating to such proscription’.*** As
enacted, they simply required, in the opinion of the Administrator, the organisation 'has as
its object or one of its objects the use of violence to achieve its end' or that the members
have 'demonstrated a propensity to use violence to achieve the organisation's ends. The
power to ‘proscribe organisations was strongly criticised on the basis that it had 'potential
implications for interference with a number of civil rights** and, on that basis, should be
'the subject of impartial judicial consideration’.** The response at the time was that an
appeal to the courts would take a sensitive issue out of the Parliament. It would be 'an
extraordinary, novel and dangerous precedent**® and would 'politicise the judiciary".**’
But, within a year the issue was reviewed and, pursuant to an agreement between the
Commonwealth and the Northern Territory,'* control was surrendered to the courts.**

Consequences of Proscription

Under the Crimes Act 1914 it is an offence to be a member of or to represent an unlawful
association.™ Similarly, it is an offence to publish, sell or distribute material produced by
an unlawful association,™* or to let premises to such an association.*

Broader offence provisons have been enacted in the United Kingdom. Under the
Prevention of Terrorism (Temporary Provisions) Act 1974 (UK) it was an offence to
'belong or profess to belong to a proscribed organisation’,™? to 'solicit or invite financial or
other support for a proscribed organisation or knowingly make or receive any contribution
in money or otherwise to the resources of a proscribed organisation’,*>* or to ‘arrange or
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assistin ... or address, a meeting' in support or furtherance of a proscribed organisation.'*
It was even an offence to 'wear an item of dressor ... carry ... any article' so as to 'arouse
reasonabl e apprehension that [the person] is a member or supporter' of an organisation.'*®
The Prevention of Terrorism (Temporary Provisions) Act 1989 extended these provisions
to encompass solicitations for proscribed organisations,™’ and the provision of assistance
in the management of funds of proscribed organisations. These provisions are effectively
reproduced in the existing legidlation, the Terrorism Act 2000 (UK).

Under the Anti-terrorism and Effective Death Penalty Act of 1996 (US) it was an offence
to provide 'material support or resources to ‘foreign terrorist organisations™ and it made
it an offence for a financial institution not to report the existence of any funds held for the
benefit of such organisations.™ It also made it an offence to engage in financial
transactions with governments of countries designated as countries that support
terrorism.*® And it applied money-laundering provisions, which among other things
prohibit assistance in the management of terrorist funds, to proceeds of terrorist crime.*®*

The Bill

The Bill empowers the Attorney-General to declare in writing that an organisation is a
proscribed organisation if he or sheis 'satisfied on reasonable grounds' that:

» theorganisation or one of its members on its behalf 'has committed, or is committing, a
[terrorist] offence’ irrespective of whether there has been a charge or conviction; or

» the declaration is 'reasonably appropriate to give effect to' a United Nations Security
Council decision that the organisation is an 'international terrorist organisation’; or

» the organisation poses a danger to the 'security’ or ‘integrity’ of the Commonwealth or
another country (proposed section 102.2).

Declarations must be published in the Gazette and in a newspaper circulating in each State
and Territory (proposed subsection 102.2(2)). The power to issue declarations may be
delegated to another Minister (proposed subsection 102.2(4)). The power to issue
declarations comes with an obligation to revoke where the Attorney-General is 'satisfied
on reasonable grounds' that none of the above grounds apply (proposed section 102.3).

It isan offence in relation to a proscribed organisation to:

* beamember,

direct activities,

provide or receive training,

receive funds or make funds available, or

otherwise provide assistance (proposed subsection 102.4(1)).

Warning:
This Digest was prepared for debate. It reflects the legidation as introduced and does not canvass subsequent amendments.

This Digest does not have any official legal status. Other sources should be consulted to determine the subsequent official status of the Bill.



34 Security Legislation Amendment ((Terrorism) Bill 2002 [No. 2]

The offence is subject to a maximum 25 years' imprisonment.

Strict liability applies to the issue of whether a declaration has been made (proposed
subsection 102.4(2)). However, defences are available where the defendant can show that
he or she made an honest and reasonable mistake as to the declaration'®® or that he or she
neither knew nor was reckless as to the matters forming the basis of the declaration
(proposed subsection 102.4(3)). In relation to membership, there is a defence where the
defendant can show that 'as soon as practicable' after the organisation was proscribed, they
'took all reasonable steps' to cease being a member (proposed subsection 102.4(4)).

The operation of the defence in proposed subsection 102.4(3) is somewhat complicated.
The strict liability provision does not require intention, knowledge or recklessness. So, the
prosecution does not need to show that a defendant knew or ought to have known that the
organisation was a proscribed organisation. As indicated, this would admit a defence
based on an honest and reasonable mistake regarding the fact of proscription. So, a person
will not be criminally responsible if he or she 'considered whether or not [the organisation
had been proscribed] and is under a mistaken but reasonable belief about [that fact]'.*®®

But the additional defence in proposed subsection 102.4(3) imports recklessness. A
person will not be criminally responsible if he or she was not reckless as to the matters
forming the basis of the declaration. That is, a person will not be criminally responsibleif:

* he or she does not know that the organisation or one of its members 'had committed or
was committing' aterrorist offence; and

* he or she was either unaware that there was a substantial risk that this was the case or,
having regard to the circumstances known to him or her it was, objectively speaking,
justifiable for him or her to take that risk.'®*

This is not to say that recklessness becomes an element of the offence. That would be
contrary to proposed subsection 102.4(2). What it does say is that a defendant may, in a
defence against prosecution, show that he or she was unaware of, or was justified in
ignoring, the circumstances that gave rise to the proscription declaration. Arguably, the
intention may be to cover the situation where a defendant has considered whether or not
the organisation has been proscribed but is under a mistaken but unreasonable belief about
that fact. They would be relieved of guilt if they could show that they were not reckless as
to the bases that gave rise to the declaration. However, the effect may be to cover a
situation where a defendant knows that an organisation has been proscribed but believes
that the declaration is unfounded on the basis that, from the information known to him or
her, thereisonly adlight risk that aterrorist offence will be in fact be made out.
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Threshold Questions

Purpose

As noted above, Lord Lloyd of Berwick suggested that one purpose of proscription was to
establish a presumption and a starting point for derivative offences. Another purpose was
to reassure the public that measures were being taken to disrupt the terrorist machine. But,
as we have seen, it may be less effective in strengthening counter-terrorism capabilities
than other mechanisms and it may ultimately be a ‘cosmetic part' of anti-terrorism laws.

Before considering any other issues, it is worth asking what is the purpose of proscription?
Isit to deal with emergency situations that could not be dealt with under the criminal law?
Is it a preventative technique, designed to capture those who would ultimately fall within
the specific terrorist offence provisions? Is it an extension technique, designed to capture
other third parties who could not be convicted of an offence but have guilt by association?

Grounds

As we have seen, an organisation may be proscribed on various grounds. Primarily, the
focus is on terrorism or the extent to which organisations or members are involved in the
commission of terrorist offences. This seems to fit the tenor of the legisative package. The
focus also covers organisations that are listed by the United Nations Security Council.
This aso seems to fit the legislative package but it does carry significant dangers in terms
of procedural fairness and domestic avenues to challenge an international proscription.

Aside from these matters, proscription also focuses on the 'security and integrity of the
Commonwealth or another country'. This ground, which seems to focus on matters other
than terrorism offences, does not seem to fit with the legisative package. The expression
'security and integrity' is nowhere defined and, while 'security’ may be easy to construe in
the context of terrorism and in light of the relevant heads of legidlative power, it is difficult
to see what is meant by 'integrity'. While headings are not conclusive, the intention may be
that its meaning is informed by the other matters that fall within that part of the Criminal
Code. One relevant part is 'Chapter 5—The integrity and security of the
Commonwealth' which deals with treason, espionage, unlawful soundings, terrorism, etc.
Moreover, as the declaration is focused on 'the Commonwealth or another country' the
phrase may extend to matters related to the security and integrity of foreign countries.
Thus, another relevant part is Chapter 4—The integrity and security of the
international community and foreign gover nments which deals with bribery of foreign
public officials or international terrorist activities using explosive or lethal devices.

Whither Judicial Control?

Proscription has been extant in Australia for some time but it has been largely unused.
Moreover, proscription, in a form controlled by the Parliament, as with the Communist
Party Dissolution Act 1950, or the Executive, as with this Bill, has proven controversial.
History, recent and past, suggests that the proscription provisions in this Bill, if enacted

Warning:
This Digest was prepared for debate. It reflects the legidation as introduced and does not canvass subsequent amendments.

This Digest does not have any official legal status. Other sources should be consulted to determine the subsequent official status of the Bill.



36 Security Legislation Amendment ((Terrorism) Bill 2002 [No. 2]

and, indeed, if activated publicly in anticipation of a real threat, will be challenged.
Assuming that an organisation is proscribed and that a person is charged with a related
offence, the courts may be called upon to examine the constitutionality of the proscription
provisions, including the scope of |legislative powers and effect of any implied freedoms or
limitations, and/or the legality, and perhaps even merits, of the proscription declaration.

As the Explanatory Memorandum states [tlhe lawfulness of the Attorney-General's
decision making process and reasoning is subject to review under the Administrative
Decisions (Judicial Review) Act 1977'.*% Issues of process and reasoning are also subject
to common law judicia review under section 39B of the Judiciary Act 1903 and section
75(v) of the Congtitution. In addition, in a trial for a proscription related offence, a court
may be asked to review the bases of the proscription declaration in order to determine
whether the defendant was reckless in relation to the matters on which it was based.

Constitutional Grounds

The discussion above, and the overview of constitutional issues in the background section,
imply that a constitutional challenge may focus on the defence or externa affairs powers.
In blunt terms, the argument would be that the proscription process is not reasonably
appropriate and adapted to implementing an international obligation or to ensuring the
defence of the Commonwealth and the States and Territories against an external threat.

At the same time, a range of powers may come into play depending on the circumstances
as illustrated by the list of constitutional bases contained in proposed section 100.2. In
basic terms, the argument would be that proscription is not reasonably necessary to ensure
the effective regulation of the various topics canvassed in proposed section 100.2.

In relation to the various proscription grounds, the following questions may be relevant:

» proposed paragraphs 102.2(1)(a)—(b): As noted above the offences may or may not
fall within legislative power, depending on the scope of the particular head of power
and the extent to which the offences are reasonably necessary to regulate the relevant
subject matter. The argument as to the validity of the proscription provisionsis similar
to, albeit one step removed from, the argument as to the validity of the offences.
Assuming that the offences are within power, proscription may also be within power.

However, while it may be easy to show that the offences are reasonably appropriate
and adapted to give effect to an international obligation or to ensure defence and
security or that they are reasonably necessary to provide for the effective regulation of
other subjects covered by proposed section 100.2, such as postal and telegraph
services, trade and commerce or banking and insurance, it may be very hard to show
that proscription satisfies these tests, especialy when it relies on an opinion of the
Executive as to the commission of the offences dealt with in proposed division 101.

» proposed paragraph 102.2(1)(c): The Attorney-Genera is 'satisfied on reasonable
grounds' that a declaration is 'reasonably appropriate to give effect to a decision of the
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Security Council'. Is the conferral of an administrative discretion to proscribe
'reasonably capable of being considered appropriate and adapted' to give effect to a
United Nations Security Council decision that the particular organisation is an
'international terrorist organisation’ [external affairs power]?

* proposed paragraph 102.2(1)(d): He or she is 'satisfied on reasonable grounds' that
an organisation poses a danger to the 'security or integrity of the Commonwealth'. Is
the conferral of such a discretion ‘reasonably capable of being regarded as being
appropriate and adapted' to the protection of the Commonwealth [defence power]? Is
the conferral of this discretion necessary to preserve its existence [ nationhood power]?

* proposed paragraph 102.2(1)(d): He or she is 'satisfied on reasonable grounds' that
an organisation poses a danger to the 'security or integrity of ... another country'. Is
the conferral of such a discretion ‘reasonably capable of being considered appropriate
and adapted’ to give effect to our international obligations [external affairs power]? Is
it within power because it relates to a matter which is physicaly external to Australia?

In addition to questions regarding constitutional powers there may be questions regarding
express and implied limitations. For example, many Australians have donated money to
organisations dedicated to the overthrow of regimes that were perceived to be oppressive.
Proscription, aong with the offence in proposed paragraph 102.4(1)(b), might raise
interesting constitutional questions regarding freedom of politica communication.
Similarly, it is not inconceivable that a political party may have some relevant connections
with an organisation that is listed by the United States or the United Nations. Proscription
of this party in Australia, along with the offence in proposed paragraph 102.4(1)(c) may
also raise interesting questions regarding any implied freedom of political association.

Judicial Review Grounds

The discussion above, and the overview of the Communist Party Case in the background,
suggests that a judicial review challenge would focus on issues of process and reasoning.
It may also seek to focus, to the extent permissible, on the factual bases of the declaration.
In blunt terms, the argument might be that the language of proposed section 102.2 and the
scope, purpose and object of proposed division 102 and Chapter 5 suggest that the
Attorney-General's decision making jurisdiction rests on the establishment of certain facts.

In terms of process, the Attorney-General's opinion will be constrained by procedural
fairness obligations. The obligation to accord procedural fairness, or 'due process, is
described as 'a common law duty to act fairly... in the making of administrative decisions
that affect rights, interests and legitimate expectations.'® As a principle of fairness, the
content of the obligation must be flexible to take account of what is fair in the
circumstances,™®’ but it often obliges the decision maker to provide a hearing™®® and an
opportunity to deal with adverse information that is ‘credible, relevant and significant to
the decision to be made'.®® Above al, there is a duty to disclose information regarding
matters personal to the individual whose interests are affected by the decision.>™ So, it has
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been said that the right to a hearing and the right to cross examine others arise where there
are grave allegations™™* or where the decision rests on personal characteristics."?

In terms of reasoning, the Attorney-General's opinion may be constrained by the court's
view as to whether the grounds relied on to make the declaration are in fact ‘reasonable’.
On aliteral reading proposed subsection 102.2(1) sets a standard implying that a decision
will not be authorised unless it can be shown that the reasonable groundsin fact existed.*”
At the very least, the Attorney-General's opinion will be constrained by the court's view as
to whether the opinion is 'such that it could be formed by a reasonable man who correctly
understands the meaning of the law under which he acts'.>™ It will be constrained at least
by the need to correctly interpret the law and apply it relevantly to the facts. For example,
the Attorney-General must interpret and apply the offence provisions in proposed
sections 101.2-101.6 in accordance with their terms and the broader context of criminal
law. He or she must ask the right questions*™® and rely on relevant evidence in reaching a
conclusion.>”® If he or she is to draw any inferences—such as a conclusion that a person
acted with the intention of 'advancing a political, religious or ideological cause' (proposed
subsection 101.1(1)) or was 'not reckless' as to whether his or her actions were ‘connected
with' aterrorist act (proposed section 101.2)—they must be capable of being drawn.’’

The Attorney-General's opinion will aso be constrained by requirements implied by the
‘probative evidence rule’ and the legal standard of ‘reasonableness. Among other things,
natural justice requires that a decision be based on some ‘logically probative material' or
material ‘which is reasonably capable of sustaining it.}”® Thus, there must be some
relevant evidence before the decision maker on the issue. He or she cannot rely on 'mere
suspicion or speculation’.*” The corollary is that factual determinations may be reviewed
where they are 'unreasonable,’® or where the result is 'so devoid of any plausible
justification' that no reasonable person could have come to it in the circumstances.™®

The Attorney-General's opinion may be constrained by a higher standard of proof implied
by the jurisdictional fact 'doctrine’ and/or the statutory 'no evidence' ground in the
Administrative Decisions (Judicial Review) Act 1977.%%? In both cases, a court may be able
to consider the factual issues afresh, hearing new evidence and assessing it for itself. The
key point of entry is the language of the provision conferring the decision making power.

As noted above, the Attorney-Genera may issue a declaration where he or she is 'satisfied
on reasonable grounds' as to the matters in proposed paragraphs 102.2(1)(a)—d). It is
recognised that, given such a phrase, the Attorney-General's opinion cannot be decisive.
But how far can ajudicia review court go in examining the factual bases of the opinion?

As noted above Atkin LJ said in Liverside v. Anderson that ‘the plain and natural meaning
of the words "having reasonable cause" imports the existence of afact or state of facts, and
not the mere belief by the person challenged that the fact or state of fact exists.*® Since
that case judges, particularly in the United Kingdom, have explored the limits to which
judicial review courts may assess the existence of those facts on the basis that they must
exist in order for a decision making jurisdiction to arise. So, for example, in Secretary of
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Sate for Education and Science v. Tameside Metropolitan Borough Council Wilberforce
LJ said, of adiscretion based on the person being 'satisfied’, that '[i]f a judgment requires,
before it can be made, the existence of some facts, then, although the evaluation of those

factsis for the Secretary of State alone, the court must inquire whether those facts exist'.**

There may be less scope for the same argument in Australia. For example, in Rv. Connell;
Ex parte The Hetton Bellbird Collieries Latham CJ said that the expression 'satisfied' only
permitted the court to inquire as to whether the opinion could be considered as having
been 'formed by a reasonable man who correctly understands the meaning of the law under
which he acts.*® It might be argued that the addition of 'reasonable grounds' does nothing
more than restate the requirement that a decision meet the standard of ‘reasonableness’.

But if it isexplored, the jurisdictional fact doctrine may affect the operation of the Bill. To
the extent that a court can identify an objective criterion or fact which forms a condition
for proscription, it may be tempted to view that as a fact upon which the decision making
jurisdiction rests.*® It has been argued that certain facts will become jurisdictional facts to
some judges based on 'ajudicial sense of the gravity of the issues at stake' or the existence
of some transcendent or important values,*®” such as the protection of civil liberties.'®®

It may not be difficult to construe some of the proscription grounds as jurisdictional facts:

e proposed paragraph 102.2(1)(a)—(b): A court may want to assess whether the
offences are made out. One difficulty with this approach is that the Attorney-General
is empowered to form his or her opinion whether or not there have been charges or
convictions over the offences. Indeed, based on this discretion, it may be possible to
declare an organisation even though charges have been laid but dismissed.

e proposed paragraph 102.2(1)(c)—d): Given the Communist Party Case it may be
expected that a court will want to assess whether the constitutional bases are made out.

e proposed paragraph 102.2(1)(d): A court may, depending upon the availability of
evidence, want to assess whether a given declaration is 'reasonably capable of being
regarded as being appropriate and adapted' to 'the defence of the Commonwealth' and
whether the organisation endangers the 'security or integrity' of the Commonwealth.

Similarly, a court may be tempted to interpret the statutory 'no evidence' ground in a way
that would permit complete review of the evidence relating to the relevant facts. The 'no
evidence' ground provides that were there is no evidence or other material to justify a
decision, and the decision was based, in whole or in part, on the existence of a particular
fact, a court may examine whether or not, in its view, that fact in existed. The issue hereis
whether there must be a 'complete absence of evidence' or whether it is enough to show
that while there was some evidence before the decision maker it was insufficient.*®
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Judicial Review Limits

It is important to realise that while one judge may be tempted to test the limits of judicial
review, another judge may be inclined to take a more conservative approach. Instead of
asking whether a jurisdictional fact is established a judicia review court may limit its
consideration to whether the decision to make a declaration has been ‘formed by a
reasonable man who correctly understands the meaning of the law under which he acts’:**
Moreover, while the context and language of the provisions may prompt adventurous
judicial review actions, their success may be limited by national security considerations.

National security may affect the actual requirements relating to the decision maker. For
example, national security considerations may affect the content of procedural fairness.
There have been cases where the need to protect national security,*** and an established
urgency,™® have been relevant in reducing particular procedural fairness obligations. But it
is always a matter of statutory interpretation and courts will resist attempts to reduce
procedural fairness obligations except where that intention is clearly expressed in the
statute.’® In the classic case, Twist v. Randwick Municipal Council, Barwick CJ said that
'[1]n the event that the legislation does not clearly preclude such a course, the court will, as
it were, itself supplement the legislation' by imposing procedural fairness obligations.***

National Security may also affect the conduct of the judicia review action. While national
security agencies may be subject to judicia review,®® where an opinion is based on
national security considerations, the scope of judicial review may be confined to
allegations of bad faith or unreasonableness.'® It may not be sufficient to demonstrate that
the decision maker failed to take into account relevant considerations, took into account
irrelevant considerations or applied policy inflexibly.®” Opinions based on national
security involve wide policy considerations and it has been said that '[w]hen such a
breadth of considerations is involved only something amounting to lack of bona fides
could justify [judicial] intervention in decisions made in the exercise of the power'.**®

It is said that where the subject matter of a decision involves complex political questions,
such as national security or international relations, the tendency, as a matter of policy and
statutory interpretation, is to place the relevant decision beyond review.'® In the United
States courts have declared that national security issues in relation to proscription are
never justiciable.®® In Australia the key issue is likely to be whether a court feels capable
of ng the relevant questions, and, to some extent, whether it is appropriate to do so.
In Church of Scientology v. Woodward the High Court felt that it was capable of assessing
whether certain intelligence was relevant to national security and therefore whether actions
of ASIO complied with the Australian Security Intelligence Organisation Act 1979. But it
noted that the complex policy issues involved in national security, and the exclusion of
evidence on national security grounds would present ‘a formidable hurdle to a plaintiff'.?**
Similarly, in Salemi v. MacKellar Gibbs CJ accepted that a plaintiff may not be able to
make out various judicia review arguments because, in effect, '[r]easons of security may
make it impossible to disclose the grounds on which the executive proposes to act'.?
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A similar result may occur through the operation of evidential privileges. While the courts
reserve the right to determine claims of public interest immunity, where national security
considerations arise 'very considerable weight must attach to the view of what nationa
security requires as is expressed by the responsible Minister'.?®® This is not to say that the
opinion of the executive will always be conclusive.®® So, whileiit is said that the national
interest 'will seldom be wholly within the competence of a court to evaluate® and that the
public interest in national security will seldom yield to the public interest in the
administration of justice,® courts will assess whether national security is threatened and
will not be bound by opinions 'as to what constitutes security or what is relevant to it'. %

Comparison with Overseas Countries

Proscription Processes

As noted above, legidiation in the United Kingdom and United States permits proscription
orders based on loosely expressed opinions. The United Kingdom Secretary of State is
empowered to proscribe an organisation ‘if he believes that it is concerned in terrorism?®
and the United States Secretary of State may proscribe any foreign organisation 'if he finds
that [it is engaged in terrorist activity]'.?*® Arguably, these powers would be subject to the
same considerations relating to the scope of judicia review. However, given the absence
of the expression ‘reasonable cause, it may be that judicia review will be more limited.
(By contrast, legidation in Canada expressly includes a 'reasonable grounds' requirement.)

A commentator on the Prevention of Terrorism (Temporary Provisions) Act 1984 (UK)
once argued that 'judicial review of [proscription orders] is likely to be minimal. No
procedural safeguards will be implied, and the relevant substantive checks will prohibit
only the most flagrant abuses.?’® While the legal analysis was fairly thin, it did point to
cases in which procedural safeguards, such as procedural fairness, had been limited on the
basis that they would hinder ‘prompt preventative action™** and cases in which allegations
of fraudulent or open ended proscription orders had withstood judicial review.?*?

Review Processes

It is not possible in this Digest to examine the cases in these countries on judicia review
of proscription orders. But it is possible to consider the various statutory mechanisms
developed to deal with the competing issues and considerations that have been discussed.

In the United Kingdom, United States and Canada there are statutory processes for appeal
in the nature of merits review and/or judicia review. Under the Terrorism Act 2000 (UK)
an organisation or affected person may apply to the Secretary of State for revocation.” If
refused, an application may be made to the Proscribed Organisations Appeal Commission.
which shall allow the appea 'if it considers that the decision to refuse was flawed when
considered in the light of the principles applicable on an application for judicial review'.?
A further appeal may be brought, by leave, 'on a question of law" to a superior court.*
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Under the Antiterrorism and Effective Death Penalty Act 1996 (US) a proscription order
may be unilaterally revoked,?'® overturned by the Parliament,?!” or challenged by way of a
codified judicial review process.*® The permitted grounds for review are that the decision
was "arbitrary, capricious, an abuse of discretion, or otherwise not in accordance with law’;
that it was 'in excess of statutory jurisdiction, authority, or limitation, or short of statutory
right'; or that it was ‘contrary to constitutional right, power, privilege, or immunity".?*
Significantly, the review 'shall be based solely upon the administrative record, except that
the Government may submit, for ex parte and in camera review [ie without disclosure and
an opportunity to respond)], classified information used in making the designation'.??°

Under the Anti-Terrorism Act 2002 (CA) a listed entity may apply for review to the
Solicitor-General and may, following a decision by the Solicitor-Genera, apply for
judicial review.?* There is a partially codified judicia review process dealing with the
treatment of national security information in camera and procedural fairness obligations.
The court assesses whether the decision is 'reasonable on the basis of information available
to the judge®? which is probably wider than the ordinary grounds of judicia review. In
addition to thisjudicial scrutiny, the Solicitor-General must review the list biannually.?*

Comparison

There are advantages and disadvantages in these approaches. An advantage of the United
Kingdom approach, which involves appeal and merits review, is that a court may accept a
wider decision making jurisdiction and may permit greater procedural defects in respect of
the primary decision maker on the basis that his or her decisions may be overturned and
the defects remedied in subsequent stages of merits review. A disadvantage of the United
States approach, which involves codified judicial review grounds, may be that judicia
scrutiny, aready narrowed by the scope of judicia review and limitations on justiciability
and disclosure, may be further narrowed by the terms of the relevant statutory regime.

It is worth noting that judges who have been called upon to review proscription decisions
in the United States have expressed concern regarding the limits of the statutory regime. In
National Council of Resistance of Iran v. Department of State Sentelle J was critical of the
his limited capacity to go behind the ‘administrative record' to examine the reasons behind
the decision. In effect, he said, a proscribed organisation ‘does not have the benefit of
meaningful adversary proceedings on any of the statutory grounds, other than procedural
shortfalls so obvious a Secretary of State is not likely to commit them'.”** Similarly, in
People's Mojahedin Organization of Iran v. Department of State, Randolph J argued that
'nothing in the legidlation restricts the Secretary from acting on the basis of third hand
accounts, press stories, material on the Internet or other hearsay regarding the
organization's activities and that ‘the "administrative record" may consist of little else’.?*

Significantly, Randolph Jwent further in his criticism of the judicial review regime. Given
the limitations on disclosure, he argued that ‘[flor all we know, the [proscription
declaration] may be improper because the Secretary's judgment that the organization
threatens our national security is completely irrational, and devoid of any support. Or her
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finding about national security may be exactly correct. We are forbidden from saying'.?*®

In this context, he reacted against any perception that the court was 'allowing the
reputation of the Judicial Branch to be "borrowed by the political Branches to cloak their
work in the neutral colors of judicia action" [quoting from Mistretta v. United States™’]".
In effect, he argued, the court was being forced to rubber stamp proscription declarations.

Clearly, limitations on justiciability, as canvassed in Church of Scientology v. Woodward
and limitations on disclosure, as canvassed in Salemi v. MacKellar, may play a significant
rolein limiting judicial control over proscription declarations made under the Bill. A judge
who considers it unwise to explore the limits of judicial review and who feels unable to
examine the reasons behind a proscription declaration may feel compelled to make the
same sort of criticism made by Randolph Jin People's Mojahedin Organization of Iran.

Comparison with Terrorist Financing Bill

As noted above, there are some similarities and differences between the present Bill and
the Suppression of the Financing of Terrorism Bill 2002 (the Terrorist Financing Bill).

Control over Proscription

In the present Bill, proscription is controlled by the Attorney-General. In the Terrorist
Financing Bill, proscription is controlled by the Governor-General and, by delegation, the
Attorney-General. The Terrorist Financing Bill amends the Charter of the United Nations
Act 1945 to extend the ability of the Governor-General to make regulations and to permit
the Foreign Minister to take action to control terrorist financing. The Governor-Genera
will be empowered to proscribe, by regulation, persons or entities for the purpose of
giving effect to (binding) decisions of the United Nations Security Council (proposed
section 18). The Foreign Minister will be empowered to proscribe, by gazettal, persons,
entities or assets for like purposes, based on criteriain regulations (pr oposed section 15).

Nexus with External Affairs Power

In the present Bill, the Attorney-General may proscribe an organisation on the basis the
action is 'reasonably appropriate to give effect to' a decision of the Security Council that it
IS 'an international terrorist organisation’. In the Terrorist Financing Bill the Governor-
Genera may prescribe matters for the Attorney-General which 'give effect to' any decision
that 'relates to terrorism and deas with assets (proposed paragraph 15(5)(c)). In the
former case, the Attorney-General is simply proscribing an organisation that has already
been proscribed by the Security Council. So it would ordinarily be within power assuming
that the Security Council decision obliged States to take action and that criminalising
membership, etc. was 'reasonably appropriate and adapted' to that purpose. In the latter
case, the Attorney-General is either adding to a list prepared by the Security Council or is
drawing on a more genera obligation to take action that 'relates to terrorism’. Indeed, the
Attorney-General might be allowed by the courts to draw on obligations that are implicitly
related because they deal with similar issues such as money laundering or organised crime.
For this reason, the process might be criticised as being beyond the external affairs power.
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Statutory Language and Decision Making Jurisdiction

In the present Bill, the Attorney-Genera must be 'satisfied on reasonable grounds' that it
has committed aterrorist offence, etc. In the Terrorist Financing Bill the Attorney-General
must be 'satisfied' of the 'prescribed matters' in the regulations. As some of the discussion
above suggests, the difference may determine whether jurisdictional fact issues arise.

Leaving aside the possibility that a judicia review court may be ‘tempted’ to explore the
limits to which it can undertake merits review of an 'if satisfied' opinion, it seems clear
that the discretion in the Terrorist Financing Bill is wider than that in the present Bill. In
other words, there is likely to be less scope for judicial review of proscription under the
Terrorist Financing Bill. This may reflect that the real discretion in the Terrorist Financing
Bill is that exercised by the Governor-Genera in making regulations. He or she may set
criteriawhich are 'objective' or 'self executing' for the purposes of the Attorney-General. If
thisisthe case, the focus, for review purposes, is likely to be on scrutiny of the regulations
by disallowance in Parliament and/or by constitutional challenge in the High Court. If this
is not the case (ie the criteria are subjective) concerns may arise as to the scope of review.

Other Review Avenues

In the present Bill, while the Attorney-General must revoke a declaration if satisfied that
none of the criteria continue to apply, there is no formal process for appeal. An applicant
may seek an order for mandamus in which a judicia review court, convinced that the
criteria do not apply, compels the Attorney-General to exercise the obligation to revoke.
By contrast, in the Terrorist Financing Bill, while there is a statutory appeal process
(proposed section 17), the Attorney-General may revoke a listing if satisfied that the
listing is no longer necessary to give effect to a Security Council decision. In theory, the
Attorney-General should be obliged to revoke if satisfied that the listing is not necessary.
(Clearly, it may be lawful for the Attorney-General to retain a listing if it remains
'reasonably appropriate and adapted' to give effect to a Security Council decision. In this
case, a court would probably have no capacity to review on the grounds of necessity.)

Locus of Control

As noted above, proscription may be controlled by the Parliament, Executive or Judiciary.
In Australia, it has typically been the Judiciary whereas in the United Kingdom and United
States, it has been the Parliament or Executive. As suggested above, the proscription
process, or, specifically, the locus of control, will be an area of concern. The Government
has only made one comment on this topic: [t]he lawfulness of the Attorney-Genera's
decision making process and reasoning is subject to [statutory] judicial review'.?® Aswe
have seen, the scope of judicial review may be affected by statutory language and national
security considerations in terms of the ultimate justiciability of proscription decisions.

There would seem to be strong arguments in favour of parliamentary control. The Senate
Legal and Constitutional Legislation Committee, in Alert Digest No.3 2002, noting that the
power to make declarations was, in substance, 'more of a legidative function than an
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administrative one' argued that the power to make declarations in proposed section 102.2
'should be subject to parliamentary scrutiny’.?”® For example, this scrutiny could be
exercised either by making the declarations disallowable instruments or by having the
process controlled by regulations which may be disallowed in either House of Parliament.

There may aso be strong arguments in favour of judicial control. Proscription is based on
the existence of some connection between the activities of individuals or organisations and
specific terrorist offences (or the terms of a Security Council Resolution, or the possible
danger to the security and integrity of the Commonweath (see below)). Moreover, it
creates dire consequences in terms of severe criminal liability for the individuals involved
and for third parties. Whatever the arguments in favour of Executive control, including the
possible urgency and complex policy issues attached to proscription decisions, it is hard to
suggest that the task is beyond the capacity of the Judiciary. The fact is that superior courts
have been empowered to perform a similar function under the Crimes Act 1914 since
1932. Moreover, courts will inevitably become involved in review of the bases behind the
declarations at the stage when prosecutions are brought under proposed section 102.4.

In addition, there may be arguments in favour of a series of statutory appeal mechanisms.
Aswe have seen, precedents exist in the United Kingdom and United States. Significantly,
a precedent also existsin the Terrorist Financing Bill. As noted above, there is a statutory
appeal process for appeals to the Attorney-General (proposed section 17). Its appearance
in the Terrorist Financing Bill, and absence in this Bill, may be explicable on the basis that
the Attorney-General's opinion in the Terrorist Financing Bill ('is satisfied’) is more open
or less fettered than in the present Bill (‘is satisfied on reasonable grounds). While an
external merits review process would be preferable, the ‘precedent’ is still worth noting.

Sunset Clause

There has been a longstanding practice in the United Kingdom in which anti-terrorist
legidation has been given a limited life span, subject to parliamentary review and
extension (Prevention of Violence (Temporary Provisions) Act of 1939-1954 and
Prevention of Terrorism (Temporary Provisions) Acts of 1974-1989). There are pros and
cons to a 'sunset clause' approach. On the one hand, it can be used as a guarantee of
parliamentary scrutiny and opportunity to review. In theory, it ensures that the survival of
the legidlation is made to depend upon a continuing demonstrated threat of terrorism. On
the other hand, it can be used as a rubber stamp and soapbox opportunity. In practice, until
recently, parliamentary review has largely been limited and cursory, the threat has been
assumed and there has been atendency to take ever stronger and more pervasive measures.

Two recent developments in this practice are noteworthy. It is worth noting that the
existing legidation, the Terrorism Act 2000 (UK), is a permanent statute. It contains much
the same material as the Prevention of Terrorism (Temporary Provisions) Acts but extends
beyond the situation in Britain or Northern Ireland to encompass international terrorism.
Significantly, however, the most recent legislation, the Anti-Terrorism, Crime and
Security Act 2001 (UK), contains a novel and innovative 'sunset clause’ mechanism.
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Under the Act, the Secretary of State must appoint a committee to conduct a review of the
statute within 2 years. The report may specify particular provisions which, without
parliamentary intervention, would cease to have effect within 6 months.>® Depending on
the committee's composition, independence, resource levels, reporting timeframe, etc., this
may be a useful approach to take in relation to the provisions contained in this Bill.

Air Security Officers

As noted in the background above, the Air Security Officer Program was one of the first
proposals announced and actioned by the Government in response to 11 September 2001.
As noted, the program isto be implemented by the Australian Protective Service (APS).

The APS

The functions of the APS include protection of property in which the Commonwealth or a
foreign power or organisation has an interest, protection of Commonwealth office holders
and internationally protected persons and the provision of detention services under the
Migration Act 1958.*' In common parlance, its role is generally to provide a ‘highly
visible deterrent' and 'an immediate response to a potential or actual incident'.”*? More
generaly, the APS may provide 'such protective and custodial services for or on behalf of
the Commonwealth as the Minister ... directs.”® In performing these functions APS
officers have powers of arrest without warrant”** and search,”> and may use reasonable
force ranging up to the use of lethal force where reasonably necessary to 'protect life or
prevent serious injury to the officer or any other person’.%*®

On 14 February 2002, the Government announced that, from 1 July 2002, the APS would
be merged to become a division of the AFP. This would 'ensure greater coordination
between the AFP’s close persona protection function and the APS's guarding function'
strengthening the ability of each to 'fulfil their counter-terrorism responsibilities.?*’

The Bill

Schedule 2 amends the Australian Protective Service Act 1987 to extend the power of the
APS to include arrest without warrant for terrorist bombing offences (Criminal Code,
Division 72) (item 1) and terrorism offences (Criminal Code, Division 101) (item 2).

Aircraft Flights within a State

The Act

The Crimes (Aviation) Act 1991 deals with a number of offences related to aviation safety.
For example, it is an offence to hijack an aircraft or commit an act of violence aboard an
aircraft that is engaged in a flight covered by the relevant international convention or
aboard an aircraft which falls within a head of |egidative power by reason of the fact that:

Warning:
This Digest was prepared for debate. It reflects the legidation as introduced and does not canvass subsequent amendments.

This Digest does not have any official legal status. Other sources should be consulted to determine the subsequent official status of the Bill.



Security Legidation Amendment (Terrorism) Bill 2002 [No. 2] 47

it isengaged in an interstate flight (trade and commerce power)

it isengaged in an intra-territory flight (territories power)

it isa Commonwealth aircraft (incidental power)

it isavisiting government aircraft (external affairs power)

The Bill

Schedule 3 amends the Crimes (Aviation) Act 1991 to extend the operation of the Act to
intrastate flights. While an intrastate flight would not fall within the central area of the
trade and commerce power, these amendments would seem to be supported as an exercise
of the incidental aspect of that power, to the extent that the regulation of intrastate flights
is reasonably necessary to allow law enforcement in relation to interstate flights. It would
also seem to be supported as an exercise of the external affairs power, there being a strong
interest in anti-terrorist measures in relation to aviation at the international level.
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