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CHAPTER 16
Marx in the Cloud

Vincent Mosco

Nature builds no machines, no locomotives, railways, electric telegraphs, self-
acting mules etc. They are organs of the human brain, created by the human
hand; the power of knowledge, objectified. The development of fixed capital
indicates to what degree general social knowledge has become a direct force of
production, and to what degree, hence, the conditions of the process of social
life itself have come under the control of the general intellect and been trans-
formed in accordance with it; to what degree the powers of social production
have been produced, not only in the form of knowledge, but also as immediate
organs of social practice, of the real life process (Marx 1858).

1 The Digital World at a Critical Juncture

The digital world is at a critical juncture represented by two clashing visions of
the information society. The first imagines a democratic world where informa-
tion is fully accessible to all citizens as an essential service. This world manages
information through forms of regulation and control that are governed by rep-
resentative institutions whose goal is the fullest possible access for the greatest
number of citizens. Governance might take multiple forms, including different
combinations of centralized and decentralized approaches at local, regional,
national, and international levels. The second imagines a world governed by
global corporations and the surveillance and intelligence arms of national gov-
ernments. Under this model, the market is the leading force shaping decisions
about the production, distribution and exchange of information and those
corporations with market power hold the most influence. This influence is
tempered by the control needs of the state represented primarily by its security
and intelligence agencies.

Neither of these approaches ever appears in its pure form but each has his-
torical precedents in society and especially in communication and informa-
tion technology. The democratic model of governance had the upper hand in
the early years of the internet when early developers based primarily in univer-
sities organized the information network as an open, decentralized, and demo-
cratically managed system primarily interested in connecting active citizens
rather than enlarging an audience of relatively passive consumers. This began
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to change in the early 2000s when companies began to recognize the profit
potential in the new global information networks and governments deter-
mined that it would enable them to deepen traditional surveillance networks
and create entire new ones.

This tension between these competing approaches takes many forms
including, for example, policy disputes such as the emergence in 2013 of a con-
flict in the United States over network neutrality. Would the internet remain
based on the principle, admittedly breached more often than its supporters
would like, of equal access, or would the market and the need to deliver audi-
ences to advertisers skew its shape in favor of those eager to build shareholder
value (McChesney 2013)? Network neutrality attracted enormous interest with
the u.s. Federal Communications Commission deluged with a record number
of submissions attempting to sway decision-making on the issue. Important as
it is, the net neutrality debate is merely symptomatic of the much larger issue
of governing the digital world. Specifically, debates about this issue have grown
considerably in importance with the rise of new digital systems including
cloud computing, big data analytics, and the internet of things. Since the latter
is less well developed than the first two, the chapter will address the cloud and
big data and briefly return to the internet of things in the conclusion.

2 Cloud Computing

Cloud computing is a model for enabling on-demand network access to a
shared pool of ubiquitous, configurable computing resources (e.g., networks,
servers, storage, applications, and services) that can be rapidly provisioned and
released with minimal management effort or service provider interaction. The
cloud, as it is called, is the fastest growing segment of the IT sector and because
it enables distant storage, processing, and distribution of data, applications,
and services for individuals and organizations, industry observers view it as a
disruptive and transformational technology. The cloud is actually housed in
data centers, large information factories containing tens or hundreds of thou-
sands of servers, that are linked to telecommunications systems that provide
data and services to subscribers,who pay on demand for timely delivery to
their individual smart phones, tablets and computers (Mosco 2014). Big data
analytics is a term that refers to a form of research using data stored primarily
in the cloud. The data centers that store and process information, emails, audio
and visual files as well as software and apps for individuals and organizations
can also analyze their large data sets, thereby adding value that is attractive to
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users for whom the provision of timely answers to questions is essential to
meet their goals.

There are several critical problems associated with cloud computing and big
data including growing concentration of power in a handful of companies and
in the surveillance arms of the state with which they are closely associated.
These technologies also create significant environmental problems including
massive drains on the global electricity grid for powering and cooling data cen-
ters and in the use of backup systems essential for maintaining 24/7 access to
data and services such as access to Gmail, Facebook, Twitter, and iCloud.
Furthermore, the cloud and big data enable massive breeches of privacy and
pervasive surveillance arising from widespread hacking but more significantly
because there is significant value in cloud computing and data analytics from
the profit to be made by selling information gathered in the cloud. In addition,
organizations like the National Security Agency and the c1A use the cloud and
big data analytics to carry out their mission as spy agencies. The cloud and big
data also create enormous problems for labour as they make possible massive
outsourcing of jobs in the specific fields occupied by information technology
professionals and, more ominously, in the many occupations of knowledge
workers, from teachers to journalists from lawyers to accountants, whose ana-
lytic skills can increasingly be moved to the cloud. The cloud and big data can
also subject these jobs to deepening surveillance and control. Finally, the cloud
and big data raise a significant epistemological issue. Lost in the enthusiasm
surrounding the potential, especially of big data analytics, is the threat to the
pluralism of long-established and successful ways of knowing. The singular
reliance on the correlational analysis of quantitative data, to the exclusion of
historical, theoretical, qualitative and causal analysis, what I term digital posi-
tivism, narrows the scope of research that is critical for addressing major social
problems.

3 Digital Capitalism and the Surveillance State

Even though it is still young, in a pattern consistent with one Marx identified
time and time again, the cloud computing industry is increasingly character-
ized by the concentration of power in a handful of companies and their allies
in the surveillance state. The dominant company is Amazon Web Services, a
subsidiary of the global online retailer. Aws uses its dominant position in
online sales to undercut the competition in pricing cloud services. It has been
so successful in this practice of predatory pricing, one that dominant companies
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have used since the beginnings of capitalism, that smaller companies have
either been driven out of the marketplace or forced to concentrate on narrow
niche positions. Remaining industry leaders include Google, Microsoft, Apple
and Facebook, old powers in the computer industry such 18M, Cisco, and H-P,
which are scurrying to shift from their traditional practices of supplying corpo-
rate IT departments to leading them into the cloud, and companies like
Rackspace and Salesforce that came of age with cloud computing (Mosco 2014,
48-66).

In addition to using its success in the online world to build a dominant posi-
tion in the cloud, Amazon demonstrates another well-worn tendency identi-
fied by Marx: the ability to use its political influence for economic advantage.
Aws provided cloud and big data services to the Obama campaign organiza-
tion in 2012 and its success in identifying and delivering voters to the Obama
forces with the same success that it delivers online users to advertisers, is
widely considered one of the most important reasons for the President’s re-
election (Cohen 2012; Hoover 2012). In a pivotal decision that some suggest was
a reward for its campaign success, Amazon was awarded a $600 million con-
tract to provide cloud and big data services to the c1a. Whatever the reasons
for the award, which 1BM formally challenged unsuccessfully, it brought
together leaders in digital capitalism and the surveillance state to create a mar-
riage that would certainly benefit both parties, but it also created a dangerous
direct connection between anti-democratic forces in the United States. To fur-
ther the role of the surveillance state in the cloud computing power structure,
the National Security Agency is building one of the world’s largest cloud com-
puting facilities deep in a Utah mountain (Bamford 2012).

The us dominates cloud computing but China is rapidly developing its own
industry with strong government support that extends to including the cloud
in its latest five-year development plan. Government and business, with the
investment of some Us firms like 1BM, have joined to develop entire cloud cit-
ies that feature data centers, research and development facilities, corporate
offices, training facilities as well as the housing, shops and infrastructure that
make up cities of all types. The company Alibaba is a leader in China’s cloud
industry and, along with Baidu, Tencent and a handful of other firms, makes
use of government protection against foreign competition to rise in the global
ranks. In 2014 Alibaba made its debut in the United States by launching the
most lucrative 1o in history (Hardy 2014). Although it controls only three per-
cent of the global cloud industry marketplace, China’s firms are growing and
represent threats to the global political economy that would not surprise Marx.
Moreover, Alibaba is the leading online source of materials essential to pro-
duce fissionable material, a clear threat to global stability. Finally, China’s data
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centers are subject to rules set by its authoritarian government which raises
questions about what will happen when more of the world’s digital informa-
tion is stored and processed in that country (Clover 2014).

4 The Cloud and the Environment

In addition to representing the concentrated power of capital and the surveil-
lance state, cloud computing presents significant environmental challenges.
Data centers filled with always-on servers are major drains on the global elec-
tricity grid. Requiring both operational power and constant cooling, data cen-
ters even in these early years of the cloud industry, already consume about 3
percent of the global grid. Moreover, the pressure to provide uninterrupted
service leads cloud companies to develop several layers of backup which cre-
ate serious pollution issues. These include diesel generators that release
known carcinogens, among other pollutants, into the air, and chemical bat-
teries that are known to pollute ground water supplies. Some companies have
responded to the pressures of investigative journalists and environmental
organizations, especially Greenpeace, by introducing solar and other more
sustainable forms of power (Mosco 2014, 123-137). Noticeably absent is
Amazon which refuses to adjust its power supplies or to cooperate in any way
with organizations concerned about the company’s environmental record.
But even with some adjustments possible, the entire cloud industry is under
great pressure to cut costs and that includes making use of the least expen-
sive power supply. It is therefore more likely that companies, in order to sur-
vive Amazon’s ability to cut costs and make use of its political influence, will
increasingly emulate the bleak environmental record of the industry leader
(Cook 2014).

5 Hacking, Corporate Surveillance, State Surveillance

Just as ruthless competition reduces the likelihood that cloud companies will
improve their environmental record without improvements in their bottom
line, it also reduces the probability that companies will moderate their surveil-
lance practices. On one level, the business model of a cloud computing com-
pany involves storing and processing data for individual and organizational
customers who pay for on-demand access to their data and to services, such as
managing and providing insights into sales records based on big data analytics.
But, as Marx explained, companies need to maximize profit by making use of
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all available resources. Today, that means engaging in what some might see as
questionable surveillance practices such as those that lead Google to read cus-
tomer email to refine the advertising directed at them or Facebook to manipu-
late the newsfeed of users to increase the amount of time people spend with
the social media site and to improve directed advertising. It is hard to imagine
that Marx would be surprised to learn that Facebook has directed “bucket list”
ads to people who share a cancer diagnosis on the site. Relentless invasion of
privacy and deepening surveillance are essential elements of the basic busi-
ness plans of cloud companies who profit by making the fullest possible use of
the data stored in their servers to package and deliver valuable information on
user identities to their paying clients. Since most legal constraints are minimal,
the only significant way around these practices is to avoid using the cloud or to
pay for extra security through the use of customized “private” cloud services
(Mosco 2014, 137-155).

Similarly, it is fundamental to the missions of state agencies like the Nsa,
the c1a, and their counterparts throughout the world that they gather,
store, process, and use as much information as possible about online users.
Teaming with Amazon helps the cIA to deepen and extend its digital spy
operations as do the accelerated expansion of the Nsa’s facilities and the
continuing cooperation of the major cloud and social media firms in their
activities. The military-information complex is strong and growing and the
implications for personal and organizational privacy are profound.
Nevertheless, while the revelations of Edward Snowden, Glenn Greenwald,
and others have prompted some minor reforms, most media attention is
directed at privacy and surveillance violations that emerge from the actions
of criminal hackers who regularly demonstrate the relative ease with which
they can break through the security that cloud companies allege protects
the security of customer data. There is no denying the significance of the
September 2014 attacks on ten financial institutions that affected 83 million
consumer and business customers at JP Morgan Chase alone (Goldstein,
Perlroth, and Sanger 2014). The regularity of such attacks, most of which are
not reported by companies fearful of tarnishing their brand, demonstrates
the porous nature of the cloud. Nevertheless, concentrating attention on
these criminal acts alone detracts attention from the surveillance at the
heart of the everyday business plans of cloud computing companies and
the mission of government agencies. Eliminating or even dampening legal
surveillance would diminish the profits of cloud companies and their busi-
ness customers, as well as limit the ability of governments to gather data on
everyone.
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6 Cloud Computing and the Threat to Knowledge Labor

Cloud computing and big data pose threats to professional labour in 1T and
across the knowledge occupations. In fact, one expert consultant prefers to
define cloud computing as “nothing more than the next step in outsourcing
your IT operations” (McKendrick 2013). This is in keeping with a general ten-
dency which one researcher for the major consulting firm Gartner Associates
summarizes succinctly: “The long run value proposition of 1T is not to support
the human workforce - it is to replace it” (Dignan 2omna). This view remark-
ably echoes one that Marx himself and more contemporary neo-Marxists like
Harry Braverman presented, to the effect that capitalism is driven to replace
living labour with dead labor, that is, to replace the human workforce with
machinery.

Cloud computing and big data analytics can advance this process in several
ways. They create immediate opportunities for companies to rationalize their
information technology operations. Again, from Gartner, “C10s believe that
their data centers, servers, desktop and business applications are grossly inef-
ficient and must be rationalized over the next ten years. We believe that the
people associated with these inefficient assets will also be rationalized in sig-
nificant numbers along the way” (Dignan 2011a). Cloud computing companies
maintain that their systems can break a pattern in business organization that
began when the first large computers entered the workplace. Every business or
government agency believed it was essential to operate their own IT depart-
ment and, for the larger organizations, their own data centers. With the cloud,
companies can move their IT and related business processes out of the organi-
zation. Why, they insist, is it necessary to build and operate thousands of orga-
nization-specific facilities when a few large data centers can meet the demand
at lower costs with fewer professional personnel? This process has already
begun and early studies demonstrate that even with limited downsizing of 1T
departments, organizations are saving between fifteen and twenty percent of
their 1T budgets (Howlett 2014).

The cloud also makes possible the widespread rationalization of all knowl-
edge and creative labour because the work of these occupations increasingly
involves the production, processing, and distribution of information. According
to one observer, “In the next 4o years analytics systems will replace much of
what the knowledge worker does today” (Dignan 2o11b). A 2013 report con-
cluded that 47 percent of the current u.s. workforce is directly threatened
(Frey and Osborne 2013). The timing of this forecast may or may not be accu-
rate but there is no doubt that the current trend is to move increasing amounts

For use by the Author only | © 2016 Koninklijke Brill NV



MARX IN THE CLOUD 523

of the work that knowledge workers perform to the cloud, specifically through
intelligent software systems. One study estimates the potential impact of this
move by 2025 will total $5.2 to $6.7 trillion with additional labour productivity
the equivalent of 110 million to 140 million knowledge workers (Manyika 2013,
40). Key applications include “smart learning in education,” pioneered today in
MooOCs (Massive Open Online Courses) and blended learning systems that
include automated and classroom learning. Analytical systems in the cloud are
also becoming prominent in health care, the law, accounting, finance, sales
and the media. Thanks to the cloud, organizations in the private and public
sectors are encouraged to outsource all but their core business processes to
companies like Salesforce.com which specializes in managing the vast data-
bases of customer information, a function that traditional marketing and cli-
ent service departments within organizations once performed. The expansion
of outsourcing to the cloud raises serious questions for the entire global system
of shifting work outside the corporation or government agency. According to
Gartner, “That outcome will hit all economies — especially emerging ones like
India that now dominate technology outsourcing.”

Cloud computing and big data also expand the range of potential outsourc-
ing practices. It may not be the case that, as Forbes magazine declares, “We are
all outsourcers now, thanks to Cloud,” but it certainly makes feasible more
kinds of outsourcing: “Outsourcing is no longer simply defined by multi-mil-
lion-dollar mega-deals in which 1T department operations are turned over to a
third party. Rather, bits and pieces of a lot of smaller things are gradually being
turned over to outside entities” (McKendrick 2014). Amazon is a leading force
in this process with its Mechanical Turk service that charges individuals and
organizations to outsource small tasks to an online army of piece workers. In
essence, the cloud and big data make possible the expansion of labour com-
modification throughout the world.

They also make possible greater control over the workplace by expanding
opportunities for surveillance and for the analysis of large data sets that facili-
tate rapid redeployment of workers to meet corporate needs. According to one
leading business publication, “As Big Data becomes a fixture of office life, com-
panies are turning to tracking devices to gather real-time information on how
teams of employees work and interact. Sensors, worn on lanyards or placed on
office furniture, record how often staffers get up from their desks, consult other
teams and hold meetings” (Silverman 2013). Once again, as Simon Head notes,
Amazon is a leader: “Amazon equals Walmart in the use of monitoring tech-
nologies to track the minute-by-minute movements and performance of
employees and in settings that go beyond the assembly line to include their
movement between loading and unloading docks, between packing and
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unpacking stations, and to and from the miles of shelving at what Amazon
calls its ‘fulfillment centers’ ...” (Head 2014). Big data analytics enable compa-
nies to do more than just keep an eye on everything workers do. It provides
new opportunities to actually make use of the data gathered in the course of
monitoring the shop floor and the office. For example, Starbucks uses the data
it gathers on customer flows through its stores to schedule worker shifts on
short notice. This creates havoc for many workers, particularly those whose
lives are tightly scheduled with child care, classes, and other jobs that make
responding to constantly changing work times very difficult. Low-income
workers are especially hard hit by a process that forces them to operate as flex-
ible machines capable of responding to whatever logistical demands the com-
panies that carry out big data analysis require.

7 Digital Positivism

The growing reliance on the cloud and especially on big data analytics raises a
significant epistemological issue. One can observe a narrowing of what consti-
tutes legitimate knowledge to the results of correlational methods applied to
quantitative data. Big data is increasingly the model for examining not only
scientific evidence but social science and humanities evidence as well. Big
data enthusiasts take this to a striking, if not startling, extreme: “This is a world
where massive amounts of data and applied mathematics replace every other
tool that might be brought to bear. Out with every theory of human behavior,
from linguistics to sociology. Forget taxonomy, ontology, and psychology. Who
knows why people do what they do? The point is they do it, and we can track
and measure it with unprecedented fidelity. With enough data, the numbers
speak for themselves” (Anderson 2008). This view, and even considerably less
strident perspectives on big data, embody a digital positivism that singularly
valorizes one way of knowing above all others. It questions knowledge gath-
ered through qualitative research that, for example, through in-depth inter-
views and close observation, seeks to understand subjective experience and
intersubjectivity. It also devalues research grounded in historical, theoretical
and disciplinary understandings of a field. If indeed the numbers speak for
themselves then there is little need for these or for anything resembling the
kind of thinking that has guided social science and humanities research for
centuries. It is an approach congenial with capitalism because there is a close
relationship between the quantification of everything, including the self, and
the commodification of all things. As devices like the iWatch proliferate and
make it possible to gather detailed quantitative data on each and every user, it
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is easier for Apple and its clients to profit from its sale. In this case the quanti-
fication of health states advances the commodification of the self.

There is no denying the methodological value of research based on the
quantitative analysis of large data sets. But its usefulness does not justify
sequestering other forms of research to lesser status. This is especially impor-
tant because there is mounting evidence that big data can create big prob-
lems. In some cases, big data research produces remarkable results, as when
Google succeeded in forecasting 2012 flu outbreaks across the United States
by correlating search terms for flu symptoms with the incidence of flu. In
beating the Centers for Disease Control with the speed and accuracy of its
forecast, Google believed that it had the best predictive tool, that is, until
2013 when its model proved remarkably unreliable. It turns out that when
the numbers speak, they often do so unreliably. It is also tempting for com-
panies, most notably Facebook, to manipulate their very large data sets if
such actions might boost ad revenue. Large data sets can also hide many
errors that are not likely to be detected without time-consuming careful
scrutiny. For example, if it were not for a hard-working PhD student, the
critical errors in a paper that used large data sets to justify national economic
austerity policies would not have been discovered. These and other examples
document the problems associated with using big data analytics exclusively
and the related difficulties of drawing conclusions based on correlations
without taking into account theory, history, human subjectivity, and causal-
ity (Mosco 2014, 175—226).

8 Selling the Cloud

The importance of the cloud and big data for business and the state helps to
explain why they are being promoted so vigorously. So too do the significant
problems. Cloud promoters are using every available outlet and opportunity to
convince individuals and businesses to move to the cloud. Advertising, social
media, corporate and government reports, as well as lobbying and trade fairs
are all used to demonstrate why the cloud and big data are essential. Promoters
either ignore the problems or use this massive promotional space to downplay
their significance. Whereas advertising gives promoters the opportunity to
shout the message in a blunt and direct fashion; more legitimate sources, like
the global public-private partnership of the World Economic Forum make it
more subtle, as when the WiF concluded in a report on the cloud that experts
believe “our society must move past the fear of data and privacy breaches”
(World Economic Forum 2012, 99).
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9 Chains of Accumulation and Chains of Resistance

Cloud computing and big data are vital for building and managing the global
supply chains necessary to sustain the complex networks of transnational
capital. There are enormous risks for business and the state in relying on these
networks in a turbulent world. Private think tanks like Frost & Sullivan make
it clear that the surveillance and analytic capabilities of the cloud and big
data are essential for managing potentially disastrous risks to the many global
chains of accumulation (Frost & Sullivan 2012). But neither promotion nor
risk management can stop the chains of resistance that are also growing
worldwide.

Where are the signs of resistance? First, supply chain disruptions make it
more difficult to deploy cloud systems around the world and organized resis-
tance from workers may alter the potential to profit from the cloud. The labour
force in China, the base of global electronics supply chains, has grown restive
in recent years, prompting tighter workplace controls and a redeployment of
electronics manufacturing sites. It is unlikely these measures will do anything
more than delay the inevitable choice between substantially raising the living
standards, including the wages, working conditions and political freedom of
China’s workforce, or face escalating mass civil unrest. One can deploy suicide
prevention curtains for just so long. The acknowledgment of unrest in China’s
once-placid factories has reached the mainstream Western press where an
account in Time magazine offered this startling set of observations: “The way
the rich get money is through exploiting the workers, says Guan Guohau,
another Shenzhen factory employee. ‘Communism is what we are looking for-
ward to’ Unless the government takes greater action to improve their welfare,
they say, laborers will become more and more willing to take action them-
selves” (Schuman 2013). But this is no more startling than the kinds of protests
that China’s workers are mounting. In order to build data centers, the country
will have to expand it electricity grid and this is especially disruptive in urban
areas such as Wuhan where in the summer of 2014 people protested the devel-
opment of new electrical substations. They did so by slowly parading their cars
through the affected areas with clearly visible signs noting a naked inflatable
doll of a female figure strapped to the back of one of them. The signs read: “we
are giving you this inflatable doll so you don’t have to rape our will” (Personal
correspondence and photograph from a friend in Wuhan). Resistance in China
is matched by similar upheavals in India where expected prosperity from the
development of an information industry has stalled. As a result, the labour
movement has grown with worker organizations like the New Trade Union
Initiative building strong coalitions (Stevens 2014).
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It is not only the base of the global supply chains created by major cloud
companies that can create disruptions. Chains of resistance can also form in
the advanced nations of the West where the labour process is certainly more
humane than in Chinese electronic assembly plants, but very far from what
applies in the headquarters of these companies. One hot spot for labour ten-
sions is Germany where Amazon has established eight distribution centers
employing 8,000 workers. Germany is important for the company because it
is the source of 14 percent of its revenues (Wingfield and Eddy 2013). The
country has not received a great deal of attention in struggles over global sup-
ply chains, but it has a long history of battles with Walmart which abandoned
Germany in 2006 rather than bend its worldwide labour standards to meet
the expectations of German workers and especially their union Ver.di which
represents over two million employees in the service sector. German workers
and their unions have considerably greater power than their counterparts in
the United States and the uk. Mobilizing workers across the country, Ver.di’s
actions succeeded in ending Walmart's presence in the country. In 2013 a new
battle erupted over Amazon which, in the view of German workers, is
attempting to impose “American-style management” by relying on ruthless
labour practices such as hiring thousands of low-wage and mainly foreign
temporary workers and the security police necessary to maintain control.
This has enabled the company to cut prices and drive out competition,
including one German firm. According to a union leader, Amazon applies
rigid controls to its workforce: “Everything is measured, everything is calcu-
lated, everything is geared toward efficiency. People want to be treated with
respect” (Ewing 2013). The company denies these claims, arguing that it hires
foreign temps because there are not enough local workers. But the online
giant, now the largest cloud computing company in the United States, faced
embarrassment when it had to fire a security firm hired to police one of its
plants because some of the firm’'s employees, dressed in outfits associated
with neo-Nazi groups, roughed up people trying to film activity outside the
plant. The company maintains that it could not possibly know the back-
grounds of all those it hires and insists that, while it refuses to negotiate with
the union, it does pay workers well.

What will happen in this key node of Amazon’s global supply chain is uncer-
tain. Workers mount regular protests using mass mobilization, guerilla theater,
and online global petition drives (37,000 signatures received by March 2013).
But Amazon has refused to back down. In May 2013, workers at the giant
Amazon distribution center in Leipzig walked off the job, marking the first
reported strike at an Amazon facility (Wilson and Jopson 2013). The story con-
tinues to unfold with Ver.di leading another strike against the company in 2014.
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It is not only in the material workplace that Amazon labour is restive. The
company operates a global system of piecework in the cloud that critics have
called a “digital sweatshop” (Cushing 2013). The Amazon Mechanical Turk
(AMT) employs a large body of “crowdsourced” workers, which Amazon calls
Providers (also known as Turkers), who carry out minute tasks online for
Requesters who pay piece rates for writing descriptions of products, identify-
ing individuals in images, or just producing spam (a 2010 study by NYU
researchers determined that spam constitutes as much as 4o percent of the
jobs) (Ipeirotis 2013). The system was originally set up by Amazon to carry out
work that could be done online but required some human involvement. The
typical job was sorting merchandise into categories based on color or style for
the company’s massive online warehouse. It was so successful that Amazon
decided to become a job broker for corporations needing people to do things
like look up foreign zip codes or transcribe podcasts.

For managing the service, Amazon receives 10 percent of the value of a com-
pleted job or, as it is called, a Human Intelligence Task (H1T). Although Turkers
include professionals, the vast majority are semi-skilled workers who provide
their credentials to Requesters, and, once cleared, choose among posted tasks.
Workers in the United States are paid in cash but many foreign workers are
primarily given the option to accept gift certificates. Exact figures are hard to
pin down, but it is estimated that the industry employs over 200,000 workers,
and by 2011 was earning about $375 million annually (Cushing 2013). There is
also growing evidence that workers are less than happy with the system. It did
not take long for them to realize, as one put it, “They make it sound like you can
just do a few tasks in your free time in between other things, but if you worked
like that, I believe you would make about a dollar a day” (Cushing 2013).
Because companies have an enormous workforce to draw from, they can pay
the lowest possible rates, a dollar or two an hour is not unusual, and demand
swift and accurate completion of jobs. Workers who mess up a job are dropped
or banned from applying again. In January 2013 Amazon stopped accepting
new applications from international Turkers because of what the company
concluded were unacceptable levels of fraud and poor worker performance.
Since international workers are more likely to accept the low pay and constant
demands, Requesters have begun to set up their own Turk operations.

Upset about the system, Turkers use their online world to vet Requesters
and contact other Turkers. The result is Turkopticon, a piece of software that
adds functionality to sites that post HITs by adding ratings, reviews of employ-
ers, and advice to exploited Turkers (http://turkopticon.differenceengines
.com/). According to one scientist who has worked on AMT 28,000 times,
“There’s no sick leave, paid holidays, anything like that on Turk. There is no
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arbitration, no appeal if you feel that you have been unfairly treated, apart
from a stinging review on Turkopticon” (Hodson 2013). Furthermore, worker
complaints, fraud, and a host of negative consequences resulting from AMT’s
sweatshop in the cloud have encouraged other firms to set up somewhat more
hospitable operations. For example, the firm MobileWorks pays the minimum
wage in effect in the country where the work is being done, assigns each worker
a manager whose job it is to deal with problems, and provides opportunities
for worker mobility (Hodson 2013). It is uncertain whether the emergence of
more worker friendly companies will restore some of the credibility to online
piecework. Much will depend on whether big companies like Amazon respond
to resistance by reforming the labour process in the cloud.

Worker organizations, especially trade unions, are not often discussed
alongside cloud computing. Only a handful of cloud providers, mainly the
older computer and telecommunications firms such as 1BM and Verizon, have
to deal with organized labor. But as we have seen in the case of Apple’s experi-
ence with Foxconn in China and Amazon in Germany, cloud companies, as
they become inextricably bound to global supply chains, face the resistance
of organized labor. These are examples of a process at work in the broadly
defined knowledge and cultural industries that brings together workers across
what were once discrete sectors. As a result, unions that once represented
only telecommunications workers, now include creative and technical talent
intheaudio-visual, writing, service, and technologysectors.The Communication
Workers of America and its counterpart in Canada, which in 2013 merged its
communications and power workers union with the union representing auto
workers to form Unifor, are good examples of worker organizations that have
followed the path of technological convergence in its organizing efforts. The
2012 merger of the Screen Actors Guild and the American Federation of
Television and Radio Artists brings together the major Hollywood unions for
the first time to face off more effectively against the increasingly integrated
Hollywood media industry. Moreover, individual unions are not only expand-
ing across the converging communication and information industries, they
are forming large transnational organizations like Ver.di and uN1 Global
Union. These transnational unions are better equipped to deal with powerful
multinational companies because they have enormous membership and
because they are well funded. Furthermore, the scope of their membership
enables them to better represent the convergences in both the labour process
and the working conditions among information, cultural, and service work-
ers. It also makes it possible to build bridges across the divide separating
workers at different spatial and occupational points in the global division of
labor.
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Ver.di was founded in 2001 and by 2013 reached 2.3 million members, pri-
marily in Germany but in other parts of the world as well. It represents workers
in thirteen sectors, all of which are increasingly affected by the rollout of cloud
computing including financial services, health and social services, education,
science and research, media and culture, telecommunications, information
technology, and data processing, postal, transport and commerce services. Its
members work in government and business at almost every level of occupa-
tional skill and function. Not only can the union mobilize a large and diverse
workforce, it can also draw on the specialized talents of its members who help
the union to tighten and secure its internal communication and carry out gue-
rilla theater protests that attract widespread media attention. un1 Global
Union was created in 2000 when three international worker federations in the
information, media, and service sectors came together to form a genuinely
global federation of knowledge workers. Today, it gives voice to 20 million
workers in 150 countries through goo affiliated unions in a broad range of fields
including information technology and services, media, entertainment and the
arts, gaming and sport, finance, commerce and security, as well as the growing
numbers of workers who toil for temporary employment agencies. Among its
major activities is negotiating global agreements with transnational compa-
nies to address important issues such as child labor, discrimination, and the
right to organize local unions. By early 2013 it had completed 48 such agree-
ments with a wide range of companies, including a number in the communi-
cation and information technology sector. In 2014 it set its sights on negotiating
fresh agreements with major transnational firms including 1BM and Disney.

Ver.di and UNT are not alone among converging unions and international
labour federations that are having an impact on global supply chains, includ-
ing those central to the growth of cloud computing. But it is uncertain whether
this development is the harbinger of a significant upsurge in global labour
activism or a defensive posture that can at best slow down the inevitable
decline and demise of organized labor. That depends, in part, on how one
defines organized labour because another important trend is the growth of
labour organizations that are not formal trade unions. These worker associa-
tions resemble unions but, either out of choice or necessity, remain outside the
legal and political structures that govern the operation of trade unions. They
operate all over the world and research has documented their importance in
China, India, Europe, and the United States (Mosco, McKercher, and Huws
2010). They are especially active in the information, communication and
cultural sectors where worker associations have represented employees in
occupations ranging from call centers to software engineering. Worker associa-
tions have won major victories for contract employees at Microsoft and for
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telecommunications workers in India. While they do not typically negotiate
contracts, they have provided workers with legal representation, group medi-
cal insurance, training, model contract language, counseling, and support for
collective resistance without suffering from some of the bureaucratic entan-
glements that plague traditional trade unions. These associations are particu-
larly active among contract and temporary workers where, for example, the
Freelancers Union has signed up 200,000 members in a wide range of jobs
including law, app and software development, graphic arts, accounting, writ-
ing, editing, and consulting. Worker associations do not just differ from trade
unions in what they lack, a system of formal bargaining with employees, but in
their emphasis on mutual assistance outside, as well as in, the workplace. They
follow the social movement tradition of earlier trade unions, which provided
workers with social support including family assistance, housing, and a source
of collective power and community. As the head of the Freelancers Union puts
it, “The social unionism of the 1920s had it right. They said: ‘We serve workers
360 degrees. It's not just about their work. It's about their whole life. We view
things the same way” (Greenhouse 2013). As companies move to the cloud, it is
likely that workers and their organizations will follow. Cloud computing and
big data deepen the chains of accumulation that power digital capitalism. But
they also produce chains of resistance, from China to Silicon Valley. The suc-
cess of resistance will depend on how well workers, especially those in the
knowledge workforce, are able to unite and develop strategies both locally and
globally. Any successful plan of action needs to include a policy vision for the
cloud that addresses its potential for public benefit and its serious flaws includ-
ing corporate concentration, environmental damage, deepening surveillance
from the Nsa and its counterparts, the growing fetishization of big data analyt-
ics, and the many threats to labor. Can worker organizations join policy activ-
ists fighting for a democratic internet to make the cloud a public utility to serve
democracy?

10 The Coming Computer Utility

The cloud and big data are important forces for global capitalism and for the
surveillance state. But their shortcomings and the social problems they create
are also significant. Building and maintaining global chains of accumulation in
the cloud is not easy and certainly far from inherently stable (Huws 2014). The
resistance from social movement and labour organizations adds stress to the
tenuous nature of global networks. But it is far from clear what the challenges
amount to beyond the inevitability of chronic disruptions. They certainly do not
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guarantee a fundamental change from a digital world governed by markets
that are controlled by a handful of companies and the surveillance arms of
governments.

One starting point is “ruthless criticism,” of the sort that Marx (1843)
described in his letter to Ruge as “ruthless both in the sense of not being afraid
of the results it arrives at and in the sense of being just as little afraid of conflict
with the powers that be.” Empirical descriptions of resistance movements con-
tribute a next step. Along with and beyond these strategies, we need a debate
about alternatives to digital capitalism, digital positivism, and the surveillance
state. Specifically, how can we move the digital world closer to the vision of the
General Intellect where information is a resource available to all, where it is
managed by citizens democratically, where the concept of a public cloud
means a digital world subject to public control rather than one where rights
are limited to the right to purchase digital services?

Given the power of the dominant cloud companies and the Nsa4, it is admit-
tedly difficult to envision an alternative. It is hard to imagine that another digi-
tal world is possible. To bring it closer to home, it is important to uncover a
subterranean history of computer communication, where the concept of
delivering information publicly was not just open to debate but was also a lived
reality. It is too soon in the debate to produce anything approaching a blue-
print for the alternative but not too early to document and debate the range of
historical possibilities that can provide the elements for one or more genuine
alternatives to the status quo. These include the Soviet cybernetics program of
the 1950s—-60s which sought to use computers for national economic planning
and which was viewed by adversaries, most notably the U.s. government, as a
significant threat to American economic leadership (Gerovtich 2010). In the
1970s the socialist government of Chile initiated Project Cybersyn which was
committed to a publicly controlled, decentralized system of computer-based
planning that would help the country achieve workplace democracy (Medina
2011). In the 1980s the debate came to North America when policy makers dis-
covered the work of Canadian analyst Douglas Parkhill who had advanced the
idea of a computer utility, modeled after public utilities for water and power,
which would deliver an equally essential resource, information (Parkhill 1966).
These ideas were tested in the US, UK, Canada, and France with teletext and
videotex systems that delivered information to kiosks located in public places
like post offices and airports as well as to the home. In the 1990s they grew into
the internet which began as a decentralized, self-managed network open to all
those with access to the necessary technology. But at the turn of the new cen-
tury, this burgeoning public network was challenged by companies aiming to
shape it into a commercial profit machine and by governments that would use

For use by the Author only | © 2016 Koninklijke Brill NV



MARX IN THE CLOUD 533

the internet to deepen their control over citizens within and outside their bor-
ders. The information revolution has met its counter-revolution. Nevertheless,
the lessons from the ideas and experiences with genuinely public networks,
including their successes and failures, live on and can provide building blocks
for creating genuine alternatives that can help to envision and build a new
General Intellect for the digital world.
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