ANALYTICAL SUFFICIENCY OF DRUG EVIDENCE

1 Objective

1.1 The objective of this document is to establish criteria for analytical sufficiency in the
identification of controlled and non-controlled substances.

1.2 These criteria will apply to identifications of all exhibits in which the forensic
chemist's report will be used for the enforcement of federal, state, local, or
international laws.

2 Evidence Sampling Plan (ESP)

2.1  The DEA evidence sampling plan (Laboratory Operations Manual-Handbook,
Appendix HA-01) provides procedures for sampling exhibits consisting of multiple
units and forming composites.

2.2 Deviations from the ESP must be approved in advance by a supervisor and
documented on the worksheet before a final report is issued.

2.3 Special program analyses performed at SFL1 are exempt from the provisions of the
ESP.

3 Threshold Limits of Detection

3.1  There are too many variables, in terms of dosage size, concentration and multi-
component mixtures, to establish practical, objective threshold limits of detection for
all controlled and non-controlled substances.

3.2 Situations may occur where very low levels of a substance may be present, but further
investigation is technically or administratively impractical or unnecessary. In such
situations, with supervisory approval, the suspected but unconfirmed identity of the
substance may be annotated on the back of the worksheet but not reported as a result
on the front of the worksheet,

4 Ildentification of Controlled Substances

4.1  All reported identifications must be based on data which supports the identification of
the controlled substance(s). Any data which does not correlate with the identification
must be fully explained, or the substance cannot be reported. Analytical data obtained
from confirmation techniques must be supported with corresponding data from DEA
laboratory standards which have been verified as to identity. In situations where a
standard is unavailable, the confirmation of identity may be accomplished by SFL1
through structural elucidation.
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5 Identification of Non-Controlled Substances

5.1

All identifications of adulterants, listed chemicals, and precursors must be based on
data which support the identification of a non-controlled substance. Any data which
does not correlate with the identification must be fully explained, or the substance
cannot be reported. Analytical data obtained from confirmation techniques must be
supported with corresponding data from a reference standard or literature data.

(bY7)E)

Page 2 of 6

5/11/2009
Page 2




ANALYTICAL SUFFICIENCY OF DRUG EVIDENCE

6 Negative Controls (Blanks)

6.1  Negative controls will be used with instruments and chemical tests to preclude the

possibility of false positives.

{b)TNE)

6.1.2 Negative controls must be run prior to each analysis when conducting qualitative
instrumental tests. Blanks need not be run between tests when analyzing multi-unit
submissions with the same exhibit number from which a composite will be formed.
In the case of NMR, a blank need only be run initially with each use of the
instrument and with each batch of samples generated from the same deuterated
solvent source.

6.2 The use of negative controls will be documented on the back of the DEA Form-86.

6.3 Resulting hard copies of all negative controls will be properly annotated and retained

in the case file.

7 Quantitative Analysis

7.1  Quantitation of controlled substances will be conducted according to the policies and

procedures in the Laboratory Operations Manual- Handbook, Analysis of Drugs
Manual, Basic Training Program for Forensic Drug Chemists, or laboratory specific
validated methods.

7.2 Quantitation of non-controlled substances will be conducted when required.

(b)(7NE)
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11 Marijuana and related substances

11.1

11.2

11.3

11.4

11.5

The identification of marijuana will consist of a microscopic examination (which must
observe plant material with cystolithic hairs), a Duquenois-Levine test, and either a
chromatographic method (including, but not limited to, TLC or GC) or MS (which
must include the identification of tetrahydrocannabinol).

The identification of a resinous extract of cannabis (hashish) will consist of a
microscopic examination (which must observe fragments of plant material such as
cystolithic hairs), a Duquenois-Levine test, and MS (which must include the
identification of one or more of the tetrahydrocannabinols and at least two of the
following: cannabinol, cannabidiol or cannabichromene).

The identification of hashish oil (a preparation of soluble cannabinoids derived from
cannabis) will consist of a microscopic examination (in which the substance is
essentially free of plant material), a Duquenois-Levine test, and MS (which must
include the identification of one or more of the tetrahydrocannabinols and at least two
of the following: cannabinol, cannabidiol or cannabichromene).

Single unit exhibits and A-K submissions: Each unit must be tested mdependently in
accordance with the criteria established in paragraphs 11.1-3. It is not necessary to
form a composite for further testing.

Multiple unit exhibits (excluding A-K submissions): The ESP should be applied to
determine the appropriate number of units to test. Each of the selected units must be
tested independently in accordance with the criteria established in paragraphs 11.1-3.
It is not necessary to form a composite for further testing.

Page 4 of 6 5/11/2009

Page 4




ANALYTICAL SUFFICIENCY OF DRUG EVIDENCE

(b)}7)E)
A . 7 g Lo
..c._;'_ﬁ{\._..,,‘,_.__/ “ ._" . i g L N A
s 4 5/11/09

Thomas J. Janovsky Date

Deputy Assistant Administrator
Office of Forensic Sciences

Page 5 of 6 5/11/2009

Page 5



Al

A2

A3

A4

AS

A.6

A7

A8

ANALYTICAL SUFFICIENCY OF DRUG EVIDENCE
Appendix A

Definitions

Presumptive Techniques — Presumptive techniques provide indication of sample
composition. They must be appropriate for the sample and may include, but are not limited
to: commercial logo comparisons, chemical tests, color tests, microcrystal tests, optical
crystallography, UV-Vis spectrophotometry, and separation techniques (without selective
detection).

Separation Techniques — Separation techniques provide an indication of sample
composition while evaluating for possible multi-component mixtures. These tests must be
appropriate for the sample and may include: TLC, GC, LC, CE, and IMS. Some separation
techniques may be interfaced with non-selective (presumptive) or selective (identification)
detectors. In addition, NMR, ESEMS/MS or DESI/MS/MS may be used to evaluate
samples for possible multi-component mixtures.

Confirmation Techniques — Confirmation techniques provide distinctive structural
information to identify a substance. These tests must be appropriate for the sample and
may include the following: IR, MS, Raman spectroscopy, or NMR. A confirmation
technique can be interfaced with a separation technique (i.e., GC/MS, GC/IRD, or LC/MS).

Residue — A residue sample consists of a small quantity of substance to be examined in
which there is insufficient quantity for the practical determination of a weight. Examples of
a residue include, but are not limited to, material adhering to the inside of a smoking pipe
stem, a straw, a beaker from a clandestine laboratory, a plastic bag, or material from a
vacuum sweep,

Trace — A trace component consists of a substance present at a low-level within an
appreciable amount of material. An example of a trace component includes, but is not
limited to, a sample consisting of 400 mg of a material containing 99% heroin
hydrochloride and 0.50% cocaine hydrochloride or a sample consisting of 400 mg of a
material containing 99% sucrose and 0.20% cocaine hydrochloride.

Adulterant — An adulterant is a pharmacologically active substance, usually added to a
controlled drug to enhance the affect. For example, quinine and procaine are typical
adulterants added to heroin.

Diluent — A diluent is an inert ingredient used to increase the bulk of a finished product.
Typical diluents are sugars, starches, tablet binders and lubricants, and inorganic salts.

Procedural Blank — A procedural blank consists of the matrix (to include, but not limited to,
the solvent for a separation technique, or KBr for IR) which has been taken through every
step of the analytical protocol using the same glassware, reagents, solvents and analytical
instrument. The procedural blank will be evaluated to eliminate the possibility of
contamination anywhere in the analytical protocol.
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Appendix HA-01

EVIDENCE SAMPLING PLAN

CONTENTS
GENERAL COMMENTS

DEFINITIONS

. POWDERS - MIXTURES OF POWDERS AND MATERIALS

1. GUMMY EXHIBITS (EXHIBIT SIZE 5 GRAMS PER CONTAINER OR
GREATER)

[11. SOLID DOSAGE FORMS

[V. SOLUTIONS

V. BODY CARRIES

GENERAL COMMENTS
Objective of Sampling Plan

The objective of the Evidence Sampling Plan is to provide a statistically sound, uniform
basis for DEA chemists to form conclusions, based upon random sampling. The sampling
technique is based on the probability theory of the hypergeometric distribution and
provides a completely consistent mathematical foundation for conclusions concerning the
contents of multiple containers of controlled substances.

Judgment is often required in sampling exhibits. The analyst may decide that certain
exhibits should be sampled so as to preserve some unusual feature, such as characteristic
shape or an embossed design. If in doubt, the analyst should consult with his or her
supervisor before proceeding.

Prior to forming the composite, selected containers (the minimum number determined
from the Tables below) are to be analyzed as directed in the Analytical Sufficiency

Document.l
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NOTE: Place notations on the reverse side of the DEA Form 86 showing the use of the
sampling plan and the procedure used to obtain the composite (e.g., cone and quarter,
cone and sample, etc.). Most exhibits can be sampled using the procedures in this plan.
Occasionally exhibits will be encountered for which these procedures are unsuitable. In
such instances, the analyst is expected to use good judgment to obtain a representative
sample. If in doubt, the analyst should consult his or her supervisor before proceeding. In
the event the plan is not used, that fact must also be noted, and a detailed description of
the sampling procedure used must be given.

DEFINITIONS

1. Cone and Quarter -- A procedure whereby the powder in a container is mixed by
shaking or stirring; large fragments or particles are reduced if necessary; the
material is then poured on a flat surface to formt a cone. The "cone" is flattened,
and the material is then divided at right angles, forming quarters.

{bY7)E)

2. Cone and Sample -- A procedure whereby the powder in a container is thoroughly
mixed, formed into a cone, and a composite is formed by withdrawing
approximately 5-gram portions from the center and from each of the four quarters
of the cone.
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3. Probe Technique -- A procedure whereby containers are pierced and a small
amount of powder is removed for screening.

4. Core Technique -- A procedure whereby portions are removed from various (i.e.,
2-5} locattons to form a composite.

5. Homogeneous Exhibit -- An exhibit that is uniform in physical appearance and
the particle size of the entire exhibit is 20 mesh (0.1 cm) or less.

6. Mix Thoroughly -- Comminuting the powdered mixture until the powder appears
to be uniform.

7. Gummy Exhibits -- Those which, by reason of moisture or other liquid content,
are not amenable to grinding.

8. Screening -- The inspection of exhibits containing powders, tablets, capsules, and
other solid dosage forms to detect differences in color, markings, and other
morphological properties as appropriate. When applied to those units “selected”
for screening per the Evidence Sampling Plan, screening must include a
confirmatory test to identify any controlied substance present.

9. _Composite -- Exemplar of an exhibit used for analysis|

{bYT)E)

10. Representative Sample -- Exemplar for testing and a sample aggregate portion of
the whole amount seized sufficient for current criminal evidentiary practice.

11. Test Portion -- Amount withdrawn from exhibit for quantitative analysis.

{bYT)E)

DEA SENSITIVE
This manual is the property of the Drug Enforcement Administration. Neither it nor its contents may be disseminated
outside the DEA without the express permission of the Office of Chief Counsel.

Page 4 of 58

Page 4



Page 005 of 102
Withheld pursuant to exemption
(bX7HE}

of the Freedom of Information and Privacy Act



Page 006 of 102
Withheld pursuant to exemption
(bX7HE}

of the Freedom of Information and Privacy Act



Page 007 of 102
Withheld pursuant to exemption
(bX7HE}

of the Freedom of Information and Privacy Act



Page 008 of 102
Withheld pursuant to exemption
(bX7HE}

of the Freedom of Information and Privacy Act



Page 009 of 102
Withheld pursuant to exemption
(bX7HE}

of the Freedom of Information and Privacy Act



Page 010 of 102
Withheld pursuant to exemption
(bX7HE}

of the Freedom of Information and Privacy Act



Page 011 of 102
Withheld pursuant to exemption
(bX7HE}

of the Freedom of Information and Privacy Act



Page 012 of 102
Withheld pursuant to exemption
(bX7HE}

of the Freedom of Information and Privacy Act



Page 013 of 102
Withheld pursuant to exemption
(bX7HE}

of the Freedom of Information and Privacy Act



Laboratory Operations Handbook

Appendix HA-02
QUALITY ASSURANCE GUIDELINES

DEA LABORATORY SYSTEM

1. The Analysis of Drugs Manual (ADM) contains a compilation of standardized
qualitative and quantitative methods for the most common drugs analyzed in the DEA
laboratories. Additionally, each laboratory has documented qualitative and quantitative
methods specific to the needs of the individual laboratory. Controlled substances must be
analyzed according to standardized methodology where such methods are available in the
ADM or in each laboratories compilation of approved methods. The method utilized
must be referenced on the back of the Forensic Chemist Worksheet. There is flexibility
in the method to allow the chemist to modify parameters, i.e., concentration, wavelength,
column, internal standard, etc. to obtain an accurate result. If an existing standardized
method is insufficient, an alternate method may be developed and used with supervisory
approval. Such a method should normally be included as a standardized method for
future use.

{b)TNE)
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Appendix HA-03
PERTINENT SECTIONS OF THE PERSONNEL MANUAL

CHAPTER 23 EMPLOYMENT (GENERAL)

2306 SELECTIVE PLACEMENT PROGRAM FOR HANDICAPPED PERSONS
AND DISABLED VETERANS

2308 FEDERAL CAREER INTERN PROGRAMS

CHAPTER 24 EMPLOYEE PERFORMANCE AND UTILIZATION

2410 TRAINING

2410.1 New Emplovee Orientation
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2430 EMPLOYEE PERF ORMANCE AND EVALUATION

2430.1 Employee Performance Appraisal System

2451 INCENTIVE AWARDS

CHAPTER 25 POSITION CLASSIFICATION, PAY AND ALLOWANCES

2511 CLASSIFICATION UNDER THE GENERAL SCHEDULE

2511.1 Position Classification

2511.2 Position Classification Appeals, Policies and Procedures

7531.1 Within-Grade Increase

2550 PAY
CHAPTER 26 ATTENDANCE AND LEAVE
2630 LEAVE

CHAPTER 27 PERSONNEL RELATIONS AND SERVICES

2711 LABOR-MANAGEMENT RELATIONS

2713 DRUG ENFORCEMENT ADMINISTRATION EQUAL
EMPLOYMENT OPPORTUNITY PROGRAM

2720 COLLECTION OF RACIAL AND NATIONAL ORIGIN
IDENTIFICATION DATA ON APPLICANTS

2752 DISCIPLINE, ADVERSE ACTIONS AND APPEALS

2771 DEA GRIEVANCE PROCEDURES

2792 FEDERAL EMPLOYEES' OCCUPATIONAL HEALTH
PROGRAM
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Appendix HA-04

SAFETY PROCEDURES IN CLANDESTINE LABORATORY
OPERATIONS

Planning the seizure of a clandestine laboratory should include consideration of the
possible hazards that may be encountered and appropriate measures to handle them ina
safe manner. A DEA forensic chemist can provide valuable help in anticipating hazards,
based on information obtained in the investigation. Consequently, a forensic chemist
should be consulted during the early stages of a clandestine laboratory investigation and
be present at the time of seizure.

Safety is a personal responsibility. Each individual at the seizure site is tesponsible for
knowing what hazards are present and the precautions required to avoid injury. Clearly,
every safety and health hazard associated with a clandestine laboratory seizure cannot be
anticipated; therefore, rules cannot be developed for every contingency that could rise.
All employees must maintain a constant vigilance for unsafe or potentially hazardous
conditions or practices. The DEA forensic chemist present at clandestine laboratory
seizures is responsible for providing technical assistance in identifying chemical hazards,
and recommending precautionary measures.

To assist in safely securing a clandestine laboratory, a properly stocked Clandestine
Laboratory Truck should be present at each seizure site. It is the responsibility of the
agent in charge to assure that the truck 1s present at the clandestine laboratory site. If a lab
truck is not available, the forensic chemist should coordinate with the agent in charge to
ensure that all required safety equipment is available. In these cases, the forensic chemist
should be able to provide the necessary sampling supplies and equipment needed.

The forensic chemist should attend the pre-raid meeting/briefing if at all possible to
provide an opportunity for the chemist to brief the other scizure team members about the
hazards expected in this particular laboratory.

{bYT)E)

The appropriate level of personal protective equipment (PPE) will be worn during all
stages of clandestine laboratory processing. Once the laboratory is secured, the site
should be ventilated by opening doors and windows, at a minimum. If fans are used to
assist in ventilation, they must be of the non-sparking type available on the lab truck or
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from the fire department. Do not use electric fans which may be present in the clandestine
laboratory.

(bY7)E)

The minimum level of PPE required for members of the assessment team are:

1. Chemical resistant suits, gloves and boots.

2. Nomex hood, jacket, pants, gloves and safety shoes/boots.
3. Self-contained breathing apparatus (SBA).

4. Head protection.

Any potential routes of entry of chemical vapors to exposed skin will be taped, i.e.,
sleeves, pants cuffs, collar.

A certified forensic chemist and fingerprint specialist, if appropriate, will be part of the
clandestine lab processing team. Members of the processing team are responsible for
collecting and processing of all evidentiary material found on-site. The members of the
processing team will use the buddy system and adhere to safety practices and procedures

set out in the Clandestine Laboratory Safety Guide.
{b)(7NE) *
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HAZARDOUS WASTE DISPOSAL

All equipment and apparatus are assumed to be contaminated and should be handled as
evidentiary and waste management samples. Additionally, all chemicals/solvents, and
reaction mixtures are considered hazardous and will be disposed of as hazardous waste
after cvidentiary and waste management samples have been taken.

The DEA case agent will arrange for proper disposal of all hazardous materials using the
designated hazardous waste contractor in accordance with Subsection 6674.7 of the
Agents Manual and other DEA policies. Questions concerning disposal of hazardous
waste should be directed to Headquarters, Hazardous Waste Unit (STSH).
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Appendix HA-05
DRUG ENFORCEMENT ADMINISTRATION
OFFICE OF SCIENCE AND TECHNOLOGY

MANAGEMENT DEVELOPMENT PLAN

The purpose of the Management Development Plan is to describe the means by which the
Office of Science and Technology (ST) can enhance the effectiveness of its managers.
Through formalized education/training, self-study and the right job experience,
individuals can obtain the knowledge, skills, and abilities, needed to be effective
managers.

Although current literature provides us with different definitions of leadership and
management, the fact is that for managers to be effective, they must be good leaders.
Therefore, this plan uses the word manager with the understanding that the manager
encompasses all the traits of a leader. The effective manager leads, trains, coaches,
supervises and manages resources. '

This plan consists of the following:

Section Title

T—t

Personnel Management

—
—

Manager Development

I Recommended Reading List

v Self-Study Courses

\'i Senior Level Courses and Seminars
Vi The Individual Development Plan
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SECTION I: PERSONNEL MANAGEMENT
LABORATORY CAREER DEVELOPMENT SYSTEM

Purpose. This section addresses the carcer development of Chemists within the DEA
laboratory system.

Career Ladder

A. The "career ladder” (i.e., career progression without further competition) for Chemists
within the laboratory system is:

GS-5 Chemist {entry-level trainee)

GS-7 Chemist (advanced entry-level trainee)
GS-9 Forensic Chemist

GS-11 Forensic Chemist

GS-12 Forensic Chemist (journeyman)

GS-13 Senior Forensic Chemist

GS-14 Senior Research Chemist

B. Competitive procedures are required to enter the system at the grade level for which
the candidate is qualified. if initial appointment is below the journeyman level (GS-12),
subsequent promotions to the journeyman level (GS-12) are noncompetitive.

Promotion to GS-13 Senior Forensic Chemist (Technical Specialist) and GS-14 Senior
Research Chemist positions at the Special Testing and Research Laboratory are based on
individual development of specialized scientific expertise and are subject to review and
approval by the Pay and Position Management Unit, Office of Personnel. Additionally,
promotion to the GS-14 Senior Research Chemist position is subject to review and
approval by the Career Board. Noncompetitive promotions to the GS-13 level are also
subject to approval by the Position Review Committee.

C. Supervisory and Managerial Positions. Career progression into supervisory and
managerial positions within the laboratory system is subject to competitive merit
promotion procedures for positions up to and including GS-15.

Supervisory and managerial positions within the laboratory system are:
(GS-13 Supervisory Chemist (Support Group Supervisor)
GS-13/14  Supervisory Chemist (Field Laboratory)
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GS-13/14  Supervisory Chemist (Special Testing & Research Laboratory)

GS-14 Program Manager

GS-15 Laboratory Director

GS-15 Chief, Laboratory Operations Unit

ES-01/03 Associate Deputy Assistant Administrator, Office of Science and Technology
ES-01/04 Deputy Assistant Administrator, Office of Science and Technology

SECTION II: MANAGER DEVELOPMENT

Manager development is the process by which individuals develop the knowledge, skills,
and abilities (KSA's) needed to lead, train, coach, supervise, and manage resources at
increasing levels of responsibility. Such development is the result of progressive and
sequential education, training, and experience received throughout a career. The manager
development process is based on three pillars, described below:

1. The institutional training pillar provides formal education and training that all
individuals receive in preparation for service as managers within DEA.

2. The self-development pillar recognizes individual initiative and self-improvement as
key to continuing professional development. The formal training system is limited and
individuals must act on their own to expand knowledge and experience. Reading
programs, college education, and self-study programs are among the principal self-
development opportunities. While all pillars are crucial, the self-development poses the
greatest challenge, since the final responsibility for development rests on the individual's
shoulders.

3. The developmental assignments pillar gives individuals the opportunity to build upon
the knowledge, skills and abilities (KSA's) that they acquired during formal training and
self-development and use them in actual management positions.

The Office of Science and Technology Management Development Plan has three levels,
MDP 1, 11, and I1I, which link and cut across all manager development pillars. Candidates
for supervisory and managerial positions may be evaluated, in part, based on established
KSA's. Candidates acquire KSA's from formal training provided by the organization,
self-development, and developmental job assignments.

LEVEL I
GS-5
GS-7
GS-9
GS-11
DEA SENSITIVE
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GS-12

A. General. Each level of the Management Development Plan (MDP) has four
components: KSA's component; a formal training component, a self-development
component; and a job assignments component. Under Level I, the KSA's component
provides eniry level personnel and those at the journeyman level with the critical skills
and professional knowledge subject matter that they must master. To ensure that
individuals have an opportunity to develop appropriate KSA's, individuals should receive
institutionalized formal training. It is also incumbent upon the individual to pursue a self-
development program. The foundation for a self development program is college level
course work, correspondence courses and individual reading programs. Position
responsibilities within the organization will provide building blocks of experience,
enabling the individual to put into practice those skills he/she has learned through
education and training. This training plan lists the key job assignments for which the
individual should strive.

B. Knowledge, Skills and Abilities (KSA's).

1. Ability to perform assigned duties with appropriate degree of supervision

2. Knowledge of chemistry as applied to the analysis of drugs and related substances
3. Knowledge of chemistry to solve difficult analytical problems

4. Knowledge of instrumentation used in chemical analysis

5. Knowledge of instrumentation sufficient to effect repairs

6. Knowledge of laboratory safety/accident prevention

7. Skill and ability to conduct scientific research

8. Skill as a peer group leader in resolving problems involving interpersonal conflicts
9. Ability to be objective, fair minded in dealings with others

10. Skills in effective oral and written communication

11. Organizational skills

12. Computer literacy

C. Formal Training.

1. Basic Entry Level -- An on-site Basic Chemist Training Program of 4-12 months.
2 Forensic Chemist Trainee 3 weeks in Quantico -- Provides training in DEA history,
rules and regulations to the new employee. Procedures in law are described in regards to
the Controlled Substances Act, evidence handling, court testimony, and mock trials.
Technical training on instrumentation provided with analytical methods of analysis for
drugs. Forensic Chemist Trainees are required to synthesize controlled substances ina
laboratory environment. Training includes some elements of GS/MS, spectroscopy,
microscopy, and chromatography. A laboratory environment is required.

3 Forensic Chemist Technical Seminar -- This one week program at Quantico is
designed to provide technical instrumentation training.

4. Advanced Technical Seminar -- This one week program in Quantico is designed to
provide advanced training to more experienced Forensic Chemists. A more technical,
advanced discussion is provided for newer analytical techniques and instrumentation.
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5. Group Supervisors School -- This one week program in Quantico is designed 1o
provide supervisory skills training to the new group Supervisor.

6. Leadership, Education and Development (LEAD) Course -- This DoD course is for
GS--12's who have demonstrated outstanding leadership potential. A further description
of this course is provided in the next section, level 11, Formal Training.

7 Verbal/Non-verbal Communication Skills -- This one week school in Quantico is
limited to 40 participants per year. The program is designed to provide laboratory
employees with principles necessary for communication.

8. Computer Training -- This one week school in Quantico is limited to 40 participants
per year. The program is designed to provide laboratory employees with comprehensive
computer skills using a variety of software, e.g., Word Perfect, Lotus 1-2-3, Harvard
Graphics, dBase [V.

D. Self-Development.

1. College Level Advanced Course Work -- Generally, chemists possess at leasta
bachelors degree at entry level. Appropriate graduate degree work will enhance
promotion opportunities.

2. Self-Study --

a. Individuals should establish a reading program, in conjunction with his/her Individual
Development Plan (IDP).

b. Self-study program courses are available through government and quasi-government
agencies. The Domestic Section (TRD) at Quantico can provide the most up-to-date
listing of available courses. Section [V of this plan provides a sample of available self-
study courses. A self-study course on management is mandatory before funding is
provided for other management courses.

E. Assignments.

1. Clandestine Lab Coordinator

2. Research Coordinator

3. Reverse Undercover Coordinator
4, EEO Counselor

5. Training Coordinator

6. Purchasing Coordinator

7. Special Projects

8. Instrument Monitor

9. Standards Monitor

LEVELII
GS-13
GS-13/14
GS-14
GS-15
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A. General. To have been selected for management, the individual had to master the
skills and knowledge described in Level [. Level Il requires a new set of technical skills
and knowledge to make the individual an effective manager. A series of opportunities for
management training will provide the individual with the more highly developed KSA's.

B. K§4's.

1. Knowledge of management principles and practices

2. Knowledge of DEA's personnel management practices and policies

3. Interpersonal skills

4. Ability to make decisions after development and consideration of alternatives
5. Technical knowledge

6. Knowledge and skills in scientific research

7. Computer literacy

C. Formal Training. There is a need to develop advanced leadership and management
skills. Improving existing KSA's and developing new KSA's should increase job
effectiveness and positively influence the effectiveness of subordinates. There are
numerous courses and seminars available.

1. Leadership, Education and Development Course (LEAD)

a. A five day course sponsored by DOD where participants learn by doing. Emphasis is
placed on: Communication skills, conflict resolution, problem solving, motivating others
and performance counseling. Participants are placed in role play situations in which they
can practice a variety of skills. Learning is reinforced by lecturettes.

b. Expected Results of LEAD:

- Increased awareness of how various management and leadership styles affect others

- Development of skills for dealing with people

- Increased listening and communication skills ability to appropriately gear management
style to specific situations

- Increased performance and person counseling skills

- Improved decision making

2. Personnel Management for Exccutives (PME) Course.

a. Upon promotion to GS-14, individuals will attend phase I of the Personnel
Management for Executives (PME). This eight-day course is DOD sponsored and is held
at six locations within the U.S.

b. Expected Results of PME

- Improved self-awareness and human relations skills

- Greater insight into the analysis of the dynamics of human and organizational behavior
- Better able to manage the assets of a diverse work force

- Increased understanding of human resource management philosophies

- Better able to manage stress by incorporating the concept of total wellness into their
approach to management

3. Personnel Management for Executives (PME) Course Phase II.

a As a GS-15, individuals should complete the five day phase II of PME. PME is
designed to build on the original PME experience.
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b. Expected Results of PME II
- Enhanced understanding of the theory, skills, and issues of PME
- Enhanced understanding of group rapport and trust
- Enhanced understanding of the various dimensions of leadership and human resource
management as primary concerns of federal executives
4. Group Supervisor School -- This two-week school is held approximately once a year
and is conducted at the FBI/DEA Academy in Quantico, Virginia. Ideally, all supervisors
would attend this course just prior to assuming their duties as first-line supervisors.
Practically speaking, no supervisor should go more than one year without receiving this
mandatory training. Subject areas include motivation, communication skills, Equal
Employment Opportunity (EEO), Employee Assistance Program (EAP), stress
management, leadership, performance evaluation, coaching and counseling, and other
administrative issues. The school is open to all supervisors other than those in the Special
Agent (1811) and Diversion Investigator (1810) series.
5. Organizational Leadership for Executives (OLE) --
a. A DOD sponsored two week course held in Kansas City, Missouri for GS-15s (middle
manager). Topics include, but are not limited, to improving interpersonal communication,
developing strategies for organizational excellence, influencing subordinate performance,
managing innovation and change, increased self knowledge, diagnosing systemic
problems, and building excellence into the leadership team.
b. Expected Results of OLE
- Ability to assess, integrate and apply practical deals for enhancing organizational
achievement throughout multiple levels of an organization
- Able to develop short and long range strategies for improving organizational
performance
6. Executive Development Program (EDP) --
a. A DEA sponsored one week course held at Quantico, Va. This training is targeted at
GS-15's. This course emphasizes leadership skills.
b. Expected results of EDP
- Ability to solve problems and think creatively; enhanced to negotiating skills.
- Enhanced communication skills.
- Ability to hold effective meetings.
7. Supervisor Refresher Training --
This one week course, conducted at Quantico, will provide refresher training in
management skills and cover ethics, contemporary issues and DEA initiatives.
8. Laboratory Directors' Conference --
This one week course conducted at Quantico is designed to provide Laboratory Directors
with a comprehensive training seminar in many arcas, including: management and
organizational issues; budget and financial issues; employee development; and
performance issues.
9. Supervisory Chemists' Advanced Training School --
This one week course is designed to cover a wide range of first line supervisory topics,
e.g., overtime, travel regulations and administrative policies.
10. Supervisory Chemist Advanced Technical Training School -
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This one week school is planned to be held annually and to cover management issues of
concern to the first line supervisor, e.g., overtime, travel regulations, promotions, awards,
etc.

11. There exists a plethora of management courses and seminars available from the
American Management Association and U.S. Department of Justice Management
Division. Such courses include policy administration, personnel management and a host
of other pertinent subjects. Planning for such training should be part of the IDP process.
12, Requests for above mentioned courses and seminars must be submitted to DEA
Training, FBI Academy, ATTN: TRD, P.O. Box 1475, Quantico, Virginia 22134-1475.

D. Self-Development

1. College Education -- If not already accomplished, managers are encouraged to
complete the work necessary for a Master's degree in business administration, public
administration, chemistry, or forensic science. 2. Self-Study --

a. Managers should maintain a disciplined reading program. A recommended reading list
1s found in Section III, pg. 14.

b. Correspondence courses are available through different agencies. (See Section 1V, pg.
15).

E. Assignments

1. Supervisory Chemist (Support Group Supervisor)

2. Supervisory Chemist (Field Laboratory)

3. Supervisory Chemist (Special Testing and Research Laboratory)

4. Program Manager

5. Laboratory Director
6. Chief, Laboratory Operations Unit

LEVEL III
ES-01/03
ES-01/04

A. General. To be selected to this level, candidates must have clearly demonstrated
knowledge, skills and abilities in a broad range of management areas. In addition to
possessing the KSA's needed at Levels I and II, managers must possess additional KSA's
for success at this higher level.

B. KSA4's.

1. Knowledge of how complex bureaucracies function.

2. Ability to persuade i.e., to be effective in government and the public sector.
3. Knowledge of how national domestic policy is formed.

4. Knowledge of how outside agencies and social forces affect DEA's mission.

C. FFormal Training
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1. The Federal Executive Institute. Individuals must be selected for attendance by DEA
Career Board.

2. American Management Association Courses

3. Executive and Management Courses

Individuals must be selected for attendance by DEA Career Board.

4. OPM Seminars. Individuals must be selected by DEA Career Board for attendance.
5. Attorney General Seminars. Career Board selected.

D. Self-Development

1. College Education -- Although Masters and PhD degrees are not mandatory for
advancement, managers are encouraged to further their college education,

2. Self-Study

a. Individuals must continue with a vigorous reading program.

b. Self-study program courses are available through agencies such as the USDA Graduate
School, USDA, the National Independent Study Center of the U.S. Office of Personnel
Management.

E. Assignments

1. Associate Deputy Assistant Administrator Office of Science and Technology.
2. Deputy Assistant Administrator Office of Science and Technology.

SECTION III: RECOMMENDED READING LIST
Blanchard, Kenneth, and Spencer Johnson, The One Minute Manager.

Blanchard, Kenneth. The Power of Ethical Management.
Burns, James MacGregor. Leadership. New York: Harper and Row, 1978.

Chase, Gordon, and Elizabeth C. Reveal. How to Manage in the Public Sector. New
York: Random House, 1983.

Cohen, William A. The Art of the Leader. Englewood Cliffs, NJ: Prentice Hall, 1990.

Covey, Stephen R. The 7 Habits of Highly Effective People. New York: Simon and
Schuster, 1989.

Drucker, Peter F. Managing the Non-Profit Organization: Principles and Practices. New
York, Harper-Collins, 1990,

Gabor, Andrea. The Man Who Discovered Quality. New York: Penguin Books, 1990.
Gardiner, Gareth. Tough-Minded Management. New York: Fawcett-Columbine, 1990.
Gardiner, John. On Leadership. New York: Free Press, 1990.

Haass, Richard N. The Power to Persuade. New York: Houghton Mifflin, 1994.

Keirsey, David, and Marilyn Bates. Please Understand Me. Gnosology Books, 1984.
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Kotter, John P. Power and Influence. New York: Free Press, 1985.

Lynn, Laurence E., Jr. Managing the Public's Business: The Job of the Government
Executive. London: BBC Books, 1986.

McCullough, David. Truman. New York: Simon and Schuster, 1992.
Ouchi, William G. Theory Z. New York: Avon Books, 1981.

Peters, Thomas J., and Robert H. Waterman, Jr. In Search of Excellence: Lessons Jfrom
America’s Best-Run Companies. New York: Harper and Row, 1982.

Shaara, Michael. The Killer Angels.

Smith, Perry M. Taking Charge. New York: Garden City Park, 1988.

Sun Tzu. The Art of War. Boston: Shambala, 1988.

De Tocqueville, Alexis. Democracy in America. New York: Random House, 1945.

Wilson, James Q. Bureaucracy: What Government Agencies Do and Why They Do 1.
New York: Basic Books, 1989.

Wouk, Herman. /nside, Qutside.

Zartman, [. William, and Maureen R. Berman. The Practical Negotiator. New Haven:
Yale University Press, 1982.

SECTION IV: SELF-STUDY PROGRAM

A. General. Self-study is an effective way to train. It enables the individual to learn at
his/her own pace when and where it is most convenient. Material can be reviewed at the
discretion of the individual until it is mastered.

B. The National Independent Study Center (NISC) course content has been carefully
designed so that the individual can learn on his/her own. However, if difficulty is
encountered regarding the subject matter, the student can call or write NISC instructors,
who will gladly answer questions,

C. NISC courses must be coordinated through the Domestic Training Section (TRD),
Quantico, Virginia. A sample of available courses includes: PC Literacy; Basic Labor
Relations; EEO; Government Pay Setting; Personnel Procedures; Effective Work
Delegation; Improving Employee Performance; Program Planning and Analysis; Writing
Reports; Solving Performance and Conduct Problems; How to Write Effective Letters
and Memos.

D. The USDA Graduate School offers nearly 100 self-paced courses providing the
freedom and flexibility to study in your home at your own pace. Courses include: English
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skiils; accounting; auditing; management; computer sciences; math; personnel
administration; writing and more. For more information call (202) 720-7123. These
classes must be coordinated through the Field Training Unit in the Office of Training,
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SECTION V SENIOR LEVEL COURSES AND SEM
\ COURSE

1. CONGRESSIONAL FELLOWSHIP PROGRAM

This program provides an opportunity for incumbent and potential
executives to develop skills and abilities to understand and work with
Congress. Seminars are conducted by leading Congressional,

. Governmental and academic figures throughout the year, while working
with members of the House of Representatives, Senate and
Congressional Committees. GS-13 or equivalent.

2. HARVARD UNIVERSITY PROGRAM

The purpose of this program is to improve the managerial effectiveness

i of officials who hold senior level management positions in the public
sector. The focus is on the roles, tasks and skills of senior managers. It
also addresses the problems associated with the development of policy in
i the public organization and the administrative challenges of
implementing policy.

"I
|

IN ARS
i LENG'T H |

Ten Months

Three Weeks

3. ATTORNEY GENERAL SEMINARS

A variety of individual courses for GS-11- SES candidates such as: The
- 90's Executives, Effective Speaking for Executives, Management
Reasoning Techniques, Power negotiations, Managing Human
Performance, Problem Solving and Decision Making, Middle
Management Seminar and Effective Delegation. GS-11 and above.

4.US.OM. EXECUTIVE SEMINAR CENTER

A variety of Programs such as; New Managers Seminar, Management
Development Seminar, Executive Development Seminar, etc., focusing
on specific techniques and processes needed for effective executive and
i management leadership. GS-13 and above.

5 UNIVERSITY OF SOUTHERN CALIFORNIA

This management education program is an intensive graduate level study
. program designed to give a working knowledge of administrative,

- budgetary and program management functions leading towards a masters
- degree in Public Administration. GS-14 and above.

Two
Days/One
Week

Nine Months

| 6. NATIONAL WAR COLLEGE
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| Th1s course involves detailed analysis of various political, economic,
psychologlcal and military factors in establishing national security
' policy. GM-15 and above.

'7.U.S. ARMY WAR COLLEGE

The learning process is the exchange of ideas, knowledge and experience
“among military and civilian students from a variety of agencies.
- Selectees must be in a managerial or executive position. GS-14 and
 above.
|

! 8. INTER-AMERICAN DEFENSE COLLEGE

Spanish speaking is helpful, but not a prerequisite. The curriculum

. includes a review of the current body of thought on the potential psycho-

- social, economic and military fields, as well as an intensive investigation

~of the structure of power; and examination of the world situation
espec1ally as it bears on the security and well being of the Western
Hemlsphere and a detailed analysis of the Inter-American situation. GM-
14 and above.

Ten Months

Ten Months

- 9. BROOKINGS INSTITUTE

This program is conducted though a series of conferences that contribute
to the conceptual growth of senior government executives by engaging
them in analysis of public issues and encouraging them to form
independent judgements. The conferences also recognize that
professional growth by key executives is essential if government leaders
are to respond to the changing demands on society. SES Level.

10. THE LEGIS FELLOWS PROGRAM

 Is designed to provide expertise in legislative drafting and management
of legislative work at agency level. Incumbent is assigned either the
House or Senate. GS-15 or equivalent.

11. THE FEDERAL EXECUTIVE INSTITUTE

A variety of programs designed to develop and increase the executive's
ability to provide leadership, analyze information and interact with
others in the Federal executive environment. (GS-15 and above.

One Day/Two
Weeks :

Six
Months/One
Year

One
Week/Four
Weeks
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‘ 12. EXECUTIVE POTENTIAL PROGRAM

‘ This career enhancement program for high potential individuals GS-13/14
 provides training and developmental experiences to prepare them for future
- opportunities as supervisors, managers and executives in the federal

- government, GS-13/14.

One
year

| 13. WASHINGTON EXECUTIVE SEMINAR

~ This seminar is designed to acquaint current and future executives with a wide
| range of issues and topics. Particular attention is devoted to the Senior ' Two

- Executive Service (SES) competencies of "Integration of Internal and External | Weeks
| Program and Policy Issues:" and "Organization Representation and Liaison,"
' SES Level.

‘ 14. COUNCIL FOR EXCELLENCE IN GOVERNMENT FELLOWS (COG) |
- (COG) enhances leadership and managerial skills of future members of senior
executive serve through interaction with successful executives from One
Government and private industry. While performing regular duties each Fellow | Year
participates in structured learning situations tailored to developmental needs.
- GS-14.

15. HARVARD LAW SCHOOL PROGRAM

New Program for Federal Attorney's. The course is instructed by leading One
. Attorney's in private enterprise. Segments relate to Criminal and Civil Week
prosecution.

SECTION VI: INDIVIDUAL DEVELOPMENT PLAN

NAME DATE ESTABLISHED
POSITION/SERIES/GRADE DATE REVISED
[. PLANS

A. CAREER OBJECTIVES

My professional goals are as follows:

1. Short Term (1-3 years)

2. Long Term (>3 years)

B. ASSESSMENT OF KNOWLEDGE, SKILLS AND ABILITIES (KSA's)

The KSA's which I already possess (1) and those which I need to add or improve upon
(2) include:

1. Attained KSA's

2. Desired KSA's

DEA SENSITIVE
This manual is the property of the Drug Enforcement Administration. Neither it nor its contents may be disseminated
outside the DEA without the express permission of the Office of Chief Counsel,

Page 36 0of 58

Page 36




Laboratory Operations Handbook

C. TRAINING

My plans are to complete the following:
1. Formal Training

2. Developmental Assignments

3. Self-Development Activities

D. SUPERVISOR'S COMMENTS
COMPLETE AS APPROPRIATE:

1. The concept of IDP development has been discussed with me; however, I am not
interested at this time.

Employee's Signature Date

2. This assessment and development plan has been discussed with the employee named
below.

Employee's Signature Date
Laboratory Director's Signature
II. ACCOMPLISHMENTS

A. RECORD OF TRAINING, DEVELOPMENTAL ASSIGNMENT, SELF-
DEVELOPMENT ACTIVITY

Course/Assignment/Activity Date Comments
1.
2.

e A

B. EMPLOYEE'S UTILIZATION OF TRAINING RECEIVED: (An assessment by the
supervisor, in consultation with the employee, should address any utilization or
application of training reccived.)

C. EMPLOYEE COMMENT: (May be used for employee comment on career goals,
course assessment, uttlization on training received, etc.)
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IDP INSTRUCTION GUIDE

The following instructions are intended for use in completing the Individual
Development Plan (IDP).

1. The employee's name, position title, series and grade are entered in the spaces shown,
The date that the IDP was originally established is also entered. Since it it expected that
- the IDP will be periodically reviewed, a space is provided for a revision date.

2. CAREER OBJECTIVES: The employee is expected to select goals which he/she
desires to attain. It is expected that the supervisor will assist in this process by helping to
identify possible advanced positions or job responsibilities. The goals are segregated into
short and long term categories for convenience, as appropriate.

3. ASSESSMENT OF KNOWLEDGE, SKILLS AND ABILITIES (KSA's): Itis
expected that the KSA's already possessed will vary among individuals depending upon
past training, experience, aptitude and a host of other factors. Thus, it is appropriate to
identify those KSA's already possessed in order to direct training toward the development
of other desired KSA's. Ideally, both the employee and the supervisor will develop a list
of both "attained" and "desired" KSA's. If more space is required, use attachments.

4. TRAINING: Planned training s divided into three categories to emphasize the need for
each.

5. SUPERVISOR'S COMMENTS: Any comments by the supervisor relative to the
assessment, career goal planning and especially self-development initiatives are
appropriate.

6. SIGNATURES: Signature lines are provided for the employee, the Supervisor and the
Laboratory Director. A space is provided for the employee to decline IDP participation.

7. ACCOMPLISHMENTS: This section is intended for tracking both the completion of
training/development assignments and the utilization of such training. It is expected that
the employee will apply the skills learned from training or development assignments,
essentially using the skills as a basis for further development. If the training/development
assignment is not used and/or does not contribute to employee professional development
in a meaningful way, then additional training may not be appropriate.

8. EMPLOYEE COMMENT: This section may be used by the employee to comment on
career goals, course assessment, utilization of training, etc.

DEA SENSITIVE
This manual is the property of the Drug Enforcement Administration. Neither it nor its contents may be disseminated
outside the DEA without the express permission of the Office of Chief Counsel.

Page 38 of 58

Page 38



Laboratory Operations Handbook

Appendix HA-06

(b){7)HE)
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Appendix HA-07

CHEMIST GRADE EVALUATION GUIDE
GS-12/13 Positionr Review

The following criteria cover GS-12 and GS-13 grade levels for chemists assigned to the
laboratory system within DEA. The GS-12 and GS-13 chemist positions are identical
with the exceptions of Factor Levels 1, Knowledge Required by the Position and 5, Scope
and Effect. The differences between the GS-12 and 13 levels are in Factor levels 1 and 5;
all other aspects of the jobs are the same.

In determining whether an individual should be recommended for promotion to the GS-
13 level, the following must be established.

1. The work situation must provide an opportunity for expansion of the job beyond the
bounds established at the journeyman level. Examples of applicable higher level duties
are listed below with evaluation criteria.

2. The higher level duties must be performed by the candidate and must comprise a
substantial part of his/her time on the job. Substantial performance is considered to be at
least 20% of the job.

3. It must be demonstrated that the candidate is currently performing at the described
level, and will likely be doing so in the future.

FACTOR LEVEL DESCRIPTIONS

FACTOR 1 - KNOWLEDGE REQUIRED BY THE POSITION

This factor measures the nature, variety and intensity of knowledge, skill and ability
required to perform the job successfully. How the knowledge, skill or ability is applied by
the employee (or, the reason it is required) must also be considered. In order to be
credited, the knowledge, skill or ability must be required by the position and actually
applied, on a regular basis, by that employee. Possession of a professional knowledge of
the fundamental theories, principles and methods in a scientific discipline equivalent to
that obtained through the successful completion of a bachelor's degree program (or
equivalent experience or training), 1s the minimum requirement for positions covered by
this criteria.

GS-12 - Level 1-7 ——- 1250 Points

At this level, the chemist possesses an in-depth knowledge of the concepts, theories,
principles and methods of the speciality area. This knowledge is of sufficient depth to
enable the chemist to determine the most appropriate approach to be used and to
recognize the need for and to adapt and modify standard methods and procedures to meet
new or unprecedented requirements. For example, the chemist may have modified the
standard operating procedure for determining the amount of narcotic and dangerous drugs
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found in samples to produce more consistent results. The chemist is skilled in the
operations, calibration and minor repair of analytical instrumentation such as HPLC,
nuclear magnetic resonance, gas chromatography, GC/MS spectrometer and ultra violet
and infrared spectrophotometers and has the ability to recognize and suggest the reasons
for elementary instrumentation problems, such as irregular peak shapes or poor
resolution. The chemist has demonstrated the ability to plan, organize and carry out
projects or studies involving collaboration with other labs within the agency. In
recognition of the chemist's expertise in planning and carrying out the procedures
associated with the speciality area, the chemist may have been requested to assist other
chemists in performing the specialized procedures or in training other lab workers to
perform them. Communication skills are applied by the chemist in one or more of the
following ways: to prepare and present sessions at conferences; to testify as a technical
witness in court; to draft technical reports; to train other chemists in performing
specialized procedures; to document changes to standard operating procedures in lab
manuals; or, to explain lab oPerations and procedures to outside groups or individuals.

GS-13 - Level 1-8 —— 1550 Points

At this level, the chemist possesses a mastery of the theories, principles and methods of
the speciality area encompassing forensic drug chemistry as evidenced by recognition as
one of the laboratory’s experts in applying the methods peculiar to the speciality area.

Professional knowledge in the speciality area to recognize the need for and to develop
new and improved experimental methods and procedures to overcome current limitations.

The following are some examples of these criteria:

1. The chemist's mastery of the specialty area results in being consulted by colleagues in
solving analytical problems of a critical, highly unusual or unprecedented nature such as
analyzing the more difficult controlled substances and controlled substance analogs. This
may require synthesizing a sample to be used as a standard for identifying the unknown.
2. Knowledge and skills in order to develop curriculum and train other chemists, agents
and police in the speciality area.

3. Evaluates new instrumentation for the laboratory and makes recommendation for or
against acquisition.

4. Using expert knowledge in synthetic chemistry and the practices of laboratory
operators, assists agents and other chemists in complex clandestine laboratory
investigations. Advises on methods and materials, production capabilities, location and
timeliness of raid and sufficiency of evidence.

5. Skill in performing nonroutine maintenance, diagnosis and repair on the instruments,
i.e. beyond normal trouble-shooting, cleaning and calibration.

6. Knowledge of computer programming in order to modify existing programs in
computer assisted instrumentation to simplify the instrument's operation and/or extend
the instrument's capabilities.

DEA SENSITIVE
This manual is the property of the Drug Enforcement Administration. Neither it nor its contents may be disseminated
ouiside the DEA without the express permission of the Office of Chief Counsel.

Page 41 of 58

Page 41



Laboratory Operations Handbook

7. Knowledge in aspects of the speciality area, e.g., application of highly sophisticated
instrumentation (nuclear magnetic resonance spectroscopy, gas chromatograph-mass
spectrophotometer, fourier transform-infrared spectrophotometer).

8. Skill in developing new procedures for the use of analytical instruments or for new
instrumental application where there exist very limited published information about the
capabilities and limitation of the particular instrument applicable to the particular aspects
of the speciality area.

FACTOR 2 SUPERVISORY CONTROLS

This factor measures the degree of guidance and control exercised over the position.
There are three aspects of this factor: how assignments are received, especially the
specificity of instructions or directions provided at the beginning of the assignment; the
amount of responsibility entrusted to the employee to plan and carry out assigned work
and the extent to which advice and assistance is provided to the employee while work is
in progress; and the manner in which the work is reviewed. The amount of contact
between the employee and the supervisor should be examined closely before judgment is
made on this factor to ascertain whether the contact is actually to provide direction or
guidance. Contact with the supervisor, or with other officials in the supervisory chain, is
often consultative in nature, that is, to exchange information or to arrive at a mutually
agreeable decision, rather than for the purpose of requesting assistance or receiving
guidance,

GS-12 and GS-13 - Level 2-4 - 450 Points

The supervisor defines the overall scope of the work. Priorities, deadlines, and general
approaches are developed cooperatively by the supervisor and the chemist in recognition
of the chemist's extensive experience in the performance of established lab procedures.
The chemist typically suggests new procedures or the adaptation of those described in
current literature or in current use in the lab.

The chemist independently plans, organizes and carries out the work. The chemist keeps
the supervisor informed through periodic oral discussions. The supervisor is consulted
only on unusual or controversial matters, e.g., data that may be in serious conflict with
expected results.

Completed work is reviewed for accomplishment of objective, for overall technical
adequacy, and for feasibility. The chemist is responsible for the accuracy of results and
for soundness of judgments and interpretations.

FACTOR 3 - GUIDELINES

This factor measures the availability, specifically, and applicability of guidelines,
including policies and procedures, instructions, established practices, precedents,
textbooks, manuals, professional journals, handbooks, and other reference materials. The
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factor also evaluates the degree of judgment exercised by the employee in selecting,
applying, adapting, interpreting, modifying, extending, or originating guidelines.

GS-12 and GS-13 - Level 3-4 -—-- 450 Points

Guidelines include recent developments in forensic chemistry. The chemist obtains
information about these developments through reading, attendance at workshops, or
personal contacts with other chemists. Newly developed methods and procedures may not
be totally validated or contain certain gaps; the chemist must use seasoned judgment in
applying them in the lab. In addition to adapting new methods and procedures in the lab,
established methods and techniques must often be substantially modified in order to meet
the requirements of the lab. Judgment is used in determining the need for new or
improved methods and in applying new technological developments. The employee uses
initiative.

FACTOR 4 - COMPLEXITY

This factor measures the nature, variety, and relative difficulty of the functions performed
and of the systems, methods, procedures, and instrument techniques used. Also
considered under this factor is the difficulty encountered in determining what needs to be
done, the nature of the problems and obstacles encountered, the degree of analysis,
evaluation, and insight required, and the opportunity for creattvity and ingenuity. Other
complicating factors, including administrative and management issues, should also be
addressed under this factor. Noteworthy professional achievements or recognition should
also be included in the evaluation of this factor.

GS-12 and GS-13 - Level 4-5 — 325 Points

The assignments consist of analyzing, identifying, and testing unknown substances.
Analyses involve the isolation and characterization of compounds on which a limited
amount of information or conflicting data is available, e.g., controlled substance analogs.
The chemist's contributions may include the origination and validation of new procedures
which permit the synthesis of compounds previously unachievable using established
procedures. In the support area, the chemist may have the responsibility for determining
resources such as presenting proposals for the purchase of new equipment.

Accomplishments may also include the development and implementation of new
analytical applications for the highly specialized instrumentation. The chemist
continually reviews current literature and initiates discussions with other chemists who
carry out related procedures to maintain an awareness in the field. The chemist may
coordinate and participate in training sessions to explain new procedures to other
chemists and to provide training to Agents and state and local police. The chemist may
have received recognition for his expertise or accomplishments in a number of ways such
as being invited to make presentations in seminars or training sessions, o serve on
committees for special projects, or other comparable means of recognition.
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FACTOR 5 SCOPE AND EFFECT

This factor measures the purpose of the work performed and the impact, influence, and
importance of the employee's efforts to the laboratory's mission.

The purpose of the work is to provide expertise in the analysis of forensic drug samples
and related areas. The work includes developing new approaches and methods, and
evaluating existing ones for technical sufficiency. The employee's work efforts affect a
variety of agency technical programs, operations of State and local law enforcement
laboratories, and the work of other experts.

GS-12 - Level 5-4 --- 225 Points

At this level, the purpose of the work is to modify and adapt established methods and to
develop new procedures designed to meet unusual requirements or to enhance the current
capabilities of the lab. The chemist provides expertise in the performance of specialized
procedures, including advising other labs on applying and implementing such procedures.
For example:

- The chemist may have developed exceptional skill in highly specialized procedures to
the point where other chemists require the employee's advice and guidance.

- The documentation and/or publication of refinements or other modifications to standard
procedures made by the chemist extends the impact of the chemist's contributions beyond
the immediate lab.

GS-13 - Level 5-5 --- 325 Points

At this level, the purpose of the work is to provide expert advice and guidance to other
chemists throughout the lab in the speciality area. Aspects of the speciality area may
include the application of highly specialized instrumental techniques, such as mass
spectrometry, or development of new analytical procedures, or the adaptation of
microcomputers to standard analytical procedures, or assistance in complex clandestine
laboratory investigations.

The following are examples which demonstrate this criteria:

- The chemist conducts tests to determine validity and recommends changes to
established agency programs such as the Evidence Sampling Plan, and the Quality
Assurance Program.

- The chemist evaluates and recommends corrective action to laboratory management in
the laboratory's internal Quality Assurance Program and procedures.

- The chemist develops new methodology or modifies existing methodology to improve
upon methods of analysis currently in use in DEA or state/local laboratories.

- The chemist provides assistance to prosecuting attorneys at trial in more difficult court
cases, through rebuttal testimony or preparation of questions for the cross examination of
opposing experts.
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- The chemist participates as a member of laboratory system committees such as
technical seminars, the Ad Hoc Equipment Review, and the Ad Hoc Technical Review
Committees, which provide input into system policies.

- The chemist serves as a trainer at the DEA Basic Forensic Chemist School or
participates in training seminars for other agency training programs or state/local.
laboratories.

- The chemist analyzes investigative information obtained in the course of complex
clandestine laboratory investigations to determine what is being manufactured, routes of
synthesis, and production capabilities.

FACTOR 6 - PERSONAL CONTACTS

This factor measures the kind, level, role, and authority, of people contacted and the
conditions and circumstances surrounding the contacts. Careful consideration should be
give to the frequency of contracts to avoid crediting contacts made on an occasional basis
only.

GS-12 and GS-13 - Level 6-3 —- 60 Points

Contacts are with other chemists and scientific personnel in DEA laboratories, academic
organizations, industry and private laboratories, criminal investigators, Assistant U.S.
Attorneys, State Assistant District Attorneys, and defense attorneys.

FACTOR 7 - PURPOSE OF CONTACTS

This factor measures the reason for making the contacts listed in Factor 6 and the
difficulty invelved in justifying, defending or persuading others to accept the information
presented.

GS-12 and GS-13 - Level 7-3 —— 120 Points

The purpose of contacts is to resolve methodology problems; to convince individuals who
are skeptical, uncooperative, or of differing and conflicting opinions; to advise and assist
Special Agents in the performance of certain enforcement procedures, such as clandestine
laboratory seizures; to confer with and advise other specialists, Asststant U.S. Attorneys,
and Assistant State Attorneys on the chemical and technical aspects of clandestine
laboratory operations and controlled substances seized from the defendants. Acting as an
expert witness, provides courtroom testimony in which defendant's attorney attempts to
discredit the chemist's credentials, methodology, results or conclusions or the chemist
tries to refute or discredit the testimony of other witnesses. Contacts may be to provide
expert advice to other chemists in the application of new procedures or instruments
designed to improve the overall quality of experimental results.
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Appendix HA-08
POSITION:
VACANCY ANNOUNCEMENT NUMBER:
NAME OF CANDIDATE:

SUPERVISORY EVALUATION FORM

Taking into consideration the duties of the position and the qualification requirements
indicated in the vacancy announcement, please make an evaluation on each of the
assessment statements below based on the applicant's demonstrated performance in the
subject area. For each assessment statement, indicate the degree of opportunity to observe
the applicant's performance. Add any additional explanatory narrative on the comment
line provided for each assessment element. For any assessment statements which include
examples of specialized activities outside the experience of the candidate, please evaluate
the candidate's performance in a similar activity and so indicate on the comment line.

A. KNOWLEDGE OF MANAGEMENT PRINCIPLES AND PRACTICES,
INCLUDING COMPLIANCE WITH ORGANIZATION'S POLICIES,
REGULATIONS AND RULES.

1. Knowledge of written organizational policies and rules e.g., travel, overtime and leave
regulations.

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently __ Infrequently _ Not Observed
Comments:

2. Knowledge of written organizational administrative regulations governing laboratory
practices e.g. a Laboratory Operations Manual or local laboratory orders.

Assessment:
Superior _ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments:

3. Knowledge of written organizational technical or analytical procedures e.g. an
Analytical Manual.

Assessment:
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Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments:

4. Ability to locate correct source of information for procedural or policy questions.

Assessment:
Superior _ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments:

B. ABILITY TO PERFORM ASSIGNED DUTIES WITH APPROPRIATE
DEGREE OF SUPERVISION; EFFICIENT USE OF TIME.

1. Ability to complete work product (e.g. sample analysis) in a minimum of time.

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently __ Infrequently __ Not Observed

Comments:

2. Ability to complete special project assignments in a minimum of time.

Assessment:
Superior _ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently __ Infrequently _ Not Observed

Comments:

3. Ability to organize multiple tasks appropriately and effectively.

Assessment;
Superior __ Above Average __ Average _ Below Average

Oppertunity to Observe:
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Frequently _ Infrequently _ Not Observed
Comments:

4. Volume of work output (e.g. sample analyses, projects completed or duties performed).

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently __ Infrequently _ Not Observed

Comments;

5. Degree to which employee is able to work independently with minimal supervision.

Assessment;
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments;

6. Quality of work produced.

Assessment;
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently __ Infrequently __ Not Observed

Comments;

C. DEGREE TO WHICH CANDIDATE SEEKS AND WELCOMES
ADDITIONAL RESPONSIBILITIES AND WORK CHALLENGES.

1. Degree to which candidate seeks ancillary duty assignments or research projects.

Assessment:
Superior __ Above Average __ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments:
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2. Response to additional assignments e.g. ancillary duties, research projects, etc. in terms
of enthusiasm and appropriate and timely completion.

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments:

3. Degree to which candidate seeks training assignments to increase knowledge or
technical skills related to current position.

Assessment:
Superior _ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently __ Infrequently _ Not Observed
q y

Comments:

4. Degree to which information and/or skill obtained from training assignments is used to
improve performance.

Assessment:
Superior __ Above Average __ Average __ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed
Comments:

5. Degree to which candidate seeks training or developmental assignments in the areas of
supervision or management.

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed
Comments:
D. ABILITY TO TAKE NECESSARY AND APPROPRIATE ACTION ON OWN;

UTILIZE SOUND JUDGEMENT; ORIGINATE IDEAS AND WORK METHODS;
AND FOLLOW THROUGH ON IDEAS AND PROJECTS.
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1. Ability to make sound decisions and take appropriate action on field assignments
involving interaction with non-scientific personnel e.g. clandestine laboratory raids,
vacuum sweep operations, or other investigative initiatives.

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently __ Infrequently _ Not Observed

Comments:

2. Ability to solve problems regarding difficult analytical samples or equipment
malfunction.

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments:

3. Ability to generate ideas for research projects or new applications for instruments.

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _  Infrequently __ Not Observed

Comments:

4. Ability to turn ideas into practical projects or new and useful applications.

Assessment:
Superior _ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed
Comments:

5. Ability to generate ideas or initiatives related to improvements in administrative
functions (as opposed to technical ideas):

Assessment:
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Superior __ Above Average __ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments:

6. Ability to bring projects/assignments to successful completion.

Assessment:
Supérior __Above Average __ Average __Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments:
E. SKILLS IN EFFECTIVE ORAL AND WRITTEN COMMUNICATION.

1. Ability to present scientific information at professional meetings or at local staff or
group meetings:

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments:

2. Ability to orally present technical information to non-scientists e.g. in court testimony
as an "expert" wiiness.

Assessment:
Superior _ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed
Comments:
3. Ability to train other chemists as well as non-scientific personnel ( e.g. law

enforcement agents or attorneys) in technical, job-related duties e.g. clandestine
laboratory operations, evidence handling, field testing.

Assessment:
Superior _ Above Average __ Average _ Below Average
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Opportunity to Observe:

Frequently _ Infrequently _ Not Observed
Comments;

4. Ability to write research or other reports in clear, concise, accurate language.

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently __ Not Observed

Comments:

F. LEADERSHIP ABILITY; ABILITY TO MOTIVATE OTHERS TO ACHIEVE
A GOAL.

1. Peer group acceptance demonstrated by development of an effective working
relationship with peers.

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments;

2. Acceptance as a subject matter expert by end users of laboratory services (e.g.
acceptance by prosecutors as an expert witness or acceptance by law enforcement
personnel as an expert in clandestine laboratory operations).

Assessment:
Superior _ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments:

3. Acceptance by local management as an objective, fair minded individual in his/her
dealings with others.

Assessment:

Superior __ Above Average _ Average _ Below Average
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Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments:

4. Skill as a peer group leader in resolving problems involving interpersonal conflicts.

Assessment:

Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments:

5. Ability to motivate others to perform tasks or to pursue a course of action.

Assessment:
Superior _ Above Average _ Average __ Below Average
Opportunity to Observe:

Frequently _ Infrequently __ Not Observed
Comments:
G. DECISIVENESS - ABILITY TO MAKE DECISIONS AFTER

DEVELOPMENT AND CONSIDERATION OF ALTERNATIVES; SELF-
CONFIDENCE.

1. Ability to quickly evaluate dangerous, volatile or otherwise critical situations and
propose a correct and convincing course of action-(e.g. assisting law enforcement
personnel in clandestine laboratory operations or providing advice to prosecutors during
trial preparation or expert witness examination).

Assessment:
Superior __ Above Average _ Average  Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed
Comments:
2. Ability to independently resolve complex problems by weighing known facts and
mission objectives and providing timely, correct and convincing advice.

Assessment:

Superior __ Above Average _ Average _ Below Average
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Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments:

H. INTERPERSONAL SKILLS - ABILITY TO WORK IN HARMONY WITH
CO-WORKERS AND SUPERIORS; DISPLAYS TACT AND DIPLOMACY;
COMMITMENT TO EEO GOALS.

1. Ability to work effectively with others, giving consideration to their needs and
opinions.

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently __ Not Observed

Comments:

2. Ability to defuse potentially embarassing or awkward interpersonal situations with
appropriate response or counsel.

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently __ Not Observed

Comments:

3. Effectiveness in using tact and diplomacy when interacting with others.

Assessment:
Superior _ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently __ Not Observed

Comments:

4. Demonstrated committment to EEO goals.
Assessment;
Superior __ Above Average __ Average _ Below Average
Opportunity to Observe:
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Frequently _ Infrequently __ Not Observed

Comments:

I. STRESS TOLERANCE - ABILITY TO FUNCTION EFFECTIVELY UNDER
PRESSURE OR CHANGING CONDITIONS.

1. Ability to organize and handle multiple tasks including sample analyses, research or
other project deadlines, commitments outside the laboratory (e.g. court commitments),
without developing impaired ability to function.

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently __ Infrequently _ Not Observed

Comments:

2. Ability to function under strenuous pressure from others (e.g. cross examination by an
adversarial attorney in court).

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments:

3. Ability to appropriately address confrontational situations with supervisors, peer group
members, and end users of laboratory services (e.g. prosecutors and law enforcement
personnel).

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently __ Infrequently _ Not Observed
q Y

Comments:
J. SCIENTIFIC KNOWLEDGE IN DAY-TO-DAY ACTIVITIES.
1. Knowledge of chemistry as applied to the analysis of drugs and related substances.

Assessment;
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Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments:

2. Knowledge of chemistry to solve difficult analytical problems.

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently __ Not Observed

Comments;:

3. Knowledge of instrumentation used in chemical analysis.

Assessment:
Superior _ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments:

4. Knowledge of instrumentation sufficient to effect repairs.

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently __ Not Observed

Comments:

5. Knowledge of laboratory safety/accident prevention information including chemical
hygiene requirements, emergency spill response and hazardous waste handling
procedures.

Assessment:
Superior __ Above Average __ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed
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Comments:
K. SKILL AND ABILITY TO CONDUCT SCIENTIFIC RESFARCH.

1. Ability to provide accurate technical advice to other chemists regarding research.

Assessment:
Superior __ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments;

2. Likelihood of other chemists to seek guidance on technical matters from the candidate.

Assessment;
Superior _ Above Average _ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed

Comments:

3. Demonstrated skill and ability to conduct scientific research.

Assessment:
Superior __ Above Average __ Average _ Below Average
Opportunity to Observe:

Frequently _ Infrequently _ Not Observed
Comments:

Additional Comments: In the space provided, please indicate any additional factors which
have a bearing on the applicant's suitability to perform the duties of the position.

Comments;

Signature of Immediate Supervisor Date

The following portion should only be completed when the area of consideration is limited
to DEA employees.
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Concur
Nonconcur

Reviewing Official's Comments:

Signature of 2nd Level Supervisor Date
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TABLE OF EXHIBITS

EXHIBIT TITLE REFERENCE

H-01A SFL1 MONTHLY REPORT 7006.2

H-01B LABORATORY MONTHLY REPORT 7006.2

H-02 POSTER PRESENTATION FORMAT 7007.22

H-03 QAP SCHEDULE - ORIGINATING LABORATORIES 7009.13

H-04 QAP MONTHLY SUMMARY REPORT 7009.13

H-05 BPA EXEMPLAR 7501.1

H-06 RESEARCH PROTOCOL FORMAT 7602.22

H-07 RESEARCH SPECIAL STUDIES PROGRESS REPORT FORMAT 7602.24, 7006.3

H-08 LABORATORY NOTE FORMAT 7604, 7603.2

H-09 LABORATCRY NOTE EXAMPLE 7604

H-10 USE OF CONTACT LENSES IN THE LABORATORY 7710.3

H-11 LABORATORY PLANNING GUIDE 7802.1

H-12 LABORATORY PLANNING GUIDE INFORMATION ON DEA 331 7802.1

H-13 LABORATORY FINANCIAL PLAN REQUEST 7803.1

H-14 LABORATORY FINANCIAL PLAN REVISION REQUEST 7805,.2

H-15 CLANDESTINE LABORATORY REPORT (INCLUDING INSTRUCTIONS) 7301.3

H-16 TRACE EVIDENCE COLLECTION REPORT 7301.4

H-17 QUIDELINES FOR PREPARING (FINGERPRINT) REPORTS 7302.71

H-18 DEA-307 7302

H-19 DEA-86 7302

H-20 DEA-7 7302

H-21 DEA-113 7302

H-22 DEA-12 7302

H-23 DEA-48 7304

K-25 DEA-TA 7302.56

H-26 DEA-466 7302.71

H-27 Operation Fountainhead 7305.51, 7305.6
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Memorandum

Exhibit H-01A

SFL1 Monthly Report

Subject
Monthly Report — Month Year
(DFN: 901-04.01.01)

Date

To

Deputy Assistant Administrator
Office of Forensic Sciences

1. Analysis of Evidence

Exhibit Type:

A. Foreign/Referral

DEA

From

Laboratory Director
Special Testing and Research Laboratory

Other Federal State and Local Total

Cocaine

Received

Analyzed

No Analysis

Backlog

Heroin

Received

Analyzed

No Analysis

Backlog

20fd4
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Methamphetamine

Received

Analyzed

No Analysis

Backlog

Source, PTP, Fentanyl,
Other

Received

Analyzed

No Analysis

Backlog

Total

Received

Analyzed

No Analvsig

Backlog

{b)TNE)
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{bX7)E)
2. Authentic Samples Analyzed
{b)7NE)
3. Court
Appearances Hours
DEA
Other
Total
4o0fa4

Page 62



DEA SENSITIVE

This manual is the property of the Drug Enforcement Administration. Neither it nor its contents may be disseminated outside
the DEA without the express permission of the Office of Chief Counsel.

4. Staffing

Provide an updated Table of Organization as an attachment. Include positions specific to the
laboratory.

Position Authorized On-Board Vacancies
Supervisory/Managerial

Laboratory Administrative Officer

Forensic Chemist

Senior Research Chemist

Forensic Chemist/Operation
Breakthrough

Quality Assurance Specialist

Physical Scientist

Safety/Security Specialist

Administrative Support Specialist

Accounting Technician

Evidence Specialist

Scientific Intelligence Technician

Clerical’

Physical Science Technician

Laboratory Worker

Contract Employee

SCEP/STEP

Totals:

Narrative(s): Include a brief narrative concerning committed vacancies and efforis to fill those
which are not committed. Indicate number of interviews conducted. Identify selected candidates by

name.

5. Overtime Utilization

Provide an itemized list of overtime hours as an attachment.
6. Field Assistance

A. Reference Standards

| Number of Standards Customer Location”
B. International Training Kits
Number of Kits Customer Location
Sofd4
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C. Authentication
D. Canine Training Materials

Provide as an attacinnent.

E. Clandestine Laboratory Seizures
Date | Chemist(s) Case Location Drug(s) Method(s) of Production
Number

E. Trace Evidence Collection

Date | Chemist(s) Case Location Drug(s) Method(s) of Collection
Number

G. Other Operational Assistance

Date Responder Case Location Type of Assistance
Number

7. Training Conducted

Date Location Purpose Audience Type Participant(s)

8. Training Received

Date Location Course Title Vendor Participant(s)

9, Meetings Attended/Public Appearances

Date Purpose Location Attendee(s)
10. Liaison Activity
Date Purpose Agency/Location Participant(s)
60f44
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11. Recognition and Awards

Date Individual Type of Recognition

12. Information Requests/Media Contacts

Narrative(s): Brief narrative describing the subject of the request. response, and a sunnary of all
media contacts.

13. Laboratory Visitors

Date Name
Title/Affiliation

14. Facility Problems and Action Taken

Narrative(s): Brief narrative describing the nature of the problem and action taken to obtain
resolution. Also include security and safety problems which affect the operation of the laboratory.

15. Obsolete Equipment

List by month for three months all obsolete equipment along with a statement of condition. Drop the
oldest month and add new month.

16. Noteworthy Lvents

Fvents determined by the laboratory director to e significant i terms of wccomplishinent or
importance, wreported in any previons calegory.

17. Publications
A. Under Review
B. Published
Footnotes:

'Seeretary. Clerk-Typist, Program Assistant, Receptionist
2provide locations for all customers except DEA laboratories.
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Memorandum

Exhibit H-01B

Laboratory Monthly Report

erty of the Drug Enforcement Administration. Neither it nor its contents may be disseminated outside

Subject

Monthly Report — Month Year
(DFN: 901-04.01.0_)

Date

To

Deputy Assistant Administrator
Office of Forensic Sciences

. Analysis of Evidence

A. SFL___

From

Laboratory Director

Laboratory

Exhibits

DEA Other

Federal

State and
Local

MPDC!

Backlog
. 2
Assistance

(SFL )

Total

Received

Analyzed

No Analysis

Backlog

B.

Sub-Regional Laboratory

Exhibits

DEA Other Federal

State and Local

Total

Received

Analyzed

No Analysis

Backlog
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2. Examination of Fingerprint Evidence

A. Number of Exhibits

Exhibits

DEA | From DEA Other
Other Sub- Federal
DEA | Regional | Agencies
Labs Labs

State /Local

Total

Received

I.aboratory

Field

subject information
submitted

Backlog with FP cards or

subject information

Backlog with no FP cards or

submitted
Specimens | Laboratory (400)
Analyzed Field (401)

Exhibits Processed (405)

No Analysis

Exhibits Compared (406)

Total Exhibits Completed

The number of exhibits received from another DEA laboratory will not he included in the receiving
luboratory's toial number of exhibits received during the month: however, the number of exhibits
received from another DEA laboratory which have not been completed will he counted on the
receiving laboratory’s hacklog

B. Automated Fingerprint ldentification System (AFIS) Searches/Results

Database Latent Latent Ten-Print Ten-Print
Searches Identifications Searches Identifications
FBI
DHS
Regional AFIS
Total
3. Court
Appearances Hours
DEA
Other
Total
Gof44
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4. Staffing

Provide an updated Table of Organization as an attachment. List sub-regional laboratory personnel in
a separate table. Include positions specific to the laboratory.

Position Authorized On-Board Vacancies

Supervisory/Managerial

Supervisory Budget Analyst

Laboratory Administrative Officer

Forensic Chemist

Quality Assurance Specialist

Fingerprint Specialist

Computer Forensic Examiner

Senior Research Chemist

Safety & Security Specialist

Administrative Support Specialist

Accounting Clerk/Technician

Evidence Specialist

Scientific Intelligence Technician

Court Liaison Specialist

Clerical’

Physical Science Technician

Laboratory Worker

Contract Employee

SCEP/STEP

Totals:

Narrative(s): Include a brief narrative concerning committed vacancies and efforts to fill those which
are not committed. Indicate number of interviews conducted. Identify selected candidates by name.

5. Overtime Utilization
Provide an itemized list of overtime hours as an attachment.
6. Field Assistance

A. Clandestine Laboratory Seizures

Date | Chemist(s) | Case | Location Drug(s) Method(s) of Production
Number

100f44
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B. Trace Evidence Collection

Date | Chemist(s) | Case | Location | Drug(s) Method(s) of Collection
Number
(b)(7)HE)
D. Fingerprint Assistance
Date Fingerprint Case Number of | Location Type of Assistance
Specialist(s) Number Exhibits
Number of | Number of
Cases Exhibits
Field Investigations
Needed
E. Other Operational Assistance
Date Responder Case Location Type of Assistance
Number
7. Training Conducted
Date Location Purpose Audience Type Participant(s)
8. Training Received
Date Location Course Title Vendor Participant(s)
9. Meetings Attended/Public Appearances
Date Purpose Location Attendee(s)
110f44
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10. Liaison Activity

Date Purpose Agency/Location Participant(s)

11. Recognition and Awards

Date Individual Type of Recognition

12. Information Request/Media Contacts

Narrative(s): Brief narrative describing the subject of the request, response, and a summeary of all
mediu contacts.

13. Laboratory Visitors
Date Name Title/Affiliation

14. Facility Problems and Action Taken

Narrative(s): Brief narrative describing the nature of the problem and action taken to obtain
resolution. Also include security and safety problems which affect the operation of the laboratory.

15. Obsolete Equipment

List by month for three months all obsolete equipment along with a statement of condition. Drop the
oldest month and add new month.

16. Bulk Drug Seizures

Attachments should reflect the template in the Laboratory Operations Manual-Handbook, Exhibit H-
01, Attachment 1

17. Noteworthy Events

Events determined by the lubaratory director 1o be significant in termy of accomplishment or
importance, upreported in any previous calegory.

Footnotes:

"SFL3 only

"The laboratory receiving assistance.

3Secretary, Clerk-Typist, Program Assistant, Receptionist
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EXHIBIT H-01B

Attachment 1
MONTHLY REPORT
BULK DRUG SEIZURES BY DIVISION

Date of Seizure Case No. Exhibit No. Drug Net Weight  Progress to Date Comments
(See numbers below)

Total Bulk Drug Exhibits received current Fiscal Year to date -

Total Bulk Drug Exhibits authorized for destruction current Fiscal Year to date -
Total Bulk Drug Exhibits received previous Fiscal Year to date -

Total Bulk Drug Exhibits authorized for destruction previous Fiscal Year to date -

Total Bulk Drug Exhibits pending final disposition by Fiscal Years not listed above -

Use the following notations for reporting Progress to Date:
0. No action taken.

1. United States Attorney notified.

2. United States Attorney agreed to destruction.

3. Exception requested by United States Attorney.

4, Exception denied.

5. Exception accepted.

6. Appealed by United States Attorney.

7. Appeal denied.

8. Appeal accepted.

9. Permission received to destroy amount above threshold after appeal.

130f44
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10. Destruction completed of amount above threshold.
11. Transferred to other jurisdiction.

12. Court order issued to hold drug exhibits.

13. Not separated. Supervisory approval noted.

14. 60-day letter requested: no response 1o date. (Applicable for exhibits determined to meet bulk
criteria after analysis.)
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Exhibit H-02

SUGGESTED FORMAT OF POSTER SESSION PRESENTATIONS

SUGGESTED FORMAT OF
POSTER SESSION PRESENTATHOINS

falubit 11-2

L ThR

Akl

fodle 2

[IC R

AT

(] -

[N

Aty

RS R

FIL L ek
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Exhibit H-03

SCHEDULE FOR ORIGINATING LABORATORY
QUALITY ASSURANCE PROGRAM

Laboratory Month

Special Testing and Research April, August, December
Northeast March, July, November
Mid-Atlantic February, June, October
Southeast January, May, September
North Central April, August, December
South Central March, July, November
Western February, June, October
Southwest January, May, September
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Exhibit H-04
QAP MONTHLY SUMMARY REPORT FORM

DEA Quality Assurance Program - Monthly Summary Report

QAP Sample Number

Principal Active Constituent

‘,,,,i
1
!

Other i ‘

Substances ; Quant. |
! i

(Conditions (Column, temp., solvent, etc.

Laboratory % ; Reported !ﬂMethod Include inter. std. infor. as appropriate)
Original L - I - V - F_
‘ — -, S ) o -_ .
| (Uncomposited) L | .

(Composited) RN " 1 e

e = 1_ . { o N
STL3 - - [
'STL4 - - - L
STLS P

STL 6 i !- - -

STL 8 - - - |

Mean (QAP results from composite portion only}

Objective for Precision Limits (+ %)

Range (all values)
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Exhibit H-05

BPA EXEMPLAR
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Exhibit H-06
RESEARCH PROTOCOL FORMAT FOR RESEARCH SPECIAL STUDIES
1. Name of Laboratory. (Self-explanatory.)
2. Name(s) of Researcher(s). (Self-explanatory.)
3. Date of Submission. (Self-explanatory.)
4. Title. (The title should be descriptive, yet concise.)
5. Statement of the Problem. (Briefly describe why this study is needed.)

6. Approach. (Tell how the problem is to be solved. Include any available evidence that the
proposed approach will succeed.)

7. Equipment Needs. (List any equipment or materials needed to complete the proposed work that
is not already available in the laboratory. Include approximate costs.)

8. Time. (Estimate the staff hours needed to complete the study.)
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Exhibit H-07
PROGRESS REPORT FORMAT FOR RESEARCH SPECIAL STUDIES
1. Date of Report. (Self-explanatory.)
2. Identifying Number. (Assigned in the memorandum approving the study.}

3. Accomplishments Since Last Report. (Be specific, yet concise. Report accomplishments, not
future plans.)

4. Name(s) of Researcher(s). (Only needed if changed since previous report.)

5 Recommendation of Laboratory Director to Continue or Terminate Study. (If the study is to be
terminated, give reason.)

6. Ranked Priority. (Assign Number 1 to the highest ranked project.) A different consecutive
number should be assigned to each project.

7 Numbers of Hours Programmed for Next Fiscal Year. (Self-explanatory.)

8. Results Anticipated for Next Fiscal Year. (Self-explanatory.)
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Exhibit H-08

DEA LABORATORY NOTE INSTRUCTIONS

Date:
*Title
(Title should be brief and specific)
by
{authors[s])
(name of laboratory)
INTRODUCTION:

Provide a brief summary of the project including the reasons for doing it.
EXPERIMENTAL:
Instrumentation

Describe the instrumentation and apparatus used for this project, including model number and pertinent
parameters (GC columns, temperature conditions, flow rates, etc.).

Reagents and Solutions

List chemicals and sample/standard solutions used, including source, quality and concentration. As appropriate,
list stability and recommended storage conditions.

Procedures

Specify procedures used in sufficient detail to permit duplication of the procedure by another forensic chemist.
Include any special hazards and safety precautions.

RESULTS AND DISCUSSION:

Summarize relevant data in sufficient detail to justify conclusions. Include limitations of the method presented, if
appropriate, e.g., results of linearity, precision or reproducibility studies. Include a statement addressing whether
the procedure satisfactorily solved the problem presented in the "Introduction" section.

ACKNOWLEDGMENTS:

If appropriate, thank individuals, other than co-authors, who have aided materially in the research.
REFERENCES:

List appropriate literature citations and other reference sources, ¢.g., "private communication.”*

* Revision
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Exhibit H-09

DEA LABORATORY NOTES EXAMPLE

DEA LABORATORY NOTES

Date

IDENTIFICATION OF SUGARS
USING 1- METHYLIMIDAZOLE

|(b)(5) by |

South Central Laboratory
Introduction

After preparation of volatile acetate derivatives, diluent sugars encountered in drug exhibits may
be identified by gas-liquid chromatography. The sugars are rapidly acetylated with acetic
anhydride in the presence of N-methylimidazole (NMIM). NMIM is a liquid and thus can serve as
a solvent, as a base to accept the produced proton, and as a catalyst to promote the acyl transfer
reaction.

In the formation of a volatile derivative, pyridine usually serves as the nucleophilic catalyst.
However, because of pyridine's unpleasant odor, its removal from the methodology is desirable.
Therefore, the use of NMIM is suggested.

Procedure

The usual procedure involves washing a portion of the sample powder with chloroform, then
removal of the solvent. Several washings are recommended. After excess solvent is removed by
evaporation and the powder is dried, several milligrams of the diluent sugars are taken and
dissolved in 3 to 4 drops of NMIM. An additional 4 to 5 drops of acetic anhydride is added and the
resulting solution allowed to stand about 5 minutes. After the elapsed time period, one milliliter of
chloroform is added to the solution; then approximately 3-4 ul of the reaction mixture is injected
directly into the GLC column. The GLC column is a 6', 1/4" OD, glass column packed with 3
percent OV-17 on 100/120 mesh gas chrom O. The column is held isothermally at 190 degrees

centigrade to 290 degrees centigrade at 8 degrees centigrade per minute. The final temperature 1s
held for 10 minutes.

220144
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Results

This procedure will resolve dextrose, inositol, mannitol, sucrose and lactose. It is rapid and
straight-forward with few steps. Wachowiak and Connors recommended similar NMIM methods
for qualitative and quantitative determinations of hydroxy compounds (1}.

Reference

Wachowiak, R., and Connors, K., Analy. Chem., 51, 27 (1979).

Note: 1-methylimidazole is available from Aldrich Chemical Company, Catalog No. M5, 083-4.

DRUG ENFORCEMENT ADMINISTRATION / U.S. DEPARTMENT OF JUSTICE

DEA Form - 115
{(Dec. 1990)
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Exhibit H-10

PHYSICIANS STATEMENT REGARDING USE OF

CONTACT LENSES IN THE LABORATORY

Use of Contact Lenses in the Laboratory
Potential Eye Hazards Found in the Laboratory

1. Spills, splashes and vapors and mists of inorganic acids (hydriodic, phosphoric, hydrochloric,
sulfuric and nitric acids and others in varying concentrations), alkalies (sodium hydroxide, lithium
hydroxide, diethylamine, methylamine and others), organic solvents (mostly chloroform and
methylene chioride but also toluene, xylene and others) and other irritant chemicals (phosphorus
trichloride, phosphorus oxychloride, formamide, benzyl chloride, thallium III nitrate, mercuric
chloride, halogenated organometals and others). Some of the substances react violently with water,
air or other chemicals.

2. Brief, heavy exposure to particulates from sawing or otherwise opening packages and containers
(e.g., particulates of fiber glass, wood, plastic, metal, controlled substances and diluents).

3. Chemical explosion and fires with splashes, flying glass and smoke.

4. Need for emergency response and unpredictable use of a respirator.

5. Flying metal or plastic from Carver presses used to prepare discs for infrared analyses.
6. Chemicals and particulates from use of fire extinguishers.

7. Conditions of low humidity and high local air flow (i.e., as in fume hoods) which may have a
drying effect on contact lenses.

8. Work with natural and synthetic local anesthetics, which are likely to become airborne and, if
concentrated in the eye, could provide a level of anesthesia to the eye that could possibly mask
pain from injuries.

I have reviewed the list of potential eye hazards present in the DEA laboratory and my advice on
the wearing of contact lenses in this environment and guidance regarding any special first aid
measures to be taken during eye injuries are the following:

Health Professional
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Exhibit H-11
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Exhibit H-13 P
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Exhibit H-14 Best Available Gopy

LABORATORY FINANCIAL PLAN REVISION REQUEST

LABORATORY: (NAME)
REVISED LABORATORY FINANCIAL PLAN REQUEST
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Exhibit H-15
CLANDESTINE LABORATORY REPORT (INCLUDING INSTRUCTIONS)
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Exhibit H-16

Trace Evidence Collection Report

Memorandum

Subject Date
Trace Evidence Collection Report August 5, 2004
AB-12-3456

To From

Mr. Smith Jane Brown

Laboratory Director Senior Forensic Chemist
Through

John Brown

Supervisory Chemist

The following is a Trace Evidence Collection Report for AB-12-3456/Exhibits 3, 4 and 5:

Background: On May 31, 2004 Special Agent Jill Smith (Little Rock, AR RO, Group 3)
requested a vacuum sweep be conducted on three hidden compartments contained in a light blue
Chevrolet 1500 van with Virginia tags YMJ-8437 (VIN#12345678910). The sweep was
conducted at JDTF, 200 South Quincy in Russellville, AR.

Samples: Exhibit 3 is 2 sweep of the compartment on the driver’s side of the van. Exhibit 4 is
a sweep of the compartment on the driver’s side towards the rear end of the van. Exhibit 5 is a
sweep of the compartment on the passenger’s side towards the rear of the van. All exhibits listed
above were retained for further testing and include appropriate negative control samples.

The following samples were acquired, analyzed in the field with negative results, and not retained
for further testing:

Sweep of compartments in the rear ceiling

Sweep of hidden compartment beneath the back seats

Results: Exhibit 3 (123456): Presumptive (IONSCAN) positive for cocaine. Further testing
via GC/MS confirmed the sample was positive for cocaine.
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Exhibit 4 (123457): Presumptive (IONSCAN) positive for cocaine. Further testing via GC/MS
confirmed the sample was positive for cocaine and tetrahydrocannibinol (THC).

Exhibit 5 (123458): Presumptive (IONSCAN) positive for cocaine. Further testing could not
confirm the presence of a controlled substance.
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Exhibit H-17
GUIDELINES FOR PREPARING REPORTS
1. Background
A brief summary of facts leading up to the search.
2. Description of the Area Searched
a. Agency case number.
b. Location (state, city, address).
¢. Premises (detached home, apartment, automobile, boat, etc.).

3. Retained Samples

a. Describe all samples retained for analysis.
b. Describe the analytical results obtained for all of the retained samples.
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Exhibit H-18
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Exhibit H-19
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LABORATORY OPERATIONS MANUAL
DRUG ENFORCEMENT ADMINISTRATION
CHAPTER 70 LABORATORY OPERATIONS

7001 GENERAL

7001.1 SCOPE OF SCIENTIFIC AND TECHNICAIL SERVICES. The Drug
Enforcement Administration (DEA) laboratories are under the direction of the Office of
Forensic Sciences (SF). Each laboratory will provide technical services for DEA and
other federal agencies. The *laboratorics™ may assist state and local governmental
agencies in technical matters, provided such assistance does not conflict or interfere with
laboratory service to DEA *and other federal agencices.®

7001.11 Laboratory Jurisdictions

*Laboratory purtsdictions are as follows:*

A. Special Testing and Research Laboratory (SFL1): All foreign offices and their
jurisdictions **except as noted tor SFL2, SFL4, and SFL7%*,

B. Northeast Laboratory (SFL2): Connecticut, Delaware, Maine, Massachusetts, New
Hampshire, New Jersey, New York, Pennsylvania, Rhode Island, Vermont, Eastern
Provinces of Canada (Labrador, Newfoundland, Nova Scotia, New Brunswick, Quebec,
and Ontario) and Bermuda.

C. Mid-Atlantic Laboratory (SFL3): District of Columbia, Maryland, Virginia, and West
Virginia.

D. Southeast Laboratory (SFL4): Florida, Georgia, North Carolina, South Carolina,
Tennessee, Nassau and Freeport Bahamas, **Cayman Istands™*, and areas of the
Caribbean covered by the Caribbean Field Division including (but not limited to):
Curacao, Barbados, St. Croix, Dominican Republic, Haiti, Puerto Rico, Jamaica, and St.
Thomas Virgin Islands.

E. North Central Laboratory (SFL5): Illinois, Indiana, lowa, Kansas, Kentucky,
Michigan, Minnesota, Missouri, Nebraska, North Dakota, Ohio, South Dakota, and
Wisconsin. SFL5 is also responsible for a sub-regional laboratory in Kansas City,
Missouri.

F. South Central Laboratory (SFL6): Alabama, Arkansas, Louisiana, Mississippi, New
Mexico, Oklahoma, and Texas.
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G. Western Laboratory (SFL7): Alaska, California (except for counties listed as part of
the Southwest Laboratory's jurisdictional area), Colorado, Idaho, Montana, Oregon, Utah,
Washington, Wyoming, and the provinces of Canada from Manitoba westward.

H. Southwest Laboratory (SFL8): Arizona, Nevada, Hawaii, and Pacific Islands. The
following California counties: Imperial, Los Angeles, Orange, Riverside, San Bernardino,
San Diego, San Luis Obispo, Santa Barbara, and Ventura.

I. Digital Evidence Laboratory (SFL9): All domestic and foreign offices and their
jurisdictions.

*1. Mobile Laboratory: As assigned to one of the regional laboratories listed above. *
7001.12 Collaboration with Societies and Institutions. Laboratory personnel are

encouraged to collaborate with professional societies/educational institutions, with SF
approval, where results may be beneficial to the government.

7001.13 Professional Development

A. Participation in Professional Societies. Laboratory employees are encouraged to
broaden their professional status through participation in professional societies.
Participation may include holding office, serving on committees, delivering scientific
presentations at meetings, or organizing meetings. **[f an employce sceks to serve in a
position for an outside organization in his or her ofticial capacity or seeks to hold an
office with fiduciary obligations. they must first seck permission from ST who will

‘‘‘‘‘‘

Although membership and participation in professional societies is at the discretion of
individual employees, advance authorization must be obtained for the employee to utilize
DEA resources (e.g. travel expenses and/or official time). Laboratory Directors may
authorize participation in regional forensic science associations for which primary
laboratory responsibility is assigned (see 7001.13.D). Official participation in an
organization other than a regional forensic science association meeting assigned to an
employee's laboratory, for which DEA resources will be requested, must be approved by
the Deputy Assistant Administrator, Office of Forensic Sciences (SF). The authorization
will continue in the event of a *Permanent Change ol Station (PCS)* during the period.

B. Attendance at Scientific Meetings and Conferences. With limited exceptions, active
participation in scientific or technical meetings is required in order for DEA resources
(official time and travel expenses) to be authorized. Active participation is considered as
one of the following:

1. Presentation of a scientific paper or poster session.
2. Serving as an officer i the organization. which requires olficial participation
during the meeting.
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3. Serving as a Committee Chair, for which active committee business ( [ull
committee meeting. report to membership during business meeting) 1s to be conducted at
the meeting.

4. Serving as a member ot a committee for which active mvolvement in committee
business is evident and the committee's role clearly impacts on the mission of DEA.

5. Serving as a moderator of a scientific session.

C. Exceptions to the requirement for active participation are:

1. Forensic chemists *and computer forensic examiners in grades (GS-3 through GS-
11)* may be authorized attendance at two meetings in a four-year period without active
participation.

2. National and international experts *may* be authorized to attend specialized
meetings within their areas of expertise.

3. *All Laboratory Directors, Associate Laboratory Directors, and Section Chiefs.
who are members or applicants in the American Society of Crime Laboratory Directors
or the American Academy of Forensic Sciences, are authorized to attend those
organizations’ annual meetings for laison.®

In the event resource constraints limit the number of participants that can be funded
officially, administrative leave may be authorized if the participant attends at personal
expense. Approval authority for attendance at scientific meetings and conferences is
delegated to Laboratory Directors for regional meetings and conferences within their
arcas of travel authority, and to SF for national or international meetings and conferences
outside the Laboratory Directors' arecas of travel authority.

D. Regional Forensic Science Associations. Primary laboratory responsibility to the
various regional forensic science societies is delineated below, consistent with laboratory
jurisdictional areas.

1. Northeast Association of Forensic Scientists - SFL.2.

2. Mid-Atlantic Association of Forensic Scientists — SF, SFL1 and SFL3.
3. Southern Association of Forensic Scientists - SFL4.

4. Mid-Western Association of Forensic Scientists - SFL5.

5. Southwestern Association of Forensic Scientists - SFL6 and SFLS.

6. Northwestern Association of Forensic Scientists - SFL7.

7. California Association of Criminalists - SFL7 and SFLS.

“FE. Training/ Protfessional Development Guidelines tor Forensic Chemists. All forensice
chemists must remain current in their field. To this end, Laboratory Directors will
provide the resources and opportunities for their continued training. The tollowing
guidelines for training/ professional development are established:
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1. A minimum of twenty hours of training/ professional development every vear
must be completed. Instruction/ training may be provided by other DEA personnel who
have expertise in a specialized area.

2. Training/ professional development must be relevant to the laboratory’s mission
{e.g. traditional courses or workshops).

3. All training/ professional development received must be appropriately
documented.

4. Active participation in scientific or technical mectings as described in Section B
above, counts toward the training/ professional development time requirement.

5. Self paced learning may be allowable at the discretion of SF (e.g. computer
correspondence course or other distance based course).**

7001.14 Liaison with Foreign Forensic Scientists

A. Liaison between DEA's forensic **chemists. fingerprint specialists. computer forensic
examiners.** and their foreign counterparts is encouraged through: the publications
Microgram *Bulletin and Microgram Journal*; the drug standards program; forensic
chemists' seminars; exchange visits to each other's laboratories; and through discussions
at professional meetings.

B. Instructions
1. Field Laboratories and the Special Testing and Research Laboratory.

a. *Lixchange visits with foreign forensic scientist(s) will be ¢leared first
through SF, Provide SF with the information deseribed 1n section 7001.14 B 3 ¢.*

b. After the visit, send *correspondence providing® complete details of the
visit to SF.

¢. *Requests for reference standards from foreign countries will be forwarded
to SFL1 for processing. Reguests will be approved and filled only if the material is to be
used as an analvtical standard. is available. and if the requesting organization is providing
support to a duly constituted law enforcement agency.*

2. Office of Forensic Sciences (SI)

a. Appropriate personnel from either SF or the laboratories will be designated
to attend and to report on international meetings.

b. All requests for Microgram *Bulletin. Microgram Journal.* and other
technical requests from foreign nationals will be forwarded to SF.

¢. Copies of correspondence between SF and a foreign scientist will be sent to
the DEA foreign field office and the **Oftice of ** International Programs Staff having
jurisdiction, *as appropriate.®

d. Travel to foreign countries must be authorized as outlined in the DEA
Supplement to the DOJ Travel Regulations. Prior to visiting a foreign official or
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attending a scientific meeting in a foreign nation, approval of such travel must be
obtained from SC through SF. If authorization is granted, SF will:

(1) Notify the Office of International *Programs (OI), the Office of
Entorcement Operations (OFE).* ##the Regional Director. or** Country Attaché
concerned, informing them of persons and places to be visited, and providing them with
the planned itinerary.

(2) Request country clearances.

(3) As appropriate, ask the *Regional Director® or Country Attaché
to make official arrangements and invited to accompany the visiting DEA official.

3. Country Attaché or *Regional Dircctor®

a. Requests for Microgram *Bulletin and Microgram Journal* will be
forwarded to SF with comment as to the eligibility of the laboratory or office requesting
the publication. Normally, only requests from **[law entorcement personnel or forensic
scientists™* serving law enforcement agencies will be approved.

b. Requests for reference standards from foreign countries will be forwarded
to *SFLLT (See 7001.14 B 1 ¢).*

c. All scientific requests involving drug analysis will be forwarded directly to
SF. If written in a foreign language, the requests should be accompanied by a translation.
Problems of an urgent nature may be handled by telephone or cable. (Requests involving
* pharmacological issucs should be dirceted to the Office of Diversion Control’s Drug
and Chemical Iovaluation Section, )y*

d. Requests from foreign forensic scientists pertaining to DEA's forensic
chemist seminars should be sent to the Office of Training.

¢. Requests from foreign forensic scientists to visit DEA officials *must* be
forwarded to SF with as much background on the individuals as possible. The purpose of
this information is to make the visit as profitable as possible to both the individuals and to
DEA. This information should include the following: full name; title, or rank;
professional specialty; name and address of place of employment; special area of
expertise; special interest **and reason tor visit** (e.g., wishes to visit SFL1 and one
field laboratory); a statement of the visitor's English language capability. If the visitor
does not speak English, advise on language fluency and whether or not an interpreter will
be necessary.

7001.2 AREAS OF RESPONSIBILITY

7001.21 Responsibility to DEA. The major responsibility of the field laboratory is to
assist DEA in carrying out its mission, which includes: the analysis of evidence; research
projects; assistance in crime scene investigations, such as clandestine laboratories and
*lrace evidence collections®; expert testimony; preparation and evaluation of field
reagents and investigative aids; scientific advice; laboratory personnel training; and
participation in DEA training programs.
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7001.22 Responsibility of Laboratory Director. The Laboratory Director is responsible
for all aspects of laboratory management. Laboratory operations shall meet the standards
prescribed by SF.

7001.23 Responsibility for Training. SF is responsible for establishing and maintaining a
basic training program for laboratory personnel.

7001.24 Responsibility for Analvsis of *DEA Evidence™

All matters pertaining to analysis of *evidence® will be handled by the Laboratory
Director **and/or designee®* directly with the *appropriate representatives™ of the
submitting office or their respective designees.

7001.25 Responsibility of Forensic Chemists, * *Finverprint Specialists, and Computer
Forensic Examiners®*

*Forensic chemists. Nngerprint specialists. and computer forensic examiners, other than
trainces. must develop a working knowledge of all DEA manuals and of the Jaws and
regulations administered by DEA. Tiach forensic specialist must be prepared to assist in
enforeement operations where his or her special training will be helpful, as assigned.”
He or she should be qualified to act as an instructor on scientific and technical subjects.

7001.3 LABORATORY SERVICES TO LAW ENFORCEMENT AGENCIES. *DEA
Jaboratories will analyze drug, latent print, and digital evidence. for duly constituted state,
county, and municipal faw enforcement agencics. and for other federal agencies.® This
service supplements but does not replace **service provided by** state, county, or
municipal laboratories. Laboratory services will be free of cost to agencies which are
officially investigating criminal matters relating to disciplines in which DEA laboratories
are involved. If *testimony is required. it will be provided free of charge.®

Although it is DEA policy not to accept cases from other crime laboratories which have
the capability of conducting a requested *examination, specialized forensic *
examinations not available in other laboratories *inay* be conducted by DEA (e.g.,
**purity determination®*).

DEA will also assist state, county, municipal, and other federal agency laboratories in the
training of their forensic chemists, **fingceprint specialists, and computer forensic

examiners, as necessary. and when appropriate,**

7001.31 Restrictions

A. Examinations should not be made if the evidence has been previously subjected to a
technical examination in the same scientific field for the prosecution; however,

extenuating circumstances may *require* that a re-examination be performed. [n these
cases, re-examinations may be performed with the approval of the Laboratory Director.
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B. In instances where such re-examinations are performed, it is the policy of the Office of
Forensic Sciences not to furnish testimony for the prosecution if testimony on the
evidence is furnished by another expert in the same scientific field on the same technical
subject.

C. When a demand for testimony or reports is received in cases in which re-examinations
have been made, the Laboratory Director will immediately notify the Office of Chief
Counsel (CC) for direction and will proceed under guidance of 28 CFR, *Section 16.21*
through 16.26.

7001.32 Request for Laboratory Examination

A. *Requests™ may be made by letter **or other appropriate means** to the Laboratory
Director of the DEA laboratory.

B. Name of subject, if known, and requesting agency case number should be furnished.
C. Nature of the violation should be *provided®*.

D. Type of examination(s) desired should be stated.

E. Type of drugs suspected, **gross weight, and net weight** should be indicated (if
applicable).

F. *Facts in the case pertinent to the laboratory examination should be provided.®

G. Previous correspondence on this case, if any, should be referenced.

H. *A statement will be included indicating that the evidence has not been and will not be
examined by another expert in the same scientific field.*

7001.33 Action on Completed Laboratory Examination. After the examination is
completed, DEA will send a *report of* analytical results to the contributor.

{bYT)E)

7001.34 Restrictions on Training. Training is restricted to scientists of law enforcement
agencies or those designated by such agencies to service their programs. Such training
will not exceed one week without prior approval by SF.

7001.35 Drug Standards Program

A. Requests for drug standards will be sent directly to the Laboratory Director servicing
the area from which the request was made.

1. Requests for standards made to a laboratory from outside its area of jurisdiction
will be forwarded to the appropriate laboratory for processing.

2. *Requests for standards made to a laboratory from foreign countries will be
forwarded to SFL1* as outlined in *7001.14B [ ¢.*
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B. Requests for standards must be made in writing. Telephone requests will only be
honored in extreme emergencies **with the consent ol SF**,

1. The requesting organization must be registered with DEA and must be a
laboratory providing service to a law enforcement agency. All distributions of Schedule 1
and II controlled substances must be in accordance with 21 CFR 1305.03.

2. The Laboratory Director will be responsible for ascertaining the requesting
organization's eligibility to be furnished standards under these criteria.

C. Amounts of standards furnished should not exceed 10-20 milligrams and will normally
be restricted to those substances for which no commercial source exists.

1. All laboratories will maintain a list of sources for commercially available
materials.

2. Under unusual circumstances, the Laboratory Director may furnish small
amounts of commercially available material, with the understanding that in the future the
material will be procured by the requesting agency from a commercial source.

D. *Requests for standards that are not available at the receiving laboratory.*

1. If a request is received for a drug standard which is not available, the request will
be forwarded to a laboratory having a sufficient amount of the standard on hand.

2. If a request is received for a drug standard on a DEA-222, U.S. Official Order
Form for Schedule I and II Substances, and the receiving laboratory is unable to fill one
or more items, either:

a. The entire form must be endorsed on the reverse with the *following statement:
“this form has been tforwarded for filling to a laboratory found to have a sufficient supply
of materials™*; or

b. The form must be returned to the requestor with directions to list the unfilled
items on another form and submit it to the laboratory having the items available.

{b)TNE)

7002 ANALYSIS OF DRUG EVIDENCE
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*#7002.3 CONTROLLED SUBSTANCE ANALOGUES

7002.31 Obhjective. The Office of [Forensic Sciences (SF) must be notified in a timely
fashion when a potential controlled substance analogue case is identified by a faboratory.

7002.32 Background. A potential controlled substance analogue case may be identified in
a number of ways. including, but not limited to, the following: a request may be made for
an analyst to testify in an analogue case or Daubert hearing: a request may be made for an
analvst to render an opinion regarding structural similarity and/or application of the
analogue statute for use in legal proceedings or other actions: an analyst may identify a
substance in an exhibit which is suspected of being a potential controlled substance
analogue (as delined in 21 USC 802 (32A)).

7002.33 Procedure. Whenever a potential controlled substance analogue situation 1s
identified, pertinent information must be provided. through the laboratory chain of
command. to SF (via email. attention SFL). The pertinent information includes, at a
minimum, the following:

a. Case and exhibit number(s)

b. Name and telephone number of the case agent

. Name and telephone number of the prosccutot/AUSA (if applicable)

d. Name of chemist involved (if applicable)

¢. Chemical name of the substance(s) in question and description of the issuc.

(93

[n addition, when substances are identitied which have previously been determined to be
analogues, or which have the potential to be determined analogues. terms such as “no
controlled substance identified™ must not be used on reporting documents. When these
tvpes of substances are identified. analysts should report the name of the substance.
Communication with the case agent is recommended so that he/she understands the
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situation regarding the control status of the identified substance and the procedure
required to make a determination as to the substance’s control status. SF will coordinate
questions and control status determinations regarding analogue issucs with the Office of
Chief Counsel. the Office of linforcement Operations and the Drug and Chemical
Evaluation Section (ODE) in the Office of Diversion Control.**

7003 ADVISORY SERVICES

7003.1 DRUG ENFORCEMENT ADMINISTRATION. The Laboratory Director shall
be the principal scientific advisor for DEA offices in the laboratory's area of jurisdiction.
Questions of a scientific nature may be referred to the Laboratory Director for an opinion.

7003.2 OTHER GOVERNMENT AGENCIES. The Laboratory Director may supply
scientific information requested by other government agencies within the scope of
laboratory activity and specialization.

7003.3 INDUSTRY. The Laboratory Director may provide information regarding
technical matters within the area of the laboratory's functions to representatives of
business or industry, provided that the request is in the interest of DEA **and approved
by SF**,

7003.4 FOREIGN NATIONALS AND GOVERNMENTS. Requests to field laboratories
for any type of information from foreign nationals of foreign governments are to be
forwarded to SF for reply, with the exception of requests regarding scientific papers
published in the open literature by a member of the laboratory staff.

Requests from foreign nationals and governments to SFL1 *will* be responded to by that
laboratory with copies provided to SF **and to CC**,

7004 SCIENTIFIC ASSISTANCE

The Laboratory Directors will make forensic chemists, **computer torensic
examiners,** and fingerprint specialists available to provide scientific assistance to
agents in investigations,* *as applicable. **

7004.1 DIVERSION INVESTIGATIONS. *Forensic chemists, fingerprint specialists,
and computer forensic examiners will assist in conducting diversion investigations, when
required. They are responsible for familiarizing themselves with manufacturing
processes or other pertinent information regarding the investigation. as necessary, to
perform this function. *

7004.2 CRIME SCENE INVESTIGATIONS

7004.21 Clandestine Laboratories. *As required.* forensic chemists will assist Special
Agents in investigations of illicit manufacturing operations.
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Except under unavoidable circumstances, a DEA forensic chemist should be present at
any seizure of a clandestine laboratory. (See Agents Manual 6674).

Following the seizure of a clandestine laboratory, and after the examination of seized
exhibits has been completed, the forensic chemist will prepare a written report in
accordance with **[LOM**7301.3.

7004.22 *Trace Evidence Collection®. Forensic chemists will assist in collection of trace
evidence *by* employing a vacuum search or other applicable technique. (See
FELOM** 7301.4).

£7004.23 On-Site Computer Forensics Support. Computer forensic examiners will
provide on-site computer duplication support in cases where the original evidence cannot
be physically removed.

7004.24 On-Site Fingerprint Examination Support. Fingerprint specialists will provide
on-site fingerprint examination support in cases where the subject material (e.g.,
marijuana grow and clandestine laboratory equipment) cannot be transported to the
laboratory.**

{b)TNE)

7005 EXPERT TESTIMONY

7005.1 PRINCIPLES TO BE FOLLOWED. As an expert witness, the forensic chemist,
#*computer forensic examiner.** or fingerprint specialist is allowed to express reasons

for conclusions and to offer opinions. If possible, *the expert should* first consult with
the government's attorney conducting the direct examination to explain any conclusions
proposed to be offered during testimony.

The expert should be able to testify in a competent and authoritative manner. Prior to the
trial or hearing, he/she should review and organize data and exhibits and give thought to
theoretical questions which may arise in the trial. The expert should endeavor to testify
in a clear, courteous, and dispassionate manner. Testimony should be as factual as
possible, but opinions may be given when permitted by the court.

should opposing scientilic testimony be presented in a trial or hearing, the **DEA**
expert will be **made®* available to the government attorney *to assist with* preparing

questions tor cross-examinaiion or in organizing rcbuttal testimony.

7005.2 ARRANGEMENTS FOR TESTIMONY OF LABORATORY PERSONNEL
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Arrangements for securing testimony of laboratory personnel in DEA cases will be made
with the Laboratory Director. Generally, notification for this purpose will be in writing
as soon as a firm trial date is set. In situations where testimony is required on short

notice, more rapid means of communication will be utilized. |

{b)7NE)

In order to minimize unnecessary time expenditures for court. every effort should be
made to establish the precise date within a trial when the Forensie Chemist or other

laboratory emplovees will be required to furmish testimony. (Sce 7001.31 regarding
arrangements for testimony in non-DEA cases).

7005.3 TESTIMONY FOR THE DEFENSE. 28 CFR 0.103 contains the DEA authority
to release information and authorize testimony of DEA officials. This authorization is
only for testimony **related to controlled substances™* in response to subpoenas issued
by the prosecution in federal, state or local criminal cases. Therefore, the *following
shall* apply when a laboratory employee is requested to testify for the defense:

A. A laboratory employee testifying as a prosecution witness may disclose, during
defense cross-examination, any information the disclosure of which was authorized by
the Department of Justice, for example, information which was disclosed during the
prosecution’s direct examination. Any question asked by the defense which requires the
laboratory employee to make disclosures which were not authorized by the Department
of Justice may be answered by a laboratory employee only if the defense complies with
28 CFR 16.21 et seq. That is, the laboratory employee may only answer questions
(disclose information) directly related to the prosecution’s direct examination unless the
defense has met the requirements of 28 CFR 16.21 et seq. If the defense asks a question
which requires the laboratory employee to make a disclosure which was not authorized
by the Department of Justice, the laboratory employee is directed to: (1) advise the court
that he or she is prohibited by 28 CFR 16.21 et seq. from disclosing the information
demanded unless authorized to do so by the responsible Department of Justice official in
consultation with DEA Headquarters; and (2) request an opportunity to consult with the
prosecutor and the **Domestic** Criminal Law Section of the Office of Chief Counsel
(CCM) to obtain the necessary authorization.

1. If the court authorizes consultation with the prosecutor and CCM, the laboratory
employee shall be directed how to proceed.

2. If the court refuses to allow the laboratory employee to consult with the prosecutor
and CCM, the laboratory employee shall furnish the court with a copy of the regulations
and inform the court that the demand must be referred for the prompt consideration of the
appropriate Department of Justice official, through, and in consultation with DEA
Headquarters, and shall respectfully request that the court stay the demand pending
receipt of the requested instruction.

3. If the court declines to stay the effect of the demand in response to such a request
pending receipt of instructions, or if the court rules that the demand must be complied
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with irrespective of instructions provided by the appropriate Department of Justice
official and DEA Headquarters to not produce the material or disclose the information
sought, the laboratory employee shall respectfully decline to comply with the demand in
accordance with 28 CFR 16.28. That is, if the laboratory employee is instructed by the
court to answer the question(s) regardless of noncompliance with 28 CFR 16.21 et seq. or
instructions from the Department of Justice, the employee may not answer the
question(s). If the laboratory employee is threatened with contempt, he or she should
immediately contact the Section Chief of CCM. If after duty hours the laboratory
employee should contact the Section Chief of CCM through the DEA Headquarters Duty
Agent. The Department of Justice and DEA Headquarters will fully support the
laboratory employee if found to be in contempt of court.

B. A laboratory employee who was not called to testify for the prosecution, but who has
been subpoenaed to testify for the defense, may testify for the defense only if the defense
complies with 28 CFR 16.21. CCM should be contacted to determine whether the
defense has complied with the regulations. When such testimony is sought by the
defense, the prosecuting attorney must also be notified. If the demand was not authorized
by the responsible Department of Justice official in consultation with DEA Headquarters,
or if the scope of the requested testimony at trial exceeds that which was so authorized,
the laboratory employee will follow the procedures set forth in 7005.3(A).

C. If a state rule or procedure requires a prosecution witness to submit to a defense
deposition, then DEA’s authorization for a laboratory employee to testify as a
prosecution witness *will* be viewed as authorization for the laboratory employee to
submit to a defense deposition before trial. When subpoenaed by the defense to testify at
a deposition, the prosecution attorney must be notified. To ensure that the defense
attorney does not attempt to explore areas unrelated to the prosecution’s case, DEA
policy requires that the state prosecuting attorney attend the deposition. I the prosecutor
declines, or otherwise fails to attend the deposition, the laboratory employee must contact
CCM.

A laboratory employee responding to a defense deposition subpoena: (1) may testify
regarding his or her individual actions; {2) may answer specific questions concerning
general DEA procedures which were used in the case; (3) may not disclose information
about other cases or investigations; and (4) may not disclose **sensitive™* investigative
techniques, policies, or procedures for which DEA traditionally asserts a law enforcement
privilege. Additionally, under no circumstances are documents (reports, charts, etc.) to
be provided to the defense at a deposition. These documents are available to the defense
from the prosecuting attorney through normal discovery procedures.

7005.31 Disclosure of *Forensic Analvsis® Worksheets. Forensic chemists, fingerprint
specialists, *and computer forensic examiners® may provide copies of the front and back
of their worksheet, when requested under Federal Rule of Criminal Procedure 16, or
equivalent State Rule, and when authorized by the prosecuting attorney. Copies of the
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worksheets will be provided to the prosecutor only. Copies of the worksheets will not be
given directly to a defense attorney by laboratory personnel.

“ENOTE: For more nformation about 1his, review LS-08-00.2 Disclosure Policy and LS-
O8-008 Giglio Disclosure Policy. ™*

7006 RECURRING REPORTS

7006.1 DATABASE MANAGEMENT. Data *concerning evidence* is entered from the
DEA-7(or -7a) (Report of Drug Property Collected, Purchased, or Seized), **appropriate
laboratory results reporting document, and appropriate discipline worksheet.** Data
concerning time expenditures is entered from *the* DEA-271 (DEA Laboratory *Statf
Time* Expenditures). Laboratory Directors are responsible for the timeliness and
accuracy of reports prepared under their direction. SF is responsible for preparing
guidelines for these reports and for reviewing accomplishments.

7006.2 LABORATORY MONTHLY REPORT. This report summarizes
accomplishments of the DEA laboratories in important areas. Laboratory Directors are
responsible for preparing reports for their facilities. SF is responsible for establishing and
disseminating the format for these reports and for reviewing submissions (Laboratory
Operations Handbook, Exhibit H-1). The report is due by the 7th of each month
following the month of the laboratories’ accomplishments. If the 7th falls on a Saturday
or Sunday the report is due on the *next business day™,

7006.3 ANNUAL REPORT OF RESEARCH. Progress reports regarding assigned
research projects are submitted to SF by each laboratory as specified in 7602.24. These
reports will be used to prepare the Annual Report of Research and Methods
Development. This report will:

A. Cover the period of August 1 - July 31 of each vear. (See 7602.24).
B. List all projects begun, continued. or terminated during the report period.
C. Contain all information specified in Laboratory Operations Handbook, Exhibit H-07.

7006.4 BIENNIAL PHYSICAL INVENTORY **OF ACCOUNTABLE PROPLERTY**

Biennially a report will be submitted as specified in Administrative Manual in 0315.1,
with a copy provided to SF.

7007 TECHNICAL PUBLICATIONS AND PRESENTATIONS

7007.1 SCOPE. This section addresses publications in Microgram *Bulletin, Microgram
Journal*, open scientific literature, poster presentations, and oral presentations at public
scientific meetings. It is restricted to reports of findings that result from special studies
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{see Chapter 76) performed by the staff of DEA laboratories or SF that are part of their
officially assigned duties.

7007.11 Benefits of Dissemination. Technical publications and presentations are
encouraged. Dissemination of new information by the professional staff of DEA
laboratories and SF will contribute to both mission accomplishment and professional
development.

7007.12 Conservation of Resources. While the preparation of technical publications and
the presentation of scientific findings is encouraged, the resources available for these
activities are limited. Laboratory Directors are responsible, under the overall direction of
SF, for obtaining maximum benefit from these resources.

7007.2 REQUESTING AND OBTAINING APPROVALS

7007.21 General. *Malterials within the scope of this section, except as specified in
7()7.24. must be approved by SI before submission for publication or betore
presentation . *

7007.22 Recommending Officials. Materials produced by staff members of a DEA
laboratory will be submitted for review to the Laboratory Director. Materials produced
by staff members of the Headquarters Sections will be submitted for review to the
Section Chiefs. Suitable materials will be forwarded to SF with a memorandum of
transmittal. For publications, the memorandum of transmittal will indicate the proposed
journal or magazine. For poster sessions and oral presentations, the memorandum will
identify the date, place, and name of the scientific meeting of the proposed presentation.
Oral presentations can be submitted for approval either in verbatim form or as detailed
outlines. For poster presentations, include copies of all graphs, tables, data to be
displayed, and a poster board arrangement. {See LOH, Exhibit H-02 for the sample
format).

If materials were produced under a Research Special Study, the identifying number will
be included. Materials produced by Laboratory Directors and Section Chiefs will be
submitted directly to SF for review and approval.

7007.23 Review Procedures.

A. Following approval of the work by the appropriate recommending officials, an
original and two copies will be submitted to SI°. For oral presentations. copies of any
visual aids witl be supplied. The recommending official must ensure that the visual aids
have been reviewed before approving their use. A Laboratory Director can request
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review by SF personnel. Manuscripts and the content of presentations shall be available
for SF review no later than 45 calendar days prior to any deadline imposed on the
author(s).

B. *Within one week of receipt ol a manusceript. SE will forward copies of the work to
one ot more Laboratory Director(s) for review by appropriate forensic specialists who
possess an in-depth knowledge of the subject matter*. Assistance may be requested from
other DA offices where the subject of the work is in their area ol expertise. Selection of
the reviewer(s) will be coordinated with Laboratory Directors or office head atftected.

The identity of the reviewer(s) will not be made known to the submitting laboratory. The
Laboratory Dircctor or a reviewer can suggest that a reviewer-author discussion be
initiated. This discussion would be coordinated with SI. and conducted only with the
approval of the author's Laberatory Director. The author's Laboratory Director can
request a discussion with a reviewer. This request would be coordinated through S¥ and
would be conducted only with the approval of the reviewer's Laboratory Director.

C. To expedite the review process. the recommending official may request a waiver to the
*Ieadquarters review process®. The following conditions must exist and will be
conununicated in the submission memorandum:

1. The material will be submitted to the editor of a journal that subjects manuscripts
to technical review.

2. The submitting author is a *forensic specialist® who has previously had a paper
published in a refereed technical journal. or was the lead author on a group paper.

.

3. *The paper has heen submitted to and approved by the Laboratory's in-house
technical review process.™®

SF reserves the right to initiate a review it 1t is believed that such a review could be
beneficial in producing the highest quality paper. The submitting laboratory will
immediately be informed it this decision 1s made.

D. When a Headquarters requested review is involved. the designated reviewer(s) will
perform a technical review of the material presented. The reviewer will be guided by part
C. "Ethical Obligations of Reviewers of Manuscripts.” These are contained i the
"Ethical Guidelines to Publication of Chemical Rescarch™ adopted by the American
Chemical Socicty and printed annually in the first issue of Analytical Chemistry. Their
comments will be received in SF by the deadline date set on the memorandum requesting
the review. {The goal is to have the review completed within 14 calendar days ol receipt
by the reviewer). Comments may be submitted in rough draft form. it desired.

E. An administrative and editorial review along with appropriate coordination with other
Fleadquarters entitics will be performed by SF. Within 14 calendar days of receipt of
comments from the technical reviewer(s). SEF will provide a memorandum to the
submitting laboratory indicating as appropriafe:
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1. Acceptance of the work as written. This means a manuscript can be forwarded for
publication. or a presentation can be given.

2. Acceptance with recommended changes. Once the changes are made the
manuscript can be torwarded for publication, or the presentation can be given. and a copy
ol the revised manuscript. or presentation, will immediately be forwarded to SF.

3. Disapproval of the work as written (reasons to be provided). A revised manuscript.
or presentation. must be approved by SE before publication or presentation.

7007.24 Exceptions to Headquarters Anbroval Requirements

A. To foster rapid dissemination of technical information, oral and poster presentations at
regional forensic science meetings may be approved by the Laboratory Director. Each
Laboratory Director will institute internal control and approval procedures consistent
with 7007.12.

B. Presentations dealing with policy issues and final reports of formal research projects
will be subject to approval procedures specified in 7007.2.

C. The Laboratory Director will report presentations in the Laboratory Monthly Report.
7008 REQUEST FOR SPECIAL SERVICES

7008.1 FEDERAL WIDE DRUG SEIZURE SYSTEM (FDSS)

A. See Agents Manual 6662.3 for FDSS/FDIN information.

B. *All efforts will be made to analyze such evidence and enter the results into the
STRIDFE System within one month of the end of the quarter in which the exhibit was
received.®

C. *deleted®
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LABORATORY OPERATIONS MANUAL

DRUG ENFORCEMENT ADMINISTRATION

CHAPTER 71 QUALITY ASSURANCE
7101 *FORENSIC CHEMIST PROFICIENCY TESTING PROGRAM*

7101.1 OBJECTIVE. The objective of the Proficiency Test Program (PTP) is to assess
the efficacy of procedures utilized in DEA laboratories for the qualitative and quantitative
analyses of drug evidence. All DEA forensic chemists who conduct evidence analysis
are required to participate in the program. The program will consist of the following:

A. Interlaboratory Proficiency Test Samples. Three (3) times every year, each Laboratory
Director, or designee, will select a sample to be forwarded to all eight (8) laboratories for
analysis, including the originating laboratory, for this part of the program. A total of 24
interlaboratory proficiency test samples will be analyzed by each laboratory every year.

B. Internal Proficiency Test Samples. Whenever possible, the Laboratory Director will
select one (1) sample per year, from each forensic chemist on staff, for reanalysis by

another forensic chemist.

C. External Proficiency Test Samples. Each laboratory will obtain one (1) sample per
year from an outside provider for analysis.

D. Blind Proficiency Test Samples. The Office of Forensic Sciences is responsible for
*ensuring* that each laboratory receive one blind sample per year.

7101.11 Interlaboratory Proficiency Test Samples

A. SF is responsible for overall coordination of this part of the program. Specific
responsibilities include maintaining a schedule for issvance of samples. preparing
summary reports on a quarterly basis. and keeping laboratory personnel informed of
analvtical issues. which are identified by the program.

3. Laboratory Directors and their designee are responsible tor the following:

1. FEnsuring that Forensic Chemists receive interlaboratory PTP sample assignments
on a rotational basis.
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2. [nsuring that all analyses are completed and the results, with all supporting
documentation. are forwarded to the originating laboratories within the established
deadlines.

3, Preparing 1P summaries when they are the originating laboratory.

4. Providing umely and appropriate {follow-up action,

5. Maintaining accountability for PTP samples including documentation of sample
destruction.

6. Easuring that depth of analysis. methods employed. and time spent on PTP
samples are reflective ol sample type and complexity.

C. Qualitv Assurance Managers are responsible for:

[. Ensuring that all samples selected for the program are dry. homogencous, and
reflective of the usual type of work received by DEA laboratories.
2. The samples selected are disseminated to all laboratories on a timely basis.

D. Forensic Chemists are responsible for:

1. Iixamining PTP samples assigned to them according to the same standards as
routine evidence submissions.

2. Maintaining a sulficient reserve ol the PTP sample to permit additional analysis.
whenever possible.

{bYT)E)
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7101.13 Internal Proficiency Test Samples

A. Laboratory Directors are responsible tor establishing an Internal Proficiency Test
Program (IPTP) for drug analysis within their laboratorics.

B. Each Forensic Chemist must conduet at Ieast one (1) IPTP analysis every vear.
Whenever possible, the Laboratory Director will select one (1) sample per year. from
cach Forensic Chemist on staff. for reanalysis by another Forensic Chemist. Samples for
this program will be taken from evidence available for destruction. In addition, samples
pending destruction that have been re-analyzed during the year for inspection purposes
may be used to satisfy this IPTP requirement. Analytical methodology employed will be
consistent with procedures specified in 7101.11.B.6 and D.1 above. Results of IPTP
analysis will be evaluated by cach Laboratory Director by comparing them to the original
analysis and taking appropriate follow-up action, if neeessary.

C. The Laboratory Dircctor will notity SF, by memorandum cach vear, upon successful
completion of all IPTP samples. In addition. appropriate follow-up action. if indicated.
will be conducted in a timely manner and the results communicated, by memorandum. to
SF.

D. After all issues. if any. have been resolved the Laboratory Director will, by
memorandum. authorize destruction ot TPTP samples.

L Al results of analysis and documentation of follow-up action will be maintained by
the Laboratory Director for a period of five (3) years.
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7101.14 External Proficiency Test Samples

A. Each laboratory will obtain one (1) sample per vear from an outside source approved
by Sk and the acerediting body,

B. The sample will be analyzed to mecet all DEA and test provider requirements.
Analytical methodology employed will be consistent with procedures specitied in
7101.11.8,6 and D.1 above. [dentitied controlled substances must be quantitated.

(. Results of analysis will be returned to the test provider within the time limits
established by the test provider. Provide only the controlled substance(s) identified on
the test provider’s document. Do not include identified adulierants and quantitative
results in the “comments™ section. Also. 1o meet acereditation requirements. Laboratory
Directors must choose the option to have the test provider directly release the results to
the accrediting body.

D. Al the same time results are returned (o the test provider. the Laboratory Director must
forward to SF the complete report of analysis including identified adulterants and
quantitation results. SF will be responsible for monitoring the results of analysis and
notifying anv Laboratory Director of possible inconsistencies as described in LOM
T101.12.E above.

F. Destruction of these samples will be authorized in the quarterly PUP report or through
other correspondence.

**7102 FINGERPRINT SPECIALIST PROFICIENCY TESTING PROGRAM

7102.1 PRINCIPLE. Proficiency testing is used to test fingerprint specialists (FSs) as
well as the individual laboratory that has a Fingerprint Program. The designated Test
Administrator (TA) will follow the instructions set forth in the procedure for
administering proficiency tests.

7102.11 Scope. Each laboratory with a Fingerprint Program will participate in one
annual external latent print proficiency test. All FSs will complete one proficiency test on
an annual basis.

7102.12 Proficiency Test Administration. See Fingerprint/ Photography Program
Handbook Chapter 11.

7102.13 Technical and Administrative Review. See Fingerprint/ Photography Program
Handbook Chapter 11.
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7103 COMPUTER FORENSIC EXAMINER PROFICIENCY TESTING
PROGRAM

7103.1 EXTERNAL PROFICIENCY TESTING

7103.11 Purpose. To demonstrate that the methods and procedures routinely used in the
Digital Evidence Laboratory result in accurate and thorough findings.

7103.12 Scope. The external proficiency test shall be administered once annually to a
randomly selected computer forensics examiner.

7103.13 External Testing Protocol. See Digital Evidence Laboratory’s ASCLD/LAB-
International Conformance Document.

7103.2 LABORATORY PROFICIENCY TESTING

7103.21 Purpose. To demonstrate that the methods and procedures routinely used in the
Digital Evidence Laboratory result in accurate and thorough findings.

7103.22 Scope. A laboratory proficiency test shall be administered once annually to
every laboratory staff member that handles or processes evidence.

7103.23 Testing Protocol. See Digital Evidence Laboratory’s ASCLD/LAB-International
Conformance Document.

7103.3 INTERNAL PROFICIENCY TESTING

7103.31 Purpose. The reanalysis of evidence previously examined is a means to test the
quality of work performed in a forensic laboratory.

7103.32 Scope. Any case that is closed may be selected by the Quality Assurance
Manager for either partial or complete reanalysis.

7103.33 Procedures. See Digital Evidence Laboratory’s ASCLD/LAB-International
Conformance Document.

7104 ENSURING CONSISTENCY IN LABORATORY OPERATIONS

7104.1 OBJECTIVE. To address and resolve issues of “consistency” in laboratory
quality control operations in the laboratory system. These issues can involve technical or
operational matters.
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7104.2 BACKGROUND. “Consistency,” as applied to laboratory quality control
operations, is defined as conformance with established operational protocols to ensure
that personnel in all laboratories accomplish similar tasks within defined parameters.
Establishing consistency will improve efficiency, minimize the occurrence of issues, and
establish a basis for evaluating and resolving inconsistencies.

7104.3 PROCEDURE

A. The Quality Assurance Manager (SFQ) in the Office of Forensic Science is
responsible for laboratory system quality control, ineluding issues of consistency,

B. SFQ will identify “consistency™ issues and prepare the necessary documentation for
presentation to the Laboratory Directors for comment.

C. SFQ will prepare a memorandum irom St 1o the Laboratory Directors requesting
input regarding the issue.

3. The Laboratory Directors will utilize, as appropriate. the Quality Assurance Manager
within each laboratory in preparing their comments for return to SI-.

E. SFQ will prepare a report for discussion with the SI° Quality Assurance Committee
(SFQAC).

I, SFQ will convene a meeling of the SFQAC.

G. The SFQAC will be comprised of:
1. Associate Deputy Assistant Administrators (SI'D and SI'E)
2. Section Chiefs [rom the Laboratory Operations Section and the Laboratory
Support Section (at least one must be present).
3. Technical specialists. as appropriate.

4. SFQ.
H. The SFQAC will meet as needed to discuss all pending consistency issues.

[.  The SFQAC will evaluate all issues and make appropriate recommendations to SE to
resolve the issue.

1. SFQ will prepare and forward the SFQAC recommendation via memorandum
through SEFD and SFL to SI%

K. SIFwill concur with the recommendation, remand the recommendation for
reconsideration or modification, or assign the recommendation tor
implementation.
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L. Resolution of the tssue may be in the form of a revision to the Laboratory Operations
Manual or the Laboratory Operations Handbook: a Laboratory System Order which will
be incorporated into the LOM or the LOT at a later date; or other means. as determined
by SF.

7105 ANALYTICAL INCONSISTENCIES

7105.1 OBJECTIVE. This policy defines levels of analytical inconsistencies that result
from laboratory analysis of case evidence and proficiency tests. It also establishes
procedures to address, **evaluate** and resolve identified **analytical inconsistencies in
the laboratory system. These inconsistencies may involve technical matters which result
in the improper reporting of analytical results.**

7105.2 POLICY. Important aspects of a forensic laboratory’s analytical product are
accuracy and reliability. It is the DEA laboratory system’s goal to provide a product of
the highest quality. Technical and administrative reviews of reports are carried out to
ensure that the quality of analysis and reporting meets established standards. The
*Proficiency Testing Programs for forensic chemists, fingerprint specialists, and
computer forensic examiners* provide objective measures of reliability. An additional
measure is obtained through reanalysis *of evidence* when court testimony is required
and the original analyst is unavailable.

#+7105.3 ABBREVIATIONS AND BACKGROUND

Al Analytical Inconsistency

AIR Analytical Inconsistency Report

LD Laboratory Director

LQAC Laboratory Quality Assurance Committee

LQAM Laboratory Quality Assurance Manager

NFA No Further Action

SFQ SF Quality Assurance Manager

SF Deputy Assistant Administrator, Office of Forensic Sciences
SFQAC Office of Forensic Sciences Quality Assurance Committee

The term “Analytical Inconsistency” refers to a situation in which two or more
conflicting conclusions exist. An investigation will normally be required to determine
the correct conclusion and to determine if a reported conclusion was less than fully
supportable.
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Als include, but are not limited to, issues associated with:

A. Identifying controlled substances, adulterants, precursors, or diluents during the
course of an analysis.

B. Quantitating controlled substances.

C. Fingerprint identifications.

D. Digital evidence examinations.

E. Proficiency test or other analytical results.**

Als may be identified in a number of ways (¢.g.. during a review ot analytical data within
a laboratory. pursuant to submission of Special Program samples to SFL1, during a
review of a technical report within the Office of Forensic Sciences or by other means).
The primary focus ol investigations into analytical inconsistencies is to determine the
correct result, identify the root cause of the inconsistency and effect corrective action as
may be required to climinate the recurrence of the conditions responsible for the
analytical inconsistency. Typographical and other types of administrative inconsistencics
identified during the technical and administrative review process, prior to issuance ol a
tinal report. are not considered Als. However, such inconsistencies must still be resolved
internally through training. performance actions, corrective action plans. and preventive
action plans, as appropriate.
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No type of inconsistency is acceptable without resolution and necessary courses of action
may differ based on the facts of the individual case. When a laboratory becomes aware
of an inconsistency within the context of this policy, it is the responsibility of laboratory
management to immediately notify Headquarters (SF, SFD, or SFE) in an attempt to
resolve the situation as detailed in LOM section 7105.5 below.

It is recognized that it is not possible to write policy o cover all situations. When
situations occur which are not ¢learly covered by this policy. laboratory administration
will carelully evaluate the circumstances and Lacts in an eltort to make a fair and just
determination of action utilizing this policy as a guide.

**7105.5 RESOLVING INCONSISTENCIES

The following procedure is established to address issues regarding Als in laboratory
operations and to provide recommendations for action:

A. The LI} is responsible tor addressing Als in his/her taboratory. ensuring that the
established procedure to resolve such inconsistencies is tollowed.

B. SFQ is responsible for managing the laboratory system quality control program to
include maintaining files, tracking actions for each Al. and preparing recommendations
for Sk,

C. The LD must notify SFF immediately when an Al has been identified and a written
report of the known facts to SE must follow within two weeks.
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D. SF will assign the follow-up action on the Al within the Office to SFQ. The LD will
be notiticd. usually through the Associate Deputy Assistant Administrator (SFD), with
instructions to conduct an investigation and/or to obtain additional mformation.

5. Within thirty days tollowing the notification from SFD to conduct an investigation
and/or to obtain additional information, the LI will convene a meeting of the LQAC with
the following taskings:

1. Investigate and evaluate the root cause of’ the Al

2. Recommend a classitication of the Al as a Class 1, 1L TH. or NIFA.

3. Propose action as may be appropriate to prevent the recurrence of the Al

4. Initiate the laboratory’s corrective and/or preventive action procedures.

F. The LD will utilize the 1.QAM and the LQAC in conducting the investigation and
preparing a response to Sk

G. Following the LQAC meeting referenced in (k) above, the LD will forward a report
of investigation containing all documentation related to the Al to Sk, This information
will be referred to SFQ who will prepare a sumination ol facts for evaluation by the
SFQAC. SFQAC will determine if an issue occurred and will prepare a recommendation
for appropriate action.

H. SFQ will convene a meeting of the SFQAC as needed. normally during the first full
calendar week cach month to discuss all pending Al issues. Within five days prior to the
scheduled date of the meeting. SFQ will forward a meeting agenda by email to the
SFQAC and SF.

[. The SFQAC will be comprised of the Associate Deputy Assistant Administrators (SI'D
and SFE), the Section Chiels [rom the Laboratory Operations Section (STE) and the
Laboratory Support Section {SFS) (at least one Section Chief must be present) and SFQ.

J. In the event an Al issue arises which must be addressed immediately. an ad hoc
meeting of the SFQAC may be called at the discretion of SI'Q with the attendees
approved by ST,

K. The SFQAC will evaluate the Al by discussing all issues including L.D’s
recommendations and the classification of the Al as Class I, 11, 11[, or NFA. The
procedures for a final classitication of an analytical inconsistency are addressed in
Section 7105.4 of the Laboratory Operations Manual.

I.. Following the meeting, SFQ will prepare a report to 8F detailing the
recommendations of the SFQAC. The recommendations will include a “root cause
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analvsis™ of the Al. Recommendations for actions will focus on effective remediation
and an appropriatc magnitude of response to prevent a recurrence of the Al

M. SE will remand the QAC recommendations to SFD for implementation by the LD.
The LD will usually have thirty calendar days to implement the recommendations. An
exception to this thirty-day rule may be made where warranted. ¢.g. where long-term
monitoring of an individual’s performance is required. The LI) must monitor corrective
actions for eftectiveness to ensure that the Al does not recur.

N. The LD will report back to SFI) vig memorandum by an established due date
certitying successtul implementation of all corrective actions.

0. The report of the LD certitving successiul implementation of all corrective actions
will be evaluated by SFQ. Tf all recommendations have been successfully implemented,
SFQ will prepare a memorandum to SF with all documentation recommending that the
Al issue be closed. Upon SIF s written concurrence, the Laboratory will be notitied that
the Al has been closed.

P. All documentation associated with the Al will be maintained by SFQ within a secured
container for at least one full acereditation cycle.

Q. The Laboratory Dircctor will monitor all recommendations related to an Al to ensure
the effectiveness of actions taken. Recurrence of an Al by the samc analyst will be
discussed and dealt with on a case-by-case basis at an SFQAC meeting.

{b)7NE)
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7106.1 OBJECTIVE. To provide specific guidance for ensuring that complaints which
arise either from within or outside of the laboratory are addressed properly and promptly.
These complaints may involve employees within the laboratory system, or may involve a
complaint from an entity outside of the laboratory wherein a “customer” expresses a
complaint about the work product of the laboratory.

7106.2 PROCEDURE

A. The procedures for addressing complaints from within the laboratory include the
following:

1. For Equal Employment Opportunity (1:EO) complaints (i.¢.. discrimination based
upon race, color, religion, sex. sexual orientation, national origin. physical and mental
disability and reprisal for having participated in an EEO related activity) see Subsection
2713.4 of the Personnel Manual.

2. For Sexual Harassment complaints see Subsection 2713.31 of the Personnel
Manual.

3. For Grievances (i.e.. matters of concern or dissatisfaction where the relief sought
is personal o the employee, and which is subject to the control of management officials
of DEA/DOJ) see Subsection 2771.23 of the Personnel Manual. For a list of matlers
excluded from this grievance process, see Subsection 2771.22 of the Personnel Manual.

4. For violations of DEA Standards of Conduct. the employee should report the
incident to his/her immediate supervisor. The supervisor will report the incident to upper
laboratory management (to include both the Associate Laboratory Director and the
Laboratory Director). Upper management will collate the {acts of the incident. [f
management determines that no violation occurred, the matter will be closed. 171t is
determined that a violation may have occurred. the matter will be reported to the Office
of Forensic Sciences and to the Office of Protessional Responsibility (OPR) for action.
In instances where an emplovee prefers to rematn anonymous, he/she may call OPR
directly to report the allegation.

5. All employee complaints involving the Quality Svstem will be taken to his/her
immediate supervisor. If the supervisor cannot rectify the matter, it should then be
referred to upper laboratory management. Upper management will review the complaint
and determine the validity and the appropriate action to be taken. The employee and the
supervisor will be advised ol the action. I an emplovee feels that a Quality System
complaint has not been adequately resolved, he/she has the right to request that the
complaint be forwarded to the appropriate Associate Deputy Assistant Administrator.
Oftice of Forensic Sciences.

B. The procedures for addressing complaints arising from outside ol the laboratory
include the following:
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t. Alt external complaints. including complaints involving the Quality System. must
be brought 1o the attention of a laboratory supervisor. The supervisor must document and
investigate the complaint and try to rectify the situation. The Laboratory Director must
be advised of the situation and its outcome. 1 the supervisor is unable to rectify a
situation. the Laboratory Dircctor or a designated representative will contact the
complainant, discuss the situation and attempt to rectify the situation,

2. Situations. which cannot be rectificd by laboratory management. will be referred in
writing to the appropriate Associate Deputy Assistant Administrator, Otfice of Forensic
Sciences within fifteen davs. and. as appropriate. to relevant Headquarters offices.

3. All legal matters concerning re-welghs, re-analvses. court orders, ete.. will be
referred to the Oflice of Chief Counsel for advice and counsel.

“ENQTE: For information on the customer satisfaction survey, review LS-08-012.%*

7107 MAINTAINING TRAINING, COMPETENCY AND PROFICIENCY
TESTING RECORDS

7107.1 OBJECTIVE. To define the procedures for maintaining records of training,
proficiency testing, and competency testing.

7107.2 PROCEDURE

All Laboratory Directors must ensure the foliowing:

A. Training folders must be maintained tor cach proficiency tested statt member. These
training folders must include all documentation of required formal trainmg which has
been completed. This includes in-service training, technical training, administrative
training, EEQ training. and competency testing records (including all tests results),

B. Proficiency test documentation must be maintained for all proficiency tested
personnel in a folder dedicated to annual proficiency test results. [t is not neeessary 1o
maintain a separate file tor cach employce: however. the management stafl must be able
to access the results of cach emplovee’s performance on a specific proficiency test ina
timely manner.

C. Upon completion of all training for each analyst, the Laboratory Dircetor will ensure
that appropriate documentation is forwarded to the Office ol Personnel tor inclusion in
the employee’s official personnel file. This includes a copy of the certification by the
Laboratory Director that basic and technical training has been completed. a competency
test has been successfully passed, and the analyst is qualitied to begin (or resume} the
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analysis of controlled substances. latent prints. digital evidence. or teolmark
examinations.

7108 QUALITY SYSTEM DOCUMENT MANAGEMENT

7108.1 PURPOSE. Documents that specify quality requirements or prescribe Quality
System activities should be controlled to ensure they are adequate, approved for use, and
that only current versions of these documents are in use. The Office of Forensic Sciences
Quality System Documentation Management Procedure provides the requirements and
guidance for document control, approval, and document retention.

The purposes of this procedure are to:

A. Promote consistent document management within the Office of Forensic Sciences and
the laboratory svstem:

B. Establish a uniform and consistent method for the preparation and handling of
documentation within the Office of Forensic Sciences and the laboratory system:

C. Specity who approves documents prior to use:
D. FEnsure that changes and the current revision status of documents are identified:

F. Prevent the use of obsolete documents and to apply suitable identification to them if
they are retained for any purpose:

(. Ensurc that all staft have immediate access to current versions of the documentation;
. Identify the location of documentation both electronic and file copy (hardcopy): and.

1. Provide an accurate historical record and archive ot all documentation within the
Office of Forensic Sciences and the laboratory system.

7108.2 SCOPE. This applies to all documents that prescribe quality system activities.
such as policy manuals. procedural handbooks. laboratory system orders. laboratory
orders, standard operating procedures. and documents that specify quality requirements
such as quality assurance policies and practices. Unless specified otherwise under
‘Official Location™ on the Quality System Document Master Lists, all quality system
documents will be accessible to all personnel through the Office of Forensic Sciences
Document Control Website (SFDCW) and maintained on the Headguarters share drive in
the appropriate READ ONLY folder or subfolder with access limited to the Headquarters
Document Control Officer (HQDCO) and alternate. All documents identified on the
SFDCW are the most current approved versions and will be considered the official
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version, Any copy(s) printed from the SFDCW shall not be considered official. It is the
responsibility of afl personnel 1o verity against the SFDCW thal the most current version
ol'any quality system document is being used. The procedure deseribed will apply to all
components within and under the direction of the Office of Forensic Sciences.

7108.3 DEFINITIONS

A. Associated Documentation: Documents that support the implementation ol
procedures. such as forms. instructions, checklists and guidelines.

B. Document Conirol: The process of ensuring that policy. procedure and protocol
affecting the procedural activities or specifying quality requirements. including revisions,
are reviewed for adequacy. approved for release. distributed to and accessible by all
personnel performing the prescribed activities / tasks and obsolete copies replaced.

(. Headquarters Document Control Officer (HQDCO): Staft member responsible for
posting approved documents on the SEDCW and maintaining these documents on the
*rappropriate®* Headquarters share drive. electronically notifying all impacted staft
immediately following posting, archiving obsolete documents; updating the appropriate
Quality System Document Master List(s), ensuring that only the most current documents
are being used, and ensuring that all personnel within their responsibility have access to
these documents. The HQDCO is not responsible for developing the actual content of the
documents although he/she may assist in document preparation.

D. Document Control Officer (DCO): [Field laboratory staft member responsible for
posting approved documents in the laboratory specifie tolder on the Headquarters share
drive, electronically notitving the HQDCO. archiving obsolete documents, updating the
laboratory specific Quality System Document Master List, ensuring that only the most
current documents are being used. and ensuring that all appropriate personnel have access
10 these documents. The DCO is not respensible for developing the actual content of the
documents although he/she may assist in document preparation.

5. Handbook: Any documentation that provides procedural guidance.

F. Manual: Documentation broadly describing policy, responsibilities and direction for
managing and administering operations within the DEA laboratory system.

(. Forensic Science Document Control Website (SFDCW): A static form ol current
Quality System documents accessed through the Headquarters™ Firebird web browser.

H. Quality System Document Master List: A typed matrix ol current Quality System
documents located on the SFDCW. There will be one tor cach lield faboratory, another
for SF, and another for the entive laboratory svstem. lach list will include the document
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name. date of current revision. date of SF concurrence, date of last annual review, and
location of obsolete documents,

[. Quality System Documents: Any paper or electronic conveyance of information
required by, impacting upon, or pertaining to the Oftice ol Forensic Sciences and

laboratories” Quality Systen.

1. Record: A document stating results achieved or providing evidence of activities
pertormed.

7108.4 RESPONSIBILITY AND AUTHORITY

All components within and under the direetion of the Oftice of Forensic Sciences are
responsible for implementation of this Procedure.

A. Deputy Assistant Administrator (DAA), Office of Forensic Sciences (SI), or designee

1. Provides final approval of SI* issued manuals, handbooks and laboratory system
orders (LSO,

2. Authorizes instatlation of the DEA Laboratory Operations Manual and SI issued
manuals, handbooks. laboratory system orders, and system-wide blank forms by the
HODCO on the SFDCW.

3. Provides final approval ot SF internal office orders. section orders, safety and
seeurity plans. standard operating procedures (SOP). and site specific blank forms with
mstructions.

B. Laboratory Dircctor (1.D) or designee

1. Reviews changes to laboratory issued manuals and handbooks, laboratory orders
(L.O), safety and security plans. standard operating procedures (SOP) and site specific
blank forms for technical accuracy and consistency with DEA policy and SF direction.

2. Responsible for {inal approval of laboratory 1ssued manuals and handbooks, [.Os.
safety and security plans. validated quantitative and qualitative methods, SOPs and site
specilic blank forms with instructions.

3. Authorizes installation of the laboratory issued LOs. safety and security plans,
SOPs and site specitic blank forms by the laboratory DCO on the SFDCW and in the
Headquarters Share Drive in the appropriate laboratory-specific subtolder.

4. Acts in place of the laboratory DCO {when not available) by posting Quality
System documents. updating the Quality System Document Master Lists tor laboratory
specific issuances, archiving obsolete documents, and clectronically disseminating
notification of a revision to the HQDCO,

5. Responsible for the overall management of all laboratory. SFDCW and
Headguarters laboratory site specitic subfolder share drive requirements.
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C. Quality Assurance Manager (QAM - leadquarters and laboratories)

1. Reviews changes altecting Quality Systems and makes recommendations {or final
approval or rejection of proposed changes.

2. Develops / revises Quality System documentation in consultation with the users
and other relevant personnel.

3. Ensures that documents are reviewed annually and where necessary, revised to
ensure continuing compliance with applicable requirements.

1. Document Control Officer (DCO - Headguarters and laboratories)

I, Ensures that documents include the date of current revision. an authorizing
signature {or other acceptable authorizing verification). author of the document, if
appropriate, and. if necessary, access detatls [or the current version of the document (e.y.,
a file path).

2. Posts Quality System documents as links on or within the SFDCW and maintatns
them as READ ONLY files in the appropriate tolder or subfolder in the appropriate
Headquarters share dive.

3. HQDCO advises SIF headquarters personnel and all 1.Ds via email when a
revision is posted on the SFDCW. A copy of the distributed email will be saved in the
Email Notification folder on the share drive. The LD or designee, if the LD is not
available. will notify their staff via email of a revision.

4. DCO advises the HQDCO via email within one business day when a revision is
posted in the faboratory folder (SFL_ ) of the **appropriate®* Headquarters share drive.
The distributed email notifying the HQDCO will be saved in the Ematl Notitfication
folder on the **appropriate Headquarters** share drive. The HQDCO will notify the
DAA or designee. appropriate L1 and appropriate SF staft via email of a revision.

5. HQDCO ensures that all obsolete versions of revised / updated Quality System
documents and forms are archived.

6. Asrequired. oversees distribution of any paper copies of Quality System
documents cither internally or externally.

7. Ensures that all superseded copies of paper documents are collected and destroyved
fotlowing aceepted practice (i.e.. shredding or burning).

8. Ensures that statf members do not maintain unofiicial electronic copies of quality
system documents.

9. Ensures that superseded / obsolete documents retained for either legal or
knowledge preservation purposcs are suitably marked.

10. HQDCO maintains the connectivity ot hyperlinks on the SFDCW,

. Laboratory Staff

1. Responsible for implementing changes / revisions when they occur,
o ] -
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2. Responsible for suggesting changes that would enhance the overall operation of
the laboratory.

7108.5 QUALITY SYSTEM DOCUMENTS UNIQUE IDENTIFIERS

A. All Quality System documents generated by DEA Headquarters, SI, or the
laboratories shall be uniquely identified. Fach document shall have the following unique
identifiers:

1. Description or title

2. The date issued and / or effective date

3. Page numbering (e.g.. 1 of' 3,2 0f 5, ... 5 of' 5)

4. The total number ol pages. or a mark to signify the end of the document
5. Approving authority(ies)

B. Inaddition to the document’s unique identifiers delincated above, Laboratory System
Orders and Laboratory Orders will be further identified with a unique alphanumeric
designalor.

1. Laboratory System Orders will have a seven digit designator (XX — XX - XXX).
The first two characters will be LS. The middie set of characters will be the last two
digits of the calendar year in which the Laboratory System Order was issued. The last
three characters will be a sequential number starting with 001 and going through 999.

2. Laboratory Orders will have a nine digit designator (XXXX — XX - XXX). The
first four characters will identity the issuing laboratory (.e.. SFLT ... SFL9). The middle
set of characters will be the last two digits of the calendar year in which the Laboratory
Order was issued. The last three characters will be a sequential number starting with 001
and going through 999.

7108.6 DOCUMENT MANAGEMENT

A. The Office of Forensic Sciences shall establish and maintain uniform procedures for
creating. posting, changing and archiving laboratory system quality documents (internally
generated or from external sources). All quality system documents will be posted as
links on or within the Forensic Science Document Control Website (SFDCW) and will be
maintained on the **appropriate®* HQ Share Drive by the HQDCO. unless otherwise
identified under “Olfficial Location™ on the Quality System Document Master Lists.

B. Detailed lists of Quality System documents with revision dates. locations and
retention periods are located in the Quality Syvstem Document Master List (1 leadquarters
Svstem Wide Issuances) and the SF or SFL_ Quality System Document Master Lists
{laboratory-specilic 1ssuances).
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1. The Quality System Document Master List documents include the DEA Laboratory
Operations Manual and SF issued manuals. handbooks. laboratory system orders. and
svstem-wide blank forms. These documents delineate policy and procedure which aftect
laboratory operations system wide.

2. The SFI._ Quality System Document Master List documents include laboratory
orders (LO). safety and security plans, standard operating procedures (SOP) and site
specitic blank forms. These documents are site specitic and affect operations within the
laboratory’s arca ol responsibility.

3. The SF Quality System Document Master List documents include office orders,
section orders, safety and security plans. standard operating procedures (SOP), and site
specitic blank torms. These documents are site specific and affect operations within the
Oftfice of Forensic Science’s arca of responsibility.

(. Procedures tor document control include:

Designation of responsibifity (refer to section 7108.4):

Information on document unique identifiers (refer to section 7108.5):
Assurance that authorized editions of appropriate documents are available to all
personnel essential o the proper functioning of the laboratory:

Annual review and, as necessary, revision of the documents to ensure suitability
and compliance with applicable requirements and policy:

Removal and proper marking of obsolete documents:

6. Access and changes o paper and electronic documents: and.

7. Marking of obsolete documents retained for legal or knowledge preservation
purposes.

L

v LA

D. The Quality System Document Master Lists identify the documents and Date of
Current Revision that specify which procedures shall be applied at a given time. When a
Quality System document 1s revised. the Document Master List must be updated to
reflect the date of the most current verston.

E. The approving authority (Headquarters or Laboratory) will annually review and
revise as needed all Quality System documents.

F. All personnel will have READ ONLY access through SFDCW to all Quality System
documents.

G. Al Quality System documents will be reviewed and approved for use by authorized
personnel prior to distribution.

H.  All quality system documents will be posted as links on or within the SFDCW and
maintained as READ ONLY files in electronic format on the **appropriate**
Headquarters share drive in the appropriate folder / subfolder.
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[.  The responsibility for posting. updating the Document Master Lists, and archiving 1s
limited 1o the following individuals.

I, Headquarters - The HQDCO or alternate 1s authorized to carry out the duties.
2. Laboratories — The LD, the Associate Laboratory Director or the DCO 1
authorized to carry out the duties.

J. Documents become obsolete when the next revision is approved. the document no
longer applies to current operating procedures. or the document is incorporated into
another document.  The Quality System Document Master List(s) will be updated with
Date of Current Revision. Date of SIF Concurrence, Date of Last Annual Review and
Location of Obsolete Pocuments.

K. Document changes are reviewed and approved by authorized personnel prior to
posting on the SFDCW and maintaining in the **appropriate®* Headquarters share drive
or controlled distribution ol hardeopies.

L. All affected staft will be notified immediately lotlowing posting of a revision to a
Quality System document.

M. When a Laboratory System Order ([.SO) direetly revises or atfects policy contained
in the Laboratory OQperations Manual (LOM), a hyperlink must be established in the
approprialc section directing the reader to the new policy. The referenced LSO will be
specifically added and hyperlinked within parenthesis and double asterisks as follows:
{See LS-XX-XXX).

N. Ifarevision of a Quality System document has an impact on analytical procedure. the
following will apply.

1. Ifan analysis is in progress, the analysis will be completed following direction or
vuidance in place when the analysis was started.

2. All subsequent analyses will be conducted following the most current revision.
The most current revision will be listed on the Quality System Document Master Lists.

0. The revised and new text shall be indicated by a change in font color {from black to
red) in any revised document.

P. For posting purposes. all hyperlinked Quality System documents will maintain the
original file name. This will limit the amount of hyperlink edits when revisions occur.

Q. For archiving purposes, cach document will be given a unique file name addition.
The addition will indicate the month, day and vear (MMDDY'Y format) the document
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was removed and placed in the obsolele [older. For example, the posted document will
be named - Laboratory Operations Handbook. (tvpe of file). The obsolete document wilk
be named - Laboratory Operations Handbook mmddyy.(type of file).

R. Obsolete electronic versions of all Quality System documents (including formsy will
be archived. All archived documents will lirst be marked with a watermark indicating
the document is obsolete.

S. Unless specifically identitied as a document that must be retained, all distributed
paper copies of obsolete documents will be destroyed.

T. The period of retention of original signed documents will be established by the
approving oflicial.

). Retained copies of obsolete paper documents will be clearly annotated as
OBSOLETE. Only the Headquarters or Laboratory QAM will retain copies of obsolete
documents retained for legal or knowledge preservation purposes. These documents will
be reviewed annually for destruction.

V. Quality system documents that have been rescinded or incorporated into another
document must be maintained on the SFDCW and Document Master List(s) for one
additional revision cvele. The DCO shall record either “rescinded™ or the new location of
that document’s information in the Document Master List(s) column entry entitled "Date
of Current Revision.” The document’s entire Document Master List(s) entry will be
completely removed during the next revision.

W. Internal Audits - The internal audit will address all elements of the Quality System.
including testing. [nternal audits are coordinated by the QAM to review the Quality
Svstem. At least one internal audit should be conducted just betore the annual review of
Quality System documents to verify that activities continue to comply with the Quality
System. Any noted deficiencies can be corrected as part of the annual review and the
documents can be revised accordingly.

X. Management Reviews - As part of the annual management visit conducted by the
ADAA. Office of Forensic Sciences, a management review of the Quality System will be
conducted.

Y. All internal audit and management review findings, and any corrective actions that
arise from them will be addressed. documented by the laboratory QAM, and maintained
in the laboratory’s files.

7109 CONTROL OF QUALITY SYSTEM RECORDS
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7109.1 PURPOSE. This section establishes a documented procedure for the
identification, collection, filing, indexing, accessing, storage, maintenance, and disposal
of Quality System records. Any record that furnishes objective evidence of activity
performed or results achieved must be retained. This procedure provides the
requirements and guidance for record control.

7109.2 SCOPE. This procedure applies to Quality System records as identified on cach
Laboratory’s Quality System Records List.

7109.3 DEFINITIONS

A. Quality Svstem Record

A quality or technical record specifically required by the Quality System to furnish
objective evidence of activity performed or results achieved.

B. Responsible Individual(s)

The individual(s) identified in the Quality System Records List responsible for generating
a Quality Sysiem record(s).

7109.4 RESPONSIBILTY AND AUTHORITY

A, The individual(s) 1dentitied in the Quality System Records List as the gencrator of a
quality record shall be responsible for;

1. Adhering to the control of Quality System records as defined in manuals.
handbooks, work instructions or individual procedures.

2. Ensuring that all hard copies of Quality Svstem records are dated and legible (e.g.
instrument calibration data. instrument maintenance logs).

3. Linsuring that all electronic Quabty System records are either provided to the
appropriate individual identified on the Quality System Records List [or storage or stored
as directed on the Headquarters or Laboratory System drive, as applicable.

B. The individual(s) filing and maintaining the Quality System records shalt be
responsible for:

1. Maintaining the physical filing system.

2. Iiling all hard copies of Quality System records.

3. Ensuring that procedures are tollowed for the collection. filing. indexing.
accessing. storage. maimntenance and disposition of Quality Svstem records.

C. All individual(s) accessing Quality System record files shall be responsible for:
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1. ~Signing out” hardcopics of records, as appropriate. Any person accessing
Quality System record files, with the exception of instrument manuals. index books.
maintenance logs. etc.. will complete an ~Out™ guide. At a minimum, the ~Out™ guide
will indicate: which file has been removed; who removed the tile: and the date the file
was removed. The “Out” guide will mark where files have been removed.

2. Promptly returning all removed records following use.

D. The Office Head or Laboratory Director shall be responsible tor:

I. Providing adequate and/or secure filing space for paper quality records.

2. Providing a computer or other data base for the storage of electronic quality
records.

3. Providing access to the computer or other data base to all personnel gencrating
and needing access to qualily records.

7109.5 PROCEDURE

Ciencral

]. The Quality System Records List identilies the following: the Quality System
records that shall be maintained: the generator(s) of the record(s); the individual(s)
responsible for filing and maintaining the records: how the records will be stored; where
the records will be stored: who has access to the records: and. the retention time tframe of
records in active files (generally ane vear) and on-site archived liles before final
disposition.

2. Records can be stored on any type of media. such as hard copy or ¢lectronic
media.

3. Responsibility for developing. revising or completing records accurately and
promptly resides with the person(s) responsible for generating the quality record.

4. All quality records must be legible and stored and retained in such a way that they
arc readily retrievable in facilitics that provide a suitable environment (o prevent damage.
deterioration or loss.

5. Filing of Quality Records (Hard Copy): Quality Records shall be stored in
appropriate facilities in the location(s) indicated on the Quality Records List,

6. Filing of Quality Records (Electronice): The person(s) responsible for filing
electronic quality records shall save the file in the appropriate headquarters or laboratory
system share drive or other electronic storage and retrieval svstem as divected by the
Otfice Head or Laboratory Prector.

7. Copies of Quality System records shall not be stored by unauthorized individuals
in any personal storage area, binder or electronic media. Such records shall not be
considered official.
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8. Retention of Quality System Records: Where applicable. Quality System records
shall be retained in accordance with DEA filing procedures.

9. Disposition of Quality Records (Hard Copy): DEA policy will be followed for
properly disposing of paper records. This may include wranster to a Federal Records
Center for a required period. shredding or normal waste disposal,

10. Disposition of Quality Records {Electronic): As directed by the Oftice Head or
Laboratory Director. computerized clectronic records may be archived or deleted trom
the computer.
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LABORATORY OPERATIONS MANUAL
DRUG ENFORCEMENT ADMINISTRATION
CHAPTER 72 STAFFING AND PERSONNEL
7201 AUTHORIZED POSITIONS
7201.1 TABLE OF ORGANIZATION. Laboratories will be staffed consistent with the

DEA Table of Organization. Duties and responsibilities of each position are defined in
individual position descriptions.

7201.2 LABORATORY STAFFING LEVELS. The following forensic chemist staffing
levels are established for the laboratories:

_ FORENSIC CHEMIST POSITIONS
'NUMBER OF LAB GROUPS | SUPERVISORY CHEMIST PLUS | GROUP SIZE
‘ AUTHORIZED FORENSIC CHEMISTS RANGE

3 25-36 1 8-15

7202 FORENSIC CHEMIST PERSONNEL

7202.1 LABORATORY DIRECTOR

The Laboratory Director is responsible for the direction ol scientitic operations including
the operation of the laboratory in an efficient manner and the providing of scientilic
information to Agents, Diversion [nvestigators. [ntelligence Analysts and to other
Administrative Officials. The Laboratory Director exercises third-line supervision over
the individual chemists and is accountable for the results of the laboratory. Te/she must
maintain sulticient contact with all phases of laboratory operations to ensure accurate and
complete reports, and 1o assurc a high standard of faboratory productivity through
appropriate work programming. The Laboratory Director is responsible for:

A. Keeping taboratory personnel informed on new administrative policy and procedure.
and any changes in laws or regulations.
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B. IHandling laboratory personnel matters, including recruiting and selecting new
employvees, and recommending or approving promotions and reassignments in

accordance with current DEA directives.

C. Training new chemists, and the advance training and development of more
expericnced chemists, specialists and technicians.

D. Directing the fiscal activitics of a laboratory. including budgeting operations tunds.
effecting procurements, and efficiently accounting for and managing overtime.

F-. Evaluating the performance of subordinates.

I, Managing the resources of the laboratory in a competent manner.

G. Conducting administrative review ol reports to ensure accurate and complete reports.
This review will include verification of items such as case identifier information and

summary ol anakvtical results. The Laboratory Director may delegate this authority.

7202.2 ASSOCIATE LABORATORY DIRECTOR

The Associate Laboratory Director is responsible for the daily management of the
laboratory and therefore serves as the Laboratory Director’s key advisor in formulating
policy to meet the goals and objectives of the agencey and the laboratory system. He/she
oversees the utilization of laboratory resources, resolves problems, develops efficient and
effective operating procedures, provides technical guidance, and institutes controls as
necessary to accomplish the goals and mission of the laboratory. The Associate
Laboratory Director provides second-line supervision to laboratory personnel who report
direetly 1o a Supervisory Forensic Chemist. The major duties of the Associate
Laboratory Director are as follows:

A. Oversees the day-to-day operations of the laboratory including but not limited to all
aspects of the analysis of controlled substances. detection and identitication of latent
prints. courl testimony. and the accountability of evidence, property. and laboratory
[inances.

B. Monitors changes in policies and requirements. Recommends and implements policy
changes within the laboratory in order to meet agency objectives as established by
[Headquarters and the Laboratory Director.

C. Recommends and implements procedures to ensure that the laboratory operates as
cffectively and efficiently as possible.

D. Monitors and manages the career development of laboratory personnel.
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I:. Coordinates technical support to the field in the form of training, scientific support.
and trace evidence collection/vacuum searches.

[, Tonsures standards and criteria are being met sutliciently to maintain the laboratory’s
ASCLID/T.AB accreditation.

(i. Accountable for the laboratory”s Quality Assurance Progran.
[1. Serves as Acting Laboratory Director in the absence of the Laboratory Director.

7202.3 SUPERVISORY FORENSIC CHEMIST

Participates in managing the laboratory, including program planning and policy
formulation. Provides day-to-day supervision of a group of chemists. **fingerprint
specialists, and other administrative or support staft**: schedules leave and court
appearances. dircets the worktlow to ensure that it is distributed cquitably: and ensures
required deadlines for work accomplishment are met. Makes administrative and
technical review of completed work when appropriate and provides guidance and
methodology as required to Forensic Chemists. prescribing depth of analysis of evidence
in certain instances. Serves as Acting Associate Laboratory Director in the absence off
the Associate Laboratory Dircctor. As [irst-line supervisor. conducts performance
appraisals for the employees assigned to him/her. Supervises the training of basic
trainees.as assigned. and under the guidance of the Associate Laboratory Director
identifies and arranges the training needs of more experienced chemists. Initiates
personnel actions in accordance with existing DEA directives.

7202. 4 FORENSIC CHEMIST

The types of work for Forensic Chemists in grades GS-12 through 14 fall into the
following four general categorices:

A. Examining evidence and reporting the results. with subsequent testimony in court it
necessary.

B. Training other chemists and law enforcement personnel,

C. Conducting research in the development of methods and collection of authentic data.
Reporting new information through appropriate communications.

D. Performing consultative services for Special Agents. Diversion Investigators, and
other law enforcement personnel; assisting in raids on clandestine manufacturers, plant
inspections, and related activities: and conducting trace evidence collection, as needed.
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The relative importance of cach category will vary with difterent grades. To serve
efficiently in the performance of these duties. the chemist must develop and maintain
familiarity with the narcotic and dangerous drug laws and regulations. and maintain an
awareness of scientific developments.

7202.5 FORENSIC CHEMIST/ENTRY LEVELS

Grades GS-5 through GS-11 are enwry level grades. During the first year of career
conditional status (the probationary period), a person in these grades should be given as
many varied duties as possible and be unobtrusively observed by the Management Staft
and other senior chemists. Depending on past experience. he/she may be trained as
outlined in 7206. Prior to the expiration of the one-year probation period, an evaluation
must be made to determine the individual's ability to perform the full professional
responsibilities of the position. On the basis of this evaluation, the traince may either be
retained and recommended for promotion at the end of the year, or not be retained. The
basis for advancement through subsequent grades is noncompetitive promotion
(advancement to each grade is dependent on individual job performance and progress in
mastering prolessional requircments of the jowrneyman level).

#7203 COMPUTER FORENSIC EXAMINERS AND FINGERPRINT
SPECIALIST PERSONNEL*

7203.1 LABORATORY DIRECTOR (DIGITAL IVIDENCE)

Basic responsibilities encompass directing all operations of the Digital Evidence
Laboratory servicing DEA offices worldwide, by providing forensic science support for
any type of digital evidence scized or surrendered to DEA. The Laboratory Director
establishes priorities and goals, and develops laboratory methods and operating
procedures to ensure the cfficient and effective examinations ol digital evidence. The
Laboratory Director is responsible for:

A. Keeping laboratory personncl informed on new administrative policy and procedure.
and any changes in laws or regulations.

13, Handling laboratory personnel matters. including recruiting and selecting new
employees. and recommending or approving promotions and reassignments in
accordance with current DEA directives.

C. Training new Computer Forensic Examiners. and the advance training and
development of more experienced Computer Forensic Examiners.

D. Directing the fiscal activities ol a laboratory. including budgeting operations funds.
effecting procurements, and efticiently accounting tor and managing overtime.
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E. Evaluating the performance of subordinates.

F. Managing the resources of the laboratory in a competent manner.

G. Conducting administrative review of reports to ensure accurate and complete reports.
This review will include veritication of items such as case identifier inlormation and

summary of analytical results. The Laboratory Director may delegate this authority.

7203.2 SUPERVISORY COMPUTER FORENSIC EXAMINER

Participates in managing the laboratory, including program planning and policy
formulation. Provides day-to-day supervision of a group of Computer Forensic
Examiners engaged in the examination of evidence in the laboratory and at times,
collection and duplication of digital evidence in the field. Schedules leave and court
appearances, directs the workflow to ensure that it is distributed equitably. and ensures
that required deadlines for work accomplishment are met. Conducts administrative and
technical review of completed work. Serves as Acting Laboratory Director in the
absence of the Laboratory Director. Identifies and arranges the training needs of
subordinate personnel. Initiates personnel actions in accordance with existing DEA
directives.

7203.3 COMPUTER FORENSIC EXAMINER

Grades GS-9 through (GS-13 Computer Forensic Examiners arc responsible for
recovering information from computer devices used to facilitate or perform illegal
activities. The major duties include:

A. Performing digitat evidence examinations utilizing technical knowledge and data
recovery skills to choosc technical tools to be used and designing the examination scope
in a forensically acceptable manner.

B. Providing expert witness {estimony.

C. Serving as a technical advisor to Special Agents, Intelligence Analysts. and
prosecutors.

D. Providing technical training as required in areas relative to handling and investigation
= = & =)
of digital evidence.

#%7203.4 FINGERPRINT SPECIALIST PROGRAM MANAGER

The duties of the fingerprint specialist program manager in grades GS-13 through GS-14
include but are not limited to the tollowing:
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A. Serves as a program manager and senior fingerprint specialist for DEA.
B3. Keeps abreast of and utilizes knowledge of all current and proposed programs and

developments in the arca of latent print analysis.

C. Dircets and participates in studics to improve program operations and
effectiveness.
D. Maintains liaison and coordinates program initiatives with headqguarters managers

and staft, field laboratory managers and lingerprint specialists. and Federal officials of
other forensic science/law enforcement agencies on matters relating to the latent print
analysis support program.

I, Develops concepts. methodologies. procedures, and performance eriteria tor the
program that affects the entire laboratory system in support of DEA’s and other Federal
and state/local agencies’ law enforcement activities.

I Develops program requirements lor the laboratory system activities such as
handling of fatent print evidence. research, method development. crime scene support
(including clandestine laboratory seizures). laboratory information management systems,
work load, specialized cquipment. laboratory facilities alterations. recruitment. safety.
training. and security.

G. Serves as DIZA"s primary authority in the specialized tield of forensic science
involving the development of latent prints and comparison to known impressions. and
processing latent print evidence incident to major drug cases.

H. Serves as the primary technical advisor in the specialized field of forensic seience
involving the development of latent prints and comparison to known impressions. and
processing latent print evidence for all laboratory dircctors, ficld laboratory supervisors,
and fingerprint specialists.

I Works to ensure the quality of latent print examinations throughout the faboratory
by participating in management visits to review all aspects of the fingerprint specialists’
work. consults with laboratory managers when requested concerning latent print quality
issues, reviews laboratory orders and standard operating procedures for concurrence with
established policy, ete, **

*7203.5* FINGERPRINT SPECIALIST

The dutics of the Fingerprint Specialists in grades GS-11 through G5-13 include but are
not limited to the following:

* Revision Page 8 of 14

** Addition
DEA SENSITIVE
This manual is the property of the Drug Enforcement Administration. Neither it nor its contents may be
disseminated outside the DEA without the express permission of the Office of Chief Counsel.

Page 60



Drug Enforcement Administration
Office of Forensic Sciences

A. Developing. #preserving® and *comparing™ latent prints on various matrices and
*reporting® their findings.

B. *Verilving® identification®s* made by another examiner.
C. **Searching AFIS suitable latent prints through TAFIS and regional AFIS systems.*#

. Processing and photographing crime scenes such as clandestine laboratories or other
o =y I fon

physical evidence that cannot be transported to the laboratory to be examined *for latent

prints.*

. Providing expert court testimony.
F. Assisting DEA personnel with projects requiring specialized photography.

G. Developing and conducting training to DEA personnel regarding the photography of
evidence. collection of fingerprint evidence. and collection and preserving evidence in
the field.

H. Reviewing the work of other fingerprint specialists to include technical and
administrative reviews if necessary. Serves as liaison with SF and the Fingerprint
Program Manager.

The relative importance and difficulty of each of the duties outlined will vary with
different grades. In order to perform these duties efficiently, the fingerprint
specialist must develop and maintain knowledge of the *examination® techniques
necessary to examine latent prints *in a wide variety of circumstances.”

7204 GENERAL

The *following scetions* set forth the policy and procedures for laboratory personnel
actions, training, and the maintaining of credentials. (Note: The policies and procedures
for the other personnel activities are set forth in the Personnel Manual, Chapters 22, 23,
24,25, 26, and 27.)

7205 CREDENTIALS

7205.1 ISSUANCE. A pocket commission is furnished to forensic chemists, fingerprint
specialists, DEA computer forensic examiners, and evidence technicians as soon as
possible after appointment **and issuance of sccurity clearance **

7205.2 POLICY. Forensic chemists, fingerprint specialists, DEA computer forensic
examiners, **laboratory administrative officers.** and evidence technicians should keep
their commission in their immediate personal possession when on official duty. These
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credentials shall only be presented as evidence of authority when required or when
necessary for official identification purposes.

7205.3 ALTERATIONS. No change may be made in the style of the credentials issued.
Any alterations, additions, or changes therein are expressly prohibited. Credentials must
be kept in a clean and presentable condition.

7205.4 LOSS OF CREDENTIALS OR IDENTIFICATION CARDS. Every precaution
must be exercised to prevent the loss or possible theft of credentials. See Planning and
Inspection Manual 8514.2C.

7205.5 ACCOUNTABILITY. Each laboratory must maintain a strict accountability of
all credentials and identification cards. A physical inventory will be made of these items
on an annual basis.

7206 TRAINING

7206.1 PURPOSE. The purpose of the training program is to enable the individual to
best perform his or her duties and to prepare for progression on the laboratory system
career ladder.

7206.2 *ORIENTATION AND GENERAL TRAINING*. New employee orientation
will be conducted in accordance with Section 2410.1 of the Personnel Manual.

7206.21 Forensic Chemist. The DEA laboratories will provide on-the-job training for
Forensic Chemists through conferences, scientilic meetings. literature review, technical
courses and ancillary duty assignments.

7206.22 Fingerprint Specialist. The DEA laboratories will provide on-the-job traiming
for Fingerprint Specialists through conferences, scientific meetings, literature review.
technical courses and ancitlary duty assignments.

7206.23 Computer Forensic Examiner. The DEA laboratories will provide on-the-job
training for Computer Forensic Examiners through conferences, scientific meetings,
literature review. technical courses and ancitlary duty assignments.

7206.24 Basic Training of New Hired Forensic Chemists, Fingerprint Specialists, and
Computer Forensic Examiners

A. The Laboratory Dircetor should carefully review the background and experience of
cach newly hired Forensic Chemist. Fingerprint Specialist and Computer Forensic
Examiner and tailor training 1o cach individual with the objective of making him or her
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fully functional in their job duties in the shortest possible time. Forensic Chemists hired
with no previous expericnee in forensic drug analysis should be trained on a tull-time
basis using the lesson plans in the appropriate training manual as a guide.

B. Torensic Chemists and Student Carcer Fxperience Program individuals being trained
using the Basic Training Program for Forensic Drug Chemists shall submit monthly
narrative reports on their progress to the Laboratory Director, through their respective
immediate supervisor. These reports assist the Laboratory Director in evaluating the
trainee's ability to communicate in writing. as well as to gauge progress and point out any
errors or weaknesses in the program itself.

C. Upon completion of the training program’s lesson plans, and at such a time as the
Laboratory Director considers the trainee competent to perform the dutics of a Forensic
Chemist, Fingerprint Specialist or Computer Forensic Fxaminer, a competency test must
be administered. Alfter successtul completion of the test. the Laboratory Director will
issue a completion of training certificate and forward a copy to the ITuman Resources
Division (HR) so the appropriate notation may be made in the employee’s oflicial
personnel file. A copy ol the memo to HR should also be provided to SF.

D. As part of the training program, every new Forensic Chemist. Fingerprint Specialist

and Computer Forensic Examiner will atiend the DEA Basic Forensic Scienees School.
Altendance at this school. however. is not a prerequisite to declaring the trainee capable
of carrying out his or her assigned duties,

7206.25 Other Laboratory Personnel. Newly assigned individuals to other laboratory
positions will reccive on-the-job training in such arcas as are required to properly
perform their duties.

7206.26 Management Development Plan. A broad plan for the development of future
supervisors and managers is contained in Appendix HA-03. Management Development
Plan. The Management Development Plan includes a suggested format for an Individual
Devetopment Plan.

NOTE: For information on noncompetitive carcer ladder promotions, review LS-03-007
Noncompetitive Career Ladder Promotions.

7206.27 Funding

A. The Laboratory Divector is authorized to approve requests for technical training within
and outside the laboratory's ecographical arca of jurisdiction. This training will be
provided out of laboratory operating funds.

B. Courses of instruction not technically related to the laboratory's mission or other
activities intended for career development should not be funded from taboratory
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operating funds. The Office of Training provides funds for this purpose. and requests for
this type of instruction must be made on an SF-182 to the Office of Traming through SE.
In the event that the Office of Training is not able to fund the training. it may be funded
using laboratory operating funds.

7206.3 OFFICE OF FORENSIC SCIENCES (SF)

A. SF will coordinate the training of newly hired Forensic Chemists, Fingerprint
Specialists, and Computer IForensic Examiners by updating and maintaining the Basic
Training Program for Forensic Drug Chemists Manual. the Fingerprint/Photography
Handbook. the Digital EEvidence Laboratory Standard Operating Procedures, and through
the development of other courses in specialized topics in cooperation with the Office of
Training.

B. Periodic conlerences of Laboratory Directors and other laboratory personnel with SI
will be held to discuss administrative and scientific matters of nterest.

7207 PERSONNEL ACTIONS

7207.1 INITIATING PERSONNEL ACTIONS. The field laboratories will use the below
listed procedures when initiating personnel actions on an SF-52, Request for Personnel
Action. Information on promotion actions may be found in Section 2250 of the
Personnel Manual.

7207.11 GS-5 through GS-12 Forensic Chemists. Sce Personnel Manual 2250.1.

7207.12 GS-13 Senior Forensic Chemists, GS-14 Senior Research Chemists, and GS-
13/14 Supervisory Chemists. Scc Personnel Manual 2250.3.

7207.13 GS-13 Senior Fingerprint Specialist. This section addresses the noncompetitive
promotion criteria. recommendation and review process for the GS-13 Senior Fingerprint
Specialist. GS-0072 series. within the DEA Laboratory System.  Promotions to (GS-13
are not automatic nor are they an employee entitlement. They are contingent upon: 1) the
continued availability of sufficient higher-graded work (as described in the GS-13 Sentor
Fingerprint Specialist position description). 2) authorized funding, 3) the employee’s
demonstrated ability to satistactorily perform the higher graded duties. 4) the
supervisot’s recommendation and the Laboratory Director’s certification that the above is
evident and, 5) documentation that the employee™s overall performance is at a
“successful” or higher level. Morcover. a (GS-12 Fingerprint Specialist may be
considered for promotion to the GS-13 level only after s/he has been in grade at least one
vear and has demonstrated evidence of acquiring the appropriate speciatized experience
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and competencies needed to perform the GS-13 higher graded duties as described in the
position description.

A. The Senior Fingerprint Specialist GS-13 Promotion Criteria are as lollows:

1. The employvec’s supervisor must recommend him/her for promotion to the GS-15
level.

2. The employee must have completed at least one year in grade as a GS-12.

3. The employee must possess qualifying specialized expericnce and demonstrate the
ability to successfully perform the duties at the GS-13 full performance level, as
described in the Senior Fingerprint Specialist position description.

4. The employee musl have reeeived an overall rating of “acceptable™ or higher on
his/her most recent performance appraisal.

3. The Laboratory Director must personally concur with the first line supervisor’s
recommendation and certify that the Fingerprint Specialist™s performance meets the GS-
13 eriteria. This responsibility cannot be delegated.

6. A candidate for promotion must not have been the subject of any disciplinary
action within the past three years that, in the opinion ot the Deputy Assistant
Administrator. Office of Forensic Sciences (SF) would warrant denial of prometion to the
G8-13 level.

B. The Senior Fingerprint Specialist (;S-13 Promotion Process is as tollows:

1. Recommendations for promotion will be initiated by the immediate supervisor and
forwarded through the laboratory system chain of command to SF. The package
submitted to SF must contain the following: a) a copy of the GS-13 Senior Fingerprint
Specialist position description: b) a narrative prepared by the immediate supervisor.
which justifies the promotion by describing the individual’s accomplishments. attesting
{o the breadth of his/her experience. and include examples of higher level duties
performed by the employee as stated in the position description: ¢) a copy of the SF-30,
Notification of Personnel Action, showing the cmployee’s promotion or appointment to
the GS-12 level: dy a copy of the emplovee’s most recent Performance Appraisal Record
(DEA Form-460) showing an overall rating of “successiul™ or higher: ¢) an SE-32,
Request for Personnel Action, signed by the Laboratory Director: ) a statement, signed
by the Laboratory Dircctor. certitying that the employec has the required time in grade.
has the necessary breadth of experience by demonstrating his/her ability to perform at the
(i$-13 level and is currently performing the higher level duties deseribed in the position
deseription accompanying the promotion request.

2. SF will review the package Tor completeness and sufticiency of documentation. A
decision will be made based upon review ol the submitted documentation and an
assessment of the degree to which the employee™s accomplishments correspond with the
higher level duties desceribed in the GS-13 position deseription.

3. SF will also initiate name checks to determine if there has been any disciplinary
action within the past three years which would warrant denial of promotion.
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4. 1 the package is approved by SF. it will be forwarded 1o the Recruitment and
Placement Section (FIRR)Y of the Human Resources Division for review. approval and
processing.

5. 1f the package is not approved by SF. it will be returned to the Laboratory Director
with a written explanation.

6. After review, if the package is satisfactory. HRR will notify SF ol the Section’s
approval of the promotion betore processing the final action. SI will notify the
Laboratory Director who will notify the employec.

[f the promotion is denicd. the package will be returned to the Laboratory Director with a
written explanation. The Laboratory Director will forward the explanation to the
employee.

7207.14 Other Laboratory Positions. See Personnel Manual 2250.1.

7207.15 Request for Personnel Action, SF-32. The Laboratory Director will furmish SE a
copy of all forms SF-52 submitted directly to HRRF. See Personnel Manual Subsection
2295.1 for instructions on preparing the SF-32.

7207.2 FORMATION OF ADDITIONAL GROUPS. As the number of personnel
increases in cach laboratory. the number of groups will be increased. Sixteen is the
suggested number of personnel tor two groups. When the size of each laboratory's staff
reaches the number which justifies an additional group. the Laboratory Director will
initiate action by torwarding a request for change in the laboratory's Table of
Organization to SF. If the request is approved, SF will torward the request to FRM for
implementation.

(NOTE: Requesting official is the Deputy Assistant Administrator. Office of Forensic
Sciences: approving official is the Assistant Administrator. Operational Support
Divisien)
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LABORATORY OPERATIONS MANUAL
DRUG ENFORCEMENT ADMINISTRATION
" CHAPTER 73 PHYSICAL EVIDENCE AND NON-EVIDENTIARY
CONTROLLED SUBSTANCES

7301 COLLECTING AND PRESERVING EVIDENCE

7301.1 DEFINITIONS

7301.11 Physical Evidence.

Physical evidence may consist of drugs, chemicals, laboratory equipment, packaging,
photographs, documents, latent prints, digital devices or media, money, or any other
tangible property used to establish a violation of law.

7301.12 Exhibit

Physical evidence that was acquired at a different time or place from other materials *will*
be treated as separate exhibits. Physical evidence that appears to be of significantly
different chemical composition or is significantly different in color should be separated into
sub-exhibits.

{bY7)E)
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7301.3 CLANDESTINE LABORATORY EVIDENCE

A. All clandestine laboratory investigations in which DEA asserts primary authority will be
coordinated through the appropriate DEA laboratory. The Laboratory Director or *other
personnel, designated by the laboratory director in writing,* will be notified of the
investigation by the *SA or TFO or by the SA’s or TFO’s supervisor.*

{(b)(7XNE)

D. In addition to having a working knowledge of the procedures for processing evidence
described in Subchapter 666 of the Agents Manual, the forensic chemist, *fingerprint
examiners, or computer forensic examiners* should:

1. Be familiar with all information supplied to the field laboratory by the *SA or
TFO* of the investigation.

2. Have a complete working knowledge of the methods of synthesis for the drugs
suspected of being produced in the laboratory under investigation.

3. Ensure that the proper personal protective equipment (e.g., respirators, goggles,
etc.) is at the laboratory site for use by DEA laboratory personnel.

{bYT)E)

7. Assist the *SAs or TFOs* in preparing a complete inventory of the laboratory. Any
items seized as evidence must be appropriately annotated with unique identifying

* Revision Page 9 of 110
** Addition
DEA SENSITIVE
This manual is the property of the Drug Enforcement Administration. Neither it nor its contents may be
disseminated outside the DEA without the express permission of the Office of Chief Counsel.

Page 75



Drug Enforcement Administration
Office of Forensic Sciences

information or documented with photographs by the *SA or TFO* to ensure that the
items can be subsequently recognized in court.

8. *Direct the seizure of tableting machines, punches and/or dies.*

9.| Assist the *SAs or TFOs* in determiping what to seize as evidence.

10. Assist *SAs or TFOs*, as needed, in identifying solvents and other hazardous
materials present at the laboratory site for proper disposal by hazardous waste
contractors.

11. Photograph, and/or videotape all essential areas of the clandestine laboratory as
well as exhibits seized (see *LOM 7301.6G* for documenting seizures).

E. After participating in a laboratory seizure and completing the analysis of evidence, the
forensic chemist will prepare a *DEA-500, Clandestine Laboratory Report, (see LOH,
Exhibit H-15).* All copies of this report are to be stamped "DEA Sensitive.” The report
will contain a reconstruction of the chemical procedures used, identify unusual safety
hazards, and include identifiers that will permit retrieval of detailed inventories for DEA
files and data bases. For consistency, production capabilities of clandestine laboratories
will be reported as 100% theoretical yields. Estimated actual yields will not be reported on
the DEA-500 or attachments. Forensic chemists may offer their expert opinion regarding
estimated actual yields at trial or upon receiving a written request from the prosecutor.
Attach a copy of the DEA-6, *Report of Investigation,* (for DEA cases) or similar
available reports from other agencies to the original of the report. Forward the report to
SFI.1 within 30 days of completion of analysis of the clandestine laboratory evidence with
copies to:

1. *The Office Head or his or her designee of the office conducting the investigation.

. SAC or Regional Director (RD) having line authority over the Resident or District
Office, Post of Duty (POD), or Country Office (CO) conducting the investigation

(if applicable).

Special Strategic Intelligence Section (NTS), Headquarters.

Drug and Chemical Evaluation Section (ODE), Headquarters.

Dangerous Drugs and Chemicals Section (OED), Headquarters.

Forward a copy of the transmittal letter(s) to the Office of Forensic Sciences.*

A

F. **After completing the analysis of clandestine laboratory evidence in which there was
not a participating DEA forensic chemist, the analyzing forensic chemist will prepare a
DEA-500 only when requested.**

7301.4 TRACE EVIDENCE COLLECTION FOR DRUG EVIDENCE

Upon request by a field office to a Laboratory Director, a forensic chemist(s) will be
assigned to accompany the *SAs, TFOs, or DIs* and conduct a trace evidence
collection/vacuum search for drug evidence®
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7301.41 Introduction

The following guidelines should be followed for the handling. transport and storage of the
Ton Mobility Spectrometer (IMS or IONSCAN), evidence collection and processing, and

analysis of trace evidence. Samples collected for testing may be collected on a filter by a
vacuum technique or by a wiping technique.

7301.42 Equipment Storage and Transport

When not in use, the IMS should be stored in the manufacturer provided storage crates. All
containers. including crates that store the supporting tield supplies for the IMS. should be
stored in a clean. dry room designated as a trace (or clean) room only. No IMS equipment
or travel supplies should be exposed to moisture or controlled substances. It the units are
not in the storage crales, they can be set up for laboratory use or maintenance only in the
designated contaminant free. dry. clean room.

When the IMS is needed for field use. it must be transported in the manufacturer’s supplied
travel crates. If the equipment is being shipped it should be labeled on the outside as
SFRAGILE™. IMS must contain an affixed label stating “Contains a sealed radioactive
source (Ni 63 at 135mCi)”. The newer models have this label pre-affixed to the unit and
should not he removed. Older models must have an attached sheet noting the presence of a
radioactive source. I'he accompanying shipping papers should contain the following exact
wording: “Radioactive material. excepted package-Instrument”. Categorization, labeling.
and shipper’s declaration arc not required. 1f the shipping company permits. fock the
crates. The case chemist should hand carry the computer.

When traveling via commercial aircraft, the manufacturer’s travel crates should be used. [t
may be necessary to pay extra baggage fees il the weight and crate dimensions exceed
atlowance. [f airline regulations permit, transport the IONSCAN via air cargo. as the
equipment is handled more gently. The same declaration of radicactive materials as listed

above applies. If the airline permits. lock the crates. |
, RTRE)

Once on scene, the equipment should be inspected for any damage. The IMS should be set
up, calibrated, and shut down according to LOI1 7503.22 and the operator’s manual. Do
not set up the IMS in an area that could lead to potential contamination or exposure to
water or moisture. Under no circumstances should smoking be permitted, as it will
interfere with the operation ol the IMS.
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7301.43 Equipment Maintenance

The instrument monitor for the IMS is responsible for routine maintenance and calibration
procedures which are summarized in 117303, The operator should inspect and ensure that
the IMS is operational prior to deploying it for field operation. Itis the operator’s
responsibility to troubleshoot and correct any problems that occur in the lield. Upon retun
to the laboratory. the instrument monitor is to be notified of any instrumental problems.
After returning [rom a field assignment. the operator is responsible tor restocking supplies
and cleaning the IMS. Any maintenance conducted before. during. and afier an operation
must be recorded in the instrument maintenance loghook.

7301.44 Collection Filters

IMS instruments purchased from various manufacturers have different filters and
assemblies. Theretore. follow laboratory preferred documented procedures for the
instrument when assembling the collection fifters.

(bY7)E)
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7301.47 Reporting Results

*Upon completion of the laboratory analysis (see Analytical Sufficiency document), report
the results on the appropriate form and forward to the investigating office. Also, prepare a
narrative report, in the format below, and distribute it to the investigating office, the SAC
or his or her designee, and the Office of Forensic Sciences.*

The narrative report witl be a memorandum from the analyst to the Laboratory Director
including the case number in the subject line. 1t must be strictly fact-based and not
incorporate opinions or assertions. Also. the report should be succinet and focus on
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reporting the field results and the analytical results. Refer to Attachment #1 (LOH LExhibit-
16} as an example.

1. Background: Provide a briel summary of the trace evidence collection request and
ensure the following is included:

a. Name of responsible agent. task force ofticer, or diversion investigator.
b. Enforcement Office and Group Number of responsible agent

¢. Date of Request and Date Conducted {if ditTerent).

d. Agency Case Number.

¢. Location (address. state, city).

Provide additional information about the premises (¢.g., detached home. apartiment) and
identifying numbers of the items being scarched (e.g.. icense plate numbers, VIN
numbers. serial numbers).

2. Samples: Provide a deseription of the arca(s) searched. List the specific location(s)
of each sample collected and tested in the field and specity which ones were retained
(by exhibit number) for further analysis. Samples that were acquired. analyzed in the
field with negative results. and not retained for [urther testing should be reported in this
seetion.

3. Results: Provide the results of each exhibit ¢listed with corresponding laboratory
identifier) tested in the laboratory. Include both the field test results and the laboratory
analytical results.

7301.5 DRUG EVIDENCE SEIZED BY THE DEPARTMENT OF HOMELAND
SECURITY

*Drug evidence seized by the Department of Homeland Security (DHS) and submitted to a
DEA laboratory for analysis will be processed in accordance with Agents Manual Section
6662.2. The same number of units submitted by DHS should be returned.*

(bY7)E)
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7302 HANDLING PHYSICAL EVIDENCE IN THE LABORATORY

7302.1 RESPONSIBILITY

The Laboratory Director is responsible for evidence submitted to or received by the
laboratory. The Laboratory Director must ensure that the evidence is accounted for at all
times. The Laboratory Director may delegate duties and authority for receipt, handling,
storage, and disposition of physical evidence to the Associate Laboratory Director,
supervisory chemists, forensic chemists, *fingerprint specialists, computer forensic
examiners* and other staff members to accomplish these functions. The receipt,
identification, storage, and disposition procedures must be recorded as provided herein.

7302.2 RECEIVING EVIDENCE

Evidence technicians (ET), laboratory managers, or *other personnel designated in writing
by* the Laboratory Director will process for receipt all evidence exhibits delivered to the
laboratory. Only trash receptacles with self-closing lids will be placed in evidence receipt
and processing areas. No trash receptacles of any type may be kept in the main vault. All
shipping containers and wrapping paper must be carefully examined to ensure that all
evidence has been removed prior to discarding the material.

A. All evidence must be properly sealed by the submitting *SA, TFO or DI* in accordance
with Subchapter 666 of the Agents Manual. Identifying labels must be affixed to all
exhibits, with the following information provided:

1. Case number.
2. Exhibit number.
3. Date of acquisition (by seizure, purchase, **taken into DEA custody** etc.).
4. Secaling official (sealing SA's, *TFO’s or DI’s* signature).
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5. Witnessing official (witnessing SA's, *TFO’s or DI’s* signature).

B. Evidence received will be carefully checked against the DEA-7 for accuracy and
completeness. Evidence received with problems will not be routinely returned to the
submitting office. Efforts must be made to resolve the problems through e-mail or
memoranda to the submitting SA, *TFO, DI or* group supervisor. Entries should not be
made in *Laboratory Evidence Management System (LEMS) or System To Retrieve
[nformation from Drug Evidence (STRIDE)* until the problems are resolved. The
evidence must be stored in the vault, segregated from other evidence and documented in a
special bound logbook for this purpose. Entries in the logbook must contain dates,
identifying information, a description of the evidence, gross weight, and notes documenting
communication with the submitting office *or agency*. Once the problems are resolved,
the evidence should be officially received into the laboratory, and the bound logbook
should be annotated to indicate resolution of the problem. If a particular problem is not
resolved within 14 days the evidence must be returned to the submitting office *or agency*
with an explanatory memorandum.

Whenever laboratory personnel are requested to verity an annotation or correction related
to a discrepancy on any evidence related document, the person who identified the
discrepancy and the person verifying the discrepancy will initial and date the document in
the area where the correction has been made.

The receipt of unsealed evidence will immediately be brought to the attention of a
laboratory manager and handled as follows:

1. The ET or laboratory manager, in the presence of a witness, will seal the exhibit and
the original unsealed container in a substitute evidence envelope (or other acceptable
container).

2. The receipt portion (e.g., Items 19-24) of the original DEA-7 will be completed by
the laboratory with Item 22 annotated with the word "unsealed."

3. A memorandum documenting the receipt and handling of unsealed evidence will be
prepared and sent to the submitting office *or agency*. The memorandum will document
the File Number, Exhibit Number, and a description of the evidence. The memorandum
will also document the sealing of the evidence in a substitute container. A copy of the
memorandum will be placed in the laboratory’s case file.

4. Process the exhibit as described in **LOM** 7302.3.

5. An exception to this procedure will be made in instances where a package was
obviously damaged in transit or tampered with, in which case the laboratory will accept
delivery, make notation of its condition, and take appropriate follow-up action which may
include referral to *the Office of Professional Responsibility (OPR).*

6. Evidence that is received in the mail without the witnessing official's signature
should be accepted by the laboratory, if all other criteria in paragraph A have been met.
The procedure will minimize the added risk and delay in mailing the evidence back to the
submitting office. However, in these situations, the Laboratory Director will notify the
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submitting office *or agency* that future submissions of evidence should be properly
labeled in accordance with Subchapter 666 of the Agents Manual. If the problem persists,
the Laboratory Director will notify the SAC of the submitting office *or official of
submitting agency.®

C. The ETs, laboratory managers, or *other personnel designated in writing by* the
Laboratory Director will receive evidence if personally delivered to the laboratory, or sign
the mail receipt if delivered by mail. After promptly preparing the required forms and
making the necessary entries, the official will place the evidence in the vault.

D. The supervisory chemist **or his or her written designee** assigns evidence to forensic
chemists, *fingerprint specialists or computer forensic examiners* for examination. If the
evidence is a drug exhibit belonging to a case already in the laboratory, the evidence will
normally be assigned to the forensic chemist, *fingerprint specialist or computer forensic
examiner* who has previously analyzed exhibits from that case, in order to minimize the
number of witnesses required to testify regarding the evidence.

7302.3 RECEIPT PROCEDURES

(bY7)E)

The ET must burn or shred any exposed carbon paper from manifold DEA-7’s. If the
evidence is personally delivered to the laboratory by other laboratory personnel, follow the
applicable receipting procedures. *Once received*, the ET or other individual designated
in writing by the Laboratory Director must:

*A. Assign the Laboratory Number by recording the necessary information in the
Laboratory Index Book (see **LOM** Subsection 7302.51).

B. Create the Evidence Accountability Record for the exhibit in LEMS using the drug type
extensions found in LOM Subsection 7302.51 and print the DEA-307 card, Evidence
Accountability Record.*
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**C. Record the Laboratory Number on the evidence and incoming documents and place
LEMS labels on the evidence packages.

D. Place their initials on the incoming evidence.**

E. *Ensure that once laboratory numbers/units are created they are not routinely deleted.
Rather, when appropriate, the laboratory should utilize* the transfer option of LEMS so
that all LEMS history information is maintained. The transfer function must be utilized
when the number of units is reduced (e.g. combining multiple units into a single unit).
When deleting a laboratory number/unit is the only appropriate action (i.e., such as the
deletion of an erroneously created additional unit number), the laboratory must maintain a
special bound logbook to record the laboratory number/unit that is permanently deleted
from LEMS. The logbook entry must, at a minimum, include the name of the individual
performing the deletion, the date, the laboratory number/unit deleted and the reason for the
deletion.

*F . Create the Evidence Inventory Record for the exhibit in STRIDE.*

{bY7)E)
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7302.5 PREPARING AND MAINTAINING LABORATORY RECORDS

7302.51 Laboratory Evidence Management System (LEMS) and Laboratory Index Book

Within one (1) business day of receipt in the laboratory, the ET or other personnel
designated in writing by the Laboratory Director will create a record of evidence in LEMS.
LEMS will be maintained in such a manner as to accurately reflect the exact location and
the correct number of units for each exhibit received by the laboratory. Only one (1)
LEMS unit label may be used per evidence container. Multiple LEMS unit labels may not

-be placed on a single piece of evidence. LEMS will also be utilized to account for special
program exemplars and proficiency test samples. LEMS will not be used to account for
other non-evidentiary accountable controlled substances stored by the laboratory.

The following “type™ identifier will be used when entering units into LEMS:

*A. Drug Evidence
1. Drug Evidence — DRG*
#+2 Drug Evidence and Fingerprint Evidence Scaled in the Same Container ~ DGE*#

B. Non-drug Evidence -~ NDE

C. Latent Print Lvidence
1. Drug Evidence Packaging (before. during. and atter chemist analysis) - FIN
2. Unrecoverable Latent Print - FUR
3. Non-drug Fingerprint Evidence — NDE
#*4. Dyug Fvidence and Fingerprint Fvidence Sealed in the Same Container — DGI*#

{b)7NE)
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The evidence technician or Laboratory Director’s designee will maintain a record of
evidence in an index book. Within one (1) business day of receipt of evidence into the
laboratory. the following information will be recorded:

. Laboratory Number

G. Case Number

H. Exhibit Number

1. Name of File Title {optional)

J. Pate Received

K. How Submitted (optional)

L.. Submitting Office (optional)

M. Assigned Lo (optional)

N. Aleged Drug (optional)

(b)7)E)
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{b)TNE)

7302.53 Forensic Chemist Worksheet, DEA-86, and Continuation Worksheet, DEA-86a

*ANOTE: For information on reporting of uncertainty of weights. review LS-09-003
Determination of Net Weight and Unceriainty Measurement Estinmates. ¥%

** A Front of the Worksheet**

The forensic chemist *must* write or print legibly in ink of permanent nature all required
entries on the worksheet. This worksheet is used to record all raw data, observations, and
calculations and *must* be written to permit adequate reconstruction of the analysis or
examination performed (see LOH, Exhibit H-19). All observations, data, and calculations
must be recorded at the time they are made and must be identifiable to the specific task.
** A]l weights and quantitation results will be reported to the appropriate number of
significant figures and in no case should a number be rounded up.** No stamps are
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allowed on the form with the exception of those used to indicate the removal of material for
a special program or the entry of data into STRIDE. Any corrections to the DEA-86 and or
associated data must be in ink and made by an initialed single straight line strikeout. Any
additions to examination documentation must be initialed by the person making the
addition. Record information on the DEA-86 as follows:

1. Page of . Complete as appropriate.

2. Ttem 1. From. Name of individual from whom the evidence is physically received
by the examining forensic chemist.

3. Item 2. Date. The date the forensic chemist receives the evidence for analysis.
4. Item 3. Seals. Indicate the condition of seals as received.

5. Item 4. File No./Exhibit No./Lab No. As supplied by submitting *SA, TFO or DI*
on the DEA-7 or from other transmittal documents, and Lab Number as assigned by the
ET.

6. Item 5. Description of Evidence. A detailed description of the physical evidence,
including containers, markings and other information. This should be written so that
the evidence may be readily visualized by reading the description. The description
should begin with the number and type of container(s) submitted, e.g., three (3) heat-
sealed evidence envelopes, one (1) cardboard box, suitcase, etc., and end with the
substance to be analyzed, e.g., powder, liquid, residue, etc.

7. Item 6. Summary of Findings. This space should contain a conclusion of laboratory
analysis. Information necessary to complete the *appropriate reporting form* appears
in this space, along with information in Items 7-12 (below). The placement of
information should be as illustrated in LOH, Exhibit H-19. The net amount must be
reported in units of weight, in addition to any other appropriate units, e.g., volume,
number of dosages units, etc. If a portion of the evidence was removed for a special
program, enter the notation, "__ grams (or __tablets, etc.) removed for special
program" into this block, accurately reflecting the amount of material removed. For
bulk exhibits, in which the exhibit exceeds the threshold amount, a statement will be
placed on the DEA-86 and *appropriate reporting form* indicating the amount pending
destruction. (See LOM 7301.6G3). For bulk exhibits, in which the exhibit is from a
non-DEA case and exceeds the threshold amount, a statement will be placed on the
DEA-86 and *appropriate reporting form* indicating the amount separated in excess of
threshold where applicable.

8. Item 7. Exhibit Number. Enter the exhibit number assigned by the submitting *SA,
TFO or DI* or split exhibit number(s), as necessary.
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9. Item 8. Laboratory Number. Same as found in [tem 4.

10. Item 9. Active Drug Ingredient. *List controlled substance(s) identified. Also, list
other substances(s) identified when quantitation is performed.* Include isomer and salt
form, if identified.

11. Item.10. Quantitative Results. Strength, as determined, along with unit (milligrams
per tablet, etc.). For those exhibits not quantified (marijuana, *opium*, etc.) enter N/A.

12. Item 11. Amt. (Amount) of Pure Drug. Total amount of controlled substance in
Item 9 (quantitative result (Item 10) multiplied by Net Weight (Item 6)). ** For those
exhibits not quantified, enter N/A**,

13. Item 12. Reserve. Net weight of exhibit remaining after completion of analysis.
The amount should be reported in the same units as in Item 6. For those exhibits over
the threshold amount, the reserve is the entire remaining amount including the amount
pending destruction.

14. Item 13. Reserve Evidence. A description of the reserve portion of the evidence,
from the sample analyzed to the final container. Specifically address any major change
that was made to packaging (substitute container, etc.). For exhibits with multiple
containers, indicate what identifying marks were placed on the containers, ¢.g.,
containers numbered X of X; containers(s) X marked for destruction above threshold,
box(es) marked as representative sample, etc.

15. Item 14. Forensic Chemist's Signature. Self-explanatory.
16. Item 15. Date Reported. Date completed worksheet is forwarded for review.

17. Item 16. Reviewed by (initials) and date. Supervisory review for completeness and
scientific accuracy. Enter initials and date reviewed.

The technical reviewer in a forensic drug analyvsis is required to initial the DEA-86 or
other worksheets. The initials of the technical reviewer on a DEA-86 or other
workshect will be interpreted as follows: After evaluating all reviewable data submitted
with the DEA-86 or other worksheets. the technical reviewer agrees with the
conclusions to include the 1dentilication of the controlled substance or other drugs as
reported by the analyst.

The technical reviewer in a Digital Evidence analysis is required to initial the DEA-6 or
alternate worksheets. ‘The initials ol the technical reviewer on a DEA-6 will be
interpreted as follows: After evaluating all revicwable data submitted with the DEA-6
or other worksheets. the technical reviewer agrees with the conclusions as reported by
the original examincr.
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In those cases where a latent print identification has been made. the verifving examiner
in the Fingerprint Program will evaluate all latent prints that were identitied and the
corresponding conclusions. The initials ot the “verifier™ on the reporting documents
will be interpreted as follows: After evaluating all 1dentified latent prints of the
examination, the “verilving examiner™ agrees with the conclusions as reported by the
original examiner.

18. Item 17. Remarks. All other comments, including STRIDE codes for all
substances identified.

B. Back of Worksheet.

To be used to record all entries pertaining to evidence handling and analysis. The
worksheet must be annotated when any photos or digital images of the evidence are taken.
Whenever weights are obtained, the DEA property inventory number of the balance or
scale used must be recorded on the back of the worksheet. Whenever instruments are used
to identify compounds, the DEA property inventory numbers of the instruments used must
be recorded on the back of the worksheet or on the appropriate attachments (e.g. spectra,
chromatograms, etc.). The standard lot number, or number traceable to the authentic
reference material used in **any part of ** the analysis will be recorded on the back of the
worksheet **or on the spectra or chromatograms**. All sections are to be completed and
sections not utilized *must have* N/A indicated. **Whenever laboratory personnel are
requested to verify an annotation or correction related to a discrepancy on any evidence
related document, the person who identified the discrepancy and the person verifying the
discrepancy will initial and date the document in the area where the correction has been
made.** Record information on the back of the DEA-86 as follows:

1. File No. Self-explanatory.

2. Exhibit No. Self-explanatory.

3. Laboratory No. Self-explanatory.

4., Gross Weight. Indicate weight of sealed evidence as received.

5. Forensic chemist initials (must be handwritten) must appear in the top portion of the
Worksheet.

6. Date Opened. Self-explanatory.

7. Net Weight. Show calculations, tare weights, number of units, etc., as appropriate.
Weights will be recorded on the back of the DEA-86 with sufficient accuracy to meet the
following requirements for reporting them on the front of the worksheet, but in no case
should a number ever be rounded up:

a. Exhibit weight less than 10 grams - report to two (2) significant figures, e.g.,
0.86 grams, 6.7 grams.

b. Exhibit weight between 10 and 1000 grams - report to nearest tenth of a
gram, e.g., 96.2 grams, 711.0 grams.
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¢. Exhibit weight greater than 1000 grams - report to four (4) significant figures,
e.g., 2013 grams, 327.6 kilograms.

8. Evidence Sampling Procedures. Provide details and documentation, which will
include the number of units tested, tests run on each, and how the exhibit was sampled.

9. Qualitative. Indicate what methods/procedures were utilized to identify the exhibit
contents. If instruments were used, record the DEA property inventory numbers of
the_instruments along with the basic parameters/method conditions used, etc., either on the
back of the worksheet or on the appropriate attachments (e.g. spectra, chromatograms,
etc.). Record actual observations from *qualitative* tests. **The back of the DEA-86 or
the ** standard spectra or chromatograms must be annotated with the lot number or
identifier traceable to *a verified* reference material used to make the identification. If
standard spectra or chromatograms are not required for the analysis (e.g., marijuana), the
standard lot number or number traceable to *a verified* reference material will be recorded
on the back of the worksheet. Another *forensic* chemist should be able to re-examine the
evidence in a similar fashion based upon the information provided. **Reference the
Analytical Sufficiency Document for additional details.**

10. Quantitative.

a. Method #: From validated methods or provide details of any modification to
official methods with supervisory authorization.

b.Standard: Indicate the name and salt form of the standard used, lot number or
identifier (see “9” above) as well as the weight, volume, dilution, and final concentration.

¢. Date Prepared: Indicate on what date the standard was prepared.

d. Sample: Indicate the weight or volume of portion to be quantified. Dilutions
must also be included.

11. Reserve Weight. Show calculations, tare weights, and number of units. All weights
will be reported as indicated under Net Weight section.

12. Special Programs. Indicate what special program(s) for which samples were
removed. Accurately report the amount of material removed, e.g., weight of substance (4.1
grams). Show calculations or tare weight, as appropriate.

13. Gross Weight After Analysis. Indicate the weight of the sealed evidence after
analysis.

14. Date Sealed. Self-explanatory.

C. Attachments.

Spectral, chromatographic, or other instrumental data are to be attached to the DEA-86.
Each item of data *must* be identified, at a minimum, with:

1. A unique identifier, such as Case/Exhibit Number and/or Laboratory Number.
2. Date Run.
3. Forensic chemist Initials (must be handwritten).

**D. Use of Continuation Sheets**
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If more space is required for entries on the back or front of the DEA-86 (see LOH, Exhibit
H-19), use the continuation sheet, DEA-86a, Forensic Chemist Worksheet (continuation) or
another DEA-86, to record the additional entries. Submit the completed worksheet to the
supervisory chemist, who performs a review, prior to the analytical results being typed on
the *appropriate reporting form*.

7302.54 Report of Drug Property Collected, Purchased, or Seized, DEA Form 7 *or
Substitute Laboratorv Report*

(See LOH, Exhibit H-20.). After reviewing the completed worksheet, the supervisory
chemist will have the results of analysis typed on the DEA-7 or substitute laboratory report
and then returned to the forensic chemist for approval, signature, and forwarding to the
Laboratory Director for signature (except as provided for in ** LOM** 7302.6). Distribute
the completed manifold DEA-7 and substitute laboratory reports (if applicable) as
instructed on the form. Distribute FIREBIRD DEA-7’s and substitute laboratory reports as
follows:

A. Forward the original and a copy to the originating office.

B. *In cases submitted with other than DEA case numbers (e.g., FBI submissions), copy
four (4) (from manifold DEA-7’s) should be properly disposed of at the laboratory . *

C. Retain copy three (3) and place in the laboratory case file.
**NOTE: For information on the electronic dissemination of analytical and evidence

destruction reports, review the laboratory system order L.S-08-004,%*

7302.55 Report of Non-Drug Property Collected, Purchased, or Seized, DEA Form-7a

After reviewing the completed worksheet, the *supervisory chemist* will have the results
of examination of non-drug evidence typed on the DEA-7a *or other substitute report*, and
will return the documents to the *analyst or examiner for approval. Distribute the
completed report as follows*:

A. Forward the original (copy one (1)) and a copy to the originating office.

B. *In cases submitted with other than DEA case numbers (e.g., FBI submissions), copy
three (3) (from manifold DEA-7a’s) should be properly disposed of at the laboratory.*

C. Forward a copy to the appropriate submitting other agency office. Retain a copy for the
laboratory case file.

7302.56 Laboratory Report, DEA Form 113
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**NOTE: See laboratory system order LS-03-010 Laboratory Results Reporting Form for
further information on the reporting form. **

The DEA-113, *Laboratory Report, may be* used by the field Laboratory Directors for
reporting results of analysis by DEA *forensic* chemists to local, state, and other Federal
agencies (except for those agencies which use the DEA-7). The following instructions
apply in preparing this report (see LOH, Exhibit H-21):

A. To. Address of the requesting official.

B. From. Field Laboratory.

C. Requesting Agency Number. Reference number given to evidence by requesting office.
D. DEA Laboratory Number. Enter the laboratory number that is assigned to the evidence
by the ET.

E. Text. Complete the text of the report.

F. Signature. The signatures of the forensic chemist and the Laboratory Director or the
officially designated *in writing* Acting Laboratory Director.

7302.57 Laboratory: Case File

A. The laboratory case file for DEA cases consists of:

1. The original DEA-307 after disposition is completed.

2. The original DEA-48.

3. For exhibits whose net weight exceeds threshold amounts specified in LOH,
Appendix HA-1, transmittals from the SAC notifying the appropriate United States
Attorney or the responsible state/local prosecutor of destruction procedures, as well as any
additional response or appeals of same.

4, DEA-12 or documentation of delivery to U.S. Postal Service or other official carrier
(see **LOM** 7303.5).

5. A copy of the DEA-7 and other laboratory reporting forms, where appropriate.

6. DEA-86, original, and DEA-86a (if applicable).

7. DEA-7a copy five (5).

8. Any required source determination reports.

9. Pertinent analytical material, e.g., charts, graphs, etc.

10. Any investigative photographs and/or negatives.

11. The DEA-466.

12. A copy of the Fingerprint Report.

13. Digital records.

14. **A copy of the DEA-500 and DEA-6 from clandestine laboratory investigations.

15. All documentation, including but not limited to, handwritten notes and
observations, hardcopies of computer generated notes, photographs, sketches, or diagrams
generated by laboratory personnel from an investigation outside of the laboratory including
crime scenes.

* Revision Page 34 of 110
** Addition
DEA SENSITIVE
This manual is the property of the Drug Enforcement Administration. Neither it nor its contents may be
disseminated outside the DEA without the express permission of the Office of Chief Counsel.

Page 100



Drug Enforcement Administration
Office of Forensic Sciences

16. Copies of clandestine laboratory investigation documents such as defendant
personal notes and synthesis notes, where applicable.

17. Administrative documentation identified with a unique identifier. If bound, the
unique identifier should only be on the front page . **

B. The laboratory case file for other enforcement agency cases consists of:

1. The original DEA-307 when evidence has been returned to the submitting agency,
**if applicable**. :

2. DEA-12, one (1) copy or documentation of delivery to U.S. Postal Service or other
official carrier (see **LOM** 7303.5).

3. DEA-7 and substitute laboratory report (if applicable} and/or letter requesting
analysis.

4. DEA-113, one (1) copy (if applicable).

5. DEA-86, and DEA-86a (if applicable).

6. Any required source determination reports,

7. Pertinent analytical material, e.g., charts, graphs, etc.

8._The DEA-466.

9. A copy of the Fingerprint Report.

7302.58 Other Records

No other written laboratory records shall be maintained on analytical data associated with

enforcement investigations (i.e., diaries, personal notes, etc.). *This is not to be confused*
with the work of a research or method development project where these additional records
may be maintained.

7302.59 Retention of Laboratory Records

A. DEA Laboratory Case Files. DEA laboratory case files may be forwarded to the Federal
Records Center two (2) years after the case is closed. Prior to transterring casc files to the
Federal Records Center. the laboratory will ensure that the documents contained within
cach file correlate with the exhibits identified under the case file number. The case file will
be retained in the Records Center for eight (8) years. The total retention period will be ten
(10} vears atter the casc is closed. {See Appendix Al-1 i the DEA Records [nformation
Swstem (DEARIS) Handbook).

B. Other Agency Case Laboratory Files. Other agency (includes all other Federal, state,
and local) case files may be forwarded to the Federal Records Center two (2) years after the
case is *closed*. Prior to transterring case files to the Federal Records Center. the
laboratory will ensure that the documents contained within each file correlate with the
exhibits identified under the case tile number. The case file in the Federal Records Center
will be retained for cight (8) years. The total retention period will be ten (10) years after the
case 1s opened.
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C. Laboratory Index Book. The Laboratory Index Book may be forwarded to the Federal
Records Center ten (10) years after recording the last entry in the book. The "last entry” is
defined as the datc that the last exhibit in the Laboratory Index Book was closed.

D. Evidence Accountability Record. The copy of the DEA-307 may be destroyed at the
discretion of the Laboratory Director. Maintain the original DEA-307 in the accountability
{ile until disposition of the evidence. At the time of disposition. place the original DEA-307
in the case file (see LOM 7302.57). When bulk destruction of a portion of an exhibit is
accomplished. the DIEA-307 must be annotated as such and remain in the accountability
file until the representative sample is also destroyed.

**E. All DEA Sensitive information must be safeguarded and stored in accordance with the
Planning and Inspection Manual section 8624.**

7302.6 ANALYSIS OF DRUG SAMPLES FOR FOREIGN OPERATIONS

The Special Testing and Research Laboratory provides laboratory services to foreign DEA
offices and foreign law enforcement agencies, except those specifically assigned to field
laboratories.

A. The following procedures are to be followed to document the receipt and analysis of
such evidence:

1. The laboratory will complete ltems 19-24 of the DEA-7 or the laboratory will
complete the appropriate reporting torm and return copy tive (3) as a receipt to the
originating office.

2. Analytical results will be transmitted by the laboratory via teletype inlicu ol a DEA-
7 to the originating office. The teletype will include the case or general file number. the
tegistry number, the amount of drugs received. and the results of analysis. Distribution will
include appropriate scetions in the Operations Division. the Records Management Section
and other DEA offices concerned with the investigation.

{b)7NE)

7302.7 LATENT FINGERPRINT EXAMINATION

A SA, *TFO or DI* may request a latent fingerprint examination by indicating such in Item

16 (Remarks) of the DEA-7 submitted with the sealed evidence. |
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7302.71 DEA Evidence

**General policy and guidance is provided below regarding the handling of latent print
evidence in the laboratories. Specific procedures and additional information are located in
the Fingerprint/Photography Handbook.**

(b)7)E)

All transfers of evidence between laboratory personnel will be documented according to
DEA evidence handling procedures. Special precautions must be followed regarding
evidence containing materials which are potentially hazardous or where drug and
fingerprint evidence cannot be separated (e.g., drug impregnated paper), see LOM
Subsection 7302.74.

Special circumstances (e.g., bulk seizures, rush analyses, etc.,) may dictate that the latent
print examination be conducted prior to the analysis by the forensic chemist. Latent print
examination procedures under these circumstances should be left to the discretion of
laboratory management.**

B. Non-Drug Evidence (Items Not Submitted for Chemical Analysis). A SA, ¥*TFO or DI*
may submit non-drug evidence for latent fingerprint examination with a DEA-7a,

indicating in Item 13 (Remarks) that a latent print analysis is requested.|

{bY7)E)

* Revision Page 37 of 110

** Addition
DEA SENSITIVE
This manual is the property of the Drug Enforcement Administration. Neither it nor its contents may be
disseminated outside the DEA without the express permission of the Office of Chief Counsel,

Page 103



Drug Enforcement Administration
Office of Forensic Sciences

(bY7)E)

1. Laboratories with Fingerprint Specialists.

{b)TNE)
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e. Fingerprint Testimony. When a fingerprint specialist is required to present
results of examinations in court, the *fingerprint* specialist is responsible for the proper
preparation of charted enlargements (unless advised to the contrary by the prosecuting
attorney).

(1) Pretrial Disclosure. If a fingerprint specialist is directed to meet with defense counsel,
it must be done with the complete knowledge of the prosecutor, and the *fingerprint*
specialist is strongly encouraged to recommend that the meeting be held with the
prosecutor present.

f. Using a Facsimile Machine to Transmit Fingerprints. Only high resolution
facsimile machines should be used to transmit prints. Prior to any facsimile transmission of
prints, the individual transmitting the prints should telephonically contact the party to
whorm the fransmission is directed to help assure that the prints are properly received.

2. Laboratories without Fingerprint Specialists.
Process evidence as indicated in ¥**LOM** 7302.71A or 7302.74. Then transfer the
evidence in sealed containers along with a copy of the DEA-7, to the ET. The submitting
laboratory will prepare a DEA Form 12, and transmittal memorandum in accordance with
the procedures set forth in H-7302.71D2a and b of the LOH.

7302.72 FBI Evidence

The submitting *SA* may request a latent fingerprint examination by indicating such on
the FBI transmittal memorandum and/or DEA-7 submitted with the sealed evidence.
**The forensic chemist who is assigned the evidence for analysis will carefully separate all
non-drug physical evidence (packaging) from the alleged controlled drug substance, as
outlined in LOM 7302.71 and 7302.42B. The forensic chemist will seal the non-drug
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evidence in a heat-sealed evidence envelope, one exhibit per envelope. See also LOH-
7302.73 (below). The forensic chemist will then transfer the sealed evidence, along with a
copy of the FBI transmittal memorandum and/or copy of the DEA-7, to the ET for
shipment to the FBI Laboratory Division.

1. Prepare a DEA-12, and a transmittal memorandum containing the following

information:

a. FBI File Number and Exhibit Number

b. FBI Case Identifier (name of subject)

c. Name(s) of individual(s) for whom comparison should be made, along with any
identifying numbers and/or descriptive information

d. DEA Laboratory Number

e. Detailed description of the physical evidence being submitted for latent
fingerprint examination

f. Where the evidence should be sent at the conclusion of the examination by the
FBI

g. Routing of original and copies of their report of latent print examination
(including one copy for the submitting DEA Laboratory)

2. Send the evidence, using a separate package for each case, along with attachments to
the FBI Laboratory Division, as outlined in LOM 7302.71. **

7302.73 Requests From Other Agencies

Requests for latent fingerprint examinations from other agencies, e.g., federal, state, or
local, must be approved on a case-by-case basis by the Laboratory Director.

7302.74 Special Precautions

A. Physical Evidence (Packaging) Containing Substances Which Are Potentially
Hazardous. To minimize potential hazard when forwarding physical evidence to other
fingerprint specialists, samples containing substances which are hazardous; e.g., LSD,
fentanyl analogues, drug paraphernalia (biological hazard) must be identified in accordance
with **the method set forth as follows:

1. Place a statement on the evidence envelope identifying the hazard, e.g., "Caution:
Evidence contained LSD."

2. For evidence sent 1o a DEA laboratory with a fingerprint program or to the FBI
Laboratory Division, include a statement in the transmittal memorandum identifying the
potential hazard.

3. Ensure that any drug paraphernalia is packaged to prevent accidental injury, e.g.,
exposed hypodermic needles are covered, razor blades are separately packaged, etc.**
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7302.75 On-Site Services Furnished by FBI Latent Fingerprint Section

A. In those fingerprint cases with DEA responsibility, all evidence should normally be
processed by DEA fingerprint specialists. If resources are not available in the primary
laboratory, an attempt should be made to acquire assistance from another DEA laboratory,
with the consent of all the DEA Laboratory Directors involved. However, in unusual
circumstances, e.g., where sufficient resources are not available, the FBI, or other law
enforcement agencies, may be asked to provide on-site assistance to process bulk evidence
seizures for latent prints. The Laboratory Director will determine the need for such
services on a case-by-case basis. Assistance by the FBI Latent Print Unit cannot be
provided at clandestine laboratory sites.

B. In those laboratories with fingerprint specialists, the Laboratory Director, or *other
personnel designated in writing by the Laboratory Director,* will approve all requests for
on-site assistance by a DEA fingerprint specialist.

**The procedures covering crime scene and bulk seizure processing in the
Fingerprint/Photography Program Handbook will be adhered to when on-site latent print
processing is requested. **

7302.8 DIGITAL EVIDENCE EXAMINATION

* Revision Page 41 of 110
** Addition

DEA SENSITIVE
This manual is the property of the Drug Enforcement Administration. Neither it nor its contents may be
disseminated outside the DEA without the express permission of the Office of Chief Counsel.

Page 107




Drug Enforcement Administration
Office of Forensic Sciences

**See the Digital Evidence Laboratory Standard Operation Procedures.**

(b){7)HE)
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7303.51 Procedures for Use of DEA-12. Receipt for Cash or Other Items

An original and *two* copies of the DEA-12 will be prepared by the delivering party as
tollows:

A. To. Enter the name and title of the person releasing custody of the evidence.

B. Division/District Office. Enter the laboratory responsible for releasing custody of the
evidence,

C. File number. Enter DEA case tile number.

D. Date. Enter the date of actual transter. When the evidence is transferred by matl, the
date mailed will be entered by the mailing ofticial.

E. Amount or Quantity. List the exhibit designators of the evidence being transferred.

F. Description of Ttems. Describe and identify the evidence being transferred, including the
laboratory number. Include a description of the evidence article. whether the evidence was
scaled. how the evidence was packaged, and the number/quantity of the articles involved.

G. Purpose. State the reason for transferring custody of the item (e.g.. delivery to court.
return to storage, etc.).

H. Received by/Name and Title. The individual receiving the evidence will sign and print
or type his/her name and otficial title.
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I. Witnessed by/Name and Title. The individual witnessing the transter ol evidence, when
applicable. will sign and print or type his/her name and official title.

J. Distribution.

1. Original (Copy 1). Provide to the party delivering/releasing the evidence. (The
original should be placed in the case file.)
2. Copy 2. Provide to the party receiving custody of the evidence.
Copy 3. Provide to field office originating the case.

(b)7)E)
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7306 EXAMINATION BY DEFENSE

7306.1 POLICY

The defense may request a sample of the evidence for independent analysis. A sample may
be provided, without a court order, upon consultation with a federal or state prosecutor and
the Domestic Criminal Law Section (CCM), DEA Headquarters. The evidence may be
withdrawn from the laboratory upon receipt of a memorandum of request and authorization
from a supervisory SA (GS-1811-14 or above) or a court order, if applicable. The defense
expert must be properly registered to handle the controlled substances to be tested.
Attempts must be made to ensure that any sample remaining after the defense analysis is
returned to the DEA laboratory. DEA laboratory facilities or equipment will not be used
for defense analysis purposes.
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7306.2 PROCEDURE

Upon receipt by the Laboratory Director, or his/her designee. of the supervisory special
agent’s memorandum stating that an examination of evidence is to be performed by a
defense chemist, the following procedures will apply.

7306.21 Laboratory Director, Forensic Chemist and Evidence Technician Responsibilities

A. Laboratory Director

1. The Laboratory Director shall have final approval of the amount of evidence to be
provided to the defense expert. The sample will be limited to the smallest size and number
muttally agreeable to the defense and the government. If the government and detense
cannot agree on a sample size, a court order should be sought.

2. The Laboratory Director or his or her designee will consult with the supervisory
special agent 1o determine whether the defense expert is registered to handte the controlled
substances to be tested. 1f the defense expert is not properly registered with DEA, the
sample(s) will not be provided. 1f the defense refuses to designate an expert who is
properly registered to handle the schedule of controlled substance at issue. a court order
should be sought which requires the defense expert be registered. and that he or she provide
proof of registration before being allowed access to a drug exhibit.

3. The Laboratory Director shall assign the forensic chemist who performed the
analysis, whenever possible. to complete the sampling for the defense analysis.

4. the Laboratory Director or his or her designee must prepare a letter of transmittal to
accompany the samples to be shipped from the laboratory Tor defense analysis. This letter
should provide a synopsis of the sampling and serve as written request for the defense
expert to: (1) sign and return the DEA-12 accompanying the exhibits immediately upon
receipt: (2) complete all analyses within 14 days of receipt of the exhibits; (3) return all
remaining sample material to the DEA laboratory within five days of the completion of
analyses: and (4) document in a letter to the DEA laboratory, i all sample material was
consumed during testing. ,

5. The Laboratory Director must maintain a suspense file for all evidence released for
defense analysis. If the remaining portion has not been rcturned (alter analysis) as
requested, the Laboratory Director will notify the supervisory special agent in writing. with
a copy placed in the case file and provided to SI.

B. Forensic Chemist. The forensic chemist. designated by the Laboratory Director. is
responsible for the following:

L. Sampling the specified amount of evidence. The complete sampling procedures will
be documented on a DEA-86. reviewed by the supervisory chemist and placed in the case
file along with the supervisory special agent’s memorandum of request.

2. Generating an amended report that includes the statement = grams removed for
delense analysis,”
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3. Placing the sample in a suitable container and olticially sealing it in a HSEL. Gross
weight information must be included on the evidence label of the TISEE,
4. Returning the sample to the vault,

C. Evidence Technician. The evidence technician is responsible for the following:
1. Creating LEMS units for the samples.

. Recording transactions of the samples in LEMS (similar to evidence out to court).
- Preparing DEA-12"s and shipping the samples.

PSR S0

7306.22 Method of Shipment

Ship the sample by registered mail. return receipt requested, or approved commercial
carrier to the addressce provided in the supervisory special agent’s memorandum. Or,
arrange to have the sample transferred at the DEA laboratory,

7306.23 Addressee

The properly registered defense expert will be the addressee. unless otherwise specified in
the supervisory special agent’s memorandum of request. In some instances, the sample(s)
may be shipped to the DEA ficld office nearest the defense expert for subsequent transter.

7306.24 Receipt Procedures

A. When the sample is personally delivered. complete a DIEA-12 and place it in the
laboratory case file.

B. When the sample is shipped registered mail. include a completed DEA-12. a return
addressed mailing envelope, and a request that the DEA-12 be signed and returned to the
laboratory. File the mailing receipt. return receipt, and signed DEA-12 in the Jaboratory
case file.

{bYT)E)
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7310 HANDLING OF CONTROLLED SUBSTANCES FOR THE FORENSIC
CHEMIST TRAINING PROGRAM AND OTHER TYPES OF TRAINING

7310.1 THE FORENSIC CHEMIST TRAINING PROGRAM

7310.11 Responsibilities

Each Laboratory Director must designate in writing a training officer and an alternate
training officer who will have the responsibility to maintain the controlled substances
utilized by the laboratory for forensic chemist training. The training officer will be
responsible for:

A. Receipt, storage (not to exceed 50 grams per drug type), and distribution of training
materials.

B. Originating any request for disposal of training materials.

C. Originating and maintaining detailed records of transactions.

D. Maintaining an accurate balance of each controlled substance in the training stockpile.
Stockpile is defined as controlled bulk material or sub-stockpiles created, by use of diluents

and adulterants, from the main bulk material.

7310.12 Obtaining Training Materials

In general, controlled substances used as training materials will be obtained from exhibits
pending destruction. The training officer, in coordination with the destruction officer, will
examine submitted DEA-48’s and respective case files and/or STRIDE records to
determine which exhibits would be suitable for training purposes. Retention of any
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controlled substances for training purposes will be documented on the appropriate DEA-48.
Transfer of material from the destruction officer to the training officer will be documented
on a DEA-12. The DEA-48 will be annotated in the remarks section with the amount
removed, the exhibit number from which the sample was removed, and the stockpile
designator to which the sample is assigned (e.g. Coc-1, Heroin-2, etc.). The original DEA-
12 will be filed with the original DEA-48. The training officer will maintain a copy of the
DEA-12, along with a copy of the DEA-48, in a specific file corresponding to each stock
sample.

Materials to be used for training samples must be removed from the original evidence
container and that container disposed of properly. Under no circumstances should a
training sample be associated with the original case number, exhibit number, or other
markings that might confuse the training sample with actual evidence. Once transferred,
the material will be placed into a sealed envelope or box and labeled appropriately (e.g.
Coc-1, Heroin-2, etc.) for subsequent storage in a locked container. If further adulteration
of stock samples is necessary, then these become sub-stockpiles. These sub-stockpile
samples are to be labeled appropriately (e.g. SubCoc-1, SubHeroin-2, ete.). Each sub-
stockpile created must be properly annotated in order to be tracked back to the original
stockpile.

7310.13 Storage of Stock Training Materials

ENOTE: See the following laboratory svsiem order for the current policy: LS-07-003
Policy Revision - Increase in Maximum Storage Quantities of Stock Training Marerials.
This section will be revised during the next arnmual review. **

(b)7)E)

All stored items must be identified and maintained in a sealed condition. Any
transfer of materials to or from the stockpile, including creating individual training

| samples, must be witnessed. l BITE)

7310.14 Distribution of Training Materials

Training samples will be prepared from the stock supply. These training samples will be
placed into suitable containers, uniquely labeled (e.g. Tng-1, Tng-2, etc.) and sealed in
evidence envelopes. A DEA-307 card must be created with a unique identifier for the
training sample. This DEA-307 card will be used to document the transfer of the training
sample between the training officer and trainee. The training sample may be re-issued to
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another trainee for analysis or destroyed. The trainee will complete a new DEA-86
consisting of net, gross, and reserve weights for each training sample.

7310.15 Accountability of Training Materials (Originating and Maintaining Detailed

Records)

A. Information regarding all training materials must be maintained in a bound index book.
The following information must be recorded:

1. Source of Stockpile. The source from which the stock sample was obtained (c.g.
case and exhibit number) and the stockpile designated number.

2. Net Weight. The exact net weight of the initial stock material and the remaining
amount after portions are removed for individual training samples.

3. Training Sample Number. A unique identifier for each training sample.

4. Final Disposition. The date of disposition of the training sample.

B. In addition to the bound index book, copies of DEA-48’s and DEA-12’s used to
originate the materials must be maintained in individual files corresponding to each stock
sample. These files will be located in the laboratory’s secure file room. They will contain
the DEA-12’s, DEA-86’s and all destruction documentation used to dispose of the
materials. The DEA-307’s will be maintained in the same files upon completion of
destruction. Access to the secure file room will continue to be limited to authorized
personnel as deemed necessary by the Laboratory Director.

7310.16 Inventory and Disposal of Training Materials

In January of each year, or after changes in personnel responsible for administering the
program, a supervisor and one (1) other individual without access to the training materials
will inventory the entire content of material for the program and reconcile the inventory
against the bound index book. A memorandum stating the inventory has been completed
will be forwarded to SF no later than the last day of January of each year. Any
discrepancies must be immediately investigated. If the discrepancy cannot be immediately
resolved, OPR and SF must be notified. During the inventory, any materials that are no
longer needed for the program will be identified and destroyed in accordance with LOM
7317. Transfer of training materials for destruction from the training officer to the
destruction officer will be documented on a DEA-12, with copies maintained in the stock
sample file.

7310.2 CONTROLLED SUBSTANCES FOR OTHER TYPES OF TRAINING
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