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2 Having considered the arguments and authorities offered by Privacy
International and HRW, and good cause appearing therefore, the Court grants the
application and deems filed the brief submitted with the application.

IT IS SO ORDERED.

Dated: March =, 2016

X

HON. SHERT PYM
United States Magistrate Judge
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MEMORANDUM QOF POINTS AND AUTHORITIES
I. INTRODUCTION
Compelling Apple, Inc. (“Apple”) to remove security features from its

iPhone will have global and wide-ranging implications. It is for this reason that
Privacy International and Human Rights Watch (“HRW?) submit this amicus
curiae brief. Both organizations have spent years monitoring and critiquing the
surveillance practices and human rights records of governments worldwide. This
matter sits at an important crossroads that has arisen in that space. The path the
United States takes will impact how other governments will approach the
mcreasing tension between their desire for ready access to electronic data and the
need for robust security features that allow us to communicate, express ourselves,
and assert our fundamental rights in a digital age. If the Order stands, governments
around the world may view it as encouragement to preference the former by
similarly requiring technology companies to undermine the security of their
products and services. Many countries are already considering such powers.

The mere existence of the power the government seeks may erode the
security infrastructure of the Internet. If Apple can be compelled to undermine its
security features, what confidence can users of Apple and other technology
products and services actually place in those features? For instance, would it be
appropriate to trust a software security update from a company that could be
compelled to include malicious software — often called malware — in that update?'
Yet these security updates are crucial to protecting all of our data and devices,
since they are normally deployed to fix vulnerabilities that might otherwise be

exploited by hackers, including criminals and foreign agents.”

! “Malware” refers to any software that performs unwanted tasks, typically for the benefit of a
third party. Malware can range from a simple irritant to a serious breach of privacy (e.g. stealing
data from a computer).

? “Hacking” can refer to several different activities. In computing terms, it originally described
the hobby of computer programming and encompassed the idea of finding creative solutions to
technology problems. The term gradually evolved to describe the activity of finding
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Security features — including encryption and other measures — are integral to
the protection of civil and human rights. Countries may seek to compel technology
companies to impair security for illegitimate purposes, including to stifle
expression, crush dissent, and facilitate arbitrary arrest and torture. In these
societies, secure technologies protect all members of society but especially
vulnerable ones — such as journalists, human rights defenders, and political
activists — by giving them a safe space to communicate, research, and organize.
The U.S., by compelling technology companies to roll back these protections, risks
exposing the millions of individuals who reside and work in these places to abuse
by their governments.

For all of these reasons, Privacy International and HRW strongly urge the
Court to consider the wider implications of the Order compelling Apple to assist in
the search of the iPhone at issue. They hope this submission will help the Court in
making the difficult decision it faces.

II. INTERESTS OF AMICI CURIAE

Privacy International is a nonprofit, nongovernmental organization based in
London dedicated to defending the right to privacy around the world. Established
in 1990, Privacy International undertakes research and investigations into state and
corporate surveillance with a focus on the technologies that enable these practices.
It has litigated or intervened in cases implicating the right to privacy in the courts
of the US, the United Kingdom (“U.K.”) and Europe, including the European
Court of Human Rights. To ensure universal respect for the right to privacy,

Privacy International advocates for strong national, regional and international laws

vulnerabilities in computer security, first with the goal of reporting or repairing them (“white
hat”), but later to exploit them (“black hat”). The black hat iteration of hacking is the mainstream
usage of the term and is the definition adopted throughout this brief. That definition encompasses
the activity of any attacker — including criminals and foreign agents — seeking to exploit a
vulnerability in computer security.
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that protect privacy. It also strengthens the capacity of partner organizations in
developing countries to do the same.

Human Rights Watch (“HRW?) has been reporting on abuses connected to
the practice of state surveillance since its inception more than three decades ago as
Helsinki Watch, with particular focus on mass surveillance practices since 2013.
HRW’s reports detail abuses of rights connected to surveillance around the globe
(for example, in China, Ethiopia, Saudi Arabia, and the U.S.), and its advocacy
involves legal analysis and submissions on the various legal authorities (actual or
proposed) for surveillance practices to the relevant bodies of the United Nations
(“UN.”), the U.S., the U.K., the UN High Commissioner for Human Rights, the
Special Rapporteur for Freedom of Expression, as well as comment and analysis
on the laws of many other countries in respect of these issues.

III. BACKGROUND
A. The iPhone and its Passcode

The device at the heart of this dispute is an iPhone 5S¢ running operating
system (“105) 9. Ex Parte Application for Order Compelling Apple Inc. to Assist
Agents in Search, In the Matter of the Search of an Apple iPhone Seized during the
Execution of a Search Warrant on a Black Lexus 15300, California License Plate
35KGD203 (“Apple iPhone”), ED No. 15-0451M *1, *4 (C.D. Cal. Feb. 16, 2016)
[heremafter “Ex Parte Application]. In September 2014, Apple announced that
“iPhones . . . operating Apple’s then-newest operating system, iOS 8, would
include hardware-and software-based encryption of the password-protected
contents of the devices by default.” Declaration of Erik Neuenschwander in
Support of Apple’s Motion to Vacate, Apple iPhone, ED No. 15-0451M, § 8 (C.D.
Cal. Feb. 16, 2016), Dkt. 16, attach. 33 [hereinafter “Neuenschwander Decl.”].
What this development meant was that individuals with an iPhone running 10S 8
or newer operating systems could, by setting up a passcode, enable encryption of

their iPhone data. /d. at 9 9; see also Declaration of Caroline Wilson Palow in
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support of Brief of Amici Curiae Privacy International and Human Rights Watch
[hereinafter “Palow Decl.”], Ex. A, at 12 [Apple Inc., iOS Security: iOS 9.0 or
later (Sept. 2015) [hereinafter “iOS Security I”’]]. The data on the device cannot be
decrypted without the correct cryptographic key, and this key is protected by a key
derived from the user-chosen passcode. Palow Decl. Ex. A at 12 [iOS Security]. In
short, “[t]he end result is a person must know that passcode to read [the iPhone’s]
data.” Dkt. 16, attach. 33 9 9 [Neuenschwander Decl.].

Apple has devised a number of safeguards to protect against “brute-force”
attempts to determine the passcode. First, Apple uses a “large iteration count”,
which “functions to slow attempts to unlock an iPhone”. Id. at q 11. The iteration
count is “calibrated so that . . . it would take more than 5 V% years to try all
combinations of a six-character alphanumeric passcode with lowercase letters and
numbers.” Palow Decl. Ex. A at 12 [iOS Security]. Second, Apple imposes
escalating time delays after each entry of an invalid passcode. Id.; Dkt. 16, attach.
33 § 12 [Neuenschwander Decl.]. Finally, an individual can turn on the “Erase
Data” setting, which automatically wipes the keys needed to read the encrypted
data after ten consecutive incorrect attempts to enter the passcode. Dkt. 16, attach.
33 § 12 [Neuenschwander Decl.]; Palow Decl. Ex. A at 12 [iOS Security].

B. Procedural History

On February 16, 2016, the government filed an ex parte application in this
Court for an order pursuant to the All Writs Act, 28 U.S.C. § 1651, compelling
Apple to “provide assistance to agents of the Federal Bureau of Investigation
(“FBI”) in their search of a cellular telephone.” Ex Parte Application, at *1. That
same day, this Court issued an order compelling Apple to provide “reasonable
technical assistance to law enforcement agents in obtaining access to the data on
the SUBJECT DEVICE.” Order Compelling Apple, Inc. to Assist Agents in
Search, Apple iPhone, ED No. 15-0451M, *2 (C.D. Cal. Feb. 16, 2016)
[hereinafter “Order”]. The Order specified that
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Apple’s reasonable technical assistance shall accomplish the following
three important functions: (1) it will bypass or disable the auto-erase
function whether or not it has been enabled; (2) it will enable the FBI to
submit passcodes to the SUBJECT DEVICE for testing electronically
via the physical device port, Bluetooth, Wi-Fi, or other protocol
available on the SUBJECT DEVICE; and (3) it will ensure that when
the FBI submits passcodes to the SUBJECT DEVICE, software running
on the device will not purposefully introduce any additional delay
between passcode attempts beyond what is incurred by Apple
hardware.

Id. at *2.

On February 16, 2016, Apple informed the government and this Court that it
would seek relief from the Order. Scheduling Order, Apple iPhone, ED No. CM
16-10 91 (C.D. Cal. Feb. 16, 2016), Dkt. 9 [hereinafter “Scheduling Order”]. On
February 19, 2016, the government filed a motion to compel Apple to comply with
the Order. Government’s Motion to Compel Apple, Inc. to Comply with this
Court’s February 16, 2016 Order Compelling Assistance in Search, Apple iPhone,
ED No. CM 16-10 (C.D. Cal. Feb. 19, 2016), Dkt. 1 [hereinafter “Motion to
Compel’]. That day, this Court issued a Scheduling Order setting a briefing
schedule for Apple’s application for relief, which instructed that “[a]ny amicus
brief shall be filed by not later than March 3, 2016, along with an appropriate
request seeking leave of the Court to file such brief.” Dkt. 9, at § 4(i1) [ Scheduling
Order]. On February 26, 2016, Apple filed its application for relief and opposition
to the government’s Motion to Compel. Apple Inc.’s Motion to Vacate Order
Compelling Apple Inc. to Assist Agents in Search, and Opposition to
Government’s Motion to Compel Assistance, Apple iPhone, Ed No. CM 16-10 *6
(C.D. Cal. Mar. 22, 2016), Dkt. 16 [hereinafter “Motion to Vacate™].
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1IV. ARGUMENT
A. The Order Sets a Far-reaching Precedent that the Government May
Compel Technology Companies to Undermine the Security of their
Products and Services

This Court’s Order, by requiring Apple to develop new software to weaken
the iPhone’s passcode protection, establishes a precedent that the government may
compel technology companies to undermine the security of their products and
services. This dramatic expansion of the government’s investigative authority is
not limited to a single device manufactured by a single company. Rather, this new
power could conceivably extend to any service or device — laptop, mobile phone,
or the increasing number of other things connected to the Internet — provided by
any company.

The government downplays the assistance it seeks from Apple, describing it
as “providing the FBI with the opportunity to determine the passcode” to an
iPhone. Dkt. 1 at *2 [Motion to Compel]. But the government’s submissions
critically overlook the purpose for which Apple would develop new software under
the Order. That purpose is explicitly to weaken the security of one of its products.
Apple designed the subject iPhone so that a user, by setting up a passcode,
automatically enables encryption of her data. The cryptographic key to decrypt the
data 1s protected by a key derived from the user’s passcode. Thus, the passcode is
essential to the decryption process and is therefore a critical element of the security
of the iPhone.” By compelling Apple to “modify” its operating system, the
government is compelling it to “modify” a critical security feature of the iPhone.

Amici contend that this so-called “modification” is nothing short of hacking.

In neutral terms, hacking is about exploring — often in creative fashion —

* The government’s assertion that it is asking Apple to “writ[e] a program that turns off non-
encryption features” is not technically accurate. Dkt. 1 at *14 [Motion to Compel]. As explained
above, the passcode is a fundamental part of the iPhone’s encryption process and cannot
therefore be objectively described as a “non-encryption feature”.
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vulnerabilities in computer security. But it is only in its negative connotation that it
encompasses the activity of exploiting those vulnerabilities to deliberately
undermine security. That negative connotation of hacking is what the government
seeks to compel from Apple. It asks Apple to design and then create software that
purposefully creates cracks in the iPhone’s security.

Although the government represents that “the Order is tailored for and
limited to this particular phone”, Dkt. 1 at *14 [Motion to Compel], the legal
theory upon which it rests is unbounded. In simple terms, and in the government’s
own words, the All Writs Act, 28 U.S.C. § 1651, compels “reasonable third-party
assistance that is necessary to exercise a warrant.”* Dkt. 1 at *7 [Motion to
Compel]. For the government, “reasonable” boils down to technical feasibility; its
overarching proposition is that “Apple retains . . . the technical ability to comply
with the Order, and so should be required to obey it.” Id. at *1; see also id. at *13-
*14.

Technical feasibility is a meaningless constraint because, in technical terms,
many strategies for undermining the security of an iPhone may be feasible. As
Apple hypothesizes, if it

can be forced to write code in this case to bypass security features and
create new accessibility, what is to stop the government from
demanding that Apple write code to turn on the microphone in aid of

government surveillance, activate the video camera, surreptitiously

* Apple argues that the government’s reading of the All Writs Act is unbounded for two reasons.
First, it recognizes no contextual limitation; any warrant in any investigation could provide the
basis for a supplemental All Writs Act Order to a third party. Dkt. 16 at *3 [Motion to Vacate].
Second, “under the government’s formulation, any party whose assistance is deemed ‘necessary’
by the government falls within the ambit of the All Writs Act and can be compelled to do
anything the government needs to effectuate a lawful court order.” Id. at ¥25-*26. Privacy
International does not repeat those arguments here but focuses on the government’s
interpretation of what is “reasonable third-party assistance” under the All Writs Act.
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record conversations, or turn on location services to track the phone’s
user?

Dkt. 16 at *4 [Motion to Vacate]; see also id. at ¥*25-*26. Apple possesses the

technical capability to write and deploy such code.

If the government can compel Apple — because it is technically feasible - to
develop code to weaken iPhone security under the All Writs Act, it can compel any|
other technology company to similarly sabotage its own devices. The proliferation
of Internet-connected devices — from computers to cars to refrigerators —
exponentially increases the ways the government could seek such assistance. And
the technology companies that could be conscripted into government service are
not limited to those that manufacture devices. Every day, more and more of our
lives are conducted in the digital realm. Equally, more and more of our physical
realm is governed and mediated by digital technologies. Many companies provide
services in both realms, from hosting websites to storing documents to transferring
money between bank accounts. Every one of these companies could conceivably
be compelled to develop software that weakens the security of these services and
the data, often precious to the individual to which it relates, that it stores.

B. Compelling Technology Companies to Undermine the Security of their
Products and Services Threatens the Security of the Internet
Compromising the security of a single technology product, like an iPhone,

can send negative ripple effects throughout the Internet. Those effects are

enhanced where what is compromised is a server or a network, to which hundreds

or thousands of people may connect. And the ramifications of compromising a

device, server or network are perilously amplified should the government seek to

regularly compel technology companies to undertake such activity.
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A powerful example of how undermining a single service can breach the
security of many is a “watering hole” attack.” This type of attack can target a
group, such as a business or organization, by identifying a website frequented by
its members and placing malware on it. See Palow Decl. Ex. B [Patrick Howell
O’Neill, How cybercriminals use major news events to attack you, The Daily Dot
(Aug. 5,2013)] (defining a “watering hole” attack and describing common
iterations). The malware silently compromises the devices that visit the website, by
dropping additional malware onto those devices, which can allow the attacker to
access sensitive data or even control the affected devices. See id.

Under an All Writs Act order, the government could compel a web hosting
provider to implement a “watering hole” attack by developing and installing
custom code on a website (or multiple websites) that it operates. Indeed, the FBI
has already admitted to deploying such an attack itself. See Palow Decl. Ex. C
[Kevin Poulsen, FBI Admits It Controlled Tor Servers Behind Mass Malware
Attack, Wired (Sept. 13, 2013) [hereinafter FBI Admits It Controlled Tor Servers]].
An order under the All Writs Act would permit the FBI to instead compel a
company to carry out the attack, an alternative it is likely to prefer. See Palow
Decl. Ex. D [Ellen Nakashima, Meet the woman in charge of the FBI’s most
controversial high-tech tools, Wash. Post (Dec. 8, 2015) [hereinafter “Meet the
woman’]] (citing Amy Hess, executive assistant director for the FBI’s Science and

Technology Branch, as stating that “hacking computers is not a favored FBI

> Apple presents the security hazards inherent in developing new software to weaken the
1Phone’s passcode protection, even if it is only to be deployed on a single iPhone. Dkt. 16 at *13-
*14 [Motion to Vacate] (noting that the entire process “would need to be logged and recorded in
case Apple’s methodology is ever questioned, for example in court”); id. at *24-*25 (describing
the alternative to building and destroying software for each law enforcement demand as
“securing against disclosure or misappropriation” all physical and digital materials related to
such software); Dkt. 16, attach. 33 9 39-43 [Neuenschwander Decl.] (indicating that it would be
“unrealistic” to “truly destroy the actual operating system and the underlying code”, which
remains “persistent”). Privacy International does not repeat those arguments here but focuses on
how undermining a technology service rather than a device can impact the security of the
Internet.
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technique” because “[a]s soon as a tech firm updates its software, the tool
vanishes™).

A “watering hole” attack is particularly pernicious from a security
perspective because the attacker typically selects legitimate, trusted websites,
which may receive hundreds or thousands of daily visitors. A recent example of
such an attack occurred in November 2014, when Chinese hackers infected
Forbes.com as a way of targeting visitors working in the US defense and financial
services industries. See Palow Decl. Ex. E [Andrea Peterson, Forbes Web site was
compromised by Chinese cyberespionage group, researchers say, Wash. Post (Feb.
10, 2015) [hereinafter “Forbes Web site was compromised’]]. Moreover, even
where the attack targets a specific group of individuals, every visitor to the
compromised website is vulnerable to a security breach. In the FBI “watering hole”]
attack cited above, the government compromised every site — and every visitor to
those sites — hosted by a particular server, some of which had no relation to the
government’s investigation. Palow Decl. Ex. C [FBI Admits It Controlled Tor
Servers].

The security of the Internet operates like a fragile ecosystem, where a
compromised device or service can negatively affect many other users. That
ecosystem is unlikely to survive should the government seek to regularly compel
technology companies to undermine the security of their products or services.® In
the “watering hole” attack scenario, regular attacks would spell disaster, in part
because many “watering hole” attacks rely on what are called zero day
vulnerabilities. A zero day vulnerability refers to a security flaw in software that is
unknown to the vendor. See Palow Decl. Ex. F at 145-46 [Bruce Schneier, Data
and Goliath (2015)] (“Unpublished vulnerabilities are called ‘zero-day’

vulnerabilities; they’re very valuable to attackers because no one is protected

% Apple describes the security implications of repeated requests to weaken the passcode
protection on the iPhone. See Dkt. 16, attach. 33 9§ 46-47 [Neuenschwander Decl.].
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against them, and they can be used worldwide with impunity.””). When researchers
and others discover vulnerabilities, they typically report the flaw to the company
responsible for the security of the affected software. If companies are regularly
asked to host “watering hole” attacks, they may have conflicting incentives. On the
one hand, they might wish to fix such vulnerabilities for the public good; on the
other hand, they might be compelled to stockpile such vulnerabilities for future use
in a “watering hole” attack.” The stockpiling of zero days can potentially leave
millions of individuals as well as companies vulnerable to attack, a perverse
situation that has led President Barack Obama’s own Review Group on
Intelligence and Communications Technologies to conclude:

In almost all instances, for widely used code, it is in the national interest

to eliminate software vulnerabilities rather than to use them . . ..

Fliminating the vulnerabilities — “patching’ them — strengthens the

security of US Government, critical infrastructure, and other computer

systems.
Palow Decl. Ex. G at 219-220 [President’s Review Group on Intelligence and
Communications Technologies, Liberty and Security in a Changing World (Dec.
12, 2013)].

Now consider the software update process. A software update, also known
as a “patch”, is a piece of software released by companies to fix or improve an
existing product. Software updates often fix security vulnerabilities, which hackers
can otherwise exploit to deliver malware. For this reason, the US government

encourages the downloading and installation of software updates as critical cyber

7 Alternatively, the government, which already stockpiles vulnerabilities, may be incentivized to
expand this activity in order to share such vulnerabilities with companies compelled to host
“watering hole” attacks. See Palow Decl. Ex. D [Meet the woman] (“Hess acknowledged that the
bureau uses zero-days—the first time an official has done so. She said the trade-off is one the
bureau wrestles with. “What is the greater good—to be able to identify a person who is
threatening public safety?’ Or to alert software makers to bugs that, if unpatched, could leave
consumers vulnerable?”).
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security measures. For example, a “Mobile Security Tip Card” published by the
Department of Homeland Security advises Americans:
Install updates for apps and your device’s operating system as soon as
they are available. Keeping the software on your mobile device up to date
will prevent attackers from being able to take advantage of known
vulnerabilities.

Palow Decl. Ex. H [Dep’t of Homeland Security, Mobile Security Tip Card].

Co-opting the software update process is analogous to what the government
is asking Apple to do in the Order — that is using the power it claims under the All

Writs Act to convert a mechanism traditionally used to improve security into one

that subverts it. Should the government seek to do this regularly, which it will if

the Court upholds the Order, see Palow Decl. Ex. I [Letter to Court, In re Order

Requiring Apple, Inc. to Assist in the Execution of a Search Warrant Issued by this

Court, No. 15-MC-1902 (E.D.N.Y. Feb. 17, 2016), Dkt. 27] (describing twelve

other All Writs Act orders against Apple sought by the government); Palow Decl.

Ex. J [Martin Kaste, Slippery Slope? Court Orders Apple to Unlock Shooter’s

iPhone, NPR (Feb. 18, 2016)] (quoting Cyrus Vance, Manhattan District Attorney,

as stating that he has “about 155 to 160 devices . . . running on iOS 8” that he
would like to access), it will fundamentally cripple such core security mechanisms.

It will broadly undermine trust in software updates, leading users not to install

them. By not installing software updates, consumers will be increasingly

vulnerable to security attacks by hackers exploiting unpatched vulnerabilities in the
products and services they use.

C. The Order Signals to Other Countries that it is Permissible and
Appropriate to Compel Technology Companies to Undermine the
Security of their Products and Services

Many foreign governments are increasingly seeking the power to compel

technology companies operating within their jurisdictions to undermine the

12
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security of their products both for law enforcement and intelligence-gathering
purposes. Emboldened by the US example, these countries may soon place
heightened pressure on companies to comply. Technology companies can — and
often do — resist these assertions of power in foreign contexts, but it will be
increasingly difficult for them to do so should the US government be permitted to
assert this power itself.

In Russia, for example, the government already claims the power to compel
technology companies to assist Russian law enforcement or intelligence agencies
in exactly the manner that the US government seeks from Apple, i.e. through
hacking their own products or services. Article 15 of the Federal Law of the
Russian Federation on the Federal Security Service Act (no. 40-FZ) 1995 (“FSB
Act”), provides:

[L]egal entities in the Russian Federation providing . . . electronic
communications services of all types . . . shall be under obligation, at the
request of federal security service organs, to include in the apparatus
additional hardware and software and create other conditions required . . .
to implement operational/technical measures.’
Palow Decl. Ex. L.” The FSB is a Russian agency that carries out both law
enforcement and intelligence activities. See Palow Decl. Ex. L, art. 8 [FSB

Act] (defining the main activities of the FSB as “counter-intelligence;

¥ In 2012, Eugene Kaspersky, CEO of Kaspersky Lab, which is headquartered in Russia and is
one of the world’s largest software security companies, stated that “the FSB ha[d] never made a
request to tamper with his software”. Palow Decl. Ex. K [Noah Shachtman, Russia’s Top Cyber
Sleuth Foils US Spies, Helps Kremlin Pals, Wired (July 23, 2012)]. Kaspersky’s statement is
important for verifying — at least implicitly — that the FSB possesses the power to make such a
request.

? The English translation of this provision is contained in an unofficial translation of the
legislation by the Council of Europe and found at Legislationline.org, which is maintained by the
Organization for Security and Co-operation in Europe. The Library of Congress lists
Legislationline.org as an online resource for finding translations of Russian laws. Palow Decl.
Ex. M at 4 [Law Library of Congress, Russian Federation Translation of National Legislation
into English (March 2012)].
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combating terrorism; combating crime; intelligence; border activity;
safeguarding information security™); see also Palow Decl. Ex. N, at 30
[Council of Europe, European Commission for Democracy through Law,
Opinion on the Federal Law on the Federal Security Service (FSB) of the
Russian Federation (2012)] (describing the FSB as “exercis[ing] considerable
powers, including police powers™).

The UK is also considering legislation to compel companies to hack their
own products or services, and it will only take encouragement from the precedent
this Order could set. The Investigatory Powers Bill would authorize UK law
enforcement and intelligence agencies to hack electronic devices to obtain
“communications” or “any other information”, including through surveillance
techniques, such as remotely “listening to a person’s communications or other
activities.”'® Palow Decl. Ex. 0 cl. 88 [Investigatory Powers Bill 2015-16, Bill
[143] (Gr. Brit.) [hereinafter “IPB”]]. The Investigatory Powers Bill explicitly
compels “telecommunications providers” to assist the UK government in
implementing its hacking operations, unless “not reasonably practicable.”'' Id. at
cl. 111. In addition, the Investigatory Powers Bill authorizes the UK government to
issue “National Security Notices” and “Technical Capability Notices”, both of

which could compel telecommunications providers to assist the government in

19 The Investigatory Powers Bill refers to this power as “equipment interference”, a vague term
that may encompass surveillance techniques beyond hacking.

! The Investigatory Powers Bill defines telecommunications provider as including “a person
who . . . offers or provides a telecommunications service to persons in the United Kingdom”.
Palow Decl. Ex. O cl. 223(10) [IPB]. In its submission to the Parliamentary committee
examining the Investigatory Powers Bill, Apple indicated that “[w]ith the exception of certain
limited retail and human resources data, Apple is not established in the UK”, but that the Bill
“makes explicit its reach beyond UK borders to, in effect any service provider with a connection
to UK consumers.” Palow Decl. Ex. P Y 21-25 [Apple Inc. and Apple Distrib. Int’l, Written
Evidence to the UK Parliament Joint Comm. on the Draft Investigatory Powers Bill (IPB0093)
(Jan. 7, 2016) [hereinafter Apple IPB Written Evidence]].
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vague and sweeping terms.'” Id. at cls. 216-218. All of these powers could be
deployed to force technology companies to undermine the security of their own
products and services.> Moreover, such powers would be exercised in secret, for
the Investigatory Powers Bill gags telecommunications providers from revealing
information about any hacking assistance they may have been forced to provide to
the government. /d. at cls. 114, 218(8).

Apple’s submission to the Parliamentary committee examining the
Investigatory Powers Bill highlights the above concerns. Palow Decl. Ex. P [Apple
IPB Written Evidence]. With respect to the hacking provisions in particular, Apple
expressed dismay that “the bill could make private companies implicated in the
hacking of their customers.” Id. at § 53. Google, Facebook, Twitter, Yahoo, and
Microsoft jointly filed a submission to the committee as well, “reject[ing] any
proposals that would require companies to deliberately weaken the security of their
products via backdoors, forced decryption, or any other means.” Palow Decl. Ex. Q
9 3(a) [Facebook Inc., Google Inc., Microsoft Corp., Twitter Inc. and Yahoo Inc.,
Written Evidence to the UK Parliamentary Joint Comm. on the Draft Investigatory
Powers Bill (IPB0116) (Jan. 7, 2016)]. Apple warned presciently that “[i]f the UK

12 A National Security Notice would require a telecommunications provider “to carry out any
conduct, including the provision of services or facilities” where the UK government “considers
[it] necessary in the interests of national security.” Palow Decl. Ex. O cl. 216 [IPB Bill]. A
Technical Capability Notice would require a telecommunications provider to, inter alia, “provide
facilities or services of a specified description” or “removfe] . . . electronic protection applied by
or on behalf of that operator to any communications or data.” Id. at cl. 217.

13 Compounding concerns about such powers, the Investigatory Powers Bill lacks a meaningful
judicial authorization process, as understood in U.S. legal terms, when the U.K. government
seeks a warrant to hack. In this scenario, the Home Secretary may issue a warrant subject to
“approval” by a Judicial Commissioner (“JC”), which is a new position created by the
Investigatory Powers Bill. /d. at cl. 97. Although a JC must have held high judicial office
(defined to include the US equivalent of sitting as a district level judge or above), she is
appointed by the Prime Minister and sits for a term of three years. /d. at cls. 194-195. The
Investigatory Powers Bill also places significant limitations on the scrutiny a JC can exercise in
reviewing the warrant. See id. at cl. 97. And it does not require any form of judicial approval
with respect to National Security Notices or Technical Capability Notices. /d. at cl. 218.
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Government forces these capabilities, there’s no assurance they will not be
imposed in other places where protections are absent.” Palow Decl. Ex. P 11
[Apple IPB Written Evidence]. That argument applies even more forcefully in the
US context. Should the Order stand, Apple and other technology companies will
have difficulty mounting credible opposition to the powers the UK government
seeks, not least because once the technological capability is developed it will be
hard for Apple to refuse to deploy it for other governments.

A host of other countries also try to compel technology companies to
undermine the security of their products through the use of “backdoors”.'*
BlackBerry Ltd. (“BlackBerry”), a Canadian company, has wrangled with several
countries over whether to grant their agencies backdoor access to its customers’
encrypted data. In December 2015, BlackBerry was prepared to shut down
operations in Pakistan rather than accede to demands from the government to
access encrypted communications sent and received in the country. Palow Decl.
Ex. R [Katie Collins, BlackBerry to leave Pakistan after refusing to ditch user
privacy, CNET (Dec. 1, 2015)]. In the past, however, BlackBerry has negotiated
arrangements with the United Arab Emirates, Saudi Arabia, and India involving
some measure of government access to encrypted data.'” Palow Decl. Ex. U
[Kadhim Shubber, BlackBerry gives Indian government ability to intercept
messages, Wired (July 11, 2013)]; Palow Decl. Ex. V [Lance Whitney, RIM averts

1* A backdoor is a method for remotely bypassing security to access a program, computer or
network. A backdoor can be a legitimate point of access to allow maintenance by an authorized
administrator. It can also be an unauthorized point of access. Apple and others contend that what
the government is requesting in this case is a “backdoor.” Amici submit, as explained above, see
supra p. 6-7, that what the government is asking can also be construed as requiring Apple to
hack its own iPhone. Both backdoors and compelled hacking are a serious threat to the security
of technology products and services.

' BlackBerry has also faced requests for backdoors from Russia and Indonesia; it is unclear how
it resolved those requests. See Palow Decl. Ex. S [Government asks RIM to open access to
wiretap Blackberry users, Jakarta Post (Sept. 15, 2011)]; Palow Decl. Ex. T [Maria Kiselyova
and Guy Faulconbridge, BlackBerry firm seeks security ‘balance’ in Russia, Reuters (Apr. 25,
2011)].
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BlackBerry ban in UAE, CNET (Oct. 8, 2010)]; Palow Decl. Ex. W [RIM to share
some BlackBerry codes with Saudis, Reuters (Aug. 10, 2010)].

Some countries have resorted to “key escrow” systems to try to obtain
access to encrypted data.'® A “key escrow” is a kind of backdoor, in which
technology companies offering encryption services (or individuals using
encryption) must store copies of decryption keys with the government or a “trusted
third party”. Turkey, for example, passed regulations in 2010 “requiring encryption|
suppliers to provide copies of [decryption] keys to government regulators before
offering their encryption tools to users.”'” Palow Decl. Ex. X 9 44 [2015 Special
Rapporteur Report].

In 2015, technology companies fought vigorously against a draft
Counterterrorism Law in China that would have required both backdoors and a
“key escrow” regime. See Palow Decl. Ex. Z [Tom Mitchell, Obama seeks reboot
of China cyber laws, Financial Times (Mar. 3, 2015)] (noting that “US and
European corporate executives have expressed alarm over . . . Chinese legislation
targeting telecom companies [and] internet service providers™); Palow Decl. Ex.
AA [Human Rights Watch, China: Draft Counterterrorism Law a Recipe for
Abuses (Jan. 20, 2015)]. The US government also heavily criticized these
measures, with President Barack Obama, Secretary of State John Kerry and US

'8 Some countries simply seek to discourage the use of secure technologies altogether, in
manners “tantamount to a ban, such as rules (a) requiring licenses for encryption use; (b) setting
weak technical standards for encryption; and (c) controlling the import and export of encryption
tools.” Palow Decl. Ex. X 9 41 [Report of the Special Rapporteur on the promotion and
protection of the right to freedom of opinion and expression, David Kaye, delivered to the
Human Rights Council, UN. Doc. A/HRC/29/32, (May 22, 2015) [hereinafter “2015 Special
Rapporteur Report”’]. Countries that regulate in one or more of these manners include Ethiopia,
Cuba, and Pakistan. Id. at § 41 nn. 28-30.

'7 These regulations are available in English on the website of Turkey’s Information and
Communications Technologies Authority. Palow Decl. Ex. Y art. 5 [Information and
Communication Technologies Authority, By Law on the Procedures and Principles of Encoded
or Encrypted Communication between Public Authorities and Organizations and Real and Legal
Persons in Electronical [sic] Communication Service (Oct. 23, 2010)].
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Trade Representative Michael Froman advocating against them in direct exchanges
with the Chinese government. See Palow Decl. Ex. BB [Ankit Panda, Beijing
Strikes Back in US-China Tech Wars, The Diplomat (Mar. 6, 2015)]; Palow Decl.
Ex. CC [Jeff Mason, Exclusive: Obama sharply criticizes China’s plans for new
technology rules, Reuters (Mar. 2, 2015)] (“In an interview with Reuters,
[President] Obama said he was concerned about Beijing’s plans . . . [to] require
technology firms to hand over [decryption] keys, the passcodes that help protect
data, and install security ‘backdoors’ in their systems to give Chinese authorities
surveillance access.”). The final version of the Counterterrorism Law, which
passed in December 2015, softened some of these requirements, a small victory
that may not have been won had this Court’s Order existed at the time. See Palow
Decl. Ex. DD [Samm Sacks, Apple in China, Part I: What Does Beijing Actually
Ask of Technology Companies?, Lawfare (Feb. 22, 2016)]. However, the
Counterterrorism Law still requires technology companies to provide “technical
interfaces, decryption, and other technical assistance and support” and Chinese
authorities will be working out the details of the types of assistance companies will
be compelled to provide in the coming year."® Id.

China is still in the midst of fleshing out a new legal and regulatory regime
governing technology companies. See id. It is poised to become Apple’s largest
market during this period and Chinese officials will be closely observing the US’s

approach to secure technologies. See Palow Decl. Ex. EE [Alice Truong, What

'® Decryption usually takes one of two forms: mandatory key disclosure or targeted decryption
orders. The former requires disclosure of the key necessary for decryption, permitting the
government to access all information protected by the key. The latter requires only that specific
information be decrypted and then turned over to the government. Both forms of decryption can
require “corporations to cooperate with Governments, creating serious challenges that implicate
individual users online.” Palow Decl. Ex. X § 45 [2015 Special Rapporteur Report]. Several
countries authorize key disclosure by law, including France, Spain and the United Kingdom. /d.
at 945 n.35.

18




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

G

ase 5:16-cm-00010-SP—Document 72 Filed 03/03/16 Pagé 24 of 29 Page ID #:94

Chinese slowdown? Apple’s sales double in China on iPhone growth, Quartz (Oct.
27, 2015)]. In July 2015, the Chinese government released a draft Cybersecurity
Law, which outlines obligations for technology companies operating in China. /d.
Those obligations include requiring that companies “provide unspecified
‘necessary assistance’ to police when investigating crimes and for ‘state security
reasons’”. Palow Decl. Ex. FF [Human Rights Watch, Submission by HRW to the
National People’s Congress Standing Committee on the draft Cybersecurity Law
(Aug. 4, 2015)]. The outcome of this case and other US government requests to
compel companies to undermine the security of their products are likely to
influence the final version of the Cybersecurity Law. Indeed, a Chinese official has
stated that China studied U.S. and European national laws in drafting the
Counterterrorism Law and implied those examples may have influenced its
decision to soften its approach. Palow Decl. Ex. GG [Provisions of China’s
counterterrorism bill inspired by foreign laws: official, Xinhua (Dec. 27, 2015)].
D. Other Countries Will Compel Technology Companies to Undermine the

Security of their Products and Services In Order to Commit Civil and

Human Rights Abuses

Secure technologies are fundamental to the protection of the right to freedom

of expression and opinion. States take advantage of weaknesses in these
technologies to attack these rights. These attacks, including through mass
surveillance, data collection, and online censorship and filtering, are well
documented. See Palow Decl. Ex. HH [Report of the Special Rapporteur on the
promotion and protection of the right fo freedom of opinion and expression, Frank
La Rue, delivered to the Human Rights Council, UN. Doc. A/HRC/23/40 (Apr. 23,
2013)]; Palow Decl. Ex. I1 q 34 [Report of the Special Rapporteur on the
promotion and protection of human rights and fundamental freedoms while
countering terrorism, Martin Scheinin, delivered to the Human Rights Council,

U.N. Doc. A/HRC/13/37 (Dec. 28, 2009)] (describing how surveillance measures
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in many countries “have a chilling effect on users, who are afraid to visit websites,
express their opinions or communicate with other persons for fear that they will
face sanctions™). In the face of these attacks, secure technologies:
enable private communications and can shield an opinion from outside
scrutiny, particularly important in hostile political, social, religious and
legal environments. Where States impose unlawful censorship through
filtering and other technologies, [they] . . . may empower individuals to
circumvent barriers and access information and ideas without the
intrusion of authorities. Journalists, researchers, lawyers and civil
society rely on [secure technologies] to shield themselves (and their
sources, clients and partners) from surveillance and harassment.
Palow Decl. Ex. X § 12 [2015 Special Rapporteur Report].

The US government has also recognized the critical importance of secure
technologies to protect the rights to freedom of expression and association. It has
voiced its support for “the development and robust adoption of strong encryption,
which is a key tool to . . . promote freedoms of expression and association” and is
“especially important in sensitive contexts where attribution could have negative
political, social or personal consequences or when the privacy interests in the
information are strong.” Palow Decl. Ex. JJ, at 1 [U.S. Submission to the Special
Rapporteur on the Promotion of the Right to Freedom of Opinion and Expression
(Feb. 26, 2015)]. It has accordingly, “as a matter of policy . . . long supported the
development and use of strong encryption and anonymity-enabling tools online.”
Id. at 2. In particular, it has

provided funding to support the development and dissemination of anti-
censorship and secure communications technologies to ensure that
human rights defenders and vulnerable civil society communities, such

as journalists, LGBT activists and religious minorities, operating in
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repressive contexts are able [sic] communicate securely, associate
safely, and express themselves freely online.
1d.

Secure technologies can also play a vital role in protecting other
fundamental civil and human rights. Some states have exploited vulnerabilities in
these technologies not only to target activists, dissidents, and political opponents
but also to arrest and torture these individuals. See generally Palow Decl. Ex. KK
[The Right to Privacy in the Digital Age, G.A. Res. 69/166, pmbl., U.N. Doc.
A/Res/69/166 (Feb. 10, 2014)] ( “[n]oting with deep concern that, in many
countries, persons and organisations engaged in promoting and defending human
rights and fundamental freedoms frequently face threats and harassment and suffer
insecurity as well as unlawful or arbitrary interference with their right to privacy as
a result of their activities”). The Committee to Protect Journalists, for example, has
advised reporters to use encryption tools when communicating with sources in
Syria or risk their well-being. Palow Decl. Ex. LL [Eva Galperin, Don 't get your
sources in Syria killed, Committee to Protect Journalists (May 21, 2012)]
(describing the Syrian surveillance regime as “extensive” and the use of malware
by “pro-Syrian government hackers”). In Bahrain, former political prisoners have
reported that they were beaten and interrogated while being shown transcripts of
text messages and other communications intercepted by the government. Palow
Decl. Ex. MM [Vernon Silver & Ben Elgin, Torture in Bahrain Becomes Routine
With Help From Nokia Siemens, Bloomberg (Aug. 22, 2011)]. Activists and
journalists detained in Tran have reported similar incidents. Palow Decl. Ex. NN
[Ben Elgin, Vernon Silver & Alan Katz, Iranian Police Seizing Dissidents Get Aid
of Western Companies, Bloomberg (Oct. 31, 2011)] (describing the experience of a
journalist who was shown “transcripts of his mobile phone calls, e-mails and text

messages during his detention”).

21
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Dated: March 3, 2016

V.

For all of these reasons, Privacy International and HRW strongly urge the

the search of the iPhone at issue.
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CONCLUSION

Court to consider the wider implications of the Order compelling Apple to assist in

Respectfully submitted,

By (a2 09

Caroline Wilson Palow (SBN 241031)
Scarlet Kim

PRIVACY INTERNATIONAL

62 Britton Street

London ECIM 5UY

United Kingdom

Telephone: +44.20.3422.4321
caroline@privacyinternational.org

Attorneys for Amici Curiae
Privacy International and
Human Rights Watch
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PROOF OF SERVICE
I am a citizen of the United States of America and employed in London, the
United Kingdom. I am over the age of 18 and not a party to the within action. My
business address is Privacy International, 62 Britton Street, London ECIM 5UY,
United Kingdom.
On March 3, 2016, I caused to be served through mail (FedEx) and/or e-mail

on each person on the attached Service List the foregoing document described as:
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Service List

BRIEF OF AMICI CURIAE PRIVACY INTERNATIONAL
AND HUMAN RIGHTS WATCH

Service Type

Counsel Served

Party

E-mail*

Theodore J. Boutrous, Jr.

Nicola T. Hanna

Eric D. Vandevelde

Gibson, Dunn & Crutcher LLP

333 South Grand Avenue

Los Angeles, CA 90071-3197

Telephone: (213) 229-7000

Facsimile: (213) 229-7520

Email: tboutrous@gibsondunn.com
nhanna@gibsondunn.com
evandevelde@gibsondunn.com

Apple, Inc.

E-mail*

Theodore B. Olson

Gibson, Dunn & Crutcher LLP
1050 Connecticut Avenue, N.W.
Washington, D.C. 20036-5306
Telephone: (202) 955-8500
Facsimile: (202) 467-0539
Email: tolson@gibsondunn.com

Apple, Inc.

E-mail*

Marec J. Zwillinger
Jeffrey G. Landis
Zwillgen PLLC

Apple, Inc.
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1900 M Street N.W., Suite 250
Washington, D.C. 20036
Telephone: (202) 706-5202
Facsimile: (202) 706-5298
Email: marc@zwillgen.com
jefflwzwillgen.com
Mail & E-mail | Eileen M. Decker United States of
Patricia A. Donahue America
Tracy L. Wilkison
Allen W. Chui
1500 United States Courthouse
7312 North Spring Street
Los Angeles, California 90012
Telephone: (213) 894-0622/2435
Facsimile: (213) 894-8601-7520
Email: Tracy.Wilkison@usdoj.gov
Allen.Chiu@usdoj.gov

*Apple, Inc. has consented in writing to service by electronic means in accordance
with Federal Rule of Civil Procedure 5(b)(E), Local Civil Rule 5-3.1.1, and Local
Criminal Rule 49-1.3.2(b).

I declare under penalty of perjury under the laws of the United States of
America that the foregoing is true and correct and that I have made service at the
direction of a member of the bar of this Court.

Executed on March 3, 2016 in London, United Kingdom

Ater

Sara Nelson
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DECLARATION OF CAROLINE WILSON PALOW

I, Caroline Wilson Palow, declare as follows:

1. I'am licensed to practice law before-this Court. I am the General
Counsel of Privacy International and am one of the attorneys responsible for
representing amici curiae Privacy International and Human Rights Watch in the
above-captioned matter. I submit this declaration in support of the Brief of Amici
Curiae Privacy International and Human Rights Watch. The following facts are
true to the best of my knowledge and belief and, if called and sworn as a witness,
I could and would testify competently to them.

2. Attached hereto as Exhibit A is a true and correct copy of the Apple
Inc. document, iOS Security: iOS 9.0 or later, originally published in September
2015, available at https://www.apple.com/business/docs/iOS_Security Guide.pdf.
The document was printed on March 2, 2016.

3. Attached hereto as Exhibit B is a true and correct copy of The Daily
Dot article, How cybercriminals use major news events to attack you, by Patrick
Howell O’Neill, originally published on August 5, 2013, available at
http://www.dailydot.com/technology/prince-george-hack-watering-hole-attack/.
The article was printed on March 2, 2016.

4. Attached hereto as Exhibit C is a true and correct copy of the Wired
article, FBI Admits It Controlled Tor Servers Behind Mass Malware Attack, by
Kevin Poulsen, originally published on September 13, 2013, available at
http://www.wired.com/2013/09/freedom-hosting-fbi/. The article was printed on
March 2, 2016.

5. Attached hereto as Exhibit D is a true and correct copy of the
Washington Post article, Meet the woman in charge of the FBI’s most
controversial high-tech tools, by Ellen Nakashima, originally published on
December 8, 2015, available at https://www.washingtonpost.com/world/national-

security/meet-the-woman-in-charge-of-the-fbis-most-contentious-high-tech-




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

ase 5:16-cm-00010-SP Doc;umfnt 73 Filed 03/03/16 Page 3 ofsg) Page ID #:954

tools/2015/12/08/15adb35e-9860-11€5-8917-653b65¢809¢b_story.html. The
article was printed on March 2, 2016.

6. Attached hereto as Exhibit E is a true and correct copy of the
Washington Post article, Forbes Web site was compromised by Chinese
cyberespionage group, researchers say, by Andrea Peterson, originally published
on February 10, 2015, available at https://www.washingtonpost.com/news/the-
switch/wp/2015/02/10/forbes-web-site-was-compromised-by-chinese-
cyberespionage-group-researchers-say/. The article was printed on March 2,
2016.

7. Attached hereto as Exhibit F is a true and correct copy of an excerpt

from the book Data and Goliath, by Bruce Schneier, originally published in 2015,

The excerpt was copied on March 2, 2016.

8. Attached hereto as Exhibit G is a true and correct copy of an excerpt
from the report of the President’s Review Group on Intelligence and
Communications Technologies, entitled Liberty and Security in a Changing
World, originally published on December 12, 2013, available at
https://www.whitehouse.gov/sites/default/files/docs/2013-12-
12_rg_final report.pdf. The excerpt was printed on March 2, 2016.

9. Attached hereto as Exhibit H is a true and correct copy of the US
Department of Homeland Security’s “Mobile Security Tip Card,” originally
published as part of the Stop.Think.Connect. campaign, available at
https://www.dhs.gov/sites/default/files/publications/Mobile%20Security%20Tip
%20Card_3.pdf. The tip card was printed on March 2, 2016.

10. Attached hereto as Exhibit I is a true and correct copy of the Letter to
the Court filed by Apple Inc. on February 17, 2016 in In re Order Requiring
Apple, Inc. to Assist in the Execution of a Search Warrant Issued by this Court,
No. 15-MC-1902 (E.D.N.Y.), Dkt. 27.
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11. Attached hereto as Exhibit J is a true and correct copy of the NPR
article, Slippery Slope? Court Orders Apple to Unlock Shooter’s iPhone, by
Martin Kaste, originally published on February 18, 2016, available at
http://www.npr.org/2016/02/18/467176553/slippery-slope-court-orders-apple-to-
unlock-shooter-s-iphone. The article was printed on March 2, 2016.

12. Attached hereto as Exhibit K is a true and correct copy of an English
translation of article 15 of the Federal Law of the Russian Federation on the
Federal Security Service Act (no. 40-FZ) 1995, created by the Council of Europe,
available at
http://www.legislationline.org/download/action/download/id/3708/file/RF law fe
d_security_service 1999 am2011_en.pdf. Legislationline.org is a site maintained
by the Organization for Security and Co-operation in Europe. The translation was
printed on March 2, 2016.

13. Attached hereto as Exhibit L is a true and correct copy of the Library
of Congress’s guide to translations of Russian legislation into English, Russian
Federation: Translation of National Legislation into English, originally published
in 2012, available at https://www.loc.gov/law/find/pdfs/2012-
007612_RU_RPT.pdf. The guide lists legislationline.org as an online resource for
finding such translations. The guide was printed on March 2, 2016.

14. Attached hereto as Exhibit M is a true and correct copy of the Wired
article, Russia’s Top Cyber Sleuth Foils US Spies, Helps Kremlin Pals, by Noah
Shachtman, originally published on July 23, 2012, available at
http://www.wired.com/2012/07/ff kaspersky/. The article was printed on March
2,2016.

15. Attached hereto as Exhibit N is a true and correct copy of the report,
Opinion on the Federal Law on the Federal Security Service (FSB) of the Russian
Federation, by the Council of Europe’s European Commission for Democracy

through Law, originally published on June 20, 2012, available at
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http://www.venice.coe.int/webforms/documents/default.aspx?pdffile=CDL -
AD(2012)015-e. The article was printed on March 2, 2016.

16. Attached hereto as Exhibit O is a true and correct copy of excerpts of
the Investigatory Powers Bill, Bill 143, introduced to the UK Parliament on
March 1, 2016, available at
http://www.publications.parliament.uk/pa/bills/cbill/2015-2016/0143/16143.pdf.
The excerpts were printed on March 2, 2016.

17. Attached hereto as Exhibit P is a true and correct copy of the written
evidence (IPB0093) presented by Apple Inc. and Apple Distribution International
to the UK Joint Committee on the Draft Investigatory Powers Bill, originally
published on January 7, 2016, available at
http://data.parliament.uk/writtenevidence/committeeevidence.sve/evidencedocum
ent/draft-investigatory-powers-bill-committee/draft-investigatory-powers-
bill/written/26341.html. The evidence was printed on March 2, 2016.

18. Attached hereto as Exhibit Q is a true and correct copy of the written
evidence (IPB0116) presented by Facebook Inc., Google Inc., Microsoft Corp.,
Twitter Inc. and Yahoo Inc. to the UK Joint Committee on the Draft Investigatory
Powers Bill, originally published on January 7, 2016, available at
http://data.parliament.uk/writtenevidence/committeeevidence.sve/evidencedocum
ent/draft-investigatory-powers-bill-committee/draft-investigatory-powers-
bill/written/26367.html. The evidence was printed on March 2, 2016.

19. Attached hereto as Exhibit R is a true and correct copy of the CNET
article, BlackBerry to leave Pakistan after refusing to ditch user privacy, by Katie
Collins, originally published on December 1, 20135, available at
http://www.cnet.com/au/news/blackberry-leaves-pakistan-after-refusing-to-
compromise-user-privacy/. The article was printed on March 2, 2016.

20. Attached hereto as Exhibit S is a true and correct copy of the Jakarta

Post article, Government asks RIM to open access to wiretap Blackberry users,
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Jakarta Post, originally published on September 15, 2011, available at
hitp://www.thejakartapost.com/news/2011/09/15/government-asks-rim-open-
access-wiretap-blackberry-users.html. The article was printed on March 2, 2016,

21. Attached hereto as Exhibit T is a true and correct copy of the Reuters
article, BlackBerry firm seeks security ‘balance’ in Russia, by Maria Kiselyova &
Guy Faulconbridge, originally published on April 25,2011, available at
http://www.reuters.com/article/us-blackberry-russia-idlUSTRE7301ZL20110425.
The article was printed on March 2, 2016.

22, Attached hereto as Exhibit U is a true and correct copy of the Wired
article, BlackBerry gives Indian government ability to intercept message, by
Kadhim Shubber, originally published on July 11, 2013, available at
http://www.wired.co.uk/news/archive/2013-07/11/blackberry-india. The article
was printed on March 2, 2016.

23. Attached hereto as Exhibit V is a true and correct copy of the CNET
article, RIM averts BlackBerry ban in UAE, by Lance Whitney, originally
published on October 8, 2010, available at http://www.cnet.com/news/rim-averts-
blackberry-ban-in-uae/. The article was printed on March 2, 2016.

24, Attached hereto as Exhibit W is a true and correct copy of the
Reuters article, RIM to share some BlackBerry codes with Saudis, originally
published on August 10, 2010, available at http://www.reuters.com/article/us-
blackberry-saudi-idUSTRE6751Q220100810. The article was printed on March
2,2016.

25. Attached hereto as Exhibit X is a true and correct copy of the Report
of the Special Rapporteur on the promotion and protection of the right to freedom
of opinion and expression, David Kaye (U.N. Doc. A/HRC/29/32), delivered to
the Human Rights Council on May 22, 2015, available at
http://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session29/Document
s/A.-HRC.29.32_ AEV.doc. The report was printed on March 2, 2016.
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26. Attached hereto as Exhibit Y is a true and correct copy of an English
translation of the By Law on the Procedures and Principles of Encoded or
Encrypted Communication between Public Authorities and Organizations and
Real and Legal Persons in Electronical [sic] Communication Service, dated
October 23, 2010, by Turkey’s Information and Communication Technologies
Authority, which can be found on http://www.btk.gov.tr/en-
US/Ordinances?page=3. The translation was printed on March 2, 2016.

27. Attached hereto as Exhibit Z is a true and correct copy of the
Financial Times article, Obama seeks reboot of China cyber laws, by Tom
Mitchell, originally published on March 3, 2015, available at
hitp://www.ft.com/cms/s/0/febddc18-c16e-11e4-8b74-
00144feab7de.html#axzz411bGasJD. The article was printed on March 2, 2016.

28. Attached hereto as Exhibit AA is a true and correct copy of a Human
Rights Watch blog post, China: Draft Counterterrorism Law a Recipe for Abuses,
originally published on January 20, 2015, available at
https://www.hrw.org/news/2015/01/20/china-draft-counterterrorism-law-recipe-
abuses. The post was printed on March 2, 2016.

29. Attached hereto as Exhibit BB is a true and correct copy of The
Diplomat article, Beijing Strikes Back in US-China Tech Wars, by Ankit Panda,
originally published on March 6, 2015, available at
http://thediplomat.com/2015/03/beijing-strikes-back-in-us-china-tech-wars/. The
article was printed on March 2, 2016.

30. Attached hereto as Exhibit CC is a true and correct copy of the
Reuters article, Exclusive: Obama sharply criticizes China’s plans for new
technology rules, by Jeff Mason, originally published on March 2, 2015, available
at http://www.reuters.com/article/us-usa-obama-china-
idUSKBNOLY2H520150302. The article was printed on March 2, 2016.
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31. Attached hereto as Exhibit DD is a true and correct copy of the
Lawfare blog post, Apple in China, Part I: What Does Beijing Actually Ask of
Technology Companies?, by Samm Sacks, originally published on February 22,
2016, available at https://www.lawfareblog.com/apple-china-part-i-what-does-
beijing-actually-ask-technology-companies. The post was published on March 2,
2016.

32. Attached hereto as Exhibit EE is a true and correct copy of the
Quartz article, What Chinese slowdown? Apple’s sales double in China on iPhone
growth, by Alice Truong, originally published on October 27, 2015, available at
http://qz.com/534907/what-chinese-slowdown-apples-sales-double-in-china-on-
iphone-growth/. The article was published on March 2, 2016.

33. Attached hereto as Exhibit FF is a true and correct copy of the
submission by Human Rights Watch to China’s National People’s Congress
Standing Committee on the draft Cybersecurity Law, originally published on
August 4, 2015, available at https://www.hrw.org/news/2015/08/04/hrw-
submission-draft-cybersecurity-law. The letter was published on March 2, 2016.

34. Attached hereto as Exhibit GG is a true and correct copy of the
Xinhua article, Provisions of China’s counterterrorism bill inspired by foreign
laws: official, originally published on December 27, 2015, available at
http://news.xinhuanet.com/english/2015-12/27/c_134955785.htm. The letter was
published on March 2, 2016.

35. Attached hereto as Exhibit HH is a true and correct copy of the
Report of the Special Rapporteur on the promotion and protection of the right to
Jfreedom of opinion and expression, Frank La Rue (UN. Doc. A/HRC/23/40),
delivered to the Human Rights Council on April 23, 2013, available at
http://www.ohchr.org/Documents/HRBodies/HR Council/RegularSession/Session
23/A.HRC.23.40_EN.pdf. The report was printed on March 2, 2016.
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36. Attached hereto as Exhibit IT is a true and correct copy of the Report
of the Special Rapporteur on the promotion and protection of human rights and
Jfundamental freedoms while countering terrorism, Martin Sheinin (UN. Doc.
A/HRC/13/37), delivered to the Human Rights Council on December 28, 2009,
available at http://www2.ohchr.org/english/bodies/hrcouncil/docs/13session/A-
HRC-13-37.pdf. The report was printed on March 2,2016.

37. Attached hereto as Exhibit JJ is a true and correct copy of the
submission by the United States to the Special Rapporteur on the Promotion of
the Right to Freedom of Opinion and Expression, originally published on
February 27, 2015, available at
http://www.ohchr.org/Documents/Issues/Opinion/Communications/States/USA.p
df. The report was printed on March 2, 2016.

38. Attached hereto as Exhibit KK is a true and correct copy of the
Resolution adopted by the UN General Assembly on December 18, 2014 at the
69th session of the UN (U.N. Doc. A/RES/69/166), The right to privacy in the
digital age, available at
http://www.un.org/en/ga/search/view_doc.asp?symbol=A/RES/69/166. The
resolution was printed on March 2, 2016.

39. Attached hereto as Exhibit LL is a true and correct copy of the
Committee to Protect Journalists® blog post, Don 't get your sources in Syria
killed, by Eva Galperin, originally published on May 21, 2012, available at
https://cpj.org/blog/2012/05/dont-get-your-sources-in-syria-killed.php. The post
was printed on March 2, 2016.

40. Attached hereto as Exhibit MM is a true and correct copy of the
Bloomberg article, Torture in Bahrain Becomes Routine With Help From Nokia
Siemens, by Vernon Silver and Ben Elgin, originally published on August 22,
2011, available at http://www.bloomberg.com/news/articles/2011-08-22/torture-
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in-bahrain-becomes-routine-with-help-from-nokia-siemens-networking. The post
was printed on March 2, 2016.

41. Attached hereto as Exhibit NN is a true and correct copy of the
Bloomberg article, [ranian Police Seizing Dissidents Get Aid of Western
Companies, by Ben Elgin, Vernon Silver and Alan Katz, originally published on
October 31, 2011, available at http://www.bloomberg.com/news/articles/2011-10-
31/iranian-police-seizing-dissidents-get-aid-of-western-companies. The post was
printed on March 2, 2016.

I declare under penalty of perjury of the laws of the United States that the
foregoing is true and correct. Executed in London, United Kingdom on March 3,
2016.

Cond U Br_

Caroline Wilson Palow
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iOS Security

i0S 90 or later

September 2015

Exhibit A
002
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Contents

Page 4 Introduction

Page 5 System Security
Secure boot chain
System Software Authorization
Secure Enclave
Touch ID

Page 10  Encryption and Data Protection
Hardware security features
File Data Protection
Passcodes
Data Protection classes
Keychain Data Protection
Access to Safari saved passwords
Keybags
Security Certifications and programs

Page 18 App Security
App code signing
Runtime process security
Extensions
App Groups
Data Protection in apps
Accessories
HomeKit
HealthKit
Apple Watch

Page 27  Network Security
TLS
VPN
Wi-Fi
Bluetooth
Single Sign-on
AirDrop security

Page 31 Apple Pay
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App Sandbox

Software

Hardware and
Firmware

Security architecture diagram of iOS provides
a visual overview of the different technologies
discussed in this document,

Introduction

Apple designed the iOS platform with security at its core. When we set out to create
the best possible mobile platform, we drew from decades of experience to build an
entirely new architecture. We thought about the security hazards of the desktop
environment, and established a new approach to security in the design of i0S. We
developed and incorporated innovative features that tighten mobile security and
protect the entire system by default. As a result, i0S is a major leap forward in security
for mobile devices.

Every iOS device combines software, hardware, and services designed to work
together for maximum security and a transparent user experience. iOS protects not
only the device and its data at rest, but the entire ecosystem, including everything
users do locally, on networks, and with key Internet services,

iOS and iOS devices provide advanced security features, and yet they're also easy

to use. Many of these features are enabled by default, so IT departments don’t need
to perform extensive configurations. And key security features like device encryption
are not configurable, so users can't disable them by mistake. Other features, such as
Touch ID, enhance the user experience by making it simpler and more intuitive to
secure the device,

This document provides details about how security technology and features are
implemented within the i0S platform. It will also help organizations combine i0S
platform security technology and features with their own policies and procedures
to meet their specific security needs.

This document is organized into the following topic areas:

* System security: The integrated and secure software and hardware that are the platform
for iPhone, iPad, and iPod touch.

* Encryption and data protection: The architecture and design that protects user data if
the device is lost or stolen, or if an unauthorized person attempts to use or modify it.

* App security: The systems that enable apps to run securely and without compromising
platform integrity.

* Network security: Industry-standard networking protocols that provide secure
authentication and encryption of data in transmission.

* Apple Pay: Apple’s implementation of secure payments.

* Internet services: Apple’s network-based infrastructure for messaging, syncing,
and backup.

+ Device controls: Methods that prevent unauthorized use of the device and enable
it to be remotely wiped if lost or stolen.

* Privacy controls: Capabilities of i0S that can be used to control access to Location
Services and user data.
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Entering Device Firmware Upgrade
(DFU) mode -

Restoring a device after it enters DFU
mode returns it to a known good state
with the certainty that only unmodified
Apple-signed code is present. DFU mode
can be entered manually: First connect
the device to a computer using a USB
cable, then hold down both the Home
and Sleep/Wake buttons. After 8 seconds,
release the Sleep/Wake button while
continuing to hold down the Home
button. Note: Nothing will be displayed
on the screen when the device is in

DFU mode. If the Apple logo appears,
the Sleep/Wake button was held down
too long.

System Security

System security is designed so that both software and hardware are secure across
all core components of every iOS device. This includes the boot-up process, software
updates, and Secure Enclave. This architecture is central to security in iOS, and never
gets in the way of device usability.

The tight integration of hardware and software on iOS devices ensures that each
component of the system is trusted, and validates the system as a whole. From initial
boot-up to i0S software updates to third-party apps, each step is analyzed and vetted
to help ensure that the hardware and software are performing optimally together and
using resources properly.

Secure boot chain

Each step of the startup process contains components that are cryptographically
signed by Apple to ensure integrity and that proceed only after verifying the chain of
trust. This includes the bootloaders, kernel, kernel extensions, and baseband firmware.

When an iOS device is turned on, its application processor immediately executes code
from read-only memory known as the Boot ROM. This immutable code, known as the
hardware root of trust, is laid down during chip fabrication, and is implicitly trusted.
The Boot ROM code contains the Apple Root CA public key, which is used to verify that
the Low-Level Bootloader (LLB) is signed by Apple before allowing it to load. This is
the first step in the chain of trust where each step ensures that the next is signed by
Apple. When the LLB finishes its tasks, it verifies and runs the next-stage bootloader,
iBoot, which in turn verifies and runs the i0S kernel.

This secure boot chain helps ensure that the lowest levels of software are not tampered
with and allows iOS to run only on validated Apple devices.

For devices with cellular access, the baseband subsystem also utilizes its own similar
process of secure booting with signed software and keys verified by the baseband
processor.

For devices with an A7 or later A-series processor, the Secure Enclave coprocessor also
utilizes a secure boot process that ensures its separate software is verified and signed
by Apple.

If one step of this boot process is unable to load or verify the next process, startup is
stopped and the device displays the “Connect to iTunes” screen. This is called recovery
mode. If the Boot ROM is not able to load or verify LLB, it enters DFU (Device Firmware
Upgrade) mode. In both cases, the device must be connected to iTunes via USB and
restored to factory default settings. For more information on manually entering
recovery mode, see hitps://support.apple.com/kb/HT1808.
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System Software Authorization

Apple regularly releases software updates to address emerging security concerns and
also provide new features; these updates are provided for all supported devices simul-
taneously. Users receive i0S update notifications on the device and through iTunes, and
updates are delivered wirelessly, encouraging rapid adoption of the latest security fixes.

The startup process described above helps ensure that only Apple-signed code can be
installed on a device. To prevent devices from being downgraded to older versions that
lack the latest security updates, iOS uses a process called System Software Authorization.
If downgrades were possible, an attacker who gains possession of a device could install
an older version of iOS and exploit a vulnerability that's been fixed in the newer version.

On a device with an A7 or later A-series processor, the Secure Enclave coprocessor
also utilizes System Software Authorization to ensure the integrity of its software and
prevent downgrade installations. See “Secure Enclave,” below.

i0S software updates can be installed using iTunes or over the air (OTA) on the device.
With iTunés, a full copy of i0S is downloaded and installed. OTA software updates
download only the components required to complete an update, improving network
efficiency, rather than downloading the entire OS. Additionally, software updates can be
cached on a local network server running the caching service on OS X Server so that
iOS devices do not need to access Apple servers to obtain the necessary update data.

During an i0S upgrade, iTunes (or the device itself, in the case of OTA software
updates) connects to the Apple installation authorization server and sends it a list of
cryptographic measurements for each part of the installation bundle to be installed
(for example, LLB, iBoot, the kernel, and OS image), a random anti-replay value (nonce),
and the device's unique ID (ECID).

The authorization server checks the presented list of measurements against versions for
which installation is permitted and, if it finds a match, adds the ECID to the measurement
and signs the result. The server passes a complete set of signed data to the device as
part of the upgrade process. Adding the ECID “personalizes” the authorization for the
requesting device. By authorizing and signing only for known measurements, the server
ensures that the update takes place exactly as provided by Apple.

The boot-time chain-of-trust evaluation verifies that the signature comes from Apple
and that the measurement of the item loaded from disk, combined with the device’s
ECID, matches what was covered by the signature,

These steps ensure that the authorization is for a specific device and that an old i0S
version from one device can't be copied to another. The nonce prevents an attacker
from saving the server’s response and using it to tamper with a device or otherwise
alter the system software.
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Secure Enclave

The Secure Enclave is a coprocessor fabricated in the Apple A7 or later A-series
processor. It utilizes its own secure boot and personalized software update separate
from the application processor. It provides all cryptographic operations for Data
Protection key management and maintains the integrity of Data Protection even

if the kernel has been compromised.

The Secure Enclave uses encrypted memory and includes a hardware random
number generator. Its microkernel is based on the L4 family, with modifications by
Apple. Communication between the Secure Enclave and the application processor
is isolated to an interrupt-driven mailbox and shared memory data buffers.

Each Secure Enclave is provisioned during fabrication with its own UID (Unique ID)

that is not accessible to other parts of the system and is not known to Apple. When
the device starts up, an ephemeral key is created, entangled with its UID, and used

to encrypt the Secure Enclave’s portion of the device’s memory space.

Additionally, data that is saved to the file system by the Secure Enclave is encrypted
with a key entangled with the UID and an anti-replay counter.

The Secure Enclave is responsible for processing fingerprint data from the Touch

ID sensor, determining if there is a match against registered fingerprints, and then
enabling access or purchases on behalf of the user. Communication between the
processor and the Touch ID sensor takes place over a serial peripheral interface

bus. The processor forwards the data to the Secure Enclave but cannot read it. It's
encrypted and authenticated with a session key that is hegotiated using the device's
shared key that is provisioned for the Touch ID sensor and the Secure Enclave. The
session key exchange uses AES key wrapping with both sides providing a random
key that establishes the session key and uses AES-CCM transport encryption.

Touch ID

Touch ID is the fingerprint sensing system that makes secure access to the device
faster and easier. This technology reads fingerprint data from any angle and learns
more about a user’s fingerprint over time, with the sensor continuing to expand the
fingerprint map as additional overlapping nodes are identified with each use.

Touch ID makes using a longer, more complex passcode far more practical because
users won't have to enter it as frequently. Touch ID also overcomes the inconvenience
of a passcode-based lock, not by replacing it but by securely providing access to the
device within thoughtful boundaries and time constraints.

Touch ID and passcodes

To use Touch ID, users must set up their device so that a passcode is required to unlock
it. When Touch ID scans and recognizes an enrolled fingerprint, the device unlocks
without asking for the device passcode. The passcode can always be used instead of
Touch ID, and it’s still required under the following circumstances:

+ The device has just been turned on or restarted.

+ The device has not been unlocked for more than 48 hours.
+ The device has received a remote lock command.

« After five unsuccessful attempts to match a fingerprint.

+ When setting up or enrolling new fingers with Touch ID.
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When Touch ID is enabled, the device immediately locks when the Sleep/Wake
button is pressed. With passcode-only security, many users set an unlocking grace
period to avoid having to enter a passcode each time the device is used. With Touch
ID, the device locks every time it goes to sleep, and requires a fingerprint—or
optionally the passcode—at every wake.

Touch ID can be trained to recognize up to five different fingers. With one finger
enrolled, the chance of a random match with someone else is 1 in 50,000. However,
Touch ID allows only five unsuccessful fingerprint match attempts before the user
is required to enter a passcode to obtain access.

Other uses for Touch ID

Touch ID can also be configured to approve purchases from the iTunes Store, the

App Store, and the iBooks Store, so users don't have to enter an Apple ID password.
When they choose to authorize a purchase, authentication tokens are exchanged
between the device and the store. The token and cryptographic nonce are held in the
Secure Enclave. The nonce is signed with a Secure Enclave key shared by all devices
and the iTunes Store.

Touch ID can also be used with Apple Pay, Apple’s implementation of secure payments.
For more information, see the Apple Pay section of this document.

Additionally, third-party apps can use system-provided APIs to ask the user to
authenticate using Touch ID or a passcode. The app is only notified as to whether
the authentication was successful; it cannot access Touch ID or the data associated
with the enrofled fingerprint.

Keychain items can also be protected with Touch ID, to be released by the Secured
Enclave only by a fingerprint match or the device passcode. App developers also
have APIs to verify that a passcode has been set by the user and therefore able to
authenticate or unlock keychain items using Touch ID.

With i0S 9, developers can require that Touch ID API operations don’t fall back to
an application password or the device passcode. Along with the ability to retrieve a
representation of the state of enrolled fingers, this allows Touch ID to be used as a
second factor in security sensitive apps.

Touch ID security

The fingerprint sensor is active only when the capacitive steel ring that surrounds the
Home button detects the touch of a finger, which triggers the advanced imaging array
to scan the finger and send the scan to the Secure Enclave.

The raster scan is temporarily stored in encrypted memory within the Secure Enclave
while being vectorized for analysis, and then it's discarded. The analysis utilizes sub-
dermal ridge flow angle mapping, which is a lossy process that discards minutia data
that would be required to reconstruct the user's actual fingerprint. The resulting map
of nodes is stored without any identity information in an encrypted format that can
only be read by the Secure Enclave, and is never sent to Apple or backed up to iCloud
or iTunes.
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How Touch ID unlocks an iOS device

If Touch ID is turned off, when a device locks, the keys for Data Protection class
Complete, which are held in the Secure Enclave, are discarded. The files and keychain
items in that class are inaccessible until the user unlocks the device by entering his
or her passcode.

With Touch ID turned on, the keys are not discarded when the device locks; instead,
they're wrapped with a key that is given to the Touch ID subsystem inside the Secure
Enclave. When a user attempts to unlock the device, if Touch ID recognizes the user’s
fingerprint, it provides the key for unwrapping the Data Protection keys, and the
device is unlocked. This process provides additional protection by requiring the

Data Protection and Touch ID subsystems to cooperate in order to unlock the device.

The keys needed for Touch ID to unlock the device are lost if the device reboots
and are discarded by the Secure Enclave after 48 hours or five failed Touch ID
recognition attempts.
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Erase all content and settings

The “Erase all content and settings”
option in Settings obliterates all the keys
in Effaceable Storage, rendering all user
data on the device cryptographically inac-
cessible. Therefore, it's an ideal way to be
sure all personal information is removed
from a device before giving it to somebody
else or returning it for service. Important;
Do not use the "Erase all content and
settings” option until the device has been
backed up, as there is no way to recover
the erased data.

Encryption and Data Protection

The secure boot chain, code signing, and runtime process security all help to ensure
that only trusted code and apps can run on a device. iOS has additional encryption
and data protection features to safeguard user data, even in cases where other parts
of the security infrastructure have been compromised (for example, on a device with
unauthorized modifications). This provides important benefits for both users and

IT administrators, protecting personal and corporate information at all times and
providing methods for instant and complete remote wipe in the case of device
theft or loss.

Hardware security features

On mobile devices, speed and power efficiency are critical. Cryptographic operations
are complex and can introduce performance or battery life problems if not designed
and implemented with these priorities in mind.

Every iOS device has a dedicated AES 256 crypto engine built into the DMA path
between the flash storage and main system memory, making file encryption highly
efficient.

The device’s unique ID (UID) and a device group ID (GID) are AES 256-bit keys fused
(UID} or compiled (GID) into the application processor and Secure Enclave during
manufacturing. No software or firmware can read them directly; they can see only the
results of encryption or decryption operations performed by dedicated AES engines
implemented in silicon using the UID or GID as a key. Additionally, the Secure Enclave’s
UID and GID can only be used by the AES engine dedicated to the Secure Enclave. The
UIDs are unique to each device and are not recorded by Apple or any of its suppliers.
The GIDs are common to all processors in a class of devices (for example, all devices
using the Apple A8 processor), and are used for non security-critical tasks such as when
delivering system software during installation and restore. Integrating these keys into
the silicon helps prevent them from being tampered with or bypassed, or accessed
outside the AES engine. The UIDs and GIDs are also not available via JTAG or other
debugging interfaces.

The UID allows data to be cryptographically tied to a particular device. For example,
the key hierarchy protecting the file system includes the UID, so if the memory chips
are physically moved from one device to another, the files are inaccessible. The UID is
not related to any other identifier on the device.

Apart from the UID and GID, all other cryptographic keys are created by the system’s
random number generator (RNG) using an algorithm based on CTR_DRBG. System
entropy is generated from timing variations during boot, and additionally from
interrupt timing once the device has booted. Keys generated inside the Secure Enclave
use its true hardware random number generator based on multiple ring oscillators post
processed with CTR_DRBG.

Securely erasing saved keys is just as important as generating them. It's especially
challenging to do so on flash storage, where wear-leveling might mean multiple copies
of data need to be erased. To address this issue, iOS devices include a feature dedicated
to secure data erasure called Effaceable Storage. This feature accesses the underlying
storage technology (for example, NAND) to directly address and erase a small number
of blocks at a very low level.
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File Data Protection

In addition to the hardware encryption features built into i0S devices, Apple uses a
technology calied Data Protection to further protect data stored in flash memory on
the device. Data Protection allows the device to respond to common events such as
incoming phone calls, but also enables a high level of encryption for user data. Key
system apps, such as Messages, Mail, Calendar, Contacts, Photos, and Health data values
use Data Protection by default, and third-party apps installed on iOS 7 or later receive
this protection automatically.

Data Protection is implemented by constructing and managing a hierarchy of keys,
and builds on the hardware encryption technologies built into each iOS device. Data
Protection is controlled on a per-file basis by assigning each file to a class; accessibility
is determined by whether the class keys have been unlocked.

Architecture overview

Every time a file on the data partition is created, Data Protection creates a new 256-bit
key (the “per-file” key) and gives it to the hardware AES engine, which uses the key to
encrypt the file as it is written to flash memory using AES CBC mode. {On devices with
an A8 processor, AES-XTS is used.) The initialization vector (IV) is calculated with the
block offset into the file, encrypted with the SHA-1 hash of the per-file key.

The per-file key is wrapped with one of several class keys, depending on the
circumstances under which the file should be accessible. Like all other wrappings, this
is performed using NIST AES key wrapping, per RFC 3394. The wrapped per-file key is
stored in the file’s metadata.

When a file is opened, its metadata is decrypted with the file system key, revealing

the wrapped per-file key and a notation on which class protects it. The per-file key

is unwrapped with the class key, then supplied to the hardware AES engine, which
decrypts the file as it is read from flash memory. All wrapped file key handling occurs

in the Secure Enclave; the file key is never directly exposed to the application processor.
At boot, the Secure Enclave negotiates an ephemeral key with the AES engine. When
the Secure Enclave unwraps a file's keys, they are rewrapped with the ephemeral key
and sent back to the application processor.

The metadata of all files in the file system is encrypted with a random key, which

is created when i0S is first installed or when the device is wiped by a user. The file
system key is stored in Effaceable Storage. Since it's stored on the device, this key is
not used to maintain the confidentiality of data; instead, it's designed to be quickly
erased on demand (by the user, with the “Erase all content and settings" option, or
by a user or administrator issuing a remote wipe command from a mobile device
management (MDM) server, Exchange ActiveSync, or iCloud). Erasing the key in this
manner renders all files cryptographically inaccessible.
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Passcode considerations

If a leng password that contains only
numbsers is entered, a numeric keypad
is displayed at the Lock screen instead
of the full keyboard. A longer numeric
passcode may be easier to enter than a
shorter alphanumeric passcode, while
providing similar security.

Delays between passcode attempts

Attempts Delay Enforced
1-4 none

5 1 minute

6 5 minutes

7-8 15 minutes

9 1 hour
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The content of a file is encrypted with a per-file key, which is wrapped with a class key
and stored in a file's metadata, which is in turn encrypted with the file system key. The
class key is protected with the hardware UID and, for some classes, the user’s passcode.
This hierarchy provides both flexibility and performance, For example, changing a file’s
class only requires rewrapping its per-file key, and a change of passcode just rewraps
the class key.

Passcodes

By setting up a device passcode, the user automatically enables Data Protection.

i0S supports six-digit, four-digit, and arbitrary-length alphanumeric passcodes. In
addition to unlocking the device, a passcode provides entropy for certain encryption
keys. This means an attacker in possession of a device can't get access to data in
specific protection classes without the passcode.

The passcode is entangled with the device’s UID, so brute-force attempts must be
performed on the device under attack. A large iteration count is used to make each
attempt slower. The iteration count is calibrated so that one attempt takes approximately
80 milliseconds. This means it would take more than 5% years to try all combinations
of a six-character alphanumeric passcode with lowercase letters and numbers.

The stronger the user passcode is, the stronger the encryption key becomes. Touch ID
can be used to enhance this equation by enabling the user to establish a much stronger
passcode than would otherwise be practical. This increases the effective amount of
entropy protecting the encryption keys used for Data Protection, without adversely
affecting the user experience of unlocking an i0S device multiple times throughout
the day.

To further discourage brute-force passcode attacks, there are escalating time delays after
the entry of an invalid passcode at the Lock screen. If Settings > Touch ID & Passcode >
Erase Data is turned on, the device will automatically wipe after 10 consecutive incorrect
attempts to enter the passcode, This setting is also available as an administrative policy
through mobile device management (MDM) and Exchange ActiveSync, and can be set
to a lower threshold.

On devices with an A7 or later A-series processor, the delays are enforced by the
Secure Enclave. If the device is restarted during a timed delay, the delay is still
enforced, with the timer starting over for the current period.

Data Protection classes

When a new file is created on an iOS device, it's assigned a class by the app that
creates it. Each class uses different policies to determine when the data is accessible.
The basic classes and policies are described in the following sections.

Complete Protection

(NSFileProtectionComplete):The class key is protected with a key derived
from the user passcode and the device UID. Shortly after the user locks a device

(10 seconds, if the Require Password setting is Inmediately), the decrypted class key
is discarded, rendering all data in this class inaccessible until the user enters the
passcode again or unlocks the device using Touch ID.
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Protected Unless Open

(NsFileProtectionCompleteUnlessOpen): Some files may need to be

written while the device is locked. A good example of this is a mail attachment down-
loading in the background. This behavior is achieved by using asymmetric elliptic curve
cryptography (ECDH over Curve25519). The usual per-file key is protected by a key
derived using One-Pass Diffie-Hellman Key Agreement as described in NIST SP 800-56A.

The ephemeral public key for the agreement is stored alongside the wrapped per-file
key. The KDF is Concatenation Key Derivation Function (Approved Alternative 1)

as described in 5.8.1 of NIST SP 800-56A. AlgorithmID is omitted. PartyUlnfo and
PartyVinfo are the ephemeral and static public keys, respectively. SHA-256 is used as
the hashing function. As soon as the file is closed, the per-file key is wiped from
memory. To open the file again, the shared secret is re-created using the Protected
Unless Open class’s private key and the file's ephemeral public key; its hash is used
to unwrap the per-file key, which is then used to decrypt the file.

Protected Until First User Authentication
(NSFileProtectionCompleteUntilFirstUserAuthentication):This
class behaves in the same way as Complete Protection, except that the decrypted class
key is not removed from memory when the device is locked. The protection in this
class has similar properties to desktop full-volume encryption, and protects data from
attacks that involve a reboot. This is the default class for all third-party app data not
otherwise assigned to a Data Protection class.

No Protection

(NSFileProtectionNone): This class key is protected only with the UID, and is
kept in Effaceable Storage. Since all the keys needed to decrypt files in this class are
stored on the device, the encryption only affords the benefit of fast remote wipe. If a
file Is not assigned a Data Protection class, it is still stored in encrypted form (as is all
data on an iOS device).

Keychain Data Protection

Many apps need to handle passwords and other short but sensitive bits of data, such
as keys and login tokens. The i0S keychain provides a secure way to store these items.

The keychain is implemented as a SQLite database stored on the file system. There
is only one database; the securityd daemon determines which keychain items each
process or app can access. Keychain access APIs result in calls to the daemon, which
queries the app’s "keychain-access-groups,”“application-identifier,” and “application-
group” entitlements. Rather than limiting access to a single process, access groups

allow keychain items to be shared between apps.

Keychain items can only be shared between apps from the same developer. This is
managed by requiring third-party apps to use access groups with a prefix allocated
to them through the iOS Developer Program via application groups. The prefix
requirement and application group uniqueness are enforced through code signing,
Provisioning Profiles, and the iOS Developer Program.

i0S Security—WEHBIPiRr | September 2015 13
014



Case 5:16-cm-00010-SP Doc?mint 73 Filed 03/03/16 Page 25 9?5‘0 Page ID #:976

Components of a keychain item Keychain data is protected using a class structure similar to the one used in file Data
Along with the access group, each keychain Protection, These classes have behaviors equivalent to file Data Protection classes, but
item contains administrative metadata (such use distinct keyS and are part of APIs that are named diﬁerently.
as “created” and “last updated” timestamps).
. . Availability File Data Protection Keychain Data Protection
It also contains SHA-1 hashes of the attributes - - -
used to query for the item (such as the When unlocked  NSFileProtectionComplete kSecAttrAccessibleWhenUnlocked
account and server name) to allow lookup While locked NSFileProtectionCompleteUnlessOpen N/A
- without decrypting each item. And finally, After first unlock  NSFileProtectionCompleteUntilFirstUserAuthentication  kSecAttrAccessibleAfterFirstUnlock
!t contains the encr.yp tion data, which Always NSFileProtectionNone kSecAttrAccessibleAlways
includes the following:
X b Passcode N/A kSecAttrAccessible-
Version number enabled WhenPasscodeSetThisDeviceOnly

+ Access control list (ACL) data

+ Value indicating which protection

class the item is in Apps that utilize background refresh services can use

ksecAttrAccessibleAfterFirstUnlock for keychain items that need to be

* Per-item key wrapped with the .
Y Wrappeg wi accessed during background updates.

protection class key

+ Dictionary of attributes describing The class kSecAttrAccessibleWhenPasscodeSetThisDeviceOnly
the item (as passed to SecltemAdd), behaves the same as kSecAttrAccessibleWhenUnlocked, however it is only available
encoded as a binary plist and encrypted when the device is configured with a passcode. This class exists only in the system key-
with the per-item key bag; they do not sync to iCloud Keychain, are not backed up, and are not included in
The encryption is AES 128 in GCM (Galois/ escrow keybags. If the passcode is removed or reset, the items are rendered useless
Counter Mode); the access group is included by discarding the class keys.

in the attributes and protected by the GMAC

. . Other keychain classes have a“This device only” counterpart, which is always protected
tag calculated during encryption.

with the UID when being copied from the device during a backup, rendering it useless
if restored to a different device.

Apple has carefully balanced security and usability by choosing keychain classes that
depend on the type of information being secured and when it's needed by i0S. For
example, a VPN certificate must always be available so the device keeps a continu-
ous connection, but it’s classified as “non-migratory,” so it can't be moved to another
device.

For keychain items created by i0S, the following class protections are enforced:

ltem Accessible
Wi-Fi passwords After first unfock
Mail accounts After first unlock
Exchange accounts After first unlock
VPN passwords After first unlock
LDAP, CalDAV, CardDAV After first unlock
Social network account tokens After first unlock
Handoff advertisement encryption keys After first unlock
iCloud token After first unlock
Home sharing password When unlocked
Find My iPhone token Always
Voicemail v Always
iTunes backup When unlocked, non-migratory
Safari passwords When unlocked
| Safari bookmarks When unlocked
i VPN certificates Always, non-migratory
Bluetooth® keys Always, non-migratory
3 Apple Push Notification service token Always, non-migratory
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iCloud certificates and private key Always, non-migratory
iMessage keys Always, non-migratory
Certificates and private keys installed by Configuration Profile Always, non-migratory
SIM PIN Always, non-migratory

Keychain access control

Keychains can use access control lists (ACLs) to set policies for accessibility and
authentication requirements. ltems can establish conditions that require user presence
by specifying that they can’t be accessed unless authenticated using Touch ID or by
entering the device's passcode. ACLs are evaluated inside the Secure Enclave and are
released to the kernel only if their specified constraints are met.

ACcess to Safari saved passwords

i0S apps can interact with keychain items saved by Safari for password autofill using
the following two APIs:

* SecRequestSharedWebCredential
* SecAddSharedWebCredential

Access will be granted only if both the app developer and website administrator have
given their approval, and the user has given consent. App developers express their
intent to access Safari saved passwords by including an entitlement in their app. The
entitlement lists the fully qualified domain names of associated websites. The websites
must place a file on their server listing the unique app identifiers of apps they've
approved. When an app with the com.apple.developer.associated-domains entitlement
is installed, iOS makes a TLS request to each listed website, requesting the file/apple-
app-site-association. If the file lists the app identifier of the app being installed, then
i0S marks the website and app as having a trusted relationship. Only with a trusted
relationship will calls to these two APIs result in a prompt to the user, who must agree
before any passwords are released to the app, or are updated or deleted.

Keybags

The keys for both file and keychain Data Protection classes are collected and managed
in keybags. i0S uses the following four keybags: system, backup, escrow, and iCloud
Backup.

System keybag is where the wrapped class keys used in normal operation

of the device are stored. For example, when a passcode is entered, the
NSFileProtectionComplete key is loaded from the system keybag and
unwrapped. It is a binary plist stored in the No Protection class, but whose contents
are encrypted with a key held in Effaceable Storage. In order to give forward security to
keybags, this key is wiped and regenerated each time a user changes their passcode.
The AppleKeyStore kemel extension manages the system keybag, and can be queried
regarding a device's lock state. It reports that the device is unlocked only if all the class
keys in the system keybag are accessible, and have been unwrapped successfully.

Backup keybag is created when an encrypted backup is made by iTunes and stored on
the computer to which the device is backed up. A new keybag is created with a new set
of keys, and the backed-up data is re-encrypted to these new keys. As explained earlier,
non-migratory keychain items remain wrapped with the UID-derived key, allowing them
10 be restored to the device they were originally backed up from, but rendering them
inaccessible on a different device.
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The keybag is protected with the password set in iTunes, run through 10,000 iterations
of PBKDF2. Despite this large iteration count, there’s no tie to a specific device, and
therefore a brute-force attack parallelized across many computers could theoretically
be attempted on the backup keybag. This threat can be mitigated with a sufficiently
strong password. }

If a user chooses not to encrypt an iTunes backup, the backup files are not encrypted
regardiess of their Data Protection class, but the keychain remains protected with a
UID-derived key. This is why keychain items migrate to a new device only if a backup
password is set.

Escrow keybag is used for iTunes syncing and MDM. This keybag allows iTunes to back
up and sync without requiring the user to enter a passcode, and it allows an MDM
server to remotely clear a user’s passcode. It is stored on the computer that's used to
sync with iTunes, or on the MDM server that manages the device.

The escrow keybag improves the user experience during device synchronization,
which potentially requires access to all classes of data. When a passcode-locked device
is first connected to iTunes, the user is prompted to enter a passcode. The device

then creates an escrow keybag containing the same class keys used on the device,
protected by a newly generated key. The escrow keybag and the key protecting it are
split between the device and the host or server, with the data stored on the device in
the Protected Until First User Authentication class. This is why the device passcode
must be entered before the user backs up with iTunes for the first time after a reboot.

In the case of an OTA software update, the user is prompted for his or her passcode
when initiating the update. This is used to securely create a One-time Unlock Token,
which unlocks the system keybag after the update. This token cannot be generated
without entering the user’s passcode, and any previously generated token is invalidated
if the user’s passcode changed.

One-time Unlock Tokens are either for attended or unattended installation of a software
update. They are encrypted with a key derived from the current value of a monotonic
counter in the Secure Enclave, the UUID of the keybag, and the Secure Enclave’s UID.

Incrementing the One-time Unlock Token counter in the SEP invalidates any existing
token. The counter is incremented when a token is used, after the first unlock of a
restarted device, when a software update is canceled (by the user or by the system),
or when the policy timer for a token has expired.

The One-time Unlock Token for attended software updates expires after 20 minutes.
This token is exported from the Secure Enclave and is written to effaceable storage. A
policy timer increments the counter if the device has not rebooted within 20 minutes.

For unattended software updates, which is set when the user chooses “Install Later”
when notified of the update, the application processor can keep the One-time Unlock
Token alive in the Secure Enclave for up to 8 hours. After that time, a policy timer
increments the counter.

iCloud Backup keybag is similar to the backup keybag. All the class keys in this keybag
are asymmetric (using Curve25519, like the Protected Unless Open Data Protection class),
so iCloud backups can be performed in the background. For all Data Protection classes
except No Protection, the encrypted data is read from the device and sent to iCloud.
The corresponding class keys are protected by iCloud keys. The keychain class keys are
wrapped with a UID-derived key in the same way as an unencrypted iTunes backup.

An asymmetric keybag is also used for the backup in the keychain recovery aspect of
iCloud Keychain.
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Security Certifications and programs

Cryptographic Validation (FIPS 140-2)

The cryptographic modules in iOS have been validated for compliance with U.S. Federal
Information Processing Standards (FIPS) 140-2 Level 1 following each releases since

i0S 6. The cryptographic modules in i0S 9 are identical to those in iOS 8, but as with
each release, Apple submits the modules for re-validation. This program validates the
integrity of cryptographic operations for Apple apps and third-party apps that properly
utilize i0S cryptographic services,

Common Criteria Certification (ISO 15408)

Apple has already begun pursuit of iOS certification under the Common Criteria
Certification {CCC) program. The first two certifications currently active are against the
Mobile Device Fundamental Protection Profile v2.0 (MDFPP2) and the VPN IPSecPP1.4
Client Protection Profile (VPNIPSecPP14). Apple has taken an active role within the
International Technical Community (ITC) in developing currently unavailable Protection
Profiles (PPs) focused on evaluating key mobile security technology. Apple continues
1o evaluate and pursue certifications against new and updated version of the PPs
available today.

Commercial Solutions for Classified (CSfC)

Where applicable, Apple has also submitted the i0S platform and various services for
inclusion in the Commercial Solutions for Classified (CSfC) Program Components List.
Specifically, iOS for Mobile Platform and the IKEv2 client for the IPSec VPN Client

(IKEv2 Always-On VPN only). As Apple platforms and services undergo Common Criteria
Certifications, they will be submitted for inclusion under CSfC Program Component

List as well.

Security Configuration Guides

Apple has collaborated with governments worldwide to develop guides that give
instructions and recommendations for maintaining a more secure environment, also
known as “device hardening.” These guides provide defined and vetted information
about how to configure and utilize features in iOS for enhanced protection.

For information on i0S security certifications, validations, and guidance, see
https.//support.apple.com/kb/HT202739,
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ApPp Security

Apps are among the most critical elements of a modern mobile security architecture.
While apps provide amazing productivity benefits for users, they also have the
potential to negatively impact system security, stability, and user data if they're not
handled properly.

Because of this, iOS provides layers of protection to ensure that apps are signed and
verified, and are sandboxed to protect user data. These elements provide a stable, secure
platform for apps, enabling thousands of developers to deliver hundreds of thousands
of apps on i0S without impacting system integrity. And users can access these apps on
their iOS devices without undue fear of viruses, malware, or unauthorized attacks.

App code signing

Once the i0S kernel has started, it controls which user processes and apps can be run.
To ensure that all apps come from a known and approved source and have not been
tampered with, i0S requires that all executable code be signed using an Apple-issued
certificate. Apps provided with the device, like Mail and Safari, are signed by Apple.
Third-party apps must also be validated and signed using an Apple-issued certificate.
Mandatory code signing extends the concept of chain of trust from the OS to apps,
and prevents third-party apps from loading unsigned code resources or using
self-modifying code.

In order to develop and install apps on iOS devices, developers must register with
Apple and join the iOS Developer Program. The real-world identity of each developet,
whether an individual or a business, is verified by Apple before their certificate is
issued. This certificate enables developers to sign apps and submit them to the App
Store for distribution. As a result, all apps in the App Store have been submitted by an
identifiable person or organization, serving as a deterrent to the creation of malicious
apps. They have also been reviewed by Apple to ensure they operate as described
and don't contain obvious bugs or other problems. In addition to the technology
already discussed, this curation process gives customers confidence in the quality of
the apps they buy.

i0S allows developers to embed frameworks inside of their apps, which can be used by
the app itself or by extensions embedded within the app. To protect the system and
other apps from loading third-party code inside of their address space, the system will
perform a code signature validation of all the dynamic libraries that a process links
against at launch time. This verification is accomplished through the team identifier
(Team ID), which is extracted from an Apple-issued certificate. A team identifier is

a 10-character alphanumeric string; for example, 1A2B3C4D5F. A program may link
against any platform library that ships with the system or any library with the same
team identifier in its code signature as the main executable. Since the executables
shipping as part of the system don't have a team identifier, they can only link against
libraries that ship with the system itself.
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Businesses also have the ability to write in-house apps for use within their organization
and distribute them to their employees. Businesses and organizations can apply to the
Apple Developer Enterprise Program (ADEP) with a D-U-N-S number. Apple approves
applicants after verifying their identity and eligibility. Once an organization becomes a
member of ADEP, it can register to obtain a Provisioning Profile that permits in-house
apps to run on devices it authorizes. Users must have the Provisioning Profile installed
in order to run the in-house apps. This ensures that only the organization’s intended
users are able to load the apps onto their iOS devices. Apps installed via MDM are
implicitly trusted because the relationship between the organization and the device

is already established. Otherwise, users have to approve the app’s Provisioning Profile
in Settings. Organizations can restrict users from approving apps from unknown
developers. On first launch of any enterprise app, the device must receive positive
confirmation from Apple that the app is allowed to run.

Unlike other mobile platforms, iOS does not allow users to install potentially malicious
unsigned apps from websites, or run untrusted code. At runtime, code signature checks
of all executable memory pages are made as they are loaded to ensure that an app
has not been modified since it was installed or last updated.

Runtime process security

Once an app is verified to be from an approved source, i0S enforces security measures
designed to prevent it from compromising other apps or the rest of the system,

All third-party apps are “sandboxed,” so they are restricted from accessing files stored by
other apps or from making changes to the device. This prevents apps from gathering
or modifying information stored by other apps. Each app has a unique home directory
for its files, which is randomly assigned when the app is installed. If a third-party app
needs to access information other than its own, it does so only by using services
explicitly provided by iOS.

System files and resources are also shielded from the user’s apps. The majority of

i0S runs as the non-privileged user “mobile,” as do all third-party apps. The entire

OS partition is mounted as read-only. Unnecessary tools, such as remote login services,
aren't included in the system software, and APIs do not allow apps to escalate their
own privileges to modify other apps or iOS itself.

Access by third-party apps to user information and features such as iCloud and
extensibility is controlled using declared entitlements. Entitlements are key value
pairs that are signed in to an app and allow authentication beyond runtime factors
like unix user ID. Since entitlements are digitally signed, they cannot be changed.
Entitlements are used extensively by system apps and daemons to perform specific
privileged operations that would otherwise require the process to run as root. This
greatly reduces the potential for privilege escalation by a compromised system
application or daemon.

In addition, apps can only perform background processing through system-provided
APIs. This enables apps to continue to function without degrading performance or
dramatically impacting battery life.
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Address space layout randomization (ASLR) protects against the exploitation of
memory corruption bugs. Built-in apps use ASLR to ensure that all memory regions
are randomized upon launch. Randomly arranging the memory addresses of
executable code, system libraries, and related programming constructs reduces
the likelihood of many sophisticated exploits. For example, a return-to-libc attack
attempts to trick a device into executing malicious code by manipulating memory
addresses of the stack and system libraries. Randomizing the placement of these
makes the attack far more difficult to execute, especially across multiple devices.
Xcode, the iOS development environment, automatically compiles third-party
programs with ASLR support turned on.

Further protection is provided by i0S using ARM's Execute Never (XN) feature, which
marks memory pages as non-executable. Memory pages marked as both writable

and executable can be used only by apps under tightly controlled conditions: The
kernel checks for the presence of the Apple-only dynamic code-signing entitlement.
Even then, only a single mmap call can be made to request an executable and writable
page, which is given a randomized address. Safari uses this functionality for its
JavaScript JIT compiler.

Extensions

iOS allows apps to provide functionality to other apps by providing extensions.
Extensions are special-purpose signed executable binaries, packaged within an app.
The system automatically detects extensions at install time and makes them available
to other apps using a matching system.

A system area that supports extensions is called an extension point. Each extension
point provides APIs and enforces policies for that area. The system determines which
extensions are available based on extension point-specific matching rules. The system
automatically launches extension processes as needed and manages their lifetime.
Entitlements can be used to restrict extension availability to particular system appli-
cations. For example, a Today view widget appears only in Notification Center, and a
sharing extension is available only from the Sharing pane. The extension points are
Today widgets, Share, Custom actions, Photo Editing, Document Provider, and Custom
Keyboard.

Extensions run in their own address space. Communication between the extension
and the app from which it was activated uses interprocess communications mediated
by the system framework. They do not have access to each other’s files or memory
spaces. Extensions are designed to be isolated from each other, from their containing
apps, and from the apps that use them. They are sandboxed like any other third-party
app and have a container separate from the containing app’s container. However, they
share the same access to privacy controls as the container app. So if a user grants
Contacts access to an app, this grant will be extended to the extensions that are
embedded within the app, but not to the extensions activated by the app.

Custom keyboards are a special type of extensions since they are enabled by the user
for the entire system. Once enabled, the extension will be used for any text field except
the passcode input and any secure text view. For privacy reasons, custom keyboards
run by default in a very restrictive sandbox that blocks access to the network, to
services that perform network operations on behalf of a process, and to APls that
would allow the extension to exfiltrate typing data. Developers of custom keyboards
can request that their extension have Open Access, which will let the system run the
extension in the default sandbox after getting consent from the user.
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For devices enrolled in mobile device management, document and keyboard
extensions obey Managed Open In rules. For example, the MDM server can prevent a
user from exporting a document from a managed app to an unmanaged Document
Provider, or using an unmanaged keyboard with a managed app. Additionally, app
developers can prevent the use of third-party keyboard extensions within their app.

App Groups

Apps and extensions owned by a given developer account can share content
when configured to be part of an App Group. It is up to the developer to create
the appropriate groups on the Apple Developer Portal and include the desired set
of apps and extensions. Once configured to be part of an App Group, apps have
access to the following:

* A shared on-disk container for storage, which will stay on the device as long as
at least one app from the group is installed

+ Shared preferences
+ Shared keychain items

The Apple Developer Portal guarantees that App Group IDs are unique across the
app ecosystem.

Data Protection in apps

The i0S Software Development Kit (SDK) offers a full suite of APIs that make it easy
for third-party and in-house developers to adopt Data Protection and help ensure
the highest level of protection in their apps. Data Protection is available for file and
database APIs, including NSFileManager, CoreData, NSData, and SQLite.

The Mail app (including attachments), managed books, Safari bookmarks, app launch
images, and location data are also stored encrypted with keys protected by the user’s
passcode on their device. Calendar {excluding attachments), Contacts, Reminders,
Notes, Messages, and Photos implement Protected Until First User Authentication.

User-installed apps that do not opt-in to a specific Data Protection class receive
Protected Until First User Authentication by default.

Accessories

The Made for iPhone, iPod touch, and iPad (MFi) licensing program provides vetted
accessory manufacturers access to the iPod Accessories Protocol (iAP) and the
necessary supporting hardware components.

When an MFi accessory communicates with an iOS device using a Lightning connector
or via Bluetooth, the device asks the accessory to prove it has been authorized by
Apple by responding with an Apple-provided certificate, which is verified by the device.
The device then sends a challenge, which the accessory must answer with a signed
response. This process is entirely handled by a custom integrated circuit that Apple
provides to approved accessory manufacturers and is transparent to the accessory itself.

Accessories can request access to different transport methods and functionality;
for example, access to digital audio streams over the Lightning cable, or location
information provided over Bluetooth. An authentication IC ensures that only
approved devices are granted full access to the device. If an accessory does not
provide authentication, its access is limited to analog audio and a small subset of
serial (UART) audio playback contraols.
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AirPlay also utilizes the authentication IC to verify that receivers have been approved
by Apple. AirPlay audio and CarPlay video streams utilize the MFi-SAP (Secure
Association Protocol), which encrypts communication between the accessory and
device using AES-128 in CTR mode. Ephemeral keys are exchanged using ECDH

key exchange (Curve25519) and signed using the authentication IC’s 1024-bit RSA
key as part of the Station-to-Station (STS) protocol.

HomeKit

HomeKit provides a home automation infrastructure that utilizes iCloud and i0S security
to protect and synchronize private data without exposing it to Apple.

HomekKit identity

HomeKit identity and security are based on Ed25519 public-private key pairs. An Ed25519
key pair is generated on the i0S device for each user for HomeKit, which becomes his
or her HomeKit identity. It is used to authenticate communication between i0S devices,
and between i0S devices and accessories.

The keys are stored in Keychain and are included only in encrypted Keychain backups.
The keys are synchronized between devices using iCloud Keychain,

Communication with HomeKit accessories

HomeKit accessories generate their own Ed25519 key pair for use in communicating
with i0S devices. If the accessory is restored to factory settings, a new key pair

is generated.

To establish a relationship between an iOS device and a HomeKit accessory, keys are
exchanged using Secure Remote Password (3072-bit) protocol, utilizing an 8-digit code
provided by the accessory’s manufacturer and entered on the i0S device by the user,
and then encrypted using ChaCha20-Poly1305 AEAD with HKDF-SHA-512-derived keys.
The accessory’s MFi certification is also verified during setup.

When the iOS device and the HomeKit accessory communicate during use, each
authenticates the other utilizing the keys exchanged in the above process. Each
session is established using the Station-to-Station protocol and is encrypted with
HKDF-SHA-512 derived keys based on per-session Curve25519 keys. This applies to
both IP-based and Bluetooth Low Energy accessories.

Local data storage

HomekKit stores data about the homes, accessories, scenes, and users on a user's i0S
device. This stored data is encrypted using keys derived from the user's HomeKit
identity keys, plus a random nonce. Additionally, HomeKit data is stored using Data
Protection class Protected Until First User Authentication. HomeKit data is only backed
up in encrypted backups, so, for example, unencrypted iTunes backups do not contain
HomeKit data.

Data synchronization between devices and users

HomeKit data can be synchronized between a user’s iOS devices using iCloud and
iCloud Keychain. The HomeKit data is encrypted during the synchronization using keys
derived from the user’s HomeKit identity and random nonce. This data is handled as

an opaque blob during synchronization. The most recent blob is stored in iCloud to
enable synchronization, but it is not used for any other purposes. Because it is encrypted
using keys that are available only on the user’s iOS devices, its contents are inaccessible
during transmission and iCloud storage,
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HomeKit data is also synchronized between multiple users of the same home. This
process uses authentication and encryption that is the same as that used between an
i0S device and a HomeKit accessory. The authentication is based on Ed25519 public
keys that are exchanged between the devices when a user is added to a home. After
a new user is added to a home, every further communication is authenticated and
encrypted using Station-to-Station protocol and per-session keys.

Only the user who initially created the home in HomeKit can add new users. His or

her device configures the accessories with the public key of the new user so that the
accessory can authenticate and accept commands from the new user. The process for
configuring Apple TV for use with HomeKit uses the same authentication and encryption
as when adding additional users, but is performed automatically if the user who created
the home is signed in to iCloud on the Apple TV, and the Apple TV is in the home.

If a user does not have multiple devices, and does not grant additional users access to
his or her home, no HomeKit data is synchronized to iCloud.

Home data and apps

Access to home data by apps is controlled by the user’s Privacy settings. Users are
asked to grant access when apps request home data, similar to Contacts, Photos, and
other iOS data sources. If the user approves, apps have access to the hames of rooms,
names of accessories, and which room each accessory is in, and other information as
detailed in the HomeKit developer documentation.

Siri

Siri can be used to query and control accessories, and to activate scenes. Minimal
information about the configuration of the home is provided anonymously to Siri, as
described in the Siri section of this paper, to provide names of rooms, accessories, and
scenes that are necessary for command recognition.

iCloud remote access for Homekit accessories
HomeKit accessories can connect directly with iCloud to enable iOS devices to control
the accessory when Bluetooth or Wi-Fi communication isn't available,

iCloud Remote access has been carefully designed so that accessories can be controlled
and send notifications without revealing to Apple what the accessories are, or what
commands and notifications are being sent. HomeKit does not send information about
the home over iCloud Remote access.

When a user sends a command using iCloud remote access, the accessory and i0S
device are mutually authenticated and data is encrypted using the same procedure
described for local connections. The contents of the communications are encrypted
and not visible to Apple. The addressing through iCloud is based on the iCloud identi-
fiers registered during the setup process.

Accessories that support iCloud remote access are provisioned during the accessory’s
setup process. The provisioning process begins with the user signing in to iCloud. Next,
the iOS device asks the accessory to sign a challenge using the Apple Authentication
Coprocessor that is built into all Built for HomeKit accessories. The accessory also
generates prime256v1 elliptic curve keys, and the public key is sent to the iOS device
along with the signed challenge and the X.509 certificate of the authentication
coprocessor. These are used to request a certificate for the accessory from the iCloud
provisioning server. The certificate is stored by the accessory, but it does not contain
any identifying information about the accessory, other than it has been granted access
to HomeKit iCloud remote access. The i0S device that is conducting the provision-

ing alsosends a bag to the accessory, which contains the URLs and other information
needed to connect to the iCloud remote access server. This information is not specific
to any user or accessory.
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Each accessory registers a list of allowed users with the iCloud remote access server.
These users have been granted the ability to control the accessory by the person who
added the accessory to the home. Users are granted an identifier by the iCloud server
and can be mapped to an iCloud account for the purpose of delivering notification
messages and responses from the accessories. Similarly, accessories have iCloud-issued
identifiers, but these identifiers are opaque and don't reveal any information about the
accessory itself,

When an accessory connects to the HomeKit iCloud remote access server, it presents its
certificate and a pass. The pass is obtained from a different iCloud server and it is not
unique for each accessory. When an accessory requests a pass, it includes its manufacturer,
model, and firmware version in its request. No user-identifying or home-identifying
information is sent in this request. The connection to the pass server is not authenticated,
in order to help protect privacy.

Accessories connect to the iCloud remote access server using HTTP/2, secured using
TLS 1.2 with AES-128-GCM and SHA-256. The accessory keeps its connection to the
iCloud remote access server open so that it can receive incoming messages and send
responses and outgoing notifications to iOS devices.

HealthKit

The HealthKit framework provides a common database that apps can use to store and
access fitness and health data with permission of the user. HealthKit also works directly
with health and fitness devices, such as compatible Bluetooth LE heart rate monitors
and the motion coprocessor built into many i0OS devices.

Health data

HealthKit uses a database to store the user's health data, such as height, weight,
distance walked, blood pressure, and so on. This database is stored in Data Protection
class Complete Protection, which means it is accessible only after a user enters his or
her passcode or uses Touch ID to unlock the device.

Another database stores operational data, such as access tables for apps, names of
devices connected to HealthKit, and scheduling information used to launch apps when
new data is available. This database is stored in Data Protection class Protected Until
First User Authentication.

Temporary journal files store health records that are generated when the device is
locked, such as when the user is exercising. These are stored in Data Protection class
Protected Unless Open. When the device is unlocked, they are imported into the
primary health databases, then deleted when the merge is completed.

Health data is not shared via iCloud or synced between devices. Health databases are
included in encrypted device backups to iCloud or iTunes, Health data is not included
in unencrypted iTunes backups.
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Data Integrity

Data stored in the database includes metadata to track the provenance of each data
record. This metadata includes an application identifier that identifies which app stored
the record. Additionally, an optional metadata item can contain a digitally signed copy
of the record. This is intended to provide data integrity for records generated by a
trusted device. The format used for the digital signature is the Cryptographic Message
Syntax (CMS) specified in IETF RFC 5652.

Access by third-party apps

Access to the HealthKit APl is controlled with entitlements, and apps must conform
to restrictions about how the data is used. For example, apps are not allowed to
utilize health data for advertising. Apps are also required to provide users with a
privacy policy that details its use of health data.

Access to health data by apps is controlled by the user’s Privacy settings. Users are
asked to grant access when apps request access to health data, similar to Contacts,
Photos, and other iOS data sources. However, with health data, apps are granted
separate access for reading and writing data, as well as separate access for each type
of health data. Users can view, and revoke, permissions they've granted for accessing
health data in the Sources tab of the Health app.

If granted permission to write data, apps can also read the data they write. If granted
the permission to read data, they can read data written by all sources. However, apps
can't determine access granted to other apps. In addition, apps can’t conclusively tell
if they have been granted read access to health data. When an app does not have read
access, all queries return no data—the same response as an empty database would
return. This prevents apps from inferring the user’s health status by learning which
types of data the user is tracking.

Medical ID

The Health app gives users the option of filling out a Medical ID form with information
that could be important during a medical emergency. The information is entered

or updated manually and is not synchronized with the information in the health
databases.

The Medical ID information is viewed by tapping the Emergency button on the
Lock screen. The information is stored on the device using Data Protection class
No Protection so that it is accessible without having to enter the device passcode.
Medical ID is an optional feature that enables users to decide how to balance both
safety and privacy concerns.

Apple Watch

Apple Watch uses the security features and technology built for iOS to help protect
data on the device, as well as communications with its paired iPhone and the Internet.
This includes technologies such as Data Protection and keychain access control. The
user’s passcode is also entangled with the device UID to create encryption keys.

Pairing Apple Watch with iPhone is secured using an out-of-band (OOB) process to
exchange public keys, followed by the BTLE link shared secret. Apple Watch displays
an animated pattern, which is captured by the camera on iPhone, The pattern contains
an encoded secret that is used for BTLE 4.1 out-of-band pairing. Standard BTLE Passkey
Entry is used as a fallback pairing method, if necessary.

Once the BTLE session is established, Apple Watch and iPhone exchange keys using a
process adapted from IDS, as described in the iMessage section of this paper. Once keys
have been exchanged, the Bluetooth session key is discarded, and all communications
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between Apple Watch and iPhone are encrypted using IDS, with the encrypted
BTLE and Wi-Fi links providing a secondary encryption layer. Key rolling is utilized at
15-minute intervals to limit the exposure window, should traffic be compromised.

To support apps that need streaming data, encryption is provided using methods
described in the FaceTime section of this paper, utilizing the IDS service provided by
the paired iPhone.

Apple Watch implements hardware-encrypted storage and class-based protection

of files and keychain items, as described in the Data Protection section of this paper.
Access-controlled keybags for keychain items are also used. Keys used for communication
between the watch and iPhone are also secured using class-based protection.

When Apple Watch is not within Bluetooth range, Wi-Fi can be used instead. Apple
Watch will not join Wi-Fi networks unless the credentials 1o do so are present on the
paired iPhone, which provides the list of known networks to the watch automatically.

Apple Watch can be manually locked by holding down the side button. Additionally,
motion heuristics are used to attempt to automatically lock the device shortly after
it's removed from the wrist. When locked, Apple Pay can’t be used. If the automatic
locking provided by wrist detection is turned off in settings, Apple Pay is disabled.
Wrist detection is turned off using the Apple Watch app on iPhone. This setting can
also be enforced using mobile device management.

The paired iPhone can also unlock the watch, provided the watch is being worn. This
is accomplished by establishing a connection authenticated by the keys established
during pairing. iPhone sends the key, which the watch uses to unlock its Data Protection
keys. The watch passcode is not known to iPhone nor is it transinitted. This feature can
be turned off using the Apple Watch app on iPhone.

Apple Watch can be paired with only one iPhone at a time. Pairing with a new iPhone
automatically erases all content and data from Apple Watch.

Enabling Find My Phone on the paired iPhone also enables Activation Lock on Apple
Watch. Activation Lock makes it harder for anyone to use or sell an Apple Watch that
has been lost or stolen. Activation Lock requires the user’s Apple ID and password to
unpair, erase, or reactivate an Apple Watch.
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Network Security

In addition to the built-in safeguards Apple uses to protect data stored on iOS
devices, there are many network security measures that organizations can take to
keep information secure as it travels to and from an iOS device.

Mobile users must be able to access corporate networks from anywhere in the
world, so it's important to ensure that they are authorized and their data is protected
during transmission. i0S uses—and provides developer access to—standard
networking protocols for authenticated, authorized, and encrypted communications.
To accomplish these security objectives, iOS integrates proven technologies and the
latest standardsfor both Wi-Fi and cellular data network connections.

On other platforms, firewall software is needed to protect open communication
ports against intrusion. Because iOS achieves a reduced attack surface by limiting
listening ports and removing unnecessary network utilities such as telnet, shells, or
a web server, no additional firewall software is needed on iOS devices.

TLS

iOS supports Transport Layer Security {TLS v1.0, TLS v1.1, TLS v1.2) and DTLS. Safari,
Calendar, Mail, and other Internet apps automatically use these mechanisms to enable
an encrypted communication channel between the device and network services.
High-level APIs (such as CFNetwork) make it easy for developers to adopt TLS in their
apps, while low-level APIs (SecureTransport) provide fine-grained control. By default,
CFNetwork disaliows SSLv3, and apps that use WebKit (such as Safari) are prohibited
from making an SSLv3 connection.

App Transport Security

App Transport Security provides default connection requirements so that apps adhere
1o best practices for secure connections when using NSURLConnection, CFURL, or
NSURLSession APIs.

Servers must support a minimum of TLS 1.2, forward secrecy, and certificates must be
valid and signed using SHA-256 or better with a minimum of a 2048-bit RSA key or
256-bit elliptic curve key.

Network connections that don’t meet these requirements will fail, unless the app
overrides App Transport Security. Invalid certificates always result in a hard failure
and no connection. App Transport Security is automatically applied to apps that are
compiled for iOS 9.
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VPN

Secure network services like virtual private networking typically require minimal setup
and configuration to work with iOS devices. iOS devices work with VPN servers that
support the following protocols and authentication methods:

* IKEv2/IPSec with authentication by shared secret, RSA Certificates, ECDSA Certificates,
EAP-MSCHAPv2, or EAP-TLS,

« Pulse Secure, Cisco, Aruba Networks, SonicWALL, Check Point, Palo Alto Networks,
Open VPN, AitWatch, Mobilelron, NetMotion Wireless, and F5 Networks SSL-VPN using
the appropriate client app from the App Store.

+ Cisco IPSec with user authentication by Password, RSA SecurlD or CRYPTOCard, and
machine authentication by shared secret and certificates.

* L2TP/IPSec with user authentication by MS-CHAPV2 Password, RSA SecurID or
CRYPTOCard, and machine authentication by shared secret.

* PPTP with user authentication by MS-CHAPV2 Password and RSA SecurID or
CRYPTOCard is supported, but not recommended.

iOS supports VPN On Demand for networks that use certificate-based authentication.
IT policies specify which domains require a VPN connection by using a configuration
profile.

i0S also supports Per App VPN support, facilitating VPN connections on a much more
granular basis. Mobile device management (MDM) can specify a connection for each
managed app and/or specific domains in Safari. This helps ensure that secure data
always goes to and from the corporate network—and that a user’s personal data
does not.

iOS supports Always-on VPN, which can be configured for devices managed via MDM
and supervised using Apple Configurator or the Device Enrollment Program. This
eliminates the need for users to turn on VPN to enable protection when connecting
1o cellular and Wi-Fi networks. Always-on VPN gives an organization full control over
device traffic by tunneling all IP traffic back to the organization. The default tunneling
protocol, IKEv2, secures traffic transmission with data encryption. The organization can
now monitor and filter traffic to and from its devices, secure data within its network,
and restrict device access to the Internet,

Wi-Fi

iOS supports industry-standard Wi-Fi protocols, including WPA2 Enterprise, to provide
authenticated access to wireless corporate networks. WPA2 Enterprise uses 128-bit AES
encryption, giving users the highest level of assurance that their data remains protected
when sending and receiving communications over a Wi-Fi network connection. With
support for 802.1X, i0S devices can be integrated into a broad range of RADIUS authen-

tication environments. 802.1X wireless authentication methods supported on iPhone
and iPad include EAP-TLS, EAP-TTLS, EAP-FAST, EAP-SIM, PEAPvO, PEAPV1, and LEAP

i0S uses a randomized Media Access Control (MAC) address when conducting Preferred
Network Offload (PNO) scans when a device is not associated with a Wi~Fi network

and its processor is asleep. A device’s processor goes to sleep shortly after the screen

is turned off. PNO scans are run to determine if a user can connect to a preferred Wi-Fi
network to conduct activity such as wirelessly syncing with iTunes.

iOS also uses a randomized MAC address when conducting enhanced Preferred
Network Offload (ePNO) scans when a device is not associated with a Wi-Fi network
or its processor is asleep. ePNO scans are run when a device uses Location Services for
apps which use geofences, such as location-based reminders that determine whether
the device is near a specific location.
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Because a device’s MAC address now changes when it’s not connected to a Wi-Fi
network, it can't be used to persistently track a device by passive observers of Wi-Fi
traffic, even when the device is connected to a cellular network.

We've worked with Wi-Fi manufacturers to let them know that background scans use a
randomized MAC address, and that neither Apple nor manufacturers can predict these
randomized MAC addresses.

Wi-Fi MAC address randomization is not supported on iPhone 4s.

Bluetooth

Bluetooth support in i0S has been designed to provide useful functionality without
unnecessary increased access to private data. iOS devices support Encryption Mode 3,
Security Mode 4, and Service Level 1 connections. iOS supports the following
Bluetooth profiles:

* Hands-Free Profile (HFP 1.5)

+ Phone Book Access Profile (PBAP)

+ Advanced Audio Distribution Profile (A2DP)
+ Audio/Video Remote Control Profile (AVRCP)
* Personal Area Network Profile (PAN)

+ Human Interface Device Profile (HID)

Support for these profiles varies by device. For more information, see
https://supportapple.com/kb/hi3647.

Single Sign-on

iOS supports authentication to enterprise networks through Single Sign-on (550).
SSO works with Kerberos-based networks to authenticate users to services they are
authorized to access. SSO can be used for a range of network activities, from secure
Safari sessions to third-party apps.

i0S SSO utilizes SPNEGO tokens and the HTTP Negotiate protocol to work with
Kerberos-based authentication gateways and Windows Integrated Authentication
systems that support Kerberos tickets. Certificated-based authentication is also
supported. SSO support is based on the open source Heimdal project.

The following encryption types are supported:
+ AES128-CTS-HMAC-SHA1-96

+ AES256-CTS-HMAC-SHA1-96

+ DES3-CBC-SHA1

+ ARCFOUR-HMAC-MD5

Safari supports SSO, and third-party apps that use standard i0S networking APIs can
also be configured to use it. To configure SSO, iOS supports a configuration profile
payload that allows MDM servers 1o push down the necessary settings. This includes
setting the user principal name (that is, the Active Directory user account) and
Kerberos realm settings, as well as configuring which apps and/or Safari web URLs
should be allowed to use SSO.
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AirDrop security

iOS devices that support AirDrop use Bluetooth Low Energy (BLE) and Apple-created
peer-to-peer Wi-Fi technology to send files and information to nearby devices,
including AirDrop-capable Mac computers running OS X Yosemite or later. The Wi-Fi
radio is used to communicate directly between devices without using any Internet
connection or Wi-Fi Access Point.

When a user enables AirDrop, a 2048-bit RSA identity is stored on the device.
Additionally, an AirDrop identity hash is created based on the email addresses and
phone numbers associated with the user’s Apple ID.

When a user chooses AirDrop as the method for sharing an item, the device emits

an AirDrop signal over Bluetooth Low Energy. Other devices that are awake, in close
proximity, and have AirDrop turned on detect the signal and respond with a shortened
version of their owner’s identity hash.

AirDrop is set to share with Contacts Only by default. Users can also choose if they
want to be able to use AirDrop to share with Everyone or turn off the feature entirely.
In Contacts Only mode, the received identity hashes are compared with hashes of
people in the initiator’s Contacts app. If a match is found, the sending device creates a
peer-to-peer Wi-Fi network and advertises an AirDrop connection using Bonjour. Using
this connection, the receiving devices send their full identity hashes to the initiator. If
the full hash still matches Contacts, the recipient’s first name and photo (if present in
Contacts) are displayed in the AirDrop sharing sheet.

When using AirDrop, the sending user selects who they want to share with. The

" sending device initiates an encrypted (TLS) connection with the receiving device,
which exchanges their iCloud identity certificates. The identity in the certificates is
verified against each user’s Contacts app. Then the receiving user is asked to accept
the incoming transfer from the identified person or device. If multiple recipients have
been selected, this process is repeated for each destination.

In the Everyone mode, the same process is used but if a match in Contacts is not
found, the receiving devices are shown in the AirDrop sending sheet with a silhouette
and with the device’s name, as defined in Settings > General > About > Name.

Organizations can restrict the use of AirDrop for devices or apps being managed by a
mobile device management solution.
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Apple Pay

With Apple Pay, users can use supported iOS devices and Apple Watch to pay in an
easy, secure, and private way. It's simple for users, and it’s built with integrated security
in both hardware and software.

Apple Pay is also designed to protect the user’s personal information. Apple Pay
doesn't collect any transaction information that can be tied back to the user. Payment
fransactions are between the user, the merchant, and the card issuer.

Apple Pay components

Secure Element: The Secure Element is an industry-standard, certified chip running the
Java Card platform, which is compliant with financial industry requirements for elec-
tronic payments.

NFC controller: The NFC controller handles Near Field Communication protocols and
routes communication between the application processor and the Secure Element,
and between the Secure Element and the point-of-sale terminal.

Wallet: Wallet is used to add and manage credit, debit, rewards, and store cards and to
make payments with Apple Pay. Users can view their cards and additional information

about their card issuer, their card issuer’s privacy policy, recent transactions, and more

in Wallet. Users can also add cards to Apple Pay in Setup Assistant and Settings.

Secure Enclave: On iPhone and iPad, the Secure Enclave manages the authentication
process and enables a payment transaction to proceed. It stores fingerprint data for
Touch ID.

On Apple Watch, the device must be unlocked, and the user must double-click the side
button. The double-click is detected and passed to the Secure Element directly without
going through the application processor.

Apple Pay Servers: The Apple Pay Servers manage the state of credit and debit cards
in Wallet and the Device Account Numbers stored in the Secure Element. They
communicate both with the device and with the payment network servers. The Apple
Pay Servers are also responsible for re-encrypting payment credentials for payments
within apps.

How Apple Pay uses the Secure Element

The Secure Element hosts a specially designed applet to manage Apple Pay. It also
includes payment applets certified by the payment networks. Credit or debit card data
is sent from the payment network or card issuer encrypted to these payment applets
using keys that are known only to the payment network and the payment applets’
security domain. This data is stored within these payment applets and protected using
the Secure Element’s security features. During a transaction, the terminal communicates
directly with the Secure Element through the Near Field Communication (NFC) controller
over a dedicated hardware bus.
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How Apple Pay uses the NFC controller

As the gateway to the Secure Element, the NFC controller ensures that all contactless
payment transactions are conducted using a point-of-sale terminal that is in close
proximity with the device. Only payment requests arriving from an in-field terminal
are marked by the NFC controller as contactless transactions.

Once payment is authorized by the card holder using Touch ID or passcode, or on
an unlocked Apple Watch by double-clicking the side button, contactless responses
prepared by the payment applets within the Secure Element are exclusively routed
by the controller to the NFC field. Consequently, payment authorization details for
contactless transactions are contained to the local NFC field and are never exposed
to the application processor. In contrast, payment authorization details for payments
within apps are routed to the application processor, but only after encryption by the
Secure Element to the Apple Pay Server.

Credit and debit card provisioning

When a user adds a credit or debit card (including store cards) to Apple Pay, Apple
securely sends the card information, along with other information about user’s account
and device, to the card issuer, Using this information, the card issuer will determine
whether to approve adding the card to Apple Pay.

Apple Pay uses three server-side calls to send and receive communication with the
card issuer or network as part of the card provisioning process: Required Fields, Check
Card, and Link and Provision. The card issuer or network uses these calls to verify, approve,
and add cards to Apple Pay. These client-server sessions are encrypted using SSL.

Full card numbers are not stored on the device or on Apple servers. Instead, a unique
Device Account Number is created, encrypted, and then stored in the Secure Element.
This unique Device Account Number is encrypted in such a way that Apple can't access
it. The Device Account Number is unique and different from usual credit or debit card
numbers, the card issuer can prevent its use on a magnetic stripe card, over the phone,
or on websites. The Device Account Number in the Secure Element is isolated from i0S
and WatchQS, is never stored on Apple Pay Servers, and is never backed up to iCloud.

Cards for use with Apple Watch are provisioned for Apple Pay using the Apple Watch
app on iPhone. Provisioning a card for Apple Watch requires that the watch be within
Bluetooth communications range. Cards are specifically enrolled for use with Apple
Watch and have their own Device Account Numbers, which are stored within the
Secure Element on the Apple Watch.

There are two ways to provision a credit or debit card into Apple Pay:
+ Adding a credit or debit card manually to Apple Pay

* Adding credit or debit cards on file from an iTunes Store account to Apple Pay

Adding a credit or debit card manually to Apple Pay

To add a card manually, including store cards, the name, credit card humber, expiration
date, and CWV are used to facilitate the provisioning process. From within Settings,
the Wallet app, or the Apple Watch app, users can enter that information by typing,

or using the iSight camera. When the camera captures the card information, Apple
attempts to populate the name, card number, and expiration date. The photo is never
saved to the device or stored in the photo library. Once all the fields are filled in, the
Check Card process verifies the fields other than the CVV.They are encrypted and sent
to the Apple Pay Server.

105 Security—WRHBIBEA | September 2015 EY)
033



Case 5:16-cm-00010-SP Docwﬁnt 73 Filed 03/03/16 Page 44 o 0 Page ID #:995

If a terms and conditions ID is returned with the Check Card process, Apple downloads
and displays the terms and conditions of the card issuer to the user. If the user accepts
the terms and conditions, Apple sends the ID of the terms that were accepted, as well
as the CWV to the Link and Provision process. Additionally, as part of the Link and
Provision process, Apple shares information from the device with the card issuer or
network, like information about your iTunes and App Store account activity (for
example, whether you have a long history of transactions within iTunes), information
about your device (for example, phone number, name, and model of your device plus
any companion iOS device necessary to set up Apple Pay), as well as your approximate
location at the time you add your card {if you have Location Services enabled). Using
this information, the card issuer will determine whether to approve adding the card to
Apple Pay.

As the result of the Link and Provision process, two things occur:
* The device begins to download the Wallet pass file representing the credit or debit card.

+ The device begins to bind the card to the Secure Element.

The pass file contains URLs to download card art, metadata about the card such as
contact information, the related issuer’s app, and supported features. It also contains
the pass state, which includes information such as whether the personalizing of the
Secure Element has completed, whether the card is currently suspended by the card
issuer, or whether additional verification is required before the card will be able to
make payments with Apple Pay.

Adding credit or debit cards from an iTunes Store account to Apple Pay
For a credit or debit card on file with iTunes, the user may be required to re-enter
their Apple ID password. The card number is retrieved from iTunes and the Check Card
process is initiated. If the card is eligible for Apple Pay, the device will download and
display terms and conditions, then send along the term’s ID and the card security code
to the Link and Provision process. Additional verification may occur for iTunes account
cards on file.

Adding credit or debit cards from a card issuer’s app

When the app is registered for use with Apple Pay, keys are established for the app and
the merchant’s server. These keys are used to encrypt the card information that’s sent
to the merchant, which prevents the information from being read by the i0S device.
The provisioning flow is similar to that used for manually added cards, described above,
except that one-time passwords are used in lieu of the CVWV.

Additional verification

A card issuer can decide whether a credit or debit card requires additional verification.
Depending on what is offered by the card issuer, the user may be able to choose
between different options for additional verification, such as a text message, email,
customer service call, or a method in an approved third-party app to complete the
verification. For text messages or email, the user selects from contact information the
issuer has on file. A code will be sent, which the user will need to enter into Wallet,
Settings, or the Apple Watch app. For customer service or verification using an app,
the issuer performs their own communication process.
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Payment authorization

The Secure Element will only allow a payment to be made after it receives authorization
from the Secure Enclave, confirming the user has authenticated with Touch ID or the
device passcode. Touch ID is the default method if available but the passcode can be
used at any time instead of Touch ID. A passcode is automatically offered after three
unsuccessful attempts to match a fingerprint and after five unsuccessful attempts, the
passcode is required. A passcode is also required when Touch ID is hot configured or
not enabled for Apple Pay.

Communication between the Secure Enclave and the Secure Element takes place over
a serial interface, with the Secure Element connected to the NFC controller, which in
turn is connected to the application processor. Even though not directly connected,
the Secure Enclave and Secure Element can communicate securely using a shared
pairing key that is provisioned during the manufacturing process. The encryption and
authentication of the communication is based on AES, with cryptographic nonces used
by both sides to protect against replay attacks. The pairing key is generated inside the
Secure Enclave from its UID key and the Secure Element’s unique identifier. The pairing
key is then securely transferred from the Secure Enclave to a hardware security module
(HSM) in the factory, which has the key material required to then inject the pairing key
into the Secure Element.

When the user authorizes a transaction, the Secure Enclave sends signed data about
the type of authentication and details about the type of transaction (contactless or
within apps) to the Secure Element, tied to an Authorization Random (AR) value. The
AR is generated in the Secure Enclave when a user first provisions a credit card and is
persisted while Apple Pay is enabled, protected by the Secure Enclave’s encryption and
anti-rollback mechanism. It is securely delivered to the Secure Element via the pairing
key. On receipt of a new AR value, the Secure Element marks any previously added
cards as deleted.

Credit and debit cards added to the Secure Element can only be used if the Secure
Element is presented with authorization using the same pairing key and AR value from
when the card was added. This allows i0S to instruct the Secure Enclave to render
cards unusable by marking its copy of the AR as invalid under the following scenarios:

When the passcode is disabled.

+ The user logs out of iCloud.

* The user selects Erase All Content and Settings.

+ The device is restored from recovery mode.

With Apple Watch, cards are marked as invalid when:
* The watch’s passcode is disabled.

« The watch is unpaired from iPhone.

+ Wrist detection is turned off.
Using the pairing key and its copy of the current AR value, the Secure Element verifies
the authorization received from the Secure Enclave before enabling the payment

applet for a contactless payment. This process also applies when retrieving encrypted
payment data from a payment applet for transactions within apps.
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Transaction-specific dynamic security code

All payment transactions originating from the payment applets include a transaction-
specific dynamic security code along with a Device Account Number. This one-time
code is computed using a counter that is incremented for each new transaction, and

a key that’s provisioned in the payment applet during personalization and is known by
the payment network and/or the card issuer. Depending on the payment scheme, other
data may also be used in the calculation of these codes, including the following:

+ A random number generated by the payment applet
« Another random number generated by the terminal—in the case of an NFC transaction
or

+ Another random number generated by the server—in the case of transactions
within apps

These security codes are provided to the payment network and the card issuer, which
allows them to verify each transaction. The length of these security codes may vary
based on the type of transaction being done.

Contactless payments with Apple Pay

If iPhone is on and detects an NFC field, it will present the user with the relevant credit
or debit card, or the default card, which is managed in Settings. The user can also go to
the Wallet app and choose a credit or debit card, or when the device is locked, double-
click the Home button.

Next, the user must authenticate using Touch ID or their passcode before payment
information is transmitted. When Apple Watch is unlocked, double-clicking the side
button activates the default card for payment. No payment information is sent without
user authentication.

Once the user authenticates, the Device Account Number and a transaction-specific
dynamic security code are used when processing the payment. Neither Apple nor a
user's device sends the full actual credit or debit card numbers to merchants. Apple
may receive anonymous transaction information such as the approximate time and
location of the transaction, which helps improve Apple Pay and other Apple products
and services.

Paying with Apple Pay within apps

Apple Pay can also be used to make payments within i0S apps. When users pay in apps
using Apple Pay, Apple receives encrypted transaction information and re-encrypts

it with a merchant-specific key before it's sent to the merchant. Apple Pay retains
anonymous transaction information such as approximate purchase amount. This
information can’t be tied back to the user and never includes what the user is buying.

When an app initiates an Apple Pay payment transaction, the Apple Pay Servers receive
the encrypted transaction from the device prior to the merchant receiving it. The
Apple Pay Servers then re-encrypt it with a merchant-specific key before relaying the
transaction to the merchant.

When an app requests a payment, it calls an APl to determine if the device supports
Apple Pay and if the user has credit or debit cards that can make payments on a
payment network accepted by the merchant. The app requests any pieces of information
it needs to process and fulfill the transaction, such as the billing and shipping address,
and contact information. The app then asks iOS to present the Apple Pay sheet, which
requests information for the app, as well as other necessary information, such as the
card to use.
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At this time, the app is presented with city, state, and zip code information to calculate
the final shipping cost. The full set of requested information isn’t provided to the app
until the user authorizes the payment with Touch ID or the device passcode. Once

the payment is authorized, the information presented in the Apple Pay sheet will be
transferred to the merchant.

When the user authorizes the payment, a call is made to the Apple Pay Servers to
obtain a cryptographic nonce, which is similar to the value returned by the NFC
terminal used for in-store transactions. The nonce, along with other transaction data, is
passed to the Secure Element to generate a payment credential that will be encrypted
with an Apple key. When the encrypted payment credential comes out of the Secure
Element, it's passed to the Apple Pay Servers, which decrypt the credential, verify the
nonce in the credential against the nonce sent by the Secure Element, and re-encrypt
the payment credential with the merchant key associated with the Merchant ID. It's
then returned to the device, which hands it back to the app via the API. The app then
passes it along to the merchant system for processing. The merchant can then decrypt
the payment credential with its private key for processing. This, together with the
signature from Apple's servers, allows the merchant to verify that the transaction was
intended for this particular merchant.

The APIs require an entitlement that specifies the supported merchant IDs. An app

can also include additional data to send to the Secure Element to be signed, such as
an order number or customer identity, ensuring the transaction can't be diverted to

a different customer. This is accomplished by the app developer. The app developer is
able to specify applicationData on the PKPaymentRequest. A hash of this data is included
in the encrypted payment data. The merchant is then responsible for verifying that
their applicationData hash matches what's included in the payment data.

Rewards cards

As of i0S 9, Apple Pay supports the Value Added Service (VAS) protocol for transmitting
merchant rewards cards to compatible NFC terminals. The VAS protocol can be
implemented on merchant terminals and uses NFC to communicate with supported
Apple devices. The VAS protocol works over a short distance and is used to provide
complementary services, such as transmission of rewards card information, as part of
an Apple Pay transaction.

The NFC terminal initiates receiving the card information by sending a request for a
card. If the user has a card with the store’s identifier, the user is asked to authorize its
use. If the merchant supports encryption, the card information, a timestamp, and a
single-use random ECDH P-256 key is used with the merchant’s public key to derive
an encryption key for the card data, which is sent to the terminal. If the merchant
does not support encryption, the user is asked to re-present the device to the terminal
before the rewards card information is sent.
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Suspending, removing, and erasing cards

Users can suspend Apple Pay on iPhone and iPad by placing their devices in Lost Mode
using Find My iPhone. Users also have the ability to remove and erase their cards from
Apple Pay using Find My iPhone, iCloud Settings, or directly on their devices using
Wallet. On Apple Watch, cards can be removed using iCloud settings, the Apple Watch
app on iPhone, or directly on the watch. The ability to make payments using cards on
the device will be suspended or removed from Apple Pay by the card issuer or respective
payment network even if the device is offline and not connected to a cellular or Wi-Fi
network. Users can also call their card issuer to suspend or remove cards from Apple Pay.

Additionally, when a user erases the entire device using “Erase All Content and Settings,”
using Find My iPhone, or restoring their device using recovery mode, iOS will instruct
the Secure Element to mark all cards as deleted. This has the effect of immediately
changing the cards to an unusable state until the Apple Pay Servers can be contacted
to fully erase the cards from the Secure Element. Independently, the Secure Enclave
marks the AR as invalid, so that further payment authorizations for previously enrolled
cards aren't possible. When the device is online, it attempts to contact the Apple Pay
Servers to ensure all cards in the Secure Element are erased.
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Creating strong Apple ID passwords
Apple IDs are used to connect to a number
of services including iCloud, FaceTime,

and iMessage. To help users create strong
passwords, all new accounts must contain
the following password attributes:

+ At least eight characters

+ At least one letter

* At least one uppercase letter
* At least one number

» No more than three consecutive
identical characters

« Not the same as the account name

Internet Services

Apple has built a robust set of services to help users get even more utility and
productivity out of their devices, including iMessage, FaceTime, Siti, Spotlight
Suggestions, iCloud, iCloud Backup, and iCloud Keychain.

These Internet services have been built with the same security goals that iOS promotes
throughout the platform. These goals include secure handling of data, whether at rest
on the device or in transit over wireless networks; protection of users’ personal informa-
tion; and threat protection against malicious or unauthorized access to information and
services. Each service uses its own powerful security architecture without compromising
the overall ease of use of iOS.

Apple ID

An Apple ID is the user name and password that is used to sign in to Apple services
such as iCloud, iMessage, FaceTime, the iTunes Store, the iBooks Store, the App Store, and
more. It is important for users to keep their Apple IDs secure to prevent unauthorized
access to their accounts. To help with this, Apple requires strong passwords that must
be at least eight characters in length, contain both letters and numbers, must not
contain more than three consecutive identical characters, and cannot be a commonly
used password. Users are encouraged to exceed these guidelines by adding extra
characters and punctuation marks to make their passwords even stronger. Apple also
sends email and push notifications to users when important changes are made to their
account; for example, if a password or billing information has been changed, or the
Apple ID has been used to sign in on a new device. If anything does not look familiar,
users are instructed to change their Apple ID password immediately.

Apple also offers two-step verification for Apple ID, which provides a second layer of
security for the user’s account. With two-step verification enabled, the user’s identity
must be verified via a temporary code sent to one of the user’s trusted devices before
changes are permitted to his or her Apple ID account information, before signing in
to iCloud, iMessage, FaceTime, and Game Center, and before making an iTunes Store,
iBooks Store, or App Store purchase from a new device. This can prevent anyone from
accessing a user’s account, even if they know the password. Users are also provided
with a 14-character Recovery Key to be stored in a safe place in case they ever forget
their password or lose access to their trusted devices,

For more information on two-step verification for Apple ID, visit
https://support.apple.com/kl/ht5570.
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iMessage

Apple iMessage is a messaging service for i0S devices and Mac computers. iMessage
supports text and attachments such as photos, contacts, and locations. Messages
appear on all of a user's registered devices so that a conversation can be continued
from any of the user’s devices. iMessage makes extensive use of the Apple Push
Notification service (APNs). Apple does not log messages or attachments, and their
contents are protected by end-to-end encryption so no one but the sender and
receiver can access them. Apple cannot decrypt the data.

When a user turns on iMessage on a device, the device generates two pairs of keys for
use with the service: an RSA 1280-bit key for encryption and an ECDSA 256-bit key on
the NIST P-256 curve for sighing. The private keys for both key pairs are saved in the
device’s keychain and the public keys are sent to Apple’s directory service (IDS), where
they are associated with the user’s phone number or email address, along with the
device’s APNs address.

As users enable additional devices for use with iMessage, their encryption and signing
public keys, APNs addresses, and associated phone numbers are added to the directory
service. Users can also add more email addresses, which will be verified by sending a
confirmation link. Phone numbers are verified by the carrier network and SIM. Further,
all of the user’s registered devices display an alert message when a new device, phone
number, or email address is added.

How iMessage sends and receives messages

Users start a new iMessage conversation by entering an address or name. If they enter
a phone number or email address, the device contacts the IDS to retrieve the public
keys and APNs addresses for all of the devices associated with the addressee. If the
user enters a name, the device first utilizes the user's Contacts app to gather the phone
numbers and email addresses associated with that name, then gets the public keys
and APNs addresses from the IDS.

The user's outgoing message is individually encrypted for each of the receiver’s
devices. The public RSA encryption keys of the receiving devices are retrieved from
IDS. For each receiving device, the sending device generates a random 128-bit key
and encrypts the message with it using AES in CTR mode. This per-message AES key is
encrypted using RSA-OAEP to the public key of the receiving device. The combination
of the encrypted message text and the encrypted message key is then hashed with
SHA-1, and the hash is signed with ECDSA using the sending device’s private signing
key. The resulting messages, one for each receiving device, consist of the encrypted
message text, the encrypted message key, and the sender’s digital signature. They are
then dispatched to the APNs for delivery. Metadata, such as the timestamp and APNs
routing information, is not encrypted. Communication with APNs is encrypted using a
forward-secret TLS channel.
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APNs can only relay messages up to 4 KB or 16 KB in size, depending on i0S version.

If the message text is too long, or if an attachment such as a photo is included, the
attachment is encrypted using AES in CTR mode with a randomly generated 256-bit
key and uploaded to iCloud. The AES key for the attachment, its URI (Uniform Resource
Identifier), and a SHA-1 hash of its encrypted form are then sent to the recipient as the
contents of an iMessage, with their confidentiality and integrity protected through
normal iMessage encryption, as shown below.

Attachment
encrypted with
randomkey ¥

Signed and encrypted
message for user 2 with URl and
key for attachment

Public key Public key
and APNs token and APNs token
for user 2 for user 1

DS

For group conversations, this process s repeated for each recipient and their devices.

On the receiving side, each device receives its copy of the message from APNSs, and,
if necessary, retrieves the attachment from iCloud. The incoming phone number or
email address of the sender is matched to the receiver’s contacts so that a name can
be displayed, if possible.

As with all push notifications, the message is deleted from APNs when it is delivered.
Unlike other APNs notifications, however, iMessage messages are queued for delivery
to offline devices. Messages are currently stored for up to 30 days.

Facelime

FaceTime is Apple’s video and audio calling service. Similar to iMessage, FaceTime calls
also use the Apple Push Notification service to establish an initial connection to the
user’s registered devices. The audio/video contents of FaceTime calls are protected by
end-to-end encryption, so no one but the sender and receiver can access them, Apple
cannot decrypt the data.

FaceTime uses Internet Connectivity Establishment (ICE) to establish a peer-to-peer
connection between devices. Using Session Initiation Protocol (SIP) messages, the
devices verify their identity certificates and establish a shared secret for each session.
The cryptographic nonces supplied by each device are combined to salt keys for each
of the media channels, which are streamed via Secure Real Time Protocol (SRTP) using
AES-256 encryption.
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iCloud

iCloud stores a user’s contacts, calendars, photos, documents, and more and keeps the
information up to date across all of his or her devices, automatically. iCloud can also
be used by third-party apps to store and sync documents as well as key values for
app data as defined by the developer. Users set up iCloud by signing in with an Apple
ID and choosing which services they would like to use. iCloud features, including My
Photo Stream, iCloud Drive, and Backup, can be disabled by IT administrators via a
configuration profile. The service is agnostic about what is being stored and handles
all file content the same way, as a collection of bytes.

Each file is broken into chunks and encrypted by iCloud using AES-128 and a key
derived from each chunk’s contents that utilizes SHA-256. The keys, and the file’s
metadata, are stored by Apple in the user’s iCloud account. The encrypted chunks of
the file are stored, without any user-identifying information, using third-party storage
services, such as Amazon $3 and Windows Azure.

iCloud Drive

iCloud Drive adds account-based keys to protect documents stored in iCloud. As with
existing iCloud services, it chunks and encrypts file contents and stores the encrypted
chunks using third-party services. However, the file content keys are wrapped by
record keys stored with the iCloud Drive metadata. These record keys are in turn
protected by the user’s iCloud Drive service key, which is then stored with the user’s
iCloud account. Users get access to their iCloud documents metadata by having
authenticated with iCloud, but must also possess the iCloud Drive service key to
expose protected parts of iCloud Drive storage.

CloudKit

CloudKit allows app developers to store key-value data, structured data, and assets in
iCloud. Access to CloudKit is controlled using app entitlements. CloudKit supports both
public and private databases. Public databases are used by all copies of the app, typi-
cally for general assets, and are not encrypted. Private databases store the user’s data.

As with iCloud Drive, CloudKit uses account-based keys to protect the information
stored in the user's private database and, similar to other iCloud services, files are
chunked, encrypted, and stored using third-party services. CloudKit utilizes a hierarchy
of keys, similar to Data Protection. The per-file keys are wrapped by CloudKit Record
keys. The Record keys, in turn, are protected by a zone-wide key, which is protected by
the user’s CloudKit Service key. The CloudKit Service key is stored in the user’s iCloud
account and is available only after the user has authenticated with iCloud.

Convergent
Encryption
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iCloud Backup

iCloud also backs up information—including device settings, app data, photos, and
videos in the Camera Roll, and conversations in the Messages app—daily over Wi-Fi.
iCloud secures the content by encrypting it when sent over the Internet, storing it in
an encrypted format, and using secure tokens for authentication. iCloud Backup occurs
only when the device is locked, connected to a power source, and has Wi-Fi access to
the Internet. Because of the encryption used in i0S, the system is designed to keep
data secure while allowing incremental, unattended backup and restoration to occur.

Here’s what iCloud backs up:

+ Information about purchased music, movies, TV shows, apps, and books, but not the
purchased content itself

+ Photos and videos in Camera Roll

« Contacts, calendar events, reminders, and hotes
+ Device settings

* App data

* PDFs and books added to iBooks but not purchased
« Call history

* Home screen and app organization

* iMessage, text (SMS), and MMS messages

* Ringtones

+ HomeKit data

* HealthKit data

* Visual Voicemail

When files are created in Data Protection classes that are not accessible when the
device is locked, their per-file keys are encrypted using the class keys from the iCloud
Backup keybag. Files are backed up to iCloud in their original, encrypted state. Files in
Data Protection class No Protection are encrypted during transport.

The iCloud Backup keybag contains asymmetric (Curve25519) keys for each Data
Protection class, which are used to encrypt the per-file keys. For more information
about the contents of the backup keybag and the iCloud Backup keybag, see "Keychain
Data Protection” in the Encryption and Data Protection section.

The backup set is stored in the user’s iCloud account and consists of a copy of the
user’s files, and the iCloud Backup keybag. The iCloud Backup keybag is protected by
a random key, which is also stored with the backup set. (The user’s iCloud password
is not utilized for encryption so that changing the iCloud password won't invalidate
existing backups.)

While the user’s keychain database is backed up to iCloud, it remains protected by a
UID-tangled key. This allows the keychain to be restored only to the same device from
which it originated, and it means no one else, including Apple, can read the user’s
keychain items.

On restore, the backed-up files, iCloud Backup keybag, and the key for the keybag are
retrieved from the user’s iCloud account. The iCloud Backup keybag is decrypted using
its key, then the per-file keys in the keybag are used to decrypt the files in the backup
set, which are written as new files to the file system, thus re-encrypting them as per
their Data Protection class.
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Safari integration with iCloud Keychain
Safari can automatically generate cryp-
tographically strong random strings for
website passwords, which are stored in
Keychain and synced to your other devic-
es. Keychain items are transferred from
device to device, traveling through Apple
servers, but are encrypted in such a way
that Apple and other devices cannot read
their contents.

iCloud Keychain

iCloud Keychain allows users to securely sync his or her passwords between iOS
devices and Mac computers without exposing that information to Apple. In addition
to strong privacy and security, other goals that heavily influenced the design and
architecture of iCloud Keychain were ease of use and the ability to recover a keychain.
iCloud Keychain consists of two services: keychain syncing and keychain recovery.

Apple designed iCloud Keychain and keychain recovery so that a user’s passwords
are still protected under the following conditions:

* A user’s iCloud account is compromised.
* iCloud is compromised by an external attacker or employee.
+ Third-party access to user accounts.

Keychain syncing

When a user enables iCloud Keychain for the first time, the device establishes a circle
of trust and creates a syncing identity for itself. A syncing identity consists of a private
key and a public key. The public key of the syncing identity is put in the circle, and the
circle is signed twice: first by the private key of the syncing identity, then again with
an asymmetric elliptical key (using P256) derived from the user’s iCloud account
password. Also stored with the circle are the parameters (random salt and iterations)
used to create the key that is based on the user’s iCloud password.

The signed syncing circle is placed in the user's iCloud key value storage area. It cannot
be read without knowing the user’s iCloud password, and cannot be modified validly
without having the private key of the syncing identity of its member.

When the user turns on iCloud Keychain on another device, the new device notices

in iCloud that the user has a previously established syncing circle that it is not a mem-
ber of. The device creates its syncing identity key pair, then creates an application
ticket to request membership in the circle. The ticket consists of the device's public
key of its syncing identity, and the user is asked to authenticate with his or her iCloud
password. The elliptical key generation parameters are retrieved from iCloud and
generate a key that is used to sign the application ticket. Finally, the application ticket
is placed in iCloud.

When the first device sees that an application ticket has arrived, it displays a notice for
the user to acknowledge that a new device is asking to join the syncing circle. The user
enters his or her iCloud password, and the application ticket is verified as signed by a
matching private key. This establishes that the person who generated the request to
join the circle entered the user’s iCloud password at the time the request was made.

Upon the user’s approval to add the new device to the circle, the first device adds the
public key of the new member to the syncing circle, signs it again with both its sync-
ing identity and the key derived from the user's iCloud password. The new syncing

circle is placed in iCloud, where it is similarly signed by the new member of the circle.

There are now two members of the signing circle, and each member has the public
key of its peer. They now begin to exchange individual keychain items via iCloud key
value storage. If both circle members have the same item, the one with the most
recent modification date will be synced. Items are skipped if the other member has the
item and the modification dates are identical. Each item that is synced is encrypted
specifically for the device it is being sent to. It cannot be decrypted by other devices
or Apple. Additionally, the encrypted item is ephemeral in iCloud: it's overwritten with
each new item that’s synced.
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This process is repeated as new devices join the syncing circle. For example, when a
third device joins, the confirmation appears on both of the other user’s devices. The
user can approve the new member from either of those devices. As new peers are
added, each peer syncs with the new one to ensure that all members have the same
keychain items.

However, the entire keychain is not synced. Some items are device-specific, such as
VPN identities, and shouldn't leave the device. Only items with the attribute
kSecAttrSynchronizable are synced. Apple has set this attribute for Safari
user data (including user names, passwords, and credit card numbers), as well as
Wi-Fi passwords and HomeKit encryption keys.

Additionally, by default, keychain items added by third-party apps do not sync.
Developers must set the kSecAttrSynchronizable when adding items
to the keychain.

Keychain recovery
Keychain recovery provides a way for users to optionally escrow their keychain with

- Apple, without allowing Apple to read the passwords and other data it contains. Even
if the user has only a single device, keychain recovery provides a safety net against
data loss. This is particularly important when Safari is used to generate random, strong
passwords for web accounts, as the only record of those passwords is in the keychain.

A cornerstone of keychain recovery is secondary authentication and a secure escrow
service, created by Apple specifically to support this feature. The user’s keychain is
encrypted using a strong passcode, and the escrow service will provide a copy of the
keychain only if a strict set of conditions are met.

When iCloud Keychain is turned on, the user is asked to create an iCloud Security
Code. This code is required to recover an escrowed keychain. By default, the user is
asked to provide a simple four-digit value for the security code. However, users can
also specify their own, longer code, or let their devices create a cryptographically
random code that they can record and keep on their own.

Next, the i0S device exports a copy of the user’s keychain, encrypts it wrapped with
keys in an asymmetric keybag, and places it in the user’s iCloud key value storage
area. The keybag is wrapped with the user’s iCloud Security Code and the public key
of the HSM (hardware security module) cluster that will store the escrow record. This
becomes the user’s iCloud Escrow Record.

If the user decided to accept a cryptographically random security code, instead of
specifying his or her own or using a four-digit value, no escrow record is necessary.
Instead, the iCloud Security Code is used to wrap the random key directly.

In addition to establishing a security code, users must register a phone number. This
is used to provide a secondary level of authentication during keychain recovery. The
user will receive an SMS that must be replied to in order for the recovery to proceed.

Escrow security

iCloud provides a secure infrastructure for keychain escrow that ensures only
authorized users and devices can perform a recovery. Topographically positioned
behind iCloud are clusters of hardware security modules (HSM). These clusters guard
the escrow records. Each has a key that is used to encrypt the escrow records under
their watch, as described previously.
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To recover a keychain, users must authenticate with their iCloud account and password
and respond to an SMS sent to their registered phone number. Once this is done, users
must enter their iCloud Security Code. The HSM cluster verifies that a user knows his or
her iCloud Security Code using Secure Remote Password protocol (SRP); the code itself
is not sent to Apple. Each member of the cluster independently verifies that the user
has not exceeded the maximum number of attempits that are allowed to retrieve his
or her record, as discussed below. If a majority agree, the cluster unwraps the escrow
record and sends it to the user’s device.

Next, the device uses the iCloud Security Code to unwrap the random key used to
encrypt the user’s keychain. With that key, the keychain—retrieved from iCloud key
value storage—is decrypted and restored onto the device. Only 10 attempts to
authenticate and retrieve an escrow record are allowed. After several failed attempts,
the record is locked and the user must call Apple Support to be granted more
attempts. After the 10th failed attempt, the HSM cluster destroys the escrow record
and the keychain is lost forever. This provides protection against a brute-force attempt
to retrieve the record, at the expense of sacrificing the keychain data in response.

These policies are coded in the HSM firmware. The administrative access cards that
permit the firmware to be changed have been destroyed. Any attempt to alter the
firmware or access the private key will cause the HSM cluster to delete the private key.
Should this occur, the owners of all keychains protected by the cluster will receive a
message informing them that their escrow record has been lost. They can then choose
to re-enroll.

By simply talking naturally, users can enlist Siri to send messages, schedule meetings,
place phone calls, and more. Siri uses speech recognition, text-to-speech, and a
client- server model to respond to a broad range of requests. The tasks that Siri
supports have been designed to ensure that only the absolute minimal amount of
personal information is utilized and that it is fully protected.

When Siri is turned on, the device creates random identifiers for use with the voice
recognition and Sirj servers. These identifiers are used only within Siri and are utilized
to improve the service. If Siri is subsequently turned off, the device will generate a
new random identifier to be used if Siri is turned back on.

In order to facilitate Siri's features, some of the user’s information from the device

is sent to the server. This includes information about the music library (song titles,
artists, and playlists), the names of Reminders lists, and names and relationships that
are defined in Contacts. Al communication with the server is over HTTPS.

When a Siri session is initiated, the user’ first and last name (from Contacts), along
with a rough geographic location, is sent to the server. This is so Siri can respond with
the name or answer questions that only need an approximate location, such as those
about the weather.

If a more precise location is necessary, for example, to determine the location of
nearby movie theaters, the server asks the device to provide a more exact location.
This is an example of how, by default, information is sent to the server only when it’s
strictly necessary to process the user’s request. In any event, session information is
discarded after 10 minutes of inactivity.

When Siri is used from Apple Watch, the watch creates its own random unique
identifier, as described above. However, instead of sending the user’s information again,
its requests also send the Siri identifier of the paired iPhone to provide a reference to
that information.
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The recording of the user’s spoken words is sent to Apple’s voice recognition server.
If the task involves dictation only, the recognized text is sent back to the device.
Otherwise, Siri analyzes the text and, if necessary, combines it with information from
the profile associated with the device. For example, if the request is “send a message
to my mom,” the relationships and names that were uploaded from Contacts are
utilized. The command for the identified action is then sent back to the device to be
carried out,

Many Siri functions are accomplished by the device under the direction of the server.
For example, if the user asks Siri to read an incoming message, the server simply tells
the device to speak the contents of its unread messages. The contents and sender of
the message are not sent to the server.

User voice recordings are saved for a six-month period so that the recognition system
can utilize them to better understand the user’s voice. After six months, another copy
is saved, without its identifier, for use by Apple in improving and developing Siri for
up to two years, Additionally, some recordings that reference music, sports teams

and players, and businesses or points of interest are similarly saved for purposes of
improving Siri.

Siri can also be invoked hands-free via voice activation. The voice trigger detection is
performed locally on the device. In this mode, Siri is activated only when the incoming
audio pattern sufficiently matches the acoustics of the specified trigger phrase.

When the trigger is detected, the corresponding audic including the subsequent

Siri command is sent to Apple’s voice recognition server for further processing, which
follows the same rules as other user voice recordings made through Siri.

Continuity

Continuity takes advantage of technologies like iCloud, Bluetooth, and Wi-Fi to enable
users to continue an activity from one device to another, make and receive phone calls,
send and receive text messages, and share a cellular Internet connection.

Handoff

With Handoff, when a user’s Mac and i0S device are near each other, the user can auto-
matically pass whatever they’re working on from one device to the other, Handoff lets
the user switch devices and instantly continue working.

When a user signs in to iCloud on a second Handoff capable device, the two devices
establish a Bluetooth Low Energy 4.0 pairing out-of-band using the Apple Push
Notification service (APNs). The individual messages are encrypted in a similar fashion
to iMessage. Once the devices are paired, each will generate a symmetric 256-bit

AES key that gets stored in the device’s keychain. This key is used to encrypt and
authenticate the Bluetooth Low Energy advertisements that communicate the device’s
current activity to other iCloud paired devices using AES-256 in GCM mode, with replay
protection measures. The first time a device receives an advertisement from a new
key, it will establish a Bluetooth Low Energy connection to the originating device and
perform an advertisement encryption key exchange. This connection is secured using
standard Bluetooth Low Energy 4.0 encryption as well as encryption of the individual
messages, which is similar to how iMessage is encrypted. In some situations, these
messages will go via the Apple Push Notification service instead of Bluetooth Low
Energy. The activity payload is protected and transferred in the same way as an
iMessage.

i05 Security—WRHKBIPHARY | September 2015 46
047



Case 5:16-cm-00010-SP Docume?t 73-1 Filed 03/03/16 Page 8 ofﬁo Page ID #:1009

Handoff between native apps and websites

Handoff allows an iOS native app to resume webpages in domains legitimately
controlled by the app developer. It also allows the native app user activity to be
resumed in a web browser.

To prevent native apps from claiming to resume websites not controlled by the
developer, the app must demonstrate legitimate control over the web domains it
wants to resume. Control over a website domain is established via the mechanism
used for shared web credentials. For details, refer to "Access to Safari saved passwords”
in the Encryption and Data Protection section, The system must validate an app’s
domain name control before the app is permitted to accept user activity Handoff,

The source of a webpage Handoff can be any browser that has adopted the Handoff
APIs. When the user views a webpage, the system advertises the domain name of the
webpage in the encrypted Handoff advertisement bytes. Only the user’s other devices
can decrypt the advertisement bytes (as previously described in the section above).

On a receiving device, the system detects that an installed hative app accepts Handoff
from the advertised domain name and displays that native app icon as the Handoff
option. When launched, the native app receives the full URL and the title of the
webpage. No other information is passed from the browser to the native app.

In the opposite direction, a native app may specify a fallback URL when a Handoff-
receiving device does not have the same native app installed. In this case, the system
displays the user’s default browser as the Handoff app option (if that browser has
adopted Handoff APIs). When Handoff is requested, the browser will be launched and
given the fallback URL provided by the source app. There is no requirement that the
fallback URL be limited to domain names controlled by the native app developer.

Handoff of larger data

In addition to the basic feature of Handoff, some apps may elect to use APIs that
support sending larger amounts of data over Apple-created peer-to-peer Wi-Fi
technology (in a similar fashion to AirDrop). For example, the Mail app uses these
APIs to support Handoff of a mail draft, which may include large attachments.

When an app uses this facility, the exchange between the two devices starts off just
as in Handoff (see previous sections). Howevet, after receiving the initial payload using
Bluetooth Low Energy, the receiving device initiates a new connection over Wi-Fi. This
connection is encrypted (TLS), which exchanges their iCloud identity certificates. The
identity in the certificates is verified against the user’s identity. Further payload data is
sent over this encrypted connection until the transfer is complete.

iPhone Cellular Call Relay

When your Mac, iPad, or iPod is on the same Wi-Fi network as your iPhone, it can make
and receive phone calls using your iPhone cellular connection. Configuration requires
your devices to be signed in to both iCloud and FaceTime using the same Apple ID
account.

When an incoming call arrives, all configured devices will be notified via the Apple

Push Notification service (APNs), with each notification using the same end-to-end

encryption as iMessage uses. Devices that are on the same network will present the
incoming call notification Ul. Upon answering the call, the audio will be seamlessly

transmitted from your iPhone using a secure peer-to-peer connection between the
two devices.
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Outgoing calls will also be relayed to iPhone via the Apple Push Notification service,
and audio will be similarly transmitted over the secure peer-to-peer link between
devices.

Users can disable phone call relay on a device by turning off iPhone Cellular Calls in
FaceTime settings.

iPhone Text Message Forwarding

Text Message Forwarding automatically sends SMS text messages received on iPhone
to a user’s enrolled iPad, iPod touch, or Mac. Each device must be signhed in to the
iMessage service using the same Apple ID account. When SMS Message Forwarding
is turned on, enrollment is verified on each device by entering a random six-digit
numeric code generated by iPhone.

Once devices are linked, iPhone encrypts and forwards incoming SMS text messages
to each device, utilizing the methods described in the iMessage section of this docu-
ment. Replies are sent back to iPhone using the same method, then iPhone sends the
reply as a text message using the carrier’s SMS transmission mechanism., Text Message
Forwarding can be turned on or off in Messages settings.

Instant Hotspot

I0S devices that support Instant Hotspot use Bluetooth Low Energy to discover and
communicate to devices that have signed in to the same iCloud account. Compatible
Mac computers running OS X Yosemite and later use the same technology to discover
and communicate with Instant Hotspot iOS devices.

When a user enters Wi-Fi Settings on the i0S device, the device emits a Bluetooth

Low Energy signal containing an identifier that all devices signed in to the same iCloud
account agree upon. The identifier is generated from a DSID (Destination Signaling
Identifier) tied to the iCloud account, and rotated periodically. When other devices
signed in to the same iCloud account are in close proximity and support personal
hotspot, they detect the signal and respond, indicating availability.

When a user chooses a device available for personal hotspot, a request to turn on
Personal Hotspot is sent to that device. The request is sent across a link that is encrypt-
ed using standard Bluetooth Low Energy encryption, and the request is encrypted in

a fashion similar to iMessage encryption. The device then responds across the same
Bluetooth Low Energy link using the same per-message encryption with personal
hotspot connection information.

Spotlight Suggestions

Safari search and Spotlight search include search suggestions from the Internet, apps,
iTunes, App Store, movie showtimes, locations nearby, and more.

To make suggestions more relevant to users, user context and search feedback with
search query requests are sent to Apple. Context sent with search requests provides
Apple with: i) the device's approximate location; ii) the device type (e.g., Mac, iPhone,
iPad, or iPod); iii) the client app, which is either Spotlight or Safari; iv) the device’s
default language and region settings; v) the three most recently used apps on the
device; and vi) an anonymous session ID. All communication with the server is
encrypted via HTTPS.

105 Security—WEBIDHA | September 2015 48
049



Case 5:16-cm-00010-SP Documeljt73-1 Filed 03/03/16 Page 10 o+50 Page ID #:1011
i\r‘;_.n l, -

To help protect user privacy, Spotlight Suggestions never sends exact location, instead
blurring the location on the client before sending. The level of blurring is based on
estimated population density at the device’s location; for instance, more blurring is
used in a rural location versus less blurring in a city center where users will typically
be closer together. Further, users can disable the sending of all location information
to Apple in Settings, by tuming off Location Services for Spotlight Suggestions. If
Location Services is disabled, then Apple may use the client’s IP address to infer an
approximate location.

The anonymous session ID allows Apple to analyze patterns between queries con-
ducted in a 15-minute period. For instance, if users frequently search for “Café phone
number” shortly after searching for “Café,” Apple may learn to make the phone number
more available in results. Unlike most search engines, however, Apple’s search service
does not use a persistent personal identifier across a user's search history to tie queries
to a user or device; instead, Apple devices use a temporary anonymous session ID for
at most a 15-minute period before discarding that ID.

Information on the three most recently used apps on the device is included as
additional search context. To protect the privacy of users, only apps that are in an
Apple-maintained whitelist of popular apps and have been accessed within the last
three hours are included.

Search feedback sent to Apple provides Apple with: i) timings between user actions
such as key-presses and result selections; ii) Spotlight Suggestions result selected, if
any; and iii) type of local result selected (e.g., “Bookmark” or “Contact™. Just as with
search context, the search feedback is not tied to any individual person or device.

Apple retains Spotlight Suggestions logs with queries, context, and feedback for up

to 18 months. Reduced logs including only query, country, language, date (to the hour),
and device-type are retained up to two years. IP addresses are not retained with

query logs.

In some cases, Spotlight Suggestions may forward queries for common words and
phrases to a qualified partner in order to receive and display the partner’s search
resuits. These queries are not stored by the qualified partner and partners do not
receive search feedback. Partners also do not receive user IP addresses. Communication
with the partner is encrypted via HTTPS. Apple will provide city-level location, device
type, and client language as search context to the partner based on which locations,
device types, and languages Apple sees repeated queries from.

Spotlight Suggestions can be turned off in Settings for Spotlight, for Safari, or for
both. If turned off for Spotlight, then Spotlight is reverted to being a local on-device-
only search client that does not transmit information to Apple. If turned off in Safari,
the user’s search queries, search context, and search feedback are not transmitted to
Apple.

Spotlight also includes mechanisms for making local, on-device content searchable;

» The CoreSpotlight API, which allows Apple and third-party apps to pass indexable
content to Spotlight.

* The NSUserActivity API, which allows Apple and third-party apps to pass information
to Spotlight regarding app pages visited by the user.

Spotlight maintains an on-device index of the information it receives using these two
methods, so that results from this data can be shown in response to a user’s search, or
automatically when Spotlight is launched. There is also an on-device federated search
AP, only available to Apple-provided apps, which allows Spotlight to pass user search
queries to apps for processing, and receive their results.
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Device Controls

i0S supports flexible security policies and configurations that are easy to enforce and
manage. This enables organizations to protect corporate information and ensure that
employees meet enterprise requirements, even if they are using devices they've pro-
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vided themselves—for example, as part of a “bring your own device” (BYOD) program.

Organizations can use resources such as passcode protection, configuration profiles,
remote wipe, and third-party MDM solutions to manage fleets of devices and help
keep corporate data secure, even when employees access this data on their personal
iOS devices.

Passcode protection

By default, the user’s passcode can be defined as a numeric PIN. On devices with
Touch ID, the minimum passcode length is six digits. On other devices, the minimum
length is four digits. Users can specify a longer alphanumeric passcode by selecting
Custom Alphanumeric Code in the Passcode Options in Settings > Passcode. Longer
and more complex passcodes are harder to guess or attack, and are recommended
for enterprise use.

Administrators can enforce complex passcode requirements and ather policies using
MDM or Exchange ActiveSync, or by requiring users to manually install configuration
profiles. The following passcode policies are available:

« Allow simple value

* Require alphanumeric value

* Minimum passcode length

+ Minimum number of complex characters
« Maximum passcode age

+ Passcode history

+ Auto-lock timeout

» Grace period for device lock

+ Maximum number of failed attempts

+ Allow Touch ID

For details about each policy, see the Configuration Profile Key Reference
documentation at https://developer.apple.com/library/ios/featuredarticles/
iPhoneConfigurationProfileRef/.
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iOS pairing model

i0S uses a pairing model to control access to a device from a host computer.

Pairing establishes a trust relationship between the device and its connected host,
signified by public key exchange. i0S uses this sign of trust to enable additional func-
tionality with the connected host, such as data synchronization. In i0S 9, services that
require pairing cannot be started until after the device has been unlocked by the user.

The pairing process requires the user to unlock the device and accept the pairing
request from the host. After the user has done this, the host and device exchange

and save 2048-bit RSA public keys. The host is then given a 256-bit key that can unlock
an escrow keybag stored on the device (see Escrow keybags in the Keybags section).
The exchanged keys are used to start an encrypted SSL session, which the device
requires before it will send protected data to the host or start a service (iTunes syncing,
file transfers, Xcode development, etc.). The device requires connections from a host
over Wi-Fi to use this encrypted session for all communication, so it must have been
previously paired over USB. Pairing also enables several diagnostic capabilities. In 105
9, if a pairing record has not been used for more than six months, it expires. For more
information, see https://support.apple.com/kb/HT6331.

Certain services, including com.apple.pcapd, are restricted to work only
over USB. Additionally, the com.apple file_relay service requires an Apple-signed
configuration profile to be installed.

A user can clear the list of trusted hosts by using the “Reset Network Settings” or
“Reset Location & Privacy” options. For more information, see
httpsy//support.apple.com/kb/HT5868.

Configuration enforcement

A configuration profile is an XML file that allows an administrator to distribute configu-
ration information to i0S devices. Settings that are defined by an installed configura-
tion profile can't be changed by the user. If the user deletes a configuration profile, all
the settings defined by the profile are also removed. In this manner, administrators can
enforce settings by tying policies to access. For example, a configuration profile that
provides an email configuration can also specify a device passcode policy. Users won't
be able to access mail unless their passcodes meet the administrator's requirements.

An i0S configuration profile contains a number of settings that can be specified,
including:

+ Passcode policies

* Restrictions on device features (disabling the camera, for example)
» Wi-Fi settings

* VPN settings

* Mail server settings

+ Exchange settings

+ LDAP directory service settings

+ CalDAV calendar service settings

« Web clips

+ Credentials and keys

+ Advanced cellular network settings
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Configuration profiles can be signed and encrypted to validate their origin, ensure
their integrity, and protect their contents. Configuration profiles are encrypted using
CMS (RFC 3852), supporting 3DES and AES-128.

Configuration profiles can also be locked to a device to completely prevent their
removal, or to allow removal only with a passcode. Since many enterprise users own
their i0S devices, configuration profiles that bind a device to an MDM server can be
removed—but doing so will also remove all managed configuration information,
data, and apps.

Users can install configuration profiles directly on their devices using Apple
Configurator, or they can be downloaded via Safari, sent via a mail message, or
sent over the air using an MDM server.

Mobile device management (MDM)

i0S support for MDM allows businesses to securely configure and manage scaled
iPhone and iPad deployments across their organizations. MDM capabilities are built
on existing i0S technologies such as configuration profiles, over-the-air enrollment,
and the Apple Push Notification service (APNs). For example, APNs is used to wake the
device so it can communicate directly with its MDM server over a secured connection.
No confidential or proprietary information is transmitted via APNS.

Using MDM, IT departments can enroll iOS devices in an enterprise environment,
wirelessly configure and update settings, monitor compliance with corporate policies,
and even remotely wipe or lock managed devices. For more information on mobile
device management, see www.apple.com/iphone/business/it/management.htmi.

Device Enrollment Program

The Device Enrollment Program (DEP) provides a fast, streamlined way to deploy i0S
devices that an organization has purchased directly from Apple or through participat-
ing Apple Authorized Resellers and carriers. The organization can automatically enroll
devices in MDM without having to physically touch or prep the devices before users
get them. The setup process for users can be further simplified by removing specific
steps in the Setup Assistant, so users are up and running quickly. Administrators can
also control whether or not the user can remove the MDM profile from the device and
ensure that device restrictions are in place from the very start. For example, they can
order the devices from Apple, configure all the management settings, and have the
devices shipped directly to the user’s home address. Once the device is unboxed and
activated, the device enrolls in the organization’s MDM—and all management settings,
apps, and books are ready for the user.

The process is simple: After enrolling in the program, administrators log in to the
program website, link the program to their MDM server, and “claim” the iOS devices
purchased through Apple. The devices can then be assigned to users via MDM. Once a
user has been assigned, any MDM-specified configurations, restrictions, or controls are
automatically installed. For more information, see https://deploy.apple.com.

Note: The Device Enrollment Program is not available in all countries or regions.
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Apple Configurator

In addition to MDM, Apple Configurator for OS X makes it easy for anyone to deploy
iOS devices. Apple Configurator can be used to quickly configure large numbers of
devices with apps, data, restrictions, and settings.

Supervision

During the setup of a device, an organization can configure a device to be supervised.
Supervision denotes that a device is institutionally owned, which provides additional
control over its configuration and restrictions. Devices can be supervised during setup
through the Device Enrollment Program or Apple Configurator.

For more information on configuring and managing devices using MDM or Apple
Configurator, see the i0S Deployment Reference at
https://help.apple.com/deployment/ios.

For information about the additional controls for supervised devices, see the
Configuration Profile Reference: https://developerapple.com/library/ios/
featuredarticles/iPhoneConfigurationProfileRef/iPhoneConfigurationProfileRef pdf,

Device restrictions

Administrators can restrict device features by installing a configuration profile. Some of
the restrictions available include:

+ Allow app installs

+ Allow trusting enterprise apps

+ Allow use of camera

+ Allow FaceTime

+ Allow screenshots

+ Allow voice dialing while locked

+ Allow automatic sync while roaming

+ Allow in-app purchases

+ Allow syncing of recent Mail

+ Force user to enter store password for all purchases

+ Allow Siri while device is locked

+ Allow use of iTunes Store

* Allow documents from managed sources in unmanaged destinations
+ Allow documents from unmanaged sources in managed destinations
+ Allow iCloud Keychain sync

+ Allow updating certificate trust database over the air

+ Allow showing notifications on Lock screen

+ Force AirPlay connections to use pairing passwords

+ Allow Spotlight to show user-generated content from the Internet

+ Enable Spotlight Suggestions in Spotlight

+ Allow Handoff

« Treat AirDrop as unmanaged destination

* Allow enterprise books to be backed up

+ Allow notes and bookmarks in enterprise books to sync across the user's devices
+ Allow use of Safari
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* Enable Safari autofill

« Force Fraudulent Website Warning

* Enable JavaScript

* Limit ad tracking in Safari

* Block pop-ups

* Accept cookies

+ Allow iCloud backup

+ Allow iCloud document and key-value sync

+ Allow iCloud Photo Sharing

* Allow diagnostics to be sent to Apple

* Allow user to accept untrusted TLS certificates
* Force encrypted backups

+ Allow Touch ID

+ Allow Control Center access from Lock screen
* Allow Today view from Lock screen

* Require Apple Watch wrist detection

Supervised-only restrictions

+ Allow iMessage

+ Allow removal of apps

+ Allow manual install of configuration profiles

+ Global network proxy for HTTP

* Allow pairing to computers for content sync

* Restrict AirPlay connections with whitelist and optional connection passcodes
« Allow AirDrop

+ Allow Find My Friends modification

* Allow autonomous Single App Mode for certain managed apps
* Allow account modification

+ Allow cellular data modification

+ Allow host pairing (iTunes)

« Allow Activation Lock

* Prevent Erase All Content and Settings

* Prevent enabling restrictions

+ Third-party content filter

+ Single App mode

+ Always-on VPN

+ Allow passcode modification

* Allow Apple Watch pairing

+ Allow automatic app downloads

* Allow keyboard prediction, autocorrection, spell check, and short cuts

For more information about restrictions, see https://developerapple.com/library/ios/
featuredarticles/iPhoneConfigurationProfileRef/iPhoneConfigurationProfileRef pdf
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Remote wipe

i0S devices can be erased remotely by an administrator or user. Instant remote wipe
is achieved by securely discarding the block storage encryption key from Effaceable
Storage, rendering all data unreadable. A remote wipe command can be initiated by
MDM, Exchange, or iCloud.

When a remote wipe command is triggered by MDM or iCloud, the device sends an
acknowledgment and performs the wipe. For remote wipe via Exchange, the device
checks in with the Exchange Server before performing the wipe.

Users can also wipe devices in their possession using the Settings app. And as
mentioned, devices can be set to automatically wipe after a series of failed
passcode attempts.

Find My iPhone and Activation Lock

If a device is lost or stolen, it's important to deactivate and erase the device. With

i0S 7 or later, when Find My iPhone is turned on, the device can’t be reactivated
without entering the owner's Apple ID credentials. It's a good idea for an organization
to either supervise its devices or have a policy in place for users to disable the feature
so that Find My iPhone doesn't prevent the organization from assigning the device
to another individual.

With i0OS 71 or later, a compatible MDM solution can enable Activation Lock on
supervised devices when a user turns on Find My iPhone. MDM administrators
can manage Find My iPhone Activation Lock by supervising devices with Apple
Configurator or the Device Enrollment Program. The MDM solution can then store
a bypass code when Activation Lock is enabled, and later use this code to clear
Activation Lock automatically when the device needs to be erased and assigned
o a new user. See your MDM

solution documentation for details.

Important: By default, supervised devices never have Activation Lock enabled, even

if the user turns on Find My iPhone. However, an MDM server may retrieve a bypass
code and permit Activation Lock on the device. If Find My iPhone is turned on when
the MDM server enables Activation Lock, it is enabled at that point. If Find My iPhone
is turned off when the MDM server enables Activation Lock, it's enabled the next time
the user activates Find My iPhone.
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Privacy Controls

Apple takes customer privacy seriously and has numerous built-in controls and options
that allow iOS users to decide how and when apps utilize their information, as well as
what information is being utilized.

Location Services

Location Services uses GPS, Bluetooth, and crowd-sourced Wi-Fi hotspot and cell tower
locations to determine the user’s approximate location. Location Services can be
turned off using a single switch in Settings, or users can approve access for each app
that uses the service. Apps may request to receive location data only while the app is
being used or allow it at any time. Users may choose not to allow this access, and may
change their choice at any time in Settings. From Settings, access can be set to never
allowed, allowed when in use, or always, depending on the app’s requested location
use. Also, if apps granted access to use location at any time make use of this permis-
sion while in background mode, users are reminded of their approval and may change
an app’s access.

Additionally, users are given fine-grained control over system services’ use of location
information. This includes being able to turn off the inclusion of location information
in information collected by the diagnostic and usage services used by Apple to
improve i0S, location-based Siri information, location-based context for Spotlight
Suggestions searches, local traffic conditions, and frequently visited locations used to
estimate travel times.

Access to personal data

i0S helps prevent apps from accessing a user's personal information without permission.
Additionally, in Settings, users can see which apps they have permitted to access
certain information, as well as grant or revoke any future access. This includes access to:

+ Contacts + Microphone

+ Calendars + Camera

* Reminders * HomeKit

* Photos + HealthKit

« Motion activity on iPhone 5s or later + Bluetooth sharing

* Social media accounts, such as
Twitter and Facebook

If the user signs in to iCloud, apps are granted access by default to iCloud Drive. Users
may control each app’s access under iCloud in Settings. Additionally, iOS provides
restrictions that prevent data movement between apps and accounts installed by
MDM and those installed by the user.

Privacy policy

Apple’s privacy policy is available online at hitps://www.apple.com/egal/privacy.
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Conclusion

A commitrment 1o security

Apple is committed to helping protect customers with leading privacy and security
technologies that are designed to safeguard personal information, as well as
comprehensive methods to help protect corporate data in an enterprise environment.

Security is built into i0S. From the platform to the network to the apps, everything a
business needs is available in the iOS platform. Together, these components give i0S
its industry-leading security without compromising the user experience.

Apple uses a consistent, integrated security infrastructure throughout i0S and the iOS
apps ecosystem, Hardware-based storage encryption provides remote wipe capabilities
when a device is lost, and enables users to completely remove all corporate and personal
information when a device is sold or transferred to another owner. Diagnostic informa-
tion is also collected anonymously.

i0S apps designed by Apple are built with enhanced security in mind. Safari offers safe
browsing with support for Online Certificate Status Protocol (OCSP), EV certificates,
and certificate verification warnings. Mail leverages certificates for authenticated and
encrypted Mail by supporting S/MIME, which permits per-message S/MIME, so S/MIME
users can choose to always sign and encrypt by default, or selectively control how
individual messages are protected. iMessage and FaceTime also provide client-to-client
encryption.

For third-party apps, the combination of required code signing, sandboxing, and
entitlements gives users solid protection against viruses, malware, and other exploits
that compromise the security of other platforms. The App Store submission process
works to further shield users from these risks by reviewing every iOS app before it's
made available for sale.

To make the most of the extensive security features built into iOS, businesses are
encouraged to review their IT and security policies to ensure that they are taking
full advantage of the layers of security technology offered by this platform.

Apple maintains a dedicated security team to support all Apple products. The team
provides security auditing and testing for products under development, as well as for
released products. The Apple team also provides security tools and training, and actively
monitors for reports of new security issues and threats. Apple is a member of the Forum
of Incident Response and Security Teams (FIRST). To learn more about reporting issues
to Apple and subscribing to security notifications, go to apple.com/support/security,
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Glossary

Address space layout
randomization (ASLR)

A technique employed by iOS to make the successful exploitation of a software bug much
more difficult. By ensuring memory addresses and offsets are unpredictable, exploit code can't
hard code these values. In i0S 5 and later, the position of all system apps and libraries are
randomized, along with all third-party apps compiled as position-independent executables,

Apple Push Notification service (APNs)

A worldwide service provided by Apple that delivers push notifications to i0S devices.

Boot ROM

The very first code executed by a device’s processor when it first boots. As an integral part of
the processor, it can't be altered by either Apple or an attacker.

Data Protection

File and keychain protection mechanism for iOS. It can also refer to the APIs that apps use to
protect files and keychain items.

Device Firmware Upgrade (DFU)

A mode in which a device's Boot ROM code waits to be recovered over USB. The screen

is black when in DFU mode, but upon connecting to a computer running iTunes, the following
prompt is presented:“iTunes has detected an iPad in recovery mode. You must restore this iPad
before it can be used with iTunes.”

ECID

A 64-bit identifier that’s unique to the processor in each iOS device, Used as part of the
personalization process, it's not considered a secret.

Effaceable Storage

A dedicated area of NAND storage, used to store cryptographic keys, that can be addressed
directly and wiped securely. While it doesn't provide protection if an attacker has physical
possession of a device, keys held in Effaceable Storage can be used as part of a key hierarchy
to facilitate fast wipe and forward security.

File system key

The key that encrypts each file’s metadata, including its class key. This is kept in Effaceable
Storage to facilitate fast wipe, rather than confidentiality.

Group ID (GID)

Like the UID but common to every processor in a class.

Hardware security module (HSM)

A specialized tamper-resistant computer that safeguards and manages digital keys.

iBoot

Code that's loaded by LLB, and in turn loads XNU, as part of the secure boot chain.

Identity Service (IDS)

Apple's directory of iMessage public keys, APNs addresses, and phone numbers and email
addresses that are used to look up the keys and device addresses.

Integrated circuit (IC)

Also known as a microchip.

Joint Test Action Group (JTAG)

Standard hardware debugging tool used by programmers and circuit developers.

Keybag

A data structure used to store a collection of class keys. Each type (system, backup, escrow, or
iCloud Backup) has the same format:

+ A header containing:
- Version (set to 3 in i0S 5)
~ Type (system, backup, escrow, or iCloud Backup)
- Keybag UUID
- An HMAC if the keybag is signed

~The method used for wrapping the class keys: tangling with the UID or PBKDF2, along
with the salt and iteration count

* A list of dlass keys:
- Key UUID
- Class {(which file or keychain Data Protection class this is)
- Wrapping type (UID-derived key only; UID-derived key and passcode-derived key)
- Wrapped class key
~ Public key for asymmetric classes
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Keychain

The infrastructure and a set of APIs used by IOS and third-party apps to store and retrieve
passwords, keys, and other sensitive credentials.

Key wrapping

Encrypting one key with another. i0S uses NIST AES key wrapping, as per RFC 3394

Low-Level Bootloader (LLB)

Code that's invoked by the Boot ROM, and in turn loads IBoot, as part of the secure boot chain.

Per-file key

The AES 256-bit key used to encrypt a file on the file system. The per-file key is wrapped by a
class key and is stored in the file’s metadata.

Provisioning Profile

A plist signed by Apple that contains a set of entities and entitlements allowing apps to be
installed and tested on an iOS device. A development Provisioning Profile lists the devices that
a developer has chosen for ad hoc distribution, and a distribution Provisioning Profile contains
the app ID of an enterprise-developed app.

Ridge flow angle mapping A mathematical representation of the direction and width of the ridges extracted from a portion
of a fingerprint.

Smart card An integrated, embedded circuit that provides secure identification, authentication, and data
storage.

System on a chip {SoC) An integrated circuit (IC) that incorporates multiple components into a single chip. The Securé
Enclave is an SoC within Apple’s A7-or-later central processor.

Tangling The process by which a user’s passcode is turned into a cryptographic key and strengthened

with the device’s UID. This ensures that a brute-force attack must be performed on a given
device, and thus is rate limited and cannot be performed in parallel, The tangling algorithm is
PBKDF2, which uses AES keyed with the device UID as the pseudorandom function (PRF) for
each iteration,

Uniform Resource ldentifier (URI)

A string of characters that identifies a web-based resource.

Unique ID (UID)

A 256-bit AES key that's burned into each processor at manufacture. It cannot be read by
firmware or software, and is used only by the processor's hardware AES engine. To obtain the
actual key, an attacker would have to mount a highly sophisticated and expensive physical
attack against the processor’s silicon. The UID is not related to any other identifier on the device
including, but not limited to, the UDID.

XNU

The kerne! at the heart of the iOS and OS X operating systems. It's assumed to be trusted, and
enforces security measures such as code signing, sandboxing, entitlement checking, and ASLR,
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Date Summary

September 2015 Updated for iOS 9
* Apple Watch activation lock
» Passcode policies
+Touch ID AP! support
* Data Protection on A8 uses AES-XTS
* Keybags for unattended software update
» Certification updates
« Enterprise app trust model
+ Data protection for Safari bookmarks
* App Transport Security
* VPN specifications
+iCloud Remote Access for HomeKit
* Apple Pay Rewards cards
* Apple Pay card issuer’s app
+ Spotlight on-device indexing
+i0S Pairing Model
+ Apple Configurator
* Restrictions

* For more information about the security contents of iQS 9 see:
supportapple.com/HT205212

© 2015 Apple Inc. All rights reserved. Apple, the Apple logo, AirDrop, AirPlay, Apple TV, Apple Watch, Bonjour, FaceTime, iBooks,
iMessage, iPad, iPhone, iPod, iPod touch, iTunes, Keychain, Mac, OS X, Safari, Siri, Spotlight, and Xcode are trademarks of Apple Inc,,
registered in the U.S. and other countries. Apple Pay, CarPlay Lightning, and Touch ID are trademarks of Apple Inc. iCloud and
iTunes Store are service marks of Apple Inc,, registered in the U.S. and other countries. App Store ang iBooks Store are service
marks of Apple Inc.10S is a trademark or registered trademark of Cisco in the U.S. and other countries and is used under license.
The Bluetooth® word mark and logos are registered trademarks owned by Bluetooth SIG, Inc. and any use of such marks by Apple
is under license. Java is a registered trademark of Oracle and/or its affiliates, Other product and company names mentioned herein
may be trademarks of their respective companies. Product specifications are subject to change without notice. September 2015
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TOPICS - v

Tech

How cybercriminals use major
news events to attack you

By Patrick Howell O'Neill Aug 5,20138,7:00am CT

hiip /7bitly/138XERC

Daily Dot Tech

Like Folow

A big news story always attracts big crowds.
Inevitably, those crowds attract criminals

looking to take advantage of the distracted and
excited.

Cybercriminals are no different. They keep their
finger on the pulse of trending news, using
major events as a point of entry.

http:/iwww.dailydot.com/technology/prince-george-hack-watering-hole-attack/ /18
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The recent birth of Prince George provides a
perfect case study of the tactics often used and
tips for avoiding hackers’ tripwire links.

The watering hole attack

As millions of people searched for the latest
news on the royal baby, emails promising a “live
updates” and even an exclusive “hospital-cam”
were reported by Kaspersky Lab in the hours
leading up to and following the birth. The links,
however, pointed to a once-legitimate but
recently compromised and “trojanized” website
infected with a Blackhole exploit kit—an
originally Russian tool that has become one of
the most prevalent hacking tools in existence
today. Once a victim clicks the link, it triggers
the download of malware such as a Zeus

trojan virus, which is designed to log keystrokes
and steal banking information.

ADVERTISEMENT

Action Fraud UK

recently warned against Twitter posts promising
“#RoyalBabyBoy - Exclusive Pics!” In the U.S.,
the Better Business Bureau issued its own
warning against Facebook friends liking
“exclusive” videos of the new baby that can take
curious clickers to dangerous websites.

http://lwww.dailydot.com/technology/prince-george-hack-watering-hole-attack/ 2/18
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These are all popular variations of a powerfully
effective tactic called a “watering hole attack,” in
which hackers wait for victims to come to them
instead of actively seeking them out. It’s named
after the way a lion will wait for a thirsty water
buffalo to inevitably arrive at a watering hole on
a hot day. Then, she attacks.

Like thirsty animals, many of us are easily
predictable herds in one circumstance or
another. If the royal baby didn’t catch your
attention, perhaps the recent controversy over
Ender’s Game author Orson Scott Card’s anti-
gay marriage activism did. While the royal baby
was being born, malicious links disguised as
CNN articles about a possible Ender’s Game
boycott were inflicting the exact same watering
hole attack on science-fiction fans that royal
fans were enduring.

Major events such as the Super Bowl, Osama
Bin Laden’s death, the Boston

Marathon bombing, and the election of Pope
Francis were used to push tempting links
promising “exclusive” and a “new” videos in
front of curious and excitable Web surfers. A
single click can potentially lead to infection if
the user’s anti-virus software proved out of date
or inadequate—or if another program, such as
Adobe Flash or Internet Explorer, was
valnerable (and they all too often are).

The scalpel approach

Using a global event such as the royal birth or
Super Bowl to attack is deemed a “shotgun
approach,” designed to infect millions of people
around the globe. In contrast, some watering
hole attacks can be targeted at specific
organizations or individuals by simply adjusting
the watering hole. The focused use of this tactic
has been called “subtle and graceful” by Will
Gragido, senior manager at RSA Security. As
opposed to the shotgun, this sort of attacker is

http://www.dailydot.com/technology/prince-george-hack-watering-hole-attack/ 3/18
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using a scalpel.

A highly sophisticated Chinese hacking group
known as Elderwood was famously accused of
stealing intellectual property from the likes of
Google, Lockheed Martin, Dow Chemical and
more in 2010’s Operation Aurora using watering
hole attacks.They have continued to use the
tactic with increasing frequency and
effectiveness, according to Symantec. The
defense industry in particular has been infected
repeatedly this way in the last year.

In July 2012, RSA FirstWatch reported on an
attack called VOHO that compromised
government websites, banks and human rights
organizations. About 32,000 individuals visited
the attack site, including 4,000 unique global
organizations in state and federal government,
academia, defense, and technology. The attack
spread a Ghost Remote Access Trojan virus that
has the ability to stealthily hijack and operate a
victim’s webcam, microphone, and ultimately,
entire computer.

Likewise, in February 2013, hackers
compromised the widely read i0S mobile
developer forum called iPhoneDevSDK and used
it to infect computers at Facebook, Apple and
Twitter, reported Threatpost. The attackers
knew who frequented that forum and, instead of
attacking them head on, laid the trap at a
favorite watering hole and eventually infected
three tech giants.

ADVERTISEMENT

http:/iwww.dailydot.com/technology/prince-george-hack-watering-hole-attack/ 418
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Increasingly, hackers are attacking websites that
employees and members of target organizations
simply must use for work. Just as tech
employees will often have to use a popular i0S
mobile developer resource, government officials,
journalists, businesses, and academics often
have to access the website of the Council on
Foreign Relations, one of the most influential
think-tanks in Washington, D.C. When it was
the target of a watering hole attack in for an
entire week in December 2012, aggressors used
a sophisticated “o-day” attack (i.e. an previously
unknown method of attack) to put a wide range
of globally influential organizations at risk of
infection.

Many specifically targeted organizations are
running into increasingly frequent and
sophisticated o-day attacks that anti-virus
programs have little to no defense against.
Security officers and their employers across the
private and public sectors have grown frustrated
with this persistent and growing threat. Its
growing use has been one of the key catalysts in
the Obama administration’s increasing focus on
cybercrime and war.

While the likes of Google and Lockheed Martin
have a lot to worry about, members of the
general public will have a much easier time
staying relatively safe for the simple fact that

http:/iwww.dailydot.com/technology/prince-george-hack-watering-hole-attack/ 518
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they’re not worth as much money and effort.

The cheaper and often dated attacks targeting
the public can generally be thwarted, according
to the Better Business Bureau, by avoiding
promotions of “exclusive” or outlandish videos
or articles, always hovering over a link to make
sure the URL is correct, and keeping all of your
software—including anti-virus programs—up to
date.

In short, be careful what you click.

Illustration by Jason Reed

htto//biLy/138XERC

Daily Dot Tech
7).
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From the Web

The Most Haunting - “Worlds Brightest” Top 10 Cars With the
Photos Too Military Grade Highest Resale Value
Horrifying To Be Flashlight Now Promoted by BuzzTicle
Promoted by Check This, Yo! Promoted by Vir3
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BUHGLRIRE

;S;}LLN_MLS_E_N_ SECURITY 08.13.13 4:17 PM

PBI ADMITS IT CONTROLLED TOR SERVERS
BEHIND MASS MALWARE ATTACK

Photo: yeTalald)

IT WASN'T EVER seriously in doubt, but the FBI yesterday acknowledged
that it secretly took control of Freedom Hosting last July, days before
the servers of the largest provider of ultra-anonymous hosting were
found to be serving custom malware designed to identify visitors.

Freedom Hosting’s operator, Eric Eoin Marques, had rented the servers
from an unnamed commercial hosting provider in France, and paid for

http://www.wired.com/2013/09/freedom-hosting-fbi/ 12

Exhibit C
070



Case 5:16-cm-00010-SP Doiunient73-1 Filed 03/03/16 Page 3—1sj)f50 Page ID #:1032

3/2/2016 FBI Admits It Controlled Tor Servers Behirid Mass Malware Attack | WIRED
them from a bank account in Las Vegas. It’s not clear how the FBI took
over the servers in late July, but the bureau was temporarily thwarted
when Marques somehow regained access and changed the passwords,
briefly locking out the FBI until it gained back control.

The new details emerged in ] g from a Thursday bail

press|

hearing in Dublin, Ireland, whefe Marques 28 is fighting extradition to

America on charges that Freedom Hosting facilitated child pornography
on a massive scale. He was denied bail today for the second time since
his arrest in July.

Freedom Hosting was a provider of turnkey “Tor hidden service” sites
— special sites, with addresses ending in .onion, that hide their
geographic location behind layers of routing, and can be reached only
over the Tor anonymity network. Tor hidden services are used by sites
that need to evade surveillance or protect users’ privacy to an
extraordinary degree - including human rights groups and journalists.
But they also appeal to serious criminal elements, child-pornography
traders among them.

On August 4, all the sites hosted by Freedom Hosting — some with no
conhnection to child porn — began serving an error message with hidden
code embedded in the page. ul : ,and
found it exploited a security hole in F1refox to 1dent1fy users of the Tor
Browser Bundle, reporting back to a mysterious server in Northern
Virginia. The FBI was the obvious suspect, but declined to comment on
the incident. The FBI also didn’t respond to inquiries from WIRED
today.

But FBI Supervisory Special Agent J. Brooke Donahue was more
forthcoming when he appeared in the Irish court yesterday to bolster
the case for keeping Marques behind bars, according to local press
reports. Among the many arguments Donahue and an Irish police
inspector offered was that Marques might reestablish contact with co-
conspirators, and further complicate the FBI probe. In addition to the
wrestling match over Freedom Hosting’s servers, Marques allegedly
dove for his laptop when the police raided him, in an effort to shut it

hup:/iwww.wired.com/2013/09/freedom-hosting-fbi/ 2/12
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down.

Donahue also said Marques had been researching the possibility of
moving his hosting, and his residence, to Russia. “My suspicion is he
was trying to look for a place to reside to make it the most difficult to be
extradited to the U.S.,” said Donahue, according to the Lish

Freedom Hosting has long been notorious for allowing child porn to live
on its servers. In 2011, the hactivist collective Anonymous singled out
the service for denial-of-service attacks after allegedly finding the firm
hosted 95 percent of the child porn hidden services on the Tor network.
In the hearing yesterday, Donahue said the service hosted at least 100
child porn sites with thousands of users, and claimed Marques had
visited some of the sites himself.

Reached by phone, Marques’ lawyer declined to comment on the case.
Marques faces federal charges in Maryland, where the FBI’s child-
exploitation unit is based, in a case that is still under seal.

The apparent FBI-malware attack was first noticed on August 4, when
all of the hidden service sites hosted by Freedom Hosting began
displaying a “Down for Maintenance” message. That included at least
some lawful websites, such as the secure email provider TorMail.

Some visitors looking at the sourc ' maintenance page
realized that it included a hidden iframe tagthatloadeda
mysterious clump of Javascript code from a Verizon Business internet
address. By midday, the code was being circulated and dissected all

http:/fwww.wired.com/2013/09/freedom-hosting-fbi/ 3/12
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over the net. Mozilla confirmed the code exp101ted a critical memory
management vulnerability in Firefox that was publi d on June
25, and is fixed in the latest version of the browser.

Though many older revisions of Firefox were vulnerable to that bug, the
malware only targeted Firefox 17 ESR, the version of Firefox that forms
the basis of the Tor Browser Bundle - the easiest, most user-friendly
package for using the Tor anonymity network. That made it clear early
on that the attack was focused specifically on de-anonymizing Tor
users.

Tor Browser Bundle users who installed or manually updated after June
26 were safe from the exploit, according to the Tor Project’s,

,a,dmggm on the hack.

589, Funetion 0

The payload for the Tor Browser Bundle malware
is hidden in a variable called “magneto.”

Perhaps the strongest evidence that the attack was a law enforcement
or intelligence operation was the limited functionality of the malware.

The heart of the malicious Javascript was a tiny Windows executable
hidden in a variable named “Magneto.” A traditional virus would use
that executable to download and install a full-featured backdoor, so the
hacker could come in later and steal passwords, enlist the computer in a
DDoS botnet, and generally do all the other nasty things that happen to
a hacked Windows box.

But the Magneto code didn’t download anything. It looked up the
victim’s MAC address — a unique hardware identifier for the

hitp://www.wired.com/2013/09/freedom-hosting-fbi/ 4/12
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computer’s network or Wi-Fi card — and the victim’s Windows
hostname. Then it sent it to a server in Northern Virginia server,
bypassing Tor, to expose the user’s real IP address, coding the
transmission as a standard HTTP web request.

“The attackers spent a reasonable amount of time writing a reliable

exploit, and a fairly customized payload, and it doesn’t allow them to
download a backdoor or conduct any secondary activity,” gaid.
g, at the t1me

WATCH NOW

The malware also sent a serial number that likely ties the target to his
or her visit to the hacked Freedom Hosting-hosted website.

The official IP allocation records maintained by the 4
; show the two Magneto- related IP addresses we1e
part of a ghost block of eight addresses that have no organization listed.
Those addresses trace no further than the Verizon Business data center
in Ashburn, Virginia, 20 miles northwest of the Capital Beltway.

The code’s behavior, and the command-and-control server’s Virginia
placement, is also consistent with what’s known about the FBI’s
“computer and internet protocol address verifier,” or CIPAV, the law
enforcement spyware first zeporied by WIRED in 2007.

Court documents and FBI files released under the FOIA have described
the CIPAV as software the FBI can deliver through a browser exploit to
gather information from the target’s machme and send it to an FBI
server in Virginia. The FBI has | \ since 2002 against
hackers, online sexual pr edators extort10n1sts and others, primarily to
identify suspects who are disguising their location using proxy servers

http://www.wired.com/2013/09/freedom-hosting-fbi/ 512
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or anonymity services, like Tor.

Prior to the Freedom Hosting attack, the code had been used sparingly,
which kept it from leaking out and being analyzed.

No date has been set for Marques’ extradition hearings, but it’s not
expected to happen until next year.
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Meet the woman in charge of the FBI’s most controversial
high-tech tools

By Elien Nakashima December 8, 2015

In the aftermath of Wednesday’s shooting rampage in San Bernardino, FBI teams recovered computer hard
drives, flash drives and crushed cellphones left by the attackers. They flew the evidence to technical sleuths at a
special FBI facility in Northern Virginia. At the same time, a crew from the bureau’s lab there jetted to California

to help reconstruct the shooting.

The tragedy in California is the latest big case that involves the mostly unseen scientists who work for the FBI's
Amy Hess in Quantico, Va. She is the FBI’s executive assistant director for science and technology, the master of

much that is cool — and controversial — in the bureau’s arsenal of high-tech tools.

At Quantico on any given day, you might see FBI technicians pick apart a cellphone flown in from an overseas
battlefield. Or robots processing DNA samples from convicted felons. Or in a room as large as a football field,

scientists testing the signal strength of a radio antenna.

But even as it is developing biometric databases, rapid DNA-matching machines and laser-beam imagery for
ballistic purposes — or frying to extract data from crushed cellphones that might offer insight into the San

Bernardino shooters’ motives — the FBI is struggling to meet ever more complex technological challenges.

In cyber investigations, a crucial part of the bureau’s work, current and former agents say that the Operational
Technology Division, or OTD, which Hess oversees, has failed to provide adequate tools to analyze massive

amounts of digital data in hacking and cyberspying cases.

And despite the wizardry of its technologists, who also excel at traditional physical and electronic surveillance,
the bureau is at a loss to solve what FBI Director James B. Comey has called one of the most worrisome
problems facing law enforcement today: the advent of strong commercial encryption on cellphones where only

the user can unlock the data.

At the same time, the bureau is facing concerns that the technologies it deploys — cellphone tracking, computer

hacking and facial and iris recognition — lack sufficient protections for citizens’ privacy.

Hess says she considers it a privilege to be where she is. “When I'm sitting in the morning meetings with the
director and deputy director, I know that the folks in my branch somehow contributed to the big case we’re all

talking about that day,” she said.
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