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3.2544 System Diagnostics
a. As part of the system diagnostics, the system shall (T) be capable of being
commanded from the GCS to move each flight control surface (ailerons, flaps,
tails, and cow! flap servo-actuator), and verify proper position versus
command and slew rate.

b. The system diagnostics shall (T) also be capable of monitoring, displaying,
and recording health status and warnings, to include variables such as
temperature, voltage, and current for selected systems. The health status
shall (T) include BIT, and provide Flight Critical warnings and Red limit
warnings to alert the operator of a failed or degraded condition.

3.2545 System Diagnostics and Support — The CBP UAV system shall initially be
operated and maintained under a Contractor Logistics Support (CLS)
contract (T).

3.25.,5 Transportability
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3.25.51 The CBP UAV System shall (T) be capable of being configured for (or de-
configured from) sea, ground, or air transport in 8 (T) 4 (O) hours or less,
and not: Overload a designated transport medium and, Require special
handling or specialized loading procedures (temperature limits, pressure
limits, power source required, protective service or sensitive/classified)

3.255.2 Ground Transportability — The DHS CBP UAV System shall (T) be ground
transportable using standard commercial vehicles available to DHS which
do not exceed the ordinary and customary restrictions imposed by
individual states and/or the federal government.

3.25.5.3 Rail Transportability — The CBP UAV System shall (T) be capable of rail
transport and be capable of meeting the Gabarit International de-
Chargement (GIC) rail clearance diagram requirements. The CBP UAV
System should (O) be capable of withstanding rail impacts without
damage at speeds of up to

3.2554 Air Transportability - Each component of the CBP UAV system shall (T) be
transportable within the cube and weight constraints of a U.S. Coast
Guard C-130H aircraft,

3.2555 Marine Transportability — The CBP UAV System shall (T) be capable of
transport by marine vessels of the U.S. Coast Guard (USCG).

3.3  MATERIAL DEFINITION

3.3.1 Materials

The materials used in the CBP UAV System shall (T) be suitable for operation in marine
environments, and for extended periods of storage. Materials should (O) resist
degradation when exposed to the service life environments. This includes utilization of
corrosion resistant protective finishes and corrosive resistive materials.

3.3.1.1  Hazardous, Toxic and Ozone Depleting Chemicals Prevention

The use of toxic chemicals, hazardous substances, or ozone-depleting chemicals
(ODC) shall (T) be avoided. When unavoidable, the hazardous substances, toxic
chemicals, or ODCs shall (T) be safety compliant, and regulation compliant in
accordance with local, state, and federal regulations. DHS's objective is to prevent
hazardous and toxic materials and ozone depleting materials at the source.

3.3.1.2 Recycled, Recovered, or Environmentally Preferable Materials

Recycled, recovered, or environmentally preferable materials should (O) be used to the
maximum extent possible provided that the material meets or exceeds the operational
and maintenance requirements, and promotes economically advantageous life cycle
costs.
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compatible to ensure that system/platform operational performance requirements are
met. The performance of the CBP UAV System shall (T) not be degraded when
exposed to its operational electromagnetic environment (natural or man-made).

3.3.3.1  Electromagnetic Compatibility (EMC)

All new or modified CBP UAV System SRAs or modified portions of interface
subsystems shall (T) not interfere with, or be interfered by the operation of any other
aircraft equipment or ground control station subsystem. The electromagnetic
compatibility (EMC) of the CBP UAV System shall allow full use of its SIGINT payload.

3.3.3.2  Electromagnetic Vulnerability (EMV)

The CBP UAV System shall (T) be electro-magnetically compatible with the external
electromagnetic environment (EME) as referenced in Table 1E of MIL-STD-464. All
CBP UAV System equipment shall (T) be compatible with the EME on and around
airfields, DHS facilities and equipment, and the EME generated onboard the aircraft
under mission conditions.

Table 3-3-3: External EME for Fixed Wing Aircraft, Excluding Shipboard
Operations

' Frequency Range Electric Field (V/m -rms)
MHz
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If laser illuminator operations are expected, laser safety goggles shall be available on
site so if the laser illuminator would not shut off, and the payload could not be retracted,
at least it can land while still radiating and not injure anyone on the ground at the GCS

site,

3.3.5 Security

The UAV system shall (T) comply with current security requirements as imposed by
national policy to be capable of evolving to meet state-of-the-art technological advances
designed to protect information from unwanted exploitation. The UAV system shall (T)
be protected from an Information Systems Security (INFOSEC) perspective, which
would include, but not be limited to, such services as confidentiality, availability, and
integrity of information that is processed, stored, or transmitted.

3.4 LoaisTICS

The CBP UAV system shall initially be operated and maintained under a Contractor
Logistics Support (CLS) contract (T). The CBP UAV System emphasizes
maintainability, commonality, reliability, and accessibility of components to reduce
maintenance, supply, support equipment, and manpower requirements.

3.4.1 Support Equipment

The CBP UAV System should (O) use Support Equipment (SE) that is common to
DHS/CBP aviation. New/peculiar CBP UAV SE shall (T) be capable of operating in
CBP UAV environments specified herein.

3.5 CHARACTERISTICS OF SYSTEM ELEMENTS
3.5.1 Aircraft

3.5.1.1 Design Life

The aircraft shall (T) have a design life that minimizes the Aircraft Total Ownership
Costs (TOC) over 15,000 flight hours and 10 years.

3.5.1.2 Aircraft Performance

Characteristics of the aircraft are contained below and based on International Standard
Atmosphere (ISA) standard day conditions with aircraft weight complement of payloads
and the amount of fuel needed to accomplish the specific mission.

3.5.1.21
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calculated for loiter at a 10,000 ft mean sea level (MSL) altitude, maximum
endurance flight profile, under ISA day conditions.

3.5.1.2.2

3.5.1.3 Operating Altitude
3.5.1.3.1

SRORIRS2 The aircraft shall (T) be capable of reaching this operating altitude during
the transit phase of flight, i.e., before reaching the patrol area.

3.5.1.3.3 The aircraft should (O) be capable of operating in level flight at the altitude
allowing maximum line of sight reception by the Communication Relay and
Signals Interception Payload specifications.

3.5.1.34

3.5.1.4 Signatures

3.5.1.5 Other

3.5.1.51 Shall (T) provide sufficient electrical power to operate all aircraft
subsystem functions (including any draw by deicing equipment) plus all
sensor subsystems simultaneously with a 20 percent reserve after losses.

3.51.5.2 Shall (T) provide a voice relay capability to enable beyond-line-of-sight
(BLOS) communication between aircraft operators and air traffic
controllers.

3.5.1.6.3

3.5.1.54 Shall (T) provide a sufficiently low electromagnetic interference (EMI)
environment to preclude being a hazard to ground personnel or
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degradation of the specified Communication Relay and Interception
Payloads subsystem.

3.51.55 Shall (T) have lost link and mission abort procedures permanently stored
in the onboard mission management computer.

3.5.1.5.6

3.5.1.57 Weight
a. A mission ready aircraft shall (T) be capable of being emplaced by no more
than four (T) two (O) people to support and perform the movement of the
aircraft from its mover/storage site to the launch/recovery site and then back to
the mover/storage site. The aircraft weight should (O) have a positive margin
between mission weight and gross vehicle weight.

b. Weight Variations: Weight changes to components and subsystems should
(O) not adversely affect required flying qualities and performance.

3.5.1.5.8

3.5.1.5.9 Handling Qualities — The Flight Control System shall (T) limit maximum
allowable roll and pitch angles, automatically provide coordinated flight in
cruise phases of flight, and provide stall protection in order to prevent
departure from controlled flight scenarios.

b. Autonomous Emergency Recovery. The aircraft shall (T) have the capability
to automatically deviate to a pre-determined alternate recovery site in
contingency situations so that the aircraft can be successfully recovered by
either automatic or manual control.

c. Flight Outside the Flight Envelope. The CBP UAV shall (T) possess sufficient
control power and response rate to safely return to the Aircraft operating flight
envelope through the automatic flight control system.

d. Transfer of Flight Control Modes. Engagement, disengagement or changes to
the aircraft flight control mode shall (T) be achievable and not result in
dangerous stability or control characteristics.
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3.5.1.5.10  Aircraft Environmental Conditions — In addition to the CBP UAV System
environmental conditions specified in Section 3.2, the aircraft shall be able
to operat | iti ifi

3.5.1.5.11  Aircraft Modes of Operation — The aircraft shall (T) be capable of flying
pre-programmed mission profiles independent of navigational assistance
from the GCS, and be capable of being controlled via the Air Vehicle
Operator's Console with manual flight control functions. With loss of the
data link, the CBP UAV System shall (T) attempt to reestablish data link
while continuing on the pre-programmed flight path and mission profile.
When data link is not re-established within a predetermined time period,
the aircraft shall (T) be capable of fully autonomous flight to a pre-
designated point and perform an autonomous emergency recovery. The
aircraft mission phase main modes of operation are:

a. Pre-launch. In this mode, all aircraft pre-launch activities are accomplished.
The aircraft will accomplish pre-launch activities using the data link or ground
cable connected between the GCS and the aircraft.

b. Launch. In this mode, manual or automatic aircraft launch is accomplished.
c. Flight. In this mode, flight activities are accomplished.
d. Recovery. In this mode, aircraft recovery is accomplished.

3.5.1.56.12  In-Flight Operations — The aircraft shall (T) have the following in-flight
capabilities:
a. Autonomous navigation and flight between multiple, selected waypoints.
b. Automatic loiter and track on command.

c. Automatic execution of lost-link procedures to reacquire the data link in the
event of data link loss of contact,
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d. Automatic return to a pre-planned recovery area when a lost data link
connection is not reacquired within a predetermined period of time. Automatic
refers to a series of pre-programmed steps that allow the mission planners to
set waypoints, altitudes, speeds, execution time (the period of time after lost
link), holding, climbing, descending, and landing instructions.

e. Autonomous execution of emergency procedures due to electrical generator
failure or other critical aircraft subsystem failure.

3.5.1.5.13  The aircraft should (O) have the onboard, in-flight, self-contained ability to
detect traffic that may present a conflict, evaluate flight paths, determine
traffic right-of-way, and maneuver well clear (or as required); this is known
as “sense and avoid” capability.

3.5.1.6  Aircraft Functional Requirements

The aircraft shall contain the necessary equipment to maintain control of the aircraft
subsystems, communicate with the GCS, provide communication relay, and perform its
missions.

3.5.1.6.1 Air Vehicle Data Link — The aircraft shall contain the Airborne SATCOM
Terminal (AST) as defined in Section 3.5.9.

3.5.1.6.2
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3.5.1.6.8 Payload Provisions — The aircraft shall (T) incorporate a payload capability
that provides the following functions or provisions:
a. Support operation of two or more sensors simultaneously in straight and level
flight conditions. \

b. Provide a total payload weight capacity of at Ieast_

c. Provide a total internal payload volume of at least five cubic feet.

d. Provide an interface, via the payload ICD, to support operation of 1 or more
payloads.

e. Provide aircraft position, attitude, and other flight information to the payloads.

f. The aircraft shall (T) have a meteorological sensor with the capability to
calculate and report winds aloft, measure temperature (+1° C), relative
humidity (2% between 0% and 80% relative humidity and +3% between 80%
and 100% relative humidity), and barometric pressure (0.1 inches (3.37
millibars) of mercury.

3.5.1.6.9 Aircraft Servicing — The aircraft shall (T) incorporate the following
functions or provisions.

a. Possess an embedded gravity (T) pressure (O) fuel and de-fuel capability

b. Withstand and remain operational after a fresh water wash of the airframe and
engine

c. Possess lift and hoisting (hard) point capable of supporting a mission ready
aircraft

d. Use reasonably available commercial fuel such as AVGAS, JP-5 and JP-8 (T)
and diesel (O) fuels

e. Possess a single point grounding plug

f.  Ground Operation Provisions. All aircraft components should (O) be capable
of being operated to accomplish system maintenance, training, and / or
system preparation by either an external auxiliary power unit for at least 30
minutes under worse case thermal and environmental conditions without
external cooling.

3.5.2 Payload

3.5.2.1  Types of Initial Payloads

KPP 6: The aircraft shall (T) be capable of simultaneously operating combinations
of two or more of the following payloads, without degrading payload or aircraft
performance, while in flight: EO/IR/laser illuminator, Synthetic Aperture Radar
(SAR)/Ground Moving Target Indicator (GMTI), signals interception, and
communications relay.

3.5.2.2 Flight Operation

The payloads shall (T) operate within the flight envelope and under the same climatic,
altitude, and operating conditions as the CBP UAV System.
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3.5.2.8 Payload Interfaces

The contractor shall provide non-proprietary payload interface specifications for
integrating specified payloads into the UAV system. Installation / loading of payload
elements into the CBP UAV System shall (T) not require modification of aircraft, GCS,
or RVT core operating software.

3.5.3 Electro-optical/Infra-red/Laser llluminator

The Electro-optical/lnfra-red (EO/IR) sensor provides real time (video) imagery support
under all environmental conditions in which the CBP UAV System operates. The EQ/IR
payload capability shall (T) include a day/night passive imagery sensor, and laser
illuminator (class 3B or less).

3.5.3.1 EOI/IR/Laser Illuminator Airborne Suite
3.5.3.1.1

3.5.3.1.2

3.5.3.1.3 Shall (T) be capable of autotrack, autofocus, and autoscan functions.

3.5.3.14 Shall (T) be capable of focusing on the exterior of the aircraft during flight.

3.5.3.1.5

3.53.1.6

3.5.3.1.7

3.5.3.1.8

3.56.3.1.9 Shall (T) provide National Television Standards Committee (NTSC)-
formatted video transmission.
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o _

3.5.3.1.11  Shall (T) be capable of marking a target into a retrievable database.
3.5.3.1.12

3.5.3.1.13 _

3.5.4 Synthetic Aperture Radar (SAR)

Moving-target-indicator (MTI) radar modes have the ability to detect targets in the
presence of radar confounding land terrain and can be superimposed on radar images
of the terrain to better indicate the environmental context of detected objects.

3.5.4.1 SAR Airborne Suite

3.54.1.1
35412
3.564.13
35414
35415
35416

3.5.5 Signals Interception

3.5.5.1 Signals Interception Airborne Suite

3.6.5.1.1
3.5656.1.2
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35513

3.565.14

3.55.15 UAV shall (T) be able to output formatted data reports to ground units.

3.55.16 The signals intercept airborne suite shall (T) be suitable for integration and
operation on a UAV with respect to size, weight, and power.

3.5.6 Communication Relay

3.5.6.1 Communications Relay Airborne Suite

3.5.6.1.1 Shall provide 20 (T) 36 (O), secure, voice channels with Data Encryption
Standard (DES) and Advanced Encryption standard (AES) encryption
(selectable) (T) in addition to the channel reserved for air traffic control
communication. The installed system shall be compatible with current in-

3.5.6.1.2 This multi-channel radio relay suite shall provide frequency selection from
the GCS, embedded secure communications, and broadcast capability (T)
and incorporate payload data broadcast capability (O).

3.5.7 Hyper-spectral Imaging Sensor (HIS) System

The sensor payload should include the option for a hyper-spectral imaging (HSI) sensor
(imaging spectrometer) system (O). The sensor and its associated data transmission,
analysis, and display subsystems should (O) be capable of producing images with
numerous spectral bands for each pixel, and correcting the spectral radiance of each
pixel for source illumination, source geometry, atmospheric effects, and sensor effects.
Further, the sensor/analysis system should (O) be capable of spectral matching or
unmixing in order to display images clearly highlighting selected materials or conditions
on the ground. The sensor/analysis system should (O), after a period of configuration
and training, be capable of producing such displays in near real time, to enable rapid
response by ground personnel, to the detected conditions. The sensor package should
(O) be mechanically, thermally and electrically compatible with the payload capabilities
of the aircraft, and should be suitably rugged for extended flight operations. This
payload should only be required to be carried concurrent with the EQ/IR, laser
lluminator, satellite tracker and communication relay payloads (O).
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3.5.8 Ground Control Station (GCS)

The GCS is the command and control center for the CBP UAV System. Each GCS
controls and monitors aircraft via the Link Segment. The Link Segment receives
telemetry and imagery data from the aircraft and transmits command and control data to
the aircraft from the GCS. Operationally, the GCS shall support: multiple aircraft
command and control; Link Segment command and control; embedded communication
relay; mission payload command and control; imagery annotation and imagery
processing functions; and tactical communications with the users. The CBP UAV
System should (O) be incorporated and integrated into each border patrol sector
internal command and control system. The operational flight control programs (OFP)
shall be isolated, via hardware and/or software, from the mission planning, mission
support, payload interface, and data handling software segments. The OFP shall have
DO-178B Level B certification. The isolated sub-components (non-flight critical) shall
have DO-178B Level C certification and be isolated such that any change or
replacement of a sub-component does not require re-certification of the OFP.

3.5.8.1 GCS Architecture

The GCS workstations shall (T) be capable of hosting all functionality associated with
NATO STANAG 4586 Level 1 through 5 control of the aircraft and payload.

3.5.8.1.1 Environmental Conditions

3.5.8.1.2 GCS Communications — The GCS shall (T) allow for external and internal
voice tactical communications among the flight crew members (Mission
Commanders, Pilots, Payload Operator), the Tactical Supervisors, and
maintenance support personnel as required.

3.5.8.2 Ground System Communications
The GCS system ground communications shall (T) conform to the following standards,
provisions, or capabilities:

3.5.82.1 Use DHS standard tactical communications equipment and procedures for
ground CBP UAV components.
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3.5.9 Link Segment

3.5.9.1 General Description

3.59.1.1 The Link Segment shall (T) include consists of redundant control links and
non-redundant sensor data links.

3.59.1.2 The aircraft shall (T) also be able to use either command and control link
for air vehicle command, control, and aircraft feedback, however, the
primary data link shall be the main link for payload data transmission.

3.59.1.3 If the CBP UAV System determines the primary command and control link
to be unusable, it shall (T) switch automatically to the secondary data link
in such a manner to continue successful and safe aircraft flight and
mission operations. The CBP UAV System should (O) allow operator
selection of data links. The Link Segment should (O) provide the
capability for encrypting the primary and secondary command and data
links.

3.5.9.14 A "zeroize” capability to clear encryption codes and keys automatically
(initiated with imminent loss of flight) or manually shall (T) be required.

3.59.15 The Link Segment should (O) provide redundancy for aircraft C?, be
electronically steerable, support multiple frequencies and multiple full-
duplex channels simultaneously, be anti-jam with low probability of
intercept, be capable of supporting both unidirectional and omni-
directional communications simultaneously, and support simultaneous
communication with two airborne aircraft at the same time.

3.569.1.6 The Link Segment should (O) provide data distribution (imagery and
system data) from the aircraft to the GCS, SCT, and RVT, via discrete and
selectable frequencies and also provide imagery to "on the move" CBP
agents in vehicles or on foot.

3.5.9.2 Command Link Suite Performance
3.592.1

35922
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