
UNITED STATES DISTRICT COURT

EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION 28 P 12= 5b

CLERK US DISTRICT COURT
CELLEBRITE MOBILE SYNCHRONIZATION LTD., ALEXANDRIA VlRGIMA

Case No.: ISO . _ ,

Plaintiff, COMPLAINT

-against- ECF Case

OXYGEN SOFTWARE and OXYGEN FORENSICS,
INC.,

Defendants.

Plaintiff,CellebriteMobile Synchronization Ltd., by and through its undersigned counsel,

by way of Complaint againstDefendants, OxygenSoftware and OxygenForensics, Inc.,

respectfiilly, allege andsubmit as follows, pursuant to Rule 3 andRule 15(a)(2) of theFederal

Rules of CivilProcedure regarding Plaintiffs state and federal claimsbasedupon copyright

infringement, misappropriation of trade secrets, and false advertising, among otherunlawful acts

by Defendants:

THE PARTIES

1. CellebriteMobile Synchronization Ltd. ("Cellebrite") is a companyformed under

the laws of Israel, with its principalplace of businessat 94 Derech Em Hamoshavot St., Petah

Tikva 49130, Israel.

2. On information and belief, Oxygen Software ("Oxygen Russia'') is a company

formed under the laws of Russia, with its principal place ofbusiness at Nizhegorodskaya St, 32,

Building 5, Moscow, 109029, Russia.
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3. Oxygen Forensics, Inc. (''Oxygen USA") is a Virginia corporation formed

pursuant to the laws ofthe Commonwealth ofVirginia on orabout February 20,2013 with a

principal place ofbusiness at 901 N. Pitt St, Suite 320, Alexandria, VA 22314.

4. Upon information and belief. Oxygen USA is a wholly owned subsidiary of

Oxygen Russia.

.nJRTSDlCTION AND VENUE

A. Subject Matter Jurisdiction

5. TheCourt hasoriginal subject matter jurisdiction pursuant to 28 U.S.C. §§ 1331,

1338 over (i) Counts I-III for copyright infringement and contributory copyright infringement in

violation oftheU.S. Copyright Act, 17U.S.C. § 101 g/seq. (the "CopyrightClaims"), and (ii)

CountV for false advertising in violation of the Lanham Act, 15U.S.C. § 1125(a).

6. TheCourt has supplemental jurisdiction pursuant to 28 U.S.C. § 1367(a) over

Counts IVfor misappropriation of trade secrets pursuant to theVirginia Uniform Trade Secrets

Act ("VUTSA"), Va. Code § 59.1-336, and CountVI for breach of contract, insofar as the

VUTSA and breach of contract claims are so intertwined with Plaintiff Copyright Claims and

are so related, that they arepartof the same caseandcontroversy underArticle III of the U.S.

Constitution, and derive from a common nucleus of operative facts.

B. Personal Jurisdiction Over Defendants

General Personal Jurisdiction Over Oxygen USA

7. The Court has general personal jurisdiction overOxygen USAinsofar as Oxygen

USAwasformed and registered pursuant to the lawsof the Commonwealth of Virginia and

maintains its principal place of business in the Commonwealth of Virginia.
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8. Oxygen USA has appointed Virginia attorney, Dmitri Dubograev, Esq., the

founder, managing partner, and CEO ofthe law firm known as "Int'l Legal Counsels PC," of901

N. PittStreet, Suite 325, Alexandria, Virginia 22314, as its registered agent to accept service of

process initsfilings with the Commonwealth ofVirginia State Corporation Commission.

Personal Jurisdiction Over Oxygen Russia

9. This Court has general and specific personal jurisdiction over Oxygen Russia.

General Personal Jurisdiction

10. Oxygen Russia maintains regular, long-term, extensive, substantial, continuous

and systematic general business contacts andactivities in Virginia.

11. Oxygen Russia's contacts with theCommonwealth of Virginia are so continuous

and systematic that it is essentially "at home" inVirginia ascompared with itsother national and

international activities.

Internet Presence

12. As demonstrated by a "Whois" search on the Internet, Oxygen Russia registered

the domain www.oxvgen-forensics on or about October 12, 2006 firom OnlineNIC, Inc.

13. The"Registrant" of www.oxygen-forensics.com is OlegFederov, the Chief

Executive Officer of Oxygen Russia.

14. The Whois details include the following:

Registrant Name: Gleg Fedcsrov
F^istiani Organization: Oxygen SctHte^aie
Registrant Street Nizhegorcidskaya st 32 bulldir^g 5
Registrant City: Moscow
ReglsUarl State/Pnwince: MA
Regislrani Postal Code: 109<^
Registmnt Country: RU
RegisIrant Phone: +7.4952229278
Registrant Phone Ext;
Registrant Fax: +18774622134
Registmnt Fax Ext:
Ftegtsiiant Email: fidn^oxygensoftware-com
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15. www.oxvgen-forensics.com (the "Oxygen Russia Website") is the address of the

web siteof Oxygen Russia, which is accessible throughout the United States, including in the

Commonwealth ofVirginia.

16. In fact, Oxygen Russia's entire on-line U.S. presence for sales, marketing, and

promotional activities, which markets, promotes, and facilitates ordering ofproducts, training,

and software downloads is done through the Oxygen Russia Website. Such activities target

customers and prospective customers in Virginia.

17. Oxygen Russia provides a local Virginia address for its U.S. activities on the

Oxygen Russia web site.

Physical Presence

18. Uponinformation and belief. Oxygen Russiadirectly ships substantial products,

suchas its "OxygenForensics Kit," flash diskscontaining Oxygen Russia's software, cables and

training manuals and information, from Oxygen Russia in Russia to Oxygen USAin Virginia for

further supply, distribution, and resale in Virginia, as well as directly to customers in Virginia

and the United States.

19. According to the Oxygen Russia Website, OxygenRussia's customers include the

Internal Revenue Service; U.S. Army, U.S. Department of Defense; U.S. Department ofJustice;

U.S. DepartmentofHomeland Security;U.S. DepartmentofTransportation; U.S. Postal Service;

and the U.S. Supreme Court.

20. Upon informationand belief. Oxygen Russia engages in planning and

participationfor trade shows, sales pitches, and operational activities in Virginia, in coordination

with Oxygen USA, by, among other things, communications by email through email servers in

Virginia and Russia and transfer ofdocuments between network servers in Russia and Virginia,
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andsupplying marketing andpromotional collateral materials and support personnel from Russia

to Virginia; holding meetings inVirginia; lodging in Virginia; and working in Virginia at

Oxygen USA's offices further thereto.

21. Oxygen Russia's executive management use the Oxygen USAVirginia office

address as their own address for trade show registrations and other activities of Oxygen Russia in

the United States.

22. Uponinformation and belief. Oxygen Russiasupports saleseffortsandprovides

marketing support forU.S. sales in Virginia, first linetechnical support, andwarranty support for

products between Virginia and Russia, thus deriving substantial revenue, and engaging in

substantial conmiercial activities in Virginia.

Oxygen Russia Has U.S. Representative in Virginia

23. Oxygen Russiahas maintained a legal representative in Virginiasinceas early as

2012.

24. Oxygen Russia applied for trademark registration ofthe mark "Oxygen

Forensics," in 2012 with the United States Patent & Trademark Office (the "PTO").

25. OxygenRussia's trademarkcounsel of record who filed the applicationfor the

above trademark with the PTO is Dmitri Dubograev, Esq., Int'l Legal Counsels PC, 901 N. Pitt

Street Suite 325, Alexandria, VA, 22314 - the same lawyer that is Oxygen USA's agent for

service of process.

26. Mr. Dubograev's office is in the same building as the office of Oxygen USA.

27. Mr. Dubograev also filed a copyright application on behalf of Oxygen Russia

with the U.S. Copyright Office in 2012 for a computer program referred to as "Oxygen Forensics
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Suite." Mr. Dubograev is also named as the"Copyright Agent" in the Oxygen Russia Website

for U.S. copyright infringement notifications.

General Personal Jurisdiction over Oxygen Russia Through Domination of
Oxygen USA

28. TheCourt also has general personal jurisdiction overOxygen Russia in Virginia

by virtue of Oxygen Russia's dominationand control over OxygenUSA.

29. Oxygen USA is nothingmore than the alter-ego of OxygenRussia for

jurisdictional purposes.

30. According to the OxygenRussia Website, Oleg Federovcurrently servesas the

Chief Executive Officer for both Oxygen Russia and Oxygen USA, and has served in such dual

roles sinceOxygenUSA's formation in 2013. According to his Linkedinaccount, Mr. Federov

is based in Virginia.

31. Similarly, Oleg Davydovcurrently serves as the Chief TechnicalOfficer for both

Oxygen Russiaand Oxygen USA, and has servedin suchdual roles sinceOxygen USA's

formation in 2013. According to his Linkedin account, Mr. Davydov is based in Russia.

32. According to Russian corporate records obtainedthroughthe Ministry of

Economic Development of the Russian Federation, OlegFederovowns 78% ofthe outstanding

share capital of Oxygen Russia - an overwhelming controlling interest.

33. To be sure, the combination of overlapping senior executives and Mr. Federov's

significant controllingownership in OxygenRussia, the parent of OxygenUSA, OxygenRussia

controls and has the right to control key aspects of Oxygen USA's operations in Virginia.

34. Oxygen USA is nothing more than a mere instrumentalityof Oxygen Russia and

are one and the same.
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Specific Personal Jurisdiction UnderVirginia Long-Arm Statute

35. The Court has specific personal jurisdiction over Oxygen Russia under the

Virginia long-arm statute, Virginia Code § 8.01-328. l(A)(3-4).

36. Oxygen Russia has purposefully directed itsactivities toward Virginia and caused

tortious injury to Plaintiffbyacts inside and outside ofVirginia, including through use of

Oxygen USA's computers and computer network in Alexandria, Virginia.

37. Plaintiffs claims arise out of such activities by Oxygen Russia in Virginia and the

exercise ofpersonal jurisdiction over Oxygen Russia is therefore constitutionally reasonable and

appropriate and would notoffend traditional notions of fairplay and substantial justice.

C. Venue

38. Venue in the Eastern District ofVirginia is proper pursuant to 28 U.S.C. §

1391(b)(2) and (3).

39. Venue in the AlexandriaDivision is proper pursuant to Local Civil Rule 3 of the

Local Rules for the U.S. District Court for the Eastern District ofVirginia.

STATEMENT OF FACTS

A. Overview of Cellebrite Products

40. Cellebrite is a global manufacturer of the renowned device, known as "UFED,"

used by law enforcement agencies, including the U.S. Department ofHomeland Security, the

Federal Bureau of Investigation, and state and local law enforcement agencies, to extractdata

from mobile phones for forensic purposes in solving crimes and providing evidence in criminal

legal proceedings.

41. UFED is comprised of a hardware device or a PC-based software solution known

as "UFED 4PC" (together, the"UFEDSystem") andCellebrite's proprietary software (the
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"UFED Software"), which runs on the UFED System. The UFED System and the UFED

Software are referred to collectively herein as the "UFED Solution".

42. The UFED Solutionperformsa forensic analysis of mobile devices that are

connected to the UFED System by a cable(the "Communicator Cable"). The Communicator

Cable is typically plugged into the mobile device receptacle usedto charge the mobile device

battery andallows direct pointto pointcommunication between the UFED System andmobile

phones thatare subject to analysis by the UFED Solution. Cellebrite has developed a variety of

CommunicatorCables and tips that permit use with all of the mobile devices that Cellebrite

supports.

43. The UFED Solution allows the extraction and review of text messages; emails;

contact lists; calendars; and other data residing on the mobile devices - including data that has

been deleted by the user.

44. Whena customerpurchasesa UFED System,the UFED Softwareis pre-installed.

When new versions of the UFED Software are released by Cellebrite, the customers must

download such new versions of UFED Software directly to the UFED Device and to a personal

computer or laptop.

45. Becausemobile phone developers - such as Samsung, LG, and Apple, among

others —are constantly releasing new modelsand software versions for those models, Cellebrite

has developed a highly qualifiedand nimble team of softwareengineerswho rapidly develop

new and novel methods for accessing and extracting data stored on such telecommunications

devices so its law enforcement clients maintain an edge over criminals.
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46. Cellebrite has invested milHons of dollars and thousands ofhours efforts in

recruiting and developing elite teams of specially trained and highly qualified software engineers

to bring its leading solutions to market.

47. The UFED Solution currently supports 17,000 different mobile device profiles for

forensic data extraction.

B. Cellebrite's Recognition and Reputation as a Leader in the Forensics Market

48. Because of the rapidadoption by law breakers of newmethods and means of

communications, law enforcement agencies are in a constant battle to have access to the latest

mobile phone models.

49. For this reason, one of the most critical characteristics of suppliers to the

forensics community such as Cellebrite, is the ability to quicklydevelopsolutions for new

phones andnewoperating systems in order to facilitate the cracking of cases andconvictions of

criminals.

50. Cellebrite is the pioneerin this industry and is well known in the U.S. and around

the world as the leader in getting new forensic extraction solutions to the market.

51. Cellebrite's sales revenue is directly tied to its reputation of success and the rapid

release of new solutions. Any tamishmentor other harm to this reputationwill cause Cellebrite

to suffer a significant loss of sales, customers, and brand equity.

52. Similarly, Cellebrite's ability to recruit and retain the best software developers in

the field depend in large part on its continued reputation of success.

53. Among the few competitors in the field, Cellebrite is routinely the winner of the

race to launch new extraction solutions for new phones and software versions.
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C. Authorized Sales of UFED Devices

54. Cellebrite sellsUFED Systems and UFED Software directly, through its wholly

owned subsidiaries, and through authorized distributors.

55. When ordering the UFED products, customers are required to provide theirname,

theircompany name, and their company email and othercontact information.

D. Cellebrite^s End User License Agreement (EULA)

56. All Cellebrite users of the UFED Systems must accept Cellebrite's End-User

License Agreement (the "Cellebrite EULA")as a condition to usethe UFED System and UFED

Software. A copy of Cellebrite's EULA is annexed to this Complaintas Exhibit A.

57. Acceptance of the terms of the EULA is required when first powering the UFED

System; as a conditionto downloading software updates; and in connectionwith the

downloading of the software module known as the UFED "Physical Analyzer," together with

any updates and new versions.

58. In addition to express acceptance ofthe EULA by clicking on an "accept" button,

acceptance of the EULA is also manifested by downloading the UFED Software, and/or using

the UFED Solution as expressly provided in the EULA.

59. The Cellebrite EULA is a license agreement, which grants authorized users

limited permission to use the UFED Solution for its intended purpose of extracting data from

mobile devices for forensic purposes.

60. The Cellebrite EULA contains clear and unambiguous limitations on use of the

UFED Softwareand expresslypreventsusers from reversecompiling, reverse assembly, reverse

engineeringor otherwise translating or distributing any part ofthe UFED Software. See EULA

10
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at Section 2(F)(b). It also prohibits the sale, distribution, andcreation of derivative works

developed from the UFED Software. Id.

61. TheEULA prohibits users from circumventing or disabling Cellebrite's copyright

protection mechanisms or license management mechanisms andimposes other critical use

restrictions on the users. Id.

62. The EULA also contains use restrictions on the use of "Confidential Information."

See EULAat Section 4. The EULAexpressly provides that the UFED Software and any related

documentation "is Confidential Information of Cellebrite." Under Section 4 of the EULA, users

may"not copy, duplicate, reverse engineer or decompile Confidential Information."

E. Cellebrite^s Efforts to Maintain Confidentiality of Trade Secrets

63. Cellebrite's proprietary software code, configuration, commands, methodologies,

routines, functions, and other proprietaryinformation and trade secrets containedin the UFED

Systemand the UFED Software (collectively, the "Cellebrite Trade Secrets") are its most

valuable assets.

64. Cellebritegoes to great lengths and takes exactingprecautions to protect the

Cellebrite Trade Secrets from unauthorized use and disclosure, including requiring that all

employees and consultants sign non-disclosure agreements ("NDA*s"); limiting accessto

software code, network, servers, and virtual private network s to authorized users.

65. Cellebrite also employs physical security over the Cellebrite Trade Secrets. Its

facilities are highly secured, maintained under lock and key, limited in access, and guarded by

cameras and security personnel.

66. Cellebrite has incorporated protections into the UFED Systems in order to prevent

the unauthorized access to Cellebrite intellectual property in the UFED Software running on the

11
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mobile devices during the extraction process.

67. For example, the UFED Software is encrypted to protect the UFED Systems from

unauthorized access to theUFED Software. Any person who seeks to access such code would

need to spend significant intentional and wilful efforts to circumvent Cellebrite's technological

protective measures in the UFED Systems.

F. Screen Locks Have Hampered Criminal Investigations

68. One ofthe challenges that law enforcement authorities have experienced over the

years has been the inability to access critical data on the mobile devices ofcriminal suspects

where the authorities didnot have thepassword to unlock the screens of the devices.

69. Cellebrite identified this issue and investedsignificantefforts to try to crack the

code to the screen locks to enable forensic analysis of mobile devices without a password.

G. Cellebrite's Screen Lock Disabling Breakthroughs

1. The SPR Screen Lock Disabler

70. In Mayof 2015, Cellebrite released the UFED Touch/4PC and UFED

Physical/Logical Analyzer version 4.2 ("UFED 4.2''), which contains a breakthrough method for

disabling the screen lock for certain Samsung Android devices (the "SPRScreen Lock

Disabler").

71. The SPR ScreenLock Disabler is a cutting edge, innovativesolution, in which

Cellebrite invested significant research and development and financial efforts todevelop. When

UFED 4.2 was released there was no othercompany in the forensics marketthat offered such a

solution.

72. Among other things, the SPR Screen Lock Disabler permits lawenforcement

agencies toaccess the data incertain Samsung mobile devices even if the law enforcement

12
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agency does not have the password to access such devices.

73. In developing the SPR Screen Lock Disabler, Cellebrite's research team spent

significant time through trial and error to identify a vulnerability on certain Samsung mobile

devices (the "Samsung Vulnerability"). The SamsungVulnerability was not known to

Samsung and the identified vulnerability was novel and not trivial.

74. Once Cellebrite identified the Samsung Vulnerability, the Cellebrite development

team wrote new software source code for the UFED System and UFED Software (the "SPR

Screen Lock Disabler Code"). The SPR Screen Lock Disabler Code contains proprietary

commands and allow the UFED to run commands on Samsung mobile devices that are uploaded

to the Samsung mobile devices through Cellebrite's Communicator Cables, despite the screen

being locked.

75. Cellebrite independently developed a series of software commands, which after

significant trial and error, worked to unlock the screens in certain Samsung mobile devices (the

"SPR Disable Command"). In addition to this unique command, Cellebrite also included an

arbitrarily selected marker in the SPR Disable Command (the "SPR Marker").

76. The SPR Screen Lock Disabler Code, including the SPR Disable Command, was

registered with the U.S. Copyright Office on September 11, 2015 and was assigned U.S.

Copyright Registration Number: TX 8-075-119 (the "SPR Screen Lock Disabler Copyright").

A true and correct copy of the U.S. Copyright Certificate for the SPR Screen Lock Disabler

Copyright is annexed hereto as Exhibit B.

2. The LG Screen Lock Disabler

77. In addition to the SPR Screen Lock Disabler, UFED 4.2 also includes a screen

lock disabling feature that permits access to LG Android mobile devices even without a

13
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password to access the screen lock ofsuch devices (the "LG Screen Lock Disabler '̂).

78. The LG Screen Lock Disabler is also a cutting edge, innovative solution, which

involved significant development efforts by Cellebrite. When UFED 4.2 was released there was

noother company in the forensics market that offered such a solution to itscustomers.

79. Cellebrite's research efforts with the LG Screen Lock Disabler resulted in

identifying which files onLG phones control the screen locking function (the "Screen Lock

Files).

80. Cellebrite then undertook extensive efforts to develop source code (the ''LG

Screen Lock Disabler Code") that was integrated into the UFED Software that sends

instructions to theLGphone operating system fdes viatheCellebrite Communicator Cable to

interact with the Screen LockFilesusingLG's .LAFprotocol in a novelwaywhile thephone is

locked, thereby disabling the screen lock.

81. The LG Screen Lock Disabler Code was registered with the U.S. Copyright

Office on November4, 2015 and was assigned U.S. CopyrightRegistration Number TX8-117-

657(the 'XG Screen LockDisabler CoDvrighf). A true and correct copy of theU.S.

Copyright Certificate for the LG Screen Lock Disabler Copyright is annexed hereto as Exhibit

c.

H. The Honevpot.

82. When developing the LG ScreenLockDisablerCode,Cellebrite's software

developers inserted a dummy file name with no software functionality whatsoever into the code

(the"Honevpot"). The sole and exclusive purpose of including the Honeypot in the LG Screen

Lock DisablerCode was to provide a tool to facilitate the detectionofunauthorized code

copying and use.

14
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83. TheHoneypot was arbitrarily created by Cellebrite andhas no functionality or

purpose inthe software code. Removal ofthe Honeypot from LG Screen Lock Disabler Code

would have no effect on the functionality and efficacy of the code.

84. The presence of the Honeypot intheproducts ofany other company would

demonstrate unequivocally thatsuch other company copied Cellebrite's code andthatsuch other

company didnot independently develop - or invent ~ the related code.

I. Defendants* Misappropriation and Unauthorized Use of UFED Solution

85. Oxygen Russia markets, promotes, sells, and distributes forensic software

products, including: (i) Oxygen Forensic Detective; (ii) Oxygen Forensic Detective Enterprise;

(iii) Oxygen Forensic Kit; (iv) Oxygen Forensic Analyst; (v) Oxygen Forensic Extractor; and

(vi)Oxygen Forensic Viewer (collectively referred to herein as the "OF_Su|te"). The OF Suite

competes directly with Cellebrite'sUFED Solution.

86. Oxygen Russiasupplies the OF Suiteto Oxygen USA, which markets, promotes,

sells, and distributes the OF Suite throughout the United States. Upon information and belief.

OxygenRussiaalso directly sells the OF Suiteto customers in the United States.

I. The Infringing SPR Disabler.

87. On or about August30, 2015, approximately three (3) months after Cellebrite

released the SPR Screen Lock Disabler in UFED 4.2, Oxygen Russia and Oxygen USA released

a new version of the Oxygen Forensic"Analyst" product, which contained a "Screen Lock

Disabler" for certain Samsung mobile devices (the "Infringing SPR Disabler").

88. Oxygen Russia and Oxygen USA publisheda notice to all of their worldwide

customers on or aboutSeptember 8, 2015 that"we've invented[sic] software-based method to

15
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disable screen lock on modem Samsung Android OS devices regardless of the lock type ...

(emphasis added.) A copy of this notice is annexed hereto as Exhibit D.

89. The foregoing statement was literally false since Defendants did not invent a

method to disable the screen lock on Samsung Android Devices, and actually copied Cellebrite's

product. In fact, it was Cellebritethat inventedthe unique SPR Screen Lock Disabler.

90. Upon Cellebrite's analysis of the software comprising the Infringing SPR

Disabler, Cellebrite determined that the methodologies, know-how and trade secrets subsisting in

the SPR Screen Lock Disabler Code, including the SPR Marker and the SPR Disabler Conmiand,

had been integrated into the Infringing SPR Disabler (i) in contravention of the Cellebrite EULA;

(ii) in violation of Cellebrite's exclusive rights in the copyrighted works subsisting in the SPR

Screen Lock Disabler Code; and (iii) in violation ofVUTSA.

2. The Infringing LG Disabler.

91. On or about October 7, 2015, approximately five (5) months after Cellebrite

released the LG Screen Lock Disabler in UFED 4.2, Oxygen Russia and Oxygen USA released a

new version of the Oxygen Forensic "Detective" product, which contained a "Screen Lock

Disabler" for certain LG mobile devices (the "Infringing LG Disabler").

92. Oxygen Russia and Oxygen USA published a notice to all of their worldwide

customers on or about October 7,2015 that "we've invented [sic] software-based method to

disable screen lock on modem LG Android OS devices regardless of the lock type ...."

(emphasis added.) A copy of this notice is annexed hereto as Exhibit E.

93. The foregoing statement was literally false since Defendants did not invent a

method to disable the screen lock on LG Android Devices, and actually copied Cellebrite's

product. In fact, it was Cellebrite that invented this unique screen lock disabler.

16
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94. UponCellebrite's analysisof the software comprising the Infringing LG Disabler,

Cellebrite determined that the methodologies, know-how and trade secrets subsisting in the LG

Screen Lock Disabler Code, including the Honeypot, were integrated into the Infringing LG

Disabler.

95. Thepresence of the Honeypot in the Infringing LG Disabler is unequivocal proof

that OxygenRussiacopiedCellebrite's copyrighted software and trade secretsand integrated

such software into the InfringingLG Disabler (i) in contravention of the CellebriteEULA; (ii) in

violation of Cellebrite's exclusive rights in the copyrighted works subsisting in LG Screen Lock

Disabler Code; and (iii) in violation ofVUTSA.

96. Upon information and belief, the misappropriation of the SPR Screen Lock

Disabler and the LG Screen Lock Disabler commenced as early as May 2015 when UFED 4.2

was released.

97. The Defendants' infringement of the SPR Screen Lock Disabler Copyright and

the LG Screen Lock Disabler occurred immediately from the registration dates of such

copyrights and is ongoing.

98. Defendants have literally copied the copyrighted software and have also copied

the sequence, organization, and structure, and other non-literal elements of the copyrighted

software.

3. Defendants' Unlawful Interception of Cellebrite's Code

99. Upon information and belief. Defendants accomplished their unlawful copying

through m unlawful multi-layered scheme. First, either or both of Defendants acquired a UFED

System and UFED Software either directly using fraudulent credentials or through a third psirty

17
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straw person. Cellebrite has no record of sales to either of Defendants andCellebrite's general

policy is to refrain from sales to competitors.

100. Next, either or both of Defendants used what is known as a "USB protocol

analyzer" to intercept the communications between an illicitly purchased Cellebrite UFED

System, the Communicator Cables, and Samsung and LG mobile devices attached to the UFED

System. This unauthorized interception process, referred to as "sniffing," allowed eitheror both

of Defendants to identify and then copy solutionscontained in Cellebrite's LG Screen Lock

Disabler Code and SPR Screen Lock Disabler Code.

101. By unlawfullyutilizinga USB protocol analyzer with Cellebrite's UFED System,

Oxygen Russia unlawfully circumvented the encryption of the UFED Software on the UFED

System to extract, decrypt, reverse engineer, copy, and integrate Cellebritetrade secrets,

copyrighted software code, and methodologies subsisting in the SPR Screen LockDisabler and

the LG Screen Lock Disabler into Oxygen Russia's OF Suite to create a product offering that

competes directly with Cellebrite's products in directcontravention of the EULA.

102. Such activities are a direct breach of Cellebrite's EULA £ind violate Cellebrite's

exclusive rights subsisting in the SPR ScreenDisablerCode and the LG ScreenDisablerCode.

J. Cellebrite^s Efforts to Resolve Defendants* Unlawful Actions without Litigation

1. The Cease and Desist Correspondence.

103. After learning about the Infringing SPR Disabler, but prior to release of the

Infnnging LG Disabler, on or about September 14,2015, Cellebriteby its counsel, delivereda

cease and desist letter, including a litigation hold notice (the "Cease and Desist Letter"), to

Oxygen Russia, OxygenUSA, and Dmitri 1. Dubograev, Esq., counsel to OxygenUSA and

Oxygen Russia, via Federal Express and email to Mr. Oleg Fedorov, CEO, Mr. Lee Reiber,
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coo, and Mr. Oleg Davydov, CTO. A copy of the Cease and Desist Letter, together with the

FedEx delivery confirmation and cover email is annexed hereto as Exhibit F.

104. On or about September 16,2015, Leo V. Gureff, Esq. - at that time a partner at

Mr. Dubograev's firm, Int'l Legal Counsels ~ delivered an email to Cellebrite's counsel,

Mitchell Shelowitz, inexplicably noting that the firm represented only Oxygen USA and NOT

long-standing client, Oxygen Russia, Oxygen USA's parent.

105. Since Mr. Dubograev and his firm had represented Oxygen Russia for several

years in the United States, including on a trademark application with the PTO, a copyright

application with the U.S. Copyright Office, and in establishing Oxygen USA with the

Commonwealth ofVirginia, it was suspicious that Mr. Dubograev's firm would not be retained

to represent Oxygen Russia, while it was representing Oxygen USA.

106. Mr. Gureff further clarified this point on September 23,2015, stating: "In

response to your inquiry regarding representation by this firm of Russian company Oxygen

Software, please be advised that at this time this firm does not represent Oxygen Software in this

matter." (the "Cover Email") (emphasis added.)

107. Despite receiving the Cease and Desist Letter by confirmed Federal Express

international delivery and email. Oxygen Russia never replied to the Cease and Desist Letter.

108. In Mr. Gureffs reply to the Cease and Desist Letter, dated as of September 23,

2015 (the "First Reply"), Oxygen USA denied Cellebrite's legal allegations, yet apparently

conceded the unlawful use of a USB protocol analyzer to intercept communications between the

Cellebrite UFED System and Samsung mobile devices, by claiming that Oxygen Forensics

"developed a method of disabling the screen lock on Samsung Android devices independently by

using commonly used Device Monitoring Studio by HHD Software to learn how software
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programs communicate with certain Samsung Android devices." (emphasis added). Acopy of

the Cover Email and the First Reply are annexed hereto as Exhibit G.

109. Device Monitoring Studio is a software solution for monitoring, logging and

analyzing data coming through USB communications, among others. The reference to "software

programs" wasan obvious reference to the UFED Software.

110. Oxygen USA refused to comply with the Cease and Desist Letter, and made a

half-hearted proposal toparticipate ina mediation to resolve the dispute. Oxygen USA also

speciously threatened tofile a motion for sanctions against Cellebrite ifCellebrite commenced

legal action to protect its copyrighted software and tradesecrets.

111. Cellebrite rejected the First Reply and themediation proposal, onnumber of

grounds, not least ofwhich was the fact that Mr. Gureff claimed that his firm did not represent

Oxygen Russia, the entity that develops the OF Suite, owns Oxygen USA, and directly engaged

in the imlawful activities described in the Cease and Desist Letter.

112. Cellebrite's counsel responded in a subsequent letterdatedas of October 20,

2015, byrepeating Cellebrite's cease and desist demand "[i]n order to demonstrate our good

faith intention to commence legal action as a lastresort...A copy of this response is annexed

hereto as Exhibit H.

113. Oxygen USA's counsel again rejected Cellebrite's attempts to resolve the matter

without resorting to legal action in a letterdatedas of October 20,2015. See Oxygen's response

in Exhibit I.
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2. Cellebrite Management Call to Oxygen Russia's CEO

114. In a further effort to resolve the matter without resorting to litigation, Cellebrite's

Co-Chief Executive Officer Yossi Carmil made multiple attempts to contact Oleg Federov,CEO

of Oxygen Russia and Oxygen USA.

115. In thefirst attempt on November 11, 2015 (the"First Attempt"), Mr. Carmil

called Mr. Federov on themobile telephone number listed on Mr. Federov's business card,

which Mr. Federov personally handed to Cellebrite at a trade show in theUnited States. A copy

ofthe business card is annexed hereto as Exhibit J.

116. Onthe First Attempt, following Mr. Carmil's query whether it was "Oleg" on the

phone, Mr. Federov responded "Da, yes its me." When Mr. Carmil introduced himselfas

Cellebrite's CEOandasked"is it a goodtime to talk?" Mr. Federov responded, "I don't hear

you." The callwas thendisconnected by Mr. Federov. Onan immediately subsequent attempt,

as well asan attempt on the following day, Mr. Federov refused to answer his mobile phone.

117. Mr. Carmil also called the Oxygen Russia office telephone number on Mr.

Federov's business card andspoke with a receptionist. Mr. Carmil gave his name andtelephone

number and asked for Mr. Federov to return his call. Mr. Federov never called Mr. Carmil.

118. Withno obvious willingness by the Defendants to ceaseand desistfrom their

unlawful activities, Cellebritehad no alternative to protect its intellectual property from

misappropriation and infringement other than by this legal action.

Count 1 - Against Oxygen Russia

(Direct Copyright Infringement 17 U.S.C. 106 and 501)

119. Plaintiffrepeats, realleges, and incorporates herein Paragraphs 1-118 of the

Complaint as if fully set forth herein.
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120. Cellebrite owns andhas registered SPR Screen Lock Disabler Code with the U.S.

Copyright Office and has been granted U.S. registered Copyright No. TX 8-075-119,

121. Cellebrite ownsand has registered Cellebrite's LG Screen LockDisabler Code

with the U.S. Copyright Office and has been granted U.S. registered Copyright No. TX 8-117-

657.

122. Oxygen Russia literally copied the foregoing copyrighted code, and also copied

the sequence, order, and structure, and other non-literal elements ot the foregoing copyrighted

code.

123. Oxygen Russia distributes the OF Solution to customers in the United States via

on-line downloads and byshipments of compact disks and flash memory devices fi:om Oxygen

Russia's Moscow offices.

124. Oxygen Russia further reproduced, distributed, and created derivative works of

Cellebrite's copyrighted works inthe United States inviolation ot Cellebrite's exclusive rights

therein.

125. Oxygen Russia's acts of infringement are willful, intentional, and purposeful in

direct violation of Cellebrite's exclusive rights.

126. Asa direct and proximate result of Oxygen Russia's infringing activities. Plaintiff

may elect either actual damages inan amount to be proven at trial or statutory damages pursuant

to the U.S. Copyright Act.

127. As a direct andproximate result of Oxygen Russia's ongoing acts andconduct,

Cellebrite has sustained and will continue to sustain, substantial, immediate, and irreparable

injury for which there is no adequateremedy at law.
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128. Cellebrite believes that unless enjoined and restrained by this Court, Oxygen

Russia willcontinue to directly intringe Cellebrite's copyrights and, therefore, Cellebrite is

entitled to preliminary andpermanent injunctive reliefto enjoin such active andongoing conduct

by Oxygen Russia.

Count II - Against Oxygen USA

(Direct Copyright Infringement 17 U.S.C» §§ 106 and 501)

129. Plaintiffrepeats, realleges, and incorporates herein Paragraphs 1-128 of the

Complaint as if fully set forth herein.

130. Oxygen USAcurrently imports into the U.S., distributes, markets, and sells

Oxygen Russia's Infringing Samsung Solution containing the LG Screen Lock Disabler viaon

line downloads and by shipments of compact disks and flash memory devices from Oxygen

USA's officesin Alexandria, Virginiato customers in Virginiaand throughout the UnitedStates.

131. Oxygen USAhas violated Cellebrite's exclusive rights under the U.S. Copyright

Act to distribute Cellebrite's copyrighted works to the publicby saleor othertransfer of

ownership, or by rental, lease, or lending.

132. OxygenUSA has also violated Cellebrite's exclusive rightsunder the U.S.

Copyright Act by importing Cellebrite's copyrighted workinto theUnited States without

authorization from Cellebrite.

133. Oxygen USA's acts of infringement are willful, intentional, andpurposeful in

direct violation of Cellebrite's exclusive rights.

134. As a direct and proximate resultof Oxygen USA's infringing activities, Plaintiff

may elect either actual damages in an amount to be proven at trial or statutorydamages pursuant

to the U.S. Copyright Act.
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135. As a direct and proximate result of Oxygen USA's ongoing acts and conduct,

Cellebrite has sustained and will continue to sustain, substantial, immediate, and irreparable

injury for which there is no adequate remedy at law.

136. Cellebrite believes that unless enjoined and restrained by this Court, Oxygen USA

will continueto directly infringe Cellebrite's copyrightsand, therefore,Cellebrite is entitled to

preliminaryand permanent injunctiverelief to enjoin such active and ongoing conduct by

Oxygen USA.

Count III—^Against Oxygen Russia

(Contributory Copyright Infringement)

137. Plaintiff repeats, realleges, and incorporates herein Paragraphs 1-136 of the

Complaint as if frilly set forth herein.

138. As frirther set forth above. Oxygen USA directly infringes the SPR Screen Lock

Disabler Copyright and the LG Screen Lock Disabler Copyright.

139. Oxygen Russia enlisted Oxygen USA in the process ofmarketing, selling, and

distributing the OF Suite of products that contain Cellebrite's copyrighted software.

140. Oxygen Russia intentionally encouraged and contributed to Oxygen USA's

infringement of Cellebrite's copyrighted software.

141. Oxygen Russia affirmatively authorized, induced, and acted in concert with

Oxygen USA to sell the infiinging products in the United States.

142. Oxygen Russia delivers inventories of its infringing products to Oxygen USA in

the U.S. and receives payment for such products from Oxygen USA and its customers.

143. As a direct and proximate cause of Oxygen Russia's contributory infringement,

Cellebrite has been and continues to be damaged.
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144. Oxygen Russia's contributory infringement was intentional, willful and

deliberate, and was undertaken with full knowledge of, and with indifference to, Cellebrite's

rights.

145. Oxygen Russia will continue its acts ofcontributory copyright infringement and

Cellebrite will continue to beinjured as a result of such infringement unless enjoined by the

Court.

146. Cellebrite hasno adequate remedy at lawto compensate it for the damage

suffered from OxygenRussia's contributoryinfringement.

Count IV — Against Both Defendants
(Misappropriation TradeSecrets in Violation of the

Virginia Uniform Trade Secrets Act)

147. Plaintiffrepeats, realleges, and incorporates herein Paragraphs 1-146 of the

Complaintas if fully set forth herein.

148. The Cellebrite Trade Secrets, including without limitation, the methods,

processes, and know-how subsisting inthe SPR Screen Lock Disabler, LG Screen Lock Disabler,

and Cellebrite's formulas, patterns, compilations, programs, devices, methods, techniques, and

processes are trade secrets within the meaning ofthe Virginia Uniform Trade Secrets Act

("VUTSA"), Va. Code § 59.1-336

149. The Cellebrite Trade Secrets are not generally known to members within the

relevantindustry, and are not ascertainable though propermeans.

150. Cellebrite has undertaken extensive efforts to maintain the secrecy of its trade

secrets.

151. Theexpress language in Cellebrite's EULA reaffirms the confidential and

proprietary nature of the Cellebrite Trade Secrets.
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152. Defendantshave misappropriated the Cellebrite Trade Secrets by knowingly

acquiring them though improper means, including upon information and belief, through theft,

misrepresentation, andother unlawful means, and using Cellebrite'sTradeSecrets without

Cellebrite's consent.

153. Oxygen Russiahas used the Cellebrite Trade Secrets, without its consent, by

integrating and incorporating theminto their own products, shipping suchproducts to Oxygen

USA in Virginiafor distribution, sellingsuch productsvia onlinedownloads throughits website

into the U.S., and providing sales and warranty support in the U.S. in connectionwith the

infringing products.

154. OxygenUSA and Oxygen Russia knew or had reason to know that Oxygen

Russia's infringingproducts incorporate Cellebrite trade secrets which were acquiredby

improper means.

155. Cellebrite has suffered and will continue to suffer actual losses as a result of

Defendants' misappropriation of the Cellebrite Trade Secrets£is Defendants have been selling

and wrongfully deriving profit fromcompeting products which integrate the Cellebrite trade

secrets.

156. In addition. Defendants have been, and will continue to be, unjustly enriched in

that Cellebrite has expended significant time and expenses in developing its trade secrets.

157. Defendants' misappropriation was willful and malicious, thus entitling Cellebrite

to punitive damages pursuant to Va. Code § 59.1-338(6) and attorneys' fees pursuant to Va.

Code § 59.1-338.1.

158. Defendants' activities constitute a continuing threat ofmisappropriation.

Therefore, absent an injunction. Defendants would be using the Cellebrite Trade Secrets to
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Cellebrite's competitive disadvantage. Cellebrite is thus entitled to injunctive reliefunder Va.

Code. § 59.1-337 enjoining Defendants' misappropriation.

Count V -Against Both Defendants

(False Advertising Under the Lanham Act. 15 U.S.C. § 1125(a))

159. Plaintiff repeats, realleges, andincorporates herein Paragraphs 1-158 of the

Complaint as if fully set forth herein.

160. By publishing literally falseand misleading advertising claims in interstate

commerce, as set forth above that Defendants "invented" the Infringing SPR Disabler and the

Infringing LGDisabler, Defendants have committed false advertising in violation of Section

43(a) of the Lanham Act (15 U.S.C. § 1125(a)), which prohibitsany false or misleading

representation "in commercial advertising or promotion [which] misrepresents the nature,

characteristics, qualities, or geographic origin" of the advertiser's productor service.

161. Defendants have wrongfiilly generated revenues and profits from their false

advertising, which is causing, and unless enjoined, will continue to cause, purchasers to be

confrised, mistaken, or deceived as to the quality ofOxygen Russia's goods and services.

162. Defendant's false advertising is causing, and unless enjoined, will continue to

cause irreparable harm to Cellebrite's reputation and goodwill.

163. By the acts and omissions identifiedabove. Defendantshave committedfalse

advertising in violation of 15U.S.C. § 1125(a) and caused Cellebrite to sufferdamages measured

by the gains, profits, and advantages that Defendants obtained as a resultof the false advertising

and in an amount to be proven at trial.

164. Because Defendant's conduct is willfril and exceptional, Cellebrite is entitled to

recover treble damages and reasonable attorney's fees.
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165. Because Defendants false advertising is ongoing and Cellebrite has no adequate

remedy at lav^, Cellebrite is fiirther entitled to injunctive reliefrestraining Oxygen Russia from

the false advertising identified above.

Count VI - Against Both Defendants

(Breach of Contract —Cellebrite's End User License Agreement)

166. Plaintiff incorporateherein Paragraphs 1-165 above.

167. Cellebrite's EULA is a valid license agreement, legally binding upon any person

who installs and uses Cellebrite's UFED Software (as defined in the EULA).

168. Defendants either themselves or through a straw person acting as Defendants'

agent, haveinstalled and usedthe UFED Software, haveaccepted the terms, conditions, and

limitations in the EULA, and became contractually bound thereby.

169. Defendants have breached and continue to breach the terms and conditions of the

EULA as described in this Complaint.

170. As a direct and proximateresult of Defendants' breach of contract, Cellebrite has

been and continues to be damaged.

DEMAND FOR JURY

Pursuant to Fed. R. Civ. P. 38, Cellebrite respectfully demands a trial by jury on all

issues that are properly triable by a jury in this action

PRAYER FOR RELIEF

Wherefore, Plaintiff respectfully demand the entry ofjudgment in its favor on

each and every claim for relief set forth above and award relief, including, but not limited to, the

following:
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A. That Defendants have willfully infringed Cellebrite's registered copyrights

and are entitled to an award ofactual damages or statutory damages pursuant to 17 U.S.C. §

504(c);

B. Thatall infnnging articles andproducts be impounded, disposed of, and

surrendered;

C. Awardinga temporaryand permanent injunctionunder 17 U.S.C. § 502 to

prevent and restrain Defendants' ongoing infringement of Cellebrite's copyrighted works;

D. That Defendants be ordered to pay Cellebrite interest,costs, and reasonable

attorney's fees in this actionpursuant to 15U.S.C. § 1117 and otherapplicable laws;

E. That Defendants have willfully misappropriated the Cellebrite Trade

Secrets in violation of the Virginia Uniform Trade Secrets Act;

F. Awarding actualdamages and punitive damages pursuant to Va. Code §

59.1-338(8); attorneys' fees pursuant to Va. Code § 59.1-338.1; and injunctive reliefunderVa.

Code. § 59.1-337 enjoining Defendants' continued violations;

G. That Defendants have engaged in Unfair Competition and be ordered to

disgorge all of Defendants' profits, payan award of damages sustained by Plaintiff, trebled

accordingly, reasonable attorneys' fees, all costsof this action, andany othersums as the Court

finds to be just compensation to Plaintiff pursuant to 15 U.S.C. § 1125;

H. That Defendants have breached Plaintiffs End User License Agreement;

I. Awarding Plaintiff all costs, litigation expenses (including fees and costs

of expert witnesses), disbursements, and attorneys' fees incurred by the Plaintiff in this action;

and
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J. Awarding Plaintiffany other or further relief as the Court deems just and

proper.
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Dated: Alexandria, Virginia
December 28,2015

Respectfully submitted,

DIMURO GINSBERG, //

By: Bernard J. DiMuro, Esq.
1101 King Street, Suite 610
Alexandria, Virginia 22314
Tel.: (703) 684-4333
Fax: (703)548-3181
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IMPORTANT- PLEASE READ THIS END USER LICENSE AGREEMENT CAREFULLY.
DOWNLOADING, INSTALLING OR USING CELLEBRITE-SUPPLIED SOFTWARE (AS PART
OF APRODUCT OR STANDALONE) CONSTITUTES ACCEPTANCE OF THIS AGREEMENT.

CELLEBRITE IS WILLING TO LICENSE SOFTWARE TO YOU ONLY IF YOU ACCEPT ALL OF
THE TERMS CONTAINED IN THIS AGREEMENT (THE "EULA"), ANY ADDITIONAL TERMS IN
AN AGREEMENT SIGNED BY BUYER (AS DEFINED BELOW) AND CELLEBRITE AND ANY
"CLICK-ACCEPT" AGREEMENT, AS APPLICABLE. TO THE EXTENT OF ANY CONFLICT
AMONG THIS EULA, ANY ADDITIONAL TERMS IN AN AGREEMENT SIGNED BY BUYER AND
CELLEBRITE ANY "CLICK-ACCEPT" AGREEMENT, ANY TERMS ON APURCHASE ORDER
AND CELLEBRITE'S TERMS AND CONDITIONS OF SALE, THE ORDER OF PRECEDENCE
SHALL BE (A) AN AGREEMENT SIGNED BY BUYER AND CELLEBRITE; (B) THIS EULA; (C)
THE "CLICK-ACCEPT" AGREEMENT; (D) CELLEBRITE'S TERMS AND CONDITIONS OF SALE;
AND (E) BUYER'S PURCHASE ORDER, TO THE EXTENT SUCH TERMS ARE PERMISSIBLE
UNDER CELLEBRITE'S TERMS AND CONDITIONS OF SALE OR AN AGREEMENT SIGNED BY
BUYER AND CELLEBRITE (COLLECTIVELY, (A)-(E), AFTER APPLYING THE ORDER OF
PRECEDENCE, THE "AGREEMENT").

BY DOWNLOADING, INSTALLING OR USING THE SOFTWARE, USING THE PRODUCT OR
OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS CONTAINED IN THE
AGREEMENT YOU INDIVIDUALLY AND ON BEHALF OF THE BUSINESS OR OTHER
ORGANIZATION THAT YOU REPRESENT (THE "BUYER") CONSENT TO BE BOUND BY THIS
AGREEMENT. IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED IN THE
AGREEMENT THEN (A) DO NOT DOWNLOAD, INSTALL OR USE ANY SOFTWARE (OR, AS
APPLICABLE ANY PRODUCT IN WHICH ANY SOFTWARE IS EMBEDDED), AND (B) WITHIN
THIRTY (30) DAYS AFTER RECEIPT OF ANY SOFTWARE (OR, IF AN AGREEMENT BETWEEN
BUYER AND CELLEBRITE PROVIDES ASHORTER TIME PERIOD FOR ACCEPTANCE, SUCH
SHORTER TIME PERIOD FOR ACCEPTANCE), EITHER RETURN SUCH SOFTWARE TO
CELLEBRITE OR TO THE APPLICABLE AUTHORIZED RESELLER FOR FULL REFUND OF THE
SOFTWARE LICENSE FEE, OR, IF SUCH SOFTWARE IS EMBEDDED IN A PRODUCT FOR
WHICH NO SEPARATE SOFTWARE LICENSE FEE WAS CHARGED, RETURN SUCH PRODUCT
AND EMBEDDED SOFTWARE, UNUSED, TO CELLEBRITE OR TO THE APPLICABLE
AUTHORIZED RESELLER FOR A FULL REFUND OF THE LICENSE FEE PAID FOR THE
APPLICABLE SOFTWARE EMBEDDED IN SUCH PRODUCT. YOUR RIGHT TO RETURN AND
REFUND ONLY APPLIES IF YOU ARE THE ORIGINAL END USER PURCHASER OF SUCH
PRODUCTAND/OR LICENSEE OF SUCH SOFTWARE.

This EULA governs Buyer's access to and use ofany Software and/or any Product (as defined below) first
placed in use by Buyer on or after the release date ofthis EULA (the "Release Date ).

I. DEFINITIONS - In this Agreement, the following capitalized terms shall have the meaning set
forth below:

"Affiliate" ofa party means such party's parent corporation, an entity under the control ofsuch
party's parent corporation at any tier or an entity controlled by such party at any tier. For these purposes,
"control" shall mean the power to direct or cause the direction ofthe management and policies ofthe entity,
whether through the ownership ofmore than 50% ofthe outstanding voting interests in such entity or
otherwise.
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"Authorization Product" means a product soldbyCeilebrite oran authorized reseller of Cellebrite
with embeddedLicense Authorization Software, including but not limited to a USB stick with embedded
License Authorization Software.

"Authorized Users" means the number of Users that Buyer is licensed to have access to the
applicable Software.

"Cellebrite" means (i) Cellebrite Mobile Synchronization Ltd., an Israeli corporation with offices
at 94 Em Hamoshavot Road, Petach Tikva, Israel 49130 or (ii) the subsidiary of Cellebrite Mobile
Synchronization Ltd. (including without limitation Cellebrite Inc., Cellebrite GmbH, Cellebrite APAC PTE
Ltd. or Cellebrite Ltda.), which has an agreement withBuyerand issues invoices to Buyerwithrespect to
any Software and/or Product, as applicable.

"Documentation" means any documentation related to any Software provided by Cellebrite.

"Embedded Software" means a copy of Software delivered embedded in or loaded ontoa Product
when such Product is soldbyCellebrite. Any Updates or Upgrades to Embedded Software arealso deemed
"Embedded Software", notwithstanding beingseparately delivered from the applicable Product.

"Law" shall mean any law, declaration, decree, directive, legislative enactment, order, ordinance,
regulation, rule or other binding restriction orrequirement ofor by any governmental authority, as may be
amended, changed orupdated. "License Authorization Software" means Software thatisprovided together
with hardware on which it is embedded that is used to validate the authorized use of Standalone Software.

"License Term" means the term of a paid subscription to an instance of Software or a unit of
Product.

"Product" means a product (Hardware andSoftware) soldbyCellebrite oranauthorized reseller of
Cellebrite. The term "Product" includes without limitation the UFED family of products, the UME family
of products and the Cellebrite Touch family of products. "Product" does not include Authorization
Products.

"Software" means an instance of a program, module, feature, ftinction, service, application,
operation or capability of any Cellebrite-supplied software. The term "Software" includes without
limitation anyEmbedded Software, standalone software or anyLicense Authorization Software.

"Territory" means the country in which Product was purchased or Software was licensed from
Cellebrite or an authorized reseller of Cellebrite.

"ThirdParty"means an individual or entity otherthanBuyer, Cellebrite andCellebrite's Affiliates.

"ThirdPartySoftware" means certainsoftware provided bya ThirdPartyembedded inanyProduct,
eitheras a standalone feature or as part of any Software, and which may be subject to additional end user
license restriction and agreements.

"Update"means an update to anySoftware that is provided byCellebrite andthatmayincorporate
(i)corrections ofanysubstantial defects; (ii)fixes ofanyminor bugs; (iii)at thesolediscretion ofCellebrite,
allowing additional compatibility of the Software witii cellular phones provided by Third Parties; and/or
(iv) at the sole discretion of Cellebrite, minor enhancements to the Software; provided, however, that
Updates shall not include Upgrades. Updates are generally identified by Cellebrite by a change to the
version number to the right of the first decimal point (e.g., version 4.1 to 4.2).
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"Upgrade" means anew release ofany Software that incorporates substantial changes or additions
that (i) provide additional value and utility; (ii) may be priced and offered separately as optional additions
to any Software; and/or (iii) are not generally made available to Cellebrite's customers without a separate
charge. Upgrades are generally identified by Cellebrite by achange to the version number to the left ofthe
first decimal point (e.g.,version4.2 to 5.0).

"User" means an individual ableto gainaccess to any Software functionality.

"You" means any individual seeking thebenefit of orevaluating thisEULA.

2. LICENSE GRANT

A. Software. Subject tothe terms and conditions ofthis EULA, Cellebrite hereby grants toBuyer, and
Buyer accepts, upon delivery of any Software, during the License Term a non-exclusive, non-
transferable license to (i) use each copy of such Software, in executable form only, provided by
Cellebrite, and any accompanying Documentation, only for Buyer's internal use in connection with
the Products, inthe Territoiy (orany other location specifically authorized by Cellebrite inwriting)
and only as authorized in the Agreement, subject to the restrictions in Section 2.E, 2.F and, if
applicable, 2.D; (ii) only allow a number ofUsers to use the Software that is equal to or less than
the number ofAuthorized Users specified in the Agreement, even if available ona higher number
ofcomputer systems; (iii) make a reasonable number ofcopies ofSoftware, other than Embedded
Software, for use only as licensed in this EULA, though in no case more than the number of
Authorized Users; and (iv) make one (1) copy of Software, other than Embedded Software, for
backup, archival or disaster recovery purposes.

i. Embedded Software Limitations. BuyershalluseanyEmbedded Software solely forexecution
ontheunit ofProduct originally delivered to Buyer with such Embedded Software installed,
or any replacement unit provided under a warranty from Cellebrite. Any Update orUpgrade
ofsuch Embedded Software that Cellebrite has licensed to Buyer may be loaded and executed
only onthe unit ofProduct onwhich any originally licensed Software isauthorized toexecute.

ii. License Exclusion. Notwithstanding any other provision of this EULA, except as may
otherwise be required by applicable Law, no license is granted for installation or use ofany
Software or associated Update or Upgrade on any Product resold by anyone who is not an
authorized reseller of Cellebrite for such Product.

iii. SingleProduct: Single Authorization Product. Buyer's license to any Embedded Software is
limited to a license to use such Embedded Software on one (1) Product for each Product
purchased from Cellebrite orCellebrite's authorized reseller. Buyer's license toany License
Authorization Software is limited to a license to use such License Authorization Software on
one (1)Authorization Product for each license tosuch Standalone Software theauthorized use
of which is validated by such License Authorization Software and where such license is
purchased from Cellebrite or Cellebrite's authorized reseller.

B. Updates and Upgrades.

i. Updates. Updates orUpgrades toany Software may bemade available to Buyer pursuant to a
separate agreement between Cellebrite and Buyer. Any particular Update orUpgrade shall be
licensedunder the terms of the Softwarethat is being updatedby such Update or Upgrade, as
the case may be.
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ii. Limitation. Except asexpressly provided intheAgreement, Buyer shall have norights in any
Update or Upgrade to Software, nor any rights to support services associated with such
Software.

iii. No Obligation. Nothing in this EULA requires Cellebrite to provide Updates or Upgrades to
Buyer or Buyer to accept such Updates or Upgrades. The provision of any Updates or
Upgrades shall be governed by a separate agreement between Cellebrite and Buyer, or by a
purchase order issued by Buyer and accepted by Cellebrite, inCellebrite's sole discretion.

iv. Trial License for Updates and Upgrades. Subject to the terms and conditions of this
Agreement, Cellebrite hereby grants toBuyer, and Buyer accepts, a nonexclusive, time-limited
and nontransferable license,effectiveupon delivery, to use a copy ofan Updateor Upgradeto
Software, in executable form only, when provided by Cellebrite, and any accompanying
Documentation, only forBuyer's internal usefora trial ofsuch Update orUpgrade, asthecase
may be, intheTerritory and only asauthorized inthe Agreement, for a period asspecified by
Cellebrite, but, inany case, nolonger than seven (7) days after Cellebrite provides such Update
or Upgrade, subject to the restrictions in Section 2.E, 2.F and, if applicable, 2.D. Any time-
limited license forany Software shall besubject totheforegoing license grant andsuch license
may beissued at Cellebrite's solediscretion. Buyer agrees to provide toCellebrite oneor more
email addresses at which Cellebrite can contact Buyer for communications from Cellebrite,
including without limitation regarding Updates or Upgrades. Buyer shall provide Cellebrite
with updated emailaddress(es) each timesuchemail address(es) change.

C. Specific License Terms for UFED Familv ofProducts. The terms in this Section 2.C apply only to
the UFED family ofproducts (including without limitation UFED Logical, UFED Ultimate, UFED
Physical Analyzer, UFED Logical Analyzer, UFED Phone Detective, UFED Link Analysis, UFED
Cloud Analyzer, UFED InField).

i. Any use or operation of the Cellebrite UFED family of products in connection with any
product and/or cellular device developed, manufactured, produced, programmed, assembled
and/orotherwise maintained by any person or entity shall be permitted onlyafter the User of
the Cellebrite UFED family of products has obtained any consentsor approvals required (to
the extent required)pursuantto applicableLaw.

ii. UNDER NO CIRCUMSTANCES SHALL CELLEBRITE, ITS OFFICERS, EMPLOYEES
OR REPRESENTATIVES BE LIABLE TO BUYER, USER OR ANY THIRD PARTY
UNDER ANY CAUSE OF ACTION (WHETHER IN CONTRACT, TORT OR
OTHERWISE) FOR ANY INCIDENTAL, SPECIAL, CONSEQUENTIAL, PUNITIVE,
EXEMPLARY OR OTHER INDIRECT DAMAGES UNDER ANY LEGAL THEORY
ARISING OUT OF OR RELATING TO THE USE OF ANY OF THE CELLEBRITE UFED
FAMILY OF PRODUCTS IN CONNECTION WITH ANY PRODUCT AND/OR
CELLULAR DEVICE DEVELOPED, MANUFACTURED, PRODUCED,
PROGRAMMED, ASSEMBLED AND/OR OTHERWISE MAINTAINED BY ANY
PERSON OR ENTITY, WITHOUT OBTAINING EACH APPLICABLE CONSENT AND
APPROVAL.

iii. Buyer represents, warrants andcovenants to Cellebrite that(a) only Users of Buyer who have
obtained anynecessary consents andapprovals pursuant to applicable Lawshallbe permitted
to use any of the Cellebrite UFED family of products; (b) Usersof Buyer shall only use any
of the CellebriteUFED family of products in compliance with the terms of service, terms of
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use or other agreement with a Third Party; and (c)Buyer and its Users shall only use any of
the UFED familyof Products in compliancewith all applicableLaws.

D. License Terms for Educational Use. If Buyer's purchase order or the Agreement indicates that
Buyer is purchasing any Product and/or licensing any Software for educational use only, the
following terms and conditions apply:

i. Buyer hereby agrees not to use any Software which is licensed as being for educational use
only forany purposes other than training of Buyer's employees, or, if Buyer is anaccredited
educational institution that is an organization described in Section 501(c)(3) of the Internal
RevenueCodeof 1986, as amended, or anyLawthat replaces the same,for trainingof students
who are fiill- or part-time students enrolled in a degree-granting program equivalent to a
Bachelor's or higher degree.

ii. Unless otherwise agreed to in the Agreement, the prohibition regarding use of Products for
training other than for training ofBuyer's employees set forth inSection 2.F(n) shall continue
to apply. Nothing in thisELFLA permits Buyer to use any trade marks of Cellebrite.

E. No Right to Sublicense or Assign. Except to the extent otherwise required by applicable Law or
expressly provided for assignment generally in theAgreement, no license provided in this Section
2 is sublicensable, transferable or assignable by Buyer, including by operation of Law, changeof
control, merger, purchase or otherwise, without the prior written consent of Cellebrite in each
instance. Other thanas expressly permitted by theforegoing, anyattempted sublicense, transfer or
assignment by Buyer shall be null and void.

F. License Prohibitions. Notwithstanding anything to the contrary in this EULA, Buyer shall not,
alone, through a User, an Affiliate or a Third Party (or allow a User, an Affiliate or a Third Party
to): (a) modify anySoftware; (b) reverse compile, reverse assemble, reverse engineer orotherwise
translate all or any portion of any Software; (c) pledge, rent, lease, share, distribute, sell or create
derivative works of any Software; (d) use any Software on a time sharing, service bureau,
application service provider (ASP), rental or other similar basis; (e)make copies of any Software,
except asprovided for inthelicense grant above; (e)remove, alter ordeface (orattempt any of the
foregoing) proprietary notices, labels or marks in any Software; (f) distribute any copy of any
Software to any Third Party, including without limitation selling any Product in a secondhand
market; (g) use any Embedded Software other than with Products provided by Cellebrite or an
authorized reseller ofCellebrite or for more than the number ofProducts purchased from Cellebrite
or an authorized reseller of Cellebrite; (h) disclose any results of testing or benchmarking of any
Software toanyThird Party; (i)useany Update orUpgrade beyond those to which Buyer is entitled
or withany Software to which Buyerdoesnot have a valid, current license; (j) deactivate, modify
or impair the functioning of any disabling code in any Software; (k) circumvent or disable
Cellebrite's copyright protection mechanisms or license management mechanisms; (1) use any
Software in violation of anyapplicable Lawor to support any illegal activity; (m)useanySoftware
to violate any rights of any Third Party; (n) use any Product for any training purposes, other than
fortrainingBuyer's employees, where Buyercharges feesor receives otherconsideration for such
training, exceptasauthorized byCellebrite inwriting; or(o)attempt anyoftheforegoing. Cellebrite
expressly reserves the right to seekall available legal andequitable remedies to prevent anyof the
foregoing andto recover any lostprofits, damages or costs resulting from anyof the foregoing.

G. Legal Exception. Buyer agrees that, to the extent that any applicable Law (including without
limitation national laws implementing EC Directive 91/250 on the Legal Protection of Computer
Programs) grantsBuyerthe rightto reverseengineerany Softwareto makeit interoperable without
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Cellebrite's consent, before Buyer exercises any such rights, Buyer shall notify Ceilebrite ofsuch
desire and, no later than sixty (60) days following receipt ofsuch request, Ceilebrite may decide
either to: (a) perform the work to achieve such interoperability and charge its then-standard rates
for such work to Buyer; or (b) permit Buyer to reverse engineer parts ofsuch Software oi^y to the
extent necessary to achieve such interoperability. Only ifand after Ceilebrite, at its sole discretion,
partly or completely denies Buyer's request, shall Buyer exercise its statutory rights.

H. Network Usage. Buyer understands and agrees that Ceilebrite may use Buyer's internal network
and Internet connection for the limited purpose oftransmitting license-related data at the time ot
installation, registration, use or update ofSoftware to aCellebrite-operated license server. At such
time, Ceilebrite may validate the Ucense-related data in order to protect Ceilebrite apinst
unlicensed or illegal use ofany Software. At its option, Ceilebrite may only permit activation of
Software upon exchange of license related data between Buyer's computer and the Ceilebrite
license server.

I. Third Party Software. Buyer acknowledges and agrees that the access and use ofany Software (or
certain features thereof) may involve access and/or use ofThird Party Software. Buyer shall comply
with the terms and conditions applicable toany such Third Party Software, inaddition tothe terms
and conditions of this EULA, including without limitation thefollowing terms and conditions (to
the extent applicable):

i. BingMaps - http://go.microsoft.com/?linkid=9710837

ii. QpenStreetMap - http://www.openstreetmap.org/copyright

3. OWNERSHIP - Ceilebrite (or its licensors) retains ownership ofall right, title and interest inand
to any Software and Documentation and any derivative works thereof, and all copies of the
Software and/or Documentation. Nothing in this EULA constitutes a sale, transfer or conveyance
ofany right, title or interest in any Software and/or Documentation or any derivative works thereof
Notwithstanding anything to the contrary, all Software is licensed and not sold and any reference
toa sale ofSoftware shall beunderstood asa license toSoftware under the terms andconditions of
the Agreement.

4. CONFIDENTIALITY - Buyer and/or Ceilebrite may each disclose to the other proprietaiy
marketing, technical or business information related to the subject ofthe Agreement ("Confidential
Information"). Technical information relating to Software orDocumentation and any Software or
Documentation is Confidential Infoimation of Ceilebrite without anymarking requirement, butany
other information disclosed in writing must be marked "confidential", "proprietaiy or the like to
be deemed the Confidential Information of a party. Information disclosed orally may be deemed
Confidential Information ifthedisclosing party says it isproprietaiy and summarizes it inawriting
to the other party within twenty (20) days of the oral disclosure.

The receiving party shall: (a) hold Confidential Information in confidence using the same degree
ofcare as it normally exercises to protect its own proprietary information but at least reasonable
care, (b) restrict disclosure and use ofConfidential Information toemployees (including any agents,
contractors orconsultants) with a need toknow, and notdisclose it toany other parties, (c) advise
those employees, agents, contractors and consultants of their obligations with respect to
Confidential Information, (d) not copy, duplicate, reverse engineer or decompile Confidential
Information, (e) use Confidential Information only in furtherance of performance under the
Agreement, and (f) upon expiration or termination of the Agreement, return all Confidential
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Information to the disclosing party or at the request of the disclosing party, destroy such
Confidential Information.

The receiving party shall have no obligation regarding Confidential Information that: (u) was
previously known to it free of anyconfidentiality obligation, (w)was independently developed by
it, (x) is or becomes publicly available other than by unauthorized disclosure, (y) is disclosed to
thirdparties bythe disclosing party without restriction, or (z) is received from a thirdparty without
violation of any confidentiality obligation.

If a party is faced with legal action or a requirement underapplicable Law to disclose or make
available Confidential Information received hereunder, such party shall promptly notify the
disclosing partyand, uponrequestofthe latter,cooperate in contesting suchactionor requirement
at the disclosing party's expense. Neitherparty shall be liable for damages for any disclosure or
unauthorized accesspursuantto legalactionor applicableLawor for inadvertentdisclosure, access,
or use if the customary degree of careas it useswithrespect to its own proprietary information has
been exercised and if, upondiscovery of such inadvertent disclosure, access, or use the receiving
party has endeavoredto preventany further (inadvertentor otherwise) disclosureor use.

In the event that the Agreement has provisions relating to protecting the confidentiality of
disclosures under the Agreement, this Section 4 shall be of no force and effect

5. EXCLUSIVE REMEDIES AND LIMITATION OF LIABILITY.

A. Definitions. For purposes of the exclusive remedies and limitations of liability set forth in this
Section 5, Cellebrite shall be deemed to include its Affiliates and its and their directors, officers,
employees, agents, representatives, shareholders, subcontractors and suppliers; and "damages"
shall be deemed to refer collectively to all injury, damage, loss or expense incurred.

B. Exclusive Remedies. Cellebrite's entire liability and Buyer's exclusive remedies against Cellebrite
for any damages caused by any Product or Software defect or failure, or arising fi'om the
performance or non-performance of any obligation hereunder, regardless of the form of action,
whether in contract, tort including negligence, strict liability or otherwise shall be:

iii. For bodily injury or death to any person proximately caused by Cellebrite, Buyer's direct
damages; and

iv. For claims other than as set forth above, Cellebrite's liability shall be limited to direct damages
that are proven,in an amountnot to exceedthe total amountpaid byBuyer to Cellebriteduring
the twelve (12) month period that immediately preceded the event that gave rise to the
applicable claim.

C. Limitation of Liabilitv. NOTWITHSTANDING ANY OTHER PROVISION OF THIS EULA,
CELLEBRITE SHALL NOT BE LIABLE FOR INCIDENTAL, SPECIAL, EXEMPLARY,
CONSEQUENTIAL OR OTHER INDIRECT DAMAGES, INCLUDING BUT NOT LIMITED
TO LOST PROFITS, SAVINGS OR REVENUES OF ANY KIND, WHETHER OR NOT
CELLEBRITE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THIS
PROVISION SHALL APPLY EVEN IN THE EVENT OF THE FAILURE OF AN EXCLUSIVE
REMEDY.

D. No Liabilitv to anv Third Party. TO THE MAXIMUM PERMITTED EXTENT, CELLEBRITE
DISCLAIMS ANY AND ALL LIABILITIES OR OBLIGATIONS WHATSOEVER RELATED
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TO ANY PRODUCT OR SOFTWARE OR LICENSING OF ANY SOFTWARE TO, OR USE
BY, ANYONE OTHER THAN BUYER.

E. Third Party Software Liability. Notwithstanding anything to the contrary inthis EULA, Cellebrite
shall not beliable to Buyer orany User for any damages due to use ofany Third Party Software.
The limitations andexclusions from liability under theterms and conditions applicable toany Third
Party Software (which are applicable to the arrangement between Buyer and tiie applicable provider
of such Third Party Software) shall goyem and apply with respect to the use of each such Third
Party Software.

6. BUYERINDEMNITY- To the maximum extentpermitted by applicable Law,Buyershall,at its
expense: (i) indemnify and hold Cellebrite and its Affiliates and its and their directors, officers,
employees, agents, representatiyes, shareholders, subcontractors and suppliers harmless from and
against any damages, claim, liabilities and expenses (including without limitation legal expenses)
(whether brought by a Third Party oran employee, consultant oragent ofBuyer's) arising out of
any (a) use ofany Product or Software furnished under the Agreement ina manner other than as
authorized under this EULA, including without limitation using the Product or Software in a
manner that violates applicable Law including without limitation a person's fourth amendment
rights under the United States Constitution (orits equivalent inthe Territory), (b) misappropriation
of a person's list of contacts or other personal information, (c) failure to obtain consents and
approvals required by applicable Law for the use of any of the UFED family of products in
cormection with a Third Party product and/or cellular device, as required under Section 2.C hereof
or(d)use ofany Product orSoftware furnished under theAgreement inbreach ofortoviolate the
terms of service, terms of use or other agreement with a Third Party; (ii) reimburse Cellebrite for
any expenses, costs and liabilities (including without limitation legal expenses) incurred relating to
such claim; and (iii) pay all settlements, damages and costs assessed against Cellebrite and
attributable to such claim.

7. CELLEBRITE INDEMNITY - Cellebrite will, at its expense; (i) indemnify, defend and hold
Buyer anditsAffiliates and its and their officers and directors harmless from any claim (whether
brought by a Third Party or any customer of Buyer) to the extent alleging that any Software
furnished under this Agreement directly infringes any patent, copyright or trademark or
misappropriates any trade secret, in each case having legal effect in the Territory; (ii) reimburse
Buyer for any expenses, costs and liabilities (including reasonable attorney's fees) incurred relating
to such claim; and (iii) pay all settlements, damages and costs assessed against Buyer and
attributable to such claim.

In addition, in connection with satisfying its obligations hereunder, Cellebrite shall have the right,
atany time and at its option and expense to: (a)procure for Buyer and/or its customers theright to
continue using such Software, or any Product on which such Software is embedded; (b)replace or
modify any such Software, or any Product on which such Software is embedded, provided or to be
provided, to be free ofsuch infringement; or(c)require return ofsuch Software, orany Product on
which such Software is embedded, and refund the purchase price or license price depreciated on a
straight-line basis overa three(3) yearperiodfromthe delivery date.

Notwithstanding the foregoing, (A) Cellebrite shall have no obligations under this Section 7 with
respect toany Excluded Item; (B) the maximum liability ofCellebrite inrelation toany such claims
under this Section 7 shall not exceed the amounts paid by Buyer to license any Software for which
such infringement claim was filed or purchase Products including such Software in the then-
previous twelve (12) months; and (C) in the event that there are any other indemnification
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obligations with respect to infringement ofany patent, copyright ortrademark ormisappropriation
of any trade secret under theAgreement, this Section 7 shall beof noforce andeffect.

Cellebrite's obligations under this Section 7 are conditioned upon: (1) Buyer giving Cellebrite
prompt written notice (within no more than thirty (30) days) after any such claim, unless Cellebrite
would notbematerially prejudiced thereby; (2)Cellebrite having complete control of thedefense
andsettlement of suchclaim; (3) Buyer cooperating fully withCellebrite to facilitate the defense
or settlementof such claim;and (4) Buyer's substantial compliancewith the Agreement.

The sale of any Product by Cellebrite shall not in any way confer upon Buyer, or upon anyone
claiming under Buyer, any license (expressly, by implication, byestoppel or otherwise) under any
patent claim ofCellebrite orothers covering orrelating toany combination, machine orprocess in
which such Product is or might be used, or to anyprocess or method of making suchProduct.

THE FOREGOING STATES THE SOLE AND EXCLUSIVE REMEDY AND OBLIGATION
OF THE PARTIES HERETO FOR INFRINGEMENT OR OTHER VIOLATION OF ANY
INTELLECTUAL PROPERTY RIGHTS ARISING OUT OF THIS AGREEMENT AND IS IN
LIEU OF ALL WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, IN REGARD
THERETO.

8. WARRANTY

A. Hardware Warranty. Subject to Buyer's compliance with the Agreement, Cellebrite warrants to
Buyer thateach Product, butnotSoftware, related services or prototypes ofany such Product, shall
bematerially in conformance with thewritten specification furnished or agreed to byCellebrite for
six (6)months afterdelivery (the"Warranty Period"). If any failure to materially conform to such
specification ("Defect") is suspected in any Product during the Warranty Period, Buyer, after
obtaining return authorization information from Cellebrite, shall shipsuspected defective samples
of the Product to Cellebrite in accordance with Cellebrite's instructions. No Product will be
accepted for repair, replacement, credit or refund without the written authorization of Cellebrite.
Cellebrite shall analyze the failures, making use, when appropriate, of technical information
provided by Buyer relating to the circumstances surrounding such failures. Cellebrite will verify
whether anyDefect appears in theapplicable Product. If a returned Product does nothave a Defect,
Buyer shall payCellebrite allcosts ofhandling, inspection, repairs andtransportation atCellebrite's
then-prevailing rates. Ifa returned Product hasa Defect, Cellebrite shall, atCellebrite's soleoption,
either repair or replace the defective Product with the same or equivalent Product without charge
or, if suchrepair orreplacement hasnotoccurred bytheforty fifth (45th) day following Cellebrite's
receipt of the returned Product, credit or refund (at Buyer'soption) the purchase price within ten
(10)days aftersuchforty fifth (45th) day; provided: (i) Buyer notifies Cellebrite in writing of the
claimed Defectwithin thirty (30)daysafterBuyerknows or reasonably should knowof theclaimed
Defect, (ii) the claimed Defect actually exists, and (iii) the Defect appears within the Warranty
Period. Cellebriteshall deliver any replacementProduct to Buyer (Ex Works Cellebrite's loading
dock, Incoterms 2010). Any replaced Product or replaced parts of any Product shall become
Cellebrite's property. In noevent shall Cellebrite beresponsible forde-installation or reinstallation
ofanyProduct or fortheexpenses thereof Repairs andreplacements covered bytheabove warranty
are warranted to be free from Defects as set forth above with respect to any Defect that appears (i)
within three (3) months after the date of repairor replacement or (ii) prior to the expiration of the
original Warranty Period, whichever is later.
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B. Touch Screen Exclusion. Notwithstanding Section 8.A, the Warranty Period for the touch screen
ofany Product with a touch screen is the period from the date ofBuyer's initial receipt ofthe
Product until thirty (30) days after such date.

C. Warranty of Title. Cellebrite warrants to Buyer that any title conveyed hereunder (excluding
Software) shall be good and its transfer rightful, and that the Products delivered under this EULA
shallbe freefrom any liens, encumbrances andrestrictions.

D. Software Warranty. Cellebrite warrants to Buyer that fora period of sixty (60) days after the date
of shipment, the Software will perform substantially in conformity with its Documentation. As
Buyer's sole and exclusive remedy, Cellebrite will, atits sole expense, in its sole discretion and as
its sole obligation, promptly repair orreplace any Software that fails to meet this limited warranty.

E. Third Party Software Warranty. Notwithstanding anything to thecontrary inthisEULA, Cellebrite
does not provide any warranty with respect to any Third Party Software. The warranty under the
terms and conditions applicable to any Third Psirty Software (which are applicable to the
arrangement between Buyer eind the applicable provider ofsuch Third Party Software) shall govern
and apply with respect to each such Third Party Software warranty.

F. Exclusions. Notwithstanding anything tothe contrary inthis warranty, thewarranties herein donot
apply to, and Cellebrite makes no warranties with respect to defects in Products orSoftware in the
following cases: (a) Buyer's misuse, damage or unauthorized modification of any Products or
Software; (b) Buyer's combination of any Products orSoftware with other products orsoftware,
other than as authorized inwriting by Cellebrite, including without limitation any installation of
any software on any Product without Cellebrite's prior written approval; (c) placement of any
Products or Software in an operating environment contrary to specific written instructions and
training materials provided by Cellebrite to Buyer; (d) Buyer's intentional ornegligent actions or
omissions, including without limitation physical damage, fire, loss or theft of a Product; (e)
cosmetic damage to the outside ofa Product, including without limitation ordinary wear and tear,
cracks orscratches; (f) for any Product with a touch screen, any defect insuch a touch screen after
thirty (30) days after the date ofreceipt ofsuch Product, orany defect caused in a touch screen by
Buyer's negligence orwillful misconduct; (g) maintenance ofany Product orSoftware inamanner
that is contrary to specific written instructions provided by Cellebrite to Buyer; (h) a usage of a
product orservice not provided, authorized orapproved by Cellebrite for use with any Product or
Software; (i) any repair services not authorized or approved by Cellebrite; (j) any design,
documentation, materials, test data ordiagnostics supplied by Buyer that have not been authorized
orapproved by Cellebrite; (k) usage ofany test units, experimental products, prototypes orunits
from risk lots (each of which is provided "AS IS"); (I) any Third Party original equipment
manufacturer's restrictions on individual phones or models of phones that prevent the phones or
models ofphones from working with the Products orSoftware; (m) any damage to a Third P^
device alleged tooractually caused by orasa result ofuse ofa Product orSoftware with a device;
(n) any Products that have had their serial numbers ormonth and year ofmanufacture orshipment
removed, defected or altered; (o) any interactions or other effects relating to or arising outof the
installation of copies of the Software beyond the number of copies authorized by an agreement
between Cellebrite and Buyer; (p) any prejudicing of Cellebrite's ability to repair a defect caused
by Buyer's failure to promptly notify Cellebrite inwriting ofsuch Defect; or (q) any Product or
Software that has been resold or otherwise transferred to a Third Party by Buyer (each of (a)-(q),
an"Excluded Item"). Without limiting the foregoing, Cellebrite's obligations under thewarranty
provided hereunder are conditioned upon Buyer's compliance with the terms ofthe Agreement.
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G. Limitation. Witiiout limiting the foregoing, Cellebrite does not warrant that (i) the operation ofany
Software and/or Product will be error-free; (ii) all defects in any Software and/or Product will be
corrected; or (iii) any Software may not operate on hardware or operating systems or in conjunction
with other software other than as expressly specified in the Documentation or approved by
Cellebrite in writing.

H Warranty Limitations. EXCEPT AS STATED IN THIS WARRANTY, CELLEBRITE, ITS
AFFILIATES, AND ITS AND THEIR SUBCONTRACTORS AND SUPPLIERS MAKE NO
WARRANTIES, EXPRESS OR IMPLIED, AND SPECIFICALLY DISCLAIM ANY
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR
NONINFRINGEMENT. BUYER'S SOLE AND EXCLUSIVE REMEDY FOR FAILURE OFAN
ITEM TO CONFORM WITH ITS SPECIFICATIONS SHALL BE CELLEBRITE'S
OBLIGATION (i) TO REPAIR OR (ii) TO REPLACE OR, (iii) IF NEITHER IS
COMMERCIALLY FEASIBLE, TO CREDIT OR REFUND (AT BUYER'S OPTION) SUCH
ITEM AS SET FORTH ABOVE. THIS DISCLAIMER AND EXCLUSION SHALL APPLY
EVEN IF THEEXPRESS WARRANTY FAILS OFITS ESSENTIAL PURPOSE. THEENTIRE
RISK ARISING OUT OF THE USE OR PERFORMANCE OF THE SOFTWARE AND
PRODUCT REMAINS WITH BUYER.

I. Repaired or Replaced Products. Before returning aProduct for service, Cellebrite recommends that
Buyer back up any data contained in such a Product IN NO EVENT WILL CELLEBRITE, ITS
AFFILIATES OR SUPPLIERS BE LIABLE TO BUYER OR ANY THIRD PARTY FOR ANY
DAMAGES OF ANY KIND WHATSOEVER RELATING TO OR ARISING OUT OF
DAMAGE TO, ORLOSS ORCORRUPTION OF, ANY RECORDS, PROGRAMS OROTHER
DATA RESULTING FROM CELLEBRITE'S REPAIR OR REPLACEMENT SERVICES
UNDER THIS WARRANTY, OR AS A RESULT OF A FAILURE ORMALFUNCTION OF A
PRODUCT.

9. DISABLING CODE

A. Disabling Code. Software may be provided to Buyer with code that allows Cellebrite to disable
such Software. Any Updates orUpgrades toSoftware may include disabling code. Cellebrite agrees
not to invoke such disabling code except as provided for in Section 9.B, without Buyer's prior
consent, whichmay be given by telephoneor email.

B. Invocation of Disabling Code. In addition to the invocation of disabling codewhenCellebrite has
received Buyer's consent described in Section 9.A, Cellebrite may, at its option, invoke disabling
code in Cellebrite's Software without receiving Buyer's consent; (i) if in Cellebrite's sole,
reasonable discretion, Cellebrite believes that such Software has been, is being or will beused in
violation ofLaws; (ii) ifCellebrite is required todo so, because ofa court orregulatory order; (iii)
ifBuyer has not paid an outstanding invoice more than sixty (60) days after such invoice isdue; or
(iv) if Buyer has used the Software other than as authorized by Buyer's license. Cellebrite shall
have no liability toBuyer for any good faith invocation of any such disabling code.

10. TERM AND TERMINATION

A. Term. The term of this EULA is while any Software is under Buyer's control or possession.
Notwithstanding the foregoing, (i) the license toany Software may be terminated by Cellebrite if
Buyer has not paid any invoice sixty (60) days after such invoice isdue; and (ii) the license toany
Software isonly during the License Term applicable to such Software. The License Term shall be
determined in a separate agreement between Cellebrite and the Buyer.
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B. Termination. Cellebrite shall have the right to terminate this EULA upon thirty (30) days' pnor
written notice to Buyer ifBuyer has not cured any material breach ofthis EULA by the end ofsuch
thirty (30) day notice period. Upon termination of this EULA for any reason, (i) Buyer shall be
responsible for payment for all purchase orders delivered to Buyer by Cellebrite before the effective
date oftermination; and (ii) Buyer shall destroy all copies ofany Software under Buyer's control
or possession.

C. Survival. The provisions ofSections 1, 2.C, 2.E, 2.F, 2.H, 2.1, 3,4, 5, 6, 9, lO.C, and 11-15 ofthis
EULA shall survive any termination in accordance with their terms. In addition, any purchase order
accepted by Cellebrite prior to the effective date oftermination shall survive in accordance with its
terms.

11. CHOICEOF LAW; JURISDICTION; GOVERNING LANGUAGE

A. Choice of Law: Jurisdiction. Any dispute or claim relating to this EULA shall be solely ^d
exclusively resolved in the applicable courts ofthe country ofincorporation ofthe Cellebrite entity
that sold the Product to Buyer (and, inthe case ofsales orlicenses in the United States ofAmerica,
in the federal or state courts located inNew Jersey). Buyer hereby acknowledges andagrees that
Cellebrite shall beentitled, atits sole and absolute discretion, toinitiate any dispute orclaim against
Buyer in any jurisdiction as permitted by applicable Law, including without limitation with respect
to any application for injunctive remedies (or an equivalent type ofurgent legal relief), without any
reference tothe place ofincorporation ofthe applicable Cellebrite entity.

The laws governing this EULA shall exclusively be the Laws ofthe country ofincorporation ofthe
Cellebrite entity that sold any Product orlicensed any Software to Buyer (and, in the case ofsdes
or licenses in the United States of America, theLaws of the State of New York), without giving
effect to any choice ofLaw rules that would result in the application ofany Law ofany other
jurisdiction or to the United Nations Convention for the International Sale ofGoods. The Uniform
Computer Information Transactions Act shall not apply to this Agreement, in the event that it is
passed in thejurisdiction set forthabove.

B. Governing Language. The parties hereto have required that this EULA be drawn in the English
language, and that the English language version shall control over any translations thereof. If
Buyer is located in Quebec, the following sentence shall apply: Les parties conviennent que cette
EULA soient rediges en anglais.

12. ASSIGNMENT - Neither party may assign its rights and obligations hereunder without the prior
written consent of the other party. Notwithstanding the foregoing, either party may assign this
EULA to any Affiliate ofthe other or to an acquirer (by purchase, merger orotherwise) ofall or
substantially all of such party's business or assets relating to this EULA, provided that (i) the
assignee promptly notifies Cellebrite and agrees in writing to Cellebrite to be bound by the terms
and conditions of this EULA, (ii) neither the assignor nor assignee are in default hereunder. Any
attempted assignment other than as permitted herein shall be null and void.

13. NON-WAIVER- No course ofdealing or failure ofeither party tostrictly enforce any term, right
orcondition ofthe Agreement shall be construed as a waiver ofsuch term, right orcondition.

14. ENTIRE AGREEMENT - The temis andconditions contained inthis EULA supersede allprior
oral orwritten understandings between the parties and shall constitute theentire agreement between
the parties with respect to the subject matter ofthis EULA, except as provided for in the preamble
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to this EULA regarding the order of precedence. This EULA may not be modified oramended
except bya writing signed by Buyer andCellebrite.

15. CONSTRUCTION; SEVERABILITY - The headings used in this EULA are for reference
purposes only and will not be deemed to limit, expand or in any way affect the interpretation ofany
term or provision hereof. Ifany provision or part hereofshall be held to be invalid or unenforceable
for any reason, then the meaning ofsuch provision or part hereofshall be construed so as to render
it enforceable to the extentfeasible. If no feasible interpretation would savesuchprovision or part
hereof, it shall be severed herefrom, but without in any way affecting the remamder of such
provision or any other provision contained herein, all ofwhich shall continue in full force and effect
unless suchseverance effects sucha material change as to render the EULA unreasonable. In case
ofany inconsistency between this EULA and any other agreement, document and/or instrument
entered into by Buyer and Cellebrite, the terms ofthis EULA shall prevail, except to the extent of
the order ofprecedence set forth above.

Release Date: March 16, 2015
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Certificate of Registration

s-rATfi,,.

^S'l '̂=®=======^v'̂/870--^

Title

Tliis Certificateissued under the seal of the Copyright
Office in accordance with title 17, United States Code,
attests that registration has been made for thework
identified below. The information on this certificate has
beenmade a partofthe Copyright Office records.

[(XUe>^

Register ofCopyrights, United States ofAmerica

Title of Work: UFED Version 4.2.0

Completion/Pubiication

Author

Year of Compietion: 2015
Date of 1st PubUcatioo: May 17,2015

Nation of 1*' Publication: United States

• Author: Ceilebrite Mobile Synchronization Ltd.
Author Created: computer program

Work made for hire: Yes

Domiciled in: Israel

Copyright Claimant

Registration Number

TX 8-075-119
Effective Date of R^istration:
September 11, 2015

Copyright Claimant: Ceilebrite Mobile Synchronization Ltd.
94 Em Hamoshavot Street, Petah Tikvah,, Israel

Limitation of copyright claim

Material excluded from this ciaim: Third party code

New material included in claim: computer program

Rights and Permissions

OrganizationName: SHELOWITZ LAW GROUP PLLC
Name: Mitchell C. Shelowitz
Email: mitch@shelgroup.cora

Telephone: (212)655-9384
Address: 2005 Merrick Road

Merrick, NY 11566 United States

Certification

Name: MITCHELL C. SHELOWITZ

Page 1 of2
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Date: September 11,2015
Applicant's Tracking Number; CELLEBRITE

Page 2 of2
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Certificate of Registration

870-

Title

ThisCertificate issued under the sealof the Copyright
Office in accordance with title 17, United States Code,
atteststhat registration has been madefor the work
identified below. The information on this certificate has

been madea part of the CopyrightOffice records.

A-
Register ofCopyrights, United States ofAmerica

Registration Number

TX 8-117-657
Effective Date ofRegistration;
November 04,2015

Title of Work: UFED 4.2.0 (LG ANDROID LAP Module)

Completion/Publication

Year of Completion: 2015
Date of 1St Publication: May 08,20! 5

Nation of I'" Publication: United States

Author

• Author: Cellebrite Mobile Synchronization Ltd.
Author Created: computer program

Work made for hire: Yes

Citizen of: Israel

Copyright Claimant

Copyright Claimant: Cellebrite Mobile Synchronization Ltd.
94 Em Hamoshavot Street, Petah Tikvah, 49130, Israel

Rights and Permissions

Organization Name:
Name:

£maii:

Telephone:
Address:

Certification

Name:

Date:

Applicant's Tracking Number:

SHELOWrrZ law group pllc
Mitchell G. Shelowitz

mitch@shelgroup.com
(212)655-9384
2005 Merrick Road

Merrick, NY 11566 United States

MITCHELL C. SHELOWITZ
November 04,2015
CELLEBRITE

Page 1 of2
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Correspondence: Yes

OOi
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Oxygen Forensic® Analyst

With locked devices being a top forensic problem we at Oxygen Forensics are doing
our best to implement new methods to recover digital evidence even in the most
challenging cases.
Today we are delighted to present our new utility —Screen Lock Disabler.

Screen LockD^btemrSairsahg

^VeVe '̂/entedsoftwa-e-S^edtna^od tadisable safest [ode an mosSsmSemsurtg Andnolsos devtossregarcfessDf dKlQck
twe. £t tefeaur^ ^ hayi^cinstaled WP ^vereareJ US8 cz&|e Swdsabti® t?c lodt-

Pftrfbrrt !S» feftinwg •ecfonp;
l> Connect Ji«ladteidde«toe Via USBobte toPC.
2J Se)c(±ihedevsce 1st«id pressHrfodc*
SjTum offandSurr^ on thrrfcviccswcen. ForiSscbing »ieid*?! svflpe tfesoccfl wti ypir frifltr.

M^nufadtutec SanMung ElettcBitltie Co^ Ltdi

r«>del: GT-I9195

Ssri2tRuri]e«: tlS8FC03BCX?^

iLonkst^atc: B. lockirfJ

r<{6rufacturbr: $«nHiing CtectroniC* Co.,

f'todei: SM-TSHO

Sary numbesr: IU^22KK3LH

Lock state: i£^lMlc(ckcd

UcrdaieSlst Ewt

Screen Lock Disabler

Screen Lock Disabler allows to disable user lock code on Samsung devices based
on Android OS and get access to the critical data. The procedure takes several
minutes and requires no special knowledge or training. It is enough to have MTP
driver and regular USB cable for disabling the lock.
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" ' ^ "SdS^lcdfeDi^M^JdrtStteweesrira^oni^droidC^i -i'Si:-^--

JiScp^^Lo<kDi^blei^-t6 dei^r« baseB%^dro^^Q^Mf^4 '̂" '̂„

1; -^-"2;^
e'veinvented sof^are-faased method todisable sceen lock on modern lG Android OS devices regardless ofthe lock type,

requiredtoha>»euG United Mobile Driver, LG deviceinnrmwsreUpdatemodeand a regidarUSB cable.

1) Connect a USB cable to the PC. Do not attach it to the device.
2) Switch off the devios.Hold VolUp button on the deviceand attach the USB cableto the device.
3) When Download message or LG logo appearon the saeen {depends on thedevice model} releaseVoll^ button.
4) Waitseveral seconds untflthe deviceis in F^ware Updatemode. If it is not ri the requiredmodeplease r^at the

procedure fi^ the begjnning.

Manufkiiurer;

Modd:

Serid nundier:

Lock state;

LG

LG-H522Y

353647070118253

jj^Unlocked

Manufadurer; LG

LG-KSaS

353647081818264

j^^Unlocked

Model:

Seri^ number:

Lode state:

Update list Bdt
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Mitchell C Shelowitz

Managing Partner

September 14, 2015 mshelowitz@shelgroup.com
(212) 655-9384

Via Electronic Mail and Federal Express

Mr. Oleg Fedorov, CEO (adm@oxygensoftware.com)
Mr. Lee Reiber, COO (Lee.Reiber@oxygen-forensic.com)
Mr. Oleg Davydov (davydov@oxygensoftware.com)
Oxygen Forensics, Inc.
901 N. Pitt St, Suite 320
Alexandria, VA 22314

Oxygen Software
Nizhegorodskaya St. 32 Building 5
Moscow 109029

RUSSIAN FEDERATION

Re: IMMEDIATE CEASE AND DESIST AND LITIGATION HOLD DEMAND

Dear Messrs. Fedorov, Davydov, and Reiber:

We are intellectual property litigationcounsel to CellebriteMobile Synchronization Ltd. and
Cellebrite USA, Inc. (collectively, "Cellebrite"). This is a demand for the immediate
suspension ofuse of the Oxygen Forensics "Screen Lock Disabler"feature (the"Infringing
Feature") that you launchedon August 30, 2015 per the announcement set forth in annexed
Exhibit A. since the Infringing Feature is in fact comprised of Cellebrite intellectual property,
which Oxygen Forensics has unlawfully misappropriated and infringed.

As you know, Cellebrite launched the UFED Touch/4PC and UFED Physical/LogicalAnalyzer
version 4.2 in May 2015 ("UFED 4.2"). See Cellebrite's Release Notes set forth in annexed
Exhibit UFED 4.2 contains a breakthrough method for disabling the user lock for certain
SamsungAndroiddevices (the "SPR Lock Disabler"). The SPR Lock Disabler is a cutting
edge, innovative solution,which involvedthousandsof hours of researchand development and
significant financial and other investments for development by Cellebrite.

To be sure, your statement in the Oxygen Forensics announcement of September 8, 2015
(annexed hereto as Exhibit C) that "we've invented software-based method to disable screen
lock on modem Samsung Android OS devices regardless of the lock type " is manifestly
untrue and constitutes false advertising under the Lanham Act, 15 U.S.C. § 1125(a) (the
"Lanham Act"V

Shelowitz Law Group PLLC

275 Seventh Avenue *7™ Floor • NewYork, NewYork *10001
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The softwarecode comprisingthe SPR LockDisabier is protected under the U.S. Copyright
Act, 17 U.S.C. § 101 etseq. (the "Copyright Acfand the methodology underlying the SPR
Lock Disabier is a trade secret as defined under the Virginia Uniform Trade Secrets Act
("VOTSA"), Va. Code § 59.1-336.

Our client's investigation of the Infringing Feature unequivocally demonstrates that Oxygen
Forensics has unlawfully (i) used, copied, distributed, sold, and created derivative works from
Cellebrite's copyrighted softwarecode; and (ii) misappropriated Cellebrite's trade secrets in the
SPR Lock Disabier by simply repackaging and renaming the SPR Lock Disabier as the
Infringing Feature.

We further understand that Oxygen Forensics has used unauthorized and/or fraudulent customer
credentials (including user names and passwords) —and other improper means —to acquire
Cellebrite equipment and access Cellebrite's software and trade secrets from such equipment
and Cellebrite's computer networks to obtain Cellebrite proprietary and confidential
information. The foregoing activities constitute violations of the Computer Fraud and Abuse
Act, 18 U.S.C. §1030, etali^Q "CFAA").

In engaging in such activities. Oxygen Forensics has also breached the terms and conditions of
Cellebrite's End User License Agreement ("EULA"), which expressly prohibits copying,
altering, translating, decompiling or attempting to derive the source code of the UFED Software,
modifying or reverse engineering the UFED Software.

Please be further advised that by providing your customers with the Infringing Feature, you are
causing them to violate the U.S. Copyright Act. The irony of Oxygen Forensics selling a
product that contains stolen intellectual property to law enforcement agencies will not be lost on
the forensics community or your customers.

Cellebrite has a zero tolerance policy against businesses that misappropriate Cellebrite's
innovations. As you may recall, Cellebrite launched an intensive legal battle against
Microsystemation AB and its U.S. subsidiary, MSAB, Inc., in the U.S. District Court for the
Eastern District ofVirginia in Alexandria, for intellectual property infringement and
misappropriation based upon activities that are similar to the Oxygen Forensics conduct
described herein. Copies of Cellebrite's press releases from that litigation are set forth in
annexed Exhibit D.

SHELOWiTZ Law Group PLLC

275 Seventh Avenue •7'-'^ Floor • New York, New York *10001
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Cellebrite is prepared to commence similar legal actionagainst Oxygen Forensics in the U.S.
District Court for the Eastern District of Virginia in Alexandria - the Rocket Docket - the
fastest court in the United States, which is well versed in technology infringement matters. This
will include, but will not be limited to, seeking a temporary restraining order and preliminary
injunction, and all available damages under the U.S. Copyright Act, VUTSA, the CFAA, the
Lanham Act, and all other available causes ofaction, including attorneys fees. Such legal
action will cost Oxygen Forensics millions of dollars in fees, expenses, and damages - in
additionto reputational damage to your companyfor stealing Cellebrite's intellectual property.

In pursuing the case, we will conduct depositionsofyour developmentand hackingteams, as
well as of senior management. We will also obtain all of your correspondence, including
developers' notebooks, disassembly logs,your source code repository and sourcecode, project
development priority lists,and status reports. We have no doubt that the testimony and
documentation of Oxygen Forensics personnel will support every element of our case.

If you wish to avoid becoming embroiled in a complex and costly litigation, that you will lose,
then we demand that you confirm by return letter not later than September 17. 2015 (the
"Confirmation Deadline") that you have completed the following actions:

(i) permanent removal of the Infringing Feature and all Cellebrite software
code, trade secrets, algorithms, methods, strategies, tactics, intellectual property and any
capability for disabling the screen lock on Samsung Android devices from all Oxygen
Forensicsproducts,such that all Internetdownloadsof the OxygenForensicproductsshall
no longer contain any aspects or elements of the Cellebrite SPR Lock Disabler;

(ii) permanent suspension of field support for the Infringing Feature;

(iii) issuance of an interim Oxygen Forensics software update, which
automaticallyand permanently removes the Infringing Feature from all Oxygen Forensics
products;

(iv) issuance ofa notice in the form of your announcement set forth in Exhibit
C instructing your customers that they should immediately cease any further use of the
Infringing Feature;

(v) permanent suspension of deliveries anywhere in the world of any form of
media containing the Infringing Feature, including compact disks, flash memory,
hardware products, or otherwise; and

Shelovvjtz Law Group PLLC

275 Seventh Avenue *7^" Floor • New York, New York *10001
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(vi) permanentforbearance from (i) reverseengineering, copying, or
misappropriating softwarecode, trade secrets, algorithms, methods, strategies, tactics,
and intellectual property of Cellebrite; (ii) using unauthorized customercredentials to
access Cellebrite's computer networks.

If we do not receive the foregoing written confirmation by the Confirmation Deadline, then we
intend to pursue the legal action described above.

Please be further advised that this letter constitutes a LITIGATION HOLD NOTICE and,
therefore. Oxygen Forensics, its officers, directors, employees, agents and representativesof the
parent companyand all subsidiariesand affiliates are prohibited from deleting, destroying, or
hiding any and all documents, electronic and paper files, software, website pages, and links,
development logs and records, and emails, whether personal or corporate (on any server),
instant messages, voicemail messages, and all documents and records relating in any way to the
foregoing - whether in the United States or outside of the United States. Your failure to comply
with this litigation hold notice may subject Oxygen, and its officers, directors, and employees,
to sanctions and penalties for spoliation ofevidence.

This letter is written without prejudice and with a full reservation of rights hereunder, none of
which have been waived hereby.

Very truly yours,

Mitchell C. Shelowitz

cc: Dmitri I. Dubograev, Esq.
Int'l Legal Counsels PC
901 N. Pitt Street, Suite 325
Alexandria, VA 22314
info@legal-counsels.com

Shelowitz Law Croup PLLC

275 Seventh Avenue *7'" Floor • New York, New York *10001
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Exhibit A

Oxygen Website Announcement

Shelowitz law Group PLLC
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9/12/2015 Oxygen Forensic® Sute- Screen Lock Disabler for Samsung Android OSdevices released!

Oxygen forensics
English

MAIN S PRODUCTS : EVENTS i TRAINING COMPARE DOWNLOAD i ORDER COMPANY

Screen Lock Disabler for Samsung Android OS devices
released!

VNfith locked devices beinga top forensic problem vwe at Oxygen Forensics are doingour best to inventnew/
methods to recoverdigital evidence even in the most challenging cases. Todaywe are delighted to present ournew
utility- Screen Lock Disabler.

Screen Lock Disabler allows to disable user lock code on

Samsung devices based on Android OS and get access to

the critical data. The procedure takes several minutes and

requires no special knowledge or training. It is enough to have

MTP driver and regular USB cable for disabling the lock

Where to find:

At the moment Screen Lock Disabler is available to all

Analyst license users as a standalone application in the

customer area.

How it works:

lo...
MM

1. Download and install Screen Lock Disabler.

2. Connect locked device via USB cable to PC.

3. Select the device from the list and press Unlock button.

4. Tum off the device screen and then turn it on. Svtnpe the screen withyour finger to disable the lock.

5. The screen lock will be disabled and you will get access to all the user data.

Stay tuned to smartphoneforensicsl Stay tuned to success with Oxygen Forensics. IncI

UPCOMING EVENTS

• September 21-23. 2016 - User

Certification Webinar

SUBSCRIBE TO NEWS

Subscribe

CONTACT DETAILS

Oxygen Forensics, Inc

901 N. Pitt St, Suite 320

Alexandria. VA 22314

United States

+1 (977) 9-OXYGEN

+ 1 (877)969-9436

REQUEST SUPPORT

Contact us via online chat or helpdesk.

Online chat

Submit a ticket

NETWORK WITH US

Connect with us via popular social media

and networks.

Facsbook page

Follow us on Twitter

Youtube channel

Subscribe to our newsletter

Privacy Policy | Terms of Service

lj^//www.Qxygen^ensic.com/en/events/news/62Sscreen-lock-disabler-for-samsung-android-os-devices-released 1/2
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Exhibit B

Cellebrite Mav Release Notes
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czellebrite
delivering rhobiie expertise

UFED Touch/4PC and UFED

Physical/Logical Analyzer version 4.2

Release Notes

May 2015
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ciellebrite
deitvering mobile experlise

Contents

Release highlights 3

Decoding 3

Apps support 3

General 3

Devicesupport 3

Functionality 4

Data file improvements 4

Reporting 7

Python API 7

UFED Physical/Logical Analyzer - Decoding 7

New and updated apps for Android devices 8

9 New Android apps 8

40 Updated Android apps 8

New and updated apps for iOS devices 9

10 new iOSapps 9

63 updated iOS apps 9

New and updated apps for Windows Phone devices 10

9 new Windows Phone apps 10

UFED Physical/Logical Analyzer- Functionality 11

Forensic methods 13

Supported devices 13

Solved issues 13

Known limitations 13

Release notes © 2015 Cellebrite. All rights reserved. 2 | P a g e
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ciellebrife
delivering mobile expertise

IB
Decoding

Apps support

New and updated applications for Androiddevices:

<* 9 newapps:BeeTalk, ChatOn, Path, Nimbuzz, Tango, textPlus, Tunnblr, UC Browser, and Whisper.

❖ 40 updated Android apps.

♦♦♦ Waze locations for Android devices - Location information is now decoded for Android devices and
displayed as part of the device's locations.

New and updated applications for iOS devices:

❖ 10newapps:BeeTalk, ChatOn, Nimbuzz, Path, Tango, textPlus, Threema, Tumblr, UC Browser, and
Whisper.

❖ 63 updated iOSapps.

New and updated applications for Windows Phone devices:

<*• 9 new apps: Facebook, Facebook Messenger, Skype, Kik, Waze, Voxer, ooVoo, Odnoklassniki, and
Whatsapp.

General

Decryption of KeepSafe and WeChatapplications.

*> Decoding support for WhatsAppVOIP call logs on Androidand iOS devices.

<* NewWhatsApp timestamps for iOS, Android and BlackBerry 10devices. View the Read, Delivered and
Played timestamps of outgoing WhatsApp message.

❖ Twittergroup chat messages are now presented as part of Chats in the project tree.

Device support
❖ Physical extraction whilebypassing lock, and decoding from 58 LG Android devices, including:

LG GSM LG-H810 G4,LG-H811 G4,LG-D850 G3,LG-F300KOptimusVu III, LG-F350S G Pro 2
LG CDMA LG-VS985 G3,LG-VS415PP Optimus Zone 2, LS995 G Flex, LS660 Tribute4G

Note: Support for LG Android devices that were released with Android version4.2.x and above.

*> Disable user lockfor 57 LG Android devices including:
LG GSMLG-H810 G4, LG-H811 G4, LG-D850 G3, LG-F300K Optimus Vu III, LG-F350S G Pro 2
LG CDMA LG-VS985 G3,LG-VS415PP Optimus Zone 2, LS995 G Flex, LS660 Tribute 4G

Note: Support for LG Androiddevices that were released with Androidversion 4.2.x and above.

Release notes © 2015 Cellebrite. All rights reserved. 3 | P a g e
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czellebrite
delivering mobile expertise

<♦ Disable userlock for159Samsung Android devices (using SPR and SPM methods), including:
Samsung GSM SM-G900F Galaxy 55, SM-G9009D GALAXY 55, SM-G800A Galaxy 55Mini, GT-S7582
Galaxy S Duos 2,GT-i9506 Galaxy 54, SHV-E300K Galaxy 54, GT-19192 Galaxy 54Mini Duos, GT-S7560
Galaxy Trend, SCH-P709E Galaxy Mega Plus, 5HV-E300K Galaxy 54, SM-N91 OA Galaxy Note4,SM-N900
GalaxyNote 3
Samsung CDMA SCH-1535 Galaxy5 III
Samsung Tablet 5M-T330NU Galaxy Tab 4 8.0

Note:Supportedforselected models, depending on the device's firmware version. Notall firmware
versions are supported.

Decryption ofencrypted physical extractions from Android devices 4.2 and below, with a known
password.Thisincludes generic Androidand Samsung devices.

*> File system extraction and decryption of BlackBerry 10.x Backup with known BlackBerry ID credentials.
Retrieve the key via BlackBerry backup serverand decrypt the backupfile.

♦♦♦ Decoding of BlackBerry 10device information. Username, device model, PIN, IMEI, device nameetc.

❖ Decoding of Windows Phonedevice information - IMEI, IMSI, MEID, mobile operatorID, country, Mac
address, OS version etc.

❖ Physical extraction and decoding for BBS RAPUv21 family: Asha 300{RM-781), Asha 302(RM-813),
Asha 311 (RM-714), 700 Benji {RM-670), and 701 {RM-675).

❖ JTAG decoding for Samsung SPH-M270 devices.

❖ Datadecoding fromadditional UMX devices: MXC-450, MXC-560, MXC-570, MXC-628, MXE-635a.

❖ Data decoding from additional Samsung El200 series.

Decoding of EnCase iTunes backup extractions.

Formore information on decoding capabilities, see UFED Physical/Logical Analyzer - Decoding (page 7).

Functionality
❖ Offline maps - View extracted locations using offline mapseven withoutan Internet connection. The

locations are presented withan icondisplaying the location type.The mapsfunction isfreeof charge.
The mapspackage installation is required and it is available to UFED Physical/Logical Analyzer users
with a valid license.

*> View event information per location on the map - Zoom infor locations on the map and view
related events on the right pane. Map viewfor all location types under device locations.

Data file improvements
*> Filtering of attachments - Enhanced ability to viewand filter attachments within data files, locate the

associated attachment event and view its metadata and location information on the right pane.
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❖ Right panefordata files - View tiiefile, its metadata and location information on the right pane.

*> Video Thumbnails - Viewa frame of all video files in video table view.To view the video, you can
double-click on the video or playitfrom the right pane.

❖ Control Images thumbnails - You can nowcontrol the size of image •
thumbnail in thumbnail view. I SmaHer target

Sort unknown file formats - All unknown fileformats or undefined fileextensions will be displayed in
the Uncategorized node in the tree.

❖ Link between analyzed data, timeline and locations - Easily jump from an event in any ofthe
analyzed data tables, to its place in the timeline table, and from location information to itssource
event or timeline.

♦> Timelineimprovements - Indication and filtering of location and attachments perdata entryinthe
timeline view.

*> Export account package - UFED Physical Analyzer can extract useraccount information (account
package), whichcan then be imported into UFED Cloud Analyzer.

Case Information - Case information settings are saved with the
project or set when generating reports. Youcan now view case
information extracted from UFDR reports in the "Extraction
Summary" page.

I Cm* CtVf/Hitrrbf'
f Cm* Ciitjuttftt

Create bookmarksfor multiple items - An entitybookmark is a quick reference pointerthat you can
create for individual items. Now enhanced with the ability to create,delete or remove multiple
bookmarks.

Number of chat messages in the project tree - View the number of
messages per chat in the project tree

Traditional Chinese support - Newinterface language forTraditional
Chinese.

Locaiisdtioft

InCcftace

Tr»nsiati9n t«r>su*ge:

^ Show by default

S- EeeTailc 0113 ranojes)
ChitOn ili (16 irxsageij

!S> Fi»bostc {6) (33 rmuges)
^ fK»bMlc Meswger (6){J3mtingra)
^ C-so^r* Wi<l (3)<23

cr>9iish
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<* Enable/disable daylight saving time - Ability to
enable/disable the daylight saving tinneadjustment. i Use dayibht savings j Dsytight Swing Tsme...

Application usage enhancements - View Last Launch time stamp {indication of the latest usage time
of the application) and
Last Usage Duration
(duration of application
usage) as part of
application usage data
under Analyzed data.

Appliu«»aUu9<nM X; ;

a3i&istoiaiitoaAonj»ou,' u . lo' <^ ' jzswzotsoftoa:^^ |00:(a:lA7USb«^ ;
i jwtrdd 1Ii2 lo b5,^JW01St253;S7(UTC-0i k(M»tOa3690000"
r~ Arv do TMl(Li7t& To-do LK 1 lAM'lWTC'Q) l0Q:e2rf347»0(»

<♦ Decoding of unsorted block image file system for Android devices - As part ofthe physical
decoding process, the user data partition in a newflash file system (UBIF5) is now decoded.

<* Tethering ID decoding for Android devices - ^^
View thedecoded Tethering ID and password ^ Name
under Device info. ID Hotspot Password

AndroidAP

yhtv8746

❖ Extract IPs of VoIP calls oriented applications for Android and iOS devices- View the IPs used for
calls aspartofthe device information andcall log model view. In the reports output, the IP will be
displayed in the Parties column.

♦♦♦ Installed applications enhancements forAndroid and Windows Phone devices - View theversion
number of installed Android applications.

Product name indication for iOS

devices - You can view the product
name, in addition to product type

information under Device info.

Q/j Product Type
Product Name

iPhone3,l
iPhone4

<* Wireless networks for Windows Phone 8 devices - Wireless information is now located in Wireless
Networks under Analyzed data.

Newfiles suffix (Datafilessettings) - Audio; .amr, .ogg; Video: .caf, .mp4; Configuration: .conf, and
.config

Formore information on functionality, see UFED Physical/Logical Analyzer - Functionality (page JJ).
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Reporting
<* UFED Readerapplication when generating UFDR - Easily share UFDR reports with authorized

personsusing the UFED Reader. You can nowinclude the UFED Reader executable within the report
output folder.

❖ Entity booloTiark table includes bookmark and item information - In ail report formats, the entity
bookmark section now includes the bookmark itself and also the related item/record.

*> Locations info of chat messages in Ui reports - You can view the numberof locations perchat and
also export locationdata for chat messages in all report formats.

Python API
Improved Python API documentation byproviding more information on the SQLite parser. Learn how
to access and read the tables and their content for SQLite databases, including the sample codes for
several applications.

UFED Physical/Logical Analyzer - Decoding

Decryption of encrypted physical extractions from Android devices4.2and belowwith a known
password - the raw extraction is encrypted bydefault. You have the option to encrypt the devices
(encryption isenabled bydefault). Cellebrite has the ability to decrypt encrypted extractions, remove
the encryptionand decode the data from the mobiledevice.

Extraction and decryption of BlackBerry 10 Backup with known BlackBerry ID credentials - The
ability to extractbackup data of BlackBerry devices as partoffile system extraction. Via UFED Physical
Analyzer, retrieve a known BlackBerry ID credentials and decryptthe backupdata from BlackBerry
devices.

How to use: Open a file systemextraction of a BlackBerry 10device, during the decoding process, a
window isdisplayed:

Enter the BlackBerry ID credentials and select Get Backup key
(to retrievea key, an Internet connection isrequired). You can
save the keyfor future usage by selecting the Save button.
Ifan Internet connection is not available, you can retrieve a key
on any instance of Physical Analyzer connected to the Internet.
Go to Tools and select Retrieve BlackBerry 10 BackupKey.
Enter the BlackBerry ID credentials and select Get Backup key.
Click Save and load the keyfrom the UFED Physical Analyzer
disconnected from the network to continue with the decoding
process.

Release notes
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New and updated apps for Android devices

9 New Android apps
• BeeTalk- Decoding of Chats,Contaas and UserAccounts
• ChatOn - Decoding of Chats, Contacts and UserAccounts
• Nimbuzz - Decoding of Contacts
• Path - Decodingof Contacts,Instant Messagesand UserAccounts
• Tango - Decodingof Chats,Contaas and UserAccounts
• textPlus - Decoding of Chats,Contaas and UserAccounts
• Tumblr - Decodingof Chats, Contacts and UserAccounts
• UC Browser- Decodingof Bookmarks and Web History
• Whisper - Decodingof Chats,Contacts and UserAccounts

40 Updated Android apps
Any.DO 3.0.3,3.1.5,3.2.5,3.26; Badoo2.53.7,2.55.8,2.56.9,4.0.4; BBM 2.6.0.30,2.7.0.23;
Chrome 39.0.2171.59,39.0.2171.93,40.0.2214.109,41.0.2272.96;

Dropbox 2.4.6.8,2.4.7.14,2.4.7.18,2.4.9.00; Evernote 6.2,6.3.2.2,6.3.3.1,7.0.1;
Facebook 22.0.0.15.13,24.0.0.30.15,26.0.0.22.16,29.0.0.23.13;

Facebook Messenger 17.0.0.16.14,18.0.0.27.14,24.0.017.13; Firefox 33.1,34.01,35.01;
Gmail 5.0,5.0.1; Google Maps 9.1.0,9.2.0,9.3.0,9.6.0;
Google+ 4.7.1.79583515,4.8.0.81189390,4.9.0.84567213,5.1.1.88991728;
Hangouts 2.5.81636427,2.5.83281670,3.0.87531466; ICQ 5.8,5.11,5.12;
Instagram 6.10.1,6.12.1,6.14.1,6.18.0; KakaoTalk 4.6.9,4.7.1,4.7.6,4.8.0;
Kik Messenger 7.8.1.141,7.9.0.1.143,7.10.1.176,8.1.0.4; LINE 4.7.1,4.9.1,4.9.2,5.0.4;
Linkedin 3.4.4,3.4.5,3.4.7; Mail.Ru 2.5.0.8258,2.5.2.8498,2.5.3.8500,3.0.1.9598;

mypeople 4.8.3,4.8.4; Navfree 2.3.68; Odnoklassniki 4.1.4,4.1.5; ooVoo2.2.5,2.2.6,2.2.8,2.3.1;
Opera Mini 7.6.2,7.6.3,7.6.4; Opera Mobile 26.0.1656.87080,27.0.1698.88647;
QQ 5.2.1,5.3.1,5.4.1; Skype 5.1.0.56619,5.1.0.58677,5.2.0.61097,5.2.0.62296;
Snapchat 8.0.0,8.1.2,9.1.0.0,9.4.1.0; Sygic 14.6.8,14.7.4,14.7.7;
Telegrann Messenger2.0.5,2.3.2,2.4.1,2.6.1; TigerText 5.0.119,5.0.121; Truecaller 4.5.1,5.01,5.1,
Twitter 5.35.0,5.40.0,5.45.0; Viber 5.1.1.42,5.2.1.36;Vkontakte 3.9.1,3.10.1;
Voxer 2.2.3.014121,2.4.1.014238,2.4.5.014299; Waze 3.9.3.0;WeChat 6.0.0.68,6.02,6.1.0.65;

WhatsApp 2.11.476,2.11.505,2.12.5; Yahoo Mail 4.8.4
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New and updated apps for iOS devices

10 new iOS apps
BeeTalk- Decodingof Chats,Contaas and UserAccounts
ChatOn - Decodingof Chats,Contacts and UserAccounts
NImbuzz - Decoding of Contacts
Path - Decoding ofContacts, Instant Messages and User Accounts
Tango - Decoding of Chats, Contactsand User Accounts
textPlus - Decoding of Chats, Contactsand User Accounts
Threema - Decoding of Chats, Contaas and User Accounts
Tumblr - Decoding of UserAccounts
UC Browser - Decoding of Bookmarks and WebHistory
Whisper- Decoding ofChats, Contactsand User Accounts

63 updated iOSapps

IOS 7x updated apps:

Any.DO 2.02,2.1.3,2.3.0; Badoo 3.15.1,3.17.0,3.19.0; BBM 2.7.0.69;
Chrome39.0.2171.50,40.0.2214.69; Dropbox3.8; Evernote 7.6.3, 7.6.4,7.6.6; Facebook21,23.1,27;
Facebook Messenger 18,19.1,23.1; Foursquare 8.5.1,8.9.1; Gmail 4;Google Maps 4.1.1,4.8.3;
Google+ 4.7.4.46151,4.8.0.48043,4.8.3; Hangouts 2.6.0,3.1.0; HeyTell 3.2.5; Instagram 6.4.1,6.5.3,6.8.0;
KakaoTalk4.4.0,4.5.2,4.6.1; KeepSafe 5.3.3,5.3.6; Kik Messenger 7.9.0, 7.10.1; LINE 4.9.0,4.9.2,5.0.2;
Linkedin 8.3,8.4,8.6; Mail.Ru 4.3.2; nnysnns 4.3.3; Odnoklassniki 4.4.2,5.0.1,5.1,5.2;
ooVoo 2.2.7,2.2.8,2.2.9,2.3.1;Opera Mini 9.0.0,9.1.0,9.2.0,10.0.0;QQ 5.3.0.319,5.4;
Skype 5.8.0.5.516,5.11; Snapchat 8.0.1,8.1.1,9.1.1,9.4.0; Telegram Messenger 2.6,2.7.2,2.8,2.9,2.11;
TextNow 5.2.3; TrueCaller 4.48,5.1; Twitter6.18,6.21,6.24.5; 5.7.6; Viber 5.2.1,5.2.2; Vkontakte 2.2;
Voxer 3.5.5.4132; Waze3.9.2; WeChat6.0.1,6.0.2,6.1.1,6.1.3; WhatsApp 2.11.16; Wickr 2.3.4,2.4.0;
Yahoo Mail 3.2.10,3.2.12,3.2.14,3.2.16

iOS 8x updated apps:
Any.DO 1.19.0,2.1.0,2.1.3,2.2.0; Badoo 3.13.2,3.14.1,3.16.2; BBM 2.6.1.31,2.5.0.26; Chrome 40.0.2214.73;
Evernote7.6.3,7.6.5; Garmin Connect 2.11; Instagram 6.1.4,6.2.2,6.4.1,6.6.1; KakaoTalk 4.4.1,4.5.6;
Kik Messenger 7.9.0,7.10.1; LINE 4.9.0,5.0.0; Linkedin 8.3,8.4; Nimbuzz 3.7.0,4.0.0; Odnoklassniki 5.1.1;
ooVoo2.2.8; Opera Mini 9.1.0; Skype 5.9,5.10.0.371; Snapchat 8.1.1,9.2.0; vBrowse 4.0;
Viber5.2.1,5.2.2; Vkontakte 2.2; Waze3.9.1,3.9.2; WeChat6.1,6.1.1; WhatsApp2.11.14,2.11.15.348;
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New and updated apps for Windows Phone devices

9 new Windows Phone apps
Facebook- Decodingof Contacts and User Accounts.
Facebook messenger- Decoding ofChats, Contactsand Locations.
Kik- Decoding ofChats, Contacts, Passwords, and User Accounts.
Odnoklassniki - Decoding ofChats, Contaas and User Accounts.
OoVoo- Decoding of Calls, Chats, Contacts, and User Accounts.
Skype- Decoding ofCalls, Chats, Contacts, SMSs, and User Accounts.
Voxer- Decoding ofChats, Contacts, Locations, and User Accounts
Waze - Decodingof Locations and UserAccounts.
Whatsapp - Decoding ofChats, Contacts, Locations, and User Accounts.
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yFEDPhysical/LogicaiAnal>^er -Functionality

Offline maps - View locations on maps view even when an Internet connection is not available.
You canchooseto useonline or offline maps whenaccessing the device location underAnalyzed
data. To change thedefault view, gotoSettings >General settings >Map section and select the
desired maps view (online or offline).

To download the offline maps package: Login to MyCellebrite, then from the Download page,
download the relevant Offline Maps Package (-40 GB).

To Install the offline maps package: In UFED Physical/Logical Analyzer, gotoTools, and select Install
Offline Maps Package. In theinstallation window, load theOffline Maps Package. The loading process
takes some time to complete. Theoffline mapsare installed and ready.

Note: The offline maps feature uses a light Windows service that opensand listens to TCP port3000.
To use this feature, you need to select the Install offline mapsservice check box during the UFED
Physical/Logical Analyzer installation process.

Indication and filtering ofattachments - Files (images, videos, audio, text, etc.) thatwere identified
during thedata analysis process are presented in the project tree under the Data Files category. You
can now view and filter attachments within data files, locate the associated attachment event and
view its metadata and location information on the right pane.

Export account package- An accountpackage is an export file that
contains user account information. The account package can be
imported into UFED Cloud Analyzer.

Status bar - You can now view additional information in the status bar

located below the file table, models table and
thumbnail views. Forexample, the number of
items presented, number of selected itemsand
file path.

1 1 1

„.J
I

Accessprevioussearches - Your recentsearch activity, including
"All projects search" and "table search" are nowsaved(upto 20),
until you close the application.

r

fxtmx . i

DiiirpffieSystem, Ctrt-D

gg C»fw#!)P49e«_

Pjtkss*

seafdiS
searcM

Release notes © 2015 Cellebrite.All rights reserved. n IP a g e

Case 1:15-cv-01699-LO-MSN   Document 1-6   Filed 12/28/15   Page 19 of 31 PageID# 74



ciellebrife
delivering mobile expertise

Maps and content presentation enhancements - Zoom in for locations on the map view and view
related event details on the right pane. View map view for all location types under Device locations.

Create bookmarks for multiple items- An entity bookmark is a quick reference pointer thatyou can
createfor individual items. Now enhanced withthe ability to createa single bookmark formultiple
items. You can also delete/remove bookmark for multiple items.

Tocreate a new bookmark for multiple items- Select the items you wantto bookmark, click the
bookmark icon, complete the bookmark information and click OK. The bookmarked items records are
marked with a bookmark icon.

Todelete a bookmark from multiple items: Select multiple items in the table, click Delete
bookmark.

Hex View enhancements:

-The value base64 was added to values in

Hexview (under Binary).

-The value "Epoch Jan 1,2001 (Double)"

was added to values in Hex view (under

Epoch) and also to the search options.
This isa common representation of
timestamps in iOSdevices.

Release notes
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Forensic methods

Logical extraction 191 7021

Physical extraction* 304 3447

File system extraction 331 3079

Extract/disable user lock 250 2008

Total 1076 15555

•Including GPSdevices

devicel

191 new devices supported for logicalextraction

304 new devices supported for physical extraaion

106 new devices supported for physical bypass

331 new devices supported for filesystenn extraction

Solved issues

*> Fix for physical and file systenn extractions ofSamsung Gusto 3 SM-B31IV
*> Fix for physical extraction of Samsung El200R
❖ Decoding WhatsApp attachmentsfor Android devices. When available, large images are now

displayed insteadof small thumbnails.

Known linriitations

❖ Dueto the in-depthdecoding process, it maytake additional time to open iOS extractions.
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Oxygen September 8*** Blast

Shelowitz Law Group PLLC

275 Seventh Avenue *7™ Floor • NewYork, NewYork *10001
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Oxygen Forensic® Analyst

With locked devices being a top forensic problem we at Oxygen Forensics are doing
our best to implement new methods to recover digital evidence even in the most
challenging cases.

Today we are delighted to present our new utility ~ Screen Lock Disabler.

Scmn.
?>• n;.

m

WeVe siventgd softwcre-bssed method todisable screen!odcan motSsm Samsing AndroidOSdevims regarcfess of thelock
type.It isfetjuresJ tohaveprsihstafed NIPdwers3fw! US5 cable fordsablngthe bdt.

?(srftimi^ fofcwmg^cBaw:
1) Connect t!% lsd<£dde^ viaUSB toPC.
2) Se!ect-lhe<iEvtoef^ Shelistandpressl^bdc".
3} Turn offijnd Sum Qh »hc devwe sacsn- ForiMiinQ thi? ijAs»«^ thsiCrecn wi8h yopr firHJer-

rfEanufdsture^: SanMungCtectironlu Co^ Ud.

r'todsl: Gl-19195

Seridnmbear; tlS8fC03BljGV

LKkstaie; § todtcfi

M4«uf«cUiref: SanHims itectronksCo., Ltd.
KDdeli SM-TSOO

Ssrid nu^er: RF2F2ZH>r,tiH

Lockstotc: Ji^Unlockcd

Updotelist Swt

Screen Lock Disabler

Screen Lock Disabler allows to disable user lock code on Samsung devices based
on Android OS and get access to the critical data. The procedure takes several
minutes and requires no special knowledge or training. It is enough to have MTP
driver and regular USB cable for disabling the lock.
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Where to find:
At the moment Screen Lock Disabler is available to all Analyst license users as a
standalone application in the customer area.

How it works:

• Download and install Screen Lock Disabler.

• Connect locked device via USB cable to PC.

• Select the device from the list and press Unlock button.

• Turn off the device screen and then turn it on. Swipe the screen with your
finger to disable the lock.

• The screen lock will be disabled and you will get access to all the user data.

Stay tuned to smartphone
Stay tuned to success with Oxygen Forensics, IncI

Facebook Twitter o YouTube m Website

Copynght© 2015 Oxygen Forensics. Allrights resen/ed.

forensics!

B Email

Our e-mail address:

suPDort@.oxvqen-forensic.com

jnsubscnbe from this list iJDdate subacription preferences
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Exhibit D

Cellebrite v. MSAB Press Releases

Shelowitz Law Group PLLC

275 Seventh Avenue *7^" Floor • NewYork, NewYork *10001
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9/10/2015 Cellebrite -Ceilebrite Files Intellectual Property Infringement and Trade Secret Misappropriation Lawsuit Against Micro Systemation AB and MSAB, Inc.
Corporalivo Ingresode clientes
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Ceilebrite Files Intellectual Property Infringement and Trade Secret Misappropriation Lawsuit
Against MicroSystemation ABand MSAB, Inc.

Escrito por Ceilebrite.com

Complaint Alleges Micro Systemation's Unlawful Copying and Integration ofCellsbrite Intellectual Property in Micio Systematian's Products
Petah Tikvah, IL and Glen Rock, NJ- September 4. 2013 - Cellebrite. the leading provider ot mobile forensic solutions, today announced that ithas filed a copyright
infringement, misappropriation of trade secrets. trademari< infringement, and unfair competition action against Micro Systemalion AB. a Swedish company, and its
wholly owned subsidiary, f»1SAB. Inc. (collectively, "Micro Systemation'), in the U.S. District Court for theEastern District ofVirginia.

The Complaint sieges, among other things, that Micro Systemation unlawfully extracted Cellebrite-s copyrighted software and trade secrets from Cellebrite's UFED
products, reueiBe engineered, modified, and then integrated Cellebrite's copyrighted software and trade secrets directly Into Micro Systemation's XRY software.
"\Ate have made significant investments in developing our cutting edge technology solutions," said Ron Settoer, Co-Chief Executive Officer atCellebrite. "V\fe had no
alternative but totake legal action to protect our intellectual property sowe can continue toinvest in the innovation required toserv/e the needs of the mobile forensic
community going forward."

The discovery phase inthecase hascommenced and a pre-trial conference is scheduled for September 18, 2013 al 11;00 am.

About Cellebrite

Founded in 19S9. Cellebrite isa global company knovm for itstechnological breakthroughs inthe cellular industry. Av/orld leader and authority in mobile data
technology. Cellebrite established ils mobile forensics division in 2007, with the Universal Forensic Exlraclion Device (UFED). Cellebrite's UFED Series solutions
enable the bit-by-bit extraction and ln-<lepth analysis of data from thousands of mobile devices, including feature phones, smartphones, portable GPS devices, tablets
and phones manufactured with Chinese chipsets,

Cellebrite's UFED S^es is fhe prime choice offorensic specialists in enforcement, military, intelligence, corporate security and e-discoveiy agencies inmore
than 60 countries.

Cellebrite is a wholly-owned subsidiary ofthe SunCorporation, a listed Japanesecompany {6736/JQ).
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3925 ' Tel. -1 201 848 8552 Tel. +49 52 51 54 64 90 Tel. +65 6438 6240 Tel. +55 11 5505-3803 Tel. +44 207
Israel Fax. +1 201 848 9982 Fax. +49 52 51 54 64 9 49 Fax. +65 6438 6280
Tel. +972 3 926 0900

Fax. +972 3 924 7104

http7/Iang.cellebrite.coni/es/corporate/news-everrts/forensic-press-releases/559-cellebrite-files-intellectual-property-infringenient-and-trad6-secret-misapprop... 1/2
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Court Grants Cellebrite's Motion to Add Claims to Lawsuit
AgainstMicro Systemation AB and MSAB, Inc.
Amendment Asserts that MSAB Unlawfully Copied Cellebrite's Physical Extraction Solution for Android Samsung Devices

Cellebrite logo. (PRNewsFoto/Cellebrite)

FacebookH ^Twitter @i Pintere

delivering mobile expertise

PETAH TIKVAH, Israel and GLEN ROCK, N.J., Dec. 11, 2013 /PRNewswire/ - The U.S. District Court for the
Eastern District ofVirginia has granted Cellebrite's motion to amend the Complaint, and the Complaint has
been amended to assert claims against Micro Systemation AB and its U.S. subsidiary MSAB, Inc., for
misappropriation ofCellebrite's trade secrets for copying Cellebrite's breakthrough solution for physical

http://www.prnewswire.com/hews-releases/coLrt-grants-cellebrites-motlon-to-add-claims-to-lawsujt-aganst-micro-systemation-ab-and-msab-inc-23540553... 1/2
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9/10/2015 Court Grants Cellebrite's Motion to Add Claims... —PETAH TIKVAH, Israel and GLEN ROCK, N.J.. Dec. 11,2013/PRNewswire/--

extraction ofSamsung Android devices, to supplement Cellebrite's existing claims for copyright infringement
and trade secret misappropriation by Micro Systemation AB and MSAB, Inc., ofCellebrite's Samsung physical
extraction solutions and BlackBerry physical extraction solution.

(Logo: http://photos.prnewswire.com/prnh/20130604/NY25511 LOGO-a
(http://photos.prnewswire.eom/prnh/20130604/NY25511 LOGO-a))

Cellebrite has also added a claim against Micro Systemation AB and MSAB, Inc. for violating the Computer
Fraud and Abuse Act by repeatedly accessing Cellebrite's US serversto download Cellebrite software in
Sweden and the U.S. without authorization.

About Cellebrite

Founded in 1999, Cellebrite is a global company known for itstechnological breakthroughs in the cellular
industry. Aworld leader and authority in mobile data technology, Cellebrite established its mobile forensics
division in 2007, with the Universal Forensic Extraction Device (UFED). Cellebrite's UFED Series solutions
enable the bit-by-bit extraction and in-depth analysis ofdata from thousands ofmobile devices, including
feature phones, smartphones, portable GPS devices, tablets and phones manufactured with Chinese chipsets.

Cellebrite's UFED Series is the prime choice offorensic specialists in law enforcement, military, intelligence,
corporate security and e-discovery agencies in more than 60 countries.

Cellebrite is a wholly-owned subsidiary ofthe Sun Corporation, a listed Japanese company (6736/JQ).

SOURCE Cellebrite

http://www.prnewswire.com/hews-releases/court-grants-cellebrites-motion-to-add-daims-to-lawsut-against-micro-systemation-ab-and-msab-inc-23540553... 2/2
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September 24,2015

Dear Customer:

The following isthe proof-of-delivery for tracking number 781337914102.

Delivery Information:

Status:

Signed for by:

Service type:

Special Handling:

Delivered

..KAMINA2

Delivered to:

Delivery location:

FedEx International Priority Delivery date:
Deliver Weekday

Receptionist/Front Desk
MOSCOW, MC

Sep18, 201510:10

Pro(^-of<Jenve^details appear below; however, no signature is available for this FedEx Express shipment because
a signature was not required.

Shipping Information:

Tracking number

Recipient
MOSCOW, MC RU

781337914102

Thank you for choosing FedEx.

Ship date:

Weight

Shipper
NEW YORK, NY US

Sep15, 2015

0.4 lbs/0.2 kg
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September 24,2015

Dear Customer:

The following istheproof-of-delivery for tracking number 781337868187.

Delivery Information:

Status:

Signed for by:

Service type:

Spedai Handling:

Delivered

.BORDINA

FedEx Priority Overnight
Deliver Weekday

Delivered to:

Delivery location:

Delivery date:

Receptionist/Front Desk

Alexandria, VA

Sep16, 2015 09:20

Signature image is available. In order to view image and detailed information, the shipper or payor account number of
the shipment must be provided.

Shipping Infonnation:

Tracking number

Recipient
Alexandria, VA US

781337868187

Thank you for choosing FedEx.

Ship date:

Weight

Shipper
New york, NY US

Sep15, 2015

0.5 lbs/0.2 kg
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Mitch Shelowitz

From:

Sent:

To:

Cc:

Subject:
Attachments:

Mitch Shelowitz

Monday, Septenaber 14, 2015 11:17 PM
'adm@oxygensoftware.com'; 'Lee.Reiber@oxygen-forensiccom'
'da\/ydov@oxygensoftware.com'
'info@legal-counsels.com'
CEASE AND DESIST AND LITIGATION HOLD NOTICE

Oxygen Forensics Ceaseand Desist Letter (FINAL 9 14 1S).pdf

Gentlemen:

We represent Cellebrite Mobile Synchronization and Cellebrite USA, Inc. Please see the attached Cease and
Desist Letter and Litigation Hold Notice.

Sincerely,

Mitchell C. Shelowitz

shelowitz
Law GROUP;
NEW .YORK" • JSRAer

Mitchell C. Shelowitz

Managing Partner

NY Tel: 212-655-9384

IL Tel: 054-661-1684

Fax:212-537-0249

Email: mshelowitz@shelgroup.com

Web: www.shelgroup.com

Twitter: @MitchShelowitz

New York Office

275 Seventh Avenue

Seventh Floor

New York, New York lOOOl

Tel Aviv Office

22 Rothschild Blvd

Eleventh Floor

Tel Aviv, Israel 6688218

The infornnation contained in this transmission maycontainprivileged and confidential information. It is intended onlyfor the use of
the person(s) named above. Ifyou are not the intended recipient, you are hereby notified that any review,dissemination,
distribution or duplication of this communication isstrictlyprohibited. Ifyou are not the intended recipient, pleasecontact the
sender by reply email and destroy alt copies of the original message.
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Mitch Shelowitz

From: Leo Gureff <lg@legal-counsels.com>
Sent: Wednesday, September 23, 2015 12:04 AM
To: Mitch Shelowitz

Cc: 'Dmitri Dubograev'; 'Assistant'
Subject: RE: CEASE AND DESIST AND LITIGATION HOLD NOTICE
Attachments: Oxygen_Response to Cellebrite_AS.PDF

Dear Mr. Shelowitz,

Please see the attached response to yourletter in the above-referenced matter. Ahard copy of the attached
communication will also be sent to you via FedEx.

In response to your inquiry regarding representation by thisfirm of Russian company Oxygen Software, please be
advised that at this time this firm does not represent Oxygen Software in this matter.

Best regards,

Leo V. Gureff, Esq.*
femida.us

901 N. Pitt Street, Suite 325
Alexandria, VA 22314
phone: 202.835.0966
703.739.9111

fax: 202.318.0723

la@leQal-counsels.com

www.leaal-counsels.com

www.femida.us

'Admitted in DC and NY only

ThBinformation contained in this e-rnaii message is intended only for the personaland confidential use of the recipient(s) named
above. This message may be an attorney-client communication and/or work product andas such is privileged and confidential. If
the reader of this message is not the intended recipient oran agent responsible for delivering it to the intended recipient, you are
hereby notified thatyou have received this document in errorand that any review, dissemination, distribution, orcopying ofthis
message is strictlyprohibited. Ifyou have received this communication in error, please notify us immediately by e-mail, and delete
the original message. Unintended transmission shall not constitute wahrer ofthe attorney-client orany otherprhnlege.

From: MitchShelowitz [mailto:mitch@shelgroup.com]
Sent: Thursday, September 17, 2015 12:02 PM
To; Leo Gureff

Cc: 'Dmitri Dubograev'
Subject: RE: CEASE AND DESIST AND LITIGATION HOLD NOTICE

Dear Mr. Gureff:

We are in receipt of your email. Please advise whether your firm also represents the Russian parent company
of Oxygen Forensics, Inc.
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We intend to commence the actions described in our Cease and Desist letter of September 14, 2015 if we do
not receive a substantive response by 5:00 pm on Tuesday, September 22, 2015.

Very truly yours,

Mitchell C. Shelowitz

SHEtGWlTZ

N&W Yci V, litAKS.

Mitchell C. Shelowitz

Managing Partner

NY Tel: 212-655-9384

IL Tel: 054-661-1684

Fax:212-537-0249

Email: mitchPshelgroupxom

Web: www.shelgroup.com

Twitter: @MitchShelowitz

New York Office

275 Seventh Avenue

Seventh Floor

New York, New York lOOOl

Tel Aviv Office

22 Rothschild Blvd

Eleventh Floor

Tel Aviv, Israel 6688218

The information contained in this transmission may contain privileged and confidential information. It is intended only for the use of
the person{s) named above. Ifyou are not the intended recipient, you are hereby notified that any review, dissemination,
distribution or duplication of this communication is strictly prohibited. Ifyou are not the intended recipient, please contact the
sender by reply email and destroy all copies of the original message.

From: Leo Gureff rmatlto:ig@legal-counsels.com1

Sent: Wednesday, September 16,2015 12:34 AM
To: Mitch Shelowitz <mitch(i5)shelgroup.com>

Cc: 'Dmitri Dubograev' <dubograev(S)legal-counsels.com>
Subject: RE: CEASE AND DESIST AND LITIGATION HOLD NOTICE

Dear Mr. Shelowitz,

This firm represent Oxygen Forensics, Inc., and we are in receipt of your letter dated September 14, 2015. We
are internally reviewing the allegations set forth in your letter. Due to extensive and surprising nature of your claims, it
will take us a few days to gather the pertinent facts. Accordingly,we will provide substantive response by mid-next
week. Please direct future correspondence and communications regarding this matter to my attention.

Sincerely,
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Leo V. Gureff, Esq.*
femida.us

901 N. Pitt Street. Suite 325
Alexandria. VA 22314

phone: 202.835.0966
703.739.9111

fax; 202.318.0723

lq@leaai-counsels.com

www.leqal-counsels.com

www.femida.us

*Admitted in DC and NY only

The information contained in this e-maii message is intended only for the personal and confidential use of the recipient(s) named
above. This message may be an attomey-dient communication and/or worif product andas such is privileged and confidential. If
the reader of this message is not the intended recipient oran agent responsible for delivering it to the intended recipient, you are
hereby notified that you have received this document in error and that any review, dissemination, distribution, orcopying of this
message is strictly prohibited. Ifyou have received this communication in error, please notify us immediately byennaii, and delete
the originalmessage. Unintended transmission shall not constitute waiver of the attorney-client orany otherprivilege.

From: Mitch Sheiowitz <mitch@shelgroup-com>

Date: September 14, 2015 at 4:17 PM
To: "adm@oxvgensoftware.com" <adm@oxvgensoftware.com>> "Lee.Reiber@oxvgen-forensic.com"

<Lee.Reiber@oxvgen-forensic.com>. "davvdov@oxvgensoftware.com" <davvdov@oxvgensoftware.com>

CC: "info@legal-counsels.com" <info@legal-counse{s.com>

Subject: CEASE AND DESIST AND LITIGATION HOLD NOTICE

Gentlemen:

We represent Cellebrite Mobile Synchronization and Cellebrite USA, Inc. Please see the attached
Cease and Desist Letter and Litigation Hold Notice.

Sincerely,

Mitchell C. Sheiowitz

S.HELOWiTZ
EAW GROUP

Mitchell C. Shelowitz

Managing Partner

NY Tel: 212-655-9384

ILTel: 054-661-1684

Fax: 212-537-0249

Email: mshelowitz@shelgroup.com
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Web: www.shelgroup.com

Twitter: (SMitchShelowitz

New York Office Tel Aviv Office

275 Seventh Avenue 22 Rothschild Blvd
Seventh Floor Eleventh Floor

New York, New York 10001 TelAviv, Israel6688218

The information contained in this transmission may contain privileged and confidential information. It Is intended only for
the use ofthe person(s) named above. If you are not the intended recipient, you arehereby notified that any review,
dissemination, distribution ordupHcation ofthiscommunication isstrictly prohibited. Ifyou are notthe intended recipient,
pleasecontact the sender byreplyemailand destroy ail copiesof the original message.
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901 North Pitt Street • Suite 325 • Alexandria, Virginia 22314

phone: 1.703.739.9111 • fax: 1.202.318.0723 • www.femida.us
e-mail: info@femida.us

Leo V.Goldstein-Gureff

lg@legal-counsels.com

September 22, 2015

(transmitted via FedEx and e-mail in pdf to: mitcli@shelgroup.com)

Mitchell C. Shelowitz

Shelowitz Law Group PLLC
275 Seventh Avenue, 7^ Floor
New York, New York 10001

RE: Cellebrite allegations and demand

Dear Mr. Shelowitz:

This firm represents Oxygen Forensics, Inc. ( '̂Oxygen"). We write in response to the

letter sent by you on behalf of Cellebrite Mobile Synchronization Ltd. and Cellebrite USA, Inc.

(collectively "Cellebrite**), dated September 14, 2015. In that letter, Cellebrite alleges that

Oxygen misappropriated and infringed Cellebrite's intellectual property rights, violated

provisions of the Computer Fraud and Abuse Act ("CFM.<4") and breached its end user license

agreement (^"EUIA"') by developing and distributing Oxygen's proprietary software titled

"Screen Lock Disabler" ( '̂Oxygen Product). While your letter is excruciatingly detailed with

regards to legal actions and lawsuits that Cellebrite has been involved in to date against its

numerous competitors, it fails to provide reasonable basis, evidence and substantiation of

Cellebrite's claims against Oxygen. For example, your letter fails to identify any evidence that

Cellebrite's source code was in fact copied by Oxygen or, in alternative, substantially similar to

Oxygen Product's source code, 17 U.S.C. § 501(a) (2003). Your letter similarly, among other

things, fails to identify with any particularity the nature of Cellebrite's trade secrets

misappropriation claim and whether Cellebrite's "methodology" indeed qualifies as a trade

secret under the Virginia Uniform Trade Secret Act or indeed constitutesprotectable intellectual

property under any legal theory.

Alexandria, VA• affiliated offices: Washington • Paris • Moscow
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jeinicfa.us
September 22, 2015
Page 2 of 9

As you certainly understand, sucii ambiguity and lack of pertinent information makes it

inherently difficult to investigate this matter and to fully address Cellebrite's concerns. Oxygen,

however, takes any claims andaccusation relating to intellectual property very seriously andhas

always shown its utmost respect to the rights of others. We, therefore, despite the lack of

information, diligently investigated and reviewed your claims and provide Oxygen's response

below.

Copyright Infringement

Oxygen is a well-known and highly regarded developer of proprietary data examination

tools for mobile devices. Oxygen delivers forensic solutions for mobile devices operating

Android, iOS, Blackberry, Windows Phone, Symbian and other operating systems. As you are

well aware. Oxygen product's users include law enforcement and government agencies,

institutions, corporations and private investigators, help deskpersonnel, andthousands of private

consumers. Oxygen is an exclusive owner of all intellectual property related to OxygenProduct,

including, without limitation, related source code.

You allege, in your letter, that Oxygen infringed copyrights in the "software codecomprising

SPR Lock Disabler." While you fail to disclose the U.S. Copyright Office's registration number or

otherwise identify Cellebrite's copyrighted materials, we assume for the purposes of this letteronly

that Cellebrite holds a valid copyright in such code.

To claim copyright infringement, a plaintiffmust show: (1) ownership of a valid copyright

by the plaintiff and (2) violation bythe defendant of plaintiffs exclusive rights under the Copyright

Act. 17 U.S.C. § 501(a) (2003); Ellison v. Robertson, 357 F.3d 1072, 1076 (9th Cir. 2004); Ets-

Hokin V. Skyy Spirits, Inc., 225 F.3d 1068, 1073 (9th Cir. 2000). Because you failed to provide any

evidence of "copying" by our client or the specific legal analysis you undertook to reach your

conclusion, we can only assume that you relied on "substantial similarity" test to support your

contentions. In order to claim copyright infringement under the "substantial similarity" theory "a

plaintiffmay establish copying by showing that the infringer hadaccess to the workand that the two

works are substantially similar." Shaw v. Lindheim, 919 F.2d 1353, 1356 (9th Cir. 1990) {citing

Narell v. Freeman, 872 F.2d 907, 910 (9th Cir. 1989)). "[TJhere must be substantial similarity

Alexandria, VA • affiliated offices: Washington • Paris • Moscow
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j-emidaxis
September 22, 2015
Page 3 of 9

between infringing work and the work copyrighted; and that similarity must have been caused by the
defendant's having copied the copyright holder's creation." Mclntosh v. M California Universal
Enterprises Co., 670 F. Supp. 2d 1069, 1087 (E.D. Cal. 2009) (quoting Roth Greeting Cards v.
United Card Co., 429 F.2d 1106, 1110 (9th Cir.1970)).

Here, Oxygen Product is an original work ofauthorship ofOxygen and does not contain any

Cellebrite code. In other words, we are absolutely sure thata side-by-side analysis of the respective

software codes would not reveal any similarities. Indeed, it is telling that your communications

provide no evidence, comparison or other analysis ofany similarities whatsoever between the code
comprising Oxygen Product and the code comprising Cellebrite' SPR Lock Disabler.

The fact that both computer products are used for disabling the user locks for the same third

party devices, namely, Samsung Android devices, by employing the same or similar commonly

known command and/or similar functionality under no legal theory can be viewed as a proper

substantiation for Cellebrite's copyright infringement claim. See Ets-Hokin v. Skyy Spirits, Inc., 225

F.3d 1068, 1082 (9th Cir. 2000); CDN Inc. v. Kapes, 197 F.3d 1256, 1261 (9th Cir.1999) (Copyright

law protects only the "original expression" of the subject matter (in this instance - online poker

game), and not the subject matter itself.)

Hence, in light of the above and contrary to your unsupported and ill-advised allegations.

Oxygen Product has not infringed anycopyrights Cellebrite may have.

Trade Secrets

Your allegations that Oxygen misappropriated Cellebrite's trade secrets are similarly baseless

and unsubstantiated. Under the Virginia Uniform Trade Secrets Act ('' VUTSA"), trade secretmeans

information, including but not limited to, a formula, pattern, compilation, program, device, method,

technique, or process, that:

1. Derives independent economic value, actual or potential, from notbeing generally

known to, and notbeing readily ascertainable byproper means by, other persons who

can obtain economic value from its disclosure or use, and

2. Is the subject of efforts that arereasonable under the circumstances to maintain its

secrecy. Va. Code § 59.1-336.

Alexandria, VA • affiliated offices: Washington • Paris • Moscow
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Your letter is silent as to whether the "methodology" underlying SPR Lock Disabler is

not "generally know" or "not [...]readily ascertainable by proper means." Indeed, upon
information and belief, the "methodology" of SPR Lock Disabler (as well as Oxygen Product) is

known by at least Samsung itself and various other market participants. These facts refute the
existence of any trade secret.

Moreover, Oxygen did not acquire SPR Lock Disabler "methodology" by improper

means, but instead developed a method ofdisabling the screen lock onSamsung Android devices

independently by using commonly used Device Monitoring Studio by HHD Software to leam

how software programs communicate with certain Samsung Android devices. See Bartnicki v.

Vopper, 532 U.S. 514 (2001) (misappropriation of a trade secret means acquisition of a trade

secret of another bya person who knows or has reason to know that the trade secret was acquired

by improper means; or disclosure or use ofa trade secret of another without express or implied

consent by a person who used improper means to acquire knowledge of the trade secret). Hence,

based on information that is available to us, your trade secret misappropriation claim lacks any

legal or factual foundation. If you wish to provide us with evidence and information as to why

you believe Oxygen violated VUTSA, we will review and analyze your claim further.

Lanham Act

Cellebrite's allegations that Oxygen violated the Lanham Actwhen it stated that "we've

invented a software-based method to disable [the] screen lock on modem Samsung Android OS

devices regardless of the lock type . . . ." is unsupported by law or facts. To prevail on its false

advertising claim, Cellebrite will have to demonstrate that Oxygen: (1) made a false or

misleading statement of fact; (2) that is used in a commercial advertisement or promotion; (3)

that is material, in that it deceivesor is likely to deceive; (4) that is used in interstate commerce;

and (5) that causes, or is likely to cause, the claimant competitive or commercial injury. See 15

U.S.C. § 1125(a); see also Clorox Co. Puerto Rico v. Procter & Gamble Commercial Co., 228

F.3d 24, 33 n.6 (1 St Cir. 2000); Pizza Hut, Inc. v. Papa John's Int7, Inc., Ill F.3d 489, 495 (5th

Cir. 2000).

To establish the first element, the claimant must demonstrate either: (1) that the statement

is literally false, or (2) thatalthough literally true, the statement is likely to mislead, confuse, or

Alexandria, VA • affiliated offices: Washington • Paris • Moscow
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deceive consumers. See S.C. Johnson & Son, Inc. v. Clorox Co., 241 F.3d 232, 238 (2d Cir.

2001); United Indus. Corp. v. Clorox Co., 140 F.3d 1175, 1179 (8th Cir. 1998). Whether a

statement is literally false is an issue of fact. See Clorox Co. Puerto Rico, 228 F.3d at 34,

Clearly, Oxygen indeed "invented [its] software-based method to...". The fact that Cellebrite

invented its method does not make Oxygen's statement any less true. Moreover, to satisfy the

first prong of the false advertising claim test, the statement must also convey a false impression,

be misleading in context, or be deceptive when viewed by customers. See United Indus. Corp. v.

Clorox Co., 140 F.3d 1175, 1182 (8th Cir. 1998). Courts have held that a claimant has an

additional burden to show that deception by extrinsic evidence such as a consumer survey

showing how consumers react to the advertising. See Gordon & Breach Science PublishersS.A.

V. Am. Inst. OfPhysics, 859 F. Supp. 1521, 1532(S.D.N.Y. 1994). In this case, Oxygen's generic

statement to its ownaccomplishments does not mislead customers nor convey a false impression.

Indeed, Oxygen's statement simply speaks for itself that Oxygen invented its "software-based

method to disable [the] screen lock on modem Samsung Android OS devices." Furthermore,

such statement supports Oxygen's position outlined in this letter, namely that Oxygen did not

steal, infi-inged or otherwise misappropriated its methods underlining the Oxygen Product but

rather invented them.

In addition, statements that are opinion (which is exactly what Oxygen's statement is - an

opinion) and puffery are not actionable under the false advertising provisionof the LanhamAct.

An actionable statement must be based on fact, not opinion or assertions ofsuperiority. See Pizza

Hut, Inc. V. Papa John's Int'l, Inc., 227 F.3d 489, 496 (5th Cir. 2000); see also Groden v.

Random House, 61 F.3d 1045, 1051 (2d Cir. 1995) (holding that when a statement is "obviously

a statement of opinion," it cannot "reasonably be seen as stating or implying provable facts").

Thus, Oxygen did not violate the false advertising provisions of the Lanham Act because

Oxygenmade no misleadingstatements, and opinion is not actionable under the Lanham Act.

Irrespective of obvious legal analysis set forth above that undisputedly proves that

Oxygendid not violate Lanham Act when it issued the statement with regard to OxygenProduct

in its newsletter, Oxygen is concerned with the means by which Cellebrite obtained Oxygen's

newsletter. The newsletter was distributed by Oxygen exclusively to its customers. Accordingly,

Alexandria, VA• affiliated offices: Washington • Pans ♦ Moscow
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Cellebrite could only obtain the newsletter (and the statement contained in the newsletter) if it

purchased or otherwise acquired one of Oxygen's products. Because Oxygen has no record of

Cellebrite obtaining any of itsproducts for their respective intended use, please provide to us all

information in connection with such purchase, including, without limitation, executed Oxygen's

End User License Agreement by Cellebrite, date of purchase, proof of payment of applicable

license fee and all other information relating to Cellebrite's use of the Oxygen's products by

Cellebrite and its compliance with terms and conditions of Oxygen's End User License

Agreement.

Computer Fraud andAbuse Act

You further allege that Oxygen improperly acquired "Cellebrite equipment and

access[ed] Cellebrite's software and trade secrets from such equipment and Cellebrite's

computer networks to obtain Cellebrite proprietary and confidential information" in violation of

the Computer Fraud and Abuse Act, 18 U.S.C. §1030, et al (the "CFAA*^. Yet again you

provide not a shred of evidence or information as a basis for these contrived assertions. For

example, it is unclear and unknown to which Cellebrite software or equipment you arereferring.

Accordingly, if you wish for us to investigate your CFAA-related claim, please provide us with

pertinent information, and we would be happy to provide Cellebrite with the results of our

investigation. Notwithstanding the lackof any factual basis for yourallegations, we didnot find

any violations by Oxygen of CFAA that would satisfy applicable legal test. Id (The CFAA

currently prohibits any person from, among other acts: (a) "access[ing] a protected computer

without authorization" so as to perpetuate a fraud and "obtainanything of value"; (b) knowingly

"caus[ing] the transmission of a program, information, code or command" so as to intentionally

cause damage to a protected computer; (c) accessing a protected computer without authorization,

in a manner that causes "damage" to the computer; or (d) causing damage to a protected

computerthroughthe unauthorized transmission of computerpasswords.)

EULA

As set forth in this letter. Oxygen is not engaging in any of the activities you allege in

your ill-conceived and unsubstantiated letter. Hence, your claim that Oxygen violates the EULA

is similarly moot.
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In sum, we strongly disagree with the conclusion made in your letter and believe that

your allegations are frivolous due to the lackof any apparent factual or legal grounds to support

the demands stated therein. In fact, the litigious nature of Ceilebrite (so elaborately described in

your letter), coupled with the unfounded nature of your allegations against Oxygen, may likely

expose Ceilebrite and its legal counsel to sanctions and potential liability for abuse of process

and/or malicious prosecution in the event Ceilebrite moves forward with its illicit slew of

allegations.

As you know, federal courts have inherent power to impose sanctions. See Sanford v.

Commonwealth ofVa., 689 F. Supp. 2d 802, 813 (E.D. Va. 2010). This power allows a court to

sanction an attorney's actions taken in bad faith, wantonly, oppressively, or vexatiously. See

Royal Ins. v. Lynnhaven Marine Boatel, Inc., 216 F. Supp. 2d 562, 567 (E.D. Va. 2002). A court

may find litigation misconduct where a plaintiff filed a frivolous lawsuit. See General

Components, Inc. v. Micron Tech., Inc., 2012 U.S. Dist. LEXIS 76584 (E.D. Va. May 31, 2012).

Stephens v. Tech Int% Inc., 393 F.3d 1269 (Fed. Cir. 2004) (holding that "a frivolous

infringement suit is one which the patentee knew or, on reasonable investigation, should have

known was baseless."). Sanctions may also be imposed against a plaintiff in an infringement

action if (1) the litigation is brought in subjective bad faith, and (2) the litigation is objectively

baseless. See Brooks FurnitureMfg., Inc. v. Dutailier Int'l, Inc., 393 F.3d 1378, 1381 (Fed. Cir.

2005); see Matrix PT, LLC v. Evergreen Enters., Inc., 2006 U.S. Dist. LEXIS 75708 (E.D. Va.

Oct. 12, 2006). Hence, if indeed Ceilebrite pursues legal action against Oxygen, we will

recommend that our client seeks sanctions against Ceilebrite for bringing the baseless legal

action in bad faith solely to gain anticompetitive advantage over its competitor. The U.S.

District Court for the Eastern District of Virginia in Alexandria is particularly quick to sanction

such conduct. To that end, we agree with your proposition and welcome your recommendation

to litigate in the nearby U.S. District Court for the Eastern District of Virginia, where our firm

had great success prosecuting and defending our clients, including obtaining monetary sanctions

against the opposingside for attempts to abuse legal process.

Moreover, to underscore our point made in this letter, we are sure that you know that

yourclaims regarding copyright infringement andprotecting a utility feature, in the absence of a
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patent, are unfounded. Therefore, your only hopeful claim in this instance is the alleged copying

of the source code comprising your SPR Lock Disabler. We sincerely hope that this claim is not

a fishing expedition or an attempt to stifle an honest competition, but instead the result ofyour

internal miscommunications or earnest misunderstanding. To resolve that discrepancy, however,

we propose the following. Each party would place $60,000 in escrow. The parties will jointly

agree upon and hire an independent expert who will evaluate each party's source code. The

parties will split the cost of the expert to be paid from the funds deposited in escrow (not to

exceed $20,000 in total, leaving at least $100,000 in the escrow fund). If the expert concludes

that Oxygen copied and/or misappropriated Cellebrite's code {i.e. there is no reasonable chance

that such code could have been written independently and must have been

stolen/copied/misappropriated), then Cellebrite will keep the balance of the escrow funds {i.e.,

$100,000) and Oxygen would take down the feature. If the expert makes a determination in

Oxygen's favor, however. Oxygen will keep the balance in the escrow account and Cellebrite's

apology for making baseless accusations would be optional.

Finally, your letter indicates a threat of making your unfounded allegation a part of

another litigation-based advertising campaign by Cellebrite. Be advised that if any of the

disparaging, untrue, slanderous and/or libelous statements suggested in your letter are made to

any third party, including, without limitation, any ofOxygen's customers, concerning the alleged
liability of Oxygen to Cellebrite, we will be vigorously prosecute those illegal actions. As you

are aware, it is illegal to make a misrepresentation ordisparaging or false accusation concerning

Oxygen to its business partners and distributors, public or any other third parties, and such

actions will likely violate laws prohibiting tortious interference with contractual relationship

and/or tortious intentional interference with prospective economic advantage as well as

constitute fraud and/or libel and defamation. Therefore, if you and/or your client do not cease

and desist from any such illicit strategy, you are hereby placed on notice that any such actions

will be prosecuted to the fullestextent of the law.

Our client reserves all rights granted to it by law and specifically reserves the right to

withdraw any offers before they are accepted and to avail itself of any enforcement, legal action or
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relief available to it in law or equity. Should you have any questions, please address any

communications regarding this matter to us as follows:

Dmitri /. DubograeVy Esq.
Kevin Gardetiy Esq.
Leo Goldstein-Gureffy Esq.
Infl Legal Counsels PC
901N. Pitt Street, Suite 325
Alexandria, VA 22314
e-mail: info(a)le2al-counsels.com

facsimile: 202.318.0723

Thank you for your time and prompt attention to this matter.

Very truly yours,

Leo V. Goldstein-Gureff

cc: Oxygen
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Mitchell C Shelowitz

Managing Partner

October 20, 2015 mshelowitz@shelgroup.com
(212) 655-9384

Via Electronic Mail

Leo V. Goldstein-Gureff, Esq.
Int'l Legal Counsels PC
901 Pitt Street, Suite 325
Alexandria, Virginia 22314

Re: IMMEDIATE CEASE AND DESIST AND LITIGATION HOLD DEMAND

Dear Mr. Goldstein-Gureff:

We are inreceipt ofyour email (the "CoverEmail'') and letter dated asof September 22, 2015
(the "Response") responding toourCease and Desist Letter dated asof September 14, 2015
(the "Cease and Desist Letter") onbehalfofCellebrite Mobile Synchronization Ltd. and
Cellebrite USA, Inc. (collectively, "Cellebrite"). All capitalized terms nototherwise defined
herein shall have the meanings ascribedthereto in the Ceaseand DesistLetter.

Significantly, the Response did not satisfy the demands in theCease and Desist Letter.
Moreover, insofar as you have advised thatyour firm does notrepresent Oxygen Software
("Oxygen Russia"), the Russian parent company of Oxygen Forensics, Inc. ("Oxygen, Inc."),
Oxygen Russia has failed to respond to the Cease and Desist Letter, which we deem asan
admission byOxygen Russia ofall of the allegations contained therein. In any event. Oxygen
Russia knows exactly how they copied Cellebrite's intellectual property inorder todevelop the
Infringing Feature, and Oxygen, Inc. - although it ismerely the U.S. sales and marketing arm of
Oxygen Russia - likely possesses this same information, either directly oras imputed by the
existence of the identical CEO and CTO.

While it is notourintention to litigate by letter, since weareconfident inourclaims, based upon
a thorough due diligence investigation, we feel compelled to address certain ofthe assertions in
your Response. Initially, the software code comprising Cellebrite's SPR Lock Disabler is
protected under the U.S. Copyright Act under registered U.S. Copyright No. TX-000-807-5119.

Onyour alleged defense toourallegations ofcopyright infringement ofCellebrite's software,
your reliance onincorrect interpretations of dated California case law are unconvincing. We are
extremely familiar with the standards ofthe U.S. Copyright Act. Even assuming the truth of
your dubious assertion that the Oxygen Product "does not contain any Cellebrite code," it is
well settled that literal copying is nottheonly manner to infringe a software copyright. As the
Federal Circuit Courtrecently made clear in the Oracle v. Google case, copying of non-literal
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elements, as well as copying ofthe sequence, structure, and organization ofsoftware is
copyright infringement. See Oracle Am., Inc. v. Google Inc., 750 F.3d 1339 (Fed. Cir. 2014),
cert, denied,, 135 S. Ct. 2887 (2015). Thus, your protestations fall flat.

On our allegations oftrade secret misappropriation, your Response reflects a fundamental
misunderstanding ~ orwilful ignorance ~ ofthe method and manner with which the SPR Lock
Disabler and the Infringing Feature work. The unique approach that Cellebrite developed to
disable the Samsung Android devices isnot "commonly known." Similarly, neither Samsung,
nor any other market participant that has not copied Cellebrite's software and trade secrets are
aware of Cellebrite's proprietary methodology for the SPRLock Disabler.

Indeed, you admitted toyour client's unlawful activity in your explanation that Oxygen
Forensics "developed a method ofdisabling the screen lock on Samsung Android devices
independently by using commonly used Device Monitoring Studio by HHD Software to leam
how software programs communicate with certain Samsung Android devices." The software
programs that you are referring to are Cellebrite's and those methods are Cellebrite's trade
secrets.

We reject the remaining assertions in your Response. We similarly reject your unworkable
proposal to jointly appoint an expert to analyze Oxygen Forensics' and Cellebrite's source code.
First, our experts have already analyzed and concluded that the Infringing Feature infringes
Cellebrite's intellectual property. Furthermore, Cellebrite isentitled tosignificantly greater
remedies pursuant to the Copyright Act and VUTSA for your client's infringing conduct than
the amounts reflected in your proposal. Asa further aside, since the Oxygen Forensics' source
code is owned by Oxygen Russia, a company that you say you do not represent, we are doubtftal
that you could deliver on your proposal.

Finally, we are well aware ofour obligations pursuant to Federal Rule ofCivil Procedure and
have conducted a very thorough pre-filing investigation ofourallegations. Any frivolous
motion for sanctions will be met with a cross-motion for sanctions against your firm and your
client.

We are alsoaware thatoncewe commence legal action in the Rocket Docket, the Judge and
Magistrate Judge will seek topress the parties to settle the case. Inorder to demonstrate our
good faith intention to commence legal action as a last resort, we hereby reiterate our demands
in theCease and Desist Letter. If your client and Oxygen Russia comply with thedemands
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from theCease and Desist Letter byOctober 26,2015 at5:00 pm, then wewill reconsider the
commencement of legal action against your client and Oxygen Russia.

This letter is written without prejudice and with a full reservation ofrights hereunder, none of
which have been waived hereby.

Very truly yours.

Mitchell C. Shelowitz

cc: Mr. OlegFedorov, CEO (adm@oxygensoftware.com)
Mr.Oleg Davydov, CTO (davydov@oxygensoftware.com)
Oxygen Software
Nizhegorodskaya St. 32 Building 5
Moscow 109029

RUSSIAN FEDERATION
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901 North Pitt Street ♦ Suite 325 • Alexandria, Virginia 22314

phone: 1.703.739.9111 • fax: 1.202.318.0723 • www.femida.us
e-mail: info@femida.us

Kevin R. Garden

KG@legal-counseus.com

October 30, 20 I 5

(transmitted via FedEx and e-mail in pdf to: mitch@shelgroup.com)

Mitchell C. Shelowitz

Shelowitz Law Group PLLC
275 Seventh Avenue, 7^ Floor
New York, New York 10001

RE: Cellebrite allegations and demand

Dear Mr. Shelowitz:

We are writing in response to your letter to Leo Goldstein-Gureff andour client Oxygen

Forensics, Inc. {''OxygerC") dated October 20,2015 regarding the above-referenced matter. Your

letter was in response to a letter from Mr. Goldstein-Gureff dated September 22, 2015

responding to your client Cellebrite Mobile Synchronization Ltd. and Cellebrite USA, Inc.'s

(collectively "Cellebrite") Cease andDesist Letter dated as of September 14, 2015. Your newest

letter fails to address your previous unsubstantiated claims regarding violations of the Lanham

Act, Computer Fraud and Abuse Act (the "CFAA'*) and EULA, and as such we see no need to

rehash our earlier response as to the misguided nature of yourclaims. While we appreciate you

providing us with the registration number for Cellebrite's copyright, your single citation to the

Oracle v. Google case fails to provide a single shred of evidence to your unfounded copyright

infringement claim. Similarly, your letter continues to reference some '"unique approach" and

"proprietary methodology", but fails to identify anything that may qualify as a trade secret under

the Virginia Uniform Trade Secret Act {"VUTSA").

The continued ambiguity of your allegations and lack of anyadditional information gives

Oxygen a very limited opportunity to adequately address Cellebrite's concerns. Yet in the

interest of finding an amicable resolution to this matter and avoiding another fruitless and costly
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litigation for yourclient. Oxygen provides the following response to yourcopyright infringement

and misappropriation of trade secret claims.

Copyright Infringement

Just like you, we are extremely familiar with the standards of the U.S. Copyright Act and

as attorneys located in Virginia and practicing Virginia law, are happy to provide you with 4'**
Circuit and Supreme Court case law to illustrate the lack of foundation for your claim of

copyright infringement.

As you are aware, to succeed on a copyright infringement claim, a plaintiffmust show: 1)

ownership of a valid copyright in the product at issue, and 2) that defendant copied constituent

parts of the product that are copyrightable. See Darden v. Peters, 488 F.3d 277, 285 (4th Cir.

2007); see also 17 U.S.C. § 501(a) (2003). While you have provided us with a copyright

registration number, as before, you have failed to provide any evidence of "copying' by our

client. The support for your assertion consists of your wholly conclusory statement that your

experts have analyzed and concluded that our client's product infringes Cellebrite's copyright.

Yet you have failed to provide any facts much less the legal analysis that you used to come to

such a conclusion and, more interestingly, how you obtained Oxygen's product for your

comparison. Therefore, as you must recognize, we have absolutely no wayto assess the validity

of your conclusions. Because you would obviously have to present such information to the

Court, we are at a loss to understand why you do not appear willing to provide it to us at this

time.

Moreover, your reliance on the Oracle v. Google case is unwarranted as that case is

readilydistinguishable from the situationat hand. In Oracle v. Google, Googleconceded the fact

that it copied the Oracle code verbatim, so the question was not one of infringement. Rather the

central question was whether the elements of the Java platform in question were entitled to

copyright protection to begin with. Oracle Am., Inc. v. Google Inc. 750 F.3d 1339, 1353 (Fed.

Cir. 2014). Unlike the facts in Oracle v. Google, Oxygen did not copy (literally or non-literally)

any of Cellebrite's code and a real analysis by an independent expert, as we had previously

proposed, would confirm that fact.
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In addition, the Oracle v. Google test reveals that the primary functionality of the

Cellebrite copyright is not entitled to copyright protection. As the Supreme Court stated in Feist

Publications, "[n]o one may claim originality as to facts...The first person to find and report a

particular fact has not created the fact; he or she has merely discovered its existence." Feist

Publ'ns, Inc. v. Rural Tel. Serv. Co., 499 U.S. 340, 347 (U.S. 1991). The existence of

vulnerability (i.e., the security exception) in Samsung Android's lock screen protection, which

was written into Samsung Android's firmware, is a fact. Just because Cellebrite was the first to

find it, does not mean that Cellebrite created the security exception. Furthermore, the code used

to raise the security exception are well known communication protocol language (i.e.. Media

Transfer Protocol (MTP)) andAndroid commands, both of which are open and free for anyone

to use, thus Oxygen's use thereof does not constitute infringement. See SAS Inst. Inc. v. World

Programming Ltd., 64 F. Supp. 3d 755, 776 (E.D.N.C. 2014) (citing Oracle Am., Inc. v. Google

Inc., 750 F.3d 1339, 1353, 1368 (Fed. Cir. 2014) ("It is undisputed that the Java programming

language is open and free for anyone to use.... Thus, Oracle concedes that Google and others

could employ the Java language-much like anyone could employ the English language to write a

paragraph without violating thecopyrights of other English language writers.").

Based on the aforementioned, your own case law refutes the allegation of copyright

infringement on the partof Oxygen Forensics and brings into question the copyright protection

afforded to Cellebrite by the U.S. Copyright Office.

Trademark Secret

As withthe issues related to yourcopyright allegations, yousimilarly offerno support for

your allegations that Oxygen misappropriated Cellebrite's trade secret. Instead, you merely rely

on your unwarranted but unsupported conclusion that Cellebrite developed a "unique approach"

to disable the Samsung Android screen lock.

A claim of trade secret misappropriation requires (1) the existence of a trade secret and

(2) its misappropriation bydefendant. Preferred Systems Solutions, Inc. v. GP Consulting, LLC,

732 S.E.2d 676 (Va. 2012). Trade secret protection requires "independenteconomic value as a

result of not being generally known and not being readily ascertainable by proper means; and
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reasonable efforts must [be] taken to maintain its secrecy." MicroStrategy, Inc. v. Business

Objects, S.A., 331 F. Supp. 2d 396, 416 (E.D. Va. 2004). To begin with, there is nothing
"unique" about Cellebrite's approach. Cellebrite located a built-in vulnerability (security
exception) in Samsung's firmware. Cellebrite then used well known communication protocol

language and Android commands to take advantage ofthe security exception. However, locating
an existing vulnerability does not rise to the level of a "formula, pattern, compilation, program,

device, method, technique or process. Va. Code §59.1-336. "If a competitor could easily

discover the information legitimately, the inference is that the information was either essentially

'public' or is of de minimus economic value." MicroStrategy, Inc. at 417. The vulnerability of

the Samsung Android lock screens was created by Samsung, not by Cellebrite, and as such it

could be legitimately discovered by the public at large. Moreover, the communication protocol

language and Android commands required to access such vulnerabilities are well known and are

not a "unique approach" or "method" created by Cellebrite. See, e.g.,
https://www.pentestpartners.com/blog/keep-your-android-versions-updated-why-if-you-have-to-

ask/. Thus, Cellebrite's claim of an existence of a trade secret under the Virginia Uniform Trade

Secrets Act {"VUTSA*^ is unsubstantiated.

Moreover, assuming arguendo that Cellebrite's SPR Lock Disabler is entitled to trade

secret protection, "[t]he public at large remain[s] free to discover and exploit the trade secret

through reverse engineering of products in the public domain or by independent creation."

Bonito Boats v. Thunder Craft Boats, 489 U.S. 141, 155 (U.S. 1989). Misappropriation of a trade

secret requires that the trade secret be acquired by "improper means," such as "theft, bribery,

misrepresentation, use of a computer orcomputer network without authority, breach ofa duty or

inducement of a breach of a duty to maintain secrecy, or espionage through electronic or other

means." Va. Code §59.1-336. Cellebrite's SPR Lock Disabler is a publicly sold product, thus

discovery of the publicly available Cellebrite product and independent creation of the Oxygen

"Screen Lock Disabler" does not constitute "improper means" and fails to satisfy the test of

misappropriation of trade secret. See Bonito Boats at 155. This is not a case of an employee of

Cellebrite attempting to claim something developed within the scope of his employment as his

own creation. SeeInft)rmatics Applications Group, Inc. v. Shkolnikov, 836 F. Supp. 2d 400, 423

Alexandria, VA ♦ a/7i7/ated o//fces; Washington • Paris • Moscow

Case 1:15-cv-01699-LO-MSN   Document 1-9   Filed 12/28/15   Page 5 of 7 PageID# 109



j i <,y VJ -tv.)
October 3D, 20 1 5

Page S of 6

(E.D. Va. 2011); see also Raybestos-Manhattan, Inc. v. Rowland, 460 F.2d 697 (4th Cir. S.C.

1972). Here, Oxygen merely reviewed products available to the public and independently created

its own product without misappropriating anyone's trade secret. Both of your letters have failed

to showanyproofof an existing tradesecret, let alone misappropriation of saidtradesecret.

In light of the above, we would encourage your client to reconsider our prior proposal to

hirean independent expert to resolve this dispute in an efficient manner. To address the concerns

you raised, we also would bewilling to engage an independent expert who was qualified in both

the substantive issues as well as applicable law. You have claimed that yourexperts have already

analyzed Oxygen's product and reached the conclusion that Oxygen engaged in illegal conduct.

However, we are not clear as to how your experts were able to legally undertake such an

endeavor. Nevertheless, our client is confident that there is no evidence to support your expert's

finding of copyright infringement, let alone trade secret misappropriation. Similarly, we reiterate

our position from our first letter as to your unsubstantiated claims regarding violations of the

Lanham Act, CFAA and EULA. Furthermore, although you claim that Cellebrite is entitled to

"significantly greater remedies" than ourproposal, we would like to point outthatOxygen offers

its "Screen Lock Disabler" at absolutely no cost and exclusively to its subscribers, thus creating

no competition, let alone financial harm to Cellebrite. Thus, proceeding with a court action does

not increase your ability to recover additional damages, but simply increases the legal costs of

resolving this matter. Because of this fact, it is our conclusion that your insistence on a formal

court proceeding is merely an intimidation tactic when a far more efficient method is readily

available.

We arehopeful that we can resolve this matter amicably and that youwillnot again waste

your client's time and money by bringing these baseless allegations in a courtaction. If so, we

very much anticipate recovering our client's attorneys' fees given the lack of support for your

legal assertions.

Our client reserves all rights granted to it by law and specifically reserves the right to

withdraw any offers before they are accepted and to avail itselfof any enforcement, legal action
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or relief available to it in law or equity. Should you have any questions, please address any

communications regarding this matter to us as follows:

Dmitri I. Dubograev, Esq.
Kevin Garden, Esq.
Alexander Y. Gluhovsky, Esq.
InVl Legal Counsels PC
901N. Pitt Street, Suite 325
Alexandria, VA 22314
e-mail: info(a)leeal-counsels.com

facsimile: 202.318.0723

Thank you for your time and prompt attention to this matter.

Very truly yours,

Kevin R. Garden

cc: Oxygen
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O 195 Contract Product Liability
• 196 Franchise

l:)r^v i^REAI^PROPERT^
• 210 Land Condemnation

• 220 Foreclosure

• 230 Rent Lease & Ejectment
O 240 Torts to Land

O 245 Tort Product Liability
O 290 AH Other Real Property

torts

PERSONAL INJURY

O 310 Aiiplane
• 315 Airplane Product

Liability
• 320 Assault, Libel &

Slander

• 330 Federal Employers'
Liability

• 340 Marine

• 34S Marine Product

Liability
• 350 Motor Vehicle

• 355 Motor Vehicle

Product Liability
• 360 Other Personal

Injury
O 362 Personal Injury -

Medical Malpractice
CIVIL RIGHTS

• 440 Other Civil Rights
• 441 Voting
D 442 Employment
• 443 Housing/

Accommodations

O 445 Amer. w/Disabilities •

Employment
O 446 Amer. w/Disabilities

Other

• 448 Education

PERSONAL INJURY

• 365 Personal Injury -
Product Liability

• 367 Health Care/
Pharmaceutical

Personal Injury
Product Liability

• 368 Asbestos Personal

Injury Product
Liability

PERSONAL PROPERTY

O 370 Other Fraud

• 371 Truth in Lending
• 380 Other Personal

Property Damage
• 385 Propertj' Damage

Product LiabiUty

PRISONER PETITIONS

Habeas Corpus:
• 463 Alien Detainee

• 510 Motions to Vacate

Sentence

• 530 General

• 535 Death Penalty

Other:
• S40 Mandamus & Other

O 550 Civil Rights
• 555 Prison Condition

O 560 Civil Detainee -

Conditions of

Confinement

Citizen ofAnother State • 2 D 2 Incorporated a/K/Principal Place
ofBusiness In Another State

• 5 0 5

Citizen or Subject of a
Foreign Country

• 3 0 3 Foreign Nation

FORFElTURE/PENAUry

O 625 Dnig Related Seizure
of Property 21 USC 881

• 690 Other

labor

G 710 Fair Labor Standards

Act

• 720 Labor/Management
Relations

• 740 Railway Labor Act
• 751 Family and Medical

Leave Act

• 790 Other Labor Litigation
• 791 Employee Retirement

Income Security Act

.IMMIGRATION^

• 462 Naturalization Application
• 465 Other Immigration

Actions

BANKRUPTGY

O 422 Appeal 28 USC 158
O 423 Withdrawal

28 USC 157

.PROPERtrngRIGHTS

9 820 Copyrigltts
• 830 Patent

• 840 Trademark

SOCTAI^SEGURITV

• 861 HIA(1395fif)
• 862 Black Lung (923)
• 863 DIWC/DIWW (405(g))
• 864 SSID Title XVI

• 865 RSI (405(g))

FEDERAL TAX SUITS

• 870 Taxes (U.S. Plaintiff
or Defendant)

• 871 IRS—Third Party
26 USC 7609

• 6 0 6

OTHERSTATUTES I

O 375 False Claims Act

• 400 State Reapportionment
• 410 Antitrust

• 430 Banks and Banking
• 450 Commerce

• 460 Deportation
• 470 Racketeer Influenced and

Corrupt Organizations
• 480 Consumer Credit

• 490 Cable/Sat TV

• 850 Securities/Commodities/

Exchange
O 890 Other Statutory Actions
• 891 Agricultural Acts
O 893 Environmental Matters

• 895 Freedom of Information
Act

• 896 Arbitration

• 899 Administrative Procedure

Act/Review or Appeal of
Agency Decision

• 950 Constitutionality of
State Sututes

V. ORIGIN (Place an "X"inOne Box Only)
1 Original • 2 Removed from • 3 Remanded from • 4 Reinstated or 0 5 Transferred from • 6 Multidistrict

Proceeding StateCourt AppellateCourt Reopened AnotherDistrict Litigation
(specifi>)

VI. CAUSE OF ACTION

Cite the U.S. Civil Statute under which you are filing (Donotcitejurisdictionalstatutesunlessdiversity)'.
15 U.S.C. ^1125: 17 U.S.C. § 106; 17 U.S.C. § 501: 17 U.S.C. § 504: Fed. R. Civ. P. 65
Brief description of cause;
Software Copyright Infringennent; Violation of VA. Uniform Trade Secrets Act; Injunction

VII. REQUESTED IN
COMPLAINT:

• CHECK IFTHIS ISA CLASS ACTION DEMANDS CHECK YES only ifdemanded mcomplaint:
UNDER RULE 23, F.RCv.P. JURY DEMAND: ^ Yes • No

VIII. RELATED CASE(S)
IF ANY DOCKETNUMBER

DATE

12/28/2015

SIGNATURE OF ATTORNE^F RECOEfl^Qv »A j
Bernard J.

FOR OFFICE USE ONLY
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