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coordinators for the Free Rabih Haddad Commiucc,V Mr. Hassan drafted press releases,
spoke to the media and organized public demonstrations against the detention of Mr.
Haddad. Mr. Hassan visits Rabih Haddad when he returns to Lebanon for vacations.

113.  Islam Ahnurabit, the former exceutive director of Islamic Asscmbly of
North Americh, lived in Ann Arhor for approximately 7-8 years. In 2003, after the JANA
offices were raided in Ypsilanti, Mr. Almurabit was visited by the FBI and accused of
being a supporter of extremism. Rather than face continual harassment by the FBI, Mr.
Almurabit lefl the United States in 2004 or 2005 and moved to Saudi Arabia.

114, Prior to becoming awarc of the NSA Program, Mr. Hassan would speak
with or communicate with family members about various political topics and their
opinions on current events including Tslarn and the war in Traq, Islamic fundamentalists,
terrorism, Osama bin Laden, al Qaeda, the war in Alghanistan and the riots in France and
Australia. Mr. Hassan would also participatc in online discussion groups or bulletin
boards about the war in Afghanistan on forcign websites in order to leam what peoplc’
from other countries were thinking and to voice objections Lo those who favored

extrcmism.

115.  Because of his activism in the United States, his friendship with Istam
Almurabit and Rahih Haddad, and his {requent communications with numerous people in
the Middle East and other foreign countrics about topics likely to trigger monitoring, Mr.
Hassan has a well-founded belief that his communications are cutrently being intercepted
by the NSA under the Program.

116.  The likelihood that his communications are being intereepted by the

NSA under the Program impinges on Mr. Hassan's ability to communicate frecly and
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candidly in his calls and cmails. Since learning of the NSA Program in news reports, he
h;:s refrained from talking about or emailing friends and family abroad about any topic
that might trigger monitoring. He has not called his friends Islam Al-Murabit or Rabih
Haddad or engaged in email communications with them about anything political for fear
that such communications would somchow be takcn out of context or misconstrued as
support for extremism, Finally, he no longer visits wcbsites or discussion groups where
some people advocate extrcmism, even though his purpose in participating in the
discussion groups previously had been to oppose extremism.

117.  The Program also interferes with Mr. Hassan’s cfforts to promote peace
and justice in this country. Before he became aware of the NSA Program, he felt frec to
engage in free and open communication with people in other countries about critical
1ssues of the day. He gained unique insight from these conversations into U.S, foreign
policy that he could not gain from the media in this country. Mr. Hassan used thesc
communications in his political work in the United States to educate Americans about the
consequences of U.S. policy abroad. Because of the Program, he is no longer engaging
n substantive discussions with peoplc abroad and therefore is not ablc to either gain these
unique insights or share them with others,

Greenpeace

118.  Plaintiff Greenpeace is an advocacy organization dedicated to
combating the most serious threats to the planet’s biodiversity and environment. Since
1971, Grecnpeace has been at the forefront of environmental activism through non-
violent protest, research, lobbying, and public education. Greenpcace has approximately

250,000 members and seven offices in the United States. Greenpeace is associated with
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international Greenpeace entities, which have a presence in 39 other countries and more
than 2.5 million members,

119.  As part of its international environmental advocacy, Greenpcace leaders
and staff engage in intemational communications, via telephone and email, on a daily
basis. Individuals contacted include staff members of Greenpeace offices in other
countrics, representatives of multinational organizations, governmental officials,
scientific experts, and Greenpeace members. Greenpeace communicates by telephone
and email with people in thc Netherlands, England, Germany, Canada, Mexico, Australia,
- Brazil, Tndia and Japan.

120.  Greenpeace is aware that it has been targeted for surveillance in the past
by the NSA. For example, in 1992 British intelli gence officials revealed to the London
Observer that in the 1990s thc NSA had uscd the word “Greenpeace” as a keyword to
intercept communications outside the United States. Government documents rccently
obtained under the Freedom of Information Act (FOIA) reveal that Greenpcace has béen
the subject of surveillance by the FBI and Joint Terrorism Task Forces, whosc internal
documents contend that the organization is associated with “suspicious activity with a
connection to iuternational terrorism.” Documents obtained through the FOIA also
indicate that the FBI has used confidential informants to obtain information about
Greenpceace activities.

121, Greenpeace’s recent activities also make the organization a likely target
for government surveillance. In the past several years, Greenpeace has repeatedly
engaged the Bush administration through public protest and activism. In 2001,

Greenpcace held public demonstrations outside the personal residences of President Bush
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and Vice President Cheney, attacking the administration’s environmental and energy
policies. Greenpeace has also actively publicized the Bush administration’s ties to the oil
industry, particularly to ExxonMobil. Seventeen Greenpeacc aclivists were arrested in
2001 in connection with a protest aimed at disrupting a “star wars” x.nissi}e test at
Vandenberg Air Force Base. In 2002, Greenpcace protestors chained themselves to gas
pumps at ExxonMobil stations in New York and T.0s Angeles, carrying banners that
called on the Bush administration to stop favoring the oil industry over the environment.
In 2003, there werc several European protests against the war in Traq by Greenpeace
activisis, including one at Rota Naval Air Base in Spain. More recently, a tcam of
intcrnational Greenpeace experts cxposed the United States’ military’s failurc to secure
and contaiﬁ nuclear waste facilities in Iraqg.

122.  Bccause of the nature of Greenpcace’s international communications,
Greenpeace’s rceent activities, and the U.S. government’s past surveillance of
Greenpeace, Greenpeace has a well-founded belief that its intemational communications
are currently being intercepted by the NSA undcr the Program.

123, Greenpcace’s telephonc calls, emails, and other Intcrnet
communications with individuals and organizations abroad are vital to its organizational
goal of addressing environmental problems of global magnitude. This mission requires
free and open communication with international colleagues, members, experts, and
leaders of governments and industry.

124, The Program substantially impairs the ability of Greenpeace to engage
In communications that are vital to its mission. Knowledgc of the Program requires

Greenpeace staff to minimize the sensitive information they include in their international
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electronic communijcations and to be more circumspect and less candid in their
communications to members and others. Greenpeace also believes that people abroad are
more reticent in conimunicating v;rith Greenpeace because of the likelihood that their
conversations will be monitored by the NSA under the Program. Greenpeacc fears that
the Program will enable the U.S. government to disrupt Greenpcace’s lawful activities by
taking preemptive action against legitimate, and peaceful, protests.

National Association of Criminal Defense Lawycrs

125, The National Association of Criminal Defense Lawyers (NACDL) is &
District of Columbia non-profit organization whosc membership is comprised of over
13,000 lawyers and 28,000 affiliatc members rcpresenting every state. The NACDL was
founded in 1958 to promotc study and rescarch in the ficld of criminal law; to
disseminate and advance knowledge of the law in the area of criminal practice; and to
encourage the integrity, independence, and expertisc of defense lawyers in criminal cases.

126.  NACDL is concemed with the erosion of due process and the rights of
criminal defendants and suspects generally, but particularly so with respect to the impact
of the “War on Terror” upon the criminal justice system, due proccess, and the protcctions
afforded by the Fourth, Fifth, and Sixth Amendments.

127. NACDL has been active with tespect to those issues. NACDL has filed
amicus briefs in a considcrable number of cases involving the infringement of rights
precipitated by the War on Tcrror, including in the Courts of Appeal, the Foreign
Intelligence Surveillance Court of Review, and the Supreme Court. NACDI. has becn
involved as amicus in all of the cases involving the rights of detainecs, cither U.S.

citizens or those held at Guantanamo Bay, Cuba, in the lower and appeals courts.
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128, NACDL also has at least threc committecs that address these issues: its
Select Committee on Military Tri bunals, its Intcrnational Law Committce, and its Ethics
Committee. Its Amicus Curiae Commitlee has also been intensively involved in these
1ssues.

129. At least fifty NACDL members currently represent or have represented
terrorism suspects, and many of thesc members regularly communicate with people
outside the United States. Because of the naturc of these communications, the identitics
of the individuals with whom they communicate, and the locations of individuals with
whom they communicate, NACDL members have a well-found belic! that their
communications are being intercepted by the NSA under the Program. The Program is
inhibiting communications that are necessary for NACDL members to provide effective

legal representation to their clicnts.

oshua L. Dratel

130.  Joshua L. Dratcl is a nationally recognized criminal defense lawyer in
New York City. Mr. Dratel is a member of NACDL’s Board of Directors and Co-Chair
of its Select Committee on Military Tribunals. He is also co-editor of The Torturc
Papers: The Legal Road to Abu Ghraib (Cambridge University Press: 2003).

131, Mr. Dratel currently represents a number of individuals who have been
accused by the federal government of terrorism-related crimes. For ex ample, Mr. Dratel
15 lead counsel for David Hicks, whom the United States government has detained as an
cnemy combatant at Guantanamo Bay since 2001, and who is being prosecuted by the
U.S. military commission. Mr. Dratel also represcnts Lynnc Stewart, a criminal defense

lawyer accused of providing matcrial support for terrorism. Mr. Dratel also represents
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Mohamed El-Mezain in a fedcral prosecution charging material support for lerrorism, and
Wadih E1-Hage, a defendant in United States v. Usama Bin Laden (the Embuassy
Bombings casc), in Mr. El-Hage’s pending appeal of his conviction. Mr, Dratel also
represented Sami Omar Al-Tlussayen, who was acquitted in federal court in Idaho of
providing material support for terrorism based on the technical support he provided to
web sites and discussion boards about terrorism and jihad.

132.  Inrepresenting these and other clicnts, Mr. Dratel routinely engages in
tclephone and email communications with witnesscs, foreign counsel, experts,
journalists, and government officials in Israel, Germany, Australia, the United Kin gdom,
and elsewhere. He also routinely communicates with the fami ly members of his clients,
many of whom reside in other countries. These comumunications are essential to his
cllective representation of his clicnts.

133.  Inrepresenting these and other clients, Mr. Dratel conducts research and
accesses discussion boards on the Internet as an integral part of the investigatory process.
This research often includes revicw of web sites that ailegedly support terrorism and
Jihad, and/or discuss the issues, including qogaz.com, azzam.com, alasr.ws, palestine-
info.org, islamway.com, and cageprisoners.com, among many others. Because of the
charges against Sami Omar Al-Hussayen, Mr. Dratel reviewed hundreds of such web
sites and discussion boards in preparation for trial. Mr. Dratel also engages in keyword
searches using terms such as “Usama bin Laden,” “Chechnya,” “qoqaz.,” “Sheikh Safer
al-Hawali,” **Sheikh Salman al Odah,” and “Hamas.”

134.  Because of the nature of his communications, the identities of people

with whom he communicates, and the subject matter of his onlinc research, Mr. Dratel
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has a well-founded belief that his communications arc being intcreepled under the
P‘rogram.

135.  The Program has alréady inhibited comununications between Mr. Dratel
and individuals in other countries that are necessary 1o provide effective legal
representation to his clients. Since learning of the Program, Mr. Dratcl has ceased having
certain kinds of discussions over the tclephone or by email for fear that (he government
may be monitoring his communications.

Nancy Hollander
136. Nancy Hollander, a member and past President of NACDL,isa

nationally recognized criminal defensc lawyer in Albuquerque, New Mcxico. Ms.
Hollander 15 co-chair of NACDL's Intcrnational Affairs Committee and also in charge of

recruiting volunteers to represcnt prisoners at Guantanamo,

137. Ms. Hollander currently represents organizations and individuals who
have been accused by the federal government of terrorism-related crimes. For examplc,
Ms. Hollander represents Holy Land Foundation and its Executive Director Shukri Abu
Baker, who are curtently undcr indictment in Dallas, Texas charged with providing
material support to a terrorist organization. She also represents Mohammedou Ould
Salahi, who the federal government has declared an encmy combatant and who has been
detained at Guantanamo Bay since 2002. She also represented Fawaz Damrah, who was
charged and convicted in Ohio of naturalization crimes but whom the federal government

attemnpted 1o link 1o Sami Al-Arian, a professor accused and recently acquitted in Florida

of terrorism-related crimes.
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138.  The naturc of Ms. Hollander's legal practice requires her to
communicate rcgularly by cmail and telephone with individuals outside the United States.
These communications arc cssential in providing effective representation to her clients.
For example, in representing these and other clients, Ms. Hollander routinely
communicates by telephone and email with witncsses, foreign counsel, experts,
Journalists, govermment officials and political figures in Israel, Gaza, the West Bank,
Egypt, and other countries in the Middlc East, as well as in Mauritania.

139.  Inrepresenting these and other clients, Ms. Hollander also conducts
research on the Internet about terrorism, religion, and politics in the Middle Fast and
South Asia, and also participates in Internct discussions on these topics. Ms. Hollander
routincly searches web sites using key words such as “Hamas,” “Palestianian Tslamic
Jihad,” “muhajadin,” and “suicide bomber.” This research is a necessary component of
the investigatory process.

140.  Because of the nalure of her communications, the identities of’ peoplé
with whom she communicates, and the subject matter of her online rescarch, M.
Hollander has a well-founded belief that his communications are being intercepted by the
NSA under the Program.

141.  The Program has already inhibited communications between M.
Hollander and individuals in thc Middle East that are necessary 1o provide cffective legal
representation to her clients. Since learning of the Program, Ms. Hollandcr has ceased
having certain kinds of discussions over the telephonc or by email for fear that the
government may be monitoring her commmunications, Ms. Hollander has decided that

she will no longer communicate by phone or email about any stralegic or privileged
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matters with her clients charged in terrorism related cases, or with witnesscs, experts,
potcntial experts and co-counsel outside the United States, In onc current casc, Ms.
Hollandcr is planning an expensive trip to obtain information that she would have
previously obtaincd via telephonc and email.

William W. Swor

142, William W. Swor is a memnber of thc NACDL, and a member of the
Board of Directors of the Criminal Defense Attorneys of Michi gan. He maintains a
private practicc of law in Detroit, Michigan. His practice is primarily in the areas of
federal criminal defense and immigration law.

143, Mr. Swor has represented, currently represents and expects o represent
m the future, individuals who were investigaied and or prosecuted under one or more of
the federal terrorism-related statutes. For example, Mr, Swor represents Abdcl-Ilah
Elmardoudi who was wrongfully accused by the United States of providing material aid
in support of terrorism. Mr. Swor also represents Mahmoud Kourani who was accused
by the United States of providing material aid to Hezbollah, in Lebanon. Mr. Swor has
other matiers pending, both criminal and immigration matters, in several federal districts
in which his clients arc being investigated or prosecuted under one or more of the federal
terrorism-related statutcs.

144, In representing these and other clients, Mr. Swor conducts research on
the Internet about terrorism, religion and politics in the Middle East, Eastern Europe,
Africa and the Caucasus Mountain region. This research includcs review of sitcs that
support terrorism and/or organizations that the United States has declared F orcign

Terrorist Organizations (FTOs). This rescarch is a necessary component of his
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preparation of his cases. Based upon discovery provided by the United States in pending
matters, he will continue to need to refer to these sitcs for mformation.

145.  The nature of Mr. Swor's legal practice also requires him to
communicate by telephone with individuals outside of the United States, including
individuals whose communications are likely to have been intercepted undcr the
Program. These individuals are witncsses, potential cxperts, journalists, and others who
are located in the Middlc East, e.g. Lebanon, and Jordan, as well as western Europeaﬁ
countries such as France and England. Thesc communications are essential in providing
effective representation to his clients.

146.  Mr. Swor has a well-founded belief that his communications are being
intercepted by the NSA under the program. The Program has already inhibited
communications between Mr. Swor and individuals in the Middlc East that are necessary
to provide cffective legal represcntation to his clicnts. Since learning of the Program, Mr.
Swor has avoided having certain kinds of discussions over the telephone or cmail for fear
that the government may be monitoring his communications. Mr. Swor believes that he
will now have to schedule onc or more trips overseas to intervicw witnesses and to obtain
information that he would have previous)y been able to obtain via telephone and cmail
communications.

James Bamford

147.  Plaintiff James Bamford, of Washington, D.C., is an award-winning and
bestselling author-and journalist. He is one of the world®s Icading experts on U.S.
mtelligence gencrally and the National Sceurity Agency specifically. Mr. Bamford is the

author of A Pretext for War: 9/11, Jraq, and the Abuse of America’s Tntelligence
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Agencies (Doubleday, 2004), Body of Secrets: Anatomy of the Ultra-Secret National
Security Agency (Doubleday, 2001), and The Puzzle Palace: A Report on NSA,
Aruerica’s Most Secret Agency (Houghton Mifflin, 1982). Mr. Bamford has written
extensively on national sceurity issues for a range of newspapers and magazines,
including investigative cover storics for The New York Times Magazine, The
Washington Post Magazine, and The Los Angeles Times Magazine. From 1989 -1998,
he was the Washington investigative producer for ABC's World News Tonight with Peter
Jennings. In 2002, he was a distinguished visiting professor of National Security at the
Goldman School of Public Policy, Univetsity of California, Berkcley.

148.  As an cxperl on intelligence, Mr. Bamford has testified before
committees of both the Senate and Housc of Representatives as well as the European
Parliament in Brussels and the International Criminal Tribunal for the former Yugoslavia.
He has also been a guest speaker at the Central Tntelligence Agency’s Senior Intelligence
Fellows Program, the National Sccurity Agency’s National Cryptologic School, the
Defense Intelligence Agency’s Joint Military Intelligence College, the Pentagon’s
National Defense University and Air War College, and the Director of Natioual
Intelligence’s National Counterintelligence Executive.

149, Mr. Bamford first experienced the impact of illegal NSA eavesdropping
on Americans, and the lengths to which the U.S. government will £0 to prevent
disclosure of its spying programus, thirty years ago. As Mr. Bamford was wri ting The
Puzzle Palace, he discovered that the Justice Department in 1976, during the Ford
administration, began a sceret criminal investigation into widespread illegal domestic

cavesdropping by the NSA. Mr. Bamford filed a request under the Freedom of
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Information Act for documents dealing with that investigation. Several hundred pages of
documents were eventually relcased (o him in 1979. The documents showed that the FBI
questioned senior NSA officials about the possibilily of their having violated federal
criminal laws by engaging in warrantless eavesdropping of American citizens. “The
investigation,” said the documents, “uncovered 23 dilferent categories of questionable
activities.” However, because of the secrecy of the operations, and the fact that law was
undefined in this area, the Justice Department decided against proseculion and instead -
recommended that new laws be created to outlaw this type of activity.

150. Shortly afler Président Ronald Rcagan took office, the Justice
Department, at the rcquest of the NSA, notified Mr. Bam[ord that the documents had
been “reclassified” as top sceret and dernanded their return. When Mr. Bamford refused,
saying that thcy had been properly declassificd and released (o him by the Carter
administration, he was threatened with prosecution. Mr. Bamlord then cited the
presidential exccutive order on secrecy which stated that once a document had been
declassified, it cannot be reclassified. As a result, President Reagan changed the
cxecutive order to indicatc that once a document has been declassified it can be
reclassified. However, because the order could not be applied retroactively, the new
exceutive order could not be applied to Mr. Bamford and the information was
subsequently published in The Puzzle Palace.

151. During that period, sources nccessary to Mr. Bamford’s investigative
journalism were much less willing to commumicate with him duc to the likelihood that his
communications were being intercepted by the NSA. The NSA had previously placed

another writer, David Kahn, on its watch list, and intercepted his communications, as he
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was writing his history of cryplology, The Codcbreakers. According to the Senate Select
Committc;: on Intelligence, the agency also considered undertaking “clandestine service
applications” against the author, which apparently mcant anything from physical
surveillance to conducting a “surrcptitious entry” into Kahin’s New York home.

152.  Mr. Bamford’s recenl work has again made it likcly that his
communications are being intercepted by the NSA. For cxample, in the fall of 2001, Mr.
Bamford received a book contract from Doubleday Publishing Company lo write A
Pretext for War, which documents the intelligence mmislakes thal led to the nation’s failure
to prevent the 9/11 atlacks and the Bush administration’s subsequent misuse of
intelligence to sell preemptive war to the American people.

153. Since the fall of 2001, Mr. Bamford has also writtcn more than two
dozen articles, reviews and opinion picces on intelligence, 9/11, and the wars in Iraq and
Afghanistan. These include “Where Spying Starts and Stops™ (The New York Times,
January 2006), “The Agency That Could Be Big Brother” (The New York Times,
December 2005), “The Labyrinthine Morass of Spying in the Cold War” (The New York
Times, July 2003), *This Spy For Rent” (The New York Times, June 2004), “How To
De-Centralize Tntelligence” (The New York Times, November 2002), “War of Secrets™
(The New York Times, Scptember 2005), “Washington Bends The Rules” (1he New
York Times, September 2002), “A Former CIA Cowboy and his Disillusioning Ride”
(The New York Times, Scptember 2002), “We’re Watching Them” (The Washington
Post, February 2005), “Sowing the Whirlwind” (The Washington Post, February 2004),
“A Look Over My Shoulder” (The Washington Post, April 2003), *Shadow Warriors™

(The Washington Post, December 2002), “Stratcgic Thinking” (The Washington Post,
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Seplember 2002), “The Wrong Man™ (The Washington Post, January 2002), “Intelligence
Failurcs” (The Washington Post, June 2002), “Maintain CIA’s Independence” (USA
Today, October 2002), “Untested Administration Hawks Clamor for War” (USA Today,
September 2002), “Bush Wrong to Use Prelext as Excuse to Invade Iraq" (USA Today,
August 2002), “Linguist Reserve Corp Answers Terror Need” (USA Today, July 2002),
“Secret Warriors: The Great Game” (The Los Angeles Times, May 2004), “*Secrets on
High” (The Los Angeles Times, March 2003), “The Man Who Sold The War” (Rolling
Stone, December 2005) and “Breeding Terror: The Intelligence Community Analyzes a
Counterproductive War” (The American Conservative, March 2005). Mr. Bamford also
15 a contributing editor for Rolling Stone and has served on the USA Today Board of

Contributors,

154, Communicating with individuals in Traq, Afghanistan, and elsewhere in
the Middle East via email and telephone is a vital part of Mr. Bamford’s work as an
authot and journalist. Mr. Bamford’s sources in the Middle East include pcople
working for the United States military and intelligence agencies, inlelligence officials in
other countrics, intclligence experts, and foreign journalists specializing in writing on

intelligencc.

155. Mr. Bamford’s email communications include discussions of thc NSA,
Central Intelligence Agency, military strategies related to the wars in Iraq and
Afghanistan, and the 9/11 attacks and other terrorist attacks. The people with whom Mr.
Bamford has communicated, the Jocations of people with whom he has communicated,
and the content of his communications are all likely to have triggered scrutiny by the

NSA under the Program.
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156. Mr. Bamford also frequently communicates by telephone and email
with journalists in the Middle East, both as part of his research and because he is often
nterviewed as an cxpert on U.S. intelligence. For example, he has appcarcd several
times on Al-Jazeera, the Icading television network in the Arab world.

157.  As part of his rescarch, Mr. Bamford also frequently visits wcb sites
that are likely to trigger NSA scrutiny. For example, Mr. Bamford has rcsearched web
sites about terronism, jihad, Osama bin Laden, al Qaeda, Islamic fundamentalism,
Saddam Hussein, weapons of mass destruction, and signals intclligence. One web site,
Jihad Unleashed, includes trauslations of Osama bin Laden’s communicalions. Some of
these web sites express support for terrorism.

158. Mr. Bamford’s ability to research and write about the NSA,
intelligence, and the war on terror is seriously compromised by the Program. Because the
Program substantially increases the likelihood that his communications are being
intcreepted by the NSA, Mr. Bamford is lcss able to communicate freely and candidly in
his international calls and emails. In addition, because of the Program, Mr. Bam/lord
believes that sources who have first-hand knowledge aboult intelligence failurcs and
abuses are less willing to cngage in communications with him.

Larry Diamond

159. TLarry Diamond is a scnior fellow at the Hoover Institution, Stanford
University, and founding coeditor of the Journal of Democracy. He is also codirector of
the International Forum for Democratic Studies of the National Endowment for
Democracy. Al Stanford University, he is profcssor by courtesy of political science and

sociology and coordinates the democracy program of the Center on Decmocracy,
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Development, and the Rule of Law. During 2002-03, he served as a consultant to the
U.S. Agency for International Development (USATD) and was a contributing author of its
report Foreign Aid in the National Tnterest, Currently he scrves as a member of UUSATD's
Advisory Commitiee on Voluntary Foreign Aid. Professor Diamond has also advised
and lectured to the World Bank, the Uniled Nations, the State Department, and other
governmental and nongovemmental agencies dealing with governance and development.

160.  During the first three montbs of 2004, Professor Diamond served as a
senior adviser on govemance to the Coalition Provisional Authority in Baghdad. Heis
now lecturing and writing about the challenges of post-conflict state building in Iraq, and
the challenges of developing and promoting democracy around the world, with a
particular focus on the Middle East and Africa. Professor Diamond has worked with a
group of Europeans and Americans to produce the Transatlantic Strategy for Democracy
and Human Development in the Broader Middle East, published in 2004 by thc German
Marshall Fund of the United States. During 2004-5, he has been a member of the
Council on Foreign Relations’ Independent Task Forcc on United States Policy Toward
Arab Reform.

161.  Professor Diamond is the author of numerous books, including
Squandered Victory: The American Occupation and the Bungled Cffort to Bring
Democracy to Irag (Times Books, 2005). His recent edited books include Islam and
Demacracy iu the Middle East (with Marc F. Plattner and Damel Brumberg) and
Assessing the Quality of Democracy (with Leonardo- Morlino).

162. Professor Diamond’s work requires him (o communicate by email, and

occasionally by tclcphone, with advocates of democracy in the Middle East, Asia, and
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Africa. For example, Professor Diamond corresponds by email with Saad Eddin Ibrahim,
a leading advocate of democratic reform in Egypt, and with Professor Maye Kassem, a
political scientist at the American University in Cairo. Professor Diamond corresponds
with Adel Abdellatif of the Unitcd Nations Development Program in Beiruit. Professor
Diamond also corresponds with advocates for democratic reform in many other countries,
including Iran, the Palestinian Authority, Pakistan, China, the Philippines, Nigeria,
Kenya, and Uganda.

163. Professor Diamond has a well-founded belicf that his communications
are being intercepted by the Program.

164. Some of Professor Diamond's cotrespondence with individuals in the
Middle East and Asia concemns political and human rights issues that are extremely
sensitive. For example, Professor Diamond has ¢corresponded with Sana Baloch, a
Pakistani Senator, about human righis issues in Baluchistan. Profcssor Diamond believes
that Senator Baloch would not have provided him with this information had he believed
that communications with Professor Diamond were monitored by the United States
government. Professor Diamond believes that the existence of the Program makes it less
likely that individuals in Afghanistan, Pakistan, Egypt, China, and elsewhere in the
Middlc East and Asia will provide him with sensitive information over email or by
tclephone in the future.

165. Becausc Professor Diamond is a well-known scholar of democratic
reform, he is occasionally contacted unsolicited by individuals who lve under repressive
governments and have complaints about their goveruments’ policics. Professor Diamond

believes that the Program makes it substantially less likely that such individuals will
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contact him. Professor Diamond belicves that this is particularly true of individuals who
live under repressive governments that have closc relations with the United States, such
as Pakistan, Egypt, and Kazakhstan, because thesc individuals will reasonably fear that
their communications may ultimately be provided by the United States to their owh'
governments.

166.  Professor Diamond’s ability to advocate and advisc on democratic
reform in the Middle East and Asia depends in part on the willingness of political
dissidents to contact him, to consult with him, and to provide him with information about
their own governments’ policies. Professor- Diamond believes that the Program inhibits
the exchange of information and ideas among advocates of democralic reform and the
victims of human rights abuses and defenders of numan rights, and thereby compromises
his ability 1o study the progress of democratic reform and support those in the Middle -
East and Asia who advocate change,

167.  Additionally, Professor Diamond is concerned about the implications of
the program for academic freedom. He periodically has undergraduate and graduate
students who travel to the Middle East, Asia, and Africa to conduct rescarcﬁ on sensitive
political questions and who need to be in touch with him by email for advice and
coordination while in the field. For example, this past summer, one of his Stanford
undergraduate advisees, Omar Shakir, worked for him as a research assistant in Egypt
mterviewing opposition activists, intcllectuals, and advocates of democratic change.
Shakir scnt weekly reports back to Professor Diamond and they communicated by email
while he was in Egypt. Professor Diamond belicves the Program inhibits the conduct and

coordination of overseas research and the supervision of student research by impairing
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the abilily to communicate freely and responsibly with his students and assistants
ox;erscas, who ofien give their interviewees pledges of strict confidentiality.
Christopher Hiichens

168.  Christophcr Hitchens is a reporter and author based in Washington,
D.C. He is a prominent and controversial commentator who is vocal in his support for
the mibitary interventions in Iraq and Afghanistan. Mr. Hitchens writes frequently on the
politics of the Middle East. Many of his articles focus on understanding the role and
mfluence of Tslamic fundamentalism in the region. He also probes the success of United
States policy in assuaging the threat to security posed by Muslim terrorists harbored in
the Middle East and Wost Asia.

169.  Mr. Hitchens’ reportage and analysis appcar in numerous publications.
He has published in Harpers, The Spectator, The Nation, New York Newsday, and
Atlantic Monthly. He currently is a frequent contributor to Slate and Vanity Fair. Mr.
Hitchens writes a regularly featured column for Slate called Fighting Words, which he
used to voice his strong support for the allied military actions in Traq and Afghanistan.
He has traveled throughout the Middlc East on behalf ofVanity Fuirin order to write a
series of articles describing the political climate in various countries. Mr. Hitchens is
also a best-selling author of several books. 1n 2003, he published A Long Short vWar: The
Postponed Liberation of Iraq, a collection of cssays analyzing arguments for and against
the war in Iraq. In 2005, he contributed an essay to Thomas Cushman’s compilation A
Matter of Principle: Humanitarian Arguments for War in Iraq.
170.  Mr. Hitchens” work requires him to maintain frequent contact with

sources in the Middle East and Weslern Asia. Such communications were necessary for
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him to research his Vanity Fair articles on political conditions in various Middle East
states, These articles include “On the Frontier of Apocalypse” on Pakistan (January
2002), “The Maverick Kingdom" on Qatar (December 2002), “Saddam’s J.ong Good-
Byc"” on Kuwait (June 2003), “A Prayer for Indonesia” (January 2004), “Afghanistan’s
Dangerous Bet” (November 2004), and “Iran’s Waiting Game” (July 2005). Mr.
Hitchens’ upcoming book and continuing journalism will involve contact with, and visits
to, the Middle East and Western Asia.

171.  As part of his work, Mr. Hitchens regularly exchangcs emails and
telephone calls with individuals in Irag, Iran, Afghanistan, Pakistan, India, Indoncsia,
Qatar and Kuwait. In a typical week, Mr. Hitchens hears from individuals in several of
thesc countries. For cxample, Mr. Hitchens has spoken with Dr. Masuda Jalal, the only
woman who ran for president of Afghanistan; Hossein Khomeini, a cleric whose
grandfather ovqrthrew the Iranian monarchy in 1979; Ali Mohmmed Kamal, a TV
marketing dircctor for Al Jazcera; and Sardar Sikander Hayat Khan, the prime minister of
Pakistani Kashmir. Mr. Hilchens' communications to the Middle Rast and Western Asia
include contacting journalists of a variety of nationalities and individuals in the United
States military and diplomatic corps. He also contacts those who are actively hostilc to
the United States military intervention in Iraq and Afghanistan and the United States
more gencrally. Because of the subject matter of his reporting, many of Mr. Hitchens®
communications involve discussions of Islamic fundamentalism, terrovism, jihad, Osama
bin Laden, al Qaeda, and Saddam Hussein.

172, Since well before 2001, but more rcgularly and frequently since then,

Mr. Hitchens® work has required him to travel to the Middle East and Westem Asia.
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Since 2001, the countries he has visited include Traq, Iran, Afghanistan, Pakistan, India,
Indonesia, Qatar and Kuwait. Travel is an important element of Mr. Hitchens® work, as
his reporting offers dctailed, first-hand accounts of conditions in countries few
Westerners have an opportunity to visit. For instance, Mr. Hitchens travcled throughout
Iran to prepare “Iran’s Waiting Game” (July 2005 Vanity Fair). He visitcd Tehran, Qom,
and Mashhad to gain a scnse of life under ran’s theocratic government. In researching
“Afghanistan’s Dangerous Bet™ (November 2004 Vanity Fair), Mr. Hitchens ventured
from Kabul to the provincial capital of Herat to witness the run-up to Afghanistan’s first
democratic elections from different vantage points. Mr. Hitchens visited Qatar to report
on its relalively free society, a report in which he devoted much attention to Qatar-based
media outlet Al Jazeera (The Maverick Kingdom, December 2002 Vanity Fair). While
traveling, Mr. Hitchens communicates regularly by telephone and cmail with collcagﬁes,

editors, and sources in the United States. -

173.  Becausc of the nature of his communications with people in the Middle
LCast, the identities of those with whom he communicatcs, and the subject matter of his
online research, Mr. Hitchens has a well-founded belief that his communications are
being intercepted by the NSA under the Program. Mr. Hitchens believes that fres and
open communication with his sources is an essential element of his work as a journalist.
Given the sensitive naturce of his work, Mr. Hitchens must assure some of his sources that
their communications are kept in strict confidentiality. The Program undermines Mr.
Hitchens’ ability to make that assurancc. As a result, individuals are less forthcoming in
their conversations with him, and may cut off communications completely. In addition,

the likelihood that Mr. Hitchens® intcrnational communications are being intercepted by
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&

the NSA under thg spying program impinges his own ability to communicate frecly and
candidly with his sources and others, to the detriment of his effectiveness as an
investigative journalist.

Tara McKelvey

174.  Plaintiff Tara McKelvey is a senior editor at The American Prospect
and a contributing editor to Marie Clairc. Her articles have appeared in those two
magazines as well as in The Nation, USA Today, Chicago Tribunc, and The New York
Times.

175.  Ms. McKelvey has written extensively about the Middle East, including
articles about Iraqi detainees held in United States custody, aboul women’s issues in Iraq,
and about the United Statcs military in Iraq. She is working on a book about U.8. legal
efforts to fight torturc and is editing an upcoming anthology about women and torture.

176.  Communicating with individuals in Traq, Jordan, and Syria via
telephone and email is a vital parl of Ms. McKelvey’s work as a journalist. Since
October 2004, Ms. McK clvey regularly emails people in Iraq and Jordan as part of her
research. For example, she made frequent cails to individuals in Iraq, Jordan, and Syria
during November and December 2004 and January, November, and December 2005, Ms.
MecKelvey’s sources in the Middle Easl include individuals working for the United States
military, Tragi soldiers, nongovernmental agencies, bankers, school administrators,
journalists, activists, human-rights workers, and others.

177.  Among Ms. McKelvey's many sources in the Middle East are
individuals she believes are likely to have been the targets of United States government

surveillance because they have heen arrested or invesligated by United States or coalition
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forces, have been suspected of aiding insurgents, have ties to the former Iragi regime, or
are critical of the United States presence in Traq.

178.  For example, in Dccember 2004, for an article for The American
Prospect, Ms. McKelvey interviewed by lelephone Khadeja Yassen in Baghdad. Yasscn
was a ranking member of the Baath Party and is the sister of former vice president Taha
Yassin Ramadan, who in turn was included in the Unitcd States military®s playing card
deck of the 55 most wanted Iraqis. Yassen had her housc raided by United States forces

m 2003 and was thercaficr arrested.

179.  Also m December 2004, for an article for The American Prospect, Ms.
McKelvey interviewed Saja, an engineer in her thirties, by tclephonc at her home in
Damascus. Ms. McKelvey also emailed her. Saja is, according to an American
spokesman for coalition forces in Trag, believed to be a former mistress of Saddam
Hussein.

180.  As part of her journalistic research, Ms. McKelvey visits numerous
websites hosted in the Middlc East that include aggressive anti-American propaganda.

181. .Becausc of her journalistic contacts with individuals in Trag who have
been arrested or investigated by United States or coalition forces, who have been
suspected of aiding insurgents, who havc ties to the former Iragi regime, or who are
critical of the United States prescnce in Trag, Ms. McKelvey has a well-founded belief
that her international communications arc being intercepted by the NSA under the
Program.

182.  The Program substantially impairs Ms. McKelvey's ability to

communicate openly with sources in the Middle Easl that are essential to her work as a
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Journalist. Many of Ms, McKclvey’s most important sources have spoken (o her in the
past only with great trepidation: they fear that other Iragis will kill them for speaking
with an American and, at the same time, they [ear being arrested (in some cases, re-
arrested) by United States or coalition forces who suspect them of being involved in
insurgent aclivities. Ms. McKelvey believes that the Program is diminishing the
willingness of her sources to communicate with her and may deter them from
communicating with her altogether for fear that their communications may be
mtercepted.
Barnett R. Rubin -

183. Bamett R. Rubin is Director of Studics and Senior Fellow at thc New
York University Center on International Cooperation (“CIC”). The CIC promotes policy
research and international consultations on mullilateral responscs to iransnational
problems. He is the chair of the Conflict Prévention and Peace Forum (CPPF), a program
of thc Social Science Research Council in New York, that provides the United Nations
with confidential consultations with experts on issues related to conflict and peace around
the world. He is also a member of the board of Gulestan Ariana Ltd., a commercial
company registered in Afghanistan to manufacture essential oils, hydrosols, and related
proeducts, with offices and operations in Kabul and Jalalabad. Previously Professor
Rubin was the Director of the Center for Preventive Action of the Council on Forcign
Relations, of which be is now an advisory board member. He was a mernber of the UN
_delegation to the UN Talks on Afghanistan in Bonn, Germany, in November-December
2001. Professor Rubin advised the United Nations in Alghanistan during the process of

drafting the constitution of the Islamic Republic of Afghanistan in 2003. Professor Rubin
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is a member of the advisory board of the Central Eurasia Program of the Open Society
InStitutc, oversecing programs in the Caucasus, Central Asia, Alghanistan, Iran, and
Pakistan.

184.  Professor Rubin’s work and research concems conflict prevention and
peace building in Alghanistan and the surrounding region. Profcssor Rubin is regularly
consulted as an expert on Afghanistan, Central Asia, and South Asia and regularly works
-in collaboration with officials of Afghanistan, the United Nations, the United States, and
other govemments and international organizations on development and institution- ’
building projects. In his work with CPPF he works on issues related to conflict
prevention in Central Asia and travels to the area. As a board member of Gulestan, he
communicates with individuals in Kabul and Jalalabad, and travels to inspcet the'
company’s operations in Jalalabad and elsewherc in Nangarhar province, including some
areas close to Tora Bora. H;: has authored and edited numerous books and articles about
Afghanistan and conflict prevention, including The I'ragmentation of Afghanistan (New
Haven: Yale University Press, 2002 (second cdition), 1995 (first edition)), The Search for
Peace in Afghanistan (New Haven: Yale University Press, 1995), and Blood on the
Doorstep: The Politics of Preventing Violent Conflict (New York: The Century
Foundation and the Council on Foreign Relations, 2002).

185.  Professor Rubin communicates by cmail and telephone with individuals
in Afghanistan almost every day. Professor Rubin [requently communicates by telephone
with Afghan govemnment officials in Kabul. In connection with Gulestan’s activities he
speaks to individuals in Jalalabad. In connection with his work for CPPF and OSI,

Professor Rubin communicates with individuals in Central Asia. Professor Rubin
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communicates regularly by telephone with Amrullah Saleh; the Director of the National
Dircetorale of Security (Afghanistan’s intelligence agency); with Ishaq Nudin, President
Hamid Karzai’s Minister Advisor of Economic Affairs; with Adib Farhadi, Director of
the Afghanistan Reconstruction and Development Services; with Ali Ahmad Jalali, when
he was Minister of the Interior of Afghanistan; with Dr. Ashraf Ghani, Chancellor of
Kabul University and former Minister of Finance of Afghanistan; with engineer
Mohammad Eshaq, former direclor of Afghan Radio and Television; and wilh many
others.

186.  Prolessor Rubin also communicates frequently by telephone with
United Nations officials in Kabul, including Lakhdar Brahimi, when he was the United
Nations Special Representative of the Secretary Genceral for Afghanistan (SRSG); Jean
Amault, the current SRSG; Ameerah Iaq, Deputy SRSG; Chris Alexander, Deputy
SRSG; and Eckart Schwieck, Mr. Arnault’s Executive Assistant.

187.  In conncction with his work on Afghanistan and South Asia, Rubin
frequently communicates by email and telephone with colleagues such as Ahmed Rashid,
a journalist and author residing in Tahore, Pakistan. He frequently communicated in the
past several years with a Pakistani journalist named Abubaker Saddique, who worked for
the International Crisis Group, the Integrated Regional Inforvation Network (Central
Asia) of the United Nations and who also worked for CIC as a consultant. These
communications concerned particularly sensitive matters, such as the Afghan-Pakistani
border areas, a project on which they are now working together.

188. Inconnection with his work for CPPF and OSI, Professor Rubin has

traveled to Tajikistan and other Central Asian countries and engages in cmail and
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telephone communications with journalists in the arca as well as with OST staff, such as
Znhra Halimova, director of the OS! office in Dushanbe, Tajikistan.

189,  In connection with his work, Professor Rubin also frequently
communicates with Afghan government officials and others by cmail. For cxamplc,
between August 2005 and the present, Professor Rubin has exchanged numerous emails
with Afghan government officials who are drafting the Afghan National Development
Strategy, on which Professor Rubin works as an advisor. Professor Rubin has also
communicafcd by email with Amrullah Saleh, the Director of the Afghan intclligence
agency. On occasion, Professor Rubiﬁ has also cxchanged emails with individuals,
including government officials, in Iran. These have included former deputy foreign
minister Abbas Malcki, editor of the Hamshahri newspaper and director of the Caspian
Studies Institute; and Dr. Sayed Kazem Sajjadpour, former director ol the Institute for
Political and International Studies; and Kian Tadjbakhsh, Senior Research Fellow,
Cultural Research Bureau, Tehran. Rubin travcled to Tehran for 4 conference in
December 2003, and in conjunction with that trip made numerous telephone calls and
cmails.

190. Because of the nature of Professor Rubin’s communications, and the
identities and locations of those with whom he communicates, Professor Rubin has a
well-founded belief that his communications are being intercepted by the NSA under the
Program.

191. Professor Rubin believes that free and open communication with
individuals in Afghanistan and elsewhere in the Middle East and Asia is essential to his

work as a scholar. A large part of Professor Rubin’s work involves cxchanging ideas and
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information with pcoplc in Alghanistan and elsewhere in the Middle East and Asia. The
1deas are sometimes controversial and the information is sometimes scnsitive. Professor
Rubin belicves that the Program inhibits the free exchange of controversial ideas and
scnsitive information and thereby compromises his ability 1o engage in scholarship and (o
work collaboratively with individuals in Afghanistan aﬁd elsewhere in the Middle East
and Asia.

CAUSES OF ACTION

192, The Program violates plaintiffs’ free speech and associational rights
guaranteed by the First Amendment.

193, The Program violates plaintiffs’ privacy rights guaranteed by the Fourth
Amendment.

194, The Program violates the principle of separation of powers because it
was authorized by President Bush in excess of his Executive authority under Article Il of
the United States Constitution and is contrary to limits imposed by Congress.

195.  The Program violates the Administrative Procedures Act because the
NSA’s actions under the Program exceed statutory authority and limitations imposed by
Congress through FISA and Title TIT; are not otherwise in accordance with law; arc
contrary o constitutional right; and are taken without observance of procedures required
by law.

PRAYER FOR RELIEF

WHEREFORE plaintiffs respectfully requests that the Court:

1. Declare that the Program is unconstitutional under the First and Fourth

Amendments;
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2. Declare that the Program violates the principle of separation of
powers;
| 2. Declare that the Program violates the Administrative Procedures Act;
3. Permanently enjoin defendants from utilizing the Program;
4. Award Plaintiff fees and costs pursuant to 28 U.S.C. § 2412;

5. Grant such other and further reticf as the Court deems just and proper.

Respectfully submitted,

ANN BEESON
Attorney of Record
TAMEEL JAFFER
MELISSA GOODMAN (admission pending)
CATHERINE CRUMP (admission pending)
National Legal Department
American Civil Liberties Union
Foundation
125 Broad Street, 18" Floor
New York, NY 10004-2400
(212) 549-2500

Tl

MICHAEL J/STEINBERG

KARY L. MOSS

American Civil Liberties Union Fund
of Michigan

60 West Hancock

Detroit, M1 48201-1343

(313) 578-6814

January 17, 2006
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