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Barton Cellman, Dafna Linzer and Carel D. Leonnig, Surveillance Net Yields Few
Suspects: NSA's Hunt for Terrorists Scrutinizes Thousands of Americans, but Most Are
Later Cleared, Washington Post, Feb. 3, 2006

Marcus et al, “Internet interconnection and the off-net-cost pricing principle”
Marcus, “Call Terminalidn Fees: The U.S. in global perspective”

Marcus, “What Rules for TP-enabled NGNs?”

“Evolving Core Capabilities of the Internet”
http:/fen.wikipedia.org/wiki/Modulation

http:/fen.wikipedia.orgfwiki/Attenuation

http://en. wikipedia.org/wiki/Decibel

ADC brochure (Value-Added Module System: LGX Compatible)
http:/fwww.narus.com/solutions/TPanalysis.html

hitp:/fwww ist-scampi.org/events/workshop-2004/poell.pdf

hitp:/fwewrw-
03.ibm. com/mdusmes/telecom]doc/content/bm/tc . using_narus ip_sept 2005.pdf

- http:/fwww narus.com/platform/index. htmt

http:flwww.narus.com/solutionstarusForgnsibs.htrnl

In the Matter of AT&T Petition for Declaratory Ruling that AT&T's Phone-to-Phone IP

Telephony Services are Exempt from Access Charges, FCC WC Dacket 02-361, Petition of
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I, J. Scott Marcus, declare under the penaity of perjury that the following is true and
correct:

i. The Electronic Frontier Foundation (EFF) has asked me to render an expert opinion'
on the implications of a declaration by Mark Klein (“Klein Declaration”), and on a series of
documents alleged to have been generated by AT&T (Exhibits A, B and C to the Klein
Declaration) (“Klein Exhibits™), in conjunction with Plaintiffs' Motion for a Preliminary Injunction.

2. I am strongly of the opinion that the Klein Exhibits are authentic, and I find Mr.
Klein’s declaration to be fully consistent with the documents and entirely plausible.

3. The EFF specifically requésted that I assess whether the program described in the

Klein Declaration and Klein Exhibits is consistent with media reporis about 4 program authorized

by the President of the United States, under which the National Security Agency (“NSA”) engages
in warrantless surveillance of commmlicatiohs of peﬁpie inside the United Stat;‘es (“the Prdgram").

4, I was asked to review the following two news articles: Eric Lichtblan and James
Risen, Spy Agency Mined Vast Data Trove, Officials Report, The New York Times, Dec. 24, 2005
(attached as Exhibit B), and Barton Gellmat, Dafna Linzer and Carol D. Leonnig, Surveillance Net
Yields Few Suspecis: NSA's Hunt Jor Terrorists Scrutinizes Thousands of Amén‘cans, but Most Are
Later Cleared, Washington Post, Feb. 5, 2006 at A01 (attached as Exhibit C).

5. I was asked to focus on .thf.: fblEoWing claims in these two news articles, with respect
to AT&T Corb.: that major U.S. telecomtréuhidatioris companies a1:e as'sisting'ﬂle govemnment in
carrying out the Prdgram; that these wﬁpfﬂes have given the government ldirect access to
telecommunications facilities physically loba%ted. on U.S. soil; thét by virtuia of thi§ access, the
governmen! can now monitor both dome.stic. and internafional cormnunicatioins of persons in the
United States; and that surveillance under the Program is conducted in several stages, with the
early stages being computer-controlled collection and analysis of cdmmun.ications and the last

stage being actual human scrutiny.

6. In the sections that follow, I present my qualifications, and provide an overview of

" Attached hereto as Fxhibit A is my curriculum vitae.
1.
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the implications of the Klein Declaration and Klein Exhibits. [ present my conclusions in regard to
the scope of the program, and the volume of data that was captured. ! also explain why I find
credible Mr. Klein’s allegation that the room deseribed was a secure facility, intended to be used
for purposes of surveillance on a very substantial scale. :

QUALIFICATIONS

7. For more than 30 years; I have worked in a wide range of positions invelving
computers, data communications, economics, and public policy. This declaration draws on my
experience in several of these posifions, and in several different academic disciplines.

8. From March 1990 to July 2001, 1 held a series of reépon_siblc positions with Bolt,
Beranek and Newman (which was rcnalmed EBN Corp.) and with its successor companies, GTE
Internetworking and Genuity, culminating in. my work as Chief Technology Officer (CTO) of
Genuity. |

9. BBN Corp. was acquired by GTE Corp. in 1997. The portion of BBN that

. functioned as an Intemet Service Provider (ISP)* became GTE Internetworking, a wholly owned

subsidiary of GTE.

10.  Tn 2000, at the time of the Bell Atlantic — GTE merger (which formed Verizon),

GTE Internetworking was spun ouf info an independent company in otder to satisfy regulatory

leigationé relevant to the merger. The independent firm was calfed Genuity,

11. My primary engineering competence is as a designer of large.scale IP-based® data

networks.

12. Immediately,fdllowing BBN’s acquisition by GTE, I headed the tcam of systems

architects and network enginecers who developed the overall architectural design for GTE

Internetworking’s new data network. The team, comprising of as many as 50 senior engineers at

various times, translated general busincss and marketing requirements into a comprehensive sef of

2 An Internet Service Provider (ISP) is an organization that enables other organizations to

connect to the global Internet. ISPs often provide additional supporting services to enable
electronic mail (e-mail) and to permit domain names (such as www.foc.gov) te be recognized.

3 All Tntenet traffic is IP-based, i.e. based on the Intemet Protocol. I expand on this discussion in
the section in which I discuss “Traffic captured™. .

9.
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high level engineering designs. 'l'his was a project of substantial scope and scalé. The new netwark
transformed 13,000 miles of dark fiber* into a single integrated network providing nationwide (and
ultimately global) high speed Interet access services, and support for consumer Infernet access via
broadband and dial-up, and high speed data services for large enterprises. In terms both of scope
and of technology, this network was at the state of the art of the day. The network was viewed as a
technical and economic succt;s;s, and became in short order one of the largest Internet backbone
networks in the world — in terms of traffic carriéd, it could be viewed ds the fburth largest Internet
backbone® in the world for much of the time that I was there.

13. [ have some experienée with AT&T’s network at its inception. When AT&T
initially entered the Intérﬁet business in 1995, they contracted with my firm, BBN, to provide the
underlying service. In effect, they “private labeled” a BBN service. They provided connections to
their customers over dedicated circuits, which were cross-connected to BBN’s Intemet network.
The customer perceived an AT&T-branded service, but BBN provided the acuval ISP services. I
was BBN’s lead technical person fof this endeavor.

14. BEN and AT&T conducted exploratory, but ultimately unsuccessful, discussions

“about building an Internet backbone together. AT&T ultimately decided to implement their own

Internet backbone network (the Common Backbone [CBB), which is the same name used in these

documents), and thus to assume the ISP functions that had previously been provided by BBN. The

initial desigﬁ of the CBB reflecied AT&T’s experience in working with BBN,

15. In addition to the GTE Intemetworking’s own Internet backbone, and the work with
AT&T, 1 designed a number of networks for commercial and govémment customers. I did the

initial design work and cost analysis for a very large dial-up network for America Online in 1995,

4 Fiber optics are discussed later in this declaration. Dartk fiber is fiber opiic cable that is not

yet carrying traffic.

The term backbone is w1dely used in the industry, but not precisely defined. An Internet
backbone can be thought of as a large ISP, many of whose customers may themselves be smaller
ISPs. There is no single network that is the Internet; rather, the Internet backbores collectively
form the core of the global Internet. The term backbone is also sometimes used to denote any large
[P-based network, whether used to provide IP-based services to the public or not.

¢ The AT&T Common Backbone, like backbones generally, is a large IP-based network. The CBB
is used for the transmission of interstate or foreign communications.

13-
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This network ultimately ;;anied as much as 40% of America Online’s dial-up trafiic.

16. My experience as CTO at GTE Internetworking provides useful insights not only in
network design, but also iﬁto Opﬂatfonal procedures in a large Internet backbone operator
associated with a large traditional telecommunications carrier. BBN's joint project with AT&T
required me to work closely with AT&T’s engineers as they deployed the service, In addition,
much of BBN’s Internet equipment was physically deployed into poinis of presence owned and
operated by WorldCom and by MCI, which required that I be able to'coordinate with their staffs 4§
well. These insights into cartier operations enable me to assess the AT&T docurnents.

17. Many of my other duties at BﬁN, GTE Internetworking and Genuity are relevant to
this declaration.

18. I created a network 'design and capacity planning function within BBN, and ran the
fanction for scveral years. In the context of an ISP, capacity planning is the process whereby the
ISP measures and interprets current service demands on the network, projects future demands
(considering both current and projected future service offerings), and plans for necessary network
enhancements to meet those demands. Capacity planning required constant interaction with the
company’s financial planners, as well as marketing and engineering. It also required an in—depﬂl
understanding of traffic flows within and betﬁeen Internet providers. After the merger with GTE, I
received a GTE Chairman’s Leadership Award for that work.

19. I am the author of a textbook on data network design:'Designing Wide Area
Networks and Internetworks: A Practical Guide, Addison Wesley, 1999. The book largely réﬂects
my experience with capacity planning and nétwork design in the large at BBN, GTE
Internetworking and Genuity.

20. I held a number of sales and marketing positions at BBN, and in those roles {(and
also subsequently as Genuity’s CTO) frequently participated in the assessment of the costs and the
potential revenues associated with new services. | -

21. Many of my outside consulting assignments at BBN involved elements of data
securily and network security. Later, as CTQ, the company’s senior security expert was a direct

report. I thus had a general oversight role with respect to. the company’s performance of lawful
-4-

] DECLARATION OF I. SCOTT MARCUS IN SUPPORT OF
C-06-0672-VRW PLAINTIFFS’ MO'ITON FOR PRELIMINARY INJUNCTION




.

\‘.-.i—r";

V- -* R Y - LY S -

— [ T < = e =
E 3B RBER€REEGG RIS a& =& 0 X o

intercept.

22. As CTO, I also had primary responsibility for the coﬁipany’s strategic approach to

“peering’ with other Internet Service Providers (including AT&T). I personally chaired the firm’s

peering policy council, where the company’s various stakeholders (engineering, financial and
marketing) established strategic direction in regard to i)eering.

23. I suﬁported GTE’s General Counsel in raising concerns about the MCI-WorldCom
merger (1998) and the proposed MCI-Sprint merger (2000), arguing that the network externality
effects resulting from the mergers would make anticompetitive practices as regards Internet
backbone peering both feasible and profitable, These argnments hinged to a éubstantial degree on
my ability to estimate peering traffic flows between the major Internet backbones in both real and
hypothetical circumstances. This activity drew hea\.fily on my experience with the measurement
and analysis of traffic. _

24. From July 2001 to July 2005, I was the Senior Advisor for Internet Technblogy at
the Federal Communications Commissien (FCC). In this role, I served as the FCC’s leading
technical expert on the Internet, and provided advice to the Chairman’s office and to other senior
r'nanagers as regards technology and policy issues.

25. I participated in numerous proceedings during my tfime at the FCC, including

- several that dealt generally with broadband and with Voice over IP (VoIP).2

26. [ was a member of the FCC’s Homeland Security Policy Council, with significant

responsibilities as regards cybersecurity and infrastructure security. I heid a top secret clearance. T

frequently spoke on the FCC’s behalf on lawful intercept (CALEA)’ in connéction with IP-based

services. I was an active and significant participant in the FCC’s proceedings related to CALEA in

! Peering is the process whereby Internet providers interchange traffic destined for their

respective customers, and for customers of their customers. A more-extensive definition appears

later in this Declaration, under “Traffic Captured.”

8 IP is the Intemnet Protocol. All Internet data is TP-based. Voice over IP refers to the

transmission of voice over IP-based networks — either private networks or the “public” Infemet.
Communications Assistance for Law Enforcement Act of 1994 (CALEA), Pub. L. No. 103-

414, 108 Stat. 4279. CALEA is the statute that requires carriers to proactively instrument thetr

networks in order to support law enforcement needs. The FCC has a role in its implementation.

-5-
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connection with Voice over IP (VoIP) and with broadband.

27. From July 2005 to the present, I have been a Senior Congultant for the WIK, located

in Bad Honnef, Germany. The WIK is a leading German research institute specializing in the

economics of electronic communications, and the regulatory implications that flow from those |

. economics. Much of my current work applies economic reasoning to policy problems in electronic

communications.
28. [ am a Senior Member of the Institute of Electrical and Electronics Engrineers
(IEEE), and have held several senior volunteer positions within the IEEE. T am cwrently co-editor

for public policy and regulatory matters for [EEF Communications Magazine. I'have also served as

| atrustee of the American Registry of Internet Numbers (ARIN).

29. 1 do not consider myself an economist, but T have a good woiking knowledge of
economics as it applies to the aspects of telecommunications that T deal with. Several of my
profefssional papers over the past few years are economics papers, and 2 number of them have been
cited by recognized economists.'® Other recent papets apply econemic reasoning to problems in the
regulation of electronic communications.'* ‘

BACKGROUND - DOCUMENTS REVIEWED
©30. In forming my expert opinions in this Declaration, I reviewed the following

documents: the Klein Declaration; SIMS Splitter Cut-In and Test Procedure, Issue 2, 01/13/03

W See, for instance, my paper with Jean-Jacques Laffont, Patrick Rey, and Jean Tirole, IDE-T,
Toulouse, “Internet interconnection and the off-net-cost pricing principle,” RAND Joumal of -
Economics, Vol. 34, No. 2, Summer 2003, available at :
hitp:/Awww rje.org/abstracts/abstracts/2003/rje.sum03. Laffont.pdf (Exhibit D). An earlier version
of the paper appeared as “Internet Peering,” American Economics Review, Volume 91, Number 2,
May 2001. See also “Call Termination Fees: The U.S. in global perspective,” presented at the 4th
ZEW Conference on the Economics of Information and Communication Technologies, Mannheim,
Germany, July 2004, available at: fip:/fip.zew.de/pub/zew-
docs/div/IKT04/Paper_Marcus_Parallel Session,pdf (Exhibit E). Another paper that deals
primarily with economics has been commissioned by the International Telecommunications Union
(ITU-T) for presentation at their ITU New Initiatives Workshop on “What Rules for IP-énabled
NGNs?,” March 23-24, 2006: “Interconnection in an NGN environment,” available at
htp:/fwww.itn. mt/osg/spu!ngn/documentsfPapers/Marcus-060323~Fm-v2 1.pdf (Exhibit F).

1 See, for instance, “Evolving Core Capabilities of the Internet,” Journal on
Telecommunications and High Technology Law, 2004 (Exhibit G).

-6-
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(Klein Decl. Exh. A); SIMS Splitter Cut-In and Test Procedure: OSWF Training, Issue 2, January
24, 2003 (Klein Decl. Exh. BY; and Study Group 3 LGX/Splitter Wiring: San Franciscb, Issue 1,
12/10/02 (Klein Decl. Exh. C).

31. 1 have also reviewed publicly available data on the Internet — wherever I have relied
on such data, [ have so indicated in the text.

32. The Klein Exhibits use terms such as “SG3 equipment” and “SG3 room.” 1 believe

SG3 to be an-acronym for Study Group 3, which is used consistently to describe the project.

| Consistent with this terminology, I will refer to the SG3 Configuration throughout this declaration,

33, I interpret OSWF as a reference to the On Site Work Force. These documents
represent directions to technicians who must “cut” the new facilities into fhe networle, f.e. install
them with as little impact as possible an AT&T’S ongoing network opératiohs.

34, Based on my experience in working with AT&T, I consider the documents to be
written with the meticulous attention to detail that is typical of AT&T operations. Highly skilled
central engineering staff provided unambignous and highty detailed directions in order to enable
implementation by multiple on site field crews at a lower skill level. Any operations that could be
done in advance were dealt with prior to the cut. The cut was designed to be as fast and as painless
as possible, so as to minimize the risk of network disruption. The cut was to take place during the
maintenance window (presumably during the early ‘morm'ng homé, e.g. 2:00 AM) so as to further
minimize possible distuption.'?

35. It is clear that these plans relate to real deployments, and not just to a theoretical or

“hypothetical exercise. The last page of Klein Exhibit B makes clear that the San Francisco

deployment was already in full swing when the document was published on January 24, 2003. Of
sixteen large peering circuits that were to be diverted, (1) circuit engineering was compiete for
eight, (2) actual change orders had already been issued for four, and were Scheduled to be issued
for four more within the subsequent week (i.e. by 1/30/2003), and (3) request dates had been

established for the completion of the remaining circuit engineering, for splitter pre-test and for

See Klein Exh. A, page 4.
-7-
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putting the splitters into the circnits, afl in 1/2003 and 2/2003.

36. Klein Exhibit B and Klein Exhibit C are specific to AT&T’s San Francisco facility,

but Klein Exhibit A is generic — it is relevant to all sites where this cut was to take place.
OVERVIEW AND SUMMARY OF PRINCIPAL OPINIONS

37. My expert assessment is based on the Klein Declaration, the AT&T ddcuments
collectively designated as the chiﬁ Exhibits, my extensive and varied experience in the industry,
and various' publicly available documents. Where I have relied on such documents, I have so
indicated in the text.

38. Based on these documents, other publicly available documents, and my general
knowledge of the industry,‘I conclude that AT&T has constructed an extensive — and expensive —
collection of infrastructure that collectively has all the capability necessary fo conduict large scale
covert gathering of IP-based communications information, #of only for communications to
overseas locations, but for purely domestic communications as well."

39. In terms of the media claims T was asked to evaluate with respect to AT&T, I

conclude that: the infrastructure described by the Klein Declaration and Klein Exhibits provides

AT&T Corp. with the capacity to assist the government in camrying out the Program; that the

infrastructure deployed included a data network (the SG3 backbone) that apparcntlj-r provided third
party access to the SG3 room or rooms-; that, if the government is in fact in communication with
this infrastructure, AT&T Corp. has given the government direct access to telecommunications
facilities physically located on Us. soil; that, by virtue of this access, the government would hﬁve
the capacity to monitor both domestic and international communical;_ions of persons in the United
States; and that surveillance under the Program is conducted in several stages, with the carly stages
being computer-controlled collection and analysis of communications and the last stage being
actual hwman scrutiny. _

40. A key question is whether the infrastructure that AT&T deployed — which I refer to

for purposes of th';s’ declaration as the SG3 Configurations — is being used solely for legitimate or

1 Later in this Declaration, I provide my assessment of the volume of domestic and

international traffic captured.
8-

) DECLARATION OF J. SCOTT MARCUS IN SUPPORT OF
OOG-OG?Z—VRW PLAINTIFFS” MOTION FOR PRELIMINARY INFUNCTION




....

Y=} o] -~ (=) wn o L v -

[ T e
8 2 BB RERBEBGEG &35 6GEEGEE =3

14

innocucus purposes, or for interception that violates consumer privacy and U.S. law. The SG3
Configurations could be used for a number of legitimate purposes; however, the scale of these

deployments is, in my opinion and based on my experience, vastly in excess of what would be

- needed for any likely application, or any likely combination of applications other than surveillance,

41, The 8G3 Configurations that were deployed are not routine for Internet backbone
operators, and they are emphatically not required (nor, apparently, are they_ being used) for the §
transmission of Internet ciata between customers.

42. 1 consider other possible altemative hypotheses for AT&T’s deployments later in
this Declaration, under “Alternative reasons why AT&T might have d(;ployed the SG3
Configurations.” For instance, the SG3 Configurations could be used in support of routine lawful
intercept, and are possibly being used in that way, but lawiul intercept re_quijrgements could not
account for AT&T’s deployment of the SG3 deploymenis. As another e;(ample, the SG3
Configurations could be used in support of AT&T commercial security offeﬁngs, and it afapcars
that AT&T is using either the SG3 Configurations or, more likely, similar technology deployed
elsewhere in support of their Internel, Protect commercial offering. In my judgmient, and based on
my experience, it is highly unlikely that benign applications, either individually or collectively,
provided the rationale fotr the deployment. The information at hand suggests, rather, that AT&T has
attempted after the fact to find ways to realize additional commercial value out of a very substantial
deployment that had already been made primarily in order to conduct (presumably warrantless)

surveillance. Public statements by AT&T officials over the years tend to support thls view — AT&T

. only belatedly realized that customers might be interested in certain of these capabilities.'*

43. Prior to seeing the Klein Declaration, I would have expected the Program to involve

a modest and limited deployment, targeted solely at overseas traffic, and' likely limited in the

.information, captured to traffic measures (except pursuant to a warrant),  The majority of

intemational IP traffic enters the United States at a limited number of locations, many of them in

the areas of northem Virginia, Silicon Valley, New York, and (for Latin America) south Florida.

Supporting detail appears fater in this Declaration, in “Altemative reasons why AT&T
might have deployed the SG3 Configurations.”

-9
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This deployment, however, is neither modest nor limited, and it apparently involves considerably
more locations than would be rf:(iuircc_l to catch the majority of international traffic,

44, "The SG3 Configurations are fully capable of pattern énalysis, pattern matching and
de‘tailed analysis at the level of confent, not just of addressing information. One key component, the
NARUS 6400, exists prmarily to cénduct sophisticated rule-based analysis of content. It is also
well suited to high speed data reduction — to the “winnowing down” of large volumes of data, in
order to identify only events of interest.

45. Klein Exhibit C -speaks of a private SG3 backbone network, which appears to be
partitioned from AT&T’s ﬁain Internet backbone, the CBB." This suggests the presence of a
private network. The most plausible inference is that this was a covert network that was used to
ship data of interest to one or more central locations for still more intensive analysis. I return to the
capabilities of the SG3 Configurations later in this Declaration, under “Capabilities of the SG3
Configuration.” _

46, Given the probable cost of these configurations, and the likely limited commercial
return, I find it exceedingly unlikely a financially troubled AT&T'® would have made these
investments at that time on its own initiative. I can cnvision no commercial reason, nor any
combination of commercial reasons, that would render that investment likely. T therefore conclude
that it is highly probable that funding came from an outside source, and consider the U.S.
Government to be the most likely source. This supports Mr. K.Icin_?s assertion that the room was an
NSA secure room, accessible only to NSA—cleared personnel. '

47, I also find that the cornponents that were chosen are efcceptionally well suited to a
massive, distributed surveillance activity (see “Capabilities of the SG3 Configuration” later in this
Declaralion). No other application provides as good an explanation for the combination of

engineering choices that were made.

43, In addition, the private SG3 backbone network referred to in Kiein Exhibit C,

15 Klein Exh.C, pp 6, 12, 42, Again, see “Capabilities of the SG3 Configuration” later in this

Declaration.

{ return to the topic of AT&T’s financial condition later in this Declaration, under “AT&T’s
Financial Condition in 2003.”
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appears to be partitioned from AT&T’s main Internet backbone, the CBRB.Y This is perfectly
consistent with the notion of massive, covert distributed surveillance system. It is not consistent
with normal AT&T practice — they have been working for years to try to reduce the number of
networks in use, in the interest of engineering and operational economy.

49, For all of these reasons, I am persuaded that the SG3 Configurations were deployed
primarily in order to perform surveillance on a massive scale, and not for any other purpose.

BACKGROUND - FIBER OFTICS

50. The Klein Declaration speaks (at § 24 and in the sections following) of splitting the
light signal, so as to divert 2 portion of the signal to the SG3 Secure Room. It may be helpful to
review (at an. informal level suitable for a non-specialist) some of the characteristics of fiber optic
transmission before proceeding.

51, Historically, electronic communications were carried-over copper wires, or were

- broadcast through the air. In both instances, it was often cconomically and technically

zidvantageous'to modulate’® the signal onto a higher frequency wave. Doing so enables the
recipient to select from among mulliple signals transmitted aver the same physical medium. You
do this every time that you tune your television or radio to a particular channel. .

52. More recently, fiber optics have supplanted the use of copper wire for many
applications, especially those involving long distances. Instead of modulating signals onto

electrical waves or radio waves, they are modulated onto light waves. Because light waves have a

much higher frequency than the waves used in copper wires; it is possible to modulate far more

" information onto them.

53. Fiber optics have an additional advantage over copper wires: They do not generate

electrical interference, nor are they vulnerable to it. In addition, it is difficult to “tap™ into & fiber

17 Kiein Exh.C, pp 6, 12, 42. Again, see “Capabilities of the SG3 Configuration™ later in this

Declaration.
Modulation is “. . . the process of varying a carrier signal, typically a [signal in the shape of
a sine wave}, in order fo use that signal to convey information . . . . There are several reasons to
modulate a signal before transmission in a medium, These include the ability of different users
sharing a medium (multiple access), and making the signal properties physically compatible with
the propagation medium.” See http://en. wikipedia.org/wiki/Modulation (Exhibit ).
-11-,
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optic cable without detection. All of these characteristics are felt to make fiber more reliabie and
more secure than copper.

54. At the same time, these characteristics mean that law enforcement has to work
harder to implement lawful intercept. The Hollywood image of an FBI agent with a pair of alligator
clips is a thing of the past.

55. This is one of the main reasons why CALEA obligates catriers to instrument their
networks in order to support requests for lawful intercept. Lawful intercept in today’s. world
depends on the cooperation of the carrier. '

56. In this case, the splitter (described below) provides an equivalent function to that of
the alligator clips. However, instead of capturing traffic to a single target, these splitters
collectively transferred all or substantially alt of AT&T’s off net [P-based traffic'® (so-called
Internet peering™ traffic to other Internet backbones) to a secure room.

57. A splifter is a standard bit of optical gear. The simplest form is a “T™ — one signal
comes in, two signalslgo out. The splitters in this case were 50/50 splitters, which is to say that tﬁey

split the signal such that 50% went to each oufput fiber. See the figure immediately below.

9 The basis for this statement is developed over the balance of'this Declaration. Traffic fiom

one AT&T customer to another AT&T customer is on net traffic; traffic from an AT&T customer
to a customer of some other ISP is in general off et traffic. As previously noted, all Internet traffic
is [P-based, i.e. based on the Internet Protocol. I expand on this discussion in the section in which I
discuss “Traffic captured.”

Again, peering is the process whereby Internet providers interchange traffic destined for
their respective customers, and for customers of their customers.

-12-
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FIGURE 1
Signal out (50%) Signal out (50%)

Signal in (100%)

58. To the layman, it may seem strange that one can split a signal and still use both
portions. In everyday life, if we divide something in half, each half is in some sense less than the
whole. It is important to remember that, in this case, what is important is the bits (the information
carried), oot the underlying medium. This is more akin to making a copy of an audio CD — the CD
that has been copied is not harmed by being copied. The copy contains the same information as the
original.

59. Opto-electronic equipment is routiﬁely designed (o recover as much information as
possible from weakened signals in ordef to attempt to compensate for attenuation™ (weakeﬁing, or
loss of “punch™) of the signals over distance.

60. The AT&T designers were well aware that splitting the signal would make it
weaker. They expected a loss of 4 dB* as a direct result of splitting the signal in two, and a loss of
an additional 2 dB due to possible inefficiencies in the process — think of this lafter loss as being

the equivalent of friction in a mechanical device: This makes for a combined loss of 6 dB. As long

2 “In telecommunication, atteruation is the decrease in intensity of a signal, beam, or wave

as a result of absorption of energy and of scattering out of the path to the detector, but not including
the reduction due to geometric spreading.” See http:f/en.wikipedia.org/wiki/Attenuation (Exhibit I).
# 4B is the standard abbreviation for decibel. “The decibel (dB) is a measure of the ratio
between two quantities, and is used in a wide variety of measurements in acoustics, physics and
electronics. . . . It is a “dimensionless unit” like percent. Decibels are useful because they allow
even-very large or small ratios to be represented with a conveniently small number. This is
achieved by using a logarithm.” See hitp://en.wikipedia.org/wiki/Decibel (Exhibii J).
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-as the loss was less than 7 dB, they presumably expected it to be within the normal operating

tolerances of the devices on both ends, so they apparently made no provision to correct for the loss.
They required technicians to carefully record signal levels before and after the cut (the insertion of
the splitters into the operating network), and to report-any loss of signal preat cnough fo cause
problems to the Network Operations Center (NOC) in Bridgeton, New J ersey.”

61, For the work that was described in the Klein Exhibits, each high speed circuit was
apparently comprised of mullipie fiber optic cables. AT&T chose to connect the cables associated
with certain circuits to the splitters, and thereby to -divert or copy the signals carried on those
circuits. They presumably chose not to connect the cables associated with other circuits to the
splitters, and thereby to refrain from diverting or copying the signals associated with those circuits.

62. In the context of the SG3 Configurations, the new splitiers and a collection of
optical cross-connect cables directed 50% of the signal to complete the same path that the signal
had previously taken (from the CBB router to the optical {ransmission equipment), and directed the
other 50% of the signal to the SG3 Equipmf:nt;z_4 This arangement enabled the circuits to continue
to fanction just as they previously had, but also made the signals availablé to the SG3 Equipment.

63. The splitter configuration that AT&T used is routinely available from a major
supplier of equipment for electronic communications, ADC. See line 1 of page 4 of ADC’s
brochure  “Value-Added  Module  System: LGX* . Compaiible,”  available  at |
http://www.adc.comeibrary/LiteraturcI891 _LGX pdf (Exhibit K).

SUMMARY OF THE ARCHITECTURE OF THE 5G3 CONFIGURATION AND ITS
DATA CONNECTIVITY

64. °  In this section, I provide a swmmary overview of the architeciure of the SG3
Configuration and its data connectivity, based on the Klein Declaration, the Klein Exhibits, and my

professional expeitise. More details are provided in later sections of this declaration,

23

v See Klein Exh. A, p. 10.

See, for instance, Figure 5 on page 11 of Klein EXh.lb].tA Note, too, that thc tables on
pages 6 and 7 of Klein Exhibit € refers to “50/50 Dual Splitters.”

The LGX refers to the format of the physical rack into which the equipment is dcs:gned to
be deployed. Lucent.developed the LGX forraat. LGX stands for nght Guide Crossconnect.

-14-
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65. The Klein Declaration refers to a “secret” room being constructed within AT&T
Corp.’s Folsom Street Facility, called the “SG3 Secure Room.” Klein Decl., 1 12.

66. While Mr. Kliein worked at the Folsom Street Facility, _';vhcrc he oversaw its
WorldNet Internet room,” his duties included the installaﬁon of new fiber-optic circuits with
respect to AT&T’s WorldNet Internet service.”” Klein Decl., §115,20.

67. In the course of his employment by AT&T, Mr. Klein reviewed the three documents
collectively referred to as the Klein Exhibits. Klein Decl., §f 25-26, 28.

68. The SG3 Configuration, for purposes of my declaration and expert opinions,
includes the following basic elements: a room referred to in the Xlein Declaration as the “SG3
Secure Room,” id., { 12 and Klein Exh. C, p. 46, “SG3 Room,” id., p. 45, “8G3 Room LGX,” id.,
p. 13, “SG3 Equipment Room,” id., p. 41, and “SG3 Equipment,” see Klein Decl., Exh. A, p. 10,
Fig. 4; sophisticated computers and other electronic devices located in or to be installed in this
room; sophisticated routers and switches capable of switching traffic among the computing systems
in the room, and also to other l(;cations; and cables associated with data circuits entering and
exiting this room. _

69. The $G3 Secure Room that Mr. Klein describes in his declaration is fully consistent
with the various SG3 _roorris referred to in the Klein Exhibits.

70. The Klemn ExhiBits describe procedures for splitting or diverling peering

communications traffic associated with AT&T Corp.’s Common Backbone (CBB) fiber-optic

network by means of splitters®® that fed into the SG3 Secure Room.

71. By following these procedures, all the communications carried on the associated

fiber optic circuits were diverted or copied to the SG3 Scoure Room and could be made available

% The WorldNet Internet room and its equipment as described by Mr. Klein is a facility for
transmitting both domestic and international wire or electronic communications by
electromagnetic, photoelectronic or photooptical means. Klein Decl,, 4§ 15, 19,22,

%" The AT&T WorldNet Intemet service provides its users with the ability to send or receive email,
to browse the web, and to send or receive other-wire or electronic commumications.

2 1 explained the function of.a spfitter earlier in this declaration, in the section on “Background —

~ Fiber Optics”. The T splitters used by AT&T apparently sent 50% of the input signaf to each of

two optic fiber cables, one of which conveyed the traffic to the SG3 Secure Room.
-15-
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to any devices in that roorm.

72. With respect to the SG3 Secure Room in San Francisco, the process resulted in the
diversion of all, or substantially all, of AT&T's peering traffic at the Folsom Street San Francisco
facility to SG3 equipment, with no significant adverse impact on AT&T’s confinuously operating
CBB Intemet backbone. .

73. Thé figure below helps to clarify these relationships. Splitters take the peering
traffic from other networks (“off net” traffic) and route 50% of the signal to the CBB, and 50% of
the signal to the SG3 Secure Room. Even though only 50% of the signal goes to each side of the
split, all of the associated traffic is available both to the CBB and to the equipment in the SG3
Secure Room.

FIGURE 2

Centm! 1
Analysis
Facility? J

5G3
Batkbone

dane.
Loyic Senrers’

74. The Klein Exhibits also list equipment linked to or contained in the $G3 Secure
Room. These include sophisticated computers and other electronic equipment. See Klein Exh. C, p.

3 (“cabinet naming”). At the same time, the Klein Exhibits do not indicate the quantities of
' -16-
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equipmént, nor do they indicate the precise inierconnections between them; consequently, the
connections depicted within the SG3 Secure Room in Figure 2 should be considered fo be
suggestivé buit not necessarily exact.

75. An important group of devices in the SG3 Secure Room is the Narus STA 6400,
which is a “semantic traffic analyzer,” and the Narus Logic Server.”® As I explain in more detail

below, the Narus system is designed to apply logicél tests to large volumes of data in real time. It is

well suited to the initial screening function of a comprehensive surveillance system — in fact,

surveillance is one of the systern’s primary functions.®®

76. The Klein Exhibits also refer to the “SG3 backbone” and to the “SG3 backbone
circuit[s].”*' Klein Exh. C, pp. 6, 12, 42. As I explain in more detail below, it is highly tikely that
this SG3 backbone provides a fiber-optic network confiected to the SG3 Secure Room, but separate
and distinct from the CBB. In other words, ,while the SG3 Secure Room is connected to the CBB-
(from which it receives communications), it is.also connected to another network, and signals can
be sent out of or into the SG3 Secure Room over the SG3 backbone.

1. In sum, the general architecture of the SGS; Configuration is that communications on
the CBB are split by means of splitters in a splitter cabinet, and that these communications feed
into the SG3 Secure Room where they can be processed by the equipment in the SG3 Secure
Room. At the same time, the SG3 backbone provides a separate, two-way channel of
communication with the SG3 Secure Room. The documents reviewed do not, however, indicate
what entities can receive signals or mfonﬁation from or send signals or information into the SG3
Secure Room via the SG3 backbone. I consider it highly probabic that one or more Centralized

Processing Facilities exist, as shown in Figure 2, but that belief is based on tlfle nature of the job

that the Narus system is designed to do, rather than being based on the Klein Exhibits themselves.

¥ See Klein Exh. C, p. 3 (“cabinet naming”). The Narus Logic Server is apparently implemented in
conjunction with a Sun V880 computing system, possibly as software running on the Sun V880.

* See http://www.narus.com/solutions/IPanalysis.htm! (Exhibit L).

*! In the text, both the SG3 backbone circuits and the peering circuits are referred to in the singular.

Tbelieve that these are gramumar errors on the part of the author, and that both should have
appeared in the plural.
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- CAPABILITIES OF THE SAN FRANCISCO SG3 CONFIGURATION

78. In this section, I explain my expert opinions about the activities likely to be
occurring in the SG3 Secure Room in San Francisco. '

’ 79. In order to understand the capabilities of this configuration, it is particularly
ﬁnportant to understand the capabilities of the Narus Semantic Traffic Analyzer (STA) and the
Narus Logic Server. Narus’s website provides singularly little information about their offerings,
but a few public so’ur;:es provide useful supporting detail, notably including a presentation that
Narus.made to the Buropean SCAMPI project in May, 2004, and a Narus presentation available on
the website of Narus’s reseller [BM.*

30, These devices are designed to capture data directly from a network, apply a
structured series of tests against the data, and respond appropriately. According to the Narus
website, “One distinctive capability that Narus is known for is its ability to capture and collect data
at true carrier speeds. Every second, every minute and everyday, Narus collects data from the
largest networks around the world. To complement this capability, Narus provides analytics and
reporting products that have been deployed by its customers worldwide, They involve powerfu]
parsing algorithms, data aggregation and filtering for delivery to various upstream and downsiream
operating and support systems. They also involve correlation and association of events collected _

fiom numerous sources, received in multiple formats, over many protocols, and through different

periods of time. >

31 Given the very high data rates that are supported, it is likely that many sophisticated
techniques are used to accelerate the processing.

82. The Narus presentation on IBM’s web site®® makes it ciear that the Narus system
has the ability to inspect user application data (i.c. content), and not merely protocol headers. In

this context, it is worth noting that references to layer numbers reflect the OSI Reference Model, |

2 See http://www.ist-scampi.org/events/workshop-2004/poell.pdf (Exhibit M), and

http:/fwww-03.ibm com/industries/telecom/doc/content/bin/tc usine narus ip_sept 2005.pdf
(Exhibit N},
3 See http:/fwww nams.com/solutions/TPanalysis.html (Exhibit L).

7 3 See http:fferww-

03.ibm.com/industries/telecom/doc/content/binfte_using narus ip_sept 2005.pdf (Exhibit N),
18-
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where levels 5 through 7 correspond to the application™:

The Narus solution is multi-ticred. Within the platformn are the first two tiers; the
third tier is the application that the platform is enabling. The two Narus tiers or
layers are:

= Collection
*» Processing

Collection ,

The collection layer in the Narus solution consists of High Speed Analyzers which
conneet to the network at the points where the traffic to be monitored can be most
efficiently accessed. The Narus HSA’s are passive and as such have zero impact on
the service delivery. The HSA’s analyse each and every IP packet looking at the
OSI layer 2 to layer 7 data and extract layer 4 flows and layer 7 application data
[emphasis added] for every TP session. Appropriate layer 4 and layer 7 data is
packaged up and passed to the downsiream processing layer as Narus vectors.

Processing )
The processing layer in a Narus deployment is the LogicServer. The LogicServer
process runs RuleSets which are programs that apply the business logic to the Narus
vectors passed by the collection layer.

83. The statements in the IBM document make clear that the Narus system is well suited

to process huge volumes of data, including user content, in real time. It is thus well suited to the

capture and analysis of large volumes of data for purposes of surveillance. _

84. The following fipgure, which is taken from the Narus presentation to SCAMPI,
makes it clear that the system, in addition to its other capabilities, is dcsigneci to identify traffic of
interest and to act on it. It has the ability to store interesting traffic to the onboard disk that is part

of the system.

s The Narus website is consistent with this assessment. “Stateful, Real-Time analysis of all of

the traffic, Layer 3 to Layer 7 stack™. The reference is to the largely obsolete OSI Reference Madel
of Interconnection, where levels 5 through 7 correspond to the application. See

hetp:/fwww .narus.com/platform/index. html (Exhibit O). For a non-technical explanation of
protocol layering in the context of the Intemet, see section 2 of my paper “Evolving Core

Capabilities of the Internet,” Journal on Telecommunications and High Technology Law, 2004
(Exhibit G).
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85. In addition to its real time capabilities, the Narus offering can subsequently analyze
large volumes of data in order to reconstruct session content as needed from the captured ‘
collections of packets. This would include e-mail, web browsing, voice over IP (VoIP), and other
common kinds of Internet communication™®

86. It would, in my judgment, be an emor fo evaluate the capabilities of this
configuration — substantial though they are - solely on the basis of the equipment deployed by
AT&T to the SG3 Room. The AT&T documeﬁts clearly indicate the presence of an SG3 dackbone
network, apparently operating at OC-3 speeds (155 Mbps).*" This network, while much smaller |
than AT&T’s CBB Intcr;iet backbone network, is nonetheless quite substgntial.

87. The SG3 backbone was logically distinct from the AT&T Common Backbone
.(CBB), but this does not necessarily mean that it had dedicated physical transmission facilities. It
most probably operated over AT&T’s standard optical fiber-based transmission systems, but using
different high speed services — in effect, different circuits — thag the CBE. If this network were

carrying nothing more than a subset of AT&T’s normal commercial traffic, they might not have

3 Narus forensics, for example, “[r]econstructs and renders IP data captured with NarusDA

(Directed Analysis), NarusLE (Lawful Intercept) or obtained from other data sources: Visually
rebuilds or renders web pages and sessions; Presents e-mail with the header, body and attachments;
Plays back streaming video or a VoIP call web session or other interactive medium.” See
http/fwww narus.comysolutions/NarusForensics.html (Exhibit P

¥ Klein Exh. C, pp. 6, 12, 42. -
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felt the need to do more —~ it has long been considered permissible to transmit Sensitive but
Unclassified Information (SUCI) over separate fiber-based transmission paths. Had there been
greater sensitivity about the data, it might have been protected in other ways, for instance by nieans
of link encryption.

88. The obvious and natural design for a massive surveillance sysiem for IP-based data,
and the one most cost-effective to implement, would in my judgment be comprised of the
following elements: (1) massive data capture at the locations where the data can be tapped, (2) high
speed screening and reduction’® of the captured data at the point of capture in order to identify data
of interest, (3) shipment of the data of interest to one or two central collection points for more
detailed analysis, and (4) intensive analysis and cross correlation of the data of interest by very
powerful processing engines at the central location or locations. The AT&T documents
demonstrate that equipment that is well suited for the first three of these tasks was deployed to San
Francisco and, with high probability, to other locations. I infer that the fourth element also exists at
one or more locations.

89.. Staff 1o analyze the data W(-)'Llld probably be based at the central locations. There
would be no need to station analysts (as distinct from field suppbrt personnel) in the SG3 rooms
where the data was collected, It is likely that the data were directly availabie for analysis by staff of
the agency that funded the SG3 deployment (which runs counter to normal practice in the case of
CALEA); otherwise, there would have been no need for a private SG3 backbone, separate from the
CBB.

90. The 5G3 technology could potentially be used in a number of different ways, some
of which could be welfare-enhancing. The concern that must be raised in this case is that, in
cﬁnjunction with the divelrsion of large volumes of traffic described in the Klein Declaration and
the Klein Exhibits, this configuration appears to have the capability to enable surveillance and

analysis of Intemnet content on a massive scale, including both overseas and purely domestic traffic.

38 The Narus STA appears o be ideally smited to this role. It is, as previously noted, designed

to apply a large collection of tests against a huge volume of data at very high speed.
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TRAFFIC CAPTURED AT SAN FRANCISCO SG3 ROOM

9L. In this section, I explain my conclusions about the volume and type of
communications traffic gathered by the SG3 Room in San Francisco.

92. The Klein Declaration and Klein Exhibits B & C describe traffic diversions
associated with fiber-based circuits in the Folsom Street San Francisco facility.

93. All of the diverted data perlains to AT&T’s Common Backbone (CBB), the IP-
based network that supports AT&T’s Internet access customers, and that also carries AT&T’s VoIP
services (voice over the Tnternet).”® Nothing in the documents suggests that conventional telephony
traffic was diverted to the SG3 Configuration.

94. The last page of Klein Exhibit B provides a list of CBE peering (defined below)
links that were to be split and diverted to the San Francisco SG3 Configuration.

95, Nothing in the documents suggests that AT&T’s on net traffic - traffic from one
AT&T customer to another — was diverted at the time. AT&T may at some point in time have’
made some provision for its intemational customers (whose traffic to other AT&T customers
would also be on net), but the documents provide no guidance. My assumption is that on net traffic
was not diverted during the time frame to which the documents pertain.

96. Before pmceeding,_ it is helpful to introduce and clarify some terms. Peering is the
process whereby Intermiet providers interchange traffic destined for their respective customers, and
for customers of their customers, The Network Reliability and Interoperability Council (NRIC), an
advisory panel to the FCC, defined peering in this way;"® '

Peering is an agreement between ISPs to carry traffic for each other and for their
respective customers. Peering does not include the obligation to carry traffic to third

¥ Sec In the Matter of AT&T Petition for Declaratory Ruling that AT&T's Phone-to-Phone IP

Telephony Services are Exempt from Access Charges, FCC WC Docket 02-361, Petition of ATET,

at 24 (filed Oct. 18, 2002), at

hitp://gulifoss2.fec. gov/prod/ects/retrieve.cgi?native_or pdf=pdf&id_document=6513386921
xhibit Q). - '

guE Repart of the NRIC V Interoperability Focus Group, an advisory panel to the FCC:

“Service Provider Interconnection for Intemet Protocol Best Effort Service,” page 7, available at

http:/Awww.nric.org/fg/fg4/ISP_Interconnection.doc (Exhibit R). See afso chapter 14 of Marcus,

Designing Wide Area Networks and Internetworks: A Practical Guide, Addison Wesley, 1999

(Exhibit 5.
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partics. Peering ts usually a bilateral business and technical arrangement, where two
providers ‘agree to accept traffic from one another, and from ope another’s
customers (and thus from their customers’ customers) . . . .
917. In the figure below, AT&T and Backbone B are peers. They have agreed to
exchange traffic for their respective customers. Traffic from AT&T customer 1 to AT&T customer
2 is on net traffic — it remains on AT&Ts network. Traffic from AT&T customer 1 to customer 3

(a customer of backbone B} is off ret traffic.

FIGURE 4

Customer 3

Customer 1

Customer 2

Customer 4

98. In the figure, ISP C is a transit customer.of AT&T. ISP C pays AT&T to carry its
traffic, not only to AT&T customers, but to custorers of other ISPs as well (such as, for example,
Customer 3). In the context of this discussion, AT&T can regard traffic from Customer 4 to
Customers ! and 2 as being on nef, in the sense that it does ot traverse a peering connection.

99. It is perhaps also worth noting that AT&T and its peers and their many transit
customeré do not merely connect to the Internet; rather they are the Internet. The Internet is not a
single, huge and over-arching network, but rather a collection. of independent networks that
collectively comprise a worldwide communications s.tmtum. '

100. Again, the last page of Exhibit B provides a list of CBB peering links that were to
be split and diverted to the San Francisco S5G3 Coﬁﬁguration The sizes of these circuits are listed,
with some at OC-3 (155 Mbps), some at OC-12 (620 Mbps), and some at OC-48 (2.5 Gbps). These

23
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are all quite substaniial circuits — the OC-48’s are apparently on a par with the largest circuits that
were in widespread use in A’I‘&T’s CBB Internet backbene at the time.

191, Traffic to and from several very large Internet i)roviders at that time (UUNET,
Sprint, Level 3 and Cable and Wireless) was delivered over OC-48 circuits. Traffic fo and from
another group of large providers (Verio, XO, Genuity, Qwest, Allegiance, Abovenet, and Global
Crossing) was delivered over OC-12 circuits. Traffic to and from smaller, but still quite substantial,
providers (ConXion, Telia and PSINet) waé delivered over OC-3 circuits.

102. Large Internet backbone providers typically; use direct interconnects {private
peening) to exchange traffic with their larpest “trading partners in bits,” the firms with which they
exchange the largest volume of traffic. For providers where the volume of traffic exchange at some
location is large enough to warrant peering arrangements, but not large enough to justify the cost of
a separate circuit for pri'..rate peering, it is customary instead to interconnect with multiple peers at a
so-called “public peering point” in order to exchange traffic with multiplé providers there ! AT&T
was connected to two public peering points in the San Francisco Bay area; MAE-West and the
PATX, The traffic associated with the OC-Z; and OC-12 circuits to these two facilities, respectively,
was also diverted to the SG3 configuration.

103. At the point where I left Genuity in July 2001 (some eighteen months before these
splitters were deployed), I was intimately familiar with: our traffic exchange patterns with other
providers, Our measurement instrumentation ranked with the very best in the industry at that time.
It is possible to draw many inferences about traffic flows among other providers from one’s own
traffic exchanges. | '

. 104, Based on my experience at Genuity, I believe that the traffic that was diverted
represented all, or substantially all, of AT&T’s pecring traffic in the San Francisco Bay Area.

105. I base my reasoning on the knowledge of Genuity’s peering traffic paftcrns, and on
my general understanding of pecring traffic pattems in the industry. As of July 2001, our three

largest peers were WorldCom, AT&T and Sprint, collectively representing 50-60% of our traffic.

“ See Marcus, Designing Wide Area Networks and Internetworks: A Practical Guide,

Addison Wesley, 1999, pages 280-282 (Exhibit §).
~24-
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[
Our next largest peering partners changed somewhat over time, but typically included Qwest,

Level3, Verio and Cable and Wireless. Public peering points such as 1.\1I15\]-Z-‘,—\?VcstI represented a
small and steadily diminishing percentage of our peering traffic. AT&T had a largerlcustomer base
than Genuity, but one might expect the relative proportions to be generally sinllilar, with the
obvious exception of AT&T s traffic to itéeif. The relative sizes of peering circuits on the last page
of Klein Exhibit B is not inconsistent with this assumption. Genuity had peering anaﬁgements with
50 to 60 networks, but many of them exchanged réiatively little traffic with ﬁs. All of our
significant peering partners at that time appear on the list on the tast page of Klein E)llhibit'B.

106. I therefore infer either that (1) all of the networks with which AT&T peered in San
Francisco had their traffic mtercepted, or else (2) any AT&T peering partners whose tra.fﬁc was not
intercepted most likely were small networks that exchanged very little traffic with AT&T.

- 107. The waffic intercepted at the Folsom Street facility pfoﬁably :represented a
substantial fraction of AT&T’s total national peering traffic, but the percentage is unimportant for
this analysis.

108. iIn my judgment, significant traffic to and from the plaintiffs (especially those in the

San Francisco Bay Area) would have been available for interception by the SG3 Configuration,

“even if SG3 had only been implemented in San Francisco. As of the end of 2002, AT&T most

likely had West Cdast peering to other major backbones at three majar locations at most: the San
Francisco Bay A'.rea,_ Los Angeles, and Seattle. As noted above, the major peers were present at
Folsom Street, probably representing ail -or substantially all of AT&T’s peering traffic in the San
Francisco Bay Area. Off nét traffic from the plaintiffs would have beeh handed off to peers af the
first available opportunity (a process referred to as “shértcst exit™or “hot potato” routing), and‘ thus
would \_vith high probability have been ha.n_ded off through the Folsom Street facility. Off net traffic
to the plaintiffs could have been presented to AT&T using peering connections at any of perhaps
eight different cities, so a significant fraction of the total would have passed through Folsom Street,
but not all. '

109, I conclude that the designers of the SG3 Configuration made no atterript, in terms of

the location or position of the fiber split, to exclude data sources comprised primarily of domestic
25.
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data. A fiber splitter, in its nature, is not a selective device — all the traffic on the split circuit was
diverted or copied. In my experience, backbone ISPs typically provide a single peering circuit for
peering traffic at a given location — they do not provide sepérate circuits for domestic peering
traffic as distinct from international peering traffic. Most of the backbone ISPs that appear in Klein
Exhibit B had substantial U.S.-based business, ami probably carried significantly more domestic
traffic than international. |

110. Once the data has been div:_:rted, there is nothing in the data tﬁat reliably and
unambignously distinguishes whether the source or destination is domestic or foreign. AT&T
would know with near certainty the location of the side of the communication that originated or
terminated with its own customer {nearly always domestic in this case), but it would be limited in
its ability to determine the location of the other side of the communication. This is because /P
addresses, unlike phone numbers, are not associated with a user’s physicak focation.

111 There are software programs that altempt to infer physiéal location from an TP
address (a process refetred to as geolocation). Geolocation is an inherently error-prone process, but
some vendors claim, rightly or wrongly, an accuracy of 95% or better. The question of correctness
must, however be considered in the context of the accuracy requu'ed When the FCC considered
t.hc geolocation problem in terms of its impact on VoIP users seeking access to emergency services,
we were concemed with. the possibility of identifying the user’s location with sufficient accuracy to
enable a policeman or ambulance driver lo physically find the caller. In this case, however, it is
only necessary to determine whether an IP address is inside the United States. Assuming arguendo
that the data intercepfed by the SG3' Configurations was indeed captured for purposes of

surveillance, it is possible that purely domestic communications could have been excluded with a

_reasomably high success rate. It is nonetheless safe to say that, even had there been a serious

attempt to exclude purely domestic communications, some purely domestic communications would
have slipped through the filter and been analyzed anyway.

112 The documents provide no basis on which to determine whether geolocation was
attempted. Given (under the foregoing assumptions) that all of the international data was going to

be evaluated by a sophxstlcated high speed inference engine (the Narus system) in any case, the
_26-
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simpler, cheaper and more natural- engincering approach would be to use the Narus system. to
evaluate all of the data, hoth domestic and foreign, and to leave it to the inference engine to
determine which data was interesting. -
NUMBER OF LOCATIONS

113. The Klein Declaration states that splitter cabmets were being installed in other
cities, including Seattle, San Jose, Los Angeles and San Diego. Unlike most statements in the Klein
Declaration, this one is not based on his first hand knowledge. It is therefore appropriate to
consider first, whether the assertion is plausible, and second, how largeé a total deployment it
implies.

114. Based on my assessment of the AT&T documents, | consider the assertion to be
plausible, and to be consistent with an overall national AT&T deployment to from 5 to 20 sites,
possibly more.

115, Klein Exhibit B talks about general AT&T naming conventions, and says: “Since

| 'this document is designed to cover all sites, this uniform naming convention will be used. Site-

-specific engineering will use the LGX FIC* code rather than the naming.”*® This emphasis on.a
standardized, cookie-cutter approach is consistent with AT&T standard practice, but also implies a
planned deployment to multiple sites, surely more than two or three.

116. All of t.hese documents need to be uniderstood in terms of AT&T practices and
bﬁorities. AT&T is used to operating networks on a large scale, with centralized highly skilled
engineers and with a field foree at a lower skill level. This implies the need for a highly structured
approach to describing the work to be done, and precise, meficulous instructions. AT&T had
clearly gone to great lengths to standardize the design of their CBB locations as much as possibie;
nonetheless, for a variety of reasons, the locations were not jdentical. The directions therefore try to
strike a balance between first describing the general case for all locations, and then providing site-

specific directions that apply the general directions to the circumstances of a particular CBB

2 As previously note, the LGX refers to an equipment rack. I infer that the FIC code refers to

an AT&T convention that assigns a unique and unambiguous identifier that is suitable for site-
specific work.

4+ Klein Exh. B, p. 4. ,
27-
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location.

7 117. Page 5 of Klein Exhibit A discusses the various racks (LGXés) involved, and says
of the Network Facing LGX: “In a majority of cases (possibly all) this: will be LLGX4.” (Note that
the racks associated with AT&T’s Common Backbone [CBB] are assigned sequential identifiers
from LLGX! to LLGXI14.) If the planned deploymeﬁt were for only two or thrée sites, the
universality of LLGX4 would not have been in doubt This again hints at a large enough
deployment that it was inconvenient to check zll of the xieéessary background plans.

118. On the same page, Klein Exhibit A refers to four different rack arrangements that
could be present at any given site. On site staff would only need to familiarize themselves with the
single configuration present at their site. This implics an absolute mininum of four sites; however, |
I consider it unlikely that they would go to this much trouble in crafting s_u'ch' general language if
that were the case. Klein Exhibit A specifically states on page 17: “The only site with LGX
Amrangement 4 is Atlanta.” The absence of similar statements for Armangements 1, 2 and 3 implies
that there are two or more instances of each of those rack arrangernen.t,s. Again, this is consistent
with a deployment to 15 to 20 8G3 Room sites if nof more, '

TRAFFIC CAPTURED BY MULTIPLE SG3 ROOMS -

119. T have already explained that an enpfmous amount of Internet trﬁfﬁc is likely to
have been captured by the devices in the SG_E_’: Roorin in San Francisco. I now briefly consider the
volumse of Intemnet traffic that would be captured if there were multiple SG3 rooms.

120, Assuming that AT&T deployed SG3 Configurations to as maﬁy locations as appears
to have been the case, it is highly ﬁrobable that ali or substantially ail‘of AT&T’S traffic to and
from other Internet providers anywhere in the United States was diverted.

121. If Internet backbone A werc carrying x% of all Infernet tmfﬁE, and if its customers
were no more likely to interact with other A customers than with any otiier;provider’s customers,
then one would expect x% of backbone A’s traffic would stay on net and that 100% - x% of A’s

traffic would go off net (to other providers).* In practice, a somewhat highet fraction usually stays

™ This is the same methodolo gy used in my paper with Laffont, Tirole and Rey. Exhibit D, pp.
373-74. ‘
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‘on net for a variety of reasons.

122. Based on my knowledge of Genuity’s traffic flows in 2001, _and based also on
AT&T’s ¢laims that it had grown to become the largest Internet backbone as of late 2002,% 1
would estimate that AT&T was carrying something like 20% of U.S. Internet backbone traffic in
late 2002, This estimate reflects the assumption that Genuity’s traffic pattemn was fairly typical of
that of other providers. If AT&T was carrying 20% of all 118, Iﬁtemef tra.fﬁc, and if AT&T
customers were no more likely to communicate with other AT&T customers than ‘with customers
of any other ISP, then one would expect that about 100% - 20% = 80% of AT(%CT custormer traffic
would be destined off net. Given that some traffic tends to stay on net for <:)ther reasons — for
example, traffic between multiple sites of the same corporation, all of which use AT&T as a
provider — I would estimate that somewhere between G0% and 80% of A'["&'l;"s customer traffic
was gbing off net. ; |

123. This implies that gearly all of AT&Ts international traffic was diverted, with the
apparent exception of traffic from an AT&T customer to an overseas AT&T customer.

124. It also implies that a substantial ﬁ‘;r(;tion, probably well over half, of AT&T s purely
domestic traffic was diverted, representing all or substaétialbr all of the AT&T traffic handed off to
other providers. This proportion is somewhat less than the 60%—80% estimated above, because it

excludes the hlterﬂational traffic.

125, ‘The volume of purely domestic communications available for inspection by the $G3

- Configurations thus appears to be very substantial. [ estimate that a Sully deployed set of SG3

Configurations would have captured something in the neighborhood of 10% of all purely domestic
Internet communications in the United States. This estimate follows from my previous. estimates.
The SG3 Configurations intercepted more than 50%. of all AT&T domestic traffic, which

“ See remarks of Hossein Eslambolchi, AT&T labs president and chief technology officer, quoted
in BroadbandWeek Direct at ht_tp://ww.broadbandwcek.com/newsdirectlo208/direct020802.htm,

August 2, 2002 ("AT&T has been steadily growing its backbone traffic and now expects to surpass
WorldCom as the sector leader in a few months .. .Y (Exhibit T).

“ To'the extent that AT&T has overseas customers, their traffic to other AT&T ¢ustomers would

not appear as peering traffic and therefore would not be intercepted by the SG3 Configurations as
described in the AT&T documents. a :

-29- ' I
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represented pethaps 20% of all Intetnet traffic in the United States: 20% * 50% = 10%.

126. It must be emphasized that this estimate does not mean that traffic was intercepted
merely for 10% of AT&T customers; rather, it means more than half of all Internet traffic was
likely intercepted (at least, at a physical level) for all AT&T customers. Moreover, it means that
about 10% of ail U.S. Internet traffic was physically intercepted for all U.S. Tnternet users,
including non-AT&T customers.

127. The cstimate of 10% also assumecs that only AT&T implemented SG3
Configurations or their equivalent, since the AT&T deployments are the only ones that are
demonstrated by the documents that I was asked to review. If other :can'iers had deployed
configurations similar to the SG3 Configurations — feeding in, for example, to the éame cenfralized

correlation and analysis center or centers — then the percentage would of course be higher.

ALTERNATIVE REASONS WHY AT&T MIGHT HAVE DEPLOYED THE SG3
CONFIGURATIONS

128. The Klein Declaration states that ‘the SG3 area was a Secure Room, and that onl}A' _
NSA-cleared personnel were permitted to enter. In this section, I consider whether it is credible~
that the SG3 Room described in the AT&T documents was in fact a secure facility funded by the
government. I conclude that it is highly probab-le.

129. Given the size and the scope of the build-out, and given AT&T’s financial
difficulties at the time, I consider it highly unlikely that AT&T undertook the development on its
own. There is no apparent commercial justification, ,

13Q. First, the SG3 Configuration is not us.eﬁﬂ for carrying Internet traffic. No provider
wants to.make duplicate coples of the same packeté — it costs money to transport the packets, and
they provide no comresponding benefits to the user.

131. Second, AT&T might have deployed the SG3 configurations in orcier to sell security
services to their customiers. AT&T does in fact offer a service called Internet Protect to its Internet

access customers, and the service appears to be based on the Narus offering. Indeed, this is the .

-30-
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rationale indicated on the Narus website.*’ Indications are that the service has not been nearly
profitable enough fo justify the SG3 expenditure;® still it is possible that AT&T might have
overestimated demand.

132: This explanation also falls shott, 'fhe SG3 Configurations were deployed beginning
in eatly 2003, meaning that planning was probably under way six to twelve months earlier, given
AT&T process. Internet Protect was not announced until March, 2004.% Aside from that, AT&T

officials themselves characterized aspects of Intemnet Protect as something that they had already

- deployed for other purposes, and only belatedly realized might benefit their customers.® All

indications are the Intemet Protect was an atternpt to extract commercial value from a deployment
already made — or more likely, from 2 new deployment using the same téchnology as the SG3
Configuration — rather than having been the original rationale for the deployment.

133, Third, it is bossible that AT&T might have deployed the SG3 configuration in order
to meet obligations for lawful intercept. The Narus system can be used for this purpose; however, it
is not credible that this was the rationale for the deployment. Far simpler and far less expensive

sofutions could have met all the limited CALBA requirements that were in force at the time of

W «AT&T uses NarusSecure 10 monitor traffic in their backbone, analyzing over 2.6 petabytes of
dafa a day. AT&T is able to provide early wamings to their security center operators, who are able
to alert and inoculate their enterprise customers.” See
hitp://www.narus.com/solutions/[Psecurity.htmi (Exhibit U).

® “AT&T has packaged that help in a service it calls AT&T Internet Protect, but so far fow large
agencies have signed up. Buying managed security services from AT&T and other carriers might
take some time to catch or, if it ever does, said Timothy McKnight, chief information security |
officer at Northrop Grumman. “There’s a lot of value there, and I agree they should bring it to the
table,” he said.” See hitp://www.fow. com/articie30916-09-26-05-Print (Exhibit V).

* http/fwww.att.com/news/2004/03/22-12972 (Exhibit W).

3 “Project Gemini, for which development began nearly a year ago, sprang from AT&Ts
belief that it could better manage customers’ security by having the defenses on the company’s IP
backbone network rather than simply administering security devices on the customers’ premises. . .
- In addition to the network-based services, AT&T is also working on a security event management
system called Aurora that it plans to sell as a software solution. The system relies on the company’s
Daytona database and is designed to do more than simple event correlation and normalization. . . .
AT&T has been using Aurora internally for approximately 18 months, Amoroso said, and only
started selling the event management system on a limited basis recently affer a customer saw the
system and asked for it.” Eweek, “Security on the: Wire”, November-22, 2004, at.
hitp:/fwww.eweek.com/print_article2/0,1217,a=139716,00.asp (Exhibit X).
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deployment.” Workstation solutions, like those in use at Genuity at the time, would have been
sufficient to meet legal requirements. The FBI's Carnivore provides a good example of a far more
cost-effective solution.” (The SG3 Configurations provide a much more capable solution, but in
my judgment the company would never have made the substa.nﬁél Incremmental investment unless
other factors were in play.) -

134, Fourth, AT&T might have deployed the system in order to enhance its intem[
security. This is a somewhat more plausible explanation, but I believe on examination it Is far from
adequate to explain the investment. It is true that this configuration can be used to protect against
distributed denial of service {DDoS) attacks and a number of additional security challenges, but the
aggregate benefits do not approach the level of investment made.

135. . Iconsidered several alterative hypotheses, including (1) enhanced security for U.S.

 government customers of AT&T WorldNet; (2) data mining of AT&T customers; and (3) support

for sophisticated, possibly application-specific billing and accounting measurements. None: of these
possibilities would appear to account for the investment that AT&T apparently made in the SG3
Configurations. 7

136. In sum, I can think of no business rationale in terms of AT&T*s own business needs
that would likely have justified an investment of this magnitude, nor any combination of rationales.

137, With that in mind, I consider it highly probable that this deployment was extemally—
funded, and I consider the U.S. Government to be the most obvious funding source.

138, The presence of the SG3 backbone is consistent with this assessment, It is far easier
to reconile the presence of a private network with a covert project than it is to explain its presence |
ip the context of normal AT&T operations. AT&T would most likely have used the Common
Backbone for routine internal management or operational needs,

139, The SG3 Configuration is, at a technical level, an excellent fit with the requirements

The FCC did not impose CALEA requirements on broadband or on Voice over IP (VoIP)
until 2005. ‘

_ Marcus Thomas of the FBI deseribed Camivore to the North American Network Operators® Group (NANOG) in’

2000. The video presentation is available at ht_tp:/lwww.nanog.org[mgg-oo10!ca.mivore_html; see  also
hitp://videolab.uoregon edw/manog/carnivore/,
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of a massive, distributed surveillance project. In my opinion, and based on my experience, no other
intended purpose explains as well the constellation of design choices that were made.
AT&T’S FINANCIAL CONDITION IN 2603

1440, 1 consider it unlikely that AT&T would have made discretionary investments of this
magnitude on its own initiative (with no apparent prospect of retun} under any circumstances, but
I consider it patticularly implausible given the condition of the comﬁany in 2003.

141. - Lehman Brothers issued investment guidance on AT&T on January 24, 2003, the
same day.on which Klein Exhibit B was issued. This guidance provides useful historic perspective
ot the financial state of AT&T as viewed by a lmowledgeable and informed observer at the time.*

142. In the January 2003 assessment, Lehman Brothers lowered (heir target stock price
from $25 to $20, and recommended that investors underweight AT&T in their portfolios. This
reflects a dramatic, precipitous decline. In May 2000, their target had been $400. In J anuary 2001,
it was $200. As recently as October 2002, it had been $70.

143, The Lehman Brothers analysis shows a rapid 20% decline in revenues on the part of

AT&T Consumer Services, and they predicted a 25-30% decline for 2003. 100% RBOC eniry into

" long distance was already anticipated, as was the FCC’s imminent elimination of UNE-P.*

Lehman Brothers therefore anticipated that AT&T would be forced to exit the Consumer Services
busincss within the year.

144, The profitability of AT&T Business Services was also under pressure — 40% of its
revenues came from wholesale long distance voice, where margins‘ were afready thin and
continuing to decline.

145. In shbrt, most of the financial pressures that ultimately drove AT&T to be acquired

by SBC were already evident at the time that these investments weze made.

>3 A copy of the Lehman Brothers analysis is attached as Exhibit Y to my declaration.

3 Regional Bell Operating Company (RBOC) entry into long distance would represent
increased competition for AT&T s consumer long distance business; the FCC’s phasing out of the
obligation on RBOCs to provide the Unbundled Network Element Platform (UNE-P) would
eliminate AT&T"s ability to profitability compete with the RBOCs in offering local services. The
combined effect would be to eliminate AT&T’s ability to compete with the RBOCs for consumer
customers seeking flat rate plans comprising both local service and leng distance,
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146.

Given that there is no apparent revenue justification for the deployment of the SG3

Conﬁguratiohs, [ would have expected AT&T to defer discretionary investrments. at that time, [

therefore infer
subsidized.
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that the deployment was with high probability either externally funded or externally

This assessment supports the plausibility of the Klein Declaration as regards a

' government role in the SG3 Configurations.
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CV - J. Scott Marcus

.. Date of birth: 05.12.1949
Nationality: U.s.
" Civit status: Divorced

Higher education 1968 - 1972

City Coilege of New York {CUNY), studies in
Pdiitical Science with a concentration in Public
Administration. Strong minor (29 credits) in
Computer Science. 3.3/4.0 GPA (cum laude):

1976 — 1980  Columbia University, School of Engineering.
Concentration in Computer Engineering. 3.7/4.0
GPA.
Academic - B.A. in Political Science (Public Administration) from the City
qualifications: College of New York.

M.A. from the Schoo! of Engineering, Celumbia Unlversity.

Lahguage skills: English, moderate German, some French.

Present position: Senlor Consultant for WiK-Consult Grbh.

Key qualifications:  More than thity years in- positions of progressively greater
] responsibility in industry and govemment, Experience in policy
A analysis, engineering, sales, marketing, financial analysis, and

consulting. Facile in addressing the engineering, legal, and
economic aspects of telecommunications regulation in an
integrated manner. A seasoned public speaker with a
significant record of publications.

Professional 7/2005 — Present
Experience: WIK-Consult Gmbh
Senior Consultant
Analyzed U.S. and Canadlan experience with flexible spectrum

management for the German Regulatory Authority, the BNetzA .

(2005}

Conducted a study of network interconnection in an NGN
environment, with an emphasis on developments in the US and
UK, for the BNetzA (2005).

Cumrently serve as WIK's project manager for a study of
collective use of spectrum (including licence-exempt commons)
for the European Commission (joint with Moatt Macdonald,
Aggis, Indepen, and IDATE),

Contribute to the organization of WIK workshops and events,
including "NGN and Emerging Markets® {Dacember 2005) and
“Bill and Keep” (April 2006},

Lo



712005 — Present
Independent Consultant

Serve as an advisor to senior management at the Jamaican
regulatory authority, the OUR. Primary areas of interest are
broadband deployment and adoption, ICT development
generally, network interconnection, and Internet issues. -

Have been commissicned to prepare a report on
“Interconnection in an NGN environment” for presentation at an
ITU-T workshap in March 2006,

772001 — 62005

Federal Cominunications Commiission (FCC), Washington, DC,
USA .

Senior Advisor for Internet Technology

This was a senior staff position, comparable fo the Chief
Economist or the Chief Technologist. Primary function was to
provide technical and policy advice to FCC senior management
in regard to regulation, and non-regulation, of the Infernet.
Served as the Commission’s leading expert in Internet matters.
Contributed to- proceedings related to Voice over IP {VolP),
lawful intercept over the Intemet (CALEA), broadband
deployment and adoption, and intercarmier ‘compensation.
Represented the FCC in varous inter-agency fora related to
internet matters.

10/2003 and 2/2004-7/2004
German Marshall Fund of the United States, Brussels, Belgium
Transatlantic Fellow

Was granted leave fram the FCC to sludy the European
Union's new regulatory = framework for  electronic
communications. Worked with the European Commission (unit
DG [NFSO B1) on the public consultation on P telephony.
Wrote several papers and gave numerous talks.

31990 — 7/2001
GTE Internetworking {Genuity}, Buriington, MA, USA
Chief Technology Officer (CTO}
Primary duties in this role were:
« regulatory and public policy advocacy;
= technology-related publicity and public outreach;

= aversight of Genuity's participation in standards bodies
and industry fora; :

* oversight of GTE Internetworking's research agenda,



which included alt research performed on our behalf by
GTE Labs; and s

+« managemenf of technical functions that benefit from
direct sponsorship of a senjor executlive, including
Internet interconnection (peering) policy and network
security strategy. _

8/1989 - 3/1990

Sun Microsystems, Billerica, MA

Engineering Manager

Headed a team of a dozen senior developers in the creation of )
new versions of PC/NFS, Sun's network file system ‘platform,

for MS-DOS and OS[2. Had matrixed responsibility for SQA
and documentation personnel.

1/1985 — 8/1989

Nixdorf Computer AG, Santa Clara, CA and Munich, Germany
Manager, Communication Software Development
Managed a small team of network software developers in a
Joint project with Amdahl Corporation. Consulted for Nixdorf in

Munich, Germany, and managed data communication software
developers.

10/1981 — 1/1985
. Spartacus Computers, Inc., Burlington, MA
Director, Software Development

A fechnical founder and in charge. of software development for
an innovative start-up company. Developed the first
commercial TCPAP Ethernet solution for IBM mainframes
under the VM operating system.

411981 ~10/1981
Interactive Data Corporation, Waltham, MA

Manager of Capadity Planning

Managed and trained a small staff of computer performance
analysts, and was heavily involved in both strategic and tactical
hardware and software planning for the data center. Introduced”
the use of regression-based forecasting methods, queuing
theory, discrele event simulation, and new software monitoring
tools.



11979471981
The Analytic Sciences Corp. {TASC), Reading, MA
Manager of Systems Programming

Managed a small group of systems programmers, maintained
and enhanced TASC's heavily modified 1BM VM/CIS and V31
aperating systems,

411974 — /1979
SyncSort, inc., Englewood Cliffs, NJ
Product Manager

Sales and sales management for a systems software product to
sort and sequence data.

11968 — 411974
New York City Government, New York, NY

Consultant /| Systems Project Leader Managed a team of

- systems programmers for the NYC Health Services Administration.
Develaped applications programs. for the Office of the Mayor, in a
varigly of computer languages. Created innovative computer
algorithms for processing of spatially correlated data.

Membership, Co-editor for public policy and regulation for IEEE

Activities: . Communications Magazine, program committee member for
the TPRC conference, former member of IEEE ComSoc
Meetings and Conference Board, former Chair of IEEE CNOM.
Senior Member of the IEEE. Former trustee of the American
Registry of Internet Numbers (ARIN) from 2000 to 2002,

Main Publications FPublications:
and Conference -
Presentations: “Interconnection in an NGN environment”, forthcoming,
commissioned by the ITU-T for presentation at their {TU |
“"New Initiatives Workshap on “What Rules for IP-enabled
NGNs?*, March 23-24 2005.

With Lorenz Nett, Mark.Scantan, Ulrich Stumpf, Maitin Cave
and Gerard Pogorel, Towards Mare Flexible Spectrum
. Regulation, a WIK study for the German BNetzA.
Available at: .
httg:Ifww.bundesnetzagentur.cie.'mediafarchiveMMS.gdf.

Also available in German.

“Yoice aver [P (ValP) and Access to Emergency Services: A
Comparison between the U.S. and the European Union™,
to appear in IEEE Communications Magazine.

“Is the U.8. Dancing to & Different Drummer?”,

Communications & Strategies, na. 60, 4th quarier 2005,
Available at: '



http:/iwww.idate frific/revue telechM32/CS60%20MARCUS. pdf

With Justus Haucap, “Why Regulate? Lessons from New
Zealand", IEEE Communications Magazine, November

2605, at: hitp:/fwww.comsoc.org/eh /Public/2005/mav {glick
on "Regulatory and Policy®).

With Douglas C. Sicker, “Layers Revisited”, presented at
TPRC, September 2005, available at:

http:fiweb.si.umich edultprclgagerleOGSM92/Layers%20
" Revisited%20v0.4.pdf.

“Structured Legislafion™, in preparation.

“Procompetitive Regulation and Broadband Adoplmn in
Europe”, in preparation,

“Beyond Layers”, to appear in the Journal on
Telecommunications and High Technology Law, 2006.

“Broadband Adoption in Europe”, IEEE Communications
Magazine, April 2005, avallable at:
hitpefiwww. comsoc.orgici 1/Public/2005/apr/ {click on
“Regulatory and Policy” on the left margin of the page).

“The Challenge of Telephone Call Termination Fees”,
Enterprise Europe, January 2005. Available at:

hitp:/fwww.guropean-enterprise org/public/docs/EE.) pdf.
“Universal Service in a Changing World", [EEE i
Communications Magazine, January 2005, available at;
hitp:j/www.comsoc.orgfci1/Public/2008fjan/ {click on
"Regulatory and Policy” on the left margin of the page).
“Europe’s New Regulatory Framework for Electronic
Communications in Action®, presented at the 4th ZEW
Conference on the Economlcs of Information and
Communication Technologies, Mannheim, Germany, July
2004. Available at: ftp;//ftp.zew.defpublzew-

docs/div/IKTO4/Paper Margus_lavited.peif,

“Call Termination Fees: The U.S. in global perspective”,
presented at the 4th ZEW Conference on the Economics
of Informaticn and Commuriication Technologies,

~ Mannheim, Germany, July 2004, Avallable at:
ftp:/iitp. zew.de/pub/zevi-. .
docs/div/IKTQ4/Paper Marcus Parallel Sessmn.gdf.

“Evalving Core Capabilities of the internet”, Journal on
Tetecommunications and High Technology Law, 2004.

Federal Communications Gommission (FCC) Office of Strategic

Planning and Palicy Analysis (OSP) Working Paper 38,
“The Potential Relevance to the United States of the

.European Union's Newly Adopted Regulatory: Framework
for Telecommunications,” July 2002, available at
htto:/hraunfoss.foc.goviedocs public/attachmatih/DOC-
224213A2.pdf. The article and derivalive works also

- appear in: Rethinking Rights and Regulations:
Institutional Responses to New Cornmunications
Technologies, Ed. Larrie Faith Cranor and Steven S..




Wildman, MIT Press, 2003; in the Joumal on
Telecommunicalions and High Technology Law 111
(2003); and in the 2004 Annual Review of the European
Competfitive Telecommunications Association (ECTA).

With Jean-Jacques Laffont, Patrick Rey, and Jean Tirole, IDE-,
Toulouse, “Internet interconnection and the off-net-cost
pricing principle”, RAND Journal of Economics, Vol. 34,
Mo. 2, Summer 2003. An earlier version of the paper
appeared as “Internet Peering”, American Economics
Review, Volume 91, Number 2, May 2001.

Designing Wide Area Networks and Infernetworks: A Practical
Guide, Addison Wesley, 1999.

“Internet Hardware and Software”, FProc. IEEE Electro '96,
1996.

“lcaros, Alice, and the OSF DME", Proc. of (SINM "95_An earlier
version appeared in Proc. Fifth IFIP Intermational
Workshop on Distributed Systems: Operations and
Management (DSOM ‘34), October 1994,

“0S1 Network Integration:Seamless, or Seamy?", Proc. of the
International Space Year (ISY) Conference on Earth and
Space Science Information Systems (ESSIS), February
1992.

With-Lent, R, “An Impleméntation Architecture for UNIX™
STREAMS Based Communications Software”, Nixdorf:
technical report.

“Why an SNA PU 57", Nixdorf technical report.

“KNET:A TCPHP for the IBMI3T70", Proc. IEEE Infocom '8_7.
March 1987.

With Mower, J., and White, C., “Designing an Ethernet Interface
far the System!3?0" Proc IEEE CompCon, September
1982.

With Mower J., Malnati; P., and Wht[e C., “Systemy370
Ethernet lnterface Arch:tecture" Spartacus Technical -
Report 820801, June 1982.

“Performance Analysis of Local Area Networks”, Proc. SHARE
-60, 1982.

-“Analysis of DASD Performance”, Proc. SHARE 57, 1980,

Presentations:

is the U.S. Dancing to a Different Drummer?, IDATE:
Transatlantic Telecommunications Dialogue, Montpe!l:er
France, November 22, 2005,

VolP and European Regulation, U.S. Department of.State,
Washington, DC, USA, June 3, 2005.

Beyond Layers, Silicon Flatirons Conference, Boulder
Colorado, USA, February, 2005.

Internet Peering, World Bank, Washington, DC, USA, February,



2005.

VolP: A Massive Paradigm Shift, IR VoIP World Congress,
November 15, 2004.

U.S. Perspectives on European Regulation of Electronic
Communications, European Internet Foundation,
Brussels, Belgium, November 10, 2004.

Economics of Network Design, FCC internal classes,
Washington, DC, USA, October 26 and November 2,
2004.

Evolving the Core: Deplayment Challenges and the Internet,
North American Network Operators® Group (NANOG),
Washington, DC, USA, Qctober 19, 2004.

Europe’s New Regulatory Framewaork for Electronic
Communications in Action, 4th ZEW Conference on the
Economics of Information and Communication
Technologies, Mannheim, Germany, July 2004.

Call Termination Fees: The U.S. in global perspective,
presented at the 4th ZEW Conference on the Economics
of Information and Communication Technologies,
Mannheim, Germany, July 2004.

FTTH: A Transallantic Regulatory Perspective, FTTH Council,
.- Brussels, Belgium, June 2004.

IP Telephony: Regulatory Challenges, VON Europe, London,
UK, June 8, 2004. Updated version of the same talk,
Georgetown University, Qctober 7, 2004.

Broadband Policy US and EU, ITU All Star Network Access
Symposium, Geneva, Switzerland, June 4, 2004.

Regulation in a Converging World: A Comparisonlbetween the
EU and the US; ETNO Senior Executive Conference,
Warsaw, Poland, May 14, 20Q4_

Europe’s New Regulatory Framework for Elecironic
Communicatioris: A U.S. Perspective, WIK conference on
European reguiatory framework, Berlin, Germany,
November, 2003. Same talk a few days later, British
Institute of Comparative and International Law (BIICL),
Londen, England.

CALEA, the Internet and the FCC, Télestrategies: Intelligence
Support for Lawful Interception and {nternet Surveillance,
Washington, DC, USA, November 13, 2003,

. Facilities-Based Aspects of Broadband Deployment in the U.S.,

Vision in Business: Telecommunications Regulation and
Competition Law, Brussetls, Belgium, October 23, 2003.

Wil Internat Telephony Bring About a Revolution in Telecom
- Policy?, CATO tnstitule,_ September 9, 2003.
Internet Access for the Caribbean, First Jamaica Internet
Farum, Ocho Rios, Jamaica, February, 2003,

Global Traffic Exchange among Internet Service Praviders,
OECD, Berlin, Germany, June 7, 2001.
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DOMESTIC SURVEILLANCE: THE PROGRAM; SPY AGENCY
MINED VAST DATA TROVE; OFFICIALS REPORT

By ERIC LICHTBLAU AND JAMES RISEN (NYT) 1288 words
Published: December 24, 2005

WASHINGTON, Dec. 23 - The National Security Agency has traced and analyzed large volumes of telephoneand
Internet communications flowing into and out of the United States as part of the eavesdropping program that President
Bush approved after the Sept. 11, 2001, attacks to hunt for evidence of terrorist activity, according to current and
former government officials. .

The volume of information harvested from telecommunication data and voics networks, without court—apb_rovcd
wattaits, is much larger than the White House has acknowledged, the afficials said. [t was collected by tapping
directly into some of the American telecommunication system's main arteries, they said. s

As part of the program approved by President Bush for domestic surveillance without warrants, the N.S.A_ has gained
the cooperation of American telecommunications companies to obtain backdoor access to streams of domestic and
international cormunications, the officials said.

The government's collection and analysis of phione and Internet traffic have raised questions among some law B
enforcement and judicial officials familiar with the program. One issue of concem to the F oreign Intelligence

Surveiliance Court, which has reviewed some separate wamant applications growing out of the N.S.A's surveillance
program, is whether the court has legal authority over calls outside the United States that happen to pass through
‘American-based telephonic "switches," according to offi¢ials familiar with the matter, ‘

“There was a lot of discussion about the switches" in conversations with the court, a Justice Department official said,
referring to the gateways through which much of the communications traffic flows. "You're talking about access to
such a vast amount of communications, and the question was, How do you minimize something that's on a switch
that's cartying such large volumes of traffic? The court was very, very conceened about that."

Since the disclosure fast week of the N.5.A.'s domestic surveillance program, President Bush and his senior aides have
stressed that his executive order allowing eavesdropping without warrants was limited to the monitoring of
international phone-and e-mail communications invelying people with known links to Al Qacda.

What has not been publicly acknowledged is that N.S.A. technicians, besides actually eavesdrapping on specific
conversations, have combed through large volumes of phane and Internet traffic in search of patterns that might point
to terrorism suspects, Some officials describe the program as a large data-mining operation.

The current and former government officials who discussed the program were granted anonymity because it remains -
classified. : ' .

Bush administration officials declined to comment on Friday on the technical aspects of the operation and the N.S. A 's

use of broad searches to look for clues on tetrorists. Because the program is highly classified, many details of how the
Py N.S.A. is conducting it remain vnknown, and members of Congress who have pressed for a full Congressional inquiry
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say they are cager to leam more about the program's operational details, as well as its legality.

Officials in the government and the telecommunications industry who have knowledge of parts of the program say the
N.5.A. has sought to analyze comminications patterns to glean clues from details like who is calling whom, how long
a phone-call lasts and what time of day it is made,.and the origins and destinations of phone calls and e-mail messages.
Calls to and from Afghanistan, for instance, are known to have been of particular inferest to the N.S.A. since the Sept.
11 attacks, the officials said. i .

This so-called "pattern analysis” on calls within the United States would, in many circutnstances, require a cott
warrant if the government wanted to trace who calls whom.

The use of similar data-mining operations by the Bush administration in other contexts has caised strong objections,
maost notably in connection with the Total Information Awareness system, developed by the Pentagon for tracking
terror suspects, and the Department of Homeland Security's Capps program for screening airline passengers. Both
programs were ultimately scrapped after public outeries over possible threats to privacy and civil liberties.

But the Bush administration regards the N.5.A.'s ability to trace and analyze large volumes of data 4s critical to its

. expanded mission to detect terrorist plots before they can be carried out, officials familiar with the prograim say.

Administration officials maintain that the system set up by Congress in 1978 under the Foreign Intelligence

Surveiltance Act does not give them the speed and flexibility to respond fully to terrorist threats at home.

A former technology manager at a major tefecommunications company said that since the Sept. 11 aitacks, the leading

companies in the industry have beén storing information on calling patterns and giving it to the federal government to
aid in tracking possible terrorists. ‘

“All that data is mined with the cooperation of the govemment and shared with them, and since 9/11, there's been
much more active involvement in that area,” said the former manager, a telecommunications expert who did not want

- his name or that of his former company used because of concern about revealing trade seceets.

Such information ofien proves just as valuable to the government as eavesdropping on the calls themselves, the former
manager said.

“If they get content, that's usefisl to them too, but the real plum is going to be the fransaction data and the traffic
analysis," he-said. "Massive amounts of traffic analysis information - who is calling whom, who is in Qsama Bin
Laden's circle of family and friends — is used to identify lines of communication that are then given closer scrutiny.”

Several officials said that after President Bush’s order authorizing the N.S.A. program, senior government officials
arranged with officials of some of the nation's largest telecommunications companies to pain access to switches that
act as gateways at the borders between the United States' communications networks and international networks. The
identities of the corporations involved could not be determined. '

The switches are some of the main arteries for moving voice and some Internet raffic into and out of the United
States, and, with the globalization of the telecommunications indusiry in recent years, many )
intemational-to-iﬂter:}ational calls are also routéd through such American switches.

One outside expert on communications privacy who previously worked at the N.S.A. said that to exploit its

- technological capabilities, the American government had in the last few years been quietly encouraging the

telecommunications industry to increase the amount of international traffic that is routed through American-based
switches, :

The growth of that transit traffic had become a major issue for the intelligence community, officials say, because if had
not been fully addressed by 1970's-era laws and regulations governing the N.S.A. Now that foreign calls were being

‘routed through switches on Américan soil, some Jjudges and law enforeement officials regarded eavesdropping on

those calls as a possible v'iolat'ion of those decades-old restrictions, including the Foreign Intelligence Surveillance
Act, which requires court-approved warrants for domestic surveillance, .

Historically, the American intelligence community has had close telationships with many comimunications and
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computer firms and felated technical industries. But the N.5.A.'s backdoor access to major telecommunications
switches on American soil with the cooperation of major corporations represents a significant expansion of the
agency's operational capability, according to current and former government officials.

Phil Karn, 2 computer engineer and technology expert at a major West Coast telecommunications company, said

access (o such switches would be significant, "If the government is gaining accass to the switches like this, what you're
really talking about is the capability of an enormous vacuum operation to sweep up data," he said.
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' Surveillance Net Yields Few Suspects
NSA's Hunt for Terrorists Scrutinizes Thousands of
Americans, but Most Are Later Cleared

Ad‘verﬁsemeni’

By Barton Gellman, Dafoa Linzer and Carol D. Leonnig
Washington Post Staff Writers
Sunday, February 5, 2006; A01

Intelligence officers who eavesdropped on thousands of
Amecricans in overseas calls under authority from President
‘Bush have dismissed nearly all of them as potential suspects
after hearing nothing pertinent to a terrorist threat,
according to accounts from current and former government
officials and private-scctor sources with knowledge of the
technologies in use.

Bush has recently described the warrantless operation as "terrorist surveillance” and summed 1t up by
declaring that “if you're taiking to a member of al Qaeda, we want to know why." But officials conversant
with the program said a far more common question for eavesdroppers is whether, not why, a terrorist plotter
is on either end of the call. The answer, they said, is usually no.

Fewer than 10 U.S. citizens or residents a year, according to an authoritative account, have aroused enough
suspicion during warrantless eavesdropping to justify interception of their domestic calls, as well. That step

P still requires a warrant from a federal judge, for which the government must supply evidence of probable
: cause,

The Bush administration refuses to say — in public or in closed session of Congress -- how many Americans
in the past four years have had their conversations recorded or their e-mails read by intelligence analysts
without court authority. Two knowledgeable sources placed that number in the thousands; one of them, more
specific, said about 5,000.

The program has touched many more Americans than that. Surveillance takes place in several stages,
officials said, the earliest by machine. Computer-controlled systems collect and sift basic information about
hundreds of thousands of faxes, e-mails and telephone calls into and out of the United States before selecting
the ones for scrutiny by human eyes and eacs..

Successive stages of filtering grow more intrusive as artificial intelligence systems rank voice and data traffic
in order of likeliest interest to human analysts. But intelligence officers, who test the compuier judgments by
listening initially to brief fragments of conversation, "wash out™ most of the leads within days or weeks.

“The scale of warrantless surveillance, and the high propertion of bystanders swept in, sheds.new light on
Bush's circumvention of the courts. National security lawyers, in and out of government, said the washout
rate raised fresh doubts about the program’s lawfulness undeér the Fourth Amendment, because a search
cannot be judged "reasonable” if it is based on evidence that experience shows to be unreliable. Other

officials said the disclosures might shift the terms of public debate, altering perceptions about the balance
between privacy lost and security gained.

Air Force Gen. Michael V. 'Haydcn," the nation's second—mnﬂng intelligence officer, acknowledged in a news
briefing last month that eavesdroppers "have to go down some blind alleys to find the tips that pay off"
S Other officials, nearly all of whom spoke on the condition of anonymity because they are not permitted to
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discuss the program, said the prevalence of false leads is especiaily pronounced when U.S. citizens or.
L residents are surveilled. No intelligence agency, they said, believes that “terrorist . . . operatives inside our
[ country,” as Bush described the surveillance targets, number anywhere near the thausands whe have been
e subject to eavesdropping. :

The Bush administration declined to address the washout rate or answer any other question for this article
about the policies and operations of its wamrantless eavesdropping.

Vice President Cheney has made the administration's strongest claim about the program's intelligence value,
telling CNN in December that cavesdropping without warrants "has saved thousands of lives.” Asked about
that Thursday, Hayden told senators he "cannot personally estimate® such a figare but that the program
supplied information "that would not otherwise have been available." FBI Director Robert $. Mueller I11 said

“at the same hearing that the information helped identify “individuals who were providing material support to
terrorists." ' '

-Supporters speaking unofficially said the program is designed to warn of unexpected threats, and they argued
that suceess cannot be measured by the number of suépccts it confirms, Even unwitting Americans, they said,
can take part in communications — arranging a car rental, for example, without knowing its purpose -- that.
supply "indications and warnings® of an attack. Contributors to the technology said it {s a triumph for
artificial intelligence if a fraction of 1 percent of the computer-flagged conversations guide human analysts to
meaningful leads.

Those arguments point to a conflict between the program's operational aims and the légal and political limits
described by the president and his advisers, For purposes of threat detection, officials said, the analysis of a
telephone call is indifferent to whether an American is on the line. Since Sept. 11, 2001, a former CIA
official said, “there is a lot of discussion" among analysts "that we shouldn't be dividing Americans and
foreigners, but terrorists and non-terrorists.” But under the Constitution, and in the Bush administration's
portrait of its warrantless eavesdropping, the distinction is fundamental. .

Valuable information remains valuable even if it comes from one in a thousand intercepts, But government
officials and lawyers said the ratio of success to failure matters greatly when eavesdropping subjects are
Americans or U.S. visitors with constitutional protection. The minimum legal definition of probable cause,
said a government official who has studied the program closely, is that evidence used to support
eavesdropping ought to turn out to be "right for one out of every two guys at least." Those who devised the
surveillance plan, the official said, "knew they could never meet that standard -- that's why they didn't go
through” the court that supervises the Foreign Intefligence Surveillance Act, or FISA.

Michael J. Woods, who was chief of the FBI's national security law unit uritil 2002, said in an e-mail
initerview that even using the lesser standard of a “reasoriable basis” requires evidence "that would lead a
prudent, appropriately experieticed person” to believe the American is a terrorist agent. If a factor returned "a
latge number of false positives, I would have to conclude that the factor is not a sufficiently reliable indicator
‘and thus would carry less (or no) weight. ' '

Biish has said his program covers only overseas calls to or from the United States and stated categorically
that "we will not fisten inside this country” without a warrant. Hayden said the government gaes to the

intelligence court when an eavesdropping subject becomes important enough to “drill down," as he putit, “to
the degree that we need all communications.”

Yeta special channel set up for just that purpose four years ago has gone largely unused, according to an

~ authoritative account. Since early 2002, when the presiding judge of the federal intelligence court first
leamned of Bush's program, he agreed to a system in which prosecutors may apply for a domestic warrant
after warrantless eavesdropping on the same person's overseas communications. The annnal number of such

s
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applications, a source said, has been in the single digits.

Many features of the surveillance program remain unknown, including what becomes of the non-threatening
U.S. e-mails and conversations that the NSA. intercepts. Participants, according to a national security lawyer
who represents one of them privately, are prowing "uncomfortable with the mountain-of data they have now
begun to accumulate.” Spokesmen for the Bush administration declined to say whether any are discarded.

New Imperatives

Recent interviews have described the program's origins after Sept. 11 in what Hayden has called a three-way
collision of “operational, technical and legal imperatives.”

Intelligence agencies had an urgent mission to find hidden plotters before they could strike again.

About the same time, advances in technology -- involving acoustic engineering, statistical theory and )
efficient use of computing power to apply them -- offered new hope of plucking valuable messages from the
vast flow of global voice and data traffic. And rapidly changing commercial trends, which had worked
against the NSA in the 1990s as fraffic shifted from satellites to fiber-optic cable, now presented the
eavesdroppers with a gift. Market forces were steering as much as a third of global communications traffic on
routes that passed through the United States. '

' The Bush administration had incentive and capabilities for a new kind of espionage, but 23 years of law and

White House policy stood in the way., :

FISA, passed in 1978, was ambiguous about some of the president's plans, accoerding to current and retired

government national security lawyers. But other features of the eavesdropping program fell outside its
boundaries. '

One thing the NSA wanted was access to the growing fraction of global telecommunications that passed
through junctions on U.S. territory. According to former senator Bob Graham {D-Fla.}, who chaired the
Intelligence Committee at the time, briefers told him in Cheney's office in October 2002 that Bush had
authorized the agency to tap into those junctions. That decision, Graham said in an interview first feported in
The Washington Post on Dec. 18, allowed-the NSA to intercept "conversations that . . . went through a trausit
facility inside the United States." ‘

According to surveys by TeleGeography Inc., nearly all voice and data traffic to and from the United States
now travels by fiber-optic cable. About one-third of that velume is in transit from one foreign country to
another, traversing U.S. networks along its route, The traffic passes through cable landing stations, where
undersea communications lines meet the East and West coasts; warehouse-size gateways where competing
international carriers join their networks; and major Internet hubs known as metropolitan area ethernets.

Until Bush secretly changed the rules, the government could not tap into access points on-U.8; soil without a

. Warant to collect the "contents" of any communication "to or from a person in the United States." But the

FISA law was silent on calls and e-mails that began and ended abroad.

* Even for UJ.S. commuﬁicatiens, the law was less than clear about whether the NSA could hérvest information

about that communication that was not patt of its "contents.”

“We debated a lot of issues involving the 'metadata,’ " one government lawyer said. Valuable for analyzing

- calling patterns, the metadata for telephone calls identify their origin, destination, duration and time. E-mail

headers carry much the same information, along with the numetic address of each network switch through

~which a mesgage has passed,
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Intclligence lawyers said FISA plainly requires a warrant if the government wants real-time access to that
., information for any one person at a timg. But the FISA court, as some lawyers saw it, had no explicit
Py jurisdiction over wholesale collection of records that do not include the coatent of communications. One
high-ranking intclligence official who argued for a more cautious approach said he found himself pushed
aside. Awkward silences began to intrude on meetings that discussed the evolving rules.

"I became aware at some point of things I was not being told about," the intelligence official said.

'Subtly Softer Trigger’

Hayden has described a "subtly softer trigger” for eavesdropping, based on a powerful "line of logic," but no
Bush administration official has acknowledged explicitly that automated filters play a role in selecting
American targets. But Sen. Arlen Specter (R-Pa.), who chairs the Judiciary Commitiee, referred in 4 recent
letter to "mechanical surveillance™ that is taking place before U.S. citizens and residents are "subject to
human surveillance."

Machine selection would be simple if the typical U.S. eavesdropping subject took part in direct calls to or
from the “phone numbers of known al Qaeda" terrorists, the only criterion Bush has mentioned. .

- That is unusual. The NSA more commonly looks for less-obvious clues in the “terabytes of speech, text, and
image data” that its global operations collect each day, according to an unclassified report by the National
Science Foundation soliciting research on behalf of {J.8. intelligence.

NSA Inspector General Yoel F. Brenner said in 2004 that the agency's intelligence officers have no choice but

to rely on "electronic filtering, sorting and dissemination systems of amazing sophistication but that are
imperfect.”

"""" One method in use, the NSF report said, is "link analysis.” It takes an established starting point —such as a

W terrorist just captured or killed - and looks-for associated people, places, things and events. Those links can
be far more tenuous than they initially appear. . '
In an unclassified report for the Pentagon's since-abandoned Total Information Awareness program,
consultant Mary DeRosa showed how “degrees of separation” among the Sept. 11 conspirators concealed the
significance of clues that linked them. ' ) '

Khalid Almihdhar, one of the hijackers, was on a government watch list for terrorists and thus a known
suspect. Mohamed Adta, another hijacker, was linked to Almikdhar by one degree of separation because he
ustd the same contact address when booking his flight, Wail M. Alshehri, another hijacker, was linked by
two degrees of separation because he shared a telephone number with Atta. Satam M.A. Al Sugami, still

another hijacker, shared a post office box with Alshehri and, therefore, had three degrees of separation from
the original suspect. :

"Look for Patterns'

Those links were not obvious before the identity of the hijackers became known. A, major problem for
analysts is that a given suspect may have hundreds of links to others-with one degree of separation, including
high school classmates and former neighbors in a high-rise building who never knew his name. Most people

are linked to thousands or tens of thousands of people by two degrees of separation, and hundreds of
théusands or millions by three degrees. ’

Published government reports say the NSA and other data miners use mathematical techniques to form
hypotheses about which of the countless theoretical tes are likeliest to represent a real-world relationship,
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A more fundamental problem, according to a high-ranking former official with ﬁrsthand-knoﬁrlcdge, is that
“the number of identifiable terrorist entities is decreasing." There are fewer statting points, he said, for link

- analysis.

YAt that, point, your only recourse is to look for patterns,” the official said.

Pattern analysis, also described in the NSF and DeRosa reports, does not depend on ties to a known suspect.

It begins with places terrorists go, such as the Pakistani province of Waziristan, and things they do, such as

using disposable celi phones and changing them frequently, which U.S. officials have publicly cited as a
challenge for counterterrorism.

"These people don'f want to be on the phone too long," said Russell Tice, a former NSA analyst, offering
another example. - -

Analysts build a model of hypothetical terrorist behavio}, and computers look for people who fit the model.
Among the drawbacks of this method is that nearly-all its selection criteria are innocent on their own. There

is little precedent, lawyers said, for using such a model as probable cause to get a court-issued warrant for
electronic surveillance. .

Jeft Jonas, now chief scientist at IBM Entity Analytics, invented a data-mining technology used widely in the
private sector and by the government. He sympathizes, he said, with an analyst facing an unknown threat
who gathers enormous volumes of data "and says, 'There must be a secret in there.' "

But pattern matching, he argued, wiil not find it. Techniques that "lock at people's behavior to predict
terrorist intent,"-he said, “are so far from reaching the level of accuracy that's necessary that I see them as
nothing but civil liberty infiingement engines,”

'A Lot Better Than Chance'

Even with 38,000 employees, the NSA is incapable of translating, transcribing and analyzing more than a
fraction of the conversations it intercepts, For years, including in public testimony by Hayden, the agency has’

acknowledged use of automated equipment to analyze the contents and guide analysts to the most important
ones.

According to one knowledgeable source, the warrantless program: also uses those methods. That is significant
to the public debate because this kind of filtering intrudes inta content, and machines "listen" to more
Americans than humans do. NSA rules since the late 1970s, when machine filtering was far less capable,

have said "acquisition" of content does not take place until a conversation is intercepted and processed "into
an intelligible form intended for human inspection.” . :

The agency's filters are capable of comparing spoken language to a "dictionary" of key words, but Roger W.
Cressey, a senior White House counterterrorism official untif late 2002, said terrorists and other surveillance
subjects make frequent changes in their code words. He said, " ‘Wedding' was martyrdom day and the 'bride’
and 'groom' were the martyrs." But al Qaeda has stopped using those codes.

_An alternative approach, in which a knowledgeable source said the NSA's work pasallels academic and

cqmmg:rcial counterparts, relies on "decomposing an audio signal® to find qualities useful to pattern analysis.
Among the fields involved are acoustic engineering, behavioral psychology and computational linguistics.

A published report for the Defense Advanced Research Projects Agency said machines can easily determine
the sex, approximate age and social class of a speaker. They are also learning to look for clues to deceptive
intent in the words and "paralinguistié™ features of 2 conversation, such as pitch, tone, cadence and latency.

3/28/2006 9:23 AM

hitp/fwww.washingtor—nst.com/wp-dyn/content/article/ 2006/02/04/AR..



Surveiilance Net Yields Few Susp;a:cts hitp:/fwww.washingtorrost.comiwp-dyn/content/article/2006/02/04f AR .

" This kind of analysis can predict with results "a hell of a lot better than chance™ the likelihood that the
speakers are {rying to conceal their true meaning, according to James W. Pennebaker, who chairs the
psychology department at the University of Texas at Austin.

“Frankly, we'll probably be wrong 99 percent of the time," he said, "but | percent is far better than [ in 100
million times if you were just guessing at random. And this is where the culture has to make somne decisions.”

Researcher Julie Tate and staff writer R. Jeffrey Smith contributed to this report.

© 2006 The Washington Post Company
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We develop a framework for Internet backbone competition. In the absence of direct payments
benween websites and consumers, the access charge allocates communication costs between
websites and consumers and gffects the volume of traffic. We analyze the impact of the access
charge on competitive stratagies in an unrégulated retail environment. In a remarkably broad
range of environments, operators set prices for their customers as if their customers' traffic were
entirely off net. We then compare the socially optimal access charge with the privately desirable
one. Finally, when websites charge micropayments, or-sell goods and services, the impact of the
access charge on welfare is reduced; in particular, the access chargé is neutral in a range of
circumstances. - ‘

1. Introduction

& Long 4n emanation of voluntarist public policies, the Intemnet-has moved in recent yearstoa
market paradigm. While still partly un-on the basis of legacy agreements, the Internet industry is
actively searching for a business model that will increase Internet usage and facilitate the evolution
to enhanced offerings based on differentiated classes of services. A key feature of the Internet
is that each computer connected to i can communicate with every other connected computer.
In a deregulated environment, this universal connectivity can be achieved only if competing
connectivity providers cooperatively reach agreements govemning the price and quality of their
interconnection. '
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The interconnection charges, also called “access charges” “settlements.” ar “termination
charges,” could be vital for enabling efficient use of the Internet, Incentives must be provided for
a widespread usage of bandwidth by diai-up, broadband, and dedicated access consumers, and for
the posting of content by the websites. Quality-of service (QoS) agreements between operators
can reduce defays and packet losses for marked traffic and thereby enable the development of new
and advanced Internet services such as IF telephony and videaconferencing, Competition for end
users s a necessary condition for an efficient functioning of the industry, but it will fall short of
accomplishing even its most modest goals in the absence of pioper interconnection agreements.

The purpose of this atticle is to develop a framework for modelling the competition among
interconnected Internet “backbone-operators” or “networks”” Tn this framework, the “cnd users”
or “customers” are heterogeneous in several respects. First, their patterns of traffic imbalance
differ. Consumes receive much more traffic than they send, prinvarily due to the downloads they
request; websites, in contrast, originate much of their traffic, even though they do not request it.
Second, different end users generate different value to other end users and thus to the Internet.
Third, end users may differ in the cost that their traffic imposes on the operators.

The backbone operators vie for the various types of traffic. In pasticular, cach competes on
the two sides of the market (consumers and websites). The competitive analysis offers two sets
of insights: '

Competitive strategies. On the positive side, we analyze pricing strategies in this interconnected
environment The first key insight of the article is that in a wide range of situations, backbones
set their price on each business segment as if they had no other customer. That is, they set charges
to consumers and websites as if their connections werte entirely off-net. We call this the “off-net-
cost pricing principle.” We first demonstrate this principle in the sitaplest pecfectly competitive
environment with a reciprocal access charge. This simple principle turns out to be remarkably
robust to generalizations of the model: mixed traffic patterns, variable demand, QoS agreements,
backbone differentiation, installed bases, multihoming, and customer cost heterogeneity.

Impact of the access charge on welfare and profir. The access charge affects the backbones’
marginal cost of incoming and outgoing off-net traffic. It therefore determines how backbones
distribute communication costs hetween websites and consumers. Ceteris paribus, ahigher access
charge penalizes end users, such as websites, with an outgoing-traffic bias, and it benefits end
users, such as consumers, with the oppaosite bias. Network externalities considerations, though,

complicate end users’ preferences over access charges, as they want the other siile of the miarket
to expand, '

We first consider the case where there is no direct payment between websites and consumers.
This case is most relevant when there sre no micropaytents and no other financial transaction
resulfing from consumers’ visits to the websites. In that case, the access charge should promote
economic efficiency by alleviating the burden on thosc end users (1) whose demand is highly
elastic and (il) who create value for other end users. More generally, we shall argue that the access
charge cannot by itself induce all the price differentiation that would be required for an efficient
allocation in the Internet. Furthermore, i backbones have inacket power, they do not nccéssan'ly
choose the socialy optimal access charge.

Also, individual end users’ elasticities will be affected by a more widespread use of micro-
payments between end users, which partly reallocate costs endogenously. Indeed, we consider
mote briefly the case where consumers pay a price to the websites for their visits (this price can
be a micropayment charged by the website, or part of a transaction resulting from their visit), This
financial trangaction provides an additional channel for allocating the cost of the communication,
which lowers the ailocative impact of the access charge. :

On the positive side, we analyze the access charge’s impact on profits. There may.be no such
impact, for example when an increase in the access charge is competed away by the backbones’
offering very low prices to consumers. If backbones have market power, however, profits are

affected by the access charge, and backbones will tead to subsidize the more profitable segment,
G RAND 2003, '
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The article is organized as follows, Section 2 constructs a medel of perfect (Bertrand) back-
bene compelition for consumers and websites, assuming that both sides of (fe market are supplied,
Le.. demands are locally inelastic. Section 3 demonstrates the robustness of the off-net-cost pricing
principle. Section 4 analyzes the socially optimal access chasge. Section 5 discusses some limits
of the off-net-cost pricing principle. Section 6 introdices micropayments between customers and
websites. Section 7 concludes,

Our anticle is retated to the literature on two-way access in telecommunications, e.g., Arm-
strong (1998) and Laffont, Rey, and Tirole (1998a 1998b).! This literature assumes that while
consumers both send and receive traffic, receivers get no surplus from and are not charged for
receiving calls. When instead reccivers derive some utility from receiving calls, an extemnality
must be intemalized for efficiency. The fact that users are not charged for reeeiviag traffic has
several implications. First, operators’ marginal charge for outgoing traffic is equal to the on-net
cost angmented by the average termination markop rather than to the off-net cost. Second, it
creates some instability in competition if the nelworks are close substitutes and the termination
charge is not in the vicinity of the termination cost; in contrast, Section 2 establishes that no such
instability occurs when consumers ate charged for receiving calls.

The articles most related to ours are Jeon, Laffont, and Tirole (2001) and Hermalin and Katz
(2001). Jeon, Laffont, and Tirole analyze the off-net cost pricing principle in a telecommunica-
tions environment where the volume of traffic between each scnder and receiver is endogenously
determined by the party with the lower marginal willingness to communicate. In patticular, this
formulation allows one to tell apart monthly (subscription) fees and usage fees (for receiving and
sending traffic). That article also considers the case of regulated reception charges, and it stresses
furthenmore that nctwork-based price discrimination is conducive to connectivity breakdawns., In
contrast, in most of this article we suppose that there is a fixed volume of iransactions for each
consumer-website match. This makes nonlinear tariffs itrelevant (no distinction between fixed
and usage fees); we use this simpler formulation to study severat additional aspects, such as the
impact of multthoming, market power, asymumetric access charges, and micropayments between
consumers and websites. Hermalin and Katz also focus on fixed transactions but allow for stochas-
tic (and possibly correlated) gains from communication. They show that doubie marginalization
increases when networks specialize in- offering services to senders or receivers and also study

‘asymmetiic Bertrand competition, where some operators are mare efficient than others.

2. A simple’ benchmark

m  Although our theory allows for general traffic imbalances, it is useful for expository purposes
to distinguish two types of customers: websites and consumers. Consumers exchange traffic (e.g.,
emails), browse web pages, download files, and so forth; websites post pages and files, which
can be browsed and downloaded by consumers. There is little traffic between websites, and
furthermore, the traffic between consumers (such as email exchanges) or from consumers to
websites (the requests for pages or file downloads) is much smaller than the traffic from websites
to consumers (the actual downloading of web pages and files). To capiure this traffic pattern in
its simplest form, we neglect the traffic between consumers or between websites, as well ag the -
traffic from consumers to websites, and focus instead on the traffic from websites to consurmers.
Most of the article uses the following assumptions: : ’

Balanced calling panern. We assume that consumers® interest in a website is unrelated to the
website’s network choice: a consumier is as likely to request a page from 2 given website belong-
ing to her network and anothar given website belonging to a rival network.? In the absence of

! See also Carter and Wright (£999a, [999b), Cherdron (2000), Dessein (forthcaming), Gans and Kx;ng (2001),
and Hahn (2000). .

2 This assumption ought to be refined in speeific instances. Far example, regionzl orinternational specialization of
backhones together with other factors, such as language affinity, may induce some violations of this hypothesis (Chinese
consumers may be more likely to browse U.S, websites than U.S. customers to browse Chinese websites).
© RAND 2093, :
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origination-based price disctimination (that s, if a constmer pays the same price for receiving
traffic, regardless of the identity of the originaling website’s backbone), the percentage of traffic

-originating on network i and corpleted on network f is therefore propertional both to the fraction

of websites on network j and to the fraction of consumers subsetibing to network i.

Reciprocal access pricing. We assume that there is no asymmetry in the interconnection charge:
A network pays as much for having its traffic terminated on.a rival network (“off-net traffic”) as it
receives for teeminating twaffic originating on a rival network. This assumption will be relaxed in
Section 5, butit is worth noting that there have been calls for regulatoss to impose reciprocal access
charges.® (At the moment, most interconnection agreements between the top-level backbones
take the form of “bill and keep” peering agreements, with zero {and thus reciprocal) termination
charges; however, this situation is likely to evolve in the future—some backbones have already
introduced positive termination charges in their agreements with certain other backbones.)

Let us now be more specific about the model:

Cost structure. Two full-coverage® “networks,” or “backbones” or “operators,” have the same
cost structure, For notational simplicity, we ignore request traffic, so that the only costs are those
incurred to bring traffic from websites'to consumers. We also do not include any fixed network
cost, It is straightforwaed to add hoth types of costs.’

We let ¢ denote the total marginal cost of traffic. When traffic is handed over from one
backbone to the other, we let ¢, and ¢, denote the originating and terminating backbones’ marginal
costs associated with this traffic (c, + ¢ =c)

Although the exact expressions of ¢, and ¢, are ielevant for the theory, it is useful for
‘concreteness to discuss the naturs of these costs in the-current Internet environment. For example,
suppose that backbones incur a marginal cost ¢’ perunit of traffic at the originating and terminating
ends and a marginal cost ¢ in between, which may stand for the routing costs and the marginal-

.cost of trunk lines used for transportation. The total marginat cost of traffic is thus

c=2¢ +o".

In piactice, top-level backbone operators have multiple interconnection points and have an
incentive (o pass on off-net traffic as soon as possible. A consequence of this “hot-potato” pattern®
is that most of the transportation cost ¢ is bome by the receiving backbone.” For off-net wraffic,
the sending network thus incurs the marginal cost of erigination, ¢/, while the receiving network
incurs both the trarsportation cost ¢* and the marginal cost of termination, ¢. The total marginal
cost of traffic is thus shared by the sending and receiving nétworks according to

co=c" and ¢ =+

Demand structure. We first assume that the networks are perfect substitutes: that consumers and
websites have inelastic demand for and supply of web. pages. To be sure, consumers and websites

3 See Marcus (1999) and Gao (2000} for overviews of the Internet’s hierarchical organization.
4 Full coverage” theans that the backbones have a global geographical presence and thus are able to serve ali
customers. - . .

5 Thenext section considers mixed traffic pattemns. For simplicity, we also ignare the impact on the cost structure
of caching, replication, and other content-delivery netwark schemes,

8 For a description of hot-potata routing, see Marcus ([999). .

7 Our analysis would, however, apply 1o any other method of sharing the cost of off-net traffic. We assume here
that the access charge is, as is cerrently the case, independent of the *distance” between the point at which the traffic is
franded over and the location of the weecivet. Qur analysis would still apply if there were differentiated access charges, as
tong as differences in acoess charges reflected differences in termination costs. ‘The while paper NRIC (2002) provides a
detailed overview of current interconnection agrecments and the issués they raise. .
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are more Tikely to use the web ifthey are charged lower prices; we will thus relax thesc assumnptions
later on.

There is a continoum of consumers, of mass 1, and a continuum of websites, of mass I as
well. Each consumer generates one unit of traffic from each website connected to either backbone.
Each unit of traffic from a website to a consumer yields a value v to the consumer and a value &
to the website. We will assume that the market is viable, that is,

v+ > c.

Until Section 6, we assume away “micropayments” between COnSUMErs and websites and
posit that websites do not charge differentiated prices to consumers depending on whether their
connection is on- of off-net. Furthermore, backbones are perfect substitutes on both sides of the
market, and 50 each side chooses the lowest price that it is offered.

We will jnitially assume that prices are low enough trat all consumers or websites connect
to a backbone. The volume of traffic associated with cach customer is then fixed, and there
is thus no point distinguishing between subscription and usage prices or linear and nonfinear
prices: consumers’ subseription decisions are based on the prices py and p» charged by the two
backbones for receiving traffic, while websites® subscription decisions are based on the prices g
and P charged for sending traffic.® Note that the backbones need not be able to tell consumers
and websites apart directly, It suffices that inflows and outflows be priced differently.

Denoting by a; backbone i's market share for consumers and by &; its market share for
websites, and assuming that the two operatérs charge each other the same interconnection charge
a for terminating trafiic, backbone #'s profit is given by {fori = j = 1, 2

T = 0l (pr + Py — €) + @ (p; ~ (e — a)) + o (B — (co+a))
or -

7= @ [Py — o — a)] + e (B — (6 +a)], m

where @ = @+ and & = &, +&; dendte, respectively, the total numbers of connected consumers
and of connected websites. If all potential customers are connected as we assumeé in this section
(that is, @ = & = [}, this expression reduces to

1= 0 [y — (s — )]+ & [y — (co +a)]. e

That s, as long as prices do not exceed customets’ reservation values, the profit of each backbone
can be decomposed into two independent components: one for the consumer business, and another
-one for the website business. The perfect-substitutability assumption ensures furthermore that, in
cach line of busincss, a1l customers go to'the cheapast operator whenever their prices differ.
The timing is as follows: (1) the access charge a is determined {through a bilateral agreement
or by regulation), (2) the backbones sel their prices, and (3) end users select their backbones. As
is usual, we solve for a subgame-perfect equilibrium of the game,

" Proposition I {aff-net-cost pricing principle). Assume v e —aand i > o, +a; then, there
€xists a umique price equilibrium.? This equilibrium is symmetric and satisfies

n=mp=p=c-—a,
Pil=ph=p"=c,+a,

s:l'h_:con.fumcr prices pg and p can be indiffecenty interpreted-as volume-based prices for receiving taific, or
as subseription prtces—if the wtal number of websites were not normalized to 1, these would be subseription prices per
website reached. Similacly, websites® prices p1 and B can be interpreted as subscription prices (per consumer reached),
% Market shares are undetermnyined.
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m=ny=a" =0,

Proof. The standard Bertrand argument applies (o each business segment. The only caveat is
that the number of connected customets in one scgment affects the market-demand in the other
segment; however, as long as prices remain below reservation values, all customers are connected
(to onc or the other network) and, in each segment, the market demand is thus independent of the
actual price levels. QED. :

For each customer, the price is competitively set equal to the opportunity cost of servicing
this customer, rather than letting the customer subscribe to the other network. Suppose forexample
that backbone | “steals” a consumer away from backbone 2. Then, the traffic from backbone 2's
websttes (o that consumer, which was' previonsly internal to backbore 2, now costs backbone 1
an mount ¢ %o terminate but generates a marginal termination revenue a; the opportunity cost

" of that traffic is thus c, — a. And the iraffic from backbone 1's websites, which initially costs

¢, for origination and a for termination on backbone 2, s now internal to backbone 1 and thus
costs ¢ = ¢, + ¢y therefore, for that traffic too, the opportunity cost of stealing the consumer away
from its rival is ¢ — (¢, +a) = ¢; — 2. A similar reasoning shows that stealing a website away
from the rival backbone generates, for each connected consumer, a net ¢ost ¢, +a: alteacting a
website increases originating (raffic, which costs ¢, and also means sending mote naffic from its
own websites to-the other backbone’s end users, as well as receiving less traffic from the other
backbone (since the traffic originated by the stolen backbone is now an-net); in both cases, a
termination revenue « is lost. ’

In this very simple benchmark case of pecfectly substitutable networks and inelastic demand,
Bertrand-like competition ensuces that profits are set at theic competitive level (;r* = 0); whatever

the access churge a, the combined per-unit charge to consumers and websites covers the cost of
the traffic:1®

Pr+pt = (o +a@)+(c —a)=c, + ¢ = .

" Thie access charge a thus merely determines how the cost of the traffic is shared between
senders (websites) and receivers (consumers)—with a higher access charge leading to a larger
burden being placed on the websites. In particular, the access charge has no impact on network

profits and on social welfare, defined as the sum of customers’ surpluses, which is equal to its
first-best level:

W= Ejoﬁfﬁ't(b‘— PiY+ Dol (v — D)+ B
=W =yug—p.

Finally, let us compare Proposition 1 with the results in Laffont, Rey, and Tirole (1958a)
and Armstrong (1998) for interconnection of telephone networks. A key difference with this
telecommunications literature is that in the latter there is a missing price: receivers do not pay for
receiving calls; that is, in the notation of this aricle, p = 0. The inissing price has two important
implications:

Pricing. The operators’ optimal usage price reflects their perceived marginal cost. But when

operators do not charge their custoraers (here, consumers) for the traffic they receive, operator i%s
perceived marginal cost of outgoing (here, website} traffic is given by

cray@—a).- ' ®

That is, the unit cost of traffic is the on-net cost ¢, augmented by the expectc& off-net “markuip”

1%This holds as long 25 customers” prices remain lower than customess’ reservation values, that is, as long as
Cota < Fande —a < v. [fforexample ca +a > o, the maximal price that can be chacged to websites, B = b, does not
coves the opportunity cost they generate, ¢, + 2. Thus, no backbone wants to host & website and ¢hexe is then no traffic at
all for such an access charge. : ‘
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(or discount) (a — ¢,} on the fraction a ; of website traffic that terminates off-net. Comparing the
two perceived marginal costs of outgoing traffic with and without receiver charge, for given access
charge and market shares, the price for sending traffic is higher (lower) than in the presence of
reception charges if and only if there is a termination discount (markup).!!

Note that if the “missing payment” o g, were subtracted from the right-hand side'? of (3) and
pi were equal to the off-net cost!? (¢, — &), then {3) would be equal to the off-net cost (¢, +a). In
sum, the missing payment affects the backbones” perceived costs, and it reallocates costs between
origination and reception. :

Stability in competition. When networks are close substitutes, and receivers are not charged, there
exists 0o equilibrium unless the access charge is near the termination cost. The intuition is easily
grasped from (3). If there is a substantial termination tax or subsidy, perceived marginal costs
(and thus prices) are far from actual costs, thereby introducing a source of inefficiency. But if
netwarks are sufficiently close substitutes, either operator could comer the market with a small
reduciion in its price, in which case it faces the irue costs and can offer a better deal, This issue
doss not arise when end users pay (or are paid) for receiving traffic. In that case, the sum of the
perceived costs for origination and termination always equals the actual cost of communication:
(e +a) + (¢r — @) = ¢, imespective of the access charge. '

3. Robustness of the off-net-cost pricing principle

®  The off-net-cost pricing principle is robust to various extensions of the perfectly competitive
model.

(i} Arbitrary number of backbones. The principle extends trivially to n backbones (n > 2):

it suffices to replace “;” in equation (1) by “Zf#? o

(ii) Mixed traffic patterns, We have caricatured reality by assuming that websites have
only outgoing. traffic, and consumers anly incoming traffic. All Internet users in fact
have a mixed, although often very biased, pattern. It is easily verified that under perfect
competition, backbones ask their customers (consumers ar websites) to pay

Tilx, y) = (0 — a)x + (e, + a)y,

where x and y are the customer's incoming and-outgoing twaffic volumes.

(i) Multihorming, Suppose now that each website may choose to locate in both backbones,
Websites do not gain or lose from multihoming as long as the backbones charge the
competitive tagiff p* = ¢, + o M :

(iv) Quality o:f.service {QoS). Proposition 1 extends to multiple quaIities of service, as long
as costs and access charge refer to the quality of service in question.

(v) Customer cost heterogeneity. Qur assumption that all customers impose the same-cost
ou the backbone for incoming or outgoing traffic is more restrictive than needed. Sup-
pose that there are & types of customers, k = I,..., K. A customer of type k, whether -
a consumer or a website, imposes cost cf at origination and cf at termination.'® The
off-net-cost pricing principle still holds as long as backbones can price discriminate.

Y Indeed, ¢ +0tj(a — ¢} > co+a is cquivalent to (| — a;)a — ) < 0.

12To reflect the fact that the traffic generated by backbone i's websites brings reception rovenue foc the share o;
of the traffic that remains on-net, . ’

. Y If consuners do not derive any utility from receiving calls (v = 0}, as in Laffont, Rey, and Ticole (19934), the

puce p; cannat be positive; networks could, however, subsidize receivers,

" In practice, however, websites may gain frem enhanced refiability or redundancy, at the cost of diseconomies of
scale in the interface with the backones, - A

'3 Far example, European ar Australian [ntémnet service providars must be coanected to TES, backbones through
costly transoceanic cables that mise both arigination and termination costs relative to a U.S.-based customer.
® WAND 2001,
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In practice, this cost-based price diserimination may be implemcnted by setting different
charges for local delivery; alternatively, it can be implemented by uniform charges
applied at given points of interconnection, together with the requirement of the provision
by the end users (or their [SPs) of circuits leading to these points of interconnectior.

(vi} Installed bases. Suppose that backbone i has an installed base &; of consumers and
an installed base &; of websites that are, for example, engaged ir long-term contracts.
Let p; and p,; denote the predetermined prices charged to installed base consumers and
websites by netwotk i. The operatars’ profits become

72 0 [ — (e — @+ & (s — (e + @) + & [B1 — (60 — a)] + &k, — (co +all.

Consequently, the equilibrium prices are unchanged: new customers are charged the
off-niet-cost prices and operator i’s equilibrium profit z*(a) is equal to

dnf 5
g &
da i — o

Two simple implications can be drawn from this observation. First, web-hosting back-
bones prefer a low termination charge, while backbones that are stronger on the dial-up
side, say, prefer a high termination charge, Second, if the termination charge Is deter-
mined in a private negotiation, two backbones tend to have conflicting interests if one
leans much more heavily to one side of the market than does the other. However, their -
interests do not necessarily conflict (even if one carries far more traffic than the other)
if, say, one segment of the market has (for both backbones) developed more quickly
than the other segment.

® By focusing on inclastic demands, the benchmark model of Section 2 and the various ex~
tensions pecformed in Section 3 sidestepped welfare issues. This section maintains the petfect-
competition assumption but allows for elastic demands. Perfect competition implies that back-
baones’ budgets are always balanced, whatever the access charge. But through its allocation of
costs between end users, the access charge plays a central role in achieving economic efficiency.
We show below that the Ramsey access charges, ie., the access charges that maximize social
welfare, must take into account not only the demand elasticities of the two segments, but also the
externality that each side exerts on the other,' .

Suppose for example that a consumer derives surplus v, drawn from a distribution F(v), from
being cannected with websites; similarly, 2 website derives a surplus §, drawn [roni a distribution
F {©), from being connected with consumers, Consumers’ and websites” demands are thus given
by g =D{p)= 1~ F(pyand § = D(p) = | — F(5)."" Furthermore, consumers® and websites’
net surpluses are given by S(p) = f:m(u — ) F(u) and 8(5) = f;m(ﬁ — pYEF(#). Then,

¥ Similar conclusions hold for the credit card industry, in which the “backbones™ ave “banks.” the “webstes” and
“consumers” are the “merchants™ and “cardfiolders.” and the “access charge” is the “interchange fee.” See Rochet and

. Tirole {2002}, Schmalenses (2002), Schwarz and Vincent (2000}, and Wright (2000). Related insights apply to B2B-—see

Caillaud and Jullien (2001).

17 There again, prices can be interpreted as pure traffic-based prices or as subscription prices (per website reached
acperconsumerreached). Forexample, if backbones simply chargea subscription price T for receiving traffic, the relevant

- tonsumer price is p = T/D, where D denotes the number of connectsd websites, and a consumer with a valuation v
subscribes again if p € v.

© RAND 2000,
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Proposition 2. When both consumers’ and websites’ demands are elastic, the Lindah] (first-best)
prices are giveu by

Fo ) B ${p?) 5 (p"%)

+pf=c— =e— = .
£ g D (pFB) D (‘;,FB)
whereas the Ramsey (second-best) prices and access charge are characterized by p¥% = ¢, —a%5,.
P =c,+a*, and

S(p*”') h,s'(ﬁ”)
Wj = B (g8 (ﬁ-"“"]' “@

Proof. Social welfare is equal to

W='S(F)b(ﬁ)+D(p)-§‘(ﬁ)+(p+ﬁ—C)D(p)ﬁ_(ﬁ):

its first-best level is thus characterized by

hee_Ste) _ _3®
R T R Yt

Rarnsey prices ;naximizc W subject to the budget constraint
(p+p~c)D(p)D(P) = 0.

Denoting by A the Lagrangian multiplier associated with this budget constraint, and using p+p = c,
the first-order conditions boil down to :

—A=D' (P& ()= D" (p)5(p).

Q.E.D.

From a first-best perspective, each segment is charged a price equal to the marginal cost,
minus a discount that reflects the positive externality exerted on the other segment. For example, an
cxtra website generates an additional gross consumer surplus §+ pD, so that the (per-consumer)
price p charged lo websites must be decreased by an amount equal to the {per-capita, or average)
consumer surplus v° = p+ 5/D:

p=c—v.
Stmilarly, the (per-website) price charged to consumers must be discounted for the average surplus
¥ = p+ §/D that consumers bring to websites: p = ¢ — #°. Sinee average surpluses exceed
prices (v° > p, i > p), the total price charged to the two segments, p + 5, must be lower than
the cost ¢; the subsidy must reflect the positive externality that each segient exerts on the other:
_ S _ Sy
o= (ptp) = b= 2,
Dipy D(p)
which in particular implies that, at the optimum, these two externalities must be equalized.
Inasecond-best world, the budget constraint rules out outside subsidies. Prices must therefore

beincreased so as to fully cover the cost ¢, according to standard Ramsey principles: the departure
from first-best prices should be inveesely refated to the magnitude of demand elasticities:

Po(c—F)_ A polc—v) A
p 1 2 i’
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wheze 57 and 77 denote the demand elasticities and A the Lagrangian multiplier assaciated with
the budget constraint. In the absence of fixed cost, the budgat constraint is simply that the total
price p + p must cover the joint cost-c and the above Ramsey formulas boil down to (4), which
car be interpreied as follows. Increasing the consumer price discourages some consumers, which
reduces website surplus; the corresponding welfare loss is thus given by DY (p)5(p). Similarly,
increasing the website price discourages some websites, which reduces consumer surplus, thereby
generating a welfare loss D'(5)S(p). The optimal tradeoff thus depends on how many end users
are discouraged on one Sidc, as well as on the net surplus lost on the other side, and balances the
two types of welfare losses: I'( p)8(p) = f)‘(ﬁ)S(p). A special case oceurs when one side of the
market is inelastic as in Section 2; then, the access charge shifts the burden as much as possible
to the inclastic segment.

Remark. In sharp contrast with the recommendations usually derived from standard Ramscy
pricing formulas, the tradeoff just described can lead, in equilibrium, to a higher price for the
segment with the higher elasticity. To see this, nate that condition (4) can be rewritten as (letting
ns =—p8'/S and iz = —p3'/5)
(g)z Zns
B/ wis

That is, prices in the two segments should covary with their respective demand elasticities (77 oc
i) (and with the related surplus elasticities, 775 and fiz).

Under perfect competition, firms make zero profit; they are thus indifferent as to the level
of the access charge and should not resist a reguiation of the access charge that implements the
second-best optimum, In practice, backbones have historically opted for “bill and keep™ (a = 0,
which minimizes transaction costs. Bill and keep is favorable to websites,!® which might have
been a good idea to promote the develepment of [ntemet-based services, Now that many web
services are available, and the emphasis is more on cnéodmging consuiers to connéct and use
these services, absent significant transaction costs, bill and keep is unlikely to be close to optimal.

5. Amending the off-net-cost pricing principle

m  Variable demand and two-part tariffs. Let us extend the model to allow for variable
demand functions and connection costs for consumers—sticking to the same formutation as befare
for websites. Tt is then natural to also allow backbones to charge two-part tariffs to consuiners.
Because of the connection costs, the off-net costs no longer predict average retail prices; however,
they still define the relevant marginal usage prices if back!}ones compete in nonlinear tariffs. To
ses this, for i = 1,2, let p; denote the'volume-bascd fee and F; the fixed fee charged by backbone
i,and [(p;) the demand of 4 representitive consumer who subscribes, with S(p;) the associated
net surplus (but ngSs of the fixed fee F}). A consumer thus subscribes to backbone i if

S(p)— Fi > S{p;)— ;.

Backbone i’s profit is then given by

% = o (F = )4 4@ D () (e + By — )+ iy D (p;) (ps — c + @)
+&;& D (p;) (B; - co —a) .
= (F; — Y+ oy (@ + @) D (pi) [p: — (o — @)]
+& (e D ()4 e D (p2)] {Bi ~ (co +a)].

8 When a = 0, consumers pay the entire termination cost, which, 25 noted above, s ir practice the larger part of
Lhe cost dug o “hot-potato™ routing.

© RAND 2001
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The opportunity cost of stealing a website away from the rival network is
D (pr) e — (o — 1+ D (p;) (e, + ) = O = (c, +a) g,
where g = ay D{p|} + 02 D(p,} denotes the volume of traffic generated by each website. The
opportunity cost of stealing a website, per unit of traffic, is thus again ¢, + a; therefore, in
equilibrivm, py = pa =¢c,+a.

Also, if py = p» = p, then the opportunity cost of stealing a consutner away from the rival
netwark is

@D (p)lc — (co+ )} +&; D{P) [l — a) ~ O] + f — F; = (g —a)D(p)+f - Fy

furthermore, if p; = ¢, + a, then the opportunity cost of inducing its own consumers to generate”

one more unit of traffic is similazly given by

&GD(p)le — pil+8;D(p)(e; —a) — 01 ={g ~a) D(p).

Therefore, the off-net-cost pricing principle still applies, although now only in equilibrium, We
thus have the folfowing: '

Proposition 3. When & > ¢, +a and S{c, —a) > f, there exists a unique two-part-tariff
equilibrium, given by

m=pr=p'=c-a,
Br=Pa=p"=c, +a,
fi=fH=f

Ay =my=at =0,

The off-net-cost pricing principle therefore still applies: in equilibtium, the fixed fee is cqual to
the connection cost, and usage prices for sending and receiving traffic are equal to the off-net
costs of outgoing and incoming traffic.

0 Market power. Section 3 has demonstrated the remarkable robustness of ihe off-net-cost
pricing principle il a competitive industry. We now investigate how the principle must be amended
if the backbones have some market power, which supposes that they provide differentiated
services. Intuitively, the relevant marginal cost remains the off-net-cost, but a markup should
be added because of market power. We will say that an access charge is “constrained Ramsey
optimal” if it is optimal when the only regulatory instrument is the access charge (that is, when
market power cannot be directly addressed). i

Letus maintain the assumption that the backbanes are perfectly substiautable on the consumer
segment but introduce some differentiation on the website segment. Websites® surplus from being
connected with consumers then depends on the network to which they subscribe.

Backbones can engineer their netwotks to provide different levels of quality, in several
dimensions. They can, for example, ensure that capacity is significantly higher than offered
load," and can do so with a focus or: either the mean or the variance of delay, which may be of
some interest for different users.?® Backbones can also invest in reliability.2! Higher speed, lower

¥ By speading mote to build out mare caparity, but also by doing a betier job of prediciing demand or by using
caching or replication to reditce the amount of wraffic they haul around the network. The straightness of the fiber runs and
the cumber of router hops can also play a rale.

¥ For oxample, real-time voics requires a low average delay and low variability, whereas email users might nat
care much about variability. ’

H E.g., by ensuring redundancy. Simplicity can also contribute to neliability, as well as goad connectivity to other
networks. .

© RAND 2003,
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delay variability, and higher reliability have an impact on the benefit that a website can derive from
connecting to alternative backbones, and this impact depends on the website’s business model.

A different kind of engineering enhances refiability. Ensuring redundancy, with ne single
point of fatlure, can be important. Simplicity can also contribute to reliability, but paradoxically
is often somewhat at odds with extensive redundancy. Good connectivity to other networks can
also be a differentiator. This tends to play a larger role in periods where, for one reason or another,
connectivity between networks is in general less than ideal. .

" These reliability and quality differences have an impact on the benefit that a website can
derive from connecting (o the altemative backbones, and this impact depends on the website’s
business model. Letting 7 and ¥, denote the surpluses that a website derives when subscribing
respectively to backbone 1 or 2, the website subscribes to network ¢ if (For i 5 f = 1, 2y

B — pr z max {0, U; ~ p;}.

The values fi; and i, are distributed among websites according to F(@y, 52) on 2, which
determines the number D;(p;, b ;) of websites choosing to subseribe to network i; by construction,
an increase in one operator’s price increases the demand for the other operator but reduces the total
number of connected websites: 3.D;/35; > 0and 8D;/3; +3D;/3p; < 0. We will furthermore
maintain the following assumptions: '

® Dip1. p2) = Da(Ba, P1)- Therefore D(p) = Di(p, p) = [1 — G(P)]/2, where G(7)
is the cumulative distribution of § = max{uy, v;}, and decreases when P increases:
b <0 '

(if) For every & there exists a unique price H(€) such that p = arg maxz(p' — £)D(F', p)
and (&) = (&) — 1D p(&)) decreases when Z increases: # < 0.

The price p and profit 7 can be interpreted as benchmark equilibrium price and (per-
backbone) profit in a hypothclical economy where the two backbones fice demarnids D) and
D and compete with the same cost . The assumptions-on the demand and profits are plausible:
an increase in either backbone’s price reduces the number of connected websites, and an increase
in the industry marginal cost reduces equilibrium profits.?

Inelastic consumer demand. Suppose first that all consumers get the same value ¥ from being
connected toa website. Then, normalizing to 1 the population of consumers, we have the following

Froposition 4. Assume that consumer demand is inelastic and v > £, — . Then there exists a
unique equilibrium. This equilibum is symmetric and satisfies

p=pi=c~a, p=pleotva), #=f(c,+a).

Increasing the access charge raises the equilibrium website price but reduces both the number
of connected websites and the equilibrium profits. Backbones Favor the lowest admissible access
charge, an = ¢; — v, which fully extracts the surplus from consumers and subsidizes the profitable
website segment; consumer demand being inelastic, this aceess charge is constrained Ramsey
optimal. .

22 A before, we assume that cach cansumer gets the same surplus from c¢ ing to every website and, similarly,
thateach website gets the same surplus from connecting o every consumer. This aliows forasimpler analysiz of consumers”
and websites” subscription decisions—and in particular climinates any interdependence between these decisions.

. 2 *[his condition is, for cxample, always satisfied when backbones absorh part of the cost inceease (0 < 5 < 1),
since then both.the demand and the margin decrease when the cost icreases. ’
. X Farvu < ¢ —a, there is no symmetric cquilibrium in pure stratcgies—but an asymmetric equilibrium may exist,
in which one backbone serves all consumers at a price p = v. o
© RAND 2003,
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Proof. Denoting by o; backbone i's share of consumers, the profit of that backbone is given by
7 =a; (Dy + D) [pi — (e — a)] + Di [B: — (c, + ).

The standard Bertrand argument thus applies to the inelastic consumer segment. As long as it
remains below v, the price paid by consumers does not affect their demand and thus has no effect
on the website business. Therefore, p; = p; = ¢; — a, which by assumption does not exceed v,
and network i s profit boils down to

7= D¢ (pi, B [pr — (eo + )],

which leads at a symmetric equilibrium to p; = plc, +a) and 77 = 7{c, +a). Q.ED.

Differentiation weakens the intensity of price competition for websites and allows backbones
to carn a positive profit on that segment; website prices arc thus higher than the off-net cost c+a,
but prices and profits are “as if”" backbones were competing for websites with a cost equal to their
off-netcost. A lower access charge increases the opportunity cost of servicing consumers, leading
the metworks to raise the consumer price. On the other side, the reduction in the access charge
lowers the opportugity cost of servicing the websites, which generates more profit an websites.
In other words,'decreasing the access charge allows the networks to extract more rents from the
sucplus that consumers derive from receiving traffie; part of those rents are passed on to websites,
which benefit from a reduction in the price they are charged for sending traffic to consumers, and
part of it serves to increase networks™ profits.

Backbones thus favor the lowest accéss charge a, subject to consumers’ participation
constraint (¥ > ¢, — a}. Since consumer demand is inclastic, backbones® interest is here in
line with the social interest, which also requires extracting consumer rents in order to subsidize
and atfract more websites. '

Elastic consumer demand. Suppose now that consumers’ surplus v is drawn from a distribution
F(v). Consumers’ demand is thus D{ P} =1~ £(p). The following assumption guatantees that
profit functions are “well behaved” and rules out the possibility that 2 backbone might desire
making losses on conswmers it order to enhance profits-on the website segment.

Assumption | . There exists k > 0 such that
(@) ve, pE)-e<k
(i) Yp, D{p)+kD'(p) = 0.

Assumption | ensures that prices and profils are again “as if” backbones were (imperfectly)
competing on each segment with a cost equal to their off-net cost; .

Propesition 5. With an clastic consumer demand, there exists a unique symmetric equilibrium
under Assumption 1. This equilibrivm satisfies

Pi=p=c—a, p=ple+a), m=d(c,ta)Dc —a).

Anincrease in the access charge raisés (he equilibrium website price and thus reduces the aumber

of connected websites, but it decreases the equilibrium consumer price and thus attracts more
coRsumers.

Progf. Fix pj = p= ¢, —a and Bj = b = ple, + a). By raising its price p; above p = ¢, — g,
backbone i gets [ B; — (e, +@)]0i(B;, p)D(p) and thus cannot earn more than (and actually earns
exactly) #{c, + a)D{c, — a). By reducing its price p; below ¢, — a, backbone i's profit is of the
form m;(pe. Bi) = D{p;)#:(pi, Ps), where ’ )

4 (or. B =1pi — (e — a [Dy G, B)+ By (B, 5]+ (B — (co + 33 B i, B)
© RAND 2003, .
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is maximal for some B;(p;) > p: the loss on the consumer segment gives an incentive to reduce
the traffic and thus the number of connected websites, D; +-D ;. Using the envelope theorem, the
impact of p; on backbone i's maximal profit is given by

%dp‘”ﬂ = Do) { B (31 (8i), )+ By (B, 51 (] + D' (pid s o, B ()
> D(py D ()4 D' (8 [B — (e + )1 D (B).
where the inequality stems from (using 5; > p)
By (Bi. B+ D; (b, ) 2 Dy (5, ) = B; (5, 5) = D (p)
and (using p; < p)
#:pe. Be (o)) < 7 (p, i () =[5 — (e + @) D ().

Assomption I then ensures that d;(p:, pi(p))/dp; = 0 forall p; < o — a, implying that
.- backbones cannot gain from subsidizing consumers. Q.E.D.

The off-net-cost pricing principle still applies: in each segment, backbones’ equilibrivm
prices are as if backbones® marginal cost were equal to the off-net cost; they are exactly equai to
the off-net cost of receiving traffic in the competitive consumer segment and correspond to the
oligopolistic price 5(c; +4) in the website segment. Let us now assume that backbones partially
pass through cost increases to websites:

. Assumption2. 0 < p' < 1.

Under this reasonable assumption, by adjusting the access charge the backboaes mave hoth
prices, p and p, in such a way that dp/dp = —p' lies between —1 and 0.
Backbones™ preferred access charge maximizes the per-backbone profit

. M=(p+p—D(p) D(p).

The privately aptimal access charge trades off the impact on the two prices p and § and satisfies
dp _— - PO =p . dp
= (1 +d—;) D)DEY+(p+P—c) [D’(p)D(PHD(p) 1y (P)EE] =0.

Given the partial pass-through assumption, |+ % > 0, moving some of the communication costs
from the website segment to the consumer segment increases the competitive consumer price
mare than it reduces the less competitive website price—in that segmenl, backbones keep part
of the reduction in the form of increased margins. Thecefore, the first tetm is negative and gives
backbones an incentive to use the consumer segment for subsidizing the website segment. The
other term reflects’a profit motivation for a lacge volume of communication, and it increases in
magnitde, the larger the total margin p+ p - c. .
Backbones® preferred access charge can be compared with the constrained Ramsey optimal

one, which maximizes total welfare given market power on the website segment. The latter is
given by

. max W = (v +9° — ¢} D (p) D (),
- {p:5}
where v* and & represent consumers® and websites’ average surplus:

f:’“ vdF(v) f;"“ 343 (5)

By ' T b(p

e —
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We thus have™
. o
W= (p+v —C}D’(p)-D(p)+(u‘+5—c)D(p)D'(p)E£
! dp DY+ {5t -\ D Dis < o AP
1+ g, )P D@+ (7 - B) D' () DB+ (v —p)D(P)D(P)EE

As compared with backbones’-preferred access charge, for which [T = 0, the first additional term
corresponds to asocial gain from lowering consumer prices at the expense of websites. This stems
from the fact that, as noted above, backbones have an excessive incentive to shift communication
costs toward the more competifive consumer segment, since this cost is then passed through to
consumers; backbones then benefit from lower costs in the less competitive website segment,
where they pocket part of the cost reduction. The other two additional terms derive from the fact
that backbaones do not fully appropriate their custotmers’ surplus. Thus, for example, attracting
one more constmer gives weobsites an additional surplus (35 — F)D(p) that backbones cannot
grab,
Note that, for the access charge ¢n that maximizes profits, we have

i — dp oo & —F = D dp
Wr=(1+prJ—§;) (1+£)D(p)l)(p)+[(v ~p)—(y -plp D (p)Ef.

Therefore we have the following:

Proposition 6. With an elastic consumer demand and under Assumptions. { and 2, backbones
prefer an access charge that is lower than the socially optimal one, thereby favoring websites,
whenever either (i) backbones leave more surplus to customers on the consumer segment
(v —~ p > ¥ — p for a = ag) or {ii} backbones appropriate most of the cost reduction on
the website segment (d p/dp close to zero).

O Asymmetric access charges. While the basic insight of the benchmark mode! has very
broad applicability, the symmetric-access-charge assumption is crucial. We now demonstrate that
asymmetric access charges are a factor of instabifity. Consider first the competitive backbone
industry of Section 2, and now let a; denote the access charge paid by backbone j #1 to backbone
i for terminating backbone j°s off-net trafiic. Without loss of gcncrallty, let us assume that

‘ay > as.

A first intuition is that the high-access-charge backbone 1 has a comparative advantage for both
consumers (since receiving traffic is particularly atiractive to this network) and websites (since
terminating traffic on the rival backbone is cheapér. for, backbone 1). This reasoning, however,
fails to account for opportunity costs. For example, if network 1 makes much money when its
consumers download from network 2’s websites, for the same reason network 2 finds it costly to
leave consumers to network 1.

A second observation is that backbone 1 has an inceative to focus on one side of the market
so as o generate off-net traffic, whereas backbone 2 has an incentive to be preseat on both markets
50 as to avoid off-net traffic. To see this, note that backbone ’s profit can be written as

= i@ (pi+ Pi — €) + 0 [pr — (cc — ai)] 4o [ pe ~ (c,, +a;]
= e lp: — (e — apl +& (i — (ca + ;)] + 4 (a; — a1), B

if all patential end users are connected.

% See Schaalensee (2002) for a similar derivation in the context of the credit card industry.
© RAND 2003
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Backbone 2’s gain feom a simultaneous increase in both o and &; exceeds the sum of the gains
obtained by increasing o or & alone. Similarly, backbone 1 gains more when it simultancousky
increases its market shaee on one side and reduces its market share on the other. As a result of
these conflicting interests, there is no equilibrium in pure steategics:

Proposition 7. If the backbones .charge asymmetric access charges, then there is no pure-strategy
equilibrium. .

Proof. Sec the Appendix.

This inexistence problem stems from the fact that, as just noted, asymmetric access charges
make the profits nonconcave.”® This nonconcavity problem is somewhat robust. Suppase, for
example, that the backbones are horizontally differentiated 2 la Hotelling on both segments, with
differentiation parameters ¢ and { and a unit length on each segment. The profit functions are still
as in (5), but market shares are now given by '

: 1 1
ﬂf«'—*2*+§;(.ﬂf—ﬂr),
S TR I
“i—i"‘i?(}_’j‘?i)-
Therefore,
3271'; 1 322'Tj 1 BZJT,' _a;-ﬂa;

apF 1" opr  Eamap | #f

and thus profits are concave only if
= 2
° 2 (e —a),

that is, backbenes inust be sufficiently differentiated (and thus not competing too effectively) on
both segments—and the required level of differentiation is proportienal fo the asymmetry in the
access charges 2"

Proposition 7 seems to call for reciprocal access charges. Reciprocity, however, should be
understood in a broad sense, allowing for termination cost differences. For example, suppose that
backbone 1 has a more expensive “shortest-exit” policy; backbore | then bears a larger proportion
of termination transportation coston off-net traffic: ¢} = cf+A (and thus 2 = ¢} —A). Then a (pure-
strategy) equilibrium exists only when backbones account for this cost asymmetry when setting
their access charges, that is,'a; = 2+ A (the competitive prices are then p™ = ¢! —a; =2 ~ a,
and B° = ¢} + a3 = ¢} +ay). That is, the backbione that keeps off-net traffic on its own network

longer before delivering it to the other should bé-“rewarded” by being charged a lower termination
fee. ' ' ’

6. 'Micropayments and neutrality

W Anincrease in the access eharge raises the cost for websites of doing business. Websites then
may be tempted to pass through the increased traffic-related cost to the consumers who request the
traffic. With some exceptions, such traffic-based “micropayments” do not yet exist. They require
putting in place costly billing and end-user micropayment information systems.

™ This nonconcavity—and the issue of the existence of an equilibrivm —is seminiscent of the analysis of Lwo-way
interconnection between telecom operators, as in Laffont, Rey, and Tirole {[998a). Due to the “missing price;”’ however,
in that case this problem appoars even with symuetric access charges. -

27 The characterization of an access charge equilibritsm in pure strategies would thus be achievable when backbanes
ace sufficiently differsntiated.

© RAND 2003,
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If websites pass their cost of traffic through to the consumers, the consumers’ final demand
does not depend on the share of termninatjon cost that they pay directly (through the price p
for recelving traffic} but rather on the total price of the communication (p + F). This in tumn
suggests that the way in which the total cost is a priori distributed between senders and receivers
is irrelevant. Put differently, the access charge, which mainly affects how the cost of traffic is
divided between senders and receivers, may have no impact on the consumers® final demand and
thus on teaffic volume. This section shows that in many contexts, the access charge is indeed
neutral, i.e., it has no impact on traffic and efficiency.

We consider four Hlustrations. In the ficst, there is perfect competition at both the backbones’

- and websites’ levels, and websites can charge consumers (through “mictopayments™) for their

cost of traffic. As a result, backbones charge senders and receivers according to their perceived
opportunity costs, as before, but consumers end up incurring the total cost of traffic regardless
of the level of the access charge. The next two illustrations show that the access charge remains
rieutral when (he consumers have an elastic demand for websites” services and when websites are
nat perfectly competitive. The last illustration considers situations where consumers use websites
to buy goads ar services. To the extent that the amount of communication is related t the volume
of transactions on the goods and services, the price chaiged for those poods and services can
play the role of micropayments. In the case of perfect correlation between communications and
transactions, the access charge is again neulral, even if backbones do not perfectly compete for
websites, ’

8 Perfect competifion at the backhone and website levels. Let us assume that micropay-
magnts are feasible and costless. The pricing hehavior of the websites depends on the degree of
competition between them. Let us start with the case where there are multiple identical websites
of zach “type."We otherwise assume that the Industry is as described in Section 2; in particular,
backbones are perfect competitors on both sides, and consumers wait to download one unit of
traffic from each type of website. The timing goes as follows. After agreeing on an access charge,
the backbones set prices (p; for consumers, p; for websites). Then, the websites subscribe and
choose micropayments (denoted by s} per unit of downloaded volume. Finalty, the consumers
subscribe and select websites.
The backboues’ profits can stil be written as

7 = a;lp; — (o — a)l+ & [?: - (C;: +a)],

where, as before, for each category of end user (consumer or website), the market shares only
depend on the prices charged to that category. This is clear for websites, which, by choosing’
the backbone with the lowest website price, not only minimize the cost of their traffic, but also
enhance their competitive situation. But this is also true for consumers: given the micropayment s
charged by a website, they face a total price p; +s if they subscribe to backbone i; they thus choose-
the backbone with the lowest consumer price.?® As a result, off-net-cost pricing still prevails:

Pi=¢ —a,

- and

Di=c,+a.

Bertrand websites set micropayments equal to their marginal net cost, which consists of
their traffic cost, 5;, decreased by the value @ that they derive from consumers’ visits. So websites

28 With network-based price discrimination, the subscriptior decision of one category affects the price paid by the
other category; in particular, websites would care about consumers subscription decisions, since it would affect their
competitive situation. Different Gmings with respect to subscription decisions may then lead to different ccordination
patterns, .

© RAND 2003,
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located on backbone f charge®
5 =I_J" —E=Cn+(1"“"|"j.

‘This implies that consumers bear the full cost of web traffic net of the website’s sucplus, and
that the access charge is neutral as regards the total price paid by consumers.”® For all i,

pi¥+si=c—0.

0 Elastic demand for websites’ services. This neutrality result extends to the case where
consumers have an elastic demand for websites” services, of the form ¢ = D(p + 5}, In that case,
each category of end user still selects the backbone with the lowest price for that categary, so that
the volume of traffic is D = D(mind p1, pa} + min{py, P2} — ¥). Thus, backbones’ profits can
still be written as .

7 =0 Dlps — (e — a)) +& DIpi — (co+ @), )

and the standard Bertrand argument stifl applies to both calegories of end users, so that again,
p=¢; — 4 and p = ¢, +a. Hence, the volume of traffic is efficient; it is given by

D(p+p—-0)=D(c -1
and is thus independent of the access charge.

O Imperfect competition among websites.. ‘The neutrality result remains valid éven when

. websites have market power. Suppose, for example, that there is only one website of cach “type,”

therefore enjoying a manopoly position for this type. For notational simplicity, suppose also that
8 = {; that is, the website does not derive any ditect reputational or commereial benefit from the
visit. As before, cach category of end uscr selegts the lowest price offered to that category, so that
the relevant prices are p = min{py, p2} and p = min{p,, p2}. Given those prices, each website
will choose 5 so as to muximize its profit, given by

(s — P)D{p+s).

~

This amounts to choosing a “consumer price” $ = p + 5 that maximizes (§ — p — 7) D (§) and
thus leads to ‘ o )

s=s"(p+p)—p, -
where
. sM(x)=arg mfx(.r =x) D (s),
thereby generating a traffic )
b=p{M@p+p). ' o

Therefore, backbones’ profits are still given by (6), with 5 how given by (7): As a result,
Bertrand competition between the two backbores leads again to off-net-cost pricing, p; = —a

2% Since websites pass their traffic cost through to consumers, we need not maks any assumption on cq + and 7.
As arcsult, 57 can be either positive or negative, depending on the value of the access chargea. - '

» A similar result can be found in Rochet and Tirole {2002) and Gans and King (2003} for the credit card indusicy.
They provide conditions under which the comoval of the no-discrimination rute (the rule-forcing or inducing meechants

f_dcp:mding on the country) to charge the same prica for cash and card payments) leads to a neutrality of the interchange
(N
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and p; = ¢, +a; the volume of traffic and each website’s profit are given by D(s™ (c)) and
zil = (s () — c) D(s™ (D),

respectively, and are thus independent of the access charge. In addition, because of the websites’
matkel power, consumers pay more than the cost of the web traffic, but the price that they face is
not affected by the access charge, '

O Websites selling goods and services. This setup is also relevant when there is a transaction
associated with the consumer visiting the sitc (e.g., Amazon.com selling books through its
websites). If there is perfect correlation between the bandwidth usage and the size of the
transaction, the price of the transaction can play 4 role similar to the micropayment s. Below
we consider the case where consumers buy & commodity at unit price P after having browsed
the website. Buying from the website invalves two types of communication costs: a search cost
(browsing, listening to samples of music, ¢tc.), which websites usually do ot charge to consumners,
and downloading costs, which websites can recover through the price P of the commodity, We
will focus here on the latter cost and assume that downloading requires: bandwidth usage 4.
Accordingly, the demand function for the commodity is D(P + pg). '

Denoting by C the unit cost of production of the commaodity, the websites’ profit is given by

[P —C—pqlD(P+pg)=[P - C~(p+p)q]| D (P),

whete P = P+ pg. From this expression we see that the optimal price P, and consequently
the demand for the commodity and thus the downloading traffic, depends only on the total price
p+ p. With perfect competition between backbenes, this total price equals ¢, and therefore the
equilibrium wattic is independent of the access charge. With imperfect competition of the typs
modelled in Section , this total price is higher than ¢ but remains independent of the access
charge, and so is the equilibrivm traffic.

7. Summing up

B Wehavedeveloped a framework for Internet backbone competition, which fas allowed us to
analyze the impact of access charges on backbones’ competitive strategies. As we have seen, ina
broad range of environments the operators set prices for their customers as if the customers® traffic
were entirely off-net. This comes from the fact that the oppottunity cost of stealing traffic away
from rival operatars is indeed equal to the off-net cost of traffic. In addition, the opportunity cost
of creating outgoing (incoming) traffic is again equal to the off-net cost of that traffic, provided
that the price for receiving (sending) traffic itself reflects its own off-net cost.

Given this off-net-cost pricing principle, in the absence of dicect payments between websites
and consumers, the access charge determaines the allocation of communication costs between
senders (mainly websites) and receivers (mainly consumers) and thus affects the level of traffic.”
The socially optimal access charge takes into account the demand elasticitics on the two segments,
but also the magnitude of the extemality that each segruent generates on the other segment. Since
perfectly competitive backbones are indifferent to the level of the access charge, they would
not object to a regulation of this access charge. In contrast, if they have market power; backbone
operators’ interests are in general no longer aligned with social welfare, although assessing the bias
in their ideal aceess charge requires detailed knowledge not only of the elasticities of demand and
externalities, but also of the operators” relative macket power vis-&-vis websites and Consumers.
Finally, when websites charge micropayments, or when websites sell goods and services, the
impact of the access charge on welfare is reduced and is even neutral if websites can perfectly
pass through the cost of traffic to their consumers. .

@ RAND  2003.
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Appendix

8 Proof of Proposition 7. In any Bertrand equifibrium, the two backbones must charge the same prices (etherwise, the
backboge charging the lower price could profitably raise that price):

P=p=p

F1=py = j.
Furthermore, sincs it could atiract all end users by slightly undercutting both p aund 5, backbore 2 must get at least
T2 prp—c.
Similarly, since backbone 1 can decide to attract all consumers or all wehsites, it must get ar least
m 2 max {p—{a —ar),p—(cat+a)}.
However, the two backbones’ joint profits cannot exceed p + p — e. Hence,

prp—czp+p—crmax{p—~ (e —a). p —lca +an},
which implies

pEe—a,
P X eatag.

Backbone 1°s profit thus satisfies

m=alp — (e — )] +& [ — (co + ap] — e d1 (7 — a3)
< —ayi (g —az),

and it can be nonnegative only if & =0, that is, if backbone 2 attracts all erd users on at least one side of the markst,
Backbone 2’5 profit similarly satisfies

By =az [p—{cr —aa)]+ & [P — (6o + )l + aify (1 —az)
< (wady — o — &) e —a3)

and is thus nommegative only if ¢y = & = 0, a contradiction. Q.ED.
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Call Termination Fees: The U.S. in global perspective

J. Scott Marcus'

Abstract

‘The economic frameworl under which the United States implements call termination fees
is unusual. Several recent studies suggest that the United States syster has resulted in
greater use of mobile telephony services and in lower cost to consumers than many other
systems. This paper summarizes call termination fee mechanisms in the United States,

maps them to established economic theory, and places them in comparative context for an
international audience.

In the literature, there has been a tendency to ascribe differences in outcome solely to the

-use of a Mabile Party Pays regime (also know as a Receiving Party Pays regime). In this

paper, we suggest that Mobile Party Pays is an important element, but that it needs to be
understood in the context of other mechanisms that have had a complementary effect.

. Furiher, we argue that fixed and mobile termination rates need to bhe understood as 2
" single integrated economic system.
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155 Wetstraat, 1040 Brussels, Belgium. E-mail: smarcus@GMFus.ore. This author has affiliations with
both the Federal Communications Commission (USA) and the Buropean Commission, but the opinions
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1. Introduction

The economic framework under which the United States implements call termination
fees” is unusual. Several recent studies suggest that the United States system has resulted
in greater per-customer usage of mobile telephony scnrlces and in lower average per-
minute prices to consumers, than many other systems Our analysis supports these
conclusions, but we do not believe that this is the end of the story.

Mobile termination rates have been a topic of intense debate in Europe in recent years. In
the United Slates, termination rates are under challenge from a number of quariers.
Technological and industry convergence, notably including IP telephony, is placing huge
strains on the existing systern. A reexamination of termination fee issues is timely.

Call termination fees tend not to be constrained by the competitive economic forces that
constrain many other prices due (o an effect (discussed later in this paper) known as the
terminating monopoly. High and asymmetric call termination rates have raised concerns
in Europe in recent years because they effectively force fixed users to provide large and
arguably irational subsidies to mobile users,® and also because they are one of several
factors that contribute to European mobile average prices per minute of use (MoU) that
are about twice as high as comparable prices in the United States.?

In the literature, there has been a tendency to ascribe these differences in vsage and in
price per MolJ solely to the use in the U.S. of a Mobile Party Pays regime (alse known as
a Receiving Party Pays regime). We reject this notion as simplistic. - In this paper, we

suggest that Mobile Party Pays is an important clement, but that it needs to be understeod --

- in the context of other mechanisms that have had a complementary effect.

* For putposes of this paper, we consider call termination fees to represent payments ihat one operator
makes to another to complete a call, including not only reciprocal compensation but also access charges
(defined in the next section), We do not distinguish between termination and éransit (from the customer’s
central ‘office to the point where the operators mlerconnect) In one instance {access fees), we discuss
payments to the originating carrier, even though it is something of an oxymoron to refer to a payment to the
originating operator as a call termination fee.

* Cf. Robert W. Crandall and J. Gregory Sidak, “Should Regulators Set Rates Lo Tenmnal‘.e Calls on Mobile
Networks?” forthcoming in Yale Journal an Reguiation, 2004. See also Stephen C. Littlechild, “Mobile
Termination Charges: Caliing Party Pays ws Receiving Party Pays”, available at
hitp:/www econ.cam,ac.uk/dae/repec/cam/pdficwpedd26.pdf. | Finally, ¢f FCC, In the Matter of
Implementation of Section 6002(3) of the Omnibus Budget Reconciliation Act of 1993, Annual Report and
Analysis of Competitive Market Conditions With Respect to Commercial Mobile Service, WT docket no.
02-379, released July 14, 2003 (hercinafter the 8% CMRS Competition Reporf). '

* The termiration rates of the wited incumbent are typically limited by regulation to less than two eurocents
per minute of use (Buropean Commission, Ninth report on the implementation of the EU electronic
communications regulatory package (hereinafisr 9% fmplementation Report), COM(2603) 715 final, 19
November 2003), while European mobile termination rates average about 19 evrocents per minute of use
(FCC, 8 CMRS Competition Report). Thus, the subsidy flows from fixed operators to mobile aperators,

SFCC, 8% CMRS Competition Report, We return to this point later in this paper.
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Further, we argue that fixed and mobile termination rates need to be understood as a
single inlegrated economic system. Fixed-to-fixed, fixed-to-mobile, mobile-to-fixed, and
mobile-to-mobile call fermination rates interact in complex ways.

In particular; we argue that the U.S. intercarrier compensation regime for local calls,
which establishes a presumption that local termination rates will be symmetric and based
on the forward-looking costs of the incumbent wircline operator {(unless the
interconnecting party chooses to document a higher cost structure). has contributed
strongly to low. termination rates. This tendency to symmetry and low rates has
permeated the system, cven where regulation daes not impose it. The termination rates
for local calls between witeless operators, and also between non-incumbent wirefine
operators, arc unregulated and are usually zero (“bill and keep™).

" The trend toward zero marginal cost for domestic US. call$ has in tum fostered a
" migration to zero marginal retail price. Starting in 1998, wireless operators began
offering nationwide “buckets of minutes” plans with no roaming or long distance

charges. More recently, we are seeing the same evolution among wireline telephony
operators.

Finally, we do uot mean the paper merely to be a chest-thumping endorsernent of United
States regulatoty policy, nor do we wish to naively suggest that other countdes should
rush to emulate our example. Nevertheless, the U.S. system does appear to have
generated better results in a rumber of respects — perhaps as much through dumb luck as
through regulatory genius. In any case, it is clear that the entite intercarrier compensation
system will continue to face-significant challenges in-all countries in the years to come,
and that further evolution is essential everywhere.

In support of that avolution, this paper seeks to summarize call termination fee
mechanisms in the United States. We_do not attempt to develop new economic theory;
rather, we seek to map call termination fee mechanisms in the U.S. to established
economic theory, and io place them in comparative context for an international audience,
particularly a Buropean audience.

This section provides the framework for the discussion that is to follow. The next section
describes existing call termination fee mechanisms in the United States, and seeks to map
the U.S. system to results in the economic literature. The subsequent section establishes
a global context and compares the effects of calt termination fze mechanisms in the U.S.

to those! of other developed countries in terms of mobile penetration and thie cost of
mobile service. We then offer concluding observations about the long-term challenges to

the termination fee system, and prospects for future global evolution in Burope and the
UsS.
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2. An Qverview of Call Termination in the United States

This section introduces key definitions and concepts, in keeping with cur goal of making
the system understandable to an international audience. It then proceeds with a
description of call termination fee amrangements in the U.S., concluding with a tabular
summary of the various mechanisms in place. Economic background is provided where
appropriate, notably in regard to the termination monopoly problem. The section
concludes with a discussion of the causes and implications of symmetry in call
termination fess.

2.1 Terminalogy anhd basic concepts

Call termination arrangements in the United States depend on the nature of the call
placed, and on the categorization of the carriers orginating and terminating the call, in
complicated ways. In the inferest of simplifying the presentation we intentionally ignore’
some of the fine detail of (he systers;® unfortunately, it is impossible io fully grasp the
system without mastering cectain of its complexities.

Calls between two points in the same local calling area are Jocal cails. Calls between two:
different arcas ate long distance calls. Cartiers that provide local calling service over
wired facilities are Jocal exchange carriers (LECs). Carriers that provide long distance
service arc interexchange carriers (LXCs). Mobile operators provide commercial mobile
radio services (CMRS).

Reciprocal compensation is associated with local calls; ecess charges are associated
with leng distance calls,

The boundaries of local calling areas (LATAS) do not correspond to those of states; thus,
tong distance calls may be either interstate or intrastate.

Historically, local telephone service was provided by monopoly operators: these local
monopoly providess of wired telephone service are incumbent local exchange carriers
(ILECs). In recent years, the market for local telephone service was opened to
competition; the new enfrants that compete with the ILECs in the provision of local
calling service over wired facilities are competitive local exchange carriers (CLECS). -

An FCC order further explains:

“Exisling intercamier compensation rules may be .categorized as follows: access charge
rufes, which govern the payments that interexchange carriers {IXCs") and CMRS carriers
make to LECs lo originate and terminate long-distance cills; and reciprocaf compensation
rules, which govern the compensation between telecommunications cariers for the
transport and ftermination of local traffic.  Such an otganization is clearly an
oversimplification, hawever, as both sets of rules are subject to various exceptions ...

The access charge rules can be further broken down into inferstate access charge fules
that are sef by this Commission, and intrastate access charge rules that are set by state

¢ For example, we ignore for the most part intemational calls, intrastate inter-LATA calls, and the
Enhanced Service Provider exemption: :
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public utility cornmissions. Both the interstate and intrastate access charge rules establish
charges that IXCs mus! pay to LECs when the LEC ariginates or terminates a call for an
IXC, or transports a call to, or from, the IXC's point of presence ("POP"}). CMRS carmiers
alse pay access charges to LECs for CMRS-t0-LEC fraffic that is not considered local and
hence not cavered by the reciprocal compensation rules. ... These access charges may
have different rate structures—iLe., they may be flat-rated or fraffic-sensitive. In general,
where a long-dislance call passes through a LEC circuit switch, a per-minute’ charge is
assessed. .7

Reciprocal compensation fees relate to local calls, and flow from the originating LEC to.
the temminating LEC (see Figure 1); access charges relate to long distance calls, and flow
from the IXC to both the originating and terminating LECs (see Figure 2).

Call

Reciprocal
Compensation

Figure L. The flow of reciprocal compensation.

Access
Charges

Figere 2. The flow of access charges.

In the discussion that follows, we will often refer to intercatrier Coﬂ:lpEnS;ﬂtiO!'l
arrangements as calling party’s network pays (CPNP), which reflects the widely
implemented practice whereby the calling party’s network pays a call termination fee to

? BCC, In the Matter of developing a Unified Intercarrier Compensation Regime (hercinafier Unified
Intercarrier Compensation NPRM), CC Docket 01-92, released April 27, 2001, §§6-7.
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the network that termirates the call (and in the case of long distance calls, also.to the
LEC that originates the call). The literature often refers to these same arrangements as
calling party pays (CPP), despite the fact that'it is not really the calling party that pays.
The fees of interest here flow between carriers, and do not necessarily corespond to
retail payments by consumers. .

The use of CPNP reflects the underlying assumption that the party that originates the call
is the cost causer. This reflects in tumn the undertying assumption that the originating
party chooses to place the call, and is therefore willing to pay for the call, while the party
that receives or terminates the call did not choose to receive it and is not nccessarily
willing to pay for the call. In recent years, many economists have called these
assumptions inte question. A recent paper by Jeon, Laffont and Tirole provides a
detailed analysis.®

There is a tendency to speak of the US. asa receiving party pays (RPP) environment, or
sometimes as mobile party pays (MPP) environment, in order to emphasize that it is not a
CPNP eavironment. In fact, MPP and CPNP are not polar opposites. MPP refers to
payments at the retail Jevel. CPNP refers to intercarrier compensation in the form of call
terminatjon fees that flow from one carrier to another at the wholesale level.

The retail price of mobile services in the United States is unregulated. It is true that
mobile operators generally account for minutes of use, whether for originating or for

receiving calls,” but this is a commercial practice that is independent of call termination
fees:

An extensive literature exists on call termination. Laffont, Rey and Ticole are generally
credited with the definitive analysts.”® A new paper by $.C. Littlechild"! provides an
extensive and thoughtful synthesis of the work on mobile termination to date.

? Doh-Shin Jeon, JTean-Jacques Laffont, and Jean Tirole, “On the receiver pays principle”, to appear in the
RAND Journal of Econamics, 2004. They explore the inherent mimor-image relationship betwien calling
and called party, and find that there is no qualitative difference, as “It takes two to tango.” See also
Crandall and Sidak, op. cit.; Littlechild, op. cit.. and FCC Working Paper 33, by Patrick DeGraba, “Bill

.and” Keep at the Cental Office As the Efficient Iniciconnection Regime”, available at

http:/fwwrw fee. povlospiworkingp html.

) * In many cascs, mobile operators offer “buckets of minutes” plans where a consumer incurs no variable

usage charges as long as usage is below an agreed quota of minutes; in this case, too, minutas of both

_origimation and termination genecally count against the quota, and are chargeable i they exceed the quota.

® See Jean-Facques Laffont and Jean Tirole, Competition in Telecommunications, MIT Press, 2000. See
also Jean-facques Laffont, Parrick Rey and Jean Tirole, “Network Competition: 1. Overview and
Nondiscriminatory Pricing™ (1998a), Rand Journal of Economics, 29:1-37; and “Network Competition: IL
Piice Discrimination™ (1998b), Rand Journal of Economics, 29:38-56, Ste also Crandall and Sidal, op.
cit; Littlechild, op. cit; Michael Carter And Julian Weight; “Interconnection in Network Industrics”,
Review of Indusirial Organization 14: 1-25, 1999; Julian Wright, “Access Pricing under Competition:” An.
Agpplication to Ceflular Networks”, December 29, 2000; Dok-Shin Jeon, Jean-Facques Laffont, and Jean
Tirole, “On the teceiver pays principle”, to appear in the: RAND Journal of Economics, 2004; Chris Doyle
and Jennifer C, Smith, “Market Structure In Maobile Telecoms; Qualified [ndirect Access And The Receiver
Pays Principle”, May 1999, : '

W Lintlechitd (2004), op, cit,
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2.2 Reciprocal Compensation

Under the Communications Act”, all LECs are required to establish reciprocal
compensation arrangements for the transport and termination of telecommunications.”

The Act establishes a preference that rec'Procal compensation be addressed through
voluntary negotiations between the cariers.!

In the event that the parties cannot agree, they may ask the relevant state comumission to
mediate any dispute, or {where at least one party is an ILEC) they may petition the state
commission to arbitrate any open issues. In the context of an arbitration, the state
commission is to consider the terms and conditions that an TLEC proposes" for such an
agreement to be “just and reasonable” only to the extent that they result in the “mutual
and reciprocal recovery by each catrier of costs associated with the transport and
termination on cach carrier’s network facilities of calls that originate on the network
facilities of the other cartier” based on a “reasonable approximation of the additional
costs of terminating such cafls ™% )

Carriers may choose to offset obligations in order to achieve “mutual recovery of costs”,
and are specifically pemmitied to waive mutual recovery altogether {e.g. to use “bill and-
keep” arrangements).'” In other words, they can agree not to charge one another.

Under the FCC’s implementing rules, when ILECs interconnect with non-dominant locat
carriers (be they wired or wireless) for the exchange of local trafiie, the non-dominant
carrier is presumed to have costs cquivalent fo those of the ILEC. This implics that
reciprocal compensation rates will, by default, be symmetric. A non-dominant carmrier
retains the right to attempt to demonstrate underlying costs that are higher than those of
the ILEC, but in practice this is rarely if ever done.

The combined effect of these provisions is that reciprocal compensation artangements
between an ILEC and any other wired or wireless carrier generally reflect either (1) the
cost of the ILEC in-both directions, or {2) no charges at all in either direction. In both
cases, call termination fees are symmetric. '

The FCC has summarized these arrangements in this way:

Section 251(b)(5) [of the Communications Act of 1934 as amended, as codified at 47
U.8.C] impeses on all [Local Exchange Carmiers (LECs)] a “duty to establish reciprocal
compensation arrangements for the transport and termination of felecommunications.”
Under current Commission rules interpreting the reciprocal compensation obligations of

** Communications Act of 1934 as amended, as codified at 47 U.S.C. (hereinafter the Act).
B 47 U.5.C. §251(6)(5). ‘
" 4706.8.C. 4252,

¥ 47 U.S.C. §252(d)(2)A).

" However, the tates arc not necessatily the same zs those TELRIC rates used to determine the price of
Unbundled Network Elemerits (UNEs).

7 470.8.C. §252(d).
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incumbent LECs [ILECs], the calling party’s LEC must compensate the called party's LEC
for the additional cosls associated with transporing the call from the carrers
interconnection point to the called party’s end office, and for the additional costs of
terminating the call to the called parly. The Commission’s rules further require that the
charges for both fransport and termination must be set at forward-looking economic costs.
The Commission's rules permit a state public ulility cornmission (‘PUC") to impose a bill-
and-keep arrangement, provided that the traffic exchanged between the interconnecting
carriers is relatively balanced and neither pary has rebutted the presumption of symmetric
rates.

Existing access charge rules and the majority of existing reciprocal compensation
agreements require the calling party’s carrier, whether LEC, finterexchange carrier (IXC)]
or jmobile], to compensate the called party’s carrier for terminating the call. Hence, these
interconnection regimes may be referred o as "calfing-party's-netwark-pays” {or “CPNP").
Such CPNP arrangements, where the calling parly’s nelwork pays to terminate a call, are
clearly the dominant form. of interconnection reguiation in the United States and abroad.
An allermative fo such CPNP arrangements, however, is a “bill-and-keep” arrangement.
Betause there are no termination charges under a bill-and-keep arrangement, each carrier
‘is required to recover the costs of termination {and origination) from its own end-user
customars.  As previously nated, under the Commission’s rules, state PUCs may impose
bif-and-keep arrangements on interconnection agreements involving an ILEC, provided
that the teaffic between the carriers is relatively balanced and neither carrier has rebutied
the presumption of symmetrical rates. In addition, bill-and-keep arangements are found in
interconnection agreements between adjacent [LECs.™®

It should be immediately apparent that:

* Reciprocal compensation termination fees between and [LEC and any other
: wireline-or wireless carrier are on a Calling Party Network Pays (CPNP) basis. In
this regard, they are not different from charges in miost other countries. The rate

of compensation is sometimes set to zero (bill-and-keep} by mubual agreement.

« (Call termination fees are relevant at the wholesale level, but there is no regulatm"y
requirement that they be flowed through to the retail leval.

¢ ILECs are generally subject fo refail rate regulation, at least for residential
customers. The retail prices of other carriers (both mobile operators and witeline
CLECy) are not regulated, so the degree to which retail prices reflect termination
charges {5 a business decision, nota regulatory matter,

s For purposes of reciprocal compensation, mobile operators are generally treated
no differently than competitive LECs (i.e, LECs that are not incumbent and thus
presumed to be non-dominant).’ '

B FCC, In the Matter of Develuping a Unified Intercarvier Compensation Regime (hereinafter Unified

Intercarrier Compensation NPRM), §§8-9, CC Docket 01-92, Notice of Propased Rulemaking adopted
April 19, 2001 '
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2.3 The Terminating Monopoly

“So there 1 was, stranded with a broken down car in a one-horse town in Wisconsin with a
gas stalion, a convenience store, and two barbers. | was on my way back from a two week
fishing trip, and had te give an important talk in Chicago the next day. So what did 1 do? |
did what any self-respacting, civilized man would do — { got a haircut!

But here's the riddle. One barber looked pretty ragged, ihe ofher was well greomed.
Malurally, 1 picked the one with the lousy haircut, And do you know why? | figured that he
must have cut the hair of the barber who was well groomed! That was the man that |
wanted — not the well-groomed barber, who presumably cut the hai of the barber who
looked unkempt.™!

The workings of call tetrnination fee arrangements can be counterintuitive.

Cail tcrmmatwn fees generally flow from the calling party’s cardier to the receiving
party’s carrier.® As previously noted, the caller is presumed to be the cost causer.

This CPNP system tends to create perverse economic incentives. Carriers tend to be -
motivated to set termihation rates vastly in excess of real costs, because in doing so they
raise, not their own costs, but rather the costs of their vals. To the extent that these
costs are reflected in retail prices, they are reflected in the prices of their competitors, and
not in their own prices.

Onee a consumer subscribes to the carrder’s service, that carrier controls a bottleneck that
confers a degree of market power as regards calls that terminate to that customer. The
tnarket power arising from this bottleneck control is refemed to as the terminating
monopoly.

The market power arsing from this bottleneck is exacerbated by the fact that, for a

variety of practical and regulatory reasons, the consumer who places the call typically has
at best limited visibility into the termination rates -of the called party’s operaor.
Regulation (for instance, geographic averaging reqnirements) may prevent the originating

operator from ﬂowing the full termination charge back to the consumer.” Users of pre-

_ paid mabile service — which is rare in the U.S. but common elsewhere in the world —

never see an itemized bill. The consumer may see only averaged call prices, or may not
see individual call prices at all. For these reasons and others, the consumer who places
the call typically lacks the economic signals that would enable him or her to seek to

bypass high termination rates, and the consumer niay have limited alternatives in any
case.

The tendency toward above-cost termination rates is ultimately constmined by the price
elasticity of demand. If a terrnmatmg operator increases its call termination rates, the
increase may. ifiduce the firm’s competitors to increase their retail prices. The increased
prices will tend to depress retail demand for cutgoing calls from the firm’s competltors )

* Derived from an old joke.

* By definition, call termination fees are for termination, Note that aceess charges can also flow to the
originating LEC. .

3 Cf DeGraba, op. cik, page 8 “... camiers with smaHer market sharcs may have a greater incentive to

charge excessive termmatmg access charges because those charges are unlikely 1o be flowed through ln
interconnecting carriers” end-user prices.”
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including calls io the operator that initiated the process by increasing its rates.
Unfortunately, the equilibrium price in such a system is likely to be much higher than the
actual call termination cost to the carrier that sets the high termination rate, and the -
equilibrium demand for calls to that carrier correspondingly lower than that which would
exist absent the terminating monopoly.

Retuming to our metaphor, we can now explain why the shaggy barber should be
preferred.  Highi termination rates do not directly raise costs to the customers of the
operator that sets them; rather, they tend to raise costs to those who-place calls to thar -
operator’s customers. They impact the prices of an operator’s competitors, not those of
the operator itsell.

A recent paper by Haucap and Dewenter™ is particularly relevant. They study call
termination rates in a CPNP system where the calling party has little or no visibility into
termination fees (as is often the case for the reasons previousiy noted). They develop a
mathematical model that provides two key insights info termination. First, they fiad that
operators with a small number of customers fend to set termination rates higher than
those with a large number of customers (because the rates that small carriers set have fess
impact on the average price paid by their competitors’ customers). Second, they find that
a regulatory “cap” solely on the tenmination rate of operators with market power in their
respective home markets may secve to exacerbate, rather than to ameliorate, the p:ob]emv
of termination rates that preatly exceed costs.

Haucap and Dewenter use a regression analysis, based on termination rates-of Buropean
carriers, to validate their model. They find a statistically significant negative correlation
(in other words, a correlation in the predicted direction) between termination rate and
numbet of subscribers. Interestingly, they find no significant correlafion between
termination rate and the HHI associated with the operator™s home market. Thess findings
are consistent with the notion an operator need nat have Significant Market Power (SMP)
in a retail market in order to be motivated to impese elevated termination costs; indeed,
operators with high market shares will tend to be more constrained by the prospect of
reducing the total: call volume (due to demand elasticity to the extent that hlgh call
termmatton rates are reflected in retail prices).

2.4 Access charges and the terminating monopoly

With that theoretical background out of the way, we now return to cali termination in the ]
United ‘States. High call termination rates have raised concems in recent years in the

- mobile environment; however, the relevant cconomic models are not specific {o the
mobile market. :

Recall that an [XC pays access charges to both the origirating and the termmatmg LEC.
Where the terminating LEC is a large ILEC, access chacges are set in the range of

¥ Dewenter, Ralf, and Haucap, Justus, “Mobile Termination with Asymmetric Networks™, October 2003,
available via SSRN. Presented at the 4th ZEW Conference on the Bconomics of Information and
Communication Technologics, Mannheim, Geomany, July 2004.
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$0.0055 to $0.0065. 2 Slightly higher rates are permitted for certain smaller ILECs,
including certain rural rate-of-return operators.”?

When the Telecoramunications Act of 1996 opened local markets to competition, the
FCC did not initially regulate the access charges that CLECs would assess on IXCs to
originate and terminate calls. At the same time, because of statutory rate averaging
requiremnents, [XCs were prohibited from charging different retail rates, even if access
charges differed. As a result, numerous competitive local exchange carriers (CLECs)
began to charge extremely high originating and terminating charges. In other words,
these regulatory provisions had a net effect analogous 1o that studied by Haucap and
Dewenter: they established a Cailing Party’s Network Pays system, they reinforced the
terminating monopoly power of the CLEC, and they blocked customer visibility into the
relevant pricing signals that might have enabled customers to respond.

- In an order issued in 2001, the FCC summarized the problem as follows:

Despite previous indications that market forces might constrain CLEC access rates, the
Commission recently found that, in acluality, the market for access services is not
structured in a manner that allows competition to discipline rates. Specifically, the
Commission found that the originating and terminating access markets consist of a series
of bottleneck monopalies over access to each individual end user. Once an end user
decides io {ake service from a particular LEC, thai LEC controls an essential component of
the wireline system that provides interexchange ¢alls, and it hecomes a boltleneck far IXCs

- wishing to complete calls fo, or carry calls from, that end user. Thus, with respect to access
to their own end users, CLECs have just as much market power as ILECs. |n addition, the
Commission determined thét “the combination of the market's failure to constrain CLEC
access rates, the Comnission's geographic rate averaging rules for [XCs, the absence of
effective fimits on CLEC rates and the tarilf system created an arbitrage opportunity for
CLECs to charge urreasonable dtcess rates.” ... Because the CLEC access market is
not truly competitive, we cannol simply assume that “whatever. the market will bear”
translates into a just and reasanable eate.

The magnitude of the disparity in termination costs was quite significant:

The access rates charged. by ILECs operating in BTI's service areas are a relevant
benchmark, because ILEC switched access services are functionally equivalent to CLEC
switched access services. In addition, according to fundamental economic principles, in a
properly functioning. compelitive market, the access rates of BTI's primary access
competiters would have been a substantial factor in BTI's setting of its own access rates.
Indeed, in other markets, BTI's pricing behavior adhered to these principles. BT('s rates
for fts local exchange service were approximately 15 to 25 percent below those of its
primary competitors, BelSouth and GTE; and BTl's rates for long distance sarvice were
roughly the same as those of its primary [XC competitors. :

B These provision-s specifically apply to a class of large HLECs regulated pursuant to price caps. Smaller
ILECs are generally regulated on a rate-of-retum basis. R

¥ FCC, “In the Matter of Access Charge- Reformi, Price Cap Performance Review for Local E):tchangc
Carriers, Low-Volume Long-Distance Users, Federal-State Jeine Board On Universal Service™ (“CALLS.
Order”), CC Dockets 96-262, 94-1, 99-249, 96-45, released May 31, 2000, '

* FCC, In the Matters AT&T Corp., Complainant, versus Susiness Telecom, Inc., Defendant. Sprint
Cormupnications Company, L.P., Complainant, Business Telecom, Inc., Defendant, Section [ILB.1:
Memerandum Opinion And Order, EB Docket EB-01-MD-001, Released: May 30, 2001, :
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Nevertheless, during all relevant imes, BTI's access rale was significanlly higher than the
competing ILECs' rates. In July 2000, BTI's access rate of 7.1823 cents per minute was
more than 15 times higher than BellSouth's average rate of approximately 0.48 cents per
minute, and more than 7 times higher than GTE's average rate of approximately 1.0 cent
per minute. In July 1989, BTl's access rate was more than 5 times higher than BellSouth's
average rate of approximately 1.4 cents per minufe, and more than 3.5 times higher than
GTE's average rate of approximately 2.0 cents per minute. in July 1998, BT!'s access rate
was approximately 4.5 times higher than BeflSouth's average rate of approximately 1.6
cents per minute, and more lhan 2.5 times higher than GTE's average rate of
approximately 2.8 cents per minute. *

The access charges that BTI, a CLEC, imposed on AT&T as recently as 2000 were thus
it excess of 7 cents per minute, while charges that BellSouth imposed on AT&T in the
same areas at the same were about a half cent per minute. The disparity is striking. The
ratio is comparab]e. to that between European mobile termination charges (2bout $0.19-
per nunute of use)’’ versus European fixed termination rates (a bit less than $0.02 per
ntinute).” In both cases, the ratio is between a service with a termination monopoly and

no regulatory constraing, on the one hand, and a regulated wireline incumbent operator on
the other.

The cases are naot strictly comparable — access charges are somewhat different from
reciprocal compensation charges between local carders. Recall that reciprocal
compensation charges (see Figure 1) flow in either direction: When carrier A is the
. originating catmier, carrier A pays terminating local cardier B; when however A
. terminates a call originated by B, then B pays A. Access charges, however, ate one-way -
charges — it is always the IXC that pays. The [XC pays both the originating focal carrier
and the terminating local carrier (see Figure 2).

The FCC found it necessary to regulate CLEC access charges by imposing a “cap”, based
on the regulated access charges of the adjacent ILEC® CLECs may unilaterally
" esiablish access charge rates by tadff as long as they are below the cap. If they wish to
- establish access charge rates above the cap, they must do so through vohintary
negotiations.

There are some striking parallels between ihe reciprocal compensation rules and the
access charge rules. First, it is the incumbent LEC that cstablishes the presumptive

% Tbid., section TILB.2.a.
¥ [CC, 8* CMRS competition report, 2003.
* Buropean Commission, 9tk implementation report.

® FCC, In the Matter of Access Chargé Reforn:, CC Docket No. 96-262, FCC No. 01-146 (rel. Apt. 27,
.2001), at 45, “Our orders addressing ILEC access charges have consistently stated our preference to rely
on market forces as a means of reducing access charges. Thus, in setting the level of our benchmark, we

- seek, to the extent possible, to mimic the actions of a competitive marketplace, in which new entrants
typically price their product at or below the level of the incombent provider. We conclude that the
benchmark rate, above which a CLEC may not tariff, should eventually be cquivalent to the switched
access rate of the incumbent provider operating in the CLEC's service area... We also adopt rules to'ensute
that no CLEC avails ftself of our beachmark schcme to increase its access rates, and we adopt a separate
benchmark for centain firms operating in ruraf areas.™
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default rate for both reciprocal compensation and for access charges. In both cases,
CLEC charges are not individually regulated, but the rates will tend in generat to be the
same as those of the corresponding [LEC Finally, the CLEC is not required to provide
cost data to regulators.

2.5 Reciprocal compensation rates between CLECs

Interconnection of CLECs with ILECs (reciprocal compenéaﬁon)_ and with [XCs (access
charges) has been previously addressed.

When CLECs interconnect with one another, the rate of reciprocal compensation is
‘unregulated. [tisa matter of private negotiation. CLECSs can choose to adapt a bill-and-
keep regime, which is to say that they can set a rec1proca1 compensation rafe to one
another of zero.

2.6 Termination rates of mobile operators

In implementing the reciprocal compensation provisions of the 1996 Act, the FCC treated
mobile operators as if they were CLECs. Thus, when a mobile operator interconnects
locally with an ILEC, reciprocal compensation flows from the originating carier to the
terminating carrier. Moreover, there is a presumption that the call termination rates wilt
be symmetric based on the forward looking costs of the ILEC.*' Mobile operators, like
‘other CLECs, have the option of demonstrating that their higher traffic-sensitive
termination costs entitle them to a higher, asymmetric termination rate.

When a mobile operator inferconnects locally with another mabile operator, or locally
with a CLEC, the rate for reciprocal compensation is established through unge§ulated
commercial negotiation. These agréements are generally on a bill-and-keep basis. >

- When a mobile operator originates a long- distance call, it generally establishes a
contractual resale relationship with a long distance carrier. Access fees are not relevant.™

Mobile operators are not permitted to establish tariffs for acéess charges where they
terminate long distance calls from IXCs.” They could, in prmclple voluntarily negotiate a
compensation rate with an IXC; but thls rarely happens. In practice, where a mobile

X FCC, Unified Intercarrier Compensation NERM.

" For a lengthy discussion of the nuances of mobile-LEC mtercnnnecnon, see the Unified Intercarrier
Compensation NPRM, §§78-95. Ip essence, mobile-LEC mtcrconnectmn is regulated under §§251-252 of
the Communications Act, just as is LEC-LEC miercounectmn

2 1hid., §95.

 [bid., §96. Now that Regional Bell Opsrating Companies (RBOCs) ate pcnmtted to offer long distance
service, they usually adopt similar arrangements for origination of fong distance calls.
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operator terminates a fong distance call, it is generally on a bill-and-keep basis {ne money
changes hands).™

2.7 The move to flat rate pricing

The typical European pattern is one of Calling Party’s Network Pays, with mobile
termination rates that averaged about of $0.19 per minute of use.* Mot surprisingly, the
retail ‘price in these countries generally exceeds the termination rate, which the carrier
views as a cost. These high per minute costs tend to make it difficult for carriers to offer
flat rate cafling plans® A flat rate plan would have to address many business risks,
including the prospett that the plan might attract large numbers of self-selected customers
who had sigaificantly above-average usage patterns.

Conversely, cal termination rates in the United States that are less than $0.01 in most
cases, and zero in many cases, facilitate flat rate pricing.

AT&T Wireless’s offer of Digital One Rate in 1998 represents a watershed event in this
regard. AT&T offered a plan with flat rates across the United States. As long as the
customer used not more than some fixed (and possibly large) number of minutes of air
time, the customer could place or receive calls to and from any point in the continental
United States. The customer would incur no per-minute charges, no long distance
charges, and no roaming charges.”’ -

- Not surprisingly, Digital One Rate was immensely popular, The success of Digital One

Rate effectively forced its mobile competitors to provide a competitive response;
however, infiially they were hampered by their lack of nationwide scale, The net result
was a wave of consolidation, alliances and joint ventures that ultimately tesulted in a
nationwide market for mobilé telephone services with multiple carriers, ezch offering
natienwide plans offering a large bucket of minutes for a flat monthly fee.

* CE Ihid., §94.

** Burepean Commission, 9" finplementation Report, page 18. The figute is for SMP operators, effective
August 2003, Euro prices are converted to dollaes (here and throughout this paper) at an assumed exchange
cate of $1.20 per Eure. Cf. FCC, &8* CMRS competition repart, at 207,

* CE. Laffont and Tirole, Co petition in Telec ications, page 190: “Itis correct that a change in the

- aceess charge need not affect the (absence of) net payment between the operators, but the access charge

affects each network™s perceived marginal cost and therefore retail prices.” Sec also DeGraba, op. cit.,
page & “... because cariets will view traffic-sensitive interconnection charges as raising their marginal

costs, they will tend to raise their traffic-sensitive retail prices, even though the underlying ¢ost structure of
the networks may be non-traffic-sensitive,”

*! CF. 8" CMRS Competition Report, §94: “AT&T Wireless's Digital On¢ Rate (“DOR™) plan, introduced
in May 1998, is one notable example of an independent pricing action that altered the market and benefited
consumers.  Today all of the natonwide operators offer some vewion of DOR pricing plan which
customers can purchase a bucket of MOUs to use on'a nationwide or nearly nationwide network without
incurring foaming or long distance charges.” Several mobile operators offer a variant of this plan whece
there are no roaming charges as long as the customer is using that operater’s facilities.
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One dramatic tésult has been a reduction in roaming charges. While reaming charges
comprised 14% of mobile revenues in 1995%%, they represented just 5% of mobile
revenues in 2002, and 4% in 2003%.

Today, flat rate plans are becoming increasingly prevalent for all forms of telephony.*”
As ILECs weré permitted to offer long distance services, they typically offered flat rate
plans with unlimited: domestic long distance.” Traditional long distance carriers offer
combined local and long distance service at a flat mle 2 Ip telephony service providers .
commonly offer ualimited domestic calls at a flat rate.

2.8 Summary of reciprocal compensat:on and access charge
arrangements

Reciprocal compensation arangements are graphically summarized in Table 1, where
codes A and B are explained below:

Termination
Origination | ILEC | GLEC | Mobile
ILEC A B B
CLEC B A A
Mobile B A A

Table 1. Reciprocal compensation.

A — Terms are established through volﬁntary negotiations, often as bill-and-keep.

® Cellular Telecommunications and Internet Assocmtmn Semi-Annual Wireless Industry Survey (sce

hitg:ffwww wow-com.comfindustry/stats/surveys/).
# Ihid.

** These flat rate plans are truly flat rate, whereas the mobile plans are generally two part tariffs. The usage
charges of the mobile plans are usually set to very high levels (in the range of $0.40 per Mol)). They are
not so much intended to be used, as to punish consumers who purchase bundles that are teo small. The

common feature between the mobile plans and the newer truly flat tate pians is.a movement away from
meaningful usage charges

! Verizon, for example, offers 1,000 minutes of long distance service for prices in the range of focty dollars
pBr month, See: hitp://www22 verizon com/ForYourHome/sasfres fam_LongDistancePlans.asp,

“ See, for instance, hitp:/fwww.consumer, att.com/plans/bundles/. Prices in the range of 349.95 for local
service plus unlimited domestic long distance are not uncommion.

“ For example, Vonage offers unlimited calls to or from the U.S. and Canada for $29.99 a month, See
WWW.Vonage.com.
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B — Where the terminating operator is an ILEC, reciprocal compensation is paid to the
ILEC at a rate based on the ILEC’s forward looking marginal cost. Where the
terminating operator is a CLEC or mobile operator, reciprocal compensation is paid
to the CLEC or mobile operator at a rate based on the ILEC’s forward looking
marginal cost unless the CLEC or mobile operator can demonstrate a higher
forward looking marginal cost.

Access charge arrangements flow from the IXC to the operator associated with
origination or termination of the call. These arrangements are summarized-in Table 2
below. -The left column represents access charges due to the originating operator, while
the right column represents access charges due to the terminating operator,

Origination | Termination
ILEC c G
CLEC 3] D
o Mobile E F

Table 2. Access charges.

C - Access charges are due to an —originatiﬁg. or a terminating ILEC in accordance with
CALLS, at rates liroited to $0.0055-$0.0065 for (large) rate cap LECs. Somewhat
’ higher rates are permitted for (small or rural) rate-ofretum LECs, )

D — Acgess chatges may he tariffed by an originating or a terminating CLEC at rates up. -

to those of the corresponding ILEC, unless a higher rate js voluntarily agread.

E — The originating mobile operator usually contracts with the IXC to resell minutes, so
access charges are irrelevant.

F — No access charges are payable to a terminating mobile operator unless the parties -
agree otherwise. ' -

2.9 The significance of symmetry

As we have seen, the call termination system in the U.S. has a strong tendency toward
symmetry in the rates charged for reciprocal compensation, and toward identical access
charge rates for wired carriers in the same geographic area (whether ILEC or CLEC).
These characteristics serve to prevent many forms of tegulatory arbitrage, including
cxploitation of the terminating monopoly.
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ILEC-CLEC and ILEC-CMRS reciprocal compensation rates are generally symumetric,
and set at a rate that reflects the marginal cost of the ILEC.

ILEC-ILEC, CLEC-CLEC, CLEC-CMRS, and CMRS-CMRS reciprocal compensation
rates are determined through voluntary negofiations, and in many cases are set lo zero
{bill-and- kﬁep) ILEC-ILEC and CMRS-CMRS interconpection is usually on a bill-and-
keep basis.¥ Traffic patterns are usually in rough batance in these cases; consequently,
not much money is likely to change hands between the carriers due to reciprocal
. compensation.® The carriers presumably choose to minimize transaction costs by
avoiding the need to account for traffic and deal with disputes. The zeto rate also avoids
the business risk associated with the possibility that the balance of traffic might shift in
an unfavorable direction over time. The mitigation of this risk serves in tum to facilitate
the use of flat rate pricing.

If traffic wers significantly itnbalanced, voluritary negotiations of symmetric rates would
not lead to low or zero rates. The carmier that terminates more calls than it originates
would prefer a high rate, while the camier that originates more call than it terminates.
vould prefer a low or zero rate. Carriers in developing countries tend to terrninate, far
more calls from carriers in developed countries than they originate. Under these
circumstances, camiers in developing countries will ceteris paribus tend to prefer high

call terrnination rates (which can be orders of magmtude in excess of marginal cost) over
low or zero rates.

The presumptions of symumetry in reciprocal compensation rates, and of CLEC-ILEC
parity in access charge rates, also serve to reduce regulatory burdens. - [LECs must offer
call tcmunatmn to CLECs and miobile operators at rates based on the ILEC’s forward
looking costs.*® CLECS and mobile operators need not cost- justify their rates, since their
rates ar¢ routinely based on those of the ILEC. ol

The presumption of symimetry has impértant consequences. In most Buropean countries,

large asymmetries in termination rates exist between wired cariers (who are typically

subject to termination rate regulation) and mebile operators (who historically have not

been SI.!b_]ECt to termination rate regulation). Rales often differ by an order of

magnitude.®® This asymmetry has effectively transferred billions of dollars from fixed

operators to mobile, creating an irrational subsidy. The U.S. has avoided this market .
distortion, largety through the use of symmetric call termination rates. *

“ FCC, Unified Intercarrier Compensation NPRM, at 9 and 95.

* Noté, however, that the level of charging will tend to affect their perception of m.argmal cost, and is thus
likely ta influence their pricing decisions. See Laffont, Rey and Tirale (1993a), and alsa Laffont and
Tirole, Campetition in Telecommunications, page 190,

“ The access charge rates established by CALLS are claimed to correspond approximately to cost-based
rates. :

" CLECs and mobile aperators have the prerogative fo attempt to justify a higher reciprocal compensation
rate based on costs higher than those of the ILEC, but this is rarely done in practice.

** Burapean Commission, 9* Implementation Repori, page 18: “... although there has been a decrease in

interconnection charges, their level remains on avemge more than 9 times higher than fixed-to-fixed
interconnectfon charges (double transit).”
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3. The U.S. mobile market in a global context

This section of the paper evaluates the effectiveness of the .8, call termination system in
terms of its impact on the marketplace. We confine ourselves to the mobile marketplace
because it is in regard to mobile telephony that the U.S. call termination system is
conspicuousty different from that of other countrics, and also because the marketplace
differences between the U.S. and other countries are more dramatic for mobile telephony
than for fixed.

The low or zero tenmination fees that exist in the United States tend to facilitate flat rate
mobile-pricing. By contrast, high mobile tertnination rates in Europe and elsewhere tend
to enforce high charges per mobile minute of use, but also support low initial cost for

mobile service (due to handset subsidies, pre-paid calling card plans, and other incentives
to consumers). . ’

The relative impact is as might be anticipated: the European pattern has encouraged
rapid adoption of mabile telephone service, but has also had a tendency to depress usage
of thase phones (expressed in minutes of use per month). Conversely, the [U.S. approach
has led to slower adoption of mobile telephone service, but has encouraged much higher
utilization of mobile phones.* .

:" Cf. Crandalt and Sidak: “Mobile subscribers in MPP countries appear to use their mobile phones more
intensively, presumably because of the pricing structure that MPP elicits from competitive MNQs.”
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3.1 Mobile penetration

Table 3% is a widely cited comparison of mobile penctration, usage, and tevemue per
minute in several leading global economies, as of late 2002. '

Country CPP or Penetration (%) Share of MQUs Revenue per
 wpe Prepaid (%) . Minute (5)
Usa MPP . 49 ) 5 458 0.12
Canada MFPP 37 170 0.11
UK CPP 85 49 132 o622
Germany CPry 72 54 72 0.29
Ttaly CPP . 93 121 0.20
France crr 63 - 156 0.20
Finland crp 85 146 0.24
Japan CPP [ . 3 170 0.30
South Korca CPFP i 1 256 .10
Anstralia e 8 1m3 0.16

Table 3. Characteristics of mobile markets.

Crandall and Sidak have analyzed the underlying penetration data, particulacly as regards
Canada and the United States (see Figure 3), and have found that “.. if the growth rate
continues to follow this S-shape pattern, mobile penetration in the United States should
.equal the penetration rates realized in most CPP countries between 2008 and 2014. The
growth in mobile subscribers in Canada is similacly impressive—26.8 percent in 2000,
223 percent in 2001, and 11.8 percent growth in 2002. ... [M]obile penetration in
Canada and the United States will likely equal the penctration rates of CPP countries in
the near term ...

R FCC, 8% CMRS Competition Report, Table 12. Cited data sources are: Linda Mutschler, Global
Wireless Matrix 4002, Global Securities Research, Merrill Lynch, Apr. 2, 2003; and Linda Mutschler, The
Next Generation VI, Global Securitics Research,- Merrill Lynch, Feb. 21, 2003. Per the 8% CMRS

Competition Report, “average MOUs include both incoming and outgoing traffic, and usually exclude
traffic related to mobile data services™. .

*! Sidak, J. Gregory and Crandall, Robert, “Should Regulators Set Rates to Terminate Calls on Mobile
Networks?” Yale Journal on Regulation, Vol. 21, 2004, http:/ssm.com/abstract=462041,
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Figure 3. Canadian and U.S. Mobile Penetration Rates, 1990-2002.%

3.2 The cost of mobile setvices

Figure 4 is a restatement of Table 3. It relates the cost per minute (in U.S. dotlars) of
mabile vsage to average Minutes of Use (Moll} per month, based on the datz in Table
3% In fitting a regression curve to the data, we have somewhat arbitearily assumed a
linear relationship. The data show the expected negative correlation.

* Crandall and Sidak, op. cit.

3 Again, per the §* CMRS Competition Report, “average MOUs include both inc:oming. and outgoing
tiaffic, and usually exclude traffic related to mobile data services™. :
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Usaga and Price {USD) per Mol

Figure 4. Usage versus price per Mol for severn] developed countries.

* Tempting as it might be to interpret the downward slope as corresponding to demand

elasticity, it is not formally correct to do so. These are not the same consumers. A
consumer in France cannot in reality switch to 2 Korean mobile phone operator.
Furtheniore, there are significant differences among these countries as regards calling
preférences, and also as regards disposable income. Nonetheless, it is fair to say that the
data suggest that demand is elastic.

It is often instructive to examine the outlers and residuals of a regression curve. In this
case, the United States and Germany represent interesting cases. -

At 458 MOU, the United States demonstrates considerably more usage than. its average
price per minute might otherwise lead us to expect. This probably reflects consumer
response to buckets-of-minutes plans: “[A] a U.S. mobile subseriber who opts for a large

" bundle of minutes with virtually unlimited night and weekend minutes perceives that the -

incremental price of using a wireless minute is virtually free, whereas a mobile subscriber
in the U.K. does not have the same perception.™

It is perhaps noteworthy that the U.S. experiences much higher MoU than either Sauth’
Korea or Canada, even though the average prices per MoU of all three are similar.
Equally intriguing is the similarity in price per minute and the MoUs between Soulth
Korea and Canadz, even though the former is a CPP environtnent, and the latter an MPP
environment. To the extent that the MoUs represent consumer response to perceived

" pricing, this is not so surprising. We could reasonably ‘expect that consumers would

# FCC 8" CMRS Competition Report, §204.
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respond to the price por minute, which they experience direcily, and not to the CPP/MPP -
distinction, which is not directly visible to them.

Germany poses more of ariddle. Price per MoU is much higher than that of its European
neighbors, so it is not surprising that MoUs consumed per month are much lower than
those in many Ewropean countries. When one considers the Average Revenue per User
(ARPU), the difference becomes particularly striking (see Figure 5). For any point in
Figure 4, the associated ARPU is simply the acea under the rectangle that the point forms
with the origin (i.. the prodict of MoUs and price per MoU). Germany’s rectangle is
long and low, and its ARPU is consequently significantly less than that of many of its -
European neighbors.

Tenmination rates alone cannot explain this anomaly. German termination rates are in the
range of $0.17 per minute,”* not very different from the European average of about $0.19
per minute.** They cannot fully explain retail prices in the neighbothood of $0.29 per
minute,

Analysis by Sanford Bemstein supports these findings.”’ “Germany continues to leave
vilue on the table relative to the other 4 Major European markets in service revenue petr
pop and end customer spending per pop... Based on 2003 levels, Gemmany's monthly
service revenue per pop is €18.7 compared with a €235.7 average for the rest of Eurgpe
{27% smaller). Germany's monthly end customer spending per pop is also smaller (23%)
than the average of the other 4 Major European markets (€15.8 versus €20.4).”

In a competitive market, and assuming that demand is reasonably elastic, one might
normally expect that German mebile operators would find it profitable to lower the price
per MoU in order to increase ARPU to levels more comparable to those of other
European countrics. The data suggest that this might gencrate a very substantial increase
in revenue. ‘Why does this not happen? Is the madket less competitive than might be
expected, or are other, more subtle factors at work?™® Or is this simply a case, as one

"market participant has suggested, where the players know what they need to da, but have

not yet found the right way to implement and market their services?

# Amo Wirzenhus (for the Ministey of Transport and Communications, Helsinki), Mobile Pricing and
Interconnection Regimes, 17 May 2004. See page 12. Price is net of VAT, Euro prices are converted to
dollars (here and theoughout this paper) at an assumed exchange rate of $1.20 per Buro.

* Buropean Commission, 9" Implementation Report, page 18. The figure is for SMP operators, cffective
August 2003. Buro prices are converted to dollars (here and throughout this paper) at an agsumed exchange
rate of $1.20 per Euro. CF. FCC, 8% CMRES competition report, at 207.

¥ Andrew J. O"Neill and J. Kyle Raver, “Bure Wireless: New T-Mobile contrzet bundles to start catch-up
of German wireless spend to average European levels™, 16 January 2004,

** The same Bernstein analysis observes that the two large opetators in this market have spectrum
limitations, and may therefore perceive high costs. This cannot fully explain the anomaly, but it may bea .
coatributing factar. . '
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4. Evolution of call termination in Europe and the U.S.

This section of the paper briefly contrasts current and projected developments in the
European Union to those in the United States. It closes with some brief comparative
observations. ‘

4.1 Next steps for the European Union

The Ewropean Union is in the process of implementing a New Regulatory Framework
(NRF) for electronic communications. Under the NRF, the European Commission
identifies a number of markets where carriers are likely to possess. SMP and where,
accordingly, ex ante regulation (ie. regulafion prior to a competitive abuse} may be
apprapriate. National Regulatory Authorities (NRAS) interpret those markets in terms of
their national circumnstances, identify firms (if any) that have Signifcant Market Power
(SMP) on those markets, and apply minimal “proportionate” remedies to address the
harms that SMP is likely to engender. :

The Commission has addressed the call tcrmination problem through the market
definition mechaniscn. The Commission has identified eighteen markets that are
potentiatly amenable to ex anfe regulation. Among these are markets for call termination
to the customers of an individual fixed or mobile aperator.™ Defining the market in this
way will tend (o create a strong presumption of SMP in regard to teamination of calls for
that operator’s own customers, unless rebutted by specific facts. If SMP is found, the
NRA determines what regulatory remedies are appropriate. This process may eventually

_ lead to cost-based termination rates for far more carriers than are preseitly subject to

therm.

This overall approach is logical, and is in fact the most natural way to deal with high
termination fees under the NRF. At the same titne; it will tend to lead to highly regulated

* See J. Scolt Marcus, Federal Communications Commission (FCC) Office of Strategic Planning and
Policy Analysis (OSP) Working Paper 36, “The Potential Relevance to the United States of the Buropean
Union's Newly Adopted Regulatory Fi k for Tele nunications,” July 2002, available at
hitp-/hraunfoss, fec.govledocs EublchattachmatcthOC-2242!3A2.gdf. The article and derivative works
also sppear in: Rethinking Rights and Regulations: Institutional Respanses t¢ New Communications
Technologies, Bd. Lode Faith Cranor and Steven $. Wildman, MIT Press, 2003; in the Jownal on
Telecommunications and [igh Technology Law 111 (2003); and in the 2004 Annual Review of thie
European Competitive Telecommunications Association (ECTA). ‘The relevant Europesn Directives
appear in the bibliography of this paper.

® Commission Recommendation of 11 February 2003 on relevant product and service markets within the -
electronic communications sector susceptible fo ex ante regulation in accordance with Directive
2002/21/EC of the Ewropean Patliament and of the Council on & common regulatory Sramework for
electranic communications networks and services, Official Joumal of the Buropean Communities, L 114,
(2003/311/EC), May 8, 2003. Market 9 is “Call termination on individual public telephone networks

provided at a fixed lacation”; market 16 is “Call termination on individual mabile networks.”
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outcomes. [n the cases that have been notified®!, it has generally led to heavy regulatory
controls, including cost-orientation for termination rates.

For now, it is vitally imporiant that regulators stay the course in order to reduce
regulatory asymmetries. The magnitude of the economic distortions is such that a
regulated glide path may be necessary in somrie Member States.

One promising development that bears watching is the termination rate scheme recently
.notified by the Swedish NRA.® The NRA required the largest incwrnbeat to implement a
full system. of cost accounting and cost-oricnted termination rates. Two other operators

- wete required to provide cost accouniing, but merely to charge “teasonable and fair
prices”, presumably no higher than those of the incumbent. The remaining small
operators must charge reasonzble and faic prices, but were obliged to provide cost
accounting data only upon the regulator’s request® US. experience suggests that
systems of this type can achieve low termination rates while burdening only a few
operators with full cost accounting and cost orientation.

4.2 Next steps for the United States

The call termination system in the United States is not engendering a mobile termination
problem, but intercarrier compensation regimes are nonetheless under significant stress
due to increasing competition, differences in the price of different forms of access, and
technological and market convergence.

By 2001, the FCC had recognized that the termination mechanisms had become unwieldy

and complex. “These regulations treat different types of carriers and different types of |

‘services disparately, even though there may be no significant differences in the costs
among carriers or services.”“_ At the time, mobile telephony and Internet services were
placing significant strains on the system.

M See hetg:// forum. euraga.en iny/Publicfircfinfsofecctflibrary,

€ Ses the Commission’s comments of 9 June 2004, “Case SE/20:04/0050; Call termination on individual
public telephone netwarks provided at a fixed location in Sweden: Comments pursuant to Axticle 7 (3) of
Directive  2002/2I/EC”,  at hl;tg:ﬂfomm.c_ijmpa.eu.intﬁrdDownLoad."kVeUAoJ-mT£ilGVZOGE-

pBsCwUINUndeOxyNLZFuh2HI26CawH{UsPDE qbwVIhaNsLE30WSG%20Greffa%20%282004%29%20
D%20202305.pdf. ) :

© The proposed approach of the Irish NRA is somewhat similar. See “Consultation on Remedies —
Wholesale voice call termination on individual mobile networks”, document 04/62b, § June 2004. See also
the UK. approach in ¢ase UK/2003/0003,

# Fee, Unified Intercarrier Compensation Regime NPRM, §3. In her separate siaternent regarding this
NPRM, Commissioner Susan Ness noted that “,..we still have in place today & system under which the
amounts, and even the direction, of payments vary depending on whether the camier routes the traffic to a
local canicr, a long-distance carrief, an Intemnet provider, or a CMRS or paging provider. [n an era of
convergence of markets and technologies, this patchwork of regimes no longer makes sense. What had
been a historical artifact may have become an unsustainable anomaly.” Chairman Powell observed that
“...the rates for interconnecting with the phone network vary depending on the type of company that is
doing the interconnecting. In a competifive enviconment, this leads to arbitrage and inefficient entry
* incentives, as companies try to interconnect at the most attractive rates™
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A pumber of economists have suggested that call termination charges under CPNP
regimes do more harm than good. In 2001, the FCC published two staff working papets,
one by Patrick DeGraba, the other by Jay Atkinson and Christopher Barnekov. "Both
papers argued for elimination of call termination fees, and a migration to a bill-and-keep
{i.e. zaro fee) regime.®

DeGraba noted that U.S. mabile operators typically negotiate bill-and-keep arrangements
among themselves, and that these arrangements appear to work well with no significant
regulatory oversight. ; - )

Analogously, Intemmet service providers who “peec”, or exchange traffic for their
respective customers, often do so on a bill-and-keep basis. Laffont, Marcus, Rey and
Tirole have noted that, in economics terms, call termimation differs from charges
associated with Internet peering primarily as a result of the “missing price™ receivers do
not pay for receiving calls.® Thus, the economics of Intemet tnterconnection may
provide valuable insights in regard to call termination.

DeGraba also argues that the recipient of a telephone call derives some benefit from that
call, and should consequently share in the price of the call. :

The FCC issued an NPRM in 2001 in which they proposed to radically simplify the
system by migrating to a bill-and-keep regime.*” The FCC has not ruled on this NPRM.

Today, IP telephony is placing new strains on the call termination system. . The FCC has
once again raised the question of how best to deal with call termination fees, this time in
the IP Enabled Services NPRM.%

4.3 Concluding Remarks.

The U.S. call termination system has arguably been less problematic than that used in
Eurcpe; however, both systems face significant stresses in the years to come. No country
has implemented a system that fully and simultaneously avoids regulatory distorfions and

® See Federal Communications Commission (FCC) Office of Strategic Planning and Policy Analysis
(QSP) Working Papers 33 and 34: Patrick DeGraba, “Bilt and Keep at the Central Office As the Efficient
Interconnection Regime™; and by Jay M. Atkinson, Christopher C. Bamekov, “A Competitively Neutral
Approach to Network Interconnection”, both December 2000. Both are avajlable at

hetp:ihvww foe goviosp/workingp himl,

“ fean-Tacques Laffont, J. Scout Marcus, Patrick Rey, and lean Tirole, IDE-I, Toulouse, “Intzmet
interconnection and the off-net-cost pricing principle”, RAND Jaurnal of Economics, Vol. 34, No. 2,
Summer © 2003, An  earlior  version of . the paper iy available at
hgg:!.’www.idei.asso.frlCommun!Artic!es!ReyﬁntemetApdf “Finally, let us compare Proposition 1 with the
resuits in Laffont, Rey, and Tirole (15982) and Acmstrong (1998) for interconnection of telephone
nctworks.. A key difference with this telecommunications literature 1s that in the latter there is 2 missing
price; receivers do not pay for receiving calls... In sum, the missing payment affects the backbones'
perceived costs, and it reallocates costs between origination and reception.” -

" FCC, Unified [ntercarrier.Compen:aﬁon NPRM. -
% FCC, In the Matier of IP_Enabled Services, WC Dockot No. 04-36, released March (0, 2004.
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addresses convergence challenges for all communication services. Further evolution is

necessary and inevitable on both sides of the Atlantic,

The differcnces in approach and philosophy are significant. Europe is on a path that may
lead to more intemsive regulation of call termination; the United States is likely to
continue on its generally deregulatory trajectory. These differences are largely a function

of path dependencies — Europe and America are starting from somewhat different points
today.

As we move forward, there is great valite to policy experts and practitioners on both sides
of the Atlantic in developing a comprehensive understanding of the strengths and -
-weaknesses of both systems. This paper has sought to contribute to that understanding.
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forward and the corresponding implications for policymakets.

Executive Summary

This report considers the likely evolution of interconnection arrangements in the context of IP-hased Next
Generation Networks (NGN5).

The NGN represents a synthesis of existing woild of the “traditional” Public Switched Telephone Network
(PSTN) with the world of the Internet. The econemic and regulatory arrangements for the two have

historically been very different, What should happen when these two worlds collide?

Many of the networks created over the past ten years contain most of the key elements of an NGN. Most, if
not all, of the technology necessary for IP-based NGN interconnection has been available for five to ten
years, Advdnced approaches to interconnection have been slow to deploy, even where the technology has
been mature or within hailing distance of maturity.

The NGN interconnection. problem is best understood, not as a problem of technology, but rather as a .
problem in economics. With that in mind, this report seeks to revicw what is known about interconnection
from an economic perspective, in order to reach conclusions about the prospects for deployment going

A substantial body of economic theory has been developed over the past decade as regards intercannection in
the traditional PSTN. A smaller body of solid cconomic research has emerged in regard to interconnection of
IP-based networks. At the level of economic theory, the PSTN and the Intemet are nof worlds apart.
Economics provides the necessary bridge between the two worlds, iHuminating both the similarities and the
differences in these two environments. :

This report begins by laying out, for the most part at a non-technical level, the established theory of

_ interconnection, for both the PSTN and the Internel. Wholesalé and retail arrangements are considered

separately. Most of the observed behavior of these economic netwarks can be explained in terms of a
constellation of known economic effects: market power, the termination monopoly, demand clasticity,
network exemalities, transaction cosis, service differentiation, price discrimination, and the Coase théorem
(which says thal private parties can offen negotiate arrangements more efficiently than government
regulators, pravided that necessary preconditions have been met), ‘

With this theory in hand, the report considets the implications for the deployment of differentiated Quality of
Service, and of universat service. We also: consider the implications of IP-based technology — with the
layering, and the changes in industry steuctire that it implies — service providers become independent of the
network, but neither is well equipped to measure or to charge for the other's resource constmption.

The last section of the report represents a hypothetical scenario, & “thought experiment”, where the historic
wired and mobile incumbent of European country upgrades its networks to an 1P-based NGN. We consider
the likely results.in terms of regulation of the access network, and of intercomnection; likely dotmestic and

intemational interconnection arrangements; -and the implications for ubiquitous support of QoS. Key findings
include: ' '

_*  Provided that markets for Internet iransit and for consumer broadband Internet aceess are effectively

competitive, 2 “Coasian” interconneetion regime is likely to be more efficient, and more consistent
with consumer welfare, than a regulated regime.

Conversely, where these markets are net effectively competitive, mandates for inteccontiection at the
IP level may prove to be unavoidable, particulacly once existing PSTN interconnection, is withdrawn.

The migration to NGN potentially creates new sources of market power, at the samie time that it
creates new possibilities for competition. :

«" Policymakers might consequently be well advised to focus their attention first on ensuting
competitive markets, and only secondarily on inferconnection.

Current Calling Party’s Network Pays {CPNP) arcangements contain a number of implicit subsidies. In the
world of the NGN, where services providers and networks operators may be different entitics, these
subsidtes need major re-thinking — call termination payments that were intended to finance the terminating
network would, by default, flow ta independent VolIP service pravides who have no network to support. In
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the absence of termination fees, independent VoIP providers would tend to compete price levels for

- telephony service, independent of the network, down to levels not greatly above cost, which would appear to

be a societally desirable outcome.

The thoupht experiment does not flatly preclude the possibility that govemments might somehow crect a
new system of subsidies to replace the old, but it suggests that any subsidy system will be difficult to sustain
aver time in the face of new forms of competition enabled by the [P-based NGN — all provided, once again,
that underlying markets (especially for wholesale Internet transit and for retail Internet broadband access)
remain effectively competitive. A system of Coasian private arrangements, in the absence of vertically
integrated compefitive bottlengcks, seems likely to lead to unsubsidized arrangements at wholesale and retail
price levels not greatly in excess of cost. ’



1 INTRODUCTION

The English novelist Charles Dickens has a series of ghosts show his miserly and misanthropic protagonist,
Scrooge, his past, his present, and a grim fisture. The chastened Scrooge then asks, “Are these the shadows of
the things that Will be, or are they shadows of things that May be, only?!

This report considers the problem of network interconnection in the emerging world of the IP-based NGN
from the perspective of established economic theory, and then attempts to “paint a picture™ of what might
happen if the primary wited and wircless incumbent jn a major Europeari country were to migrate rapidly
and comprehensively to an IP-based NGN in the néar future. It is hoped that this thought experiment sheds
fight on the likely evolution of interconnection in the evelving NGN world; at the same time, it is important
to remember that it depicts one possible future, hopefully a plausible future, but not necessarily the future.

11 . The migration to IP-based Next Generation Networks (NGNs)

The global electronic communications industry is experiencing something of a “sea change™ as it is
integrated to an increasing degree with [P-based services. The plans of British Telecom (BT) to replace
outright large parts of its existing over the next few years with a 21% Century Network (21CN)} are perhaps
the most dramatic example,” but the same trend is proceeding, perhaps mote quictty, in every developed
country. In North America, there Is less of the thetoric of the NGN, but much of the same substance.

1.2 To regulate, or not to regulate?

This migration raises many thomy regulatory questions, especially in the area of network interconnection.
The Public Switched Telephone Network (PSTN), the existing telephony network, operates under a well
established set of interconnection rules that have been more than 2 century in the making, In the Internet, by
contrast, inferconncetion is generally a matter of private bilateral agreemenis, uswvally with no regulatory
intervention at all. Both systems seem to work reasonably well most of the time in their respective domains,
but how shouid they be combined?

Inevitably, there have been calls to withdraw regulation altogether. As the number of technical alternatives
increases, and competition progressively expands, the regulation of electronic communications shoukd wither
away altogether. :

In the long o, this is probably the right view. Regulatory best practice argues for withdrawat of regulation
once markets have become effectively cotmpetitive ’ :

But the long run view may not be the most relevant view. As the English cconomist Yohn Maynard Keynes
remarked, “In the long run, we're all dead.” This report focuses on events in an intermediate tine frame — the
next few years, or perhaps at most the next two-decades.

" Gver that time fram, concerns must be raised over complete withdrawal of regulatory obligations in markets
where competition is not yet fully effective. The experience’ of New Zealand, which attempted for years to
avoid putting a traditional communications regulator in place, is particularly relevant — their system proved
to be unworkable. In fact, the most serious problems were precisely in regard to interconnection, which is the
locus of this report. Starting around 2001, they gave it up as'a bad job, and implemented ligitweight
instifutions approximating the function of a traditional regulator?

The scenario analysis in this Arcpo'rt suggests that the overarchiing philosophy that the UK. regulator, Ofcom,
has adopted is much mere promising: the focusing of reglulation on areas where there are durable

competitive bottlenecks, enabling competition at the deepest level Jeasible; and the gradual withdrawal of
regulation everywhere efse.*



13 NGN core, NGN access

The migration to Next Generation Networks can be viewed as comprising two distinct threads. On the one
hand, current PSTN operators are evolving the core of their networks so as to use IP-based technology to
carty voice traffic, and other applications as well, On the other, many firms are providing increasingly high
speed data access to the customer premises.

In a recent document,” the European Competitive Telecommuncations Association (ﬁCTA] provided
definitions that will serve for purposes of this report:

*» The first is the deployment of fibre into the local loop, either to the incumbent’s steeet cabinet (+-
max 1km from the customer premises) in conjunction with VIDSL(2) deployment or the deployment
of fibre all the way to customer premises (typically apartment blocks rather than individual houses).
These will be referred toas access NGNs.

* The second is the replacement of fegacy transmiésion and switching equipment by IP téchnology in
the core, or backbone, network. This involves changing telephony swilches and installing routers
and Voice over IP equipment. These will be refecred to as core NGNs.

These two threads have somewhat different regulatory implications. In this repoit, our primary focus in on
the NGN core, The adoption of broadband access is very much relevant to this migration, and in this sense
the migration to the access NGN can be viewed in rogulatory terms as simply being faster broadband.

id A word aboeut the author

I should alse say a few words about my ewn background. We all have a tendency to look at issues through
the lens of our own experiences. Before starting work at the WIK, a rescarch institute and consulting firm
located in Bad Honnef, Germany, [ had been the Senior Advisor for Internet Technology at the FCC (U.8.).
Prior to that, I was the Chief Technology Officer (CTO) for GTE Internetworking (Genuity, also u.s.),
which at the time was one of the largest Internet backbones in the world.

I am well aware that these issucs are complex and contentious. My long experience  working with the
Internet, with the FCC, and generally in North America inevitably predisposes me toward 2 Bill and Keep
intercarrier compensation maodel; at the same time, [ am reasonably wel! versed in theory and pracfice in
Burope. The perceptive reader will quickly observe that my personal vicws on these matters do nat strictly
follow the lines on which these arguments typically proceed. I have attempted to present the issues and the
full range of arguments as clearly and as fairly as I could, and to ground my statements clearly in established
economic theory. and in documented facts. Only the reader can judge how well T have succeeded.

I should add that, while I know something about economics, I do not regard myself as an economist. ] am an
cngineer by training. Nonetheless, I took an economic petspective in this report, because the interconnection
challenges with which this report deals are best understood from that perspective.

15 A road map to the balance of the report

The aext three sections of the report provide géneral background drawn from economic theory. Section 2

provides interconnection theory, both for the PSTN and for the Internet, Section 3 provides technicat and
economic  background ef differentiated service (IF Quality of Service), and of associated price
discrimination. Section 4 talks about market power — its sources, its remedies, and its likely evolution in the

waorld of the IP-based NGN. Section 5 is a brief exploration of the relationship between Interconnection

arrangements and the funding of universal service in an NGN context. Section 6 considers the interaction
between interconnection arrangements and interconnection accouating — what can be measured in an IP-
based NGN, and how do measurement constraints translate into consteaints on what can be charged for?
Finally, chapter 7 uses a hypothetical scemario of an NGN migeation in Europe to explore how
interconnection arrangements might in practice evolve.



2 UNDERLYING ECONOMIC PRINCIPLES

This section provides background on the underlying economics of network interconnection, in order fo.
motivate the discussion that follows. It attempts to present the economics of the PSTN and that of the
Internet in an integrated way, and alse to provide a consistent view of the various models that have emorged
at the refail and at the wholesale levels, ’ .

The interconnection of telecommunications networks has been extensively stedied in the literature. Many
economists would view the authoritative sources as being Laffont, Rey and Tirole {1998a and 1998h),’
Armstrong (1998), and Laffont and Tirole (2001).° I choose to draw primarily on Laffont and Tirole (2001).

The section seeks 1o provide non-specialists with a non-technical but thorough grounding in the theory and
the literature.' Tt also serves to introduce the economics vocabulary that will be used throughout the balance
of the paper. Economists may find this section useful primarily to the extent that it provides a comprehensive

* and infegrated view of what is known of interconnection arrangements in the PSTN and in the Internet.

2.1 The PSTN at the Retail Level

Retail amrangements in the world of conventional telephony are, in a sense, familiar to anyone who uses a
telephone. Nonetheless, it may be helpful to put them into a broader perspective, in order fo provide a

comparative context. Most of us live in a single country, and have only limited exposure to alternative
arrangements. .

211 Calling Party Pays (CPP) versus Mobile Party Pays (MPP)

In most eountrics, the party that originates (initiates) a.call pays a fee for the call, usually as a function of the
duration of the call in minutes, and often also ag a function of the distance from the originator to the point at
which the call ferminates (is received). In these same countries, the party that receives the call typicaily is
not charged. These arrangéiments are collectively referred to as Calling Party Pays (CPP).

A few countries — notably, the United States and Canada - use an alternative system referred to as Recefving

Party Pays (RPP). Under RPP, the originating party and the terminating party can each be charged by their
respective service providers, ' .

In the US. and Carada, CPP arrangements are common for fixed line phones, while RPP arrangements are
common for mobile phones. For this reason, some experts prefer to refer to these North Ammerican
arrangements as Mobile Party Pays (MFPP). :

In fact, the system in these countries continues to evolve — the most common arrangements today are for

plaas that are either flat rate, or that are flat rate up to some large number of minutes of use {so-called
buckets of minutes plans).

Each of these systems has its advantages and its disadvantages, and each has adherents and opponents. Both
are in need of 2 major re-thinking as the world evolves to IP-based NGN arrangements,

2.1.2 Cost Causation

CPP calling armangements have long been . the globally most common set of arrangements, They ure
extremely logical if one starts from the presumption that (he party that originated a call presumably wanted

the call to complete, and that the originaling party can therefore be considersd to be both the prime
beneficiary aud the cost-causer of the call,

Analogously, the receiving party has been thought of as a passive party, involuntarily receiving a cail from
the originator. Agaid, under this assumption it is natucal o refiain from charging the receiving party.

More tecently, a number of economists have challenged this view. The American Patrick deGraba has

argued that, “... both partics t0 a call ~ i.e., the calling party and the called party — generally benefit from 2
call, and thetefore should share the cost of the call.” f

A recont paper by Doh-Shin Json, the late Jean-J acques Laffon(, and Jean Tirole explores the inherent
mirret-image relationship between calling and called parly, and find that therc is no qualitative difference, as
“it takes two to tango.” In particular, they consider the implications of receiver sovereignty — the notion that



the receiver always has the option to hang up, and therefore should be viewed as playing an equal or nearly
equal role in cost causation. ’

2.1.3  Usage-based pricing versus flat rate

. Consumers appcar to have a sttong preference for flat rate retail pricing arrangements aver usage-based
pricing. Flat rate arrangements reduce or eliminate the uncertainty as te what the consumer will have to pay.

Customers tend (o respond to flat rate plans by making extensive use of the service in question. In an
economic sense, this is 4 normal and predictable demand elasticity response to a perceived marginal price of
ZEL0.

If the marginal usage-based cost to the provider were high, this might lead to inefficient use; however,
- comununications services today are characterized o an ever-increasing degree by significant initial costs and
low or very law usage based marginal costs. Under these circumstances, flat rate plans can be efficient for
both the consumer and the provider. The high utilization of the service that flat rate promotes can thus be
viewed as a gain in consumer welfare, : .

The U.S.-based mathematician Andrew OdlyzKo has argued that pricing structures will tend to gravitate to
flat rate whenever the marginal cost is low enough, and purchases frequent enough: “People react extremely
negatively to price discrimination. They alse dislike the bother of fine-grained pricing, and are willing to pay .
extra for simple prices, especially flat-rate ones. ...[P]rice discrimination and finegraified pricing are likely
to prevail for goods and services that are expensive and bought infrequently. For purchases that are
inexpensive and made often, sinple pricing is likely to prevail™*

Flat rate plans are common in the United States, but much less common outside of North America, largely as
a function of differences in the underlying wholesale interconnection arrangemeats — we return to this point

in the following section of this paper. Experience in the U.S. strongly bears out the consumer preference for
flat rate services. .

For cxample, ATET Wireless's offer of Digitat One Rate in 1998 provided flat rates acrass the United
States. As long as the mobile customer used not more than some fixed (and possibly large) number of
minutes of air time, the customer could place ot receive calls to and from any point in the continental United

States. The customer would incur ne per-minute charges, no long distince charges, and no roaming
4
charges.!

Digital One Rate proved to be immensely popular. The success of Digital One Rate effectively forced its
mobile competitors to provide 4 competitive response; however, initially they wers hampered by their lack of
nationwide svale. The net result was a wave of consolidation, alliances and joint ventures that ultimately
resulted in & nationwide market for mobile telephone services with multiple carriers, each offering
nationwide plans offering a large bucket of minutes for a flat monthly fee.

Today, flat rate pluns are becoming increasingly prevalent in the U'S. for alt forms of telephony.”  As
dominant tocal operators were permitted to offer long distance services, they typically offered flat rate plans

with unlimited domestic long distance. IP telephony service providers commonly offer ualimited domestic
calls at a flat rate, " .

Analogously, when Amertica Online introduced flat rate pricing of $19.95 per hour for Internet service in

1996, it resulted in an explosion of consumer adoption — 50 much so, that the company was hard-pressed to
deploy new service quickly enough. ' '

At the level of govemmental policy, both the U.S. and the U.K. have implemented measures to enable
consumers {o avoid per-minute charges when using dial-up to access an ISP These measures are mativated

_ by the same recognition that true usage-based incremental costs are low, and that the socictal value and
consumer welfare benefits of increased ufilization of the Internel are probably substantial,

2.2 The PSTN at the Wholesale Level

Charging arcangements for the PSTN at the wholesale lévcl mirror the arrangements at the retail level, but
onty loosely, :



The most common arrangement by far is often referred to calling party's network pays ({CPNP). In a CPNP
regime, the call receiver’s operator assesses some predefined charge per minute to the caller’s operator for
termination. The call teceiver’s operator pays nothing.'® Given that, under a pure CPP retail regime, the
receiving party does not pay for the call at all at the retail level, the prevailing view has been that the calling
party’s nefwork should compensate the recciving party’s network (Le. the terminating network) for its costs
with a payment at the wholesale level.

Bill and Keep, by tontrast is a United States term of art that denotes the absence of a regulatory obligation to
make payments at-the wholesale level Carriers could congeivably choose to voluntarily negotiate
compensation arrangements at the wholesale level, but in general they are not motivated to do so,

Most countries use CPP af the retail level, and CPNP at the wholesale level. Indeed, wherever CPNP is
practiced with relatively high per-minute tecmination fees (e.g. in excess of several cents per minute), the use
of CPP at the retail level tends to follow as an economic consequence.

By contrast, only a few countries use Bill and Keep, and they tend to use it selectively. The United States, for
exatnple, is CPNP for call to fixed incumbent operators,” but is gencrally cffectively Bill and Keep for
mobile-to-mobile calls and for calls from one non-incumbent fixed provider to another.” France used Bill
and Keep for mobile-to-mobile calls untit 2004, generally with satisfactory results. i

Bill and Keep wholesale arrangements make flat rate retail plans possible, but they do not preclude other
arrangements at the retail level,

221  €alling Party’s Netwerk Pa.ys {CPNP) versus Bill and Keep

As has been previously noted, a very extensive literature exists on wholesale call termination arrangements
in general.” A number of papers specifically address the relative merits of CPNP wholesale arangements in
comparison with Bill and Keep.

There is some tendency in the literature to use the terms CPP and CPNP. interchangeably; but this can lead to
confusion. For our purposes we define CPNP in terms of wholesale payments between operators. CPP, by
contrast, relates to refail payments from cod-users to their operators. CPP and CPNP are often found

together, but nat always. The wholesale arrangements do' not invariably dictate the retail arrangements, nor
vice versa. -

2.2.2  The termination monopoly

CPNP termination leads to a problem that is known as the terminaiion monopoly. When you attempt to place
a call to someone, you may have a nurber of choices as to how to originate the call, but in general you have
no control over how the call is to be terminated — in general, a single operator is able to terminate calls to any
given telephonc number. This confers a special form of market power on the terminating operator — hence,
the term terminafion monopoly.

The termination monopoly operates even in markets where competition for call origination is effective, and
is by no means limited to large players that have market power on the call origination market. Laffont and
Tirole speak of ... the common fallacy that small players do not have market power and should therefore
Jace ro constraint on their termination-charges. ... A network operator may have a small market share; yet it
is still 2 monopolist on the calls received by its subscribers. Indeed, under the assurnption that retail prices do
not discriminate according to where the calls terminate, the reswork has more market power, the smaller its

. market share; whereas a big operator must account for the impact of its wholesale price onits call inflow

through the sensitivily of its rivals’ final prices to its wholesale price, 2 small network faces a very inelastic
demand for termination and (hus.can impose higher markups above the marginal cost of (ermisiating calls,™

Consequently, and in the absence of regulation, operators will tend in general to set their termination prices
well in excess of marginal cost, and at levels that arc alse weil above those that are societally optimal

The high termination fees can lead to large economic distortions where regufation is asymmetric. For
exarnple, the general practice in Europe prior to 2003 was to limit wired incumbent operators to termination
fees based on marginal cost plus a reasonable retum on capital; mobile operators, however; generally had
unregulated termination rates. This-resulted in European mobile termination rates that were an order of
magnitude greater than fixed termination rates, and in very substantial subsidization of mobile services by
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customers of fixed service. A number of economists have argued that these transfer payments constitute an
inappropriate subsidy from fixed to mobile services, and a massive econtmic distortion

The Eurppezn Union can be said to gensrally subseribe to this analysis. Since 2003, the European regulatory
framework for electronic communications has in effect treated the termination monopaly as an instance of
Significant Market Power (SMP) that national regulators must deal with. In the absence of mitigating factors,
all operators — large and small, fixed and mobile — will tend to be assumed to possess SMP. As a result,
maobile termination prices have declined somewhat, and are likely te continue to do so in most if not all
Member States of the European Union,

Under a Bill and Keep regime, the terminating monopoly problem does not arise. Interconnected operators
generally have the opportunity under Bill and Keep to veluntarily negotiate interconnection prices other than
zero; however, experience with mobile operators and with non-dominant wired operators (CLECs) in the
United States, with®” mobile operators in France prior to 2004, and with Internet backbones suggests that

interconnection prices in the absence of a regulatory mandate will most often be voluntarily set to a price of
8 :
2610,

223  The relationship between wholesale intercarrier compensation and retail prices

If traffic is balanced between two operators, and if they were to charge identical termination fees to one
another, then thers would be no net paymest between them. This is true whether the termination fees are low
or high. Since termination fees do- not change aet payments under these conditions, there may be a
temptation to think that teamination fees do not matter very much.

Laffont and Tirole refer to this as the bill-and-keep Sfallacy. “It is correct that a change in the access charge
need not affect the (absence of) net payment betwéen the operators, but the access charge affects each

network’s perceived marginal cost and therefore retail prices. It is, therefore, nof neutral even if traific is
balanced.”

Each operalor views ifs payments to other operators as a real cost. Other things being equal, operators will
tend to be reluctant to offer service at 8 marginal price below their marginal cost. For on-net calls — calls
from one subscriber of a network to another subscriber of the same network — operators can and often do
offer lower prices that correspond to the opcrator’s real costs.” For offenet calls (calls to a subscriber of
another network), however, it is unusual to see retail prices below a “high™ wholesale tall termination rate
even where termination payments are likely o nef to zero. This probably reflects the operators’
understandable fear of adverse selection — if they set their retail price for offenet calls too low, they may
attract too many of precisely those users whose calling patterns ate such as to cause them to place more off-
net calls, thus generating a net payment (an access deficif) to other operators >t

23 Retail prices, subsidies, adoption, and utilization

As we have seem, high termination fees tend to lead to high retail prices for placing calls. (Under CPP retail
arvangements, there is no charge for calls that are received, whether termination fees are low or high.) In
particular, high calf termination. rates preclude flat rate or buckets of minutes plans at the retail level. As we
might expect, the higher marginal prices st the retail level tend to depress call origination — this is the wefl-
known phenomenon of demand elasticity (or the price elasticity of demand). As the price of some good or
service goes up, we will prefer th purchase less of it if we can.

The Americ;zm economist Patrick de Graba described these relationships succinetly in a widely read FCC
white paper™:

One source of incfficiency is that existing termination charges create an “artificial” per-iinute cost
structure for ‘camiers that will tend to result in inefficient per-mimute retail prices. In unregulated,
competitive markets, such as the markets for [mobile (elephony] services and Intemet access services,
retail pricing is moving away from per-minute charges and towards flat charges or two-part tariffs that
guarantee a tertain number of free minutes. This suggests that few costs are incuired on a per-minute
basis, and that flat-rated pricing will lead to morz efficient usage of the network. The existing
reciprocal compensation scheme, which requires the calling parlys netwark fo pay usage sensitive
termination charges to the called party’s network, imposes an “adtificial” per-minute cost struchure on
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carriers which, if eetail rates are unregulated, will likely be passed through to customers in the form of
per-minute retail rates. Such usage sensitive rates thus would likely reduce usage of the neiwork
below efficient levels,

DeGraba alse notes that “...[t]he ISP market illustrates the importance of rate structure on, usage. When
AOL changed from usage sensitive rates to a flat charge for unlimited usage in late 1996 the number of
customers and the usage per customer rose dramatically and other competitors soon followed. ....Sumilacly,
the introduction by {mobile operators] in the United States of pricing plans that include ‘buckets’ of minutes
appear [sic] to have contributed significantly to the growth in wireless usage.”™

The' relattonship between termination. fees, retail pnccs, and usage of the secvice by consumers can more
readily be appreciated in regard to the mobllc sector, since termination fees and in some cases retail prices
are often regulated for fixed incumbents.” The investment firm Mermill-Lynch prowdes an annuzl analysis of
the mobile scetor in a aumber of countr:es that the U.S. FCC routinely quotes in their annual reports on
competition in the U.S. mabile industry,” and that other economists also find it convenient to quate. % This
. data is shown in Figure x. For this purpase, we can take the revenue per minute for all carriers ina country as
being a reasonable proxy for retail price, and a proxy that avoids the complexity of dealing with a plethora of
different pricing plans and-promotional offers. The minutes of use includes minutes of both origination and
termination, whether charged or not. Based on this data, Figure 2.1 below depicts the relationship between
revenue per minute and minuts of use for a number of countries.

Country Revenue per Minute ($) Minutes of Use -
usa - 0.08 630
Hong Kong 0.06 387
Canada 0:11 ’ 359
South Korea 0.10 316
Singapore 0.10 : 282
Finland 0.15 258

i France 0.17 225
Australia 0.21 i 168

Japan 0.32 154
i51
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The data clearly suggest that lower retail prices will tend to be associated with significantly higher
utilization, expressed in minutes of use per month, and vice versa. The United States — with -per-minule
revenues of just $0.08 per minute, but with 2 marginal price that many users perceive (somewhat inexactly)®
as zero — experiences more than eight times as much consumption, expressed in terms of minutes used per
month, as a country like Germany, where average revenue per month is about $0:35 per month, :

Strictly speaking, what is dépicted is not demand elasticity — these are not the same customers, and the
mobile services that they are usiag are not mutually substitutable, because they exist in different couvantries.
But the data strongly suggest that demand is elastic, which is to say that a lower price will lead to notably
higher utilization. e

Thus, Bill and Keep arrangements make possible retail plans with flat or bucketed rates that are perceived as
having zero marginal price, and that consequently generate heavy and efficient usage; however, these same
plans tend to be associated with slower adoption of mobile services by consumers. The more common
CPP/CPNP amrangements generate effective subsidies to mobile aperators. Portions of these subsidies are
refurned to consumers™ in the form of low ot zero commitment periods, subsidies on handset purchase, and
low or zero fixed (monthly) fees. CPP/CPNP systems also may be more hospitable to pre-paid armngements
than are Bill and Keep arrangements.

. The low fixed fees and low monthly price make it very easy for a consumer to procure a new mobile service. )

Thi: consumer need make only a small initial investment and commitment. To the extent that the consumer
intends primarily to receive calls, rather than to originate them, the total cost will remain low. Conversely,
the operator benefits from termination fees in excess of marginal cost whenever the consumer receives calls.
The low, subsidised initial price is a clear case of “giving away a razor in order to sell the blades™,

The combined cffect is to encourage consumers ta initially adopt mobite service,”?
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In Burope, there is a growing sense that it is no longer ‘necessary to subsidize the .adoption of mobile
services.’ A number of European countries have penetration rates in excess of 100%:® Conversely, Crandalt
and Sidak argue persuasively that mobile phone penctration in the' United States {currently at 65%, and
growing by about five points per year) is within just a year or two of reaching Buropean levels, and that
Canada is following the same pattern but trailing by a fow years.® Thus, countries that have buckets of
minutes arrangements, based on Bill and Keep wholesale arrangements, tend to experience slower take-up,
but can in time achieve reasonably high adoption rates.

in particular, these termination arrangements effectively subsidize mobile operators at the expense of fixed
operators and fixed custotners. This subsidy is arguably irrational and inappropriate,

To re-cap, what appears to be known is: : .

+ Bill and Keep wholesale zﬁ-mngements enable low or zero retail per-minute usage fees, but hiéher
inifial and fixed per-month fees;

+ CPNP wholesale arrangements tend conversely to preclude flat rate or buckets of minutes retail
arrangements, teading instead to low initial and per-month fees but high per-minute usage fees:

« Countries with buckets of minutes retail arrangements tend fo experience high and cfficient
utilization, but slower adoption of mobile services;

«  Countries with conveational CPNP/CPP arrangements tend to experience lower utilization, but faster
adoption of mobile services.

An obvicus implication is that countries where the market for mobile services is already mature or saturated
might want to consider changing to Bill and Keep arrangements, Conversely, developing countries anxious
to foster the widespread initial adoption of mobile services might prefer CPP/CPNP,

24 Thelaternet

2.4.1 Peering versus Transit

The two most 'prcvalent forms of Internet intcrconnection are peering and transit. For u definition of these

terms, we tumn to a publication of the Network Reliability and Intcroperability Council GNRIC), an industry
advisory panel to the U.S. FCC;

Peering is an agrecment between [SPs to canry traffic for each other and for their respective
customers. Peering does not include the obligation to carry traffic to third parties. Peering is usually a
bilateral business and technical amrengement, where two providers agree to accept traffic from one
another, and from one another’s custamers (and thus from their customers’ custorners). ...

Transit is an agreement where an ISP agrees to carry traffic on behalf of another ISP or end user. In
most cases fransit will include an obligation to carry traffic to third pariies. Trardsit is usually a-
bilatera! business and techuical arrangement, where one provider (the transit provider) agrees to camry
traffic to third partics on behalf of another provider or an end ser {the customer), In most cases, the
transit provider carties ttaffic to and from its other customers, and to and from every destination on
the Internet, as part of the transit arrangement. In a transit agreement, the ISP often also provides
ancillary services, such as Service Level Agtcements, installation support, local telecom provisioning,
and Netwiitk Operations Ceater {NOC) support.

Peering thus offers a provider access only o a single provider's customers. Transit, by contrast,
usually provides access at a predictable price to the entire Internet. ... Historically, peering has often
bean done on a bill-and-keep- basis, without cash payments. Peering where there is no explicit
exchange of money between parties, and where each party supports part of the cost of the
inferconnect, .., is typically used where both parties perceive a roughly equal exchange of value.
Peering therefore is fundamentally a barter refationship.®

In the literature, there is some tendency to assume that peering is invariably free, but this is not necessarily
the case. Pecring is a technical rather than an economic matter; the economic consequences then follow.
When the author was in charge of peering policy for GTE Internetworking (at the time one of the five largest



Interret backbones in the world), aboat 10% of our peering relationships involved payment These payments
were not a function of the relative sizes of the participants; rather, they were a refection of traific imbalance.
For Intemet backbones interconnected at multiple points by means of shortest exit routing, the fraffic
received from another network must on the average be camied further, and must therefore cost more, than the
teaffic sent to the other network ; consequently, when traffic is unbalanced, the network that sends more
traffic incurs lower cost than the network that receives more traffic.*

24.2  Roughly hierarchical structure
Itis impractical for every ISP to directly peer with every other ISP.

A few years ago, Boardwatch Magazine listed more than 7,000 ISPs in the United States alone.* T am aware
of no current refiable data on the number of distinct ISPs in the world, but the number of Autnenomous
System Numbers (ASN5) currently assigned sets an effective upper litnit, since it represents the maximum
number of distinct networks that could be using BGP routing to exchange IP data. According to data
maintained by the TANA, the responsible global assignment authority, this number might be somewhere
between 30,000 and 40,000 networks.*

A fow years ago, the author was in charge of peering policy for one of the largest Intemet backbones in the
world at the time. As of 2001, we had perhaps 50 peering relationships. At the same, my staff felt that
technical constraints would limit the firm to perhaps a couple of hundred peering relationships at the
maximum.

Aside from any remaining technical constraints, the number of peering relationships will in practice also be
limited by: ' .

*  The costs of providing connections to each of a large number of peering partiners; and

* The significant administrative costs associated with maintaining peering agreements with a large
number of organizations. )

For alt of these reasons, the maximum number of peers that an organization could cost-cifectively

accommodate is perhaps two orders of magnitude less than the number of independent IP-based networks in
the world. .

This is why the system that has evolved uses a combination of peering and transit relationships fo connect to
all Intemnet endpoints fn the world. In practice, the Internet can be viewed as a very roughly hierarchical
system, comprising (1) 2 very few large providers that are so richly inferconnected as to have no need of a
transit provider, and (2) a much larger number of providers who may selectively use peering with a more
limited number of partners, and use one of more transit providers to reach the destinations that their peering
relationships cannot.”

Milgrom ct. al analyzed these peering and transit relationships in depth. Their *... economic analysis of
Internet interconnection. concludes that routing costs are lower in a hierarchy in ‘which a relatively small

number of core ISPs interconnect with each other lo provide full routing setvice to themselves and to non-
core ISPs.” : : '

243 Toncentives to interconnect

A’bedy of economic theory that first appeared twenty years ago analyzed incentives of firms to conform
standards when participating in markets characterized by strong network externalities.”® Economic analysis
suggested that a firm that had a large or dominant customer base would not wish to adhere perfectly to open
standards, because full adherence (and thus full fungibility with competing praducts or services) would limit
the ability of the dominant firm to exploit its- market power. Some years later, it was recognized that
substantially the same analysis applied to network interconnection,

The issue came up in the context of 2 numbsr of major mergers, and was analyzed at fength in Cremet et.
al™ Again, the conclusion was that, in a market for Internet backbone services characterized by strong
network externality effects, if one backbone were to achieve a very large share of the customer’ base, it would
have both the ability and the incentive to disadvantage its competitors. Conversely, as long as the [acgesi
backbone had not too large a share of the customer base, and as long as the disparity between the largest
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backbone and its nearest competitors were not too great; incentives to achieve excellent interconnection
would predaminate, '

Milgrom et. al. studied backbone peering and reached similar conclusions: “A simple barpaining model of
peering arrangements suggests that so long as there is a sufficient -number of core ISPs of roughly
comparable size that compete vigorously for market share in order to maintain their bill-and-keep
interconaeetion arrangements, the prices of transit and Internet service to end users will be close to cost™"

The thresholds at which the potential anticompetitive effects might dominate have not been tgorousky
determined.” What can be said today is that Intemet interconnectivity is near perfect, and that peering
disputes are, in a relative sense, quite rare. It is reasonable, based on these indicia, to conclude that the global
Internet is operating well below the thresholds where the anticompetitive cifects would predominate,

. 25 Infernet interconnection and PSTN interconnection

In this section, we scek to compare and contrast interconnection in the PSTN world with peeriog in the world
of the Internet First, we briefly review some cesults from economic theory. Second, we consider the
significance of the absence, in general, of regulation of Toternet peeting. Third, we draw parallels between
the largety uoregulated mobile teléphony sector in the U.S. and the Intermst.

2-.5.1 Economic theory and the “missing payment”

Interconnection in the world of the Internet evolved independently from interconnection in the PSTN. There
is some tendency, due in part to differences of cullure and arientation of the respective market participants,
to assume that these are different worlds, with little or no commonality.

“In fact, the economic models for intercarrier compensation in the two worlds are closely linked, The
definitive works on intercarrier compensation in the world of the PSTN are generally considered to be
Armstrong (1998)° and Laffont, Rey and Tirole (1998a)*. [n Laffont et. al. (2005)%, we compared Internet
backbone peering with these econemic analyses of the PSTN and found:

A key difference with this telecommunications literature is that in the latter thee is a missing price:
receivers do not pay for receiving calls ... The missing price has two important implications:

Pricing. The operators’ optimat usage price reflects their perceived marginal cost, Comparing the two
perceived marginal costs of outgoing traffic with and without receiver charge, for given access charge
and market shares, the price for sending traffic is higher (lower) than in the presence of reception
charges if and only if there is a termination discount {(markup). ... In sum, the missing payment
affects-the backbones’ perceived costs, and it realiocates costs between origination and reception,

Stability in competition, When networks are close substitutes, and receivers are not charged, there
exists no equilibrjum unless the access charge is near the teqmination cost.

2.5.2  The unregulated Internet

An iroportant: différence between PSTN intercannection and [ntemet interconnection is that the latter has
generally not been subject to regulation. Bilateral negetizations for Internet interconnection have in most
cases led fo very satisfactory arrangements for all parties concerned.® This outcorne is best understood in
terms of ([) the Coase Theorem, and (2} issues of market power.

The Nobel-prize-winning economist Ronald H. Coase has argued, most aotably in a famous 1959 paper,”
that private paities could in many cases negotiate arraugements {0 reflect economic values far more
accuzately and effectively than regutators, provided that relevant property-like rights were sufficiently well
defined. The generally positive experience with Internet peering appears to bear this out.

If one party to a bilateral negotiation had significant market power, and the other lacked countervailing
power, then one might expect that the Coasian ncgotiation might either break down of might arrive at an
outcome that was not societally aptimal. In general, this does not appear to be the case at present. To date, it .

h@s been widely if not universally recognized that Internet backbones do not possess significant market
power. :
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The migration to IP-based NGNs is one of several interrelated trends™ that have the potential to change this
assumption in a number of ways. On the one hand, as wired incumbent telephone companies and, in some
countties, cable companies evolve into vertically inteprated enterprises that are also significant Internet
backbones, it is enfirely possible that they might leverage the market power associated with last mile
[acilities into their Internet role. Whether this is actuaily the case for a specific firm or a specific country
would need to be evaluated based on market developments in that country, and also through the fens of that
country’s regulatory and institutional arrangements. Some countries are well equipped to deal with market
powet; others are not. ’

At the same time, market power may be mitigated by the emergence and deployment of technological
alternatives. Broadband Intemet over cable television already has some tendency to mitigate the market

. power of telephone incumbents. To the gxtent that broadband over powerline, broadband wireless and other

altemnatives achieve widespread deployment, they could go a long way to ameliorating or preventing the
emergence of market power.

All things considered, this author is of the opinion that;

. unicgulated, Coasian Intemet interconnection arrangements continue to work el today in most
cases, but that

» regulators will need to-pay more, not-less, attention to potential problems in this regard for some
years to come.

253  Analogy of Internct peering to US mobile-mobile interconnection

In the United States, mobile operators have generally been under no regulatory obligation to interconnect
with one another; nonetheless, privately negotiated Coasian whelesale interconnection arrangements have
worked well. The scctor has tended to operate on a Bill and Keep basis. ® Retail pricing arrangements are
completely unregulated, but eperators and consumers have increasingly chosen flat rate (buckets of minutes)
plans.

The parallels to Internet peering are striking. This expericuce reinforces the notion that the predicted
economic outcome, in a market charactetized by strang network externalities, a iack of market power, and no
regulatory constraints, is (1) for good interconnectivity and interoperability, zud (2) for Bill and Keep
arrangements. Moreover, this expesionce reinforces the nofion that these results flow from the underlying
economics, and not from any unique technological property of the Internet.

3 QUALITY OF SERVICE

The IP-based NGN is envisioned as providing, different tevels of Quality of Service (QoS), each pethaps
offered at a different price, in order to sipport applications such as real time voice and video on the same IP-
based multi-purpose network as data. )

In this section, we consider the economics of QoS service differeatiation, the technical QoS requirements of
applications such as real time voice, the implications of network externalities for adoption of Qo8 service
differentiation, and the implications for long lerm widespread adoption of QoS differentiation.

31 The economics of service differentiation and price discrimination

The basic notion of service differentiation is not.‘new,‘" and the underlying economics have been well
understoad for many years.” Service differentiation recognizes that different consumers may have different
needs and preférences, which translate in economic terms into a different szirplus (the difference between
perceived benefits and cost) deriving from the purchase of ane service versus another. Service providers. can
choose to offer tailored products that will be preferred only by ceriain consumers, or not.* In practice, they
general farget their distiniel offers at different groups of consumers (second order price discrimination) rather
than targeting different individual consumers (first order price discrimination). .
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We experience service and price differentiation cvery day. We drive into a gas station, and choose to
purchase regular gasoling or premium, We purchase a ticket for an airplane or frain, and choose to purchase
either economy or first class. To the extent that the amenities offered in first class have value to us, they
increase our surplus, which in tum increases the price that we aze willing to pay. The airline charges a higher
price because they recognize that those customers that value the amenities are willing to pay the higher price.

Even though the benefits of service differentiation are obvious, it enjoys only mixed public acceptance in the
confext of industries that have historicaily provided comnion carriuge. A long-standing tradition, particularly
in England-and in the United States, is that cectain industries should serve the public indifferently. This
indifference is taken to imply that price discrimination is not allowed. It is largely as a result of these
aftitudes that airline prices, for example, were regulated for many years.

-Today, economists would generally apres that deregulation of the airline industry in the United States and
elsewhere (which permitted the airlines to price discriminate) has provided greatcr consumer choice, and
prices that are on the average lower than they would have been had the industry remained reguiated ®
Consumers have had to adjust to the fact that the person sitting in the adjacent seat may have paid a much
higher, or 2 much lower price than they did; nonctheless, overall consumer welfare has improved.

The atrline experience in the United Siates demonstrates both the opportunities and the risks associated with
price discrimination. As the economist Alfred E. Kahn (both a proponent and a primary implementer of
airline deregulation in the U.S.) has observed, competition on many air routes proved to be limited to only
one or two carriers. “In such imperfect markets, the major carriers have become extremely sophisticated in
practicing price discrimination, which has produced an enormously increased spread between discounted and
average fares, .on the one side, and full fares, on the other. While that development is almost certainly
welfare-enhancing, on balance, it also raises the possibility.of monopolistic exploitation of demand-inelastic
travelers.”"* In other words, those eonsumers: with limited flexibility in their travel requirements could be
charged a high premium with impunity. In markets with effoctive campetition, service differentiation and
associated price discrimination will tend to cnhance consumer welfare, In markets characterized by
significant market power, price discrimination could detract from consumer welfare. The airline industry in

the U.S. represents an intermediate case, characterized by imperfect competition.

Laffont et. al. (2003)% provides a fairly detailed analysis of Intemet backbone peering from an sconomic
perspective, In it, we considered possible service differentiation in terms of the mean and variance of packet
delay, and in tetms of network reliability, We assumed distinct costs for sending and receiving traffic, cach
proportionate to the: total volume of traffic, and we also assumed access charges (either symmetiic or
asymmetric) proportionate to the volume of traffic, but independent of any consideration of distance. Under
these assumptions, symmetric access charges lead to stable competition. In the absence of service
differentiation, the backbones would tend (o compete away their profits; however, sérvice differentiation
befween networks can enable the backbones to earn a positive profit. :

32 Technological constderations for IP/Q0S

We .now tumn to the technological underpinnings of differentiated QoS in an IP network. Ficst, we touch
briefly on communications protocol issues; then, we consider application requirements as regards the mean
and variance of packet delay, With that established, we consider protoco] performance, and discuss the
implications for the prospects of widespread adoption. :

321  DiffServ, RSVP, MPLS

By the early Nineties, it had aleady become obvious to the cngineering community that- real-time

- bidirectional voice and video communication could potentially benefit from delivery guerantees on delay.

This led to 2 serics of standards efforts — first, the RSFP-based Integrated Services Architecture, and then fo
Differentiated Services {DiffServ).

RSVP provided a comprehensive end-to-end QoS management architecturs, Over time, it came to be viewed
as hopelessly complex,® and was effectively abanidoned in favor of DiffServ. DiffServ provides a simple
means of specifying, on a hop-by-hap basis, the desired pecformance characterstics ~ it is then up to'the
network to meet those requiremcats as wel as it can, ’ ’
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-DiffServ should thus be viewed as a signaling mechanism. Technically, it is trivial. The implementation of

QoS within an IP-based network, with or withqut DiffServ, has been straightforward with or without
DiffServ for at lcast a decade. Implementation of QoS between or among independently managed IP-based
netwarks has never gotten off the pround. Given that the tachnology is fairly sirnple, the answess clearly lie
in business and economic factors. )

. 3.2.2  Application requirements for bounded delay

Some readers might perhaps assume that all voice and video traffic requires assured quality of service; in

- reality, however, assurances on the mean and vaciance of delay are required only for services that involve

bidirectional (or muliidirectional) voice and video in real time.

-The receiving application typically implements a Jitter buffer that can be used to smooth the variability in

end to end delay, For streaming (one way) audio or video, most users will tolerate 2 delay of a few seconds
whea the application starts up. After that, a jitter buffer can typically deal with a considerable amount of
variable delay.

For real time bidirectional voice and video, however, users will tend to “collide™ if the end to end delay
exceeds about 150 to 200 milliseconds. They will both start speaking at roughly the same time, because
neither can initially discern whether the other ts speaking.” This imposés a practical ceiling on the delay that
the jitter buffer can allow.

323 Analysis of delay

This delay in turn imposes limits 'on both the mean and the standard deviation of delay for the traffic. In an
IP-based network, the traffic is composed of individual packets. The delay for these packets can be viewed
as comprising a fixed component (based primarily on the speed of signal propagation along the path from
send to receiver, and thus dependent primarily on the distance along the path, and also on the deterministic
delay fo “clock” the packet onto each outbourd data transmission link) and a variable component (based on
queuing delays in each router through which the packet must pass, especially those associated with gaining
aceess to the outhound transrhission link). For a given traffic flow, the unidirestional delay can thus be
viewed a3 a probability distribution with 1 mezn and 2 standard deviation,

The ability to achieve a round trip delay of not more than 150 milliseconds depends on both the mean and
the standard deviation of delay. It is a classic stafistical confidence interval problem — it is necessary that the

““tail” of the disiribution in excess of about 150 milliseconds be suitably small, Note that an occasional

outlier is generally permissible — as an example, the codees (coder-decoders) used for Voice over IP (VoIP}
services typically interpolate over missing datz, and the human ear does a “surprisiogly good job in
compensating for very short data losses. Human speech presumably incorporates a great deal of redundant
information that can be used to fill in the gaps.

Fixed delay can be viewed as comprising propagation delay (which is a consequence of the large but finite
speed of light) and clocking delay (which is a function of the speed of the transmission link). ‘

We gften forget that the speed of light is a meaningful constraint. In vacuum, light travels about 300 Km in 2
millisecond. Signal is not quite as fast when propagating through wires or fiber; moteover, transmission
paths (e.g. fiber runs) do net proceed in a geometric straight line. For intercontinental calls, propagation
delay can consunie a significant fraction of the 150 millisecond budget. :

Clocking delay is a function of the specd of the transmission link. Over a dial-up connection to the Internet,
clocking delay poses a serious canstraint. Qver broadband media, it is much less of an issue. In the core of
the Internet, the Yinks are very fasl indeed, so the deterministic clocking is correspondingly smnall.

Variable delay is'best modeled and analyzed on 2 hop by hop basis. At cach hop, it primarily eeflects the
quening delay waiting to clock the traffic onto an outbound link, (Queuing delay for the processor of the

_ touter is also possible, but unless the processor is satucated i is generally small enough to ignore)) This

variable delay can be analyzed using a branch of mathematics known as quening theory - the science of
waiting lines.® .

Queuing theory tells us that average variable delay reflects three things:
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* The average service time (in this case, the deterministic clocking delay);

«  The load on the server, which we can think of as the percent of time that it is busy; and

* The variability of the service time, expressed a5 a coefficient of vaciation (the standard deviation
divided by the mean),

What queuing theory tells us about variable delay in the core of the large TP-based networks Is that, in a
properly designed network and under normal operating conditions, variable delay plays only a very minor
role. Figure xxx below depicts the average packet wait time for a 155 Mbps data link, which is the slowest
link that one would expect ta find in the core of a modemn Tnternet backbone
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Among the family of curves showr, the one correspanding to a coefficient of vaciation of 1.20 is the one the
accords most closely with observational experience around 2001, the most recent date on which this author
had access to industry statistics.” '

The compuied average wait time per hop, even at 7 utilization of 90%, is about 150 micreseeonds. Note that
this is three orders of magnitude less than the delay budget of 150 milliseconds. Beyond this, consider that
many backbone links today are one or two orders of magnitude faster than 155 Mbps, with predicted delays
correspondingly smaller,

This is not to say that delay could never be a problem. The same queuing theory analysis tells us that, as
utilization approaches 100%, predicted mean wait time increases with no upper bound. But no network
should be designed to aperate routinely at those levels, Saturation will occur either as a result of (1) poor
blanning or forecasting on the pact of the network desiguer, or (2) substantial failures elsewhere in the

network that necessitate re-touting of traffic.

324 Implications for market prospects for QoS

The analysis in the-preceding section has significant implications ag regards the willingness of customers to
pay a surcharge for QoS (in the sense of statiscally bounded delay).



DilfServ-bascd QoS capabilities cannot speed up a network: they can only prevent it from slowing down (for
terlain packets) under load. They generaily determine (1) which queued packets are served first, and (2}
which queued packets are discarded when there is insufficient room to store them,

Under most circumstances, these effects will be too smatl for the end user to perceive.

It should come as no swiprise that end users are unwilling to play a lacge surcharge for a performance
improvement that is not visible to them.” :

This is not to say that there is no commercial opportunity for inter-peovider QoS; rather, it argues that the

“opportunities will niot necessarily be found in the core of the network, which is the place where most people

tend to look for thew.”' Instead, QoS will tend to be commercially interesting:
*  Within a single provider’s network, where the costs of implementation are also low:
*  TFor slower circuits 4t the edge of the network;
*+  For shared circuits to the end user (e.g. cable modem services);
« When one or mare citcuits are saturated;
* When ope or more components have failed;
* When a force majeure incicient (a patural or man-made disaster) has occurred; and especially .
*  Where more than one of these factors is present,

Providers may also find that offering QoS provides a competitive advantage in attracting new customers,
even if those customers are uawilling to pay a large premium.

33 Network externalities, transaction costs, and the initial adeption “hump>

The technological capability to deploy differentiated Qo3 capability at reasonable cost has existed for at least
ten years, and has in fact been deployed within many networks, Why has thete been sa little deployment
between or among networks?

The cxplanation has very little to do with technology, but a great deal to do with economics — specifically,
with the econormics of rerwort effects (or network externalities), An economic market is said to experience
network effects when the service becomes more valuable as more people use it, Differentiated QoS is typical
of capabilities that take on vaiue only as mor¢ networks and more end-users adopt them.

The economist Jeffrey H. Rohlfs has written extensively on the subject of network effects, noting that meny
new high technology services encounter difficulty in achieving sufficient penetration to get past an initial
adoption hump.” A certain number of end-users tnight take up a product or service based solely on its
intrinsic value, but that is likely to be far fewer end-users than the number that would take up the service if
everybody else did. The market can easily settle into equilibrium at a number of end-uscrs that is far less

than the level that would be societally optimal.

The initial adoption hump is often exacerbated by complementarities. A service cannot get launched because
it depends on supporting upstream or downstream products and services. CD players could not have
succeeded in the marketplace without a substantial inventory of music to play on them. Television sets could

not have succceded without programs fo watéh. Personal computers could not have succeeded without
software to run on them. e

Different successful offerings have met this challenge in different ways. In some cases, government
intervention has been required. Ubiquitous telephone service is explicitly ot implicitly subsidized in maay
countries — this is referred to as universal service, The initial adoption of CD players was facilitated by the

fact that the companies that made the players — Phillips and Matsushita — also had interests in studios, could

profit on both sides of the market, and were consequently highly motivated to ensure that both players and
content were available. The deployment of VCRs in the United States was facilitated by an initial
deployment for time shifting of programs — a market for the rental of videos did not cmerge uatil enough
devices had worked their way into the hands of consumers.



Certain Intemet capabilities have deployed effortlessly — for exarple, the worldwide web. In many cases, the
successful capabilities benefit from the cnd to end principle — they can be implemented by cnd-user
arganizations or consumers, without requiring any action at all on the part of the providers of the underlying
IP-based network. : :

Conversely, other capabilities have tended to deploy at a glacial pace or to stall for reasons not necessarily .
related to technology, notably including IP version 6 (IPvé), DNS sccurity (DNSSEC), and multicast. A
common characteristic among the stalled capabilities is that, rather than being cnd to end features
independent of the networl, the stalled capabilities require concerted action and concerted change to the core

_ of the network. Regrettably, inter-provider QoS seems to clearly fit the profile of the stalled capabilities.

Common characteristics among the slow-deploying capabilities include:

+ DBenefits that are in some sense insufficient: too fimited, too difficult to quantify, too slow to appear,
too diffteult for the investing organizations to internalize.

* Limited benefits until the service is widely depléyed.

* The need for coordination among a large number of organizations, leading to high cconomic
fransaction costs (the cost for a network or an end-user to adopt the service).

If the tangible cconomic benefits were well in excess of the costs, the services would deploy effortlessly.
There are services where the benefits to the organizations that would have to make the investments do not
clearly exceed the costs — consequently, the investments are made slowly if at all. The unfavorable
relationship between costs and visible benefits hinders initial deployment, and thwarts attempts to reach
critical mass and thereby to get beyond the initial adoption hump.” )

34 ProSpec'ts for inter-pravider QoS in an NGN world

" For inler-provider QoS, the benefits in most cases may not be compelling for reasons outlined in Section 3.2

of this paper — in the absence of differcntiated Qo5, the performance of best efforts traffic will tend to be
perfectly adequate in most networks most of the time, and consumers are unlikely to perceive a difference
that they are willing to pay for. Moreover, the benefits are limited by the number of other providers that
support QoS — the benefits to the first few providers are quite limited.

- ‘Conversely, lhe‘. number of parties that would have to come to agreement to achieve a gloBally
* interconnected QoS-capable world is very large.™ If every pair of providers requires a contractual agresment
_in order to put QoS in place, then a world with thousands of independent providers will require literally

niillions of apreements — and complicated agreemenis at that, for reasons that are explained in seetion 6 of

- this reporL. This will not happen. It is safe to predict that a comprehensive, global and universal system of

QoS3-capable interconnection will not happen without some kind of help.

It might nonetheless be possible to get inter-provider QoS ta deploy. Anything that can reduce the associated

lransaction costs will tend to increase the likelihood of getting a decent deployment. Some initiatives that

might possibly reduce transaction costs include:
«  Experiments and pilot projects among pairs or small groups of cooperating service providers.

* Once the problem is better understood, model agreements for infer-provider interconnection
including QoS support.™ :

# The continued enhancement of commercial monitoting and measurement tools that could serve as
standardized building blocks for service provider opetational support systems (0S8).

* Possible emergence of organizations that could gain acceptance as trusted third parties to capture
statistics andfor to mediate billing and aecounting dispufes.

In addition, it is worth noting that the service providers are unable to require that the entire world implement
QoS. Most providers will find that the majotity of their traffic is exchanged with a limited number of
“trading patiners in bits”, Pperhaps a dozen or two. Any realisfic provider deployment plan will have to
simply accept that some providers will offer QoS-capable interconnection, while others will not,
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4 MARKET POWER AND NGN INTERCONNECTION

At the regulatory, and policy level, interconnection has always been closely associated with questions of
market power. It has been a general article of faith that governments must be prepared to intervene to address
such abuses of market power as might exist.

Telecommaunications networks were initially presumed to be natural monopolies, industries where initiat
costs were so high as to preclude competition between two providers in a single geographic ares. In most
countries, the government itself provided these services, usually through a Post, Telephone and Telegraphy
(PTT) authority. fn a few, notably including the United States and Canada, equivalent services were
hisiorically provided by highly regulated firms that were de facto monopolics with significant de jure
privileges and pratection '

With liberalization, services that were previously provided by the govemment have been privatized, and
competitors have been encouraged €0 enter these markets. In most cases, the established incumbents have
resisted competitive entry, either by price-based or by non-price-based discrimination.™ This behiavior is
conditioned and shaped by legal and regulatory institutions in each country, but similar underlying economic
factors tend to encourage similar incembent behaviors in all countries.”

* Once corﬁpctition is established and effective, it is generally accepted that regulation should be withdrawn.

At that point, market forces will channel service provider behavior more effectively than any regulator could
hope to. .

At the same time, it is important that regulation not be withdrawn before competition is effective. Reform-
minded New Zealand attempted for many years to operate without 2 conventional sector-specific regulator.
In 2001, they gave it up as a bad job and implemented lightweight institutions approximating the function of
a sector specific regulator, Interminable interconnection disputes were the primary reason.”

4.1 Sources of market power

Market power most often atises as a result of control of some asset that represents a competitive bottleneck,
and that cannat easily be feplicated by competitors. In telephony, the primary concern has usually been with
“last mile” facilities, which are discussed in the next sub-section. There are other potential botilenecks that
might manifest themselves in specific circumstances, or perhaps more generally in the future — we consider
those as well in the subscquent sections,

4.1.1  Last mile considerations

Wited access to the customer premises {e.g. to the conswmer’s residence} tends in to be a durable

competitive bottleneck throughout the world, but more so in sowme countries, and in portions of some
countries, than in others.

The emergence of NGN access networks may mifigate these concerns, but it is unlikely to eliminate them for
the foreseeable fiture.

In some developed countries, cable television service is sufficiently widespread, and js sufficiently
ubiquitously upgraded to carry data and/or telephony, to significantly mitigate the market power of the wired '
telephony incembent. Mobils services may also serve as a counterbalance against the market power of the
incumbent, including to an increasing degree wireless broadband secvices. Satellite must also be considered,
but it tends to play less of a role for reasons of cost and scalability. Emerging technologies, including
broadband over powerline, may play a significant role in the fulure, :

Nonetheless, last mile bottlenccks are likely to be significant for many years to come, and al least podions of
most countries are likely to.lack cffective competition on the last mile, Wherever last mile competitive
bottlenécks exist, established aperators are likely to find it profitable to restrict or prevent interconnection.

Govemments and regulatars will need ta remain alert to this possibility, and must be prepared to intervene if
Tecessary. -

22



412  Network externality considerations

Last mile bottlenecks tend to be the most commaonly noted concern as regards competitive bottlenecks, but
they are not the only possible concern.

A body of economic theory argues that, in markets characterized by strong network externality effects, firms
with a strong market share of customers will be motivated to have less-than-perfect interoperability and less-
than-perfect interconnection.”™ : -

These concerns have occasionally been relevant to policy in significant ways. They played a large role in the
evaluation of the WorldCom-MCI merger and the attempted WorldCom-Sprint merger.®

Economic theary does not provide any clear indication as to how large a market share is needed for these
effects to motivale action, i.c. to be profitable. At the same time, there is good. reason lo believe that the

- wotld is generally well below that thieshold — Internet interconnection today is nearly perfect worldwide,
and interconnection disputes are rare.®

42 Addressing market power

Ditferent countries will have developed different methodologies for addressing market power as it relates (o
interconnection. In the view of the author, the approach that the European Union adopted in 2003 reflects a
particularty forward-looking way to deal with migrations such as that to the NGN.

Under the Buropean regulatory framework for electronic communications, tegulators (1) clearly identify a
set of relevant markets that could be of interest; {2} determine, using tols barrowed from competition law
and econpmics, whether any firm or group of firms has Significant Market Power (SMP) on such a market;
(3) applies a minimally adequate set of ex ante (in advance) remedies oaly to the firm or firms that possess
SMP; and (4) removes any comesponding obligations that might have previously existed from firms that do
not possess SMP. The framework is technologically meutral — whether a service is delivered using a
traditional network or an IP-based NGN is irrelevant. A relevant market is determined based on the service
or services delivered to the user, and considering the degree of substitutability for other services, consistent
with competition law. ’

" Propetly implemented, a regulatory framework of this type enables a regulator to address such market power
as may still exist in an NGN world, and also provides a natural and organic method for withdrawing
regulation when it is oo longer needed.®

43 Remedies for market power, or a “regulatory holiday”?

In Europe and in North America, a key question has emerged: What is the. most appropriate role for
government in ensuring that necessacy investments are made in new network infrastructure? The debate has
largely focused oa broadband Intecnet access, which can be viewed as the access portion of the NGN, but
similar issues can be raised about the NGN core. ’

" In a perceptive essay™, Nicholas Gamham observed that regulatory policy is confused to the extent that it
‘tries to. follow multiple economic theories at once, without a way to prioritize or to choose among different
and mutuaily contradictory implications. One of these models is the classical view of competition law and
economics, which argues that governments must addeess such market power as may exist. Another is the
Hayeldan view, which argues that. government must refrzin from favoring one solution over another, in order
to enable the best to survive — a sort of Darwinian economics, A third is the view of Schumpeter, which

“drgues that progress comes from “creative destruction”, and that supracompetitive profits are necessary in
order to motivate investment,

The Schwnpeterian view is sometimes invoked in suppott of radical dereguiation. The competition law view
implies instead that, in problematic markets characterized. by non-replicable assets, procompetitive
regulation may be needed until elfective competition has emerged.

Justus. Haucap has characterized this tension of objectives as reflecting a confusion of deregulation with
liberalization — both are much praised, sometimes in the same, breath, but they are not the same thing,
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- risk through 2 modeling mechanism known as Real Options

Liberalization is a matter of enabling market entry, which in some cases implics to need to impose or

maintain-regulation, not necessarily to eliminate it.™

4.3.1  Incentives for providers to déplay

In North Ametica, we have seen the rapid withdrawal of regulation. In Europe, the debate has been
expressed in terms of the need for a regulatory holiday — a defercal or forbearagce from regufation for some
peitod of time in order to spur investment. On both continents, there is support in the law for the seasible
notion that regulation should not prematurely be imposed on nascent or cmerging services. What is not so
clear, unfortunately, is the proper balance between the conflicting Schumpeterian and competition law
chjectives. Beyond that, what exactly is an emerging setvice? How long should regulation be deferred?
When can an emerging service be said to have emerged?

This debate is likely to be with us for some years to come. Both sides will have adherents, and those
adherents are likely to be well fanded. It may be some years before the effects can be scen to cleacly favor
one approach or another,

My personal view is that, in markets that are well established, and where one or more market parlicipants
continue to have durable and significant. market power, that premature withdrawal of procompetitive
regulation is likely to do much more harm than good. Deregulation under those conditions might possibly
spur investment by the incumbent operator in the near term, but it will also depress investment by
competitive operatars. Over time, it seems to me that it is likely to lead to less competition, less innovation
and less investment than an effectively regulated system,

432  Return on Investment (ROT) under conditions of risk

Whatever one’s views about deregulation of markets that are not yet competitive, it is clearly 2ppropriate for
setvice providers to make a reasonable return on reasonable investments. For a firm that is subject to
regulation, this generally implies z need to compute the Return on fvestment (RO{) that will be considered
to be acceptable for regulatory purposes. Greater risks — as might be expected in connection with mipeation.
to the NGN — should be associated with greater expeeted returns.

Regulators typically determine anﬁappropriatc ROI by computing an appropriate Weighted Average Cost of
Capital (WACC) for the firm. The Weighted Average Cost of Capital (WACC) reflects the cost of equity, the
cost of debt, and the company's gearing (a measure of the company’s fatio between debt and cquity).

The Capital Asset Pricing Mechanism (“CAPM™ is a widely used and theoeetically well grounded
methodology for reflecting sk and its impact on the retums that shareholders should expect. In CAPM, the
cost of equity ‘capital is rolled up from three components: ( 1) the risk free rate; (2) the expected market

-equity risk premium; and (3) the value of heta for the company-in question. The Risk Free Rate (RFR) is

simply the return that an investor would expect on a risk free investment. The Equity Risk Premium (ERP) is

‘a stock-market factor, rather than being company specific, that tellects the degree to which investors expect a

higher return for putting money into equity instruments (stocks) than into tisk free investments. The beta is a
relative measure of the risk that is relevant to the specific firm.

Ofcom, the UK cegulator, recently conducted a detailed analysis of the appropriate WACC for Brtish
Telecom (BT).* Their consultation document provides a very lucid overview of the determination of a

"WACC for an’ incumbent provider that is on the verge of a mapid migration to an NGN. They chose to -

disaggrepate BT s beta ~ instead of using a single beta for all of BT, they associated a somewhat [ower beta .
with BT's relatively low risk local loop activities, and a somewhat higher beta with.the rest of BT's
activities. These different betas then led Ofcom to compute two diffcrent WACCs and thus to permit
differcat levels of ROI for diffcrent parts of BT, :

Ofcom considered various options, but they did not finally resolve the ROI that might be appropriate when

-BT migrates to an NGN (which BT intends lo do on 2 very accelerated schedule. Ofcom has indicated that

BT’s sisk might be slightly higher for next generation core networks, and significantly higher for next
gencration access networks, than for BT's cumrent network. Ofcom might address this through further
refinements ¢o BT's bea; alternatively, they have raised the ag()ssil:)ilit).- of addressing these different levels of
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44 The “network neutrality” debate

A debate has raged in the United States over the past several years over the degree fo which providers of
broadband Internet access service should be obliged to provide nondiscriminatory access to all content™
available on the Internet, using any equipment and any application and any protocol thal does not harm the
network.

In essence, there is increasing concern that new forms of market power might emerge and might be exploited
by broadband providers. The concem is exacerbated by the movement of phone companies to also provide
video programming, thus offering a vertically integrated service that competes with cable television,

A number of very different concerns have been raised under the banner of nctwork neutrality, mostly in
connection with local felephone incumbents or cable TV operators that arc vertically integrated with an
Internet Service Providers (ISP): '

* The possibility that an integrated ISP might offer better performance to some [nternet sites than to
others;

* The possibility that an integrated ISP might assess a surcharge where a customer wants better-than-
standard performance to certain Internet sites;

* The fear that the jntegrated ISP might permit access only to affiliated sites, and block access to
unatfiliated sites;

* The fear that the integrated ISP might assess surcharges for the use of certain applications, or of
certain devices;

+ The fear that the integrated ISP might disallow outright the use of certain applications, or of certain
devices, especially where those applications ar devices compete with services that the integrated ISP
offers and for which it charges; and :

* The fear that the infegrated ISP might erect “tolfgates” in order to collect unwacranted charges from
unaffiliated content providers who need to reach the infegrated ISP’s customers.®™

The perceplive reader will have already observed that a number of these concems (but not all} relate to
conduct that, in the absencé of market power, would clearly tend to enhance consumer welfare. In a fully
competitive market, demanding z surcharge for better performance or for the ability fo ise highly valued
applications would be unobjectionable. With effective competition, the potential for abuse — for example, in
the form of assessing chargest. that exceed cost ko an unreasonable degree — would tend to be contained by
the likelthood that competitors would find it profitable to stea! custorners by offering equivalent services at
prices that wore less clevated, or under terms and condifions that werc less onerous.

As an example, some net neutrality advocates have complained because their provider would offer static (i.e.
permanent) IP addresses only in connection vrith higher-priced services. They complained that they were
effectively being prevented from ruaning web servers and other services. In an economic sense, however,
this “blockage” is not necessarily problematic. Running a web server will, on the average, result in more
traffic for the provider's network, which will in tun tend to result in incroased cost to the provider. Aside
from that, it represerts increased wtility o the consumer, and thus an increased surplus and an increased
willingness to pay on the part of the consumer. In economics, one of the key properties associated with a
_service that can be offered for sale is excludability — the ability to prevent its use by those who have not paid
for it. In this sense, providing static IP addresses only in connection with a higher priced service would, in a
‘competitive marketplace, be viewed as entirely normal and appropriate.

It iz also worth noting that there are a great many legitimate reasons to block aceess to specific Internet
addresses — most notably, concems about security or SPAM, Beyond this, no Intemnet provider is able to
guarantee access to al! [nternet addresses at all times.

All of this suggests, first, that there is enormous confusion and arubiguity as to what conduct is truly

objestionable, and second, that it would be exceptionally difficult to craft a2 meaningful and enforceable ex
ante nule to prevent abuse.

i
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“local telecommunications incumbent.®

441  Developments in the U.S,

On March 3, 2005, the FCC announced that it had reached a consent decree ﬁth Madison River, a smail
? Madison River agreed to make a paymeat, in effect a fine, in
fecognition that it had blocked access to VoIP services offered by Vonage.

The FCC has not published supporting details,”® but one might reasonably infer (1) that Madison River
customers had little or no ability to choose another broadband provider, and (2) that Madison River chose to
block Vonage in order to prevent competition wilk its own conventional PSTN voice services, If these
conjectures are true, then Madisen River's conduct was indeed problematic — its actions could be viewed asa
leveraging of fast mile martket pawer into an otherwise competitive market.

The net result of the FCC's actions, however, must be said to be very confused. The action was, in a sense,
probably appropeiate, but it left no clear ground rules going forward. Normally, a firm can be fined for
willfully violating an FCC rule; however, that implies that there was a rule to violate, and that the company
knew or could reasonably infer the rulé, The FCC has publistied no rule, and it is difficult to sece how any
company could reasonably infer what conduct is permitted and what conduct prohibited today '

Meanwhile, the issue continues to churn in the United States. In recent days, a number of senior telephone
tompany and cable TV exccutives have spoken of the need to charge content providers such as Yahoo and
Google (who are not necessarily customers of th integrated ISP in question) for their use of the ISP's
network to reach the integrated ISP*s customers. This is not a new idea — it was tried in (he past, with no
success. Tn a competitive matket, the content providers will simply refuse to pay. An open question is
whether recent changes in the U.S. broadband and Internet marketplace, in terms of consolidation and of the
collapse of the wholesale market for broadband services,” have now made thisa profitable strategy,

442  Policy implications

My view is that there has been very little real abuse of this type to date, and moreover that much of the abuse
that has been alleged should not be viewed as problematic. At the same time, there is good reason to believe

that problematic behaviors would be both feasible and profitable in the context of a sufficiently concentrated
marketplace for broadband Internet access, especially as providers become increasingly vertically integrated.

If these behaviors were to become solidly entrenched, it would be difficult if not impossible to prevent them

by means of ex ante rules. It is simply too difficult to distinguish between appropriate and inappropriate
behavior.

What this strongly suggests is that most countries would be well advised to ensure that they matntain robust
competition for broadband Internet services. Competition must be the first, and most critical, line of defense.
It is worth noting that the competition necd not be facilities-based — service-based competition could be
perfectly adequate, as long as the underlying facilities provider cannot constrain the competitive providee’s
connectivity.

A second implication is, in countries where coimpetition [aw provides an ex peost complement to sector-
specific regulation, that isolated abuses of this type might be most appropriately addressed ex post as
violations of competition law, rather than by ex anfe tegulation. My belief is that the truly problematic
abuses generaily represent inappropriate exploitation of market power.

5 UNIVERSAL SERVICE AND NGN INTERCONNECTION

Charges associated with interconnection ate often nsed as a means of financing universal service — the
availability of basic electronic communications to all, at affordable prices. Section 5.1 explains the rationale,
in terms of netwark externalities, economic distortions, and consumer welfare. Section 5.2 explains the use
of implicit interconnection-based subsidies within a developing country, while Section 5.3 explores

* subsidization mechanisms among independent nations. Section 5.4 expands on the implications for.policy.
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S1 Network externalities, economic distortions, and censumer welfare

In section 3.x, we explained that mnarkets characterized by network externalities may have a tendency to
reach stable equilibrium at levels of service adopiion that are much lower than fthose that are societally
optimal. Most countries have felt that voicé telephone service was so important that the government should
subsidize. the service where necessary in order to ensure that the service is available to all, and even to those
of limited means. In some cases, this has meant a commitment to universal access {e.g. availability in a
nearby school, library or post office) rather than i the home.

Different countries generate these subsidies in different ways. Most economists would argue that it is bes to
take the funds from general revenues (i.e. overall taxation), because doing 50 ensures that the cost is spread

as widely and as equitably as possible, and thus minimizes economic distortions; however, this is very racely
done in practice, :

Some countries simply expect the incumbent local carier to provide universal sérvice, agd to someone
exteact enough profit from other customees to cover the cost. Still others provide a specific universal service
fund, with ai! providers of electronic cominunication services contributing.

The relevance of this discussion to interconnection amangements is that intercarrier compensation is often
used as an alternative, implicil meaas of generating the necessary subsidies,

5.2 Intercarrier compensation as a funding mechanism for ¥CT development

Domestically, access charges can provide a funding vehicle in the form of implicit subsidics. Network costs
will tend to be greater in those areas that pose universal service challenges due to low teledensity or
unfavorable geography. Some countries find it convenient to set access charges to higher levels in those
areas in order to generate a net influx of money, : :

The World Bank has generally been supportive of the use of access charges as means of subsidizing
telecoms deployment to rural of remote areas of developing countries.

At the same tine, this technique is by no means fimited to dcveioping countries. It continues to generate
implicit universal subsidies in a number of developed countries, including the United States. The U.S. has
attempted to phase out these implicit subsidies for years, but they persist,

A number of concerns must be raised in conuection with these subsidies. They represent an cconomic
distortion. They are subtle, and not likely to be understoad by the public — there can thus be a notable lack of
transparency. And they can easily tum into “slush funds”.

53 Traffic imbalauce — the “Robin Hood” effect

In section 2 of this report, we explained that traditional PSTN intercarrier compensation in most countrics is

paid accacding to the Calling Party’s Network Pays (CPNP). principle. It turns out that inhabitants of
developed countries tend to place far more calls to inhabitants of developing countries than vice versa;

consequently, these international termination fees (technically referred to as.seftfement fees) generate a net

transfer of maney from developed countries to developing countries. ’ '

This mechanism has the rather strange property of transferring money from richer countrics to poorer ones.
As such, one could draw a certain parallel to the mythical English folk hero Robin Hood, who robbed from
the rich in order to give to the poor. The-system fanctions as an inadverteqt form of foreign aid.

" Not surprisingly, developing countries have generaily wanted fo .keep per-minute wholesale termination

fees™ at very high levels, well in excess of real cost, in order to maximize the transfer of funds. Equally
unsuiprisingly, a number of devcloped countries, most notably the United States, have wanted to drive these
payments down to levels approximating real termination costs,

In one recent incident, the government of Jamaica imposed 4 levy on infernatioaal call tbnmnation-payments,
in order to explicitly genceate subsidies to fund universal service.” The U.S, FCC complained, saying that
“... universal _service obligations must be administeted in a transparent, ‘non-discriminatory and
competitively neutral manner, and that hidden subsidies in settloment rates and subsidtes borne
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disproportionately by one service, in the case of seftlement tates; by consumers fom net payer countries, are
not consistent with these principles and cannot be sustained in 2 competitive global market, "

54 Policy implications

The migration from today’s world of the PSTN to tomorrow’s world of the IP-based NGN probably implies
that all of these implicit subsidy mechanisms will gradually either be explicitly phased out, or else will
become irrelevant over time.

These termination payments are assuredfy not an ideal subsidy mechanism; nonetheless, the fact remains that
they have transferred funds to developing countries, and that portions of those funds may have served to fund
telecoms development projects to remois or rural areas, The funding vehicle is likely to go away, but the
development needs that it addresséd, however inperfectly, will remain.

6 BILLING AND ACCOUNTING IN AN IP-BASED WORLD

_Up to this point, we have primarily considered possible intercarrier compensation arrangements from an
¢conomic perspective. These arrangements interact with the underlying P technology in complicated ways,
and have business implications that are perhaps unobvious. In thig section, we explote some of the
interactions between technology and economics. -

6.1 Protecol layering, services, and the underlying network

In an JP-based eavironment, applications such as Voice over IP (VolIP) operate over an IP-based core

network. Protocols are fayered in the interest of simplifying the networck, and facilitating its evolution over

time. These properties have profound implications, not only for usage accounting and billing, but also for the
structure of the industry.

Historically, it was generally the case that a single organization would provide both the public telephony
service and the nefwork used to deliver that service. In the world of the IP-based NGN, the network provider
will 5till in most cases still be a service provider, but it will not necessarily be the only service provider.
Vonage, Skype and SIPgate are examples of competitive firms: that provide services without operating a
network of their own, For the foreseeable future, integrated and independent service providers are likely to
coexist, and lo compete for the same end-users customers. Moreover, this competition between intograted
and independent service providess is a useful thing, that should bé preserved — it tends to enhance consumer
welfare. ' :

This soparation of function has profound implications for both the network provider and the service provider.

In theory, the network provider in an IP-based world daes uot know or care about the nature of the
application traffic that it is carrying — and in this context, voice is just another application. The network is
aware. of the Quality of Service that the application has requested for any pardicular packet, but it should not
concern itself with the application itself, :

Conversely, the application provider — for example, the independent VoIP provider — will have litile or no
visibility into the networks that it is traversing. In fact, the application will riot necessarily be able to predict .
which networks its traffic will traverse, and in general the application should not care. The networks
~ collectively provide a path for the application’s data traffic, but little more. The application can request a
particular Quality of Service for its traffic, but withbut absolute certainty that its request will be honored.

This lack of awareness has in general proven to be a valuable quality, but it has implications. The
independent application provider cannot guacantes the quality of transmission; because it does.not own the
underlying networks and may not know or care which networks are involved.

" The application service space, for example for VoIP, will tend to be a highly competilive market segment
unless regulation or anticompetitive actious en the part of network operators (see the discussion on Network
Neutrality later in the section) dictate otherwise. The competitiveness of the segment will tend to restrict
prices to competitive levels, generally roflecting, marginal cost plus a reasonable return o investment, This
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same competition will tend to constrain the price that the network operator can charge for its infegrated
service. )

All indications are that the marginal cost of the VoIP-based telephony service, independent of the underlying
network, is very low.” If independent VoIP service providers indeed maintain 2 competitive market for the
service, then the [ow marginal cost should lead to 2 low marginal consumer price for the service.

At the same time, the network operator may have (absent regulation) some degrec of market power
associated with last mile broadband access. To the degres that this is so, the network operator could be said
to have marlcet power on one market segment (network access, especially last mile access) that is vertically
related to another market segment that is competitive. Under those circumstances, the network operator is
likely to exploit its market power, and may try to extend it to the otherwise competitive segment. The
simplest and most likely strategy is fof the network operator to take 2 high mark-up (a monopoly profit if it is
the only network operator) on the last mile network access, while pricing the voice application at competitive
levels.

For this reason, many countries will find it necessary to maintain regulation that seeks to address durable
bottlenecks associated with last mile access, to the extent that effective competition has not yet emerged for
the last wmile. Countries will see these needs through the lens of their own experience and their own
institutions, but many or most will find it necessary to retain regulatory measues, or to institute them if they
do not exist, in ocder to enable cowmpetitive entry and to sustain it over time, and to limit the exploitation of
market power where competition is not yet effective. ’

6.2 Point-to-point versus end-to-end measurement
The technology and cconomics of these systems interact incomplicated ways.

The underlying network economics strongly influence the nature of the things that operators and service
providers will want to bill for; however, those bills will have to be justified and reconciled based on some
kind of accounting data. Billing needs largely determine accounting system needs.

Conversely, not all of the data that might be desired can be acquired at reasonable cost, 50 the capabilities

that can reasonably be achieved by accounting systems necessarily reflect back and influence what metrics
could potentially be used for billing.

In the wired PSTN, the points of origination and termination are generally known or knowable when the call
is initiated. Once the call is initiated, these points remain stable for the duration of the call. The teaffic during
the call is nat relevant to the bill. Typically, the only accounting datum needed after the eall has been

‘originated is the time at which the time at which it ends.

In the Internet, some things are known at the level of the application or service, while very different things
are known at the level of the retwork. For VoIP, a server that implements a protocol like SIP will know the
time at which a session is initiated, and may know that time at which it ends, but will know next to nothing
about the network resources consumed in the interim. The topelogical location (the logical location within

the network) of the originating and terminating énd points will be. known, but not necessarily the
geographical location.* : '

Beyond this, an IP-based network will be dealing with a far btoa_der.array of applications than just traditional
voice. The notion that the call originator should be viewed as the cost causer breaks down in the general
case. In the general case, there is no obvious “right answer” to the question of how o allocate costs among

- end-users.

The underlying network knows very different things. In an IP-based environment, each IP datagram is
independently addressed, and could in principle be independently routed (although routing in practice is
much more stable than this implies). Relatively simple applications can generats a very large number of TP
datagrams. For accounting puzposes, it is necessary fo summarize this data — otherwise, the accounting
systems will be deluged with unmanageable data volumes. . ‘

For analogous reasons, it'is trivial to measure the traffic aver a given point-to-point data (ransmission link,
but expensive and cumbersome to develop an overall traffic matrix based on end-to-end traffic destinations,
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Far all of these reasons, billing and accounting arrangements in the Intetnet have historically tended to
reflect huge simpiifying assumptions. For individual consumes and for enterprise customers, billing has most
oftcn been on a flat rate basis, as a function of the maximum capacity of the access link from the service
provider to the customer (ie. the price is based on the size of the “pipe”, which sets an upper limit on the
amount of traffic that the provider must carry). :

Al an enterprise level, prices have somstimes reflected the total traffic cartied over the pipe, most often
based on some percentile of data transmission rates (for example, a 95 percentile-of rates sampled at 15
minute intervals, which will conespond roughly to average traffic for the busiest hour of the day).

It is important to note what is not charged for. Network operators do not assess usage-based charges for
things that they cannol measure (at reasonable cost}. Retail piices do not generally reflect eitler the distance
that IP-based traffic is carried, or thé degree to which international boundaries are crossed. It is simply too
difficult and too0 expensive to measure these things. Wholesale arrangements between providers. might take
accouat of distance to some extent — the providers know the circuits between them, and can measure the
point-to-point traffic over those circuits. :

6.3 Reconciliation of statistics

To the extent that billing reflects usage, occasional issues and disagreements are inevitable. It is impottant
that providers be able to reconcile their usage statistics, and that they be able fo reach agreement at
reasonable cost.

Af the retail level, providers often choose to avoid this issue entirely by uvoiding usage-based prices. At the
wholesale level, the use of Bill and Keep peering arrangements also serves to reduce if not eliminate the
need to reconcile statistics. ‘ -

Where two providers charge one another based on teaffic sent in both directions, reconciliation will be
necessary. One might well imagine that, where provider A measures the traffic over 2 particular transmission
link to provider B, that that measurement should correspond exactly to B's measurernent of teaffic from A to
B over the same transmission link. My expericnee during my time in industry sugpests, unfortunately, that
disputes will occasidnally ocour, even where both parties are (most likely)} acting in good faith, and even
where it would seem that both parties should be measuring the same thing. ’

There are steps that can be taken to reduce, but not prevent, misunderstandings. Coordinating reporting start
times and intervals can help, This is pamticularly tmportant if the usage charges between providess depend on
a percentile measure of traffic — the mean f traffic is independent of sampling interval, but the standard
deviation is not. Sampling a given stream at more frequent intervals will lead to a “lumpier” distdbution — a
fundamental consequence of the Central Limit Theorem, If lwo organizations want to reach the same
conclusions aboat a percentile, they should sariiple with identical frequency. '

An approach that has sometimes been used — for example, in the U.3. mobile industry at one poifit — is to
have a trusted intermediary collect and analyze the statistics. In general, the intermediary cannot itself be a- -
competitor in the same market — otherwise, it will not be trusted. -

64 Accounting for Quality of Service”

If two providers want to compensate one another for carrying their respective delay-sensitive traffic at a
preferred Quality of Service, éach will want to verify that the other has in fact done what it committed to do.

Te the case of QoS, this would seem to imply measurements of (1) the amount of traffic of each- class of
service exchanged in each direction between the providers; and (2) metrics of the quality of service actually
provided. Measuring the volume of traffic by class is, once again, trivial — it is no harder than measuring the .

overall traffic for'the same transmission link. Measuring the QoS is much more comaplex, both at 2 technical
level and at a business level.

For QoS, commitments between providers would presumably be primarily in terms of the mean and variance
of delay. One can measure delay with primitive tools such as PIN G, or with more sophisticated tools such
as IPPM probes.® One could imagine a pair of providess who mutually agree to instrument their networlks to
support one or more of these measurement tools, and to mutually measure delay between their respective
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nelworks. One might imagine that this should be easy - one would need to agree where the probe points
should be physically situated, and what measurement melrics should be employed, and one might imagine
that nothing mare should be needed. The reality is muoch more complex. o

First, it is important to remember that this measurement activity implies a degree of cooperation between
‘network operators who are direct competitors for the same end-user customers. Hach operator will be
sensitive about revealing the internal performance characteristics of its networks to a competitor. Neither
would want the other to reveal any limitations in its network to prospective customers,

Second, there might be concerns that the measurement servets ~‘operated within one’s own network, for the
benefit of a competitor - might tum into an operational nightmare, or perhaps z security exposure, within the
perimeter of one’s own network.

Agpain, there might possibly be scope for a trusted and independent third party to perform this function.

6.5 Gaming the system

If the arrangements between providers were such as fo make it attractive to carty delay-sensitive traffic, then
it is safe to predict that some previders will atterpt, absent countermeasures, to benefit from the
arrangements. Whether this should be viewed as fraud, as arbitrage, or simply as creative entrepreneurship
might depend on the specific circumstances, and might be difficult to judge in practice.

For example, a network operator might discount its refail connectivity prices to end-user enterprises that
operats call centers, on the theory that the tosulting traffic would enable it to capture more revenue from
other operators for carrying high-QoS traffic. This would seem to be 2 legitimate business option,

On the other hand, one could imagine an operator creating, or causing to be created, a seftware robot that
would generate a great deal of otherwise unnecessary traffic that the operator would tien have to be paid to
deliver. This would seem to be a matter of arbitrage or warse, with no redeeming value. :

In practice, distinpuishing between appropriate and inappropriate arrangements is likely to be difficult. The
actual forrms that abuse might take cannot be predicted with confidence,

7 A HYPOTHETICAL SCENARIO: INTERCONNECTION IN AN NGN WORLD ]

In this section, we consider possible consequences of the migration to an IP-based NGN. Tt is a thought -
expetiment that seeks to shed light on possible developments. o

We develop a scenario, premised on the assuraption that the primary incumbent in a country that operates
within the regulatory framework of the European Union migrates to an IP-based NGN core.

The country is assumed, on the evs of migration, to have:

(1) an incumbent wired and wirejess operator that had-previc;us[y been the country's PTT, and that still
has substantial market share and market power;

(2) vadous wired and wireless competitve operators;

(3} various independent providers of broadband Internet services, some facilities-based, some providing .
’ setvice competition based on procomipetitive regulation (LLU, bitstream, and shared access);

(4) several independent providers of VolP; and
{5} a number of local providers of Intermet content, both web and video.

Our focus here is on IP-based NGN core migration. The characteristics of NGN access migration are, for

these purposes, assumed to be possibly different in scale but simitar in concept to the broadband deployment
that we see today.

I _have attempte_d to sketch a number of plausible scenarios, but [ must emphasize at the outset that this is a
highly specplative and perhaps controversial business. As the American baseball coach Yogi Berra once
© said, “It’s hard to make predictions, especially about the future.”
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7.1 The scenario

During an extended transitional phase, the historic incumbent (BigCo for purposes of this discussion)
operates traditional PSTN-based voiced services, traditional broadband and dial-up Intemet access, and new
integrated [P-based NGN capabilities. The NGN-based capabilities are first offered opportunistically in those
areas where demand is expected to be highest and fost concentrated, or in areas that required significant
upgrades independent of the migration to NGN,

In the longer term, the migration to NGN will enable BigCo to achieve not only faster time-to-market for
new services, but also cost savings. through: integration, In the near term, however, unit costs may tend to be
stable or possibly to ircrease, for two reasons. First, it is unlikely to be cost-effective to decommission much
of the current network until the migration is quite far advanced; and second, the need to operate two kinds of
infrastructure.in parallel during the transition implies increased operational expense for engineering, training,
spare parts, support and operations staff, and the maintenance of software operational support systems.

Assuming a competitive retail market, BigCo is unlikely o increase priges in response to any short term
increase in unit costs. They will not want to lose hard-to-replace customers o competitors, A more likely
scenario is that they will hold prices steay or reduce them slightly, effectively subsidizing cusrent customers
by borrowing from anticipated future savings.

BigCo's traditional competitors wifl respond to perceived competitive pressure by initiating their own
migration to NGN core networks, if they have not aleeady done so. This will be prompted in part by the need
to achieve economies of scale and scope closer to those of BigCo, and partly by the fear that they will
ofhérwise be unable fo compete when BigCo is eventually permitted to withdraw regulatorily mandated
traditional PSTN interconncction in favor of NGN interconnection.

IP-based competitors will not perceive the need to make radical changes to their operations — they are, for

the most part, already there. They will perceive a need to anticipate fortheoming IP-based NGN interconnect
offerings.

As the transition phase comes to a close, BigCo will phase out traditional services on a large scale. From this
point forward, the traditional services and traditional models of interconnect become less relevant.

1.2 Regulatoqr.inlplicaﬁons for last mile access

During the transition phase, existing regulatory oblgations for access to last mile facilities, both for
traditional PSTN-based competifors and for broadband providers, will likely need to be maintained. [n the
near term, the {ast mile will continue to represent a durable competitive bottleneck in most (but not ali)
tegions of most countries. In the near term, neither the migration to an NGN core nor the Incumbent’s
deployment of NGN access will obviate the need for competitive access. In other words, BigCO will most
likely continue to possess whatever last mile market power it had prior to the migration to NGN. In the
European context, this implies the confinuation of some combination of local loop unbundling (LLU), shared
access, bitstream access, and resale. :

- For countries, or regions of countries, where three or more effective facilities-based alternative broadband

options are available, and to the extent that competition appears to be ¢ffective and sustainable, it may be
appropriate to eliniinate or phase out these last mile obligations.

When migration is well advanced, it is possible that broadband competition will be the-only meaningful {ast

mile competition that is meaningful. There may be no further need to enable resale or LLU as an enabler for
PSTN-based competition, ' ’

7.3 Regulatory implications for interconnection

During the transition phase, BigCo will still be obliged to maintain traditional PSTN intercotinection
capabilities: Assuming that it is possible for competitors to reach BigCo's NGN-based end-user customers
through traditional interconnection, there will not necessarily be 2 regulatory obligation to provide new
NGN-based interconnection capabilities.

k¥



BigCo will offer TP-based interconnection at some point during the transition phase. As the transition phase

-draws to a close; they will want to withdraw teaditional interconnection. To the extent that they still possess

market power, they will almost certainly be under regulatory obligations to pravide NGN inerconnection at
cost-based prices. To the extent that the NGN.implies lower forward-looking unit costs, the cost-based
interconnection prices will be lower than those that pertain today.

In Furope today, all or nearly all operators that provide publicly available telephone service (PATS) are
subject to regulatory obligations to- interconnect, because all — even small operators, as we have secn in
section 2 of this report — have significant market power in regard to the termination of telephone calls.

74 FPeering versus transit

As we have seen, in the world of the Intemet, the great majority of interconnection take the form sither of
pearing or of transit. In our hypothetical scenario, will market participants prefer peering, transit, or some’
other model of interconnection? Recall that peering offers exchange of traffic only betwesn BigCo’s
customers and-those of its peer, but does not provide either with access fo third parties. In a typical transit
relationship, by conlrast, the transit customer can use the transit provider’s network to reach destinations
anywhere on the Internet. ’

74.1  Peering versus Transit for international interconnection

We start by considering BigCo’s relationship to similarly situated operators in other countrics. Experience to
date strongly suggests that these arrangements will tend to be peering relationships. Historically, peering
armangements have usually been on a Bill and Keep basis; however, in an NGN world that supports
differentiated QoS, it is possible that BigCo and its peer might agree to one level of charges for conventional

best efforts traffic and another, higher level of charges for traffic with preferred QoS. In fact, there could be
more than iweo levels. -

On the other hand, BigCo is unlikely to agree to peer with tiny competitive operators, either .in other
countries or for that matter in BigCo’s own country. This implies that tiny, competitive operators will
generally need to contract with seme transit provider (but not necessarily BigCo).

Thete is likely to be an extended period of coexistence, where BigCo interconnects with some aperators
{especially foreign eperators) by peering, with others by transil, and with quite a few others by means of
traditional PSTN interconnection. Internationally, traditional PSTN interconnection wili surely persist.

There is also a matter of transaction costs — each interface migration from a PSTN basis to an NGN/IP basis
implies certain real transition costs, as well as transaction costs associated with creating and managing new
interconnection agreements.. Overnight mass migration cannot be cost-effective. This implies that BigCo
will, other things being equal, first seek out IP-based interconncetion arrangements with those operators with
which the agreements provide it with the greatest benefit, which might tend lo be those simnilaly sitvated

operators with which it exchanges the largest volume of traffic.
AT R Ry
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The transition costs pose a regulatoty challenge as well. To the extent that BigCo unilaterally chooses to
massively re-shape its network in the NGN world, possibly withdrawing network interconnection points,
what are its obligation to competitive providers with which it has existing arrangements? It seems
inappropriate that competitive providers should be involuntarily burdensd with new costs that are not of their
making; at the same time, BigCo should not be forced to maintzsin obsolete interconnection poiats
indefinitely. These complicated trade-offs have been a central theme in several Ofcom (UK) public
consultations on the migration to the NGN.'® '

Finally, we note that an inccatives problem could easily arise that could slow or prevent the migration fo
next generation international interconnections. The existing arrngements tend to transfer significant sums of
money from one operator to another, either because mobile rates are much higher than fixed, or because far
more calls are initiated from developed countrics to developing ones than vice versa. The migration to
peering is likely 1o result cither in Bill and Keep or in cost-based armangements, which would either reduce or
eliminate the subsidies. This means that two operators that contemplate a migration from cument
arrangements to [P-based peering are likely to perceive the change as a zere-sum game — one provider will
benefit from the change, and one will suffer. Under those assumptions, the provider thal is negatively
impacted can reasonably be expected to refuse to make the transition, or, if somehow compelled to upgrade,
to delay the transition as long as possible. .

74.2  Peering versus transit for domestic interconnection within BigCo’s country

As previously noted, BigCo is unlikely to be motivated to offer peering arrangements to tiny competitive
operators in its own country. It might offer peering arangements to just a few of its largest domestic
competitors. -

A difference between this case and the international case is that these competitive operators will be highly
motivated to have good connectivity to BigCo’s customess. (To the extent that BigCo’s custormer base is
much: larger than that of its competitors, it will tend to prefer less-than-perfect interconnection with small
compﬁgiltors. This Is a straightforward application of the Katz-Schapico result discussed in section 2 of this
paper. )

Af that point, small domestic competitors have limited options:

(1} As long as traditional PSTN interconnect is offered, and o the extent that it is sufficient far the
- competiter's needs, they might stick with PSTN interconnect.

{2} They can purchase transit service from BigCo.
(3) They can purchase transit service from some provider other than BigCo.

My prediction is that many of the smalt domestic providers would choose to purchase transit service from
BigCo (perhaps in addifion to service from some other trapsit provider) as long as BigCo's prce is
competitive. :

As long as the market for wholesale transit services is reasoaably competitive (and assuming that BigCo also
faces an effectively competitive market for broadband Intemnet access), this should lead to quite reasonable
domestic outcomes, BigCo’s whalesals price for transit service will be constrained by competition from third
parties. BigCo's competitors need access to BigCo's customers, and will prefer the best connection that they
can afford, but they can reach BigCo’s customers perfectly well through a third party transit previder.

- This is-an importaat distinction between the NGN world and the PSTN world. In the IP-based world, indirect )

interconnection is perfectly reasonable.

Ta the extent that peering arrangements with domestic compeliters either are on a Bill and Keep basis, or
that they reflect roughly balanced net payments,’® and to the exten that underlying facilities are available on
a competifive or a nondiscriminatory basis, the competitors’ costs to reach BigCo’s customers should not ]
greatly - exceed those of BigCo itself {except to the extént that BigCo enjoys advantages of 'scale).
Consequently, competition from these domestic competitors should appropriately constrain BigCo’s
behavior, and prices arc fikely to be competed down to levels not greatly in excess of marginal cost.

Foreign peers would experience somewhat higher costs in competing for BigCo’s domestic end user
customers, but only to the extent that their casts are impacted by lacking a local base of operations.'®
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Potential competition from foreign service providers thus provides a sccond {albeit looser) constraint on
BigCo's pricing power. If BigCo were Lo attempt to price well in excess of cost, these foreign providers
might be motivated to cstablish a presence in Big€o's country 50 as to compete directly.

To re-cap, this implies that the lil_ceiy domestic pattern is:
(1} a few of the largest competitors might peer with BigCo;
(2) small competitors will putchase transil from BigCo if they can;
(3} small competitors will supplement or replace BigCo transit with transit from third parties; and

{4) small competitors may choose, as.an economic optimization, to peer with one another whenever the
traffic that they can exchange reduces their transit costs sufficiently to puy for the cost of any peering
circuits and infrastructure.'™ : :

This returns us to a key question of regulatory policy. It is natutal to assume that BigCo’s existing PSTN

. mrket power as regards interconnection will automatically confer market power as regards inferconnection

in the NGN world, and that any interconncction remedies therefore need fo autorhatically carry over to NGN
interconnection; I would argue, however, that making this presumption today would be greatly premature.
For the reasons outlined above, it is entirely possible {(given adequate competition or effective regulatory
access to necessaty underlying facilities such as feased lines, wholesale transit and broadband Internet
access) that unregulated IP-based interconnection will lead to a perfectly satisfactory Coasian solution ~ a

“solution which woutd likely be superior to anything that a regulator could craft.

75 . Networi_t provider versus application servee provider

“In the warld of the NGN, the terminating monopoly requircs some re-thinking, The end-user may get his or

her broadband connection from BigCo, or from a competitive broadband Intemet access provider. He may

get his voice telephony service — assuming that the service continues to look much as it does taday - from

BigCo, or lic may get it from zn alternative VoIP service provider, For telephone calls, if anyone possesses a.
termination monopoly, it is the VolP service provider, not the provider of the broadband pipe.

Who, then, should collect the termination charge? It is important to remember that termination costs exist to
recompense the ferminating carrier for the incremental usage-based costs imposed on its network. An
independent VoIP provider has no network, and expericnces very little incremental usage-based cost,

Recall, oo, that the network provider bhas only Iimited visibility into the traffic that it is canying, The
network provider could, however, assess a surcharge for packets where the user explicitly requests preferred
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Quality of Service; however, if the charge is high, the user will probably prefer services that operate with
standard best-cfforts QoS (which will, as previously noted, still provide perfecily adequate voice quality in
general). The network operator could conceivably attempt to monitor the user’s scrvice in order (o assess a
surcharge for voice traffic (leaving aside for the moment the possible invasion of privacy that this implies),
whether associated with preferred QoS or not; however, if the surcharge were large, users might again
respond by encrypting their twffic to provent the network provider from inspecting it. Technology could
conceivably close any or all of these holes, but there is no obvious social benefit in doing so. To the contrary,
consumer welfare would appear to be maximized by giving consumers as much latitude as possible to do
what they want to do, with as few testrictions as possible,

It also bears noting that it costs the network no more to.ca'rry a VolIP packet (on a best efforts basis) than it
does to carry 2 WorldWide Web packet, or any other data packet for that matter. Moreover, the marginal
usage-based cost per packet is very, very low.

Yet another chalfenge relates to cost causation. Histerically, it has been assumed that party that originates the
call is the sole cost causer. This assumption has always been questionable. Going forward, it will be difficult
if nat impossible to ascribe cost to one or another party to a communication.

7.6 Implications for differentiated Quality of Service
Within individual [P-based networks, differentiated QoS has existed for many years.

If BigCo prices Internet transit competitively, many competitive operators are likely to choose to procure
transit service from BigCo. This positions BigCo to offer QoS-capable access to its competitors, not only to
BigCo’s own customers, but also to thé customers of most domestic competitors,

For reasons noted in section 3 of this paper, inter-provider QoS has been slow to deploy in connection with
peering interconnection. Paradoxically, offering it in connection with transit service could be less
prablematic, provided that-it is offered at a price that is not disproportionate to the benefits that it provides.

- In this scenario, the network externalities advantage that BigCo enjoys by virhue of its large customer base

positions it to provide QoS capable transit to most or all competitors on the national market.

This is not a model that a regulator will hasten to embrace, since it implies 2 unique role for the country's
historic incumbent provider. Given the limited benefils that differentisted QoS confers, however, it might
‘fepresent a quite reasonable trade-off. Whatever market power these aangements confer on BigCo in regard
to Qo8 would appear to be of limited value. :

At the same time, these arrangements do not necessarily lead to a global NGN with ubiquitous supportt for
differentiated QoS. Transaction costs afe likely to continue to inhibit implementation of diffentiated TP QoS
at the level of peering relationships; consequently, differentiated QoS at the intemational level is likely to
have at besta spotly availability for an extended period of time, even in the event that most service providers
ultimately migtate to NGN and to IP-based NGN interconnection.

17 Policy implications

With all of this in mind, my view is that interconnection arrangements in an NGN world are likely to be most
rationall and sustainable to the extent that they adhere to a few guiding principles: ’

(1) Wherever competitive conditions warrant, a2 Coasian solution, teflecting macket-based negoatiations
between the NGN operators is likiely to lead to mors efficient solutions than a regulatory rate-setting,

" (2} National regulatory authorities might therefore be well advised to focus their attention primarily on

ensuring adequate competition for wholesale Internet transit services, and for consutner broadband
Internet access. ‘

Where a Coasian resolution is not feasible, the following considerations follow from the previous discussion:

_{3) The wholesale charge assessed should either be zero (i.c. Bill and Keep), or should be na higher thasi
the forward-looking marginal usage-based cost associated with carrying the incremental (raffic.
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. *123 Introduction .

Many have argued that fhe Internet is far more hospitable to innovation than the traditional public switched telephone
network (PSTN). {EN2] Not so long ago, it seemed that all things were possible in the fice-wheeling cotreprensurial and
unregulated culfure of the Internet. Nonetheless, it now appears that many seemingly promising innovations have languished
in vecent years. Is it possible that the Internet is hospitable to some inaovations, but not to others? Is it possible that pure
free market mechanisms will fall short in cases that are of vital importance to society at large? Might there be a role for
government to play in promoting socielally valuabie goals that the market alone would not achisve? If so, what measures are
available to government or industry to atternpt to promote adoption of important and beneficial innovations?

One federal report, the draft version of The National Strategy to Secure Cyberspace, posed the key question suceinctly:
"How can government, industry, and academia address issues important and beneficial to owners and operators of cyberspace

but for which no one group has adequate incentive to act?" [EN3] The final version of that same report offors an answer:

“The government should play a mie when private efforts break down due to a need for coordination or a lack of proper
incentives." [FN4

*124 A particular concerm here is with public goods. The Econormist defines public gouds as: -
Things that can be consumed by everybody in a society, or nobody at all. They have three characteristics. They are:

- non-rival - one person consuming them does not stop another person consuming them;

* non-excludable - if one person can conswme them, it is impossible to stop another person consuming them;
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= non-rejectable - people cannot choose not to consume them even if they want to, -

* Examples include clean air, a pational defense system and the judiciary, The combination of non-rivalry and non-
excludability means that it can be hard to get people to pay to consume them, so they might not be provided at all if left to
market forces . . . . [FN5] Most of the examples in this paper are drawn from the fields of network security and cyberseourity.
In the aftermath of the events of Septemaber 11, 2001, there is a'widespread recognition of the need to enhance the robustness
and security of the Internct. Many security exposures exist, Techniques are available fo prevent or at least mitigate the
impact of the exploitation of certain of the known exposures; however, in certain instances, it is not clear that the
organizations that would seed to make investments to deploy the technologies are motivated to do so. This is cspecially

likely where deployment costs would exceed the quantifiable economic henefits to the organizations that would have to bear
‘those costs. . ’

The [ntemnet is unquestionably one of the greatest technological successes of modern times. Among the many factors that
contributed to its suceess is the end-to-end model, which enables innovation at the edge of the network without changes to
the core; and the absence of central conirol or regulation, which has enabled the Intemet to evolve largely through pavate
initiative, without the restrictions of cumbsersome governmentsl oversight. To a large degree, the Intemnet represents a
triurph of unbridled capitalist initiative. :

Today, most networking professionals would agree that the Intemet would benefit from a number of evolutionary changes -
changes which, however, appear not to be forthcoming. In many cases, the technology *125 seems to be sufficiently
straightforward, but deployment is stymicd by a constellation of factors, including:

« the lack of sufficient ¢conomic drivers;

= the difficuity of achieving consensus among a plethora of stakeholders wilh interests that are either imperfectly aligned or
else not aligned at all; and; :

* the inability of government to foster change in an entity that is global in seope, and largely unregulated in most
industriafized nations. -

In ather words, the very factors that fostered the raptd evolution of the Internet in the past may represent impediments to its
further evolution. Historically, thase Internet features that could be implemented through private initiative at the edge of the
network emerged rapidly; those features that now require coordinated changes, and especially changes to the core of the

network, are cither slow to emerge or are niot emerging at all. [FNG] One might now wonder whether the lntemet has reached
an evolutionary cul-de-sac. :

* This paper draws on examples associated with network security and cyber security; however; the issue of premoting public
goads where market forces would otherwise be insufficieat is a much larger topic. The anthor humbly asks the reader's
indulgence as he frenetically jumps back and forth from the general to the more specific. '
Readers who are well versed in the technology of the Internet may have an casier time following the issues, but this paper is
“not primarily about technology; rather, it focuses on the business, economic and regulatory Factors that serve sither to
facilitate or to impede evolution. In any case, with the possible exception of Section I (which the reader could skip without
toss of continuity), no prior knowledge beyond that of an intelligent layman is assumed as regards any of these disciplines.

This introduction provided a cursory overview of the issues. Section 1 pravides background on factors that may militate
against the deployment of certain kinds of enhancements to Intemet functionality: the end-to-end principle, transaction costs,
and the economics of network externalitics (following the seminal work of Jeffiey Rohlfs), (FN7] Secticn I provides a brief
technical overview of two emerging security *126 enhanicements to the Domain Name Service (DNS); which collectively
serve as an example of seemingly desirable secusity capabilities and the associated deployment challenges. Section I
gingerly explores a-lopic that many in the Internet community will find uncomfortable: whether it is appropriate for
government to play a more active role in fostering the further technical evolution of the [nternet. Govemnment intervention
could be posifive; it could be ineffective; or it could be counterproductive. What role, if any, shiould the U.S. Government’
play in the firture technical evolution of the Internet? Section [V provides brief concluding observations. '

1. Barriers to Adoption
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As part of the process of preparing the Mational Stratepy to Secure Cybemspace, the President's Critical Infrastructure
Protection Board (CIPB) convencd a group of Internet experts. Ata meeting of this group in May 2002, I commended them
for their excellent and thoughtful recommendations. [FN8] I noted the impertance of their work, and encouraged them to let
their colleagues in government know if, as their work proceeded, they encountered difficulties in getting their firms to deploy
the recommended facilities, '

A moment of erbarrassed silence followed. One of the attendess then timorously put up his hand and said:

Scolt, you don't have to wait 2 year or twe to find out whether we are having problems getting this stuff deployed We
already know the answer. There is nothing new in these teports.  All of this has been known for years, If we were able to
craft business cases for our managewment, all of this would have been done long ago. No one who has dealt with tiess issues
in industry should be surprised by this answer. Certain Internet innovations have achieved widespread use with no market
intervention, perhaps the most noteworthy being the World Wide Web, A great many other Internet innovations have
languished, even though the underlying technology appeared to be sound.

*127 In addition to the DNS security facilities deseribed in this report, similar deplayment cancerns might be raised about:
= Intemet Protocol {IP) version 6 [FN9

« Differentiated services (DiffServ) [EN1D]
* [P multicast

+ Operational tools and protocol enhancements to enhauce the sccurity of BGP-4 roufing protocols Engineers tend to
conceptualize these deployment delays in terms of engineering concems, such as incomplete protocol specifications,
immature protoco! software implementations, and insufficient interoperability testing. It may well be that these enginecring
problems are symptematic of deeper business and economic impediments that militate against deployment and use of certain
kinds of innovations in the Internet today.

This section of the puper discusses 2 constellation of economic Factors that impede deployment of certain kinds of Internat

Tacilities. The detailed interplay among these tactors, and perhaps among other factors not considered here, may vary from

one service to fhe next, but much of the observed behavior can apparently be explained by a small number of underlying
econosmic factors.

A, Transaction Costs

Transaction casts are the econotnic costs associated with effecting a transaction. [FNLI} Some transactions involve far
higher transaction costs than others. If a customer buys a candy bar in a luncheonelte, she typically kands the cashier some
money, feceives her change, and walks out the door with the desired item. Transaction costs are low, If that customer *128
purchases by credit card, the merchant pays a fee for the use of that credit card - transaction casts are higher. If a person buys

or sells a house, transaction costs-(broker's fees, loan initiation, and various fees) might consume a hefty 5-10% of the value
of the transaction,

Transaction costs thus represent sand in the gears, a form of economic friction. Where a large number of parties must
independently come to terms with ene another on a single transaction, and particularly where those terms require substaatial
discussion or negotiation, transaction costs will tend to be very high.

High transaction costs cut into the surplus (the degree to which the value to a purchaser exceeds the cost) associated with a
transaction. High transaction costs can literally be prohibitive - they can make the transaction as 2 whale uneconomic. Those
who clzim that the Internet is a hotbed of innovation are implicitly arguing that transaction cosis to deploy new innovations
on the Internet are low. In the pages that follow, this paper suggests that this is true only for certain kinds of innovations.

B. Network Extemalities

The value of a network is largely & function of who can be reached over that network. Robert Metcalfe, the co-inventor of
the Ethemet Local Area Networl, attempted to roughly quaatify this in Metcalfe's Law, which claims that the value of &
neiwork is roughly proportionate te the square of the number of users, {En(2)
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Most industcics experience economies of scale - bigger is better. Networks, however, are subject to additional effects of
scale that go far beyond traditional economies of scale, Every time that someone in North Dakota obtains telephone service
for the first time, it enbances the value of everyone's telephone service - there is one more person who can be reached by
phane, Economists refer to these effects as network externalities, or informally as bandwagon effects.

For a product or service subject to substantial network externalities, nothing succeeds like success. One of the maost
coramon examples of a bandwagon effect is the competitive clash of two videocassette standards, VHS and Betamax, Ata

- technical level, neither had a decisive advantage over the other, and for a time they coexisted in the marketplace. Over tine,
VHS acquired more customers. As 2 result, studios developed more programming, in the VHS format, Consumers with
Betamax *129 equipment found less and less of interest in rental stores, and cventoally nothing at all. "Eventually, all
consumers - even those who preferred Betamax]'s picture quatity . . . - had no choice but to get on (he VIS bandwagon.”

[ENI13]

In some instances, network externalities manifest themselves by way of direct inferactions with other users of the. same
network. In others, the bandwagon effects relaté. to complementary upstream or downstream industries, as was the case with
VHS and Betamax (the player was valuable only if extensive content was available ta play on it). These complementarities

often lead to the classic "chicken and egg" problem, wherz two vertically related indusiries cannot succeed unless both are
launched at once, :

In a bandwagon marketplace, multiple stable equilibria are usually possible, and these equilibria can differ greatly. Rohlfs
defines the Initial user set as comprising “all individual entities . . . that can justify purchasing the service, even if no others
purchase it." [FN14] If the demand for the secvice is enhanced by being taken up by the inilial user set, then additional users
will acquire the service until a higher equilibrium is reached, the demand-based equilibrium user sct. The level of usage that
is societally optimal, the maximum equilibrivm set, may be much larger than the demand-based equilibrivm user set. [FN15

Unfortunately, "ordinary demand adjustments do not provide a path to the optimum." [EN16] Achieving the maximum
equilibrium set aften requires “supply-side activities or govemment intervention.” {ENi7]

New technology products and services have to get over an initial “hump” ia order to reach critical mass. Different high-
technology industries have achieved critical mass in different ways, Large numbers of videocassette recorders (VCRs) were
sold to time-shift television programs on a stsnd-alone basis; subsequently, these VCRs established the necessary
preconditions for the videocassette rental business that today represents the primary usc of the VCR, [EN18] For CD players,
necessary complementary producis became available due to vertical integration - the same fimms that were mznufacturing CD
players {Philips and Sony) had significant ownership interests in producers of recorded music. [FNI9] For black and white
kelevision, industry convergence on the National Television Standards Committee (NTSC) technical *130 standard, coupled
with its rapid adoption by the FCC, played a large role in overcoming the initial start-up problem. [FN20]

C. Misalignment of Incentives

In a lazgely unregulated, market-based system, firms make business decisions based on anticipated costs and bencfits. Any
decision to change a firm's existing operating environment will enlzil inifial costs. If the {irm is €o incur those costs, it must
betieve that there will be cormresponding beaefits that exceed (hose costs.

A recent report by the Institute for Infrastruciure Protection (I3P) describes the dilemma:

1n 4 market-based economic syster, it is not surprising that the market for IT and cyber security products defines the state
of syber security. Twa closely related questions appear to drive decisions on how security products and services are acquired
and used: (1) what are the cyber securily risks to the enterprise- and how do they fit inte the overall risk equation of a
company, and (2) what is the value of cyber sécurity + how much financial benefit it provides. There are no clear answers to
these questions. {EN21] Features that constitute public goods (such as enhancemenis to network security) do not in general
reduce recurming operating costs, so the benefits must come from somewhere else. Many organizations find it difficult to
Justify these expenditures for one or more of 2 number of reasons. Notably, the benefits may be difficult or impossible to
quantify, [FN22] or whatever bensfits exist may accrue to a party or parties other than the firm that must make the
investments. Collectively, these two factors mean that the organization is unlikely to be motivated to make the investment,
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*131 D. The Time Frame of Risks and Rewards

Aprés moi, le déluge! (After me, the flood!} {EN23] Firus fund business cases where the expected return exceeds the,
expected investment within some defined period of time.

Many cyber vulnerabilities relate to potential exploits that have very high cost, but very tow probability of accurrence,
These are “thirty year flood" events. Firms may resist funding solutions to thirty year flood problems for some combination
of reasons, including: ’

« The business case takes too many years to prove in;

* The risks are too specutative, und thus wo difficult to quantify;

* The risks are born primaily by their insurers, or possibly by the govemment;. .

* They may believe, rightly or wrongly, that even if the event takes place, they are untikely to be viewed as negligent if
their competitors were similarly unprepared; .

* The current managers may consider it unlikely that the event will happen while they are still with the finrm, They
bequeath the problem, if indeed it proves to be a problem, to their successors. :

E. The TCP/IP Reference Modet

The underying architecture of the Intemet has significant implications for the transaction costs associated with the
deployment of new capabilities. This part of the paper describes the architecture of the Internet in order to motivate the
discussion of the cconomics associated with the end-to-end principle that appears in the subsequent section,

Perhaps the most significant advance of the past thirty years or so in data netwarking is the advent of layered notwork
architectures. A layered network architecture breaks the functions of a data network up into functional layers, each of which
communicates with its peer layers in other communicating systems, while deriving services from the layer *132 beneath,
This layering helps insulate one layer from another, providing many bensfits - a topic we retirn to later in this section of the
paper.

" The TCP/IP protoco! family, or protocol suite, is the preeminent example today of such a layered network architecture.
(EN24] The TCP/IP protocol suite is based on-a conceptual model that characterizes the communications hardware and
software implemented within a single communicating system - for instance, the personal computer (PC) on your desk - as
being comprised 6f a protocol stack containing multiple layers (see Figure 1). [FN25]

Levels | and 2, the Physical and Data Link Layers respectively, represent the realization of the "wire" over which
communication takes place and the management of that wire. For tnstance, the Data Link Layer might determine which of
several computers is autharized to transmait data over 2 particular local area network (LAN) ata particular instant in time. ~ -

Level 3, the Network- Layer, forwards data from one interconnected network to the next. For the Internet, the Network
Layer is the Internet Protocol (IP), which independently routes and forwards senall units of data {datagrams). .

Level 4, the Transport Layer, processes those datagrams and provides them te whichever application needs them, in the
form that the application requires. For the Internet, the Transmission Control Protocol (TCP) supports applications that need
a clean and reliablé stream of data with fio omissions or duplicates. The User Datagram Protacol (UDP) tepresents an
alternative Transport Layer protacol that supparts applications that do not require the tidy defivery that TCP provides, E-
mail vses TCP, while Voice over [P (VoIP) uses UDP. ’ .

*133 Figure 1 Protocol layers in the OSI/ Internet Reference Model .
TABULAR OR GRAPHIC MATERIAL SET FORTH AT THIS POINT (S NOT DISPLAYABLE

Level 5, the Application Layer, performs useful worlk visible to the end user, such as the browser or e-tail client (SMTP,
ITTTP) on your PC. '

In this reference model, a layer logically interacts with its peer in a communicafing system {see Figure 2). Thus, an

Application Layer, such as the web browser in your PC, communicates with its peer process, a web server in a distant
computer, . : '

*134 Figure 2 Peer layers Iogically interact with one another
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TABULAR OR GRAPHIC MATERIAL SET FORTH AT THIS POINT IS NOT DISPLAYABLE
Each layer within a communicating system implements this logical interaction by requesting services from the next lower
layer. Thus, the Application Layer requests data from the Transport Layer. In doing so, it nses an interface that intentionaily
hides the details of how the lower layer implements its secvice. This information hiding is a key beneficial property of a
layered network architccture - it enables the implementation of a Tayer to change without impacting the layers above or

below.

*135 Figure 3 Logical and physical interactions between network protocol
. layers
TABULAR OR GRAPHIC MATERIAL SET FORTH AT THIS POINT IS NOT DISPLAYABLE
Figure 3 shows the relationship between: logical and physical interactions in'the Intemet layered network architecture. It
also adds another element to our understanding - a router, which is a device that exists solely to forward traffic in the Intemct.

The information hiding property of a layered network architectuce facilitates techriical innovation over time. It also enables
network applications te be wrillen once to operate over any underlying transtmission technology, or combination of
technologies, thus simplifying the application creator’s job. Convetsely, the creator of a new transmission technology need
only ensure that adequate interfaces exist to enable upper layers of the network to use the new communications layer - there
is no need to make network applications specifically aware of a new underlying transmission technology. Phrased
differently, a new network application will work with existing networks, and no changes are *136 needed fo underlying
network transmission technologies. A new network transmission technology will work with existing networks, and no
changes will be needed to existing applications. These properties greatly simplify the evolution of the network over time,

.and thereby reduce the transaction costs associated with network evolution,

F. The End-to-End Principle

In the early Eighties, a number of distinguished computer scientists at MIT propounded the end-to-end principle, [FN26]
They noted that certain communications capabilities were most appropriately associated, not with the underlying network,
but rather with the application that used the network. End-to-end reliability of transmission, for instance, could truly be
assured only at the end points themselves. They further argued that, if the function could only be correctly implemented in

.the end points of the network, that it was a bad idea to also implement these functions in intermediate systems--doing so

introduced not only inefficiencies, but also an increased possibility of error. Internet engineers have generally accepted the
end-to-end principle as a basic tenet of network design. Moreover, they have sometimes advanced the further argument that
the end-to-end principle fosters the evolution of the Internet, in that it enables new applications to be developed at the edges
of the networl, without disrupting the undertying core, [EN27] .

" There is much {o be said for this view. For example, the creation of the World Wide Web initiaily depended primarily on

the creation of a browser that could read and interpret existing file formats, and secondarily on servers for IITTP. No
prerequisite changes were needed to the underdying TCP/IP protocals, the IP addressing systemn, or the DNS—these already
provided the necessary support. This absence of prerequisite: changes in tum reduced the number of parties that had fo
change their infrastructure - no action was required, for instance, on the part of Intemet Service Providers (ISPs). By
reducing the number of parties who must act in order to implement 2 patticular change to the Internct, the end-to-end
principle teduces the transaction costs associated with the development of new applications, thus fostering the continuing
evolution of the Intemet. [FN28] ) .

*137 More recently, a revisionist scholar, Christian Sandvig, has called this vicw into question. (FN29] e notes that this
interpretation of the end-to-end principle presupposes that the underlying network already provides alt of the functionality
that will ever be necessary or desirable. In fact, it is difficult to know the impact of “missing" functionality - peaple develop
applications to fit the functionality that is already available. Nabody takes the time to develop the applications that would

have failed due to insufficient support in the undetlying network; consequently, there is no obvious “graveyard" of failed
applications.

Thus, whils the end-to-end principle may tend to facilitate the development of new data networking applications (based in
the Transport thru Application Layers of the familiar OSI Reforence Model, [EN30] as described easfier in this papet),
{EN3 17t does nothing to foster the evolution of the underlying functionality associated with the Network Layer and below,
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* As it happens, this same OS] Reference Model has largely succeeded in decoupiing and simplifying the evolutton of its
lowest layers. Below the Network Layer - which for TCP/IP is the Internel Protocol - datagrams can be transmitted over any

Data Link Layer that is known 1o two systems that are topologically [FN32] adjacent. This is se because the lowest layers,
the Physical and Datz Link Layers, aperate on a poini-to-point basis, )

Some years ago, the Duich logician Edsgar Dijkstra conceived the notion of structured programming, [FN33] By a clean
nesting of logical functionality, it was possible to contain the impact of changss to a program to a defined: scope of statements
within the program. - This greafly enhanced the reiiability of programs, and made it much easier to evolve progeams {because
a change in one part of the program was unlikely to cause unexpected and unpredictable adverse impact somewhere else).

A similar cvolution took place for database management sysfems - by segregating ﬁinctionality info various schemas, and
hiding unnecessary dekails about how those schemas implemented their *138 respective functions, the database systems
fostered greater reliability and ongoing functional evelution. .

The OSI Reference Model atternpted to apply similar principles to data networks. The functionality of the network was
broken down into seven functional layers (five for the TCP/AP world). The upper layees were associated with the application,
the lower layers with the transmission mechanism. Each layer communicated with its peer layer ju anvther communicating

system; however, each effectuated this communication by requesting services from the layer beneath it. A layer never
needed to know how the underlying layer provided the functionality.

There is no need for the entite Intemet to understand any particular Data Link protocel mechanism. A given system that
participates in the [nternet necd only understand those Data Link protocols wherchy it communicates with the systems with
which it maintains direct point-to-point communications. These systems could be said to be topologically adjacent.

These properties provide a decoupling for the lower layers of the OSI Reference Madel that is very similarin effect to that
which the end-to-end principle provides for the upper layers. New applications can be implemented as communicating
processes in any two cooperating systems. Likewise, new transmission facilities at the Data Link Layer and bélow can be

implemented ia any two adjacent caoperating systems. In both cases, the transaction costs associated with deployment are
bounded. ) '

- All of this breaks down for the Network Layer, [P. [P provides global connectivity and interoperability for the Internet.
There are, of course; ways to evolve the IP functionality of the Internet, but these tead to be complex. There is no assurance
that a change made between a pair of systems will have ne impact on other systems. There is no inherent mechanism for
information hiding within the IP Layer. Any functional evolution must bé orchestrated with exquisite caution, because there
is no guaranies that the unintended consequences of a given change will be limited.

In surm, technology evolution tends to be complex and expensive for the [P Layer, and also for ceriain other elements of the
Internet that are global in scope. Since the transaclion costs associated with evolutionary change of these clements are high,

the benefits of any proposed evolutionary change would have to be correspondingly high - otherwise, the deployment of the
proposed change is likely to stall for lack of 1 sufficiently compelling business case. : :

*139 IL. The Technology of DNS Security
There are 2 wide variety of Tntemet facilities that might logically fall within the scope of this discussion. In order to
mativals the discussion, we focusona specific constellation of potential Internet security features associated with the DNS.

This paper does not attempt to argue whether-any particular Internet securify service is in some sense essential. Rather, the
intent is to provide background on the rationale of a particular Intemet service whose relatively slow deployment might in
some sense be emblematic of a broader issue, to assume arguendo that there were some pressing requirement for deployment
of that service, and then to pose the question: What impediments to deployment are visible today, and what further.

impediments might we anticipate in the future? By conducting this thought exercise, we come o a better understanding of the
challenges that any featurre of this type is likely to encounter.

In this sense, DNS security serves merely as a.plausible proxy for any of the Internet-based services that we might have
considered.
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- A. The Domain Name System

The DNS is the primary mechanism whereby names, such as www.fec.gov, are mapped to Internct addresses, such as
192.104.54.3. The DNS has other mapping or directory functions as well, [FN34

A DNS client, which might reside in your PC, initiates a DNS request to determine the IP address of www.feo.gov. The
request might be sent to a DNS server maintained by a company or by an ISP, the firm that provides access to the Internet,

The DNS is usually thought of as representing a logical tree structure. The root of that tree is comprised of thirteen groups
of DNS servers in the United Statcs, Burope and Asin. [FN35] Below the oot are other groups of servers associated with
Top Level Domains (TLDs), which are *140 associated with the rightmost portion of a domain name [EN36] - for example,

«com, .org, of . gov. The servers respousible for .gov provide in tum pointers to the mext level down, including servers
responsible for fec.gov. . '

This tree structure facilitates delegation of authority.

B. Security Exposures in the DNS

The opening word was inscribed on the archway ali the time! The translation should have been: Say 'Friend’ and enter. I
had only to speak the Elvish word for friend and the doors opened. Quite simple. Toe simplé Ffor 2 leamed loremaster in
these suspicious days. Those were happier times. [FN37] The DNS was designed in happier times, with little or no regard for
sccurity concems, [FN38] When a DNS request is transmitted, there is no assurance that the response came [rom the desired
DINS server, nor that the information provided was valid.

If a malefactor (who somehow had the abitity to cavesdrop on DNS requests for the address of www.fee.gov) wished to
subvert the FCC's web site, they would not need to hack www.fce.gov; they could instead create their own bogus gite, and
respond to DNS requests with the [P address of the bogus site. They might not even have to block legitimate IDNS responses;
it would be sufficient to respond faster thar the [egitimate DNS servers. Users aceessing the bogus site would presume it to
be the real one. There are countless variants on this scenario, Most of them depend on one of severl underlying exposures;
[EN39] N o

*141 » There is no authentication of the DNS server, i.e. no assurance that the server is wha it purports to be;

* There is no.assured integrity of the DNS response, ie. no assurance that the message received is the same as that which
wus sent, . ’ . '

« There is no assurance that the data maintained by the DNS server was not somehow maliciously modified on the server

. before being sent. Theve is in any event no assurance that che data is correct;

* Because the NS is a logical tree, any compromise potentially impacts everything below that peint in the DNS iree.

“There is also concern- that malefactors might atternpt 1o cripple large portions of the Infemet by launching Distributsd Denial

of Service (DDo8) attacks against key DNS servers, preventing users from, reaching DNS servers. If users cannot resolve
certain domain names, then to all intents and purposes thoy are unable to tse the Intemet to access those computers. An
attack that was launched on October 21, 2002 received considerable media attention. All indications are that the Qctober 21

attacks had minimal impact; nonctheless, the attacks demonstrated that denial of service is a real threat whose impact should
not be underestimated. ' .

C. DNS Security Mechanisms

The Internet community has been aware of these sécurity exposures for many years. A number of responses have heen
developed within the Internet Engineering Task Force (IETF), the relevant standards body. Same of these are potentiaily

-more effective than others.

An gxhavstive description of these systems is beyond the scope of this paper. The reader whe desices more detail should
consult the relevant Internet Request for Comments (RFC) documents. provide a very brief summary here,

1. Domain Name System Security Extensions

'[_‘he Primary response to these security exposures bas been the development of a series of specifications for Domain Name
Security Extensions, [FN40] notably RFC 2535, that are sometimes termed DNS Security Extensions (DNSSEC). [FN4I]
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*142 RIC 2533 provides for the storage of public cryptographic keys as a new DNS resource tecord. Keys are used both (o
authenticate the data’s origin, and to assure the integrity of an RRset (a sct of DNS resource records).

The authentication mechanism depends on the establishment of a chain of trust, The chain flows from the moat of the DNS
systeta {or from some other point in the DNS tree that is by coavention assumed to be trustworthy) down to individual DNS
leaf entries. The intent is that DNS servers would intrinsically and reliably be aware of the key for the root zone, and wauld
follow trusted and authenticated entries through each: level of the DNS tree in order to reach the corect leaf. [FN42}

The creators of RFC 2535 were also concemned about the possible exploitation of negative information in the DNS -
responses erroneously claiming that a domain name does not exist. Given that the domain name space is sparse, merely
signing the entries that are present would not necessarily prove that a domain name did not exist. RFC 2535 a5 amended

* addresses this by providing for an NSEC resource record [FN43] which points to the next valid domain name in'what we can
loosely term alphabetical order.

RFC 2535 is currently an IETF Proposed Standard. This means that it "is generally stable, has sesolved known design
choices, is believed to be well-understood, has received significant community review, and appears to enjoy enough
community interest to be considered valuable.” [FN44] *143 At the same time, early operational tests have raised questions
zbout a number of important protocol details. [FN45 ‘

RFC 2535 provides for a very comprehensive any-to-any security mechanism, but it is operationally and computationally
relatively cxpensive. There is 2 natural tendency to focus solely on the incremental cost of hardware and software, but the
relevant deployment costs also include training; deployment planning, testing and staging: and ongoing operational
complexity and associated incremental expense. Initial generation of public/private key pairs is computationally intensive, as
is periodic or episodic re-signing of a DNS zone. Validation of signatures by means of public key cryptography is also
computationally intensive - far more so than private key cryptography. The use of RFC 2535 increases the length of DNS
responses, and greatly increases the size'of the DNS database. [FN46] Ultimately, the cost of increased computational power’
and server storage may be less important than the incremental expanse associated willl a substantial increase in operational

- complexity - ensuring the secrecy of the private keys, and effecting re-signing without breaking the chain of trust are justa
few examples. [FN47] )

2. Secret Key Transaction Authentication for DNS (TSIG)

A second response has been the use of TSIG to validate, for example, zone transfers {EN48] {the transfer en masse of a
possibly large *144 volume DINS data). [FIN49] TSIG serves to verify the origin and authenticity of the DNS data.

TSIG dynamically computes 4 cryptographic hash in respense to a specific DNS request, using the well-known HMAC-
MD5 algorithm. .

TSIG is felt to be a reasonably mature technology. TSIG depends on a cryptographic signature based on secret keys, and
thus depends on the sender and the teceiver possessing a shared secret  As TSIG does not provide a key distribution
mechanism, it would become unwicldy [FNSQ] if used to mutuzlly authenticate a large number of systems; however, only 2
small number of systems typically need to perform (for instance) DNS zone transfers to one another for any pasticular zone,
50 TSIG works weil enough for its intended purpose. : :

In comparison with RFC 2535 DNSSEC, TSIG entails far less computational ovethead, and does not increase the size of the
DNS database. Lewis describes TSIG as less scalable but more efficient than R¥FC 2535 DNSSEC. [EN51] TSIG provides
for authentication and integrity of the data transmitted from the point where it leaves the Irensmitting server, but it does not
authenticate the soutce data (which may have been compromised in the sending server prior to being transmitted) - in other
words, TSIG dues not provide full object security. {EN52]

D. Deployment of DNS Security Mechanisms

A number of trial deployments of RFC 2535 DNSSEC have taken place [FN53], but on the whole the system is not in
production deployment, .
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In 2 review undertaken by the IETF in December, 2000, Edward Lewis notes that “{iln 1999 and 2000, more than a half
dozen workshops have been held to test the concepts and the carliest versions of implementations. But to date, DNSSEC is
not i common use. The current collective wisdom is that DNSSEC is 1) important, 2} a *145 buzzword, 3) hard, 4)
immature," [FN54] For RFC 2535 DNSSEC, this is hardly surprising. As previously noted, the true costs of deployment are
high. [EN33]

Tn addition, RFC 2535 DNSSEC appears to suffer from many of the characteristics that, as noted in Section I of this paper,
potentially complicate deployment. It is not clear that consumers are willing to pay any premium for DNS security; [ENSS]
given that implementation costs {largely in the form of operational complexity) are significant, those who must invest to
deploy the technology will find it difficult or impossible to craft a clear business ease. REC 2535 DNSSEC is strongly
influenced by network extemality effects - RFC 2535 DNSSEC would be far more valuable to consumers when it is widely
deployed than it is today, or even than it would be if it were in modest production deployment. Moreover, because the
system depends on a chain of trust, RFC 2535 DNSSEC is of limited value until those chains are established all the way from
the DNS oot to the PC oa the consumer's desk without breaks. [FNS7] As alt of this implicitly requires the couperation of -
many independent parties, the economic transaction costs of a comprehensive deployment would tend ta be high. [FN58

By contrast, indications are that TSIG is deployabie today for zone transfers. Per REC 3130, ", . . oné component of
DNSSEC, TSIG; is more advanced that the others. Use of TSIG to protect zone iransfers is already matured to the ‘really
good idea 1o do stage’ even if other elements of DNSSEC are not.” {FN59]

Based on the discussion of trnsaction costs eardier in this paper, this is not surprising. The decision to deploy TSIG
concerns only a pair {or a small number) of communicating systems, and in most cases a busiricss relationship already exists
between the operators. of these systems. Thus, transaction costs to deploy are low, and, as we have seen, onpoing costs for
computation and storage are also modest. [ENG(

*146 IIL. Public Policy Altematives

To the extent that necessary infrastructure enhancements may not be deployed in the absence of intervention, what is the
approprtate role for governiment? ‘

. As we have seen, there is no assutance that indusiry would deploy a service such as secure DNS based solely en commercial

incentives, even assuming the best of intentions on the part of all participants. To the extent that services of this type might
be important to the security and robustness of the [atemet in the United States, this should be cause for concemn.

What role should govemment play in fostering deployment of Intemet capabilities where market forces alone might nat
suffice? How might government identify and prioritize those capabilittes where intervention is warianted {if ever)? For such
Internet capabilities as we might deem to be vital, what steps are avaifuble to private parties and to the U.S. Government (o

encourage deployment? Which are likely to be most effective? Which are likely to be least intusive, and least likely to

introduce market distortions? . ’

Most of what we have to say in this section of the paper is not limited to DNS security, and for that matter is not limited
solely to cyber security issues. The challenge of promoting the deployment of public goods that provide benefits- to the

public, but where deployment may not be warranted based solely by the workings of the marketplace, comes up in a great
many coutexis. .

- Among the options worth consideting by government as a mieans of fostering deployment of societally valuable services

where marke( incentives might not otherwise suffice are:
L. Provide leadership.

2. Help indusizy to forge 4 consensus.

3. Stimulate standards bodies to focus on relevant problems.,

4. Collect relevant statistics.
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5. Provide "seed money™ for research and for interoperability testing,
6. Support desired functionality in products and services through government's own purchasing preferences.
7. Fund the deployment of desired capabilities.

§. Mandate use of desired services. *147 An important and ovérarching consideration is that market intervention should be
avoided wherever possible, and kept to a minimum where absolutzly necessary. The Communications Act states
unarbiguously that "[ijt is the policy of the United States . . . to preserve the vibrant and competitive free market that
presently exists for the [nternet and other interactive computer services, unfettered by Federal or State regulation™ [FN61}
Henry David Thoreau stated it more tersely: "That government is best which govemns least." [EN§2]

For a somewhat more expansive comment, we fum (o a recent study from the Computer Science and Technology Boeard
("CSTB") of the National Rescarch Council of the National Academies:

[Alppropriate market mechanisms could be more successful than direct regulation in improving the security of the nation's
IT infrastructure, even though the market has largely failed to provide sufficient incentives for the private sector to take
adequate action with respect to information and network secaurity. The challenge for public policy is to ensure that those
appropriate market mechanisms develop. How to deal constructively with prevailing market dynamics has been an enduring
challenge for govemnment, which has atterapted o variety of programs aimed at stimulating supply and demand but which has
yet to amive st an approach with significant impact. Nevertheless, the committce believes that public policy can have an
important influence on the environment in which nengovernment otganizations live up to their responsibilities for security.
[ENG63] We now discuss the altemative government options in tumn, starting with those that are least intrusive.

A. Provide Leadership

There may be a tendency to overlook the simplest and least intrusive form by which government can seek to foster change:
Simply articulating that change is necessary.

It is perhaps counterintuitive that exercise of "the bully pulpit" alone should be sufficiént to influence the behavior of
industry participants and *148 other private citizens, [FN64] but there is no guestion that the simple exercise of government
[eadership bus sometimes driven important change. :

Leadership in this sense - sometimes referred to as “jawboning” - is more likely to be most effective where some of the
following factars hold: :

- Government has succeeded in articulating a clear goal that has broad public support.

* The costs assotiated with doing as the government requests are small (e-g., within the range of discretionary spending of a”

seniot or chief executive).

* The organization that must act needs to curry the favor of the relevant government agency.

B. Help Industry to Ferge a Consensug

The U.8. Government frequently i:mvides fora for discussion in erder to help industry to ieach consensus. The President's
Crittcal Infmstructure Protection Board: (CIPB} did so in meeling with the [nternet community in the course of preparing the

National Strategy to Secure Cyberspace. [FN6G5

Analogousty, the FCC encourapes the communications industry to work together to cnhance overall netwof'k robustness
through the Network Reliability and Interoperability Council (NRIC). NRIC operates under the Federal Advisory Council

Act (FACA). As a FACA, the NRIC provides advice to the FCC; further, NRIC often provides guidance regarding best
practices to LS. industry. .

In some instances, this consensus could be expressed as a document or guideline prepared by the paticipants and
embodying industry best practices. FACAs often take this approach.
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Adhering to industry best practices, as defined by a body such as the NRIC, may also serve to reduce a firm's legal liability
to possible allegations of negligence. [FNG6G} This form of government participation is *149 generally viewed as positive by
industry and by the hroader comtnuaity. It provides govemment with the opportunity to offer leadership in a minimally
intrusive way. '

This form of governunent participation provides industry with an additional benefit. Companies that routinely compete in
the markefplace are understandably uncomfortable meeting to discuss joint action, for fear that their discussions could be

* misconstrued as being anticompetitive, To the extent that the U.S. Government cails firms together to discuss specific issues’

in the public interest, antitrust concems tend to be mitigated. [FN6T}

C. Stimulate Standards Bodies to Focus on Relevant Problems

One form of industry consensus is embodied in the standards process. As described above, government could play z role in
helping industry to agree on a standard. If appropriate, government could perhaps reinforee this result by encousaging the
refevant standards body or badies to officially adopt a standard reflecting that consensus,

{n general, government would look to industry to develop solutions for the standards process. Government is not well
equipped to pick winners and losers.

“
1

For some standards bodies, notably including the International Telecommaunications Union (ITUf), formal U.S. Government
advocacy can play a crucial role in achieving adoption of a standard.

The Internet Engineeting Task Force (IETF) is the primary standards body for the Internet. By long-standing tradition, the
IETF expects standards participants to present their views as an individual expert, rather than those of the organizations that
they represent. The U.S. Goverment thus plays no formal role in the [ETF. Even in this case, however, government can
when appropriate facilitate the standards process by suppoding research ond interoperability testing and by identifying
problem areas where it appears that the public interest would be well served by a standards-based solution.

*150 D. Collect Relevant Statistics

Tn a coimpetitive communications industry, industry participants will have data about their own experiences, but no single

industry participant will necessarily have a global view. [FN68]

Govemment can collect data where appropriate to identify problems, to determiné their magnitude, and to provide a basis on
which to evaluate potential solutions. '

In determining whether to do so, it would invariably be necessary to balance several conflicting cbjectives. There may be
ompelling public interest reasons for gathering certain kinds of information; however, collecting that information represents

a regulatory burden on the companies involved. That burden should be avoided where possible, and minimized where the
datz are truly needed. .

Another tension of objectives relates to the sensitivity of data pathered. The public has a right to know information held by
the Government, as embodied in the Freedom of Information Act {FOIA} and also by various state “sunshine” acts. At the
same time industry participants have a legitimate interest in profecting competitively sensitive information, 2ad in preserving
the privacy of their customsers. Oflen, these conflicting demands have been reconciled by having a'third patty anonymize
data before providing it to the Government. [FN69] : ‘ :

. There are specific exemptions from FOIA that address specific needs. One recent report rightly observes that these
exemptions provide agencies with substantial ability to shield information of this type from inappropriate disclosure under
FOLA; [FNT0] however, that knowledge offers littls camfort to industry participants, who must consider not only whether
government can avoid inappropriate disclosure of their sensitive data, but also whether it will. [FiN71]

*151 In those instances where data collection appears warranted in support of some public policy objective, governmient can

work with industry to define the data required, to evaluate necessary safeguards on the dissemination of that information, and
then to establish voluntary reporting programs, . : ) o
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Mandatory feporting can be appropriate in some circumstances, but only where the need for the data is compelling, where
the data to be collected is well and narrowly defined, and where voluntary reporting for some reason is either inapprop;iate or
unsuccessful, : ’

E. Provide "Seed Money" for Research and for Interoperability Testing

For facilities that may benefit the public interest, but not necessarily individual users or industry participants, it may be that
no private funding source is motivated to provide initial "seed" money. Certain secirity services, for instance, tmay benefit
the public at large rather than any particular individual or company, :

Public funding (or funding by pub[i.c interest sources) may be the only practical way to foster development of such
capabilities.

Analogous issues exist with interoperability testing. - Many network services are useful only to the extent that they are
interoperable with their counterparts in other networks. These counterpart services may be implemented independently and
in competing products. Absent testing, lhere is no assurance that these implementations will interoperate correctly.

The government role in such activifies is well established and widely accepted.: For an example where this approach worked
brilliantly, see the discussion of "Funding for the early Internet - a happier case study" later in this paper. Research [FN72]
and interoperability tesling may, in addition, serve to facilitate the standards process. The IETF will not progress a standard
t6 Draft Standard status until interoperability among independént implementations has been rigorously demonstrated. {FN73]

*152 F. Support Desired Functionality in Products and Services Through Government's Own Purchasing Preferences

To the extent that the U.5. Governmeat is itself a significant user of data networking services, its buying preferences for its
own use can serve to influence the evolution of technology. :

This represents an interesting proactive lever for change.. Industry and the public tend to view this mechanism as legitimate
and non-intrusive. It alters the economic incentives of suppliers, but it works with the economic system rather than against it.

This form of intervention may be particularly useful as a means of motivating suppliers {e.g., of software) to include desired
functionality with the standard distribution versions of their products. : ’

At the same. time, it should not be viewed as a panacea. Government purchasing power may not be sufficient to drive
widespread adoption (which is still subject to thie sconomic effects of network externalities of the larger market). [FN74]
Consequendy, thete is always the risk that government ‘will pay a substantial premium in & vain attempt to fostor the
development and deployment of features and services that, at theend of the day, prove to be of limited utility.

. " A case in point is the U8, Government OSI Profile (GOSIP). A massive international standardization effort was in play in

the Eighties and into the Nineties on the part of the International Organization for Stundardization (ISO). and the
Teletommunication Standardization arm of the International ‘Felecommunications Unian (TU-T). {EN75] They were
seeking to develop an entire family of data communications protocols, based on principles of Open Systems Interconnection
{OS1). The OSI protocols reflected modern concepts of protocol layering, and a full sct of applications, including virtual
terminal, file transfer, electronic mail, direclory, and network management.

It might seem odd in retrospect that the global standards bodies and governments set out to recreate out of whole cloth
functionality that already existed. OSI was nominally open to multiple vendors and implementations, but no more so than

TCP/IP. Indeed, at the end of *153 the day, OSI provided no new Runctionality that usets found significant that was not
akready available under the TCP/IP protacol sulte.

Many foreign governments considered TCP/IP to be the creation of the 11.S. Department of Defense. Because TCP/IP had

not been created by the recognized international standards process, they considéred it inappropriate as the basis for a new,
global family of communications standards. ’
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The U.$. Government attempted to join a global bandwagon forming in favor of OS1. The National [nstitutes for Standards
-and Techoology (NIST) published GOSIP Version 1 [FN76] in August 1988, and followed year later with GOSIP Version
2. [EN77] A profile was needed because many of the OSI protocols were so specified as to permit a variety of mutually
incomgpatible possible realizations. [FN78] As of August 1990, Federal agencies were required to acquire OS] products when
they required the functionality supplied by the OSI features specified in GOSIP. There was, however, no requirement that
Federal agencies procure only GOSIP-compliant implementations for these purposes, nor was there an obligation for Federa]
agencies (o use the GOSIP-compliant implementations that they had thus prociued.

OSI protocols had developed what might have seemed to be an unbreakable momentum it the fate Eighties. The ISO and
CCITT unequivocally backed the protocols, while the Internet standards groups accepted at least an extended period of
coexistence between TCP/IP and OSI protocals. [FN79] Digital Equipment Corporztion (DEC), at the time a leading
computer manufacturer, had committed to implementing OS] communications protocols in DECNET Phase V. :

'i‘oday, however, OSI protocols serve as litile more than a historical curlesity, an interesting footnote. Why is it that OSI
protocals failed to achieve broad market acceprance?

Some have argued {and sometimes with surprising véhc:mencc) that government support was the kiss-of death for QSI
protocols. This seems, however, to miss the point. In particular, it fails to explain the *154 success of TCP/AP protocols,
which by alt accounts benefited enormously from substantial support from the U.S. Government.

Others have argued that OSI.protocols were cumbersotne, and evolved slowly, because they were developed by large
committees and because the protocol specification effort took place in advance of impfementation. (Intemet protocols, by
- contrast, would never be standardized unti] independent implementations had been shown fo interoperate.) There probably is
some truth to this assertion, and it is moreover plausible in terms of what we know of the economics of transaction costs - the

need to obtain concurrence of a great many independent parties invariably exacts costs, one way or another. Nenetheless, it
is only a part of the answer.

It st also be noted that OSI protoco! implementations tended to be significandly more expensive than TCP/IP protocol
implementations, nol anly in terms of purchase price, but also in terms of memory requirements, processing power
requirements, and operational complexity, These were certainly factors, but they may not have been decisive.

A simple and sufficient explanation flows from the economic theory of network extematities. TCE/IP implementations
were available on most platforms of interest, and the software was inexpensive or [ree in many cases, unlike OSI
implementations. The deployment of OS1 protocols at their peak probably never accounted for more than 1-2% of all traffic .
on the Inlemet.  Users were motivated to use TEP/AP, because mast of the ‘comntent that they wanted {o use or view was
available in the. TCP/IP world, and not in the OSE world. Content providers and application developers were motivated to use
TCP/IP, because the majority of their prospective users were TCP/P users, {Similar factors may have provided Microsoft
Windows with an advantage over the Macintosh and, for that matter, VIS with an advantage over Beta, as noted earlier.)

OSI protocols were starting from 2 position of zero market share. Th.cy could not fully supp_!ant'TCP/iP: protocols unless
they replaced-all of TCPF/IP's functionality; however, TCP/IP began with a huge head start in functionality. Moreaver,
ongoing investment in new functionality based on the TCP/IP protocols inevilably outsiripped that for new OSI functionality

by a wide margin, Given that OSI had no compelling inherent advantage over TCP/IP, there was never any means to reverse
this trend. .

Eventually, the requirement to procure services impieﬁwnting GOSIF  (and its companion standard, the Government
Network *155 Magagement Profile (GNMP)Y {EN80] was lifted. It was presumably recognized that 2 mandate to procure
GOSIP-compliant solutions no longer served a uscful purpose. Meanwhile, the U.S. Government had supported the evolution
and testing of OSI protocols in many ways, and Federal agencies likely paid more than they otherwise might have {o procure
functionality that they ultimately did not need and, for the most part, did not use. ’

G. Fund the Dizployment of Desired Capabilities

if deployment of a service is in the public interest, but not in the individual interest of the firms that must deploy it, and if
deployment entails significant costs, then those finms have a significant sconomic disincentive to deploy. Ina competitive,

© 2006 Thomson/West. No Claim to Ocig. U.S. Govt. Works.



3 STHTL 121 o Page L6
3 J. Telecomm. & High Tech. L. 121
-(Cite as: 3 J. Teleconmm. & High Tech. L. 121)

deregulated telecommunications marketplace, it is not clear how those firms could recapture their investment,

In those cases, it may be that the only possibility of achieving widespread deployment will be threugh some combination of
* subsidizing or funding that deployment as weil as auy associated incremental operationaf costs, or possibly by mandating
deployment, or both.

- The Communications Assistance for Law Enforcement Act (CALEA) is a case in point. [FN81] CALEA establishes carder
obligations in regard to lawful intercept of communications (e.g. wiretap). No telecommunications customer would wisk to
Pay a premium for the privilege of having his or her own communications amenable to wiretap, nor would any carrier have a

business incentive to implement ihe necessdry tools and facilities.

As a result, CALEA establishes the Department of Justice Telecommunications Carrier Compliance Fund {FN82] in an
effort to “make the carriers whole." This process has not been painfess - carriers have argued that the fund does not
adequately reimburse them for costs incurred. [ ENg3]

*156 Gevernment funding for public £oods can take any of a number of forms. It can come from generzl revenues. It can
be a distinct fund, as is the case for CALEA. It can also be a separate fund privately managed on behalf of the governiment,
as is the case for universal service. ‘

H. Mandate Use of Desired Services

If functionality were truly deemed to be essential to the public interest, and if market forces were insufficient to ensure its
deployment, then it could in principle be appropriate for governinent to mandate its deployment and use.

For the Internet, there is no obvious historical example; however, there are many examples in the history of the telephone
industry in the United States, :

One of these is the peeviously-noted CALEA. CALEA serves bath io oblige telecommunications carriers to provide the
technical means of achieviug lawful intercept (wiretap) and to provide a mechanism for offsetting their costs in doing so.
Lawful intercept is a legitimate societal need, but it does not specifically benefit an individual carrier; conseguently, it can
only be achieved to the extent that gevernmient provides the impetus, in this case by means of an explicit mandate.

Other examples of services that might have beer valikely to deploy absent government action include:
* Disabilities access to telecommunications, [FN84]

- * Provision of 911 services, and

.* Local number portability, [FN85] This is the most intrusive means the government has of driving deployment. For a
number of reasons, it should be used sparingly. [FINB6]

First, as our experience with GOSIP demonstrates, government's ability to progrosticats is limited. [FN8T7] If govemnment is
to mandate deployment and use, it must be very ceriain that the functionalily in question is traly necessary. .

*157 Second, mandating a function will generally have a tendency to distort the relevant market. Wherever possible,
market mechanisms should be prefemred over mandates, especially unfunded mandates.

Finally, there is the risk that a government mandate might lock thé industry into the use of a particular technology long after
market forces would vtherwise have obsoleted it. ’

1. Adoption of the Metric System - A Sobering Case Study

Tn considering the prospects for achieving deployment by means of government actions short of an outright mandale, it is
helpfu] to consider histarical precedents. We have already discussed GOSIP. Another example, albeit [rom a different
technological domain, is conversion to the metric system.
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In 1971, the National Burcaw of Standards published a report, A Metric America, [FN88] recormnmending "[(hat the
Congress, after deciding on a plan for the nation, establish a tasget date ten years ahead, by which time the U.S. will have
become predominantly, though not exclusively, metiic. . .." [FN89 .

The benefits of metric conversion were thought to be manifest. Recognizing this, the U1.S. Government has undertaken
significant efforts over the years to foster adoption of the metric system, [FN30] including the passage of the Mefric
Conversion Act of 1975 [FN91] and the issuance of Exccutive Order 12770 [EN92] in 1991, Nonetheless, thitty-two years
after the publication of A Metric America, it can hardly be said that the United States has "become predominantly, though not
exclusively, metric" .

In A Metriv America, the National Bureau of Standards report recognized that the United States had bcc&rx_te an isolated
island in 2 metric world, and identified the potential costs associated with that isolation. They afso attempted to quantify the
costs of conversion, and the potential benefits - largely in terms of global irade and sitnplified *158 education. The Metric
Conversion Act of 1975 expressed the advantages in unambiguous bread and butter terms:

(3) World trade is increasingly geared towards the metric system of measurement. )

{4) Industcy in the United States is often at a competitive disadvantage when dealing in interational markets because of its
nonstandard measurement system, and is sometimes excluded when it is unable to deliver goods which are measured in
metric terms. '

(5) The-inherent simplicity of the metric system of measurement and standardization of weights and measures hag led to
ajor cost savings in certain industries which have converted to that System. - :

(6) The Federal Government has 2 responsibility t6 develop procedures and techuiques to assist industry, especially small
business, as it voluntarily converts to the metric system of measurement. .

(7) The metric Sysiem of measurement can provide subsiantial advantages to the Federal Government in its own
operations. [FN93] An impartant collective effect of the Metric Conversion Act and of Executive Ordir 12770 has been fo
require that each Federal agency " . . to the extent economically feasible by the end of the fiscal year 1992, use the metric
system of measurement in its procurements, grants, and other husiness-related activities, except {o the extent that such use is
impractical or is likely to cause significant inefficiencies or loss of markets to United States firms, such as when foreign
competitors are producing competing products in non-metric units.” '

The Metric Conversion Act also attempts ta "seek out ways to increase understanding of the metric system of neasurement
through educational information and guidance and in Government publications.” The Act established a United States Metric
Board [FN94] tasked with cammying out "a broad program of planning, coordination, and public education.” The Board was fo
perfom extensive public outreach, to “encourage activities of standards organizatiens,” to Haise with foreign governments, to
conduct research and surveys, to-"collect, analyze, and publish information about the usage of metric measurements," and to

"evaluate the costs and benefits of ‘metric usage." Thus, the metric conversion program attempted, to a lesser or greater

degres, to employ essentially every tool available to government short of outright deployment funding or an explicit mandate.

[FN95

*159 These efforts undoubtedly had effect, but not as great an effect as was intended. Why. was this?

A, variety of reasons have been put forward to explain why the metric transition has not made widespread progress in the
U.S. in the past. They include lack of national leadership, reluctance to embark on such a change, and the failure of the
voluntary effort that began in 1975, The many competing national priotities and the lack of immediate and visible benefit to
a transition clearly were factors, There are political, economic, and soctal reasons to explain the apparent-slow progress and
reluctance to make the transition. [FIN96] It is not the intent of this paper to trivialize or over-simplify what undoubtedly was
a very complex process. The key point that the reader should take away from this case study is that, for certain kinds of
innovations where economic incentives are not sufficient to motivate their deployment in a free market system, there can be

no asswance that govemment actions shott of deployment funding or an explicit mandate will generate substantial
deployment. .

. Funding for the Early Intemet - A Happiér Case Study

In the case of the Intemet, by éontrast, the historic effects of direct Government funding have in most instances been

" sahutary. The originat ARPAnet, the predecessor to the Internct, was funded in the late Sixties by the Advanced Research

Projects Agency of the U.S. Department of Defense (DARPA). [FN97] )
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In the carly Eighties, DARPA funded the University of California at Berkeley to incorporate TCP/IP protocals into Berkeley
UNIX®. {FNOE] This effort produced one of the most widely used TCP/IP implementations. Berkeley UNIX was
incorporated into an emerging generation of UNIX workstations, thus fostering precisely the network externalitics cffects that
ultimately enabled TCP/IP to prevail in the marketplace...

*168 The U.S. National Science Foundation (NSF) provided initial funding for CSNET as a limited-function network for
the academic research community. The NSF then invested an estimated $200 million from 1986 to 1995 to build and operate
the NSFNET as a general purpose Intemnet backbone for the reseacch and education community. {FN99]

Most observers would apree that the modest investments that DARPA and the NSF made in the Internet have collectively
been a brilliant success. ’ :

IV, Concluding Remarks

On 2 hasty reading, this paper might be .construed as advoeating that government take an intemperate, interventionist
approach toward the Internet, :

What is called for, in the author's view, is a reasoned and balanced approach. Much has been made of the lack of regulation .
of the Initernet. [FN100} Yet the very existence of the Intetnet is a direct result of o succession of government interventions,
many of them highly successful. Among these were the initial funding of the ARPAnet, the FCC's Computer Inquiries
(simultaneously deregulating services like the Intemnet while opening up underlying telecommunications facilities for their
usc), support for CSNET and the NSFMET, and the funding of TCP/P protocol implementation in Berkeley UNIX. [EN101]
Each of these achieved important and positive results without resoding fo & regulatory mandate,

There have also been failuces of government intervention. Pethaps the miost refevant was the U.S, Government's suppoit of
OSI protocols through GOSIP and the GNMP, as described eatlier in this paper. That ultimately unsuccessful attempt to use
the purchasing power of government to promote global standards that the merketplace had by and large not demanded, likely
resulted in significant diversion of uitention and waste of resources on the part of both government and industry.

Another example was metric conversion, where the U.S, Govemment has attempted a combination of practically every
conceivable measuce short of 2n outright mandate but has not achieved the widsspread deployment that was hoped for.

*161 Government i neither omniscient nor omnipolent. Government could do too fittle. Government could also do too
much. How to know which is which? -

Two principles may be useful going forward: :
Balance: Government should recognize both the risks of -action and those of inaction, and make cautious and deliberate
choices,
Minimaliso: Government should choose to err in general on the side of less regulation rather than more. Do not attempt a
massive intervention where a less intrusive intervention might suffice. Do not intervene at all unless markets have shown
themselves to be unable to deliver a socially important cutcame. :

[ENal]. Author's current address: Federal Communicatiens Commission (FCC}, Office of Strategic Planning and Policy
Analysis, 445 12th Strest SW, Washington, DC 20554 and can be coatacted at smarcus@fce.gov. The author is affiliated
with both the FCC and the European Commission, but: the opinions expressed are solely those of the author, and do not
necessarily refiect the views of either agency. The author is deeply indebted to his collezgues Richard Hovey and Jeffery
Goldthorp, of the FCC; to Scott Braduer, of Harvard University; to Dale Hatfield, Gary Chapman and Andrew Iohnson, of

the University of Colorade; and to Scott Rose of the National Institute of Standards and Technolagy for a- wealth of helpful
and insightfiul comments.

|'_FNll. The Economist, Economics A-Z, Economist.com, available at hitp:// www.economist.com/fiesearch/Economics (last
visited May 10, 2004) (adapted from Matthew Bishop, Esscntial Economics (2004). :

[EM2]. Cf. David Isenberg, The Rise of the Stupid Network, Computer Telephony, Aug, 1997, at 16-26, available at htip://
www.hyperorg.com/misc/stupidnet. himl. .
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[EN3). The President's Critical Inftastructure Protection Board, The National Strategy to Secure Cyberspace, Diaft for
Comment 47 (2002), available at http:/fwyiw.twar.org uk/cip/resources/c-strategy-deaft [hereinafter Draft National Strategy
_to Secure Cyberspace].

[EN4). The President's Critical Infrastructure Protection Board, TiiB National Strategy to Secure Cyberspace 31 (2003),
available at http:// www.whitehouse.govipeipb/eybetspace_strategy.pdf [hersinafter National, Steategy to Secuse Cyberspace].

[ENS}. The Economist, supra note 1. They go on to observe that, “public goods are regarded as an example of market failure,
. and in most countries they are provided at least in part by govemnment and paid for through compulsory taxation.” Id.

[EN61. Cf. Christian Sancivig, Communication Infrastructure and Innovation: The Internet as End-to-End Network that Isn't
(Nov. 2002) (unpublished manuscript, available at http:/fwww_cspo.org/nextgen/Sandvig.PDF),

{EDN7}. Jeffrey H. Rohlfs, Bandwagon Effects in High-Techuology Industries 3 (2001).

[ENZ]. For a public summary of their major findings, sec Avi Freedman, Akamai Techs., ISP Working Group Internet’
Vulnerability Summary & Discussion (2002), available at hitp:/Awww.nanog.org/mtg-0206/avi himl.

[ENS]. The National Telecommunications and Information Administration (NTIA), which is a part of the 1J.S. Department
of Comnmerce, is currently conducting a Notice of Inquiry regarding IP version 6. Public comments are available at hitp://
www.ntia.doc.gov/ntiahome/ntiageneral/ipvé/commentsindex_html. The patallels to DNS securily are quite striking.

ENIQ]. Withio the network of a single service provider, differentiated services are readily achiévable.—\ in the general,
multiple-provider case, there is no significant deployment.

[EN11]. Various definitions exist in the literature. See, e.g., Organization for Economic Cooperation and Develapment,
Transaction Costs and Multifunctionality, available at hitp:// wwwi.oecd.org/agr/mfidoc/Ti ransactioncosts32.pdf (last visited
May 26, 2004) {citations omitted). [t defines transaction costs in this way: “Transaction costs are ‘the costs of amanging a
contract ex ante and manitoring and enforcing it ex post' ... 'the costs of wunning the econornic system’ ... and 'the economic
equivalent of friction in physical systems....' " Id. at 2 (citations omitted). ’

[ENI2]. Cf  Andrew Odiyzke, Conmtent is  Nat King, First Monday, Jan 8, 2001, at
http:.v’/www.ﬁrstmondny.dIdissuesﬁssucﬁ__?.lodiyzko! (arguing that ".. Meicalfe's Law does not reflect properly several other
tmportant factors that go into determining the value of 2 network, However, the general thrust of the argument... (is} vatid.").
[FM13]. Rohlfs, supra note 7. (The discussion of netwoik externalitics that follows draws heavily on Rohifs's work ).

[EN14]. Id. at 23.

[EN15], Td. at 24.

{FN16]. Id.

[EN(7]. .

[FNI18]. Id at Ch. 10.

[EN19]. Rohlfs, supra note 7, at Ch. 9.

{EN20]. 1d. at Ch. 12.

IF[*{ZI I Institute for Information [nfrastructure Protection, Cyber Security Research and Development Agenda 40 (2003),
-available at http:// www.thein.org/documentszOOLCyber_SecudtyARD_Agenda.pdf [hereinafter 3P Report].

[EM22]. ¥d. at 34-45.

1
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Decision makers lack a foindation of data about the current investment and risk levels: metrics that cxpress the costs,
benefits, and impacts of security controls from an economic perspective, technical perspective, and risk perspective; and
ways {0 predict the consequences of risk management choices.... Risk assessment and dependency modeling for cyber
security remain in an immature state with only fittle momentum in the marketplace.

id.

[EN23]. Attributed to Louis XV, king of France from 1715-1774. Some soutces instead attribule this quotation to his
mistress, Madame de Pompadour. - -

[EN24]. The evolution of the TCP/IP protocel suite was influenced by zarlier layered network architectures, and influenced
in turn the subsequent evolution of a number of those network architectures. Among the layered network protocol families
that emerged during the Seventics and Eighties were CCITT's X.25, [BM's System Network Architecture (SNA), Digital

" Equipment Corporation's DECnet, and Xerox Network Systems {XNS). Perhiaps the most influential layered network
architecture was the Reference Model for Open Systems Interconnection, usually referred to as the OSI Reference Model.
The OSI Reference Model was developed jointly by the Interational Organization for Standardization (1SO} and the
ITU/CCITT. The most readable descriptions of the OSI Reference Model appear in Hubert Zimmerman, OSI Reference
Medel - The IS0 Model of Architecture for Open Systems interconnection, 4 IEEE Transactions on Comm. 425 (1980), and
in Andrew Tanenbaum, Computer Networks (Prentice Hall 3d ed. 1996). ‘

[EN25]). Rigid adherence to protocol layering tends to impose a high overhead on protocol soltware. In realily, TCP/IP
implementations often combine layers or take short-cuts as a means of reducing this averfiead. See David D. Clark, RFC
0817: Modularity- and Efficiency in Protocal [mplementation (luternet Engincering Task Force, July 1982), at
hittp:/fwww etforg/rfe. himl.

[EN26]. J.H. Salizer et al., End-to-Bnd Arguments in Systeru Design, in ACM Transactions on Computer Systems 2, 277
(1984), available at hitp:// web.mit.edu/ Saltzerfwwwipublications/endtoend/endtoend.pdf, © :

[FN27]. Isenberg, supra note 2.

[EN28]. For an interesting cconomic nterpretation of the costs and benefits of diis ﬂéxibi]ity, see Mark Gaynor et al,, The
Real Options Approach to Standards for Building Network-based Services {2nd IEEE Conference on Standardization and’

Innovation in Information’ Technology, Oct. 2001); available at http:/fpeople.bu.edu/mgaynorfpapers/IEEE-standard-
camera.pdt. .

 [EN29]. Sandvig, supra note 6.

{EN30). Zimmerman, supra note 24 (the TCP/P protocol suite that forms the foundation of the Intemot broadly follows the
©OSI Reference Model, but with simplification in the upper layers).

[EN31]. See supra Section LE.

[EN32]. Tapology is thie branch of mathematics that deals with the interconnectivity of the vertices and cdges that comprise

geometie figures, without considering their dimensions. 1t provides a useful way to visualize communications networks and
to express their formal properties. ’

[EN33]. O.J. Dahl et al., Structured Programming (1972).

[EN34]). The DNS. is documented in a series of Requests for Comments (RFC) that were developed by the Internet
Engineering Task Force (IETF). The primary references are PV, Mockapetris, RFC 1034: Domaiin names - concepts and
facilities (Internet Engineering Task Force, Nov. 1, 1987), at http:// www.ietforg/rfe.html [hereinafter RFC 1034] (updated
by RFC 1101, RFC 1183, RFC 1348, RFC 1876, RFC 1982, RFC 2065, RFC 2181, RFC 2308, RFC 2535); and PV,
Mockapetris, RFC 1035: Domain names - Implementation and Specification {Internet Enginecering Task Force, Nov. 1,
1987), at http:// www.ietforg/cfc.html [hereinafter RFC 1035] (updated by REC 1101, RFC 1183, RFC 348, RFC 1876,
REC 1982, RFC 1995, RFC 1996, RFC 2065, RFC 2136, RFC 2181, RFC 2137, RFC 2308, RFC 2535, REC 2845, RFC
3425, RFC 3658). All RFCs are available at httpi/fwww.ietf, org/rfo.itmi. : ' . ‘
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[EN35]. Sotne of these raot servers are now mirrored in multiple focations.

[EN36]. Strictly speaking, we should say the rightmost customnarily visible portion of the domain name. The rightmost
portion is a period denoting the root itself, which is unnamed; however, this is often omitted by convention

[EN37]. LR.R. Tolkien, The Fellowship of the Ring 402 (Billantine Books 1965).

[EN38]. Cf. [3P Report, supra note 21, at iii (*The information infrastructure, taken as a whole, is not an cugineered system....
Security was not a.significant consideration at its inception, and security concems today do not override market pressures for
new uses of technology or innovation, in spite of frequent stories of hackers, criminals, and, increasingly, terrorists and
wations using or planning to use the information infrastructure as a weapon to harm the United States,").

[FN39]. Cf. D. Atkins & R. Austein, RFC _ : Threat Analysis of the Domain Name System (Internet Engineecing Task
Force, Feb. 2004), at http:/ www ietf.org/internet-drafts/draft-ietf dnsext-dns-threats-07 xt (work in progress: RFC is in
" preparation). Atkins and Awustein primarify characterize threats as (1) packet interception, (2) ID guessing and query
prediction, {3) name games, {4) betrayal by trusted server, and (5) denial of service. Id. Much work has been done over the
years to characterize threats to the DNS, notably including Steven Bellovin, Using the Domain Name System for System
Break-Ins, USENIX, (Jun. 1995), at hitp:// www.usenix.org/publications."libmry/pruceedingslsecurity95fbellovin.html.

[EN40]. Donald Eastlake U1, RFC 2535: Domain Name System Security Extensions {(Intermet Engineering Task Force, Mar.
1999}, 2t http!/ www.ictforg/rfehtml (updated by RFC 2931, RFC 3007, RFC 3008, RFC 3090, RFC 3228, RFC 3445,
RFC 3597, RFC 3655, RFC 3658) [hereinafter RFC 2535]; Donald Eastlake I, RFC 2541: DNS Security Operational
Considerations (Internet Engincering Task Force, Mar. 1999), at http:/fvww.istf.org/ofc html [hereinafter REC 2541].

[FN4i]. Ta avoid confusion, we use the term "RFC 2535 DNSSEC" to rofer specifically to RFC 2535 capabilitics. Some
sources use DNSSEC o refer only to RFC 2535, while others use it to cncompass additional capabilities, including TSIG,
secure dynamic updates (per RFC 3007), and the CERT resource record {RFC 2538).

[E1442]. This seemingly simiple assumption masks a world of complexity. For example, the root signature, like alf signatures,
should be periodically changed in case it has been somehow compromised, and also to minimize the risk of cryptanalysis. If

the key is statically -configured in every client, how can it reliably be updated? See RFC 2541, supra note 40 See also RFC
2535, supra note 40, at § 6.2,

[EN43]. ln the original RFC 2535, the corresponding RR was referred to an NXT resource record. Based on operational
experience, a number of non-backward-compatible changes were made to the DNSSEC protocols, culminating in a renaming
of several RRs and renumbering of their code poids. See S. Weiler, RFC 3755 Legacy Resolver Compatibility for

Delegation Signer (DS} (Internet Engineering Task Force, May 2004), at http:frwww jetforg/rfe.html {hersinafter RFC
3755].

[FN44]. Scott Bradner, RFC 2026: The Internet Standards Pracess -Revision 3, § 4.1.1 {Internet Engincering Task Force,
Oct. 1996), at hitp:// www.ietf.org/rfc.html [hereinafter REC 2026]. .

{EM45]. For more information on this topic, visit Ripe NCC, Deployment of Internet Security Infrastructures, at
http:/fveww.ripe net/disi/ (last visited May 26, 2004). .

[EN461, One source clatms that it increases the size of the DNS database by a factor of seven. See Paul Albitz & Cricket Liu,
DNS and Bind 308-74 (4ih ed. 2001), available at http://www.oreilly.couﬂcatalogfdnsétlchapterlchE L html

[FNAT7]. Id. at 374 ("We tealize th_at DNSSEC is a bit, er, daﬁnting. (We‘naa:iy tainted the fiest time we saw it.)").
[FN48]). P. Mockapetris, RFC [034: Domain Naraes - Concepts and Tacilities § 4.3.5 (Internet Engineering Task Force, Nov.

1987), at h!fp:f'l www.ietf org/rfo:-html [hereinafter REC 1034]. ‘RFC 1034, describes DNS zone transfers in this way:
"Part of the job of a zone admisnistrator is to maintain the Zones at all of the name servers which are authoritative for the

" . zone. When the inevitable changes are made, they must be distributed to all of the name servers. While this distcibution can
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be accomplished using FTP or some other ad hoc provedure, the preferred method is the zone transfer part of the DNS
protocol. The general model of automalic zone transfec or refreshing is that one of the name secvers is the master ot piimary
for the zone. Changes are coordinated at the primary, typically by editing a master ile for the zore. ARer editing, the
administrator signals the master setver to load the new zone. The other non-master or secondary servers for the zone
periodically check for changes (at a selectable interval) and obtain new zone copies when changes have been made.”

K.

[EN49). Paul Vixic et al., RFC 2845: Secret Key Transaction Authentication for DNS (TSIG) {(Internet Enginecring Task
Force, May 2600), at http:// www.ietf.org/rfc.himl (updated by RFC 3645).

[£M501. In other words, the two systems participating in a TSIG exchange would have to both know the shared secret throuph
some means other than TSIG itself, since TSIG contains no mechanism for distrbuting the keys. If the keys wre to be
transmitted through the Intemet, by e-mait for example, they must be protected from disclasure fo third parties. Al of this
adds complexity. Since TSIG is normally used for a bounded set of problems where a frust relationship already exists
between two systewis, the protocol designers have not feit that this extra complexity was warranted.

[EN513. See generally Edward Lewis, REC 3130: Notes from the State-Qf-The-Technology: DNSSEC (Enternet Engineeting
Task Force June 2001}, at hitp:/ www.ietf.org/rfc.tml.

[ENS52]. See Panl Vixie et al., supra note 49, at § 6.3; sce also Atkins & Austein, supra note 39.

{ENS3]. See Lewis, supra note 51; see also RIPE NCC, supra note 45.

[ENS4]. Lewis, supra note S1, at § 1.0.

[FN351. See supra Section ILC.1.

[EN563. There are also apen questions regarding the willingness and ability of consumers to cope with the complexity that
DNSSEC implies. Suppose the DNSSEC client software were to notify the consumer that the DNS pointer to 2 commercial
web site such as www.amazon.com had been cormupted. It is not clear what action the consumer should then take, since
recovery -will generally be beyond the consumer's capabilitics. In light of this ambiguity, can the DNSSEC client software

provide meaningful ard sufficient guidance to the consumer?

[EN57]. DNSSEC will be of no use to the average consumer until and unless it is available in the operating system {or the
consumer’s PC - typically Microsoft Windows™

{EN38]. Some have argued for a more piecemeal, selective approach to deploymeat, but the DNSSEC standerds do not
cutrently embrace this approach

{FN59]. Lewis, supra nate 51,

[FN60]. Unfortunately, the benefits are also madest for the reasons ‘previously noted. The threats that TSIG guards against
are generally imrclevant to the consumer mass market.

[ENGIT. 47 US.C.§ 230(b)2) (20003,

"[EN62). Henry David Thoreau, Civil Disobedience (1849), available at http:## www.cs.indiana.edu/statecrafi/civ.dis. himl

(quotation is sometimes attributed to Thomas J efferson).

[EN631. Information Technology for Counterterrorism: [mmediate Actions and Futire Possibilities 164 (John L. Hennesy et
al. eds., 2003} fhereinafter Hennesy ot al]. -

{EN64]. Cf. [3P Report, supra note 21, at 40 ("Currently, the fodetal government's approach relies on public-private

partnerships and the influence of persuasion; more rigorous analysis needs to be done on the prospects for success of this
approach.") (emphasis added). :

© 2006 Thomson/West, No Claim to Ong. U.S. Govt, Works.



R

3 JTHTL 121 : ' _ Page 23
3 ). Felecomm. & High Tech. L. 121
{Cite as: 3 J. Telecomm. & High Tech. L. 121)

[EM65]. Draft National Strategy to Sccure Cyberspace, supra note 3.

[EM66]. Potential tort liability, where a firm might be alleged to have taken less than reasonable care to secure its
infrastructure against cyberattacks is an emerging, but still largely undeveloped area of the law. See Critical Information
Infrastructure Protection and the Law: An Overview of Key Tssues (Cynthia A. Patterson & Stewart D. Personick eds., 2003),
available at http://www7.nationalacadeinies.org/cstb/pub_ciip.html [hereinafter Critical Information Infrastructure, Protection
and the Law].

[FN67). As a somewhat related cxample, the National Strategy to Secure Cyberspace recognizes the importance of
establishing mutnal assisiance agreements to help infrastructure sectors respond to cybersecurity emcrgencies. See National
Strategy to Secure Cyberspace, suprz note 4, at 24 (stating that the "[Department of Justice] and the Federal Trade
Commission should work with the sectors to addeess barriers to such cooperation, as appropriate.” (emphasis omitted)).

[EN68]. Cf Mational Strategy to Sevure Cyberspace, supm note 4, at 19 ("There is no synoptic or holistic view of
cyberspace. Therefore, there is no panoramic vantage point from which we can see attacks coming or spreading.”).

[EN63]. For example, when ii:dustry patticipants provide incident reports to Information Sharing and Analysis Centers
{ISACs) operating under PDD-63, the information might be sanitized or anonymized befors being shared with other ISAC
participants or with the government. :

[FN70}. See Critical [nformation Infrastructure Protection and the Law, supra note 66, at 25-29,

[FN?[[; Notably, the Homeland Security Act specifically exempts information about critical infrastructure vulnerabilities
provided voluntarily from FOILA obligations. Cf. President’s Critical Infrastructure Protection Board, supra note 4, at 25 (“the

- legistation encourages industry to share information with DHS by ensuring that such voluntarily provided data about threats

and vulnerabilities will not be disclosed ina manner that could damage the submitter.” This is an area of ongoing concern for
the DHS, which is working 10 “... establish uniform procedures. for the receipt, care, and storage... of crtical infrastructure
— information that is voluntarily submitted to the government:").

[EN72]. See President's Critical Infrastructure Protection Board, supra note 4, at 34-35 (explicitly recognizing the impartance
of prioritizing the Federal research and development agenda and tasking the OSTP with doing sa).

EN73]. Bradner, supra note 44.

EN74). Cf. Hennessy et al., supra note 63, at 103 ("the [T sector is one over which the faderal government has little leverape.
IT sales to the government are a small fraction of the IT sector's overall revenue, and because IT purchasers are generally

unwilling to acquire security features at the expense of performance or ease of use, IT vendors have little incentive to include
security fratures at the behest of govednment alone.").

[EN75]. At the time, this was the International Telephone and Telegraph Consultative Committee (CCITT). Sce International
Telecommunications Union, ITU Gverview - History (Feb. 13, 2002), at hittp:/f www.itu.int/aboutitu/overview/history html.

[EN76]. Approval of Federal Information Processing Staadards Publication 146, Government Open Systems Interconnection

Profile (GOSIP), 53 Fed. Reg. 32.270, 32 270-02 (Dep't Commerce Aug. 24, 1988),

(EN77]. Proposed Revision of Federal Information Processing Standard (FIPS) 146, G30OSIP, 54 Fed. Reg. 29,597, 29597
602 {Dep't Commerce fuly I3, 1989). ‘ :

[EN78 ]: There was no assurance that two independent imp]cmcntatfons of, say, the FTAM file transfer and access method
would interoperate correctly. This is much less of an issue for TCP/AP protocols, where demonstrated interoperability is a

prerequisite to standardization. It would be unvsual, for instance, for the FTP suppori in two different TCP/AP
implerneniations ta fail to interoperate correctly. '

{ENT9]. See V. Cerf & K. Mills, RFC 1169: Explaining the Role of GOSIP (Interuet Engineering Task Force, Aug. 1990), at
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http:/farwrw.ictf org/efc.html.

[EN8OY. Approval of Federal Information Processing Standards Publications {FIPS) 146-2, Profiles for Open Systems
Intermetworking Technologies; and 179- I, Government Network Management Profile, 60 Fed. Reg. 25,888-02 (Nar'l Inst. of
Standards and Tech. May 15, 1995), available at http:/f www.itlnist.gov/fipspubs/fip1 79-1_htm.

[FM&1]. Communications Assistance for Law Enforcement Act, Pub, L. No. 103-414, ‘108 Stat. 4279 {1994) {codified as
amended in scattered sections of 18 U.S.C. and 47.U.S.C.) . For a brief background on CALEA, sec FCC, CALEA, at
hitp:ffwww.fce. govicaleal (last reviewed/updated 6/10/04).

[EN82]. Communications Assistance for Law Enforcement Act § 401 (codified as amended at 47 U.S.C. § 1021 (2000%).

[ENB3]. In practice, the fund reimburses equipment suppliers. There has been to the author's knowledge only one instance
where the fund was used o reimburse a service provider. Service providers incur costs for software upgrades to deploy
CALEA, and they incur significant additional deplayment costs beyond those associated with hardware and software.

[ENB4]. 47 U.8.C. § § 225, 255 (2000},

[ENBS). Id. at § 251,

[ENBG]. Cf. [31* Report, supra note 21, at 41 ("Agpressive approaches that more fully use the powers of the federal and state
governments are also possible, but the costs and benefits are not well understood and the reasons for a, general reluctance to
regulate are well known. This statement raises the question of who is responsible for security in this information
infrastructure ‘commons’ and who should pay for it."). : -

[EN87]. Cf Hennessy ct al,, supra note 63, at 103-104 ("it is likely that attempts at such regulation will be fought vigorously,
or may fail, because of the likely inability of a regulatory process to keep pace with rapid changes in technology.”).

[ENBE]. Nati Bureau of Standards, A Metric America: A Decision Whose Time Has Come, NBS Special Publication 345,
July 1971,

N8I\ Id. at 1ii.

[ENGO]. Interest in the metric system in the U.S. actually began much earlier. John Quincy Adams considered it in his Report
Upon Weights and Measures in 1821. John Quincy- Adams, Report on Weights and Measures (1821). Beginning in 1866,
series of laws were enacted that legalized the use of metric weights and measures; and directed the Postmaster General to
distribute metric postal scales to all post offices exchanging mail with foreign countries. See Natl Bureau of Standards,
supra note 38. In fact, the U.S. became the.first officially metric country by adopting the metric standards in the Treaty of the
Meter to be the nation's "fundamental standards" of weight and mass in 1889. Id. at [4-15,

[ENSI]. Metric Conversion Act, Pub. L. No, 94-168, 89 Stat. 1007 (1975)(cadified as amended in 15 U.S.C. § 205 (2000%).

[EN92]. Exec. _Order No. 12770, S0 Fed.  Reg  35.801 {July 25, 199i), available at
hutp/fts nist govitsttdocs/200/202/pubg 14. htmifpresident, ’ . ’

{FIN93]. Metric Conversion Act, 89 Stat, 1007,

[EN94]. Td.
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[EN96]. Dr. Gary P. Carver, Nat'l Inst, of Standards & Tech., A Metric America: A Decision Whose Time Has Come - For

Real, NISTIR 4858 (1992), available at http:{/ts nist.gov/ts/hidocs/200/202/4858 htm (emphasis added). Dr. Carver was then
chief of the Metric Program at the National Instifutes of Standards and Technology (NIST).
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[ENI0QL]. Leiner et al., supra note 97.

END OF DOCUMENT

© 2006 Thomson/West. No Claim to Orig. U.S. Govt. Works.



EXHIBIT H



Exhibit T



Modulation - Wikipedia, the free encyclopedia . . ‘ hitp:/fen.wikipedia.org/wikiModulatio

Modulation

From Wikipedia, the free encyclopetiia
For the musical use of “modulation”, see modulation (music).

Modulation is the process of varying a carrier signal, typically a sinusoidal signal, in order to use that signal to convey
information. The three key parameters of a sinusoid are its amplitede, its phase and its frequency, all of which can be
modified in accordance with an information signal to obtain the modulated signal. There are several reasons to modulate a
signal before transmission in a medium. These include the ability of different users sharing a medivm (multiple access),
and making the signal properties physically compatible with the propagation medium. A device that performs madulation
is known as a moedulator and a device that performs the inverse operation of derodulation is known as a demodulatar.
A device that can do both operations is a modem (a contraction of the twe terms).

In digital modulation, the changes in the signal are chosen from a fixed list (the modulation alphabet) each entry of

which conveys a different possible piece of information {a symbol). The atphabet is often convemently represented ona
constetlation diagram,

In analog modulation, the change is applied continuously in response to the data signal. The modulation may be apphcd to
various aspects of the stgnal as the lists below indicate.

Modulation is generally performcd to overcome signal transmission issues such as to allow

» Fasy (low loss, low dispersion) propagation as electromagnetic waves

= Multiplexing — the transmission of multiple data signals in one frequency band, on different carrier frequencics.
= Smaller, more directional antennas

Carrier signals are usually high frequency electromagnetic waves.

Contents

1 Analog moditlation techniques
2 Digital modulation techmqucs
3 Pulse modulation

4 Miscellaneous techniques

5 See also

= 6 External links

Analog modulation techniques

= Phase modulation {(PM)})
» Frequency modulation (FM)
« Amplitude modulation (AlM)
» Singie-sideband modulation (SSB, or SSB -AM), very similar to single-sideband suppressed carier
modulation (SSB-5C)

* Vestigial-sideband modulation (VSB, or VSB-AM) -
= Sigma-delta modutation (FA)

Digital modulation l:efhniques
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Any [orm of digital modulation necessarily uscs 2 finite number of distinct signals to represent digital data.

* Tn the case of PSK, a finite nurnber of phases are used.
= In the case of FSK, a finite nwmber of frequencies are used.
a [n the casc of ASK, a finite number of amplitudes are used. This is very similar to pulse code modulation

Each of these phases, frequencies or amplitudes are assigned a unique paitern of binary bits. Usually, each phase,
frequency or amplitude encodes an equal number of bits. This number of bits comprises the symbof that is represented by
the particular phase. :

These are the general steps used by the modulator to transmit data:

I. Accept incoming digital data;

2. Group the data into symbols;

3. Use these symbols to sef or change the phase, frequency or amplitude of the reference signal appropriately;

4. Pass the modulated signal ¢n for further processing, such as filtering and channel-coding, before transmission.

At the receiver, the demodulator

Is passed the de-filtered and de-channel-coded signal;

. Determines its phase, frequency or amplitude;

- Maps the phase, frequency or ampltude to its corresponding symbol;

. Translates the symbol info its individual bits;

. Passes the resultant bit stream on for further processing such as removal of any emor-correcting codes.

Vo R

As is common to all digital cormmunication systems, the design of both the modulator and demodulator must be-done
simultaneously. Digital modulation scheraes are possible because the transmitter-receiver pair have prior knowledge of
how data is encoded and represented in the conununications systern. In all digital communication systems, both the
modulator at the trausmitter and the demodulator at the receiver aré structured so that they perform inverse operations.

The principal classes of modulation are:

= Phase-shift keying (PSK) .
= Frequency-shift keying (FSK) and andio frequency-shift keying (AFSK)
» Minimum-shift keying. (MSK)
= (Gaussian minimum-shift keying (GMSK)
= Very minimum-shift keying (VMSK)
= Amplitude-shift keying (ASK) and its most common form, on-off keying (O0K)
= Quadrature amplitude madulation (QAM), a combination of PSK and ASK.
» Continuous phase modulation (CPM)
= Treilis coded modulation (TCM} alse known as treltis modulation

MSK dnd GMSK are particular cases of continuous phase rﬁodulation (CPM). Indeed, MSK is a paxﬁcular case of the

sub-family of CPM known as continuous phase-frequency-shift keying (CPFSK) which is defined by a rectangutar .
[requency pulse (i.e. a linearly increasing phase pulse) of one symbol-time duration (totel response signalling).

- Often incorrectly referred to as a modulation scheme, orthogonal frequency division multiplexing (OFDM) usually takes

2of3"

advantage of one of the digital techniques. Tt is also known as discrete multitone (DMT). When OFDM is used in
conjunction with channel coding techniques, it is described as Coded orthogonal frequency division multiplexing
(COFDM). OFDM is strctly a channel aceess method and not a modulation scheme.

'Pulse modﬁlation

These are kybrid digital and anatogue techniques.

= Pulse-code modulation (PCM)
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= Pulse-width modulation {(PWM)})

# Pulse-amplitude modulation (PAM)
= Pulse-position meduation (PEM)

= Pulse-density nodulation (PDM)

Miscellaneous techniques

» The use of on-off keying to transmit Morse code at radio frequencies is known as continuous wave (CW) operation.
= Adaptive modulation,

n Wavelet modulation

See also

= Types of radio emissions
» Communications channel
= Channel access methods
= Channel coding

= Line code

» Telecommunication

= Modem

= RF modulator

5 Codec

External links

= "Data Encoding Techniques” (http:;’/www.rhyshaden.com!encoding.htm) and "Specifications for Data Encoding"
{hitp/fwww.wildpackets.com/compendiuny/FE/FE-Encod htenl) discuss the various encoding techniques that have
been used with various types of Bthernet,
Retrieved from "hitp:/fen.wikipedia.org/wiki/Modulation™

Categories: Disambiguation [ Communication theory | Radio modulation modes

= This page was last modified 13:10, 20 February 2006.

= All text is available under the terms of the GNU Free Documentation License (see Copyrights for
details).

Wikipedia® is a registered trademark of the Wikimedia Foundation, Inc.

Privacy policy .
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. Attenuation
From Wikipedia, the free encyclopedia

Attenuation is the decrease of the amount, force, magnitude, or value of something. For example,

» Inbiology, attenuation is a mechanism in the regulation of gene expression

» In ecology and geochemistry, attenuation is the ability to withhold contaminants in soil and groundwater by
various mechanisms like adsorption, difution, dispersion or biological degradation (biodegradation,
bioremediation), causing a decrease in concentration and toxicity compared to the total amount of the contaminant.
In environmental engingering and remediation this is often called natural attenuation[[] :
(http:/ftoxics.usgs.govidefinitions/natural_attenuation. html) .

In wine and beer making, attenuation is the measure of thoroughness of fermentation. It is typically givenas a
percentage number describing how much available sugar has been converted to aleohal during the fermentation
pl’OCCSS. - .
In physical occanography, light attenuation is the decrease in light itensity with depth in the water column due to
absorption (by water molecules) and scattering (by suspended particulates).

In telecommunication, attenuation is the decrease in intensity of a signal, beam, or wave as a result of absorption
of energy and of scattering out of the path to the detector, but not including the reduction due to geometric
spreading. .

In statistics, aftenuation is another term for regression dilution. See also disattenuation of corcelation coefficients.
Incomputer industry buzzwords, the word attenuation is not clearly defined
(hitp://interconnecled.org/horne/2005/10/02/atteauation_is) but gaining popularity

(hittp:/rararar. geoplace.com/pressrelease/detail asp?id=10308) .

In electronics and audio, altenuation is the decrease in amplitude of an electrical signal. Attennation is the
opposite of amplification. For example a volume control on an andio system may be referted to as an attenuator.

In Kant's philosophy, though the word attenuation is not mentioned directly, it occurs as attention 27 times, and is
L one of the most important words in Kant's Critique of Puge Reason, his Critical Tables[2]

R {(http:/fwww . bright.net/~jclarke/)

Retrieved from "hitp:/fen. wikipedia.org/wiki/A ttenuation” ROl .00k Llp'A.Ife.rtuat.ilc;; il;WlktmnﬂI)‘
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 Decibel
From Wikipedia, the fiee encyclopedia

The decibel {(dB) is a measure of the ratio between two quantities, and is used in a wide variety of measurements in
acoustick, physics and elecironics. Whilc originally only used for power and intensity ratios, it has come to be used more
generally in engineering. The decibel is widely used as a measure of the loudness of sound. It is a "dimensionless umit”
like percent. Decibels are useful because they allow even very large or small ratios to be represented with 2 conveniently
small number. This is achieved by using a logarithm.

Contents

« | Definition
= 1.1 Standards
« 1.2 Merits
» 2 History of bels and decibels
3 Uses
= 3.1 Acoustics
= 3.1.1 Frequency weighting
3.2 Electronics -
3.3 Optics
3.4 Telecommunications
3.5 Seismology
» 4 Typical abbreviations
= 4.} Absolute measurements
= 4.1.1 Electric power
=.4,1.2 Electric voltage
w 4.1.3 Acoustics
= 4,1.4 Radio power
» 4.1.5 Note regarding absolute measurements
x 4.2 Relative measurements
= 5 Reckoning
= 5.1 Round numbets
5.2 The 4. -+ 6 encigy rule
5.3 The "789" rie
54 -3 dB = ¥ power
5.5 6 dB per bit
-5.6 dB cheat sheet
» 5:6.1 Commonly used dB values
= 5.6.2 Other dB values

# 6 See also
= 7 External links

= 7.1 Converters
= § Reference

‘Definition

An intensity J or power £ can be expressed in decibels with the standard equation

Fof 10 ‘ ) . 3/6/2006 10:32 AM



Deeibel - Wikipedia, the free encyclopedia 7 http:ffen.wikipedia.org/wiki/Decibe

- Iis = 10log,, (}IE) or Pz = 10log;, (Fﬂ) :

- where Jp and Py are a specified reference intensity and power.

If Pgp is 10 dB greater than Papg then P is tentimes Po. 1 Pdp is 3 dB greater, the power ratio is very ¢close to a factor of
tivo.

For sound intensily, Iy is Lypically chosen to be 10712 W/m?, which is roughly the threshold of hearing. When this choice

is made, the units are said to be "dB SIL". For sound power, Py is typically chosen to be 10" W, and (he units are then
*dB SwiLe. -

In engineering, voltage ¥ or pressure p can be expréssed in decibels with the standard equation

. v |
Vg = 20log,q (L_;l) or pgp = 20logy, (?) 1
(! o

where Py and py are a specified reference voltage and pressure. Note that in physics, these equations are considered to
give power in decibels, and it is then incorreet to use them if the electrical or acoustic impedance is not the same at the
two points where the voltage or pressure are measured. In this formalism, decibels are always a measure of relative power
or intensity, and the value is the same regardless whether power or voltage/pressure measurements are used.

If Fug is 20 dB greater than Mypo then ¥ is tea times Fp. If Fyp is 6 dB greater, the voltage ratic is very close to a factor
of two,

For scund pressure, pp is typically chosen to be 2x1075 N/m?, or pascals {Pa) which is roughly the threshold of hearing.
When this choice is made, the units are said to be “dB SPL".

Standards .

The decibel is not an ST unit, althougly the 1ntemational Committee for Weights and Measures (BIPM) has recommended
its inclusion in the SI system. Following the SI convention, the d is lowercase, as it is the SI prefix deci-, and the B is

capilalized, as it 15 an abbreviation of a name-derived unit, the bel, named for Alexander Graham Bell. Written out it’
becomes decibel. This is standard English capitalization.

Merits
The use of decibels has thece different merits:

« It is more convenient to add the decibel values of, for instance, two consecutive amplifiers rather than to multiply
their amplification factors,

A very large range of ratios can be expressed with decibel values in a range of moderate size, allowing one to
clearly visualize huge changes of some quantity.

» In acoustics, the decibel as a logarithmic measure of ratios fits well to the logarithmic dependence of perceived
loudness on sound intensity. In other words, at all levels of loudness, increasing the decibel level by the same
amaunt creates approximately the same increase in perceived loudness — humans perceive the increase from 20 dB

t025-dB as being about the same as the increase from 90 dB to 95 dB, for example. This is known as Stevens'
power law,

History of bels and decibels

A hel (symbol B) is a unit of measure of ratios, such as power levels and voltage levels. It is mostly used in
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telecommunication, electronics, and acoustics. Invented by engineers of the Bell Telephone Laboratory to quantify the
reduction in audio level ever a 1 mile length of standard telephone cable, it was originally called the fransmission unit or

T/, but was renamed in 1923 ar 1924 in honor of the laboratory's founder and telecommunications pioneer Alexander
Graham Bell

The bel was too iargc for everyday use, so the decibel (dB), equal to 0.1 bel (B}, became more commonty used: The bel is
still used to represent noise power levels in hard drive specifications.

The neper is a similar urit which uses the natural-logarithm. The Richter scale uses numbers expressed in bels as well,
though this is implied by definition rather than explicitly stated. In spectrometry and optics, (he absorbance unit used to
measure optical density is equivalent to—1 B. In astronomy, the apparcat magnimde measures the brightness of stars
logarithmically, since just as the ear responds logarithmically to acoustic power, the eye responds logarithmically to
brightness.

‘Uses

Acoustics

The decibel unit is often used in acoustics to quantify sound levels relative to some 0 dB reference. The reference may be
defined as a sound pressure level (SPL), commonty 20 micropascals (20 pPa). To avoid confusion with other decibel
measures, the term dB(SPL) is used for this. The reference sound pressure {comresponding to a sound pressure tevel of
dB) can also be defined as the sound pressure at the threshold of human bearing, which is conventionally taken to be

2107 newtons per square metre, or 20 micropascals, That is roughly the sound of a mosquito flying 3 m away.

The reason for using the decibel is that the ear is capable of detecting a very large range of sound pressures. The ratio of
the sound pressure that causes permanent damage from shott exposute to the limit that (undamaged) ears can hear is
above a million. Because the power in a sound wave is proportional 1o the square of the pressure, the ratio of the
maximum power to the minimum power is above one (short scale} trillion. To deal with such a range, logarithmic units
are useful: the log of a trillion is 12, so this ratio represents a difference of 120 dB. ¢
Psychologists have found that our perception of loudness is roughly logarithmic — se€ the Weber-Fechner law. {n other
words, you have to multiply the sound pressure by the same factor to have the same increase in loudness. This is why the

nurmbers around the volume control dial on a typical audio amplifier are related not to the voltage amplification, but to its
logarithm. :

Various frequency weightings are used to allow the result of an acoustical measurement fo be expressed as a single sound
level. The weightings approximate the changes it sensitivity of the ear to different frequencies at different levels. The two
maost commonly used weightings are the A and C weightings; other examples are the B and Z weightings.

Sound levels above 85 dB areconsidered harmful, while 120 dB is unsafe and 150 dB causes physical damage to the
human body. Windows break at about 163 dB. Jet airplanes cause A-weighted levels of about 133 dB at 33 m, or 100 dB
at 170 m. Eardrums rupture at 190 dB to 198 dB. Shock waves and sonic boorns cause levels of about 200 dB 4t 330 m.
Sound levels of around 200 dB can cause death to humans and are generated near bomb explosions (e:g., 23 kg of TNT
detonated 3 m away). The space shuftle generates levels of around 215 dB (or an A-weighted level of about 175 dB ata
distance of 17 m).'Even louder are nuclear bombs, earthquakes, tornadoes, hurricanes and volcances, alt capable of
exceeding 240 dB. A more extensive list can be found at makeitiouder.com
(hitpe/fwww.nakeitlouder.com/Decibel%20Level %2 0Chart.txe).

Some other values:
dB(SPL} Source (with distaﬁcg}
250 Inside of tomado; conventional or nuclear bomb explosion at 5 m.
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- |Rocket engine at 30 m; blue whale humming at | m;
L 180 Krakatoa explosion at 100 miles (160 km){1]
‘ (http:f/www.makeitlouder.com/Decibel%20Level%s20Chart. txt)
150 Jet engine at 30 m
140 - |Rifle being fired at L m
130 Threshold of pain; train horn at 10 m
120 Rock concert; jet aircraft taking off at 100 m
110 Accelerating motorcycle at 5 m; chainsaw at | m
100 * {Jackhammer at 2 m; inside disco’
20 Loud factory, heavy truck at { m
80 Vacuum cleaner at 1 1, cutbside of busy street
70 Busy trafficat S m
60 Office or restaurant inside
50 Quict restaurant inside
40 Residential area at night
30 Theatre, no talking
10 Human breathing at 3 m
0 Threshold of human hearing (with healthy ears)

Note that the SPL emitted by an object changes with distance from the object. Comnmonly-quoted measurements of objects
like jet engines or jackhammers are meaningless without distance information. The measurement is not of the object's
noise, but of the noise at a point in space near that object. For instance, it is intuitively obvious that the noise level of a
volcanic eruption will be much higher standing inside the crater than it would be measured from 5 kilometers away.

Measurements of ambient noise do not need a distance, since the noise level will be relatively constant at any point in the
area (and arc usually only rough approximations anyway).

Measurements that refer to the "threshold of pain" or the threshoid at which ear damage occurs are measuring the SPL ata
point near the ear itself. '

Under controlied conditions, in an acoustical laboratoty, the trained healthy human car is able to discem changes in sound

levels of I dB, when exposed to steady, single frequency ("pure tone™) signals in the mid-frequency range. It is widely
accepted that the average healthy ear, however, can barely perceive noise level changes of 3 dB.

On this scale, the nornal range of human hearing extends from about 0 dB SPL to about 140.dB SPL. 0 dB SPL. is the
threshold of hearing-in healthy, undamaged human ears at { kHz; 0 dB3 SPL is not an absence of sound, and it is possible
for people with exceptionally good Hearing to hear sounds at —10 dB SPL. A 3 dB increase in the level of continuous
noise doubles the sound power, however expérimentation has determined that the response of the hurman car results in a
perceived doubling of loudness for approximately every 10 dB increase.

Sound pressure levels are applicable to the specific position at which they arc measured. The levels change with the
distance from: the source of the souncl; in general, the level decreases as the distance from the source increases. If the
distance from the source is unknown, it is difficult to estimate the sound pressure level at the source.

Frequency weighting

- Main article: Frequency weighting
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Since the human ear is not equally sensitive to all the frequencies of sound within the entire spectrum, noise levels 2t

S maximum human sensitivity — middle A and its higher harmonics (between 2,000 and 4,000 hertz) — are factored more

heavily into sound descriptions using a pracess called frequency weighting.

The most widely used frequency weighting is the " A-weighting", which roughly corresponds to the inverse of the 40 dB
{at I kHz) equal-loudness curve. Using this filter, the sound level meter is less sensitive to very high and very low
frequencies. The A weighting parallels the sensitivity of the buman ear when it is exposed to normal levels, and frequency
weighting C is suitable for use when the ear is exposed to higher sound levels. Other defined frequency weightings, such
as B and Z, arc rarely used. . :

Frequency weighted sound levels are still expressed in decibels (with unit symbol dB), although it is commeon to see the
incorrect unit symbols dBA or dB{A) used for A-weighted sound levels. .

Electronics

The decibel is used rather than arithmetic ratios or percentages because when certain types of circuits, such as amplifiers
and attenuators, are connected in series, expressions of power level in decibels may be arithmetically added and
subiracted. It is also common in discipiines such as andio, in'which the properties of the signal arc best expressed in
logarithms due to the response of the ear.

In radio electronics, the decibel is used to describe the ratio between two measurements of electrical power. It can also be
combined with a suffix to create an absolute unit of electrical power, For example, it can be combined with "m" for

"milliwatt"” to produce the "dBm®. Zero dBm is one milliwatt, and [ dBm is one decibel greater than 0 dBm, or about
1259 mW.

Although decibels were originally used for power ratios, they are commonly used in electronics to describe voltage or
current ratios. In a constant resistive load, power is proportional to the square of the valtage or current in the circuit.
Therefore, the decibel ratio of twa voltages ¥} and V3 is'defined as 20 log10(¥1/V2), and similarcly for cutrrent ratios. Thus,
for example, a factor of 2.0+in voltage is equivalent to 6,02 dB (not 3.01 dBI). Simitarly, a ratio of 10 times gives 20 dB,
and one tenth gives ~20 dB.

This practice is fully consistent with power-based decibels, provided the circuit resistance remains constant. However,

. voltage-based decibels are frequently used 1o express such quantifies as the voltage gain of an amplifier, where the two-
voltages are measnred in different circuits which may have very different resistances. For exarmple, a unity-gain buffer
amplifier with a bigh input resistance and a low output resistance may be said to have a "voltage gain of 0 dB", even
though it is actually providing a considerable power gain when driving a low-resistance load,

In professional audio, a popular unit is the dBu (see below for all the units). The "u" stands for “unloaded", and was
prabably chosen to be similar to lowercase "v", a3 dBv was the older name for the same thing. It wag changed to avoid
confusion with dBY. This unit {dBu) is an RMS measurement of i:oltag_e which uses as its reference 0.775 Vrpis. Chosen
for historical reasons, it is the voltage level al which you get 1 mW of power in a 600 ohm resistor, which used to be the
standard impedance in almost all professional audio circuits. :

Since there may be many different bases for a measurement expressed in decibels, a dB value is meaningless unless the -

reference value (equivalent to ¢ dB) is clearly stated. For example, the gain of an antenna system can only be given with |

respect to a reference antenna (generally a perfect isotropic antenna); if the reference is not stated, the dB gain value is not
usable. -

Optics ' ' : .

. Inan optical link, if 1 known amount of optical power, in dBm {referenced to 1 mW), is launched into a fibre, and the
losses, in dB (decibels), of each component (e.g., connectors, splices, and lengths of fibre) are known, the overall link loss
may be quickly calculated by simple addition and subtraction of decibel quantities.

Telecommunications
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In telecommunications, decibels are commeonly used to measure signal-to-noise ratios and other ratio measurements.

Decibels are used to account for the gains and losses of a signal from a transmitter to a receiver through some medium
(free space, wave quiides, coax, fiber optics, etc.) using a Link Budget.

Seismology

Earthquakes were formerly measured on the Richter scale, which is expressed in bels. (The units in this case are always
assumed, rather than explicit.) The more modem moment magnitude scale is designed to produce values comparable (o
those of the Riclter scale.

‘Typical abbreviations

Absolute measu rements

Electric power

dBm or dBraW .
dB(1 mW)— powrer measurement relative to 1 milliwate.

dBwW .

dB({l W) — same as dBm, with reference level of 1 wate.

Electric voltage

dBu or dBv ‘ :

dB(0.775 V) — (usually RMS) voltage amplitude referenced to 0.775 volt. Although dBu can be used with any
impedance, dBu = dBm when the load is 6000, dBu is preferable, since dBv is easily confused with dBV. The "u"
comes from “unfoaded”. -

dBv

dB(1 V) —(usually RMS} voltage amplitude of a signal in a wire, relative to 1 volt, not related to any impedance.
Acoustics

dB(SPL)

dB(Sound Pressure Level) — relative to 20 micropascals (Pa) = 2x10> Pa, the quietest sound a human cén hear.
This is roughly the sound of a mosquito flying 3 metres away. This is often abbreviated to just "dB", which gives
some the emoneous notion that a dB is an absolute unit by itself.

Radio power

" dBm

dB(mW) — power: relative to | milliwatt,
dBy or dBu

dB{pV/m) — electric ficld strength relative to 1 microvolt per metre.

dB({fW) — power relative to 1 femtowatt.
dBW

. dB(W) — power relative to | watt.
dBk

dB(kW) — power relative to | kilowatt.

Note regarding absolute measurements

3/6/2006 10:32 AM
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The term “measurement relative to™ means so many dB greater, or smallet, than the quantity specified.

' Examples:

= 3 dBm means3 dB greater than 1 mW.
= —( dBm means G dB less than 1 mW.
= () dBm meansno change from 1 mW, in other words 0 dBm is 1 mW.

Relative measurements

dB(A), dB(B), and dB(C} weighting
These symbos dre often used to denote the use of different frequency weightings, vsed to approximate the human
ear’s response (o sound, although the measurement is still in dB (SPL), Gther variations that may be seen are dB s
or dBA. According to ANSI standards, the preferred usage is to write L4 = x dB, as dBA implies a refzrence to an
"A" unit, not an A-weighting. They are still used comumonly as a shorthand for A-weighted-measurements,
however. '

dBd .
dB(dipole) — the forward gain of an antenna compared to a half-wave dipole antenna:

dBi
dB(isotropic) — the forward gain of an antenna compared to an idealized isotropic anterna.

dBFS or dBfs
dB(full scale) — the amplitude of a signal (usually audio). compared to the maximum which a device can handle
before clipping occurs. In digital systems, 0 dBFS would equal the highest lével (number) the processor is capable
of representing, {Measured values are negative, since they are less than the maximum.)

dBr . ‘
dB(relative} — simply a refative difference to something else, which is made apparent in context. The difference of
a filter's response to nominal levels, for instance.

dBm :

-dB above reference noise.

dBC - - .

dB relative to camier —— in fiberoptic telecommunications, this indicates the relative levels of noise or sideband

peak power, compared to the optical carrier power.

Reckoning

Decibels are handy for mental calculation, because adding them is casier than multiplying ratios. First, however, one has
to be able to converteasily between ratios and dectbels. The most obvious way is to memorize the logs of small primes,
but there are a few other tricks that can help.

Round nembers

The values of coins and banknotes are round numbers. The rules are;

. One is a round number

. Twice a round number is a round number: 2, 4, §, 16, 32, 64

- Ten times a rouxd pumber is a round number: 10, 100

. Halfa round number is a round number: 50, 25, 12.5, 6.25

- The tenth of around number is a round number: §, 2.5, 1.25, 1.6, 3.2, 6.4°

[N - P Y

_wa 6.25 and 6.4 are approximately equal te 6.3, so we don't care. Thus the round numbers between 1 and 10 are these:

This useful approximate table of logarithms is easily reconstructed or memorized.
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The 4 — 6 energy rule

To one decimal place of precision, 4.x is 6.x.in dB (energy).
Examples:

a2 40— 6.0dB
= 43— 63dB
= 47— 67dB

The "789" rule

To one decimal place of precision, x — (% x + 5.0 dB) for 7.0 < x < 10.
Examples:

70—1%70+50dB=35+50dB=85dB
75—%75+50dB8=375+50dB=875dB
82—%82+50dB=4.1+50dB=9.1dB
9.9--1%99+50dB=495+50dB=9.95dB
10.0 - ¥ 10.0+50dB=5.0+50dB=10dB

—3 dB =% power

A level difference of £3 dB is roughly double/half power {equal to a ratio of 1. 995) That is why it is commenly used as a
marking on sound equipment and the like,

Another common sequence is'1, 2, 5, 10, 20, 50 ... . These preferred numbers are very close to bemg equally spaced in.
terms of their logarithms. The actual values Would be 1,2.15,4.64, 10 ..

The conversion for decibels is often simplified to: "+3 dB means two times the power and 1.414 limes the voltage"; and
"+4 dB means four times the power and two times the voltage ™.

While this is accurate for rnany"simations, it is not exact. As stated above, decibels are defined so that +10 dB means "ten

" times the power”, From this, we calculate that +3 dBraciually multiplies the power by 10¥10 Thisisa power ratio of -

1.9933 or about 0.25% different from the "times 2" power ratio that is sometimes assumed. A level difference of +6 dB is
3.9811, about 0.5% difterent from 4.

" To contrive a more scrious example, consider converting a large decibel figure into its linear ratio, for example 120 dB.

The power ratio is correcily calculated as a ratio of 10 2 or one tillion. But if we use the dssumption that 3 dB means
“times 2", we would calculate a power ratio of 21208 _ 940 . | 0995 x 1012, giving a 10% error.

6 dB per bit

In digital audio, each bit offered by the system doubles the {voltage) resolutioﬁ, corresponding to a 6 dB ratio. For |
instance, a 16-bit (linear) audio format offers an approximate theoretical maximum of {16 % 6) = 96 dB, meaning that the
maximum signal (see 0 dBFS, above) is 96 dB above the quantization noise.

dB cheat sheet”

As is clear fiom the above deseription, the dB level is a logarithmic way of expressing power ratios. The following tables
are cheat-sheets that provide values for various dB levels.

Commonly used dB values

3/6/2006 10:32 AM



N —30dB |1/1000
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T dB level Ratio

—20dB |1/100
-10dB {1110

-3dB  |0.5 (approx.)
3dB 2 (approx.)

10 dB 10
20d8 1100
30dB 1060
QOther dB vatues

dB level Ratio
—-9dB | 1/8 (approx.)
—6dB |1/4 (approx.)
-1dB |0.8 (approx.)
1dB 1.25 (approx.}
6dB 4 (approx.)

~ 9dB 8 (approx.)

See also

‘= Bqual-loudness contour

= [TU-R 468 noise weighting

= Noise (environmental)

= Signal noise

= Sound pressure level

» Weighting filter—discussion of dBA
w Precibel magazine

" External links

What is a decibel? (hitp://www.phys.unsw.edu. au/~jw/dB.hml} )

Lindos Electronics Audio Articles (http//www lindos.co.uk/egi-bin/FlexiData egi? SOURCE=Articles)
Description of some abbreviations (http://www.sizes.com/units/decibel htm)

Noise Control and Hearing Conservation (http:/fwww.uoguelph.ca/HR/ehs/policies/10-01.pdf)

= Noise Measurement OSHA 1 (htip:/fveww.osha. gov/dis/osta/otm/otm_ji/otm,_jii_5.html)

= Noise Measurement OSHA 2 (htlp://www.cnvironmental-centcr.comlarticles/anicle138.’arﬁcle138.htm)
" = Understanding 4B (Ltep=/rwrww jimprice.com/prosound/db. him) -

Rane Professional Audio Reference entry for “decibel” (http:/fwww.rane com/par-d. html#decibel)

Hyperphysics description of decibels (http:/hyperphysics. phy-astr. gsu.edwhbase/sound/db html¥c )
Decibel Magazine (http://decibelmagazine.com) :

Converters
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® Vpeak, VRMS, Power, dBm, dBu, dBV converter ,
. (http//www analog.com/Analog_Root/static/techSupport/designToolsfinteractive Tools/dbconvert/dbconvert.html )
, = Conversion: dBu to volts, dBV to volts, and volts to dBu, and dBV . i

' (httpz//www.sengpielaudio.com/calculator-db-volt htm)
- W Conversion of sound [evel units: dBSPL or dBA to sound pressure p and sound intensity J
{http:/fwww sengpiclaudio.com/calculator-soundlevel htm)
= Conversion: Valtage V to dB, dBu, dBV, and dBm (http://www.sengpielaudio.com/calculator-volthim)
= Only Power: dBm to mW conversion (hitp://www.moonblinkwifi.com/dbm_to_watt_conversion.cfm)

Reference

# Martin, W. H., "DeciBel — The New Name for the Transmission Unit", Bell System Technical Journal, I anuary
1929. - :

Retricved from “http:/en.wikipedia.org/wiki/Decibel

Categories: Unils of measure | Sound | Acoustics

= This page was last modified 06:05, 5 March 2006,

= All text is available under the terms of the GNU Free Documentation License (see Copyrights for
details). '
Wikipedia® is a registered trademark of the Wikimedia Foundation, Inc.

.= Privacy policy

® About Wikipedia

= Disclaimers
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Value-Added Module Sy

S

LGX Compatible

ADC's Value-Added Module (VAM) Systern can now be incorporated into installed LGX fiber
frames. ADC's L.GX-compatible products encousrage lineup cansistency while improving fiber
cable management, ADC's LGX-compatible VAMS allow service providess to incorparate optical
splitters for circuit monitoring and video distribution. YAMSs can also be configured with
wavelength division multiplexing capabilities to increase transmission capacity over existing fiber
lines. Varicus input and output interface options are avaitable.

Features:

* Endlosed plug-in modules « Monitor and/or test
Optical components are protected from Enables providers to trauhleshoot networks
physical and environmental damage without forcing disruption of service

* Removable straight retainers + Custom configurations
Maintain minimura bend radius of fiber Customn splitter configurations available
patch cords and allow single fiber access upan reguest

* Flexible platform

Medules can be created for new
applications quickly and easily to meet
customer requirements
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Value-Added Module System
LGX Compatible

LGX Chassis

The 7° (17.78 cm) LGX VAM chassis is designed to fit into any open chassis location within new or existing
LGX-compatible fiber frames. it can accommodate a maximum of 12 plug-in modules, 12 butkhead plata
12 blank plates, or any combination thereof. The mounting slots are oriented vertically.

The 3.5" (8.89 cm) LGX VAM chassis is designed 1o fit into any 19" (48.26 cm) or 23" (58.42 an)
environment. It can accommodate a maximum of four plug-in modules, four bulkhead plates, four blank
plates or any combination thereof. The mounting slots are arented horizontally to allow standard LGX
plug-in modules to be used while maximizing density and minimizing rack space aliotment.

Ordering Information

‘Description i Dimensions (HxWxD) Catalog Number
7* unloaded chassis; ’ 7% x 1923 x 117 FYM-VLMT9X700-W
WANMs mount vertically; {1778 x 48.26/58.47 x 27.94 cm

accommodates up to 12 modules

Ordering Information

Description -t Dimensions (HxWxD} Catalog Number
3.5" unloaded chaésis; 3.50" x 18.76* x 11" | PYMLGXI9X350W -
VAMs mount horizontally, (8.89x 4765 %2799 cm)

accommodates up to 4 modules

www.adc,com . +1-952-938-8080 * 1-800-366-3891
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Value-Added Module. System

LGX Compatible

Video Splitter Module Ordering information

Module Option _ Splitter Type _
[5234 tnput front, output front - Split Ratio Leve| Wideband 1316 and
IR Input rear, output front 20007 Tx2 | 50750 BLANK| 1550 nm
200 12 5545 3.+ 11310 nm wavelength
. 2200:] T2 | 60/40 7| flattened

;’;g“reif‘:;:‘t"” Adapter 73000 1x2 | BERE T77[ 1550 nm wavelength
2Ug' FC ultra polish 23:0.1 1x2 £6.6/33.3 flatteied
2A | EC angled polish - ;gog y ::g ;ggg
qU_| ST ultra polish S560- 2 | 800 Output Pigtail
7| SC ultra polish 2700 1 ixz BEAS —| Length' (in meters)

741 SC angled polish 00 Example:
X - -|28Q0 ] 1x2 80710 .
8A*] E-2000 angled polish 9500-] 1x2 955 00 = No pigiail
‘LA | LX.5* angled polish 2950 | %2 9911 01 =1 meter
00 | Bare fiber 10 = 10 meters
B 2030 ix2 50/50
o ler 389006 13 33/33/33
Multimode** 490074 1x4 23/25/25725 input Pigtait
oF ST® 50/125 S300:| 1x5 20020/20020/20 T
S B e 60007 1x6_| 16.6/16.6...166 — Length (in meters)
oA | SC 50135 7000 17 | 1430437143 Example:
TR RV 3000-| 1x8 | 12.5/12.5/..12.5 00 = No pigtail
M| 5% 6257125 9000 | 1x0 | 11.1/11.17,,.11.1 01=1 meter
N iR s T AT10 [ 1x10_| 1G/10A0/...10 10 = 10 meters
N FC 625135 BULL[ 11T | 9.1/.7. 2.1 T Leave 00 for
2N | FC 507125 ciEtz | ix12 8.33/8.33...8.33 adapter aption
90 | Bore fiber D[ a3 | 7.97.97..7.7
- E114-| 1x14 714/7. 14,714 c o
F115 [1x15 | 6.66/6.66/..6.66 Number of Splitters

O_utput Connector/Adapter G116 1x16 | 6.25/6.25/...6.25 ‘A-.| Single splitter

Singlemade MI32] 1x17 | 3.25/3.125/.3.125 B8_| Dual splitter
2 | FC ultra polish C | Triple splitter
24| FC angled polish .

TIINEI ul?ra pglish Othes split ratios are available.
707 SC ultra pofish Call ADC Technical Assistance
?A‘. SC angled polen Center at 1-800-366-3891,

TEA E-ZOOO'angred oolih Ext. 73475 or visit our website
1A | X5 angled poiish at wiww.adc.com.

| 00:.| Bare fiber **Contact ADC for
multimede specifications
or Tnput Front, Input Resae, and available split ratios
. Output Front . Chitput Frort ’
Multimode** . rRONT . SRONT

“SF | 5T= 50/125

5U | ST® 62.5/125
‘9A- | SC 504125

9B | SC 62.5/125
LM | L{5* 625125
LN | LX.5* 50/125
2M | FC 62.5/125
2N | FC 504125

00 | Bare fiber

www.ade.com

+1-952-938-8080
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Value-Added Module System
LGX Compatible

Singlemode Wideband Optical Splitter Specifications

Other splitter configurations are available. Please call ADC Technical Assistance Center,
1-800-366-3891, ext. 73475, ar visit our website at www.adc.com.

&
L
w 50/50 3.13.1
= 55045 2785
(A 2200 2 60/40 2.3/4.1
{.U ' 2300 1x2 65435 35, 20047
— 2350 1x2 66.6/33.3 2.215.5 1.9/5.0
:5 2400 1x2 70/30 2.0/6.0 1.7/5.4
- 2500 1x2 7525 16/6.8 1.4/6.2
@ 2600 1x2 80720 1378 1171
L) 2760 12 5415 1.009.2 2/8.4
§ ) 2800 2 90/10 8/11.2 6102
L 2900 1x2 95/5 54.4 J4/13.2
. 2950 1x2 99/1 037225 NAMA
e 2030 22 50/50 3737 3.1/3.1
a) 3900 1x3 33/33/33 5.9/5.9/5.9 5.0/5.0/5.0
"'C'; 4900 Txd 25/35/25/25 7.47.47.411.4 B.2/6.2/6.2/6.2
sy 5360 1x5 20/20/20/20/20 B.6/8.6/8.6/8.6/8.6 71.3f1.3/7.317 373
Dt 6060 1x6 16.6/16.6/, .. 16.6 98/R898.. 98 8.1/8.1/8.1 ... /8.1
q 7000 1x7 14.3/14.3/.../143 1064106/, . /108 8.9/8.9/.../88
) ) 8000 1x8 125125/, ..125 T3N3 M3 9505 ../95
,:_U 9000 1xG MAALY AT T1.5/11.5/.../11.5 9.9/9.9/.../99
‘:j Al10 0 1071010 .. . 10 1211247, .12 10,410,447, . . 1104
mrerons Bi11 1x11 5.19.1/.../9.1 1314134 ...131 10.910.9/.../10.9
(4 c1riz 1xi2 8.3/8.3/.:./83 13.3/13.3/...13.3 113113/, . ./11.3
‘"‘:; D113 x13 13773 ...17 13.8/13.8/.../138 11L.6/11.6/,../11.6
- E114 1x14 74704 734 7| 1381387, .. M138 N8N/, . /118
Fi15% 115 6.66/6.661 . . . /6,66 145M4.5/ .. 145 124124/, .24
G116 1x16 6.25/6.25/ . .. 625 149149/, ,.149 12.6/12.6/...12.6
> M132 1x32 3.13/3.13/ ... 3.13 18.518.5/. . .18/ 15.8-"15:8.". .. 158
0
— * Does not indude connector loss. See table an the tollowing page or call ADC Technical Assistanca Center,
! 1-800-366-3801, ext. 73475,
ok Maximum Insertion Loss -
0 Maximum insertion loss is the upper limit of insertion lass for the ceupler and applies over tha entire
° wavelength range specified in the bandpass..
- Typical Insertion Loss .
o Typical insertion loss is the expecied insertion loss value for the coupler measured at the specified center
— wavelength {i.e., 1310 nm and/or 1550 am).
™

www.ade.com . +1-952.938-8080 . 1-800-366-3891
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Value-Added Module System

Singlemode Optical Splitter Specifications

MATERIAL
Fiher: Corning SMF-28
o Jacket: 0.900 mm hytref tube
s Hausing: Stainless steel tube
L
"‘:"-‘ GPTICAL
}fﬁ Bandpass
= Wavelength 1: 1260/1360 nm
L Wavelength 2: 1430/1580 nm
iy Directivity: S5 dB minimum
; Reflectance: < -55 dB
-f"::,; Polarization Stabitity: .5 dB maximum
(& MECHANICAL
{:’1 Cable Retention: .45 kg (1.0 Ib.) maximum for .25 mm and ,900 mm fiber,
= 1 kg (2.2 [bs.) maximuen for cabled fiber assemblies
el Flax: 300 cydes; .45 kg {1.0 Ib.) maximum foad (fiber cable only}
Tuvist: 100 cycles; .45 kg (1.0 Ib.) maximunm load (fiber cable only)
T Vibration: 10-55 Hz par FOTP Il condition |
23 Tmpact: 8 drops from 1.5 meters
s, Flammability: All matenials used in fabrication of coupler housing meet
e . UL 94, Level V4 requirements
T ENVIRONMENTAL ‘
"‘:'J.r' Humidity: 336 hours, 60°C at 95% relative hurmidity
i ) Thermal Aging: 336 howrs, 85°C
o Temperature Cycling: 33& howts, -40°C to 85°C
‘ o
. 5 .
S Singlemiode Optical Connector Specifications
INSERTION LOSS RETLIRN LOSS
(dB) (dB)
= . -
7 ‘Ultra Polish 0.3 dB maximum 57 d8 minimum
-t PC Connectors: (.15 dB typical
- Angled Palish 0.5 dB maximum 65 dB minimum
o Connectars: 0.2 dB typical
o0
»
~

www.,adec.com

+1-952.928-8080

1-800-366-3891
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Value-Added Module System
LGX Compatible

WDM Module Ordering Information

Demux Port
Pigtail Length

tength® (in meters)
Exampile:

00 = No pigtail

01 =1 meter

10 = 10 meters

Mux Port
Pigtail Length

Length® (in meters)
Example:

00 = Mo pigtail

01 = 1 mater

10 = 10 meters

1 Leave QO for
adapter option

Wavelength

Configuration
o] MUX frant, DEMUX front . Module |
) MUX raar, DEMUX front Configuration
N A’s| Single
8 | Dual
C | Triple
Mux Poct
- Connector/Adapter
"2U° ] FC ultra polish WDM Type (L, &)
‘24| FC angied polish A.. ] Undirectional multiplexer
AU | ST* ultra polish C '} Undiréclional demultiplexer
7U-| SC ultra polish E | Bidirectional LTx/ARx -
7A-1 SC angled polish G | Bidirectional L. Rx/A.Tx
"8A ] E-2000 angled polish. 1|45 dB isolation, pass 1310
LA -} 1X.5° angled polish K ] 45 dB isolation, pass 1530
00| Bare fiber L. | (Dual only) unidirectional
| muitiplexer, undirectiunal
- | dernultiplexer*
Demunx Port M | (Dual only) bidirectional
Connector/Adapter 1A TwhRx, bidirectional
20| FC ultra polish AT R

2A | FC angled polish

4U | ST* ultra polish

- 7U.| SC wltra polish

* WDM Type “L" inciudes

7A | SC angled polish

{1} unidirectional multiplexer

-8A | E-2000 angled polish

(standat isalation) and

LA"| 1X.5° angled pofish

{1} unidirectional demultiplexer

-00;| Bare fiber

{isolation specificd by next character)

aticn féronges the mulfipléxed
twio ‘optical Signats coaxist on one fib
ces the densitiplexi sidé of the

pears Gnits own fiber-Both :
saiisble as shown below, [ 7

RECIRECTONAL TRAHSMSSON

www.adec.com

+f-952-938-8038¢ .

1313 . .
- L . -
fmm o 1310 1550
3 PEIARC - ppng - MLUX
5™ T T ]
.. 1310
130 1550
M7 pr

1550

A 11310 (Y 1550(0)

1533 (Y1557(A)

B
E | 1550 (L¥1625(%}
LB 13H0 (AW T8250A

tsolation

;| Standard

High

it Very high

1-800-366-3891
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Value-Added Module System
LGX Compatible '

p dux Front, Mux Rear,
2. Demux Front Deiniux Front
REAR FRONT REAR . TRONT
Dem ————— bemux
Dtk M WD Dot
Belun

¢ +7-952-938.8080

1-800-366-3891
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Cable Retentionm:

Value-Added Module System

LGX Compatible
Singlemode WDM Specifications
MATERIAL - '
Fiber: Corning 5hF-28
Jacket: 0.900 mm
OPFTICAL
Uniformity: 1.0 Log2N {where N = number of charnels)
Polarization Stability: (.5 dB maxinuen
Bandpass: {see table belaw)
Insartion Loss: {sce table below)
Reflectance: <-55 dB
Isolation
MNear End: 55 dB
far End: {see table below)
. MECHAMICAL

.45 kg (1.0 i) maimum for 250 mm and 900 mm fiber;
1.0 kg (2.2 ts.} maximum for cabled fiber assemblies

Flex: 300 cydes; .45 kg (1.0 Ib.) maximum load {fiber cable anly)
Twvist: 100 cydes; .45 kg (1.0 Ib.) maximum load {fiber cable only)
Vibration: 10-55 Hz per FOTP Il condition |
Impact: 8 drops fram 1.5 meters
Flammability: All materials used in fabrication of the coupler housing meet!UL 94,
Level Vo requirements
ENVIRONMENTAL
Humidity Resistance: 336 hours, 60°C at 95% relative humidity
Thermal Aging: 336 hours, 85°C

Temperature Cycling:

336 hours, -40°C to 85°C

1310/1550 nm PASSBAND MAXIMUM INSERTION LOSS*] MINIMUM 1SOLATION
(nm) (dB) {dlB}
Multiplexer/Demultiplexer: 1310 = 20 nmand 1550 + 20 nm 0.3 15
High 1salation Demuitiplexer: 1310+ 20 nmand-1550 + 20 nm a7 30
Very High Isolation
_ Dermultiplexer: 1310 +: 20 nm and 1550 = 20 nm 1.0 45
\Wavelength Filters: 1310 3 20 nm and 1550 = 20 nm 0.3 15
153371557 nm .
PASSBAND MAXEMUM INSERTION LOSS* | MINIMUM 1SOLATION
_(am) (dB) . {dB)
Unidirectional Multiplexer: 1533 £3 and 1557 +3 nm‘ . 0.9 /A

High Ysolation
Undirectional Multiplexer
or Bidirectional
Multiplexer/Demuitiplexer: 1533 +3 and 1557 +3 nm 1.8 20
Vety High ksolation ’ ’ . )
Undirectional Multiplexer
or Bidirectional

Muitiplexer/Demultiplexer: 1533 +3 and 1557 23 nm 21 35
Filter Passing 1533 nm: - 1533 +3 nm 0.9 i3
filter Passing 1557 nm; 1557 +3 nm 02 N 13

* Maximum [nsertion §Loss does not indude connector loss. Sea pages 4-5 for connector
specifications and definitions.

www.adec,com .

+1-952-938-.8080 . ,1-800-366-38
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Value-Added Module System

LGX Compatibie

Monitor Madule Ordering Information

Input Connector
Type Singlemade

2U-d FC ultra patish

:2A 1 FC angled polish

44 | ST uitra polish

- 7U-{ SC ultra polish

7A. | SC angled palish

" §A7] £-2000 angled polish

LA | LX.5* angled polish

00 -} Bare fiber

Multimode** or
SF_| ST*50/125
-5Y § ST* 62.5/125
54 | SC 50/125
9B | SC 62.5/125
EM™ | LX.5* 62.5/125
LN-] LX.5% 500125
2M o FC 52.5125
2N | FC 501125
00 .| Bare fiber

Output Connector
Type Singlemaode

Number of Circuits
por VAM

i

1 circuit

S

2 circuits

-3

3 circuits

Split

Ratio

JA

90/10

;| 95/05

50/50

80/20

75725

70/30

60/40

=[] |m|m|o|e

Mon
Type

2U 3 FC uitra polish

2A. | FC angled polish

“4U)f ST® uitra polish

7U-| SC ultra polish

" 7A.] SC angled polish

8A -1 E-2000 angled polish

LA-{ DX.5° angled polish

00 { Bare fiber

or

Multimode**
SF | ST® S0/125
5U | ST 62.5/125
9A | SC 50/125
9B '} SC 62.5/125
LM | 1X.5®% 62.5/125
i | IX.5*50/125
2M 1 FC 62.5/175
2N, | FC 50/125

00 .| Bare fiber

www.,adc.com .

1 8901

itor Connector
Singlemode

Monitor Pigtail Length
Qutput Pigtail Langth

Input Pigtail Leagth

— 2U

FC ultra palish

FC angled polish

ST* ultra polish

SC ultra polish

SC angled polish

E-2000 angled pelish

LX.5* angled polish

Bare fiber

Multimode** |

ar

ST* 50125

5T® 62.5/125

SC 50/125

5C 62.5/125

1 EX5*62.5/125

LC5* 507125

| FC 62.5/125

FC 507125

Bare fiher

+1+952-938-8080 .

Length* (in moters)
Example:

00 = No pigtaii

01 =1 meter

10 = 10 meters

t Leave 00G for
adapter option

Module Style

Cross-connedt customer
premises .
3| Dual moniior cross-connect
J_Dual monitor cross-connect
ke Dual monitor

2 Customer premises

Single monitor cross-connect

* See detailed spiitter and connector
specificatians on pages 4-5.

Contact ADC for multimede
specifications and available split ratios
at 1-800-366-3891, Ext. 73475 or visit
our website at www.adc.com.,

1-800-366-38¢81 9



% | ‘Value-Added Module System
- 1GX Compatible ‘

Customer Premises

Dual Monitor & Dual Monitor
Monitor Module

Cross-Cannect Cross-Connect

Dual Monitor
Crass-Connect

Customer Premises m Single Monitor
Monitor Mochle Cross-Cannect -

k www,ade.cam +1-952-938.808¢0 1«800-366-32891
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IP Analysis ~ tools to analyze network and custr—er traffic: Narus

T TP TEI T T T e T

SOLUTIONS -

IP Security

» NarusSecure

IP Monitoring

» NarusLI

= NarusDA

» NarusForensics

IP Analvs-s

» NarusAnalyze

» NarusView

NF\HUS 1P
PLATFOAM

PRESS ROOM

ABOUT NARUS
GGNTACT

RESEAHCH
FELLOWS

http:llwwwnarus.conﬂso[utiunisﬂ?analysis. htm

Home » Solutions

IP Analysis

One distinctive capability that Marus is known for is its ability to capture and
collect data at true carrier speeds. Every secand, every rmnute and
everyday, Narus coliects data from the Jargest networks around the workd,

To caomplement this capahihtv, Narus provides analytics and reporting
products that have heen deploved by its customers wor[dmde. They invoive
powerful parsing algorithms, data agaregation and filtering for delivery to
varfous upstream and downstream operating and support systems. They
also involve correlation and asscciation of events collected from numerous
sources, received in multiple formats, over many protocols, and through
different periods of time. All of this is displayed in interactive and intuitive
graphical user interfaces.

NarusAnalyze

NarusAnalyze provides the real-time ability to capture, analyze and correlate
tayer 3 to Layer 7 network and customer data and generate statistics,
reports and information that enable key business decisions.

NarusAnabyze includes VoIP Analysis, an enhanced offering that is !1elp|ng
global carriers understand and address the impact of VoIP traffic on their

business, and empowers them to generate revenue out of VoIp bypass
traffic.

MarusView

NarusView delivers a 360-degree view of netwark systems, services and
customer activity through a powerful interactive tool that provides business
metrics, visual multi-dimensional analysis, reporting, presentatlon
monitoring and alerting capabilities,

Customers
» WU.5. Cellular uses NarusView's powarful analysis and drill down

capabilities to maintain a competitive natwork and create a
marketing advantage.

* Telecam Egypt uses NarusAnalvze to detect and manage traffic
on their network in real tme.

Learn more » NarusAnalyze | NarusView

Carrier and governr
networks rely on Na
to provide them the
to analyze their netu
and customer traffic

HOME - SOLUTIONS - HARUS IP PLATFORM - PRESS ROOM - ABOUT NARUS - CONTALT - RESEARCH FELLOWS

©1998-2045 Narus, Inc. All rights reserved. Narus@® is a registered trademark of Narus, Inc,
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[P Platform behind the fargest,

Configurable IP Platform f
Network Analytic

NARUS presentation to SCAMPT
Georg Poll/Andrew Cockburn

May, 2004

NARUS®



Carrier Class IP Platform for the largest,
profitable networks in the world

- Customer IP Solutior

I

“Total Network View” NARU S
decision making through I

Revanue Viswafzation

ol || Moviunied | i | I 252 the real time collection
eton (|| “Geae i| Ecpone [ and analysis of one
H i Sl MMM packet to billions of
: ' packets across multiple
networks

Customers and Partners
extend NARUS’ IP

Width

L Platform with TP -
B DATACRAFT ‘Application including T e T
T Mohiler % AT ~ Mediation, Security, and 1
Gt more fom i : . Others .

ki NEC

77, OWhalislt A yuald
Telecom Egypt

Proprietaty ana Lonnagential



Narus Product Configuration -
Technical View.

Proprietary and Confidential



STA

Pratocol Prntacot
Ana]ysns £ Analysns

Narus Virtual
Analfyzer Engine

agueulopeg [
‘Bujjunasoy,. &

Netwark Interfaces
1006T, GIgE, 0C-3, 0C-12, 0048

Network Sources
Flow, SNMP, Logfile, CDR

s Extracts information from network
devices and service elements
using standard protocols

» Network transparent collection and
semantic analysis of traffic '

. Captures detailed, protocol-speuf‘c data - SNMP
in addition to collecting standard data N \ég;_:e Mediated CDRs
- LDAP

. Interfaces directly to the network using
Narus Semantic Traffic Analysis™

« Highly configurable with the Narus
technology

VA Toolklt

R L R e P T P P T T PP Y TP LPFIRY PETTEPTYTPERTH

Proprietary and Confidential



« Extracts information directly ‘

off the wire g

= Not a sniffer: session £

) madeling and reconstruction g

-« Detailed visibility into user 5

- traffic £
* Network transparent, non-

Pratacal |
Analysi

) P:cuurau(eu_

TCP/UDP Analysis

intrusive ' ’

Network Interfaces
100BT, GigE, 0C-3, OC-12, 0C48

Vendor and protocol independent: IP standards based
Highly tuned appliance: 300-500Kbps
Network efficient: 95-99% data reduction

Network transparent collection and semantic ana

traffic
Proprictary and Confidential

lysis of



Nrus LogicServer

Web Sites Web Sites Topi0 ~ .
‘Billable = Free - WebSites -

|
[
9 &
w
& Q
Z 5
Q
-t

Executes Narus RuleSets in real time
e RuleSets represent the desired business rules
» Event-driven, in-memory, data-flow engine

» High-performance, low-latency, on-the-fly
analysis

Proprietary and Confidential



‘Narus Developer’s Studio

«Flexible Aggregation and
" Filtering
—~ Arbitrary keys and time intervals
~ Caoncentrator: muitiple in, single out
— Splitter: single in, multiple out
— Boolean XOR, NAND, IOR
- Relops =, i=, <, >, =>, =<, i<, 1>
«Merging multiple instances as
defined by arbitrary key values

— Within single or multiple data
streams

- Same or different classes of data

~Categorization
- Logicat “Case” structure
~ Based on object attribute value, or
function output
«Correlation

- Create linkages between
asynchronous data streams and
other data sources

— RADIUS, DHCP, LOAP, Database,
DNS, Flat Files...

Create, modify, extend analysis to meet
expanding needs and address new services

Proprietary and Confidential



NARUS Enabled IP Appllcatlons

e o Sty AL o f A

L

— Infrastructure Protectlon

3

g r““‘— Lﬁ?ﬁeé'“"ln"te[hgenm’ i i
i ~ OEM Appfr atlons b

B ol E 0 E

C - N 7

Customer IP Solu’uon reference designs

Proprietary and Com‘“ dential



Postpaid Billing

= Narus System configuration for billing for
value-based data services

Facilitates rapid revenue capture

Speeds service deployment

Ensures proper ongoing billing plan management

Leverages exXisting infrastructure
« Uses production 3" party billing applications
« Interfaces with any number of network elements

» Flexible information
processing

- Multiple billing plan variants

« Total volume or volume per
consumed application

« Quantity of events
» Detailed content usage
- Enables rapid changes as user
trends change

Proprietary and Confidential

|

Volume:




Proprietary and Confidential

= Narus System configuration to provide
revenue assured prepaid data service

- Focuses on the customer experience
- “Soft Landing” - subscriber redirection
— Flexible enforcement mechanism

— Ensures access to selected “free” sites, even with a zero
balance

— No impact on un-enforced quahty of service

— Immediately brings customer back to where they were
enforced after exhausted balance is updated

- Enables single balange
source for converged

offerings
-~ Voice and data
~ Prepaid and postpaid




Fraud

Narus System configuration to detect and -
manage fraud
— Designed for mobile networks

— Captures usage data for delivery to a central database
« Integrated with Business Support Systems

— Analyzes IP traffic by content and categorizes the
applications being used
« Key features
- Information an customers’ service usage
— Assistance with-network optimization
— Alarm generation as thresholds arereached
— API to common reporting tools

T - ! b T ’
COTEDR 1308 140 9543 160% 47037 ©e3 W03
Oae

Proprietary and woniueriua



Policy Management

~ Narus system Configured for Real-time

network analysis
— Normalizes across large networks, carrier grade

- Determines usage patterns

— Collects and categorizes network usage from Network to
Appilication layers

— Programmable event and policy management system
: — Programmable Full Packet Capture for forensic analysis

~ Visualization of activities, Real-time event notification and
actions :

« Enforces usage policies

- Programmable policy management
for enforcement

Proprietary and Confidentiat



IP Infrastructure Prte_ctio'n

Narus system configured for Real-time

network analysis
— Normalizes across large networks, carrier grade

- Determines anomalous traffic for ensuring
continuous network throughput

— Collects and categorizes network usage from Network to
Application {ayers

— Programmable threat detection, unauthorized use

- Baselining of normal network activity, alerts for anomalies

- Programmable FPC for Forensics analysis

- Visualization of current -
historical activity,
baselines and anomalies

= Enforcement

— Supports mitigation
techniques

Proprietary and Confidentiaf



IP Platform for the largest, most

_______Profitable Networks
Productlon Proven | | NARU S
— Tier-1 carrier-grade solutions‘suite
- Installed worldwide in multiple configurations
~— Industry-leading mediation and security

offerings

= Flexible and Scalable
—~ Component and module approach allows flexible
and scalable customer specific implementations

~ Standard ability to create and manage highly
differentiated mediation and security services

High Performance

- Industry leading benchmarked performance,
' processing 10s of billions of events per day

. — Real-time IP data collection and interactive

enforcement : ~ | 14
Pmpnetary and Confi dentfal - .

g’
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NARUS

Unified IP Management & Security

Using the Narus IP
Platform to Manage and
Secure VolP Services




.

Introduction

VolIP is one of many iP based service that Narus can help manage using the Narus IP Platform.

The Narus IP Piatform provides a “folal netwark view” of the netwark traffic, giving IP Carriers visibility
into what setvices are being used on their natwork, focusing on four functions that are critical to any
carrier business — P Analysis, {P Security, IP Monitoring and 1P Mediations R —
Using the Narus IP Platform carriers can manage and secure the VoIP services in their network,
.Designed as a multi-tiered and modular architeciure, the Narus IP platform can gather and provide
highly granular informatian about each and every VolP session, in real time, across a farge Tier 1
carrier network. This data can be used to create, manage, and protect revenue for the carrier. -

Managing and ‘Securing VolP

The flexibility of the Narus P Platform allows carriers to create any application they wish; the common
uses of the Marus [P Platform ta Manage and Secure VolP services are:

«  VolIP Analysis — understanding the Vol traffic, and details including calling and called party,

type of service (SIP, Skype, efc.), gateways used, calling and called party, IP addressed, and
more . )

*  VolP Security — identification of general traffic anomalies, as well as protocol violations

* . VolP Monitoring — targeting and reconstructing (playback) Vol traffic in either a Lawful
Intercept (CALEA) mode, or a Directed Analysis {surveillance) mode. MNarusForensics allows
the replaying of VoIP trafiic for standards based protocols.

*  VolP Mediation — generate revenue from VolP lraffic.

The uses of Marus P Platform for VolP are shown in the table below:

Narus provides henefit in alf functions

9405 Narus, Inc - all rights reserved



Narus IP Platform Functionality

The Narus solution is multi-iered., Within the platform are the first two tiers; the third tisr is the
application that the platfiorm is enabling. The two Narus tiers or layers are:

« Colleclion
-« - Processing

Collection :

" The collection layer in the Narus solution consists of High
Speed Analyzers which connect to the nelwork at the
points where the {raffic to be monitored can be most
efficiently accessed. The Narus HSA's are passive and
as such have zero impact on the service delivery. The
HSA's analyse each and every |P packet looking at the
Q8Sl layer 2 to layer 7 data and extract layer 4 flows and
layer 7 application data for every IP session. Appropriate
layer 4 and layer 7 data is packaged up and passed (o
the downstream processing layetr as Narus vectors.

Processing

‘The processing layer in a Narus deployment is the LogicServer. The LogicServer process runs
RuleSets which are programs that apply the business logic fo the Narus vectors passed by the
collection layer. There are a number of standard RuleSets with the Narus product, plus a SDK that
allows customers to modify these, or write custom RuteSets. One or more instance of the VolP
rulesets are used o manage and secure VolP

-VolP IP Management and Security Applications

Through vector analysis and ruleset processing the Narus P Platform provides carriers the
information they need to know about VolP services. The table below shows some of the comman .
information carriers need to effectively run their business.

+  VolP Volume over time

+  VolP Percentage

+  Volume breakdown — all VoIP volurhe;s broken down by protocol
+  Gateways used by VoIP services

- Calllength ‘

= Average cali length

. Ca!l direction by number

+  Call direction by letgth

+  Call direction by volume

+  Originating Country by number of calls

. Qriginating Country by tofal duration of calls
» International vs. Domestic calls

«  Originating iP vs, Galeway by durétimi

» Terminating IP vs. Gateway by duration

¢ ° Latency / QOS '

*  Username

9106 MNarus, [n¢ - all rights reserved



Use of the Narus 1P Platform and VolP Capabilities

Narus addresses the need, no matter the Vol services, that the carder or service provider is offering.
The below chart highlights the common uses of the Narus 1P Platform Volf capabiliies based on the

type of carrier or service provider.

Uses of the Narus IP Platform

For more information please visit www.narus.com

Or call Narus headquarters in Mountain View CA at 650 230 9300

9/05 Narus, Inc - all rights reservad
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Marus {P Platform: The Platform managing the cirwd : Narus : . http:/fwew.narus.comyplatform/index. htm

Home »

Narus IP Platform

The Narus TP Platform provides:

Narus provides the only

» Stateful, Real-Time analysis of all of the traffic, system that delivers all
Layer 3 to Layer 7 the furctions that carrier
.. « Ability to target, capture and reconstruct any session class nefworks require —_
RESEARCH » Distributed and scalable, multi-tiered model Security, Monitoring
FELLDWS « Correlates data from multiples sources, including the nebwork, bld . . ’
. y Analysis, Mediation,
authentcation, and customer records, allowing network managers ta
analyze traffic and spot trends acraoss the entire network. —sealable to OCi92 /
+ Scalable across large netwarks at speeds of 10G to meet the
100baseT to 106G / 0C192 : requirements gf today's
* Development kit allows customization, to meet any carrier’s nenworks. :
appllcation requirements e e e rmm e
The system is the only carrier class solution that allows customers to _Ea;raj;‘lé“ T

instrument thelr netwarks once te implement multiple applications. Carriers
using the single Narus platform achieve competitive advantages through Click to enlarge:
the quick, effective implementation of applications to:

PROTECT their networks by detecting anomalous events
including worms, viruses, DOS, PDOS and other unwanted traffic
or malicious attacks : .
MONITOR and fully recanstruct IP teaffic for lavdul intercept,
surveillance and traffic forensics

.

ANALYZE traffic in detall for network planning, marketing, and Download
real time managemeng purposes

) Narus Backgrounder (PDF)
MEDYATE traffic for content and usage-based billing . b e

- The Narus IP Platform is the only single solution that enables carrier’s focus
on the applications that run thelr business.

HOME - SOLUTIONS - NARUS IP PLATFORM - PRESS ROOM - ABOUT NARUS - CONTACT - RESEARCH FELLOWS TOP ~

©1998-2005 Narus, Ine, All rights reserved. Marus® is a registered trademark of Narus, Inc.

3/6/2006 10:40 AM
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NarusForensics: Security intelligence for Carriers Law Enforcement and...

Iofl

» NarusSecure

IP Monitoring

IP Analysis

» NarusAna[yzé

» NarusMediate

MNARUS 1P
PLATFCAM

PREES RO0M
ABOUT NARUS

CONTACT

RESEARCH -
FELLOWS

HOME - SOLUTIONS - NARUS IP PLATFORM - PRESS ROOM - ABOUT NARUS - CONTACT - RESEARCH FELLOWS

Heme » Sofutions » 1P Monitaring

NarusForensics

htseffwww.narus.com/solutions/NarusForensics. htm

NarusForensics Is used for carrier-class investigative analysis, régulatery
compliance and incident response. NarusForensics delivers prompt, solid

and actionable security Intelligence to Carriers, Law Enforcement and the
Intelligence Community,

Key Features

» Reconstructs and renders IP data captured with NarusDA (Directed

Analysis}, Narusly {Lawful Intercept) or obtained from other data
sources

@ Visualty rebuilds or renders web pages and sesslons

¢ Presents e-mail with the header, body and attachments

© Plays back streaming video ¢r a VoiP call web session or
other interactive medium

* Creates an organized log of all network activities and interprets
them into 4 format that usars easily understand
© Reduces investigation and analysis time fram weeks to hours
@ Increases productivity exponentially

Key Benefits

» Quick and easy incident respénse:
© Corporate, criminal, and inteltigence investigations
@ Provides understandable and forensically valid svidence
2 Rapidly discover and produce actionable information
* Security and regulatory compliance:
@ Verify effectiveness of policy and technolagy
* Inttusion analysis:

© Analyze captured traffic for suspicious and “interesting”
events

Learn more » NarusLI | NarusDA

©1598-2005 Narus, Inc. All rights reserved. Harus® is a registered trademark of Narug, Inc,

| NarusForensics delivers
prompt, solid and
actionable security
intelligence to Carriers,
Law Enforcement and the
Intelligence Community.

Request Brochure

The foliowing brachure is
available by request:

MarusFarensics

Diagrams

Qlick to enlarge:

TOP A

3/6/2006 10:4] AM
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Before the
FEDERAL COMMUNICATIONS COMMISSION
Washington, D C. 20554

In the Macter of )

)
Petition for Declaratory Ruling that AT&T's
Phone-to-Phone 1P Telophony Services Ace )
Fxcmpt fram Access Charges H

PETITION FOR BECLARATORY RULING THAT AT&T'S PHONE-TO-PHONE
I TELEPHONY SERVICES ARE EXEMPT FROM ACCESS CHARGES

AT&T Corp. (" ATET ") respectfully petitions the Commi§sion tor & declaratory
ruding that 1hre “plionc-to-phone™ IP tclephony services that AT&T offers over the Internet are
bcxcmpl from the access chacges applicable to circuit switched interexchange calls and arc .
awlulty being provided over end user local services. AT&T sceks this relief to resolve acma]
conlroversics with LECs over the applicability of inferstate access charges to AT&T services and
to provide guidance to states who follow the federal rule in #ssessing intrastate access charges.
INTRODUCTION AND SUMMARY
;‘&T&T seeks a declaratory ruling that incumbent local exchange carriers
¢ILECS™) are unlawfutly imposing aceess charges on the nascent “phone-to-phane” lntcmét
Protocol (1P} .te[eph-ony scrvice that AT&T and others arc providing over the Intcrnet.
AT&T s provisioﬁ of thesc services requiced it o make large investments in “common® Intcrnct
backbone facilities that carry all types of In.temet traffic, and AT&T's investments and very

limited initial voice offérings are essential preconditions to future offerings of the integrated

vowe, data, and multimedia services that [P allows. AT&T submits that the ILECS” ¢fforts to



pose access charges an this phonelm-phl:mc Internet traffic violates: ([} the congressionat
mandate to “'preserve tlic vibrant and competitive free market that presently exists for fhe
Intemct™ and {2) tli; Commission’s cstablished policy of excmpting all voice over internct
Protocol (“VOIP™)services from access charges pending the future adoption of
nondiscriminatory regulations on this subjeet.

Foremost, the Commission has long recognized that it would subvcn the
congressional policy of fostering the Internet if nascent and emerging Internet services were
~ required (0 pay the acoess charges thal are currently applicable to circuit switched irterexchange
services. It has found that access charge rate structures are “above cost” and “inefficient” aand
that it would distort and diseupt Internct services and investments that are “still evolving”™ if the
Serices were subject o these intlated charges. rather than to vates that apply to end user or other
local sery ices and that can fully compensate LECs for all legitimate costs. These are the reasons
th:;t the Commission has exempied all enhanced and information service providers (collectively
n;ﬁ:rred to as “ISPs”) from the requirement that they pay access charges and has permitted them
" to subscribe instead to cod user local scrviccs,

For the same reasons, the Commission has treated all tiic nascent and cmerging
VOIP telephone services as enjoying the [SP exemplion until such time as the industry matures,
a full record is compiled, and the Commissign determines wlicther sqm;l form of uccess charges
can properly, feasibly, and nondiscriminatorily be applied to some torms of these services, In
particular. the Commission Jas repeatedly refused the ILECS® entrcaties that the Commission
hold that phone-to-phone or other VOIP services are required to erder originating and

leraunating aceess services and to pay tlie same access charges applicable to circuit switched

tnterexchange calls. -



" The first such action was the Commission’s 1998 Universal Service Rq;),m't to
Congréss. The Coinmission there tentatively concluded that certain configurations of L‘OIP
seryices {compu}cr—to-ﬂcomputer and cqlmputcr-to—phoiic) arc information scrvices and that other
configurations (phone-to-phone) arc tclecommunications services, regardless of whether the
scrvices are provided over the common Internet (like AT&T's service) or over intcrexchanse
nctworks that use Internct Protocol. But tlie Cémmission stated that the nascent services would
have to maturc and a complele record would have to be compiled before it could determine if
these wentative classifications were rational and sustai.nable_, and the Commissinn' dcterred thicse
issucs w fulire proceedings,

Most fundamentaily. th¢ Commission stated that even {f it thereatier found that all
pi-lone»to-phone tP telephony services arc telecommunications services that placed tlie “same
burdens®” an tlie local cxchange us do circuit switched intc‘rcxchange calls. it would vt follow
that the P services would be subject to tlie vame access charges that arc applicable to circuit
switched long di.stancc setvices. Quite the contrary, t.hc Commission stated only that it “may~
then ““find it reasonahle” to require “certain forms™ of “phone-to-phone |P telephony services' to
pay “similar access charges” and that the adoption of such a requirement would raisc “difficult

"and contested issues:” e.g., whether there was an “adéquate” and technalogically sustainable
basis for “distinction” between plionc-to-phone and other VOIP services and whether the
determinations requircd to assess per minute charges on all phone-to-phonc sei-vices could
reliably be made. Three individual commissioners contemparsncously made statements that
cither oppased, or expressed grave reservation‘abont, subjecting VOIP and other innovative

IP services to these and other regulations applicable lo circuit switched long distance service.



The following year the Comimission thus refused even to entertain U S West's
April 1999 perition tor a declaratory ruling that access cliarges apply to phone-to-phatic IP
telephony services that arc not offered over the Internet, but use 1P in tlic internal interexchange
networks, US .Wcsl had conten.d;d- lha-t these latter services arc subject to access chargesas a
muaiter of law because they are “1elecommunications scrvices.” and not information serices. But.
this was tlic sams legal theory that the Coinmission had rejected én the Universal Service Repors,
and the Commission did not even issue a Public Notice or otherwise request commen! on the.
1S West petition. In the ensuing years. the Commission has not clsewhere addressed the
nppiicabiliqﬁ ol uceess char.ges to phone-lo-phone i tclephony scrvices.

By declining to require providers of plionc-to-plionc [P telephony servicees to
order inflated aceess service. the Commission allowed them to use end user local services that
arc priced closer to ticir economic cost. This has been tlie unifomi practice of the many flrms
that arc broviding nascent wholesale and retail phone-to-phone 1P telepliony services — wliichi
colleetively represcat a tiny fraction {1%-3%) of utcrexchange calling. for example, while
AT&T has clected to use access services to originat;e its- calls, AT&T has terminated its phone-
to-phone 1P tclephony services over tlie same local facilitics and services that terminale its ISP
traftic: principally. private lines obtained from CLECs and ILECs. with the CLECS terminating-
calls on reciprocal compensation trunks {fthe cailed party is an TLEC customer.

I‘[owcvc}. afler failing to obtain Cormmission mlings that providers of
phone-to-phenc 1P rcléplmny services arc required to usc access services, incumbent LECS are
fiow aucmptinlg.to effect end s acound ;lic Commission‘s policy by engaging in self-help,
Because they ure taking the position hat the business fifies and other local facilities arc available

oal¥ tor “somputer-to-phone™ and “computer-to-computer” tetephony services. certain |LECs



are: (1) refusing properly to provision local busincss filies to terminate phone-to-phone

LY te.lephony services. (2) taking down local busincss lincs that they discover arc being used to
lerminate such calls, or (3) using Calling Party Number identificrs to assess interstate (and
intrastaie) aci:cmss cimrges on phone-to-pl-l;ne IP telephony c;ﬁls thal terminate over reciprocal
compensation trunks.

Tlic unilateral act_ions of ILECs have thus given rise o at;iual CONlroversics over
the applicability 6!’ interstate access charges to AT&T’s phone-to-phone [P telephony services.
Plainly, only a ruling from this Commission can resolve tlicse controversies. Further. a tederal
decision on this ssue is important tor {he additional reason that it will provide leadership and
enidance to tlic states. Statc commissions liave recognized the importance of uniform rules
govermng emerging Intcmet and other scrvices and have chosen to follow th.e federal rule in
making their determinations of the applicability of intrastatc access charges to any
jurisdictionatly intrastate scrvices. But contrary to decisions of other state commissions, the
NYPSC has recently construcd tic Commission’s decisions to require acc.css charges
assessments on Hicse services, A declaratory ruling will allow states to achicve unifarmity.

- For reasons set foﬁh inmore detatl below. the Commission shoufd now hold that
AT&T's plionc-to-phone IP telephony services are excmpt (rom access charges applicﬁble to
(..‘M'Clllt switched interexchange calls. ‘This is so for two scparatc reasons.

First, whatcver lic case with the ather “forms” of pliolic-to-phone 1P te!ephor;y
SCEVICES, ﬂ;c AT&T services at issue here arc provided over the Internet and required large
investments to upgrade Intcrnet backhonc facilities and to enable them to carry high quality
voice as well as data. The congressional mandate o f*“preserving™ a “competitive frec market . .

for the Intcract” dictates that providers of Internct telephony services be penmanently frec to



oblain local services to originale or terminate lntemet traffic and be excmpt from requirements

that they order and pay Tor access services provided at rates that arc abave-cost and incficient.

. Any other rule would cffecrively sanction 1xes on the Internet,

Second. cven if AT&T's services were provided over ardinary private

tnterexchange facilitics using IP. tlic incumbents” seif-help measures arc inconsistent with the

Lommission’s “wuit and sec™ policy of excmpting all VOIP services from above-cast access

charges until the market had mawred and the Commission could comprehensively address the

proper regulatory treatment of them. This policy was sound — and remains so. Prematurcly to

subject new technalogics to inefficient charges could block their development and risk unfaw ful

discrimination among services (computer-to-computer, coniputer-to-phone. and phonc-to-phone)
that make identical uses of local cxchange lor identical purposes. The Commission should ratify
its efe facto access charge exemption and formally impose @ moratorium an any aceess charge
assessmcat on VOIP servit.:cs pending the Commission's éd_option of rutes that determing the
appropriate charges and that allow them prospectively to le nondiscriminatorily applied to all
similarty situated providers,
BACKGROUND

To place the issucs in ‘comcxt, it will be liclpful to describe: (1) the 1SP
cxemption, (2) rlic Internet and Tnlemet Telephony. (3} the Commission's 1998 Uitiversal
Service Report and the contemporaneons statements of individual Commissioners, (4) the April,
1999 U § West Petition For a Declaratory Ruling, (5 )the IF tclophony services that AT&T and
competing providers ﬂlow otter, and {6)tlic actions of the incumbent LECs that give rise to tlic

present actual controversy.



1. 1SP Exemption. Under the Conmmunications Act of 1934, tlic Commission

could liave required all interstate uscrs of local exchang:a facilities to pay the same switehed per
minuré access charges that apply to the cireuit switched sen ices of interexchange carriers. But
the Commission has refused to do so. lustead, it has given provi-d.t‘:.m of enhancea und
information services {"ISPs™) the opnion ol acting as end uscrs and subscribing to thn-rated
busiaess line and other local ;end USCT services: |

Tlic Commissiu_n originally adopfed this cxemption in 1983 as a iemporary
micasure that would protect she finaacial viability of the [lien-Hedgliny ISPs and that would
eventually be phased out and eliminmed.” But following the cnactment oftlic
Telecommunications Act ot 1996, the Commissien tound that tlic cxeniption scrved more
lindamenial purposes and that it should apply permanently. pending tlic adoption of now federal
HCCCSS ATINECMEnts applicable to advanced services. ‘

In pacticular, tlic Commission noted that “hiad access rates applied 10 1SPs over
the past 14 ycars;—tlic page ofthe development of the Iﬁtemel and other scr\,-;iccs may not have
been so rapid.™ Tlic Commission made the exemiption permancnt on the ground thas it would

protect emerging and evohying technologics from the adversc efffects of uneconomic charges and

would advance the 1996 ActCs poficy of preserving “*the vibraat and compelitive free market

' See, e.g, TS and WATS Marker Structure, 97 FCC 2d-682, T 77 (1983) (stating that lic
Commission's “ohjective™ under tic Act is "distributing the costs of exchange accuss in a fair
and reasonuble manier among all users of access service. irrespective of their designativn as
carrter o private customer™). n this regard, the Commission's historical (and dic 1996 Act's)
- distinctions between telecommunications carriers and eshanced and i formation scrvice

providers ("ISPs")determines wlicthcr these services are to be regulated. and it is imelevant to
the question oF what cach provider pays for local facilitics that originate and tcrminaie their
KCEVICCS,

Sve id.

See id.

* Access Charge Reform, First Report and Order, 12 FCC Red. 15982, %344 (1997) (" dceess
Cherge Reforar™). ) : k



tliat presently exists for the Internet and other interactive computer seryiccs.'"j In particular. it
noted that while it has reformed access charges, they continue to he “noti-cos! bascd and
incfﬁcicm" and that it could have detrimental and disruptive effects 1o extend the chargesto.
information scrvices that were “still evolving.™ The Commission also rcjected claims that the
nondssessment of above-cost access charges resulted in undercompensation of incumbent LECs. '
and noted that tocal service charges could fully compensate LECs. for the IEgitimale CCOnamic
costs they incur in providing .iheir‘f'acililies.‘ Finally. the Commission stated that “it is ot clear
o K

that ISPs usc the public switched network in a manner analogous to IXCs™." and the Commission

instituced a proceeding to consider “new approaches™ and alternatives to aceess cliarges for ISPs’

Lo

use of cireuit-switched netwaork technology.”
Tlic Court ot Appeals for the Eighth Ciecuit upheld tlic permancnt ISP cxemption
and rejecled the claim that 1t generically gave risc to anlawful discrimination between 1XCs and

1Sps 1t

2. The Internct And VOLIP Telephonv, The public Internct is comprised of a
number of lntemet “backbone™ facilities that all have websites cannected to them and Hial ai¢
interconnected o ane another through peering arrangements. AT&T WorldNet and
AT&T Broadband are tnternet Serviee Providers, and AT&T owns and operates one of the
world"s largest “common™ nternet backbone I'z_u:ilitics. ‘It carries tic tralfic of AT&T's 18Ps and

ransnuts puhlie Internet traffic senerafly,

: i, (quoting 47 L.S.C. § 230(b)(2))-
“leh © 34445,
Idd, 346,
* I 4 345,
Rl 4348, :
" Southwesiern Bell Telephone Co. v. FCC, 153 F.3d 523, 542 (8" Cir. 1998).



The Inderncet transmits informatton in Internet Protocol (IP). TP networks break
information intw individual packets at the point of origination. separately route t.hc puackets over
Internct backbone or other Iransmission facilitics, and reassemble the packets and the message

the tcérminaling -:nd.'

Although the [ntermet was developed o transmie data, voice signals czm'bc
vonveried mto [P pu;:k'ct's, ang transmitted over Iurcrn;_-.l backbone or ather IP nerwvorks, By
instaling microplioncs and software in I'Cs that wanslate voice signals into 1P packets and viee
vorsi. users of ISP services huve long had the ability to place “computer-to-computer™ voice

' lcal!s aver the laterner — \\-fillmﬁ their ISP cver knowing it. The ealied party’s PC would convert
his or her voice jnw [P buckets, and these would be lransmittéd aver phone lines and the Internet
10 the called party’s PC. where they woukl be converted from IP packets buck to voice siynals,

But these “do-il-yoursell™ computer-to-computer telephene calls were
exeeedingly fimited in wility and of very poer quality. Real time computer-to-computer voice
cammunications can only vccur among persons who are on-line at the same time with active
Internet connections. Further, .Ilac resulting tmnémisr;ions were characterized by il‘rcgulnr delays,
gaps. and garbled-sounds beeause the (nternet backbone Facilitics did not have the addressing,
eouting, and coutrol systems that alow the kinds ol'h:;gh quality veice rransmissions that circuri
swilched scr\'icps produce. To produce that quality would require substantial invesiments in
specialized 1T nfrastructure {including gateways, access roulers, gatckeepers, divectory servers,
and secounting servers) to tack cach voice teansmission and assure it is disassembled and
reassembled acouraely and in real time. The patewary ficilitics also perform conversions of
vaice signuls from ¢ircuit switched protoeal (TDMY o 1P and enable calls o be ptaced 1o and

{rom ordinary phones,



While circuil switched transmissions dominate interexchange voice now and will
do s forthe foresceable future, investments to allow guality voice over IP — and tlic CXpansion
uf tiic capacity t'.Jl' [P networks to handle increased voice usage — have tremendous potential. By
allowing v oicc and data to be transmitted over a single network, lth_csc im;cs:mcnls can produce
coormous cfficiencics by allowing the intcgrated provision of an acray of voice, data and
cohanced servicc;z,” But these tuture services will ;101 develop unless pi-oviders fiest develop tic
capabiliey 1o offer high quality voice services over Infernet backbone facilities or other
1P networks. and tiat requires thar there be an initial economic reason to make the necessary
wvestments. A rle that authorizes VOIP providers to subscribe to locgl scrvices, rather than
ubove-cost aceess charges, can provide that economic reason until such 6me as snhanced s oice
and otter servicers can be provided over the upgraded IP facilitics.”

Beginning in the mid 19%°s certain finms began to make investments that created
limited capacity to provide quality voice scrvices over the Internet or other netwaorks using
liternet Protocol. En addition to allowing higher quality voice computer-to-compuler calls, these
services can aflow voice calls to be placi-:d from computers to Grdina;y touch-tone or rotary
diated phones. [rem phones tu phones, or from phones to computers by using the “uamteways”

7 (f;l-cscrit)ed above) 1o perform necessary conversiens from voice protocol {TDM) to Intcrnet
protocol.

For example. a phanc-to-phonc IP call will travel over the puhiic switched

nctwaork o a local gateway where i 15converted to inlcmel Protocol and then rouled over the

Internet buckbone to a terminating sateway, where it is convertod back to voice and sent over

".’ Probe Rescearch. | ne., VolP Connectivity for the Enterprise, 3 Advisory, insight and Market
Slmlc*_?!y.(A IMS} Scrvice Report 1-14 (2002) ("2002 Probe Research Report™: Probe Rescarch,
Ine.. Foice over Packer Markets, 2 CISS Balletin 11-1 6 (2000) (200! Probe Rescarch Repore™.

* Sce 2002 Probe Research Report. at 6-7, 31-32; 2601 Probe Rescarch Repost, at 1.



Jocal exchange facilitics to tlic called party. Tiiesc cull.s arc sent and received i voice {TDM)
protucol, and effect no pet change in format. Tliesc scrvices can be offered through two-stage
dialing urrnngcm‘cnrs 1n which dlic caller dials a local or 300 number (o reach thc guteway and
then dials tlic plone number ol the called party. Or they can be offered through wrangements in
which thie provider subscribes to an originating Feature Group D access scrvice and allows the
subscriber plu(':C calls by dialing 1 plus the called party's namber.

Computer-to-phone calls can follow prccisélf the same path as phonc-to-phonc
calls. and all computer-to-phone [P calls use the same teeminiting facititics as phone-tu-phone
calls. For example.-15a coniputer user has a dial-iip configuration, she. toe. would dial cither an
J00 number or a local number w veach the galeway w the IP network and would then dial tlic
called party’s numbee.’” Howey er, because the ariginating PC converts tlic signals o 1P, no
protocol conversion accurs in the eniginating gateway. and this is the only necéssary diflerence
between a phune-to-phone and computer-to-phone TP call. Most pertinently, all phone-to-phone

and all compuicr-1o-phone eafls iire rorminated in identical wavs, inidentical protocols. and over

identical local exchange tacilitics. Whether the call 1stransluted into [P in the originating

computer (as in a compuicr-to-pheng call) or in the originating gateway (as in a phoné-to-phone -

call). the IP packets will be muted over the 1P network, converted back to voice signal protocol
(TDM) in tlic rerminating gatewsy. and routed to tlic called party over local exchange facilitics in

voice signal format. The one necessary distinguishing feature of 1 computer-to-phone call is that

" Cumprtter-to-phonc calls can also be originated over “always on™ conncetions that users oblain
hy 5uh§c_1‘|h::1g'to DSL service (or to ISPs who hundle DSL access wilh their services) or by -
subscribing 10 cable modem services. But regardless of how the compuier-to-phone cully arc

ortginated, they are teniated in the same format and over the same local exchange facilitios as
phone-te-phane calls. )



hecause the protocol conversion oceurs-in CPE (the originaiing computer), the call cnrers the
vriginating Jocal exchange in IP protocol. and exirg the terminating exchange in voice protocol.

such that Ibere is a net change i protocol in the end-to-end telephony service.

The 199% Universal Serviee Report.™ The Commission issucd this repurt ta
address the qucsrion of whether and 1o what extent services otfered over the Internct should
contribtite dm.uh 10 univ ersal service support. Becatse § 2547 :cquircs mandatory support to
be provided only by “telecommunications services,” this ailaiysis turned on whether particular
services were classified as “information services™ or “telocommunications services.™® The
Report addressed the emerging voice over Internet Protacol telephony services and discussed not
unly whether they are teleeommunications services that must provide explicit USF support under
£ 254, butalso the separate guestion of how the services should be rewutated and, in particulur,
whather they must pay access clurges.

" The Report described '.VO!P telephiony as services that “enable real-tinie voice
transmission using lntemer Protocols™ and that it can be “transmitted along with other data on
the “public’ Internetor routed over private data or other networks chat use Internet Pratocol.”
The Report identitied two bastc ways in which the services are offered as: (1) computer-fo-
COMPUILT services in Wh'ilClll calls arc ransmitted end-to-end in 1P protocol, with the conpulers
on each end performing the pr.otucol conversation from voice ta L2 and buck™ :md_( 2} services

that employ gatoways thal perform necessary protocal conversion and allow users o *call from

! Feederal-Stare Joint Board on iver: sal Service, Report (o COI]L{I’ css, 13 F(.(. RL(! 150,
315 (1998) (“Universal Service Repore™).
“4: U.S.C.§ 254,

* Lintiversal Sc’: vice Report, 932,

Fpd e " %4,

Ll . 87,



their comiputer to telephones connected o the public switched network or from one telephone to
another,™™

But the Rc-_gr‘n-t addrcs.scq tlic cla:ssiﬁcatripn of qnl_v tlic two typos o VOIP ©
cuntigurations i which tlic EP network effects no change in protocol or format and that clearly
cotistuee “tefecommunications:” lic L'omputcr-to-cmn;julcr calls (that cntcr and uxul tlic netw ock
in 1P aund 1he phone-ta-phone calls {that enter and exit in voree {TDM) protocol).

In dlic case of computer-to-computer calls. tlic Report stated thist whcth-cr or not
they are “teJecommunications.” the ISPs whose services cnable these calls to be made do not
appear ta be providers of “ielecommunications services.,™ insofar 4s they do not hold themselves
out 35 providing telecommunicitions um‘l may not even be aware that their ser soes are used tor
telecommunications.”™ Tlic Reposr did not address tic computer-to-computer calls that use
capabilitics that are aclively morketed or promated by 1SPs or other service providers,

By contrast. the Commission tentatively reached the opposite conclusion lor
“phance-o-phone 1P telephony,” which it detined as serviees: ([} in which tic provider holds
itse§ out ws providing telepliony. (2 hvhich use Hic same CPE as ordinary phonc calls, {3) which
allow custamers to call telephone numbers assizned ia 2ccordance with the North American
numbering plan, aiic'! {4} which transimit infornmation without change in content or formt ™ Ti.ac
Commission stated thal such services appear to “bear the characteristics of telecommunications
services, ™" |

However. the Coinmission emphagized that thosc wetc all tentatnve

dererminarions that addressed “emerging services™ and that it could nol make “delinigve

Y pt 84,
1 <87,
et 4 8%
RS
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pronouncements”™ antil it had a more complete record “focused on individuulized service

Ty

oflerings.™ It noted that there are o “wide range of services that can be provided wsing
packetized data and innovative CPE™ and that Ramure proceedings would have to determine if its
lenfative definitions had “accurately distinguishfed] between ghone-to-phone and viher forms o
1P relephony™ and was not “likely te he quickly overcome by clmngcsl in technology, ™™

The Reporr saated thay future proceedings would also address the regulatury
abligations that woukd apply o “phane-lo-phonre™ providers if they weve held 1o be providing
Tlelecommunications services” and thus w hc{ “elecommunications carricrs.™ The Conunission
acknowledged that there was one necessary conscqucnc.'c 10 such a classitfeation. for providers of
wlecommunications services Fall within section 254(dY’s mandatory cequirement to contribute
to universal service mechanisims.”™"

H.ul the Commission recognized that clussification of phooe-te-phone [P
telepheny asa “telecomnunications service™ did nos mean that the secvices would sutomatically
be subject to the same interstate aecess chiarges that circuir switched imcruxchunga" services
'puy,:‘- Ta the contrary, the Commission stuted only that "to the extent we conelude that certain
farng of phone-lo-phone 1P whephony seevices are *telecommunications services” and 1o the
exlent the providers of those services obtata the same circuit-switched access as oblined by
inkerexchange carriers. and therelore impose e same burdens o the local exchange as do other
- Werexchange cartiers, we sae Gad 1t ressonable ten [hL".)_-' p:lys_r'milm' aceess charges.™ _Iln this

regard. the Comnuission staed that tis future procecdings “likely will face difiicult and contested

=il €9,

P rd.

AL

Tl €92,
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I, {emphasis added)



issucs refating 1o the asscssment of aceess charges on these praviders.™ such as whether LECS
can “determing where pasticular phone-to-phone [P relephony calls are interstate, and thus

. - . . an b}
subject we the federal aceess charge resime, of intrastate.™

Comnuissioner Furchgott-Roth dissentad from the Coammission’s Ropews. e
stated that even tenrative distinctions between computer-to-computer and computer-tg-phane
services were arbitsary becanse phones could be developed that perform the same protacol
canversions us computers and that there could be no rational basis to subject one seevice w a
[ 0

1x™ but not the ather.

Then-Commissioner Powell separtely concurred. He expressed concern that
cven the lenrative classifications went too tar, noting that the “infinite flexibility of IF switched
networks™ meant that distinetions between voice and data were “difficult if not impuossible to
maintain.™" He srared that it could “stifle innovation and competition-in direct contravention of
the Act™ il “innovative new 1P services™ were “all thrown into the bueket of telecommunicasions

- - . - - 33 -
carriers” and subject to the same “regulations and their attendant costs.™> Shorly therealter,

i

then-Chairman Keanard stated that he opposed any “new taxes or [ees on IP telephony.™

4. The U § Weal Petition And The Subscquent Developments. Providers of

IP 1elephony und others™ undersiood the Repors as holding that phone-tu-phone and other

I,

" Uiiversal Seevice Repur at 11.636-37 (1998) (Furchgoli-Roth. Commissioncer, dissenting in
pat). ' ’ :

U a1 11,623 (Powell. Commissioner, coneurring).

S

** Clhairmun William E. Kennard, Remurks Befare the Voice Over Net Conferenee., Atlanta,
Georgia (Sepr. 12, 2000).

2 Ser Testimony of Chiirman Putrick Wood, Texas Public Utilitics C ormmission, hetore Texas
Haouse of Representatives Commitice on State Affairs. Subcommittee o Cable and Broadhund
Teanscript of Proceedings. pp. 32-34 (May 3, 2000) (“The FCC hias said that [Voree Over
Im.urnct] docs not pay access charges™ ut least until such figee ug a lase percentage of “ull the
volee traffic in America [goes] over the Tnternel.™). - ) 7 '

N
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i1 @elephony services would be exempt from intersrate aceess chacges and subjeet ta the ISP
exemption — cither de jure or de facro — antil the concluston of future proceedings that waould
determine whether “certaia forts™ of this serviee should be sub]u.l to “siilar” charges. They
therefores continued 10 use end user or other local serviees 1o termtinate and i0 some Cases w
arfgmate VOIP telephony services,

On April 5. 1999, { § West filed a Pedition For An Expc.di.lcd Deelaratory Ruling
thut access charees apply to “plone-to-phone (P telephony services.” which U S West there
defined as services shat smisl‘y the Lniversal Survice Repors™s four-part definition of this wrm
enief that are nes provided by l\(> or uther parties using the public faternet.” B US Wt stated
that AT&T, Sprim. and ann array of carriers were providing these services, but were refusing to
order aceess services 10 frerminate and {in some cases) Lo originale their tralfic. nstead. llhc_\r
were terminating their trattic over local business lines or through CLECs thal tterconneel with
llh, incambent LEC and terminate catls 1o the incumbent™s cuistomers lhmu"h cost-hiased
reciprocal compensstion arrangemens.” U S West contended that these phone-to-phone [P
serviees are “elccommunications services” within the meaning of the Act and that they were
theretfure required to use aceess services and Lo pay aceess ch:lrgcs.:."

U S West stated that it was not asking the Commission to create s new rule or
alter an exisine vule. but was only sceking ro enforee existing policies. But U § West nowhere
aptempted (@ square ity l;'L‘L]tll.‘.\'t \uilh. the Liniversal Service Repds express holding that even iF
phone-to-phone [P telephony services were classificd ax telecommunications services, (ll;:

Commission would have 1o sddress *diflicult and contested issues™ before it could subjecs these

* Se Potitian of US West. fue. for Decluratary Ruding Alfirming Carrier's Currier Charges on

'H’ Tc/zpimm Pelition for Expedited Declaratory Rulmg atii, 1 (fiked with FCC Apr. 5, 1999),

¢ Swe icd al 3,
T lel ot
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services o aceess charges that are even “similar™ to those applicable 1o ¢ireuit switched
interexchange services,™ The Commission did not issie o Public Notice of the U $ West
pettion or alierwise scek commwni on it

In the ensutng years. there has been slow, but steady wrowth, in phiwne-to-phone
and ather VOIP services. Net-2-Phone, Genuity, Level 3, and other firms have developed
whalesale services that enable providers of prepaid cards, iulc:‘lmliur;ul., and other services 0
olfer refatl services that are terminaed over 1P nerworks of whoelesale providers and the
terminatiog local exchange services that the wholesale providers ghldjn.':" At the sume 1ime,
iNet-2-Phone and other firms who tnitially offored retail services Ilﬁr allowed higher-quality
‘computec-to-computer and computer-to-phone services are now providing retail serviees that ¢an

. - - H
. hie aceessed either from phoncs or from PCs,

The foregoing services do not pass information
Urat would cn_uhle LECs to determine whether particular calls are phooe-to-phone iP lclcphi)ll);
RErViCes or cmupuilcr-tu-l:lhune or (!ﬂl(:.l' uilanced services.

During the ensuing vears. various types of CPE have been (1c\.';lopcd thit convert
voice signals imo 1P 1P plmuc;; and 1P PBXs have been developed and previously installed

y . A EH]
PBXs can be upyraded to perfunm those conversions.

ATET s VOIP Services. AT&T has the nation’s larzest clreuit swiched long

distmnee uetwork, Although 1P will fikely prave to be a more efficient technology for stand-

alone yoice traffic and has cnormous fuwure potential o permit new scrvices and o allow the

integrated provision of voiee, data, and cnhanced services, AT&T requires affirmalive cconomic

> ( Irfversed Service Ropor, % 9L

' See. e, ., 2402 Prabe Rumu.h Report, at 20-24; Wylle Wang. :Vel?lem_' To Offer Services to
Smralt b’h\mc_'.\{:\ CNET News Com,, Feb, 22, 2000, available ar www. news.con.ecom/2 H-
_IﬂﬂS 3-2371 22 heel g2 {offering details of Net2Phone's [P Tc[cplmny services),
~ Sec 2002 Probe Rescarch Report, at 20-27.

P Sec generafly id




savings before it can justify making investments that would allow it 1o begin cven 1o transition -

ordinary voice trallic to 1P, and AT&T canngt now serve more than a small fraction ol existing

circuir switched trallic over its common 17 backbone. But in response fo the Commission's

de jure and de facto exempltions of phonc-to-phone 1P wlepheny (rom access charses and in
receganition of 1078 future potential. ATET has undertaken io use it.s common lnerner backbone
10 provide Eimii-cd VOIP services. AT&T has upgraded tis Internet backbone by installing:
1) P gteways that convert ;ircuit switched signals into 1P voice puc.kc(s and vice versa and
perform address rowiing for these packets and (2) specialized 1P in['ras[r.uclurc {e.g. routers,
satckeepers, dircctary servers, a‘nd aceownting servers) that meadtor, control, and vtherwise
assure the quatiry of the voice over [P transmissions.

ATET initially test marketed a serviee called Connect-N-Save. This scr-\:iu;- used
a Two-stage dialing nrmngclmcm in which customers would access a gareway by diating ar local
sumber ar an 86 number. and in which the call would be routed over 1P 1 1erminating

gatoway, where it would he rauted to the called parry over local exchange facilitics, Allhuugﬁ
ATET fm id aceess charges on li)c originaling c'nd of the cal] when customers used 200 access.
ATE&T wrminated the calls through [LEC local business lines or via CLEC local business lincs
that interconneet with incumbent’s networks at cost-based per minute reciproeal compensation
chagges, rather than above-coest terminating access charges. However, Conneet-N-Save was not
asuceessiul seevice, and AT&T has withdrawn the service in the fow states where if was lest
marketed.

To make current use of the IP investments that allow voice and other .s_‘cr\ficcs o

be offered, AT&T hias made atrangements that use one-stage dinling and that move u small

lraction ef il voice teattic 1o its Inteeet backbone, These calls arc routed over Featiie Group D



access lines with customers reaching AT&Ts local [P gateway by dialing one plus the called
rumber. so originating acecess clinrges ace paid on these ealls {just as they were paid on the
quu_cc_l-N-Savc calis that _usec_i SOQ access). 'Bpt as_in Connect-N-Save, AT&T does not erder
access services lo terminate these calls, but terminates thew over CLEC or ILEC local husiness
lincs, with lic CLEC terminating tlic ¢all over recipracal compensation trunks if the called party
is an ILEC’ customer. '

Same of the tratfic that ATET s routing through this arrangement consists of

cnlianced services: prepaid calling card services that includes advertising announcements. This

traffic was olfered on a nontarifted basis prior to the August 1, 2001 effective date of the
Commission’s Detariffing Order * The balance ofthe traffic that uscs this IP transmission
arransement consists of both interstaté and intrastate “pﬁonc-tmphone IP telephony service.”
withia the Universal Semvice Report s definition of that term. Where technreally feasible, AT&T
puss;:s the Calling Party Number ("CPN™) on both types oi' tradfic.

8. The Contraversy Over [nterstate Access Charees. When AT&T had initially

wlled oul its phone-teplione VOIP services, it had intended to terminate the cafis m local catling

areas over local business privare lines (“primary rate interface™ or “PRI” trunks}) that conncet the

ATET vateway 10 local exchanges. Howdver, certain ILECs have blocked these urrangements

through varus forms of sclfhelp. Certain LECs have refused properly to provision the
requested PRi facilities and have begun assessing terminating aceess éharges on the alternative
arungements that AT&T has procured. Other LECs provisioned the PRI facilities. byt

subsequently refused to werminate VOIP traffic over them and have theeatened to disconnect the

* See Palicy and Rudes Concerning The huersiate, Interexchange Markeiplace, Second Repart
and Order. 11 FCC Red. 20.730 ( 1996) (“imer\rale Inter exchange Marketploce™).
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facilitics unless AT&T removes its VOIP traffic from them and orders access services to

ferminate it.

) For example, when AT&T ordered these local exchange facilitics in Viegiaia,
Verizon refused to brovisiun the facilitics as AT&T requested. Verizon took the position that
although AT&T could order local business lines to terminate traftic that originntes on computers,
ATET could not do 50 on VOIP traffic thai originates on ;)r(-iinary telephones. Af&'[' rhus .
instead obtained private lines from its local service ann and other CLECS, who would directly
terminate the cahanced and hasic voice calls io their own local subscribers and would teminate
calls to Verizon's subscribers over reciprocal compensation trunks.. AT&ET thus would pay
cost-based reciprocal comﬁehsation rates to terminate calls to Verizon customers over Verizon's
local switches and loops, rather than paying above-cost access charges.

Beginning at the end of last year, Verizon began cxamining the CPN on calls that
ternyinate on Lhes;e rceiprocal compensation trunks and began assessing access charges or‘l‘ccrmin
of the calls based on their CPN. It has thus billed AT&T for interstate access charges o0 certain
calls and tof intrastate access charges on others, while charging local reciprocal compensation. .
charges only on calls with local CPN. The calls on which Verizon has assessed- Inlersiate and
intrastate access churges include the prepaid calling card calls that arc enhanced scrvices as well
as phone-to-phone 1P teicphony calls. AT&T has advised Verizon that it is disputing alf these
charges. und that AT&T will be entitled to a refund of the £ill amounts in question (plus ihtercst}
ifand when the Commissior_n granis the declaratory ruling that AT&T is herc requesting.

Other incumbent LECs have the capacity to examine the CPN on cails tgfginating
on recipracal COMPENsation grunks or other local facilities, and AT&T understands that !Ht;ay, 00,

have begun ta cxamine CPN on this ralfic,
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In this regard. Sprint had recently begun refusing Io ferminate AT&T s VOIP

calls over Sprint local business lincs in Tallabassee, Florida. Indeed. rather than continting (o

Lerminare these calls, Sprint initially began to route ilic calls to ““drad air," forcing AT&T0

fe-route traffic to avoid call disruption and adverse customer impacts. and Sprint had threatencd
io disconnect the circuits unless AT&T agreed to move all this traftic off of them and ontoe
aceess circnits. Sprint then threatened fo disconneet circuits in other arcas as well. When AT&T

complained that Sprint's actions are unlawful, Sprint resumed terminating the traffic. it opened

" u billing dispute in which it claims 1hat zccess charges apply to this iraffic.

7. State Decisions und Controversies. In proceedings bofore state wility

commissioqs. incumbent LLECs have contended intrastate access charges can be imposcd. on
providers of plione-to-photic IP tclephony services that are jurisdictionally intrastate, In-
recognifion of tlic importance of uniform policies on the application of access charges to: Intcrnet
and other emerging services. ;mles have generally (ollowed the federal rule applicable to
wnterstate tralfic in determining whether jurisdictionatty intrastate trafiic is subject to intrastate
access charges. Dut states have veached different and incot;sistent results,

1o proceedings under §§ 251 and 252 of the Act, two statc E;UCs have dectined to
awthorize the assessment of aceess charges on phone-to-plione 1P telophony survices. The
Colorado PUC Las held that incumbent LECs may not assess switched access charges us

- . - . . X I
compensation for the use of their networks to terminate phone-to-phone IP telephony services.™

Siitacly, the Florida PSC has noted that this Commission has deferred the quastion of the

‘:.;pplicabilily olacecss charges to this tratfic to future proceedings and decided. ovér BeliSouth's

Bg . . I -
l?r:rmmz b ICG Telecom Group, Inc., for Arbitration of an Interconnection Agrecment with
U S West Commmnications, Ine., No. C00-858 {Colo. Mub. Utl. Comm™n Aug. |, 2000) {finding

“ that voice over intemnet protecol services are not subject to swikched acoess charges).
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abjcction. that 1t would not address the question whether access charges should applg-r to
phonc-to-phm_w VOIP traffie.™
" However, in another proceeding, the New York Public Service Commission
(NYPSC) hicld that providers of intrastate phone-to-phone IP telephony s;:rviccs are required to
pay intrastaie access charges on calls that originate and terminate in that state.** The ir
lCi(.‘F;]‘lOI'I}' provider had there contcnded that the assessment of access charges was cuntmfy o
fedenal policics. While tlic NYPSC undertack ta foftow federat policy. it re;viewcd llic
L niversal Service Report and determined that access charges should apply to intrastate
phone-to-phone {P tcicphony services because they arca “relecommunication service.” rather
than an information or enhanced service under federal law. Ironically, tlie N'YPSC_I' relied on tlic
Commission’s statement in the Universal Service Report that it may find it rcasﬁhublc"f‘ that TP
tclephony pros iders pay “similar” access charges in futuce procecdiaps. The NYPSC ignired the
Commission’s usc of the (l[uulil'ying word “'may.” its statcment that the issues would be " difficult
and contested.™ and its statement that siccess charges would only hc imposcd it tlic t'ulur:w:. By
Confrast. Texas PUVC Chairman Patrick Wood had read this langnage as tiic Commission'é
hold}ng that VOIP scrvices will not be subject to access lcﬁarges."‘-'
ARGUMENT
Under the Administrative Procedure Act and tlic Commission's rules, the

Commission has jurisdiction to “rssue a declaratory order to fermmate a coniroversy or lo

Imrew.ummm inrer Appropriate Methods To Compensate Carriers Jor Exchaiyge of Traffic
Subject to Section 231 of the Telecommunicarions Act of 1996, No. 000075-TP (FI. Pub, Serv.
C‘nmm a Nov. 2[, 2001).

¥ Complaint of Fronder Telephone of Rockester 4 gainst US DataNes Corporation Concer RN

Alleged Refiesal 1o Pay Intrastate Carrier Access Clmr yes, No. 01-C-1119 (N.¥, Pub. Serv.
Comm n May 31, 2002).

id at ¥ {emplasis added).
7 See P 034 supra,
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remave ynceriainty.”™" The applicability of access charges to phone-to-phone and other forms of
1P telepliony NOW presents a controversy that requires resolution by the Commission.

Foremost, incumbent LECs have created a controversy over the applicability of
Interstate access chirges to phone-to-phone IP telephany services by engaging in scll“help, Atter
failing to persuade the Commission to declare that providers of these scrvicos must order
interstate nceess services, individual incumbent LECs have begun to refusc properly 1o provision
end user services 10 ferminate these scrvices. fo refusc to complete calls over tacititics tlial were
previously provisioned, and to assess interstate access charges on calls from other stales that arc
termunated chrongh CLECs and the ILECY reciprocal compensation trunks. Rather llmﬁ
liigating 1he tawfulness of these 1LLEC actions on piccemcal ease-hy-casc bascs:AT&T is
bringing this petition for a declaratory ruling that interstate access charges cannot now be
assessed un this traffic and that AT&T is lawfully terminating the traffic over local business
lities. Accordingly. a declaratory ruling is here required to resolve an actual cnnlrf.).\'(':ffi}' tliél is
within tlic Commission's exclusive jurisdiction.

Further. by issuing tlic requested ruling. tlic Comumission will also be providing
leadership and guidance to states. who recogiize that uniform rules should goycrn the
applicability of above-cost access charges (be they intcestate or infrastate) to VOIP_ elcphony
and wha have c.ndczworcd to follow the federal rui_c in determining the épplicability of intrastate
wecess charges to Internct and other such traffic. That thic NYPSC lias reached a different
canclusion an the applicable federal ruic than have two other statc cﬁmmissions underscores tic

tieed for the Commissian te excicisc leadership on this issue and to clarify the federal rule.

5US.C.§ 554(c); sec 47 C.ER. § (2
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As dotailed betow. there arc two separate reasons why thic ILECs” access charge
USSCSSNICNLS on A;['&T‘s phone-to-photic 1P telephony services should be declared unlawlul
R BECAUSE AT&T'S PHONE-TO-PHONE IP AND OTHER SER\-'ICES ARE.

PROVIDED OVER THE INTERNET, TAEY. MUST-BE EXEMPT FROM - ---
REQUIREMENTS THAT THEY PURCHASE ACCESS SERVICES OR PAY )
ACCESS CHARGES. )

First. whatever is the casc with calls over “private” inferexchange neiworks that
use Intemet Protocol. AT&T s [P-based services arc provfded over tic- Tatemcet il;c!t’. The
{nternet 15 comprised ofthe various “common™ Intcrnet backbone facilitics that are connected 1o
woebsites and that are imcrcmmcctcd 10 one another through peering arrangements. Tlic calls at
1ssuc are transmitted over tlic S':lm(': “common” Internet backbone facilities that ca;rry ISP and all
ather types of public Internet traffic. And, as detailed above. he provision of VOIP services
over tlic Internet required AT&T to make hurge investments in IP technologics I]‘lz‘;l upgraded its

commion Internet backbohe {acilitics to allow them to transmit voice mcssages at the same lovels

ol quality tliat have beca_provided by AT&T's cirevit switched long distance network. These

invesiments were further necessary 10 achieve te ultimate beaetits of 1P — tie provision of

.\oicc, data. and enhanced scrvices on un integrated basis — and AT&T is now pron iking
enhanced voice prepaid cm_'d services as well as hasic phone-to-phone II’I telephony over these
upgraded fcilities. Voice .\'L;r\ficc has now _bccomc one iP application of AT&ET s Internet
hackbone. aiid the investients “.ill allow a range of future inlcraclive vowe and qthcr cnhanccd
SUTVECTS,

tshould he seli~evident i, whatever the case with the forms of PRonc-to-phone

iP refephoay services that merely use Intcrnct Protocol, above-cost and inefficient aceess cliargés

cannot be applied to phone-to-phone telephony services that arc transmitted over tic Intemnct

selt. U'S West recognized this potnt it its April 1999 petition for a declaratory ruling. That
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R /"'

petition cxpresshy excluded calls that arc transmitted over the Internet from its detinitioii of the

phone-to-phone 1P telephony services that. in U S West's view, werc required (g order

'

originating and ferminating access services and to pay access charges.™

The realiry is that few things would he potentiat!y inore destructive of the
development of the Internet than would a I';lle thai prohibited Intcrnet scrvices from using focal
ser ices to reach end users and iha.: required that they pay tlic access charge; thar have been
Tound 1o have rate structures that are “above-cost” and “incfficient.™ Tl;at woul.d be the
cquivalent of'a lax on tfic lnlernet, aiid would be flatly contracy to the con_g,rcss?onal c[;:crcc that
the Commission “preserve tlic frce afid competitive market that presently exisis for tlic Internet
and other inleractive computer sen ices, unfettered by Federal urvstate regulation.™ A frce and
competitive market is one in whiicii pmviders arc free 10 subscribe to services that are cfﬁcicm
aiid arc not atiticially required by regul;ation to use scrv.iccs that have rate structures that are
“above-cost™ and “iaetficient.™’
ir. THE ILECS” ACCESS CHARGE ASSESSMENTS VIOLATE THE

COMMISSION'S POLICY OF EXEMPTING PHONE-TQ-PHONE,
1P TELEPHONY SERVICES FROM ACCESS CHARGES PENDING
FUTURE COMMISSION ACTION,

Second. even ifATET s phone;to-phone services mecely used [P ina
“priviie” intcrcxuh:mg; nelwark. the incumbent LECs? a-cccessrc]iargi: assessments are guite
clcarly contrary o [[.‘lC policy that tic Commission has followed aver Hic past five years, The

Commission has followed a “wait and see™ policy in which zll nascent plionc-to-plane

@ See Perition of US WEST, Inc. for Dct,[m atory Rufing Affirming Carrier's Carrigr Charges on
f{’ Telephony, ad [,
M See Access Char, ge Reform Price Cap Performeance Review fon Lac al Exelrange Carriers,

Notice of Proposu] Rulemaking, Third Report and Order, and Notice of Inqutry, 11 FCC Red.
2 I3*4 ¥ 214 (1996) (*Price Cap Perfirmonce Review' ).

47 H.8.C § 230()(2). .

= Price C ap Pcrjof 'mance Review, 214,
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1P telephony and other VOIP services were lreated as exempt from access cliarges at least until
the services had natured and the Commission could consider the proper lrcalmcnt-ol' them an g
compleie record. As the Universal Service Report stated, the Cog}mrission wnf{ld then deteravine
whether acees: charges "similar” 1o those applicable lo Interstate c.ircuit switclicd scrvices should
apply to “certain forms” of tlicse services and could adopt rules that allow their
nondiscriminatory assessment on all simitarly sitvated providers of VOIP services.™
“This is a policy that the Commission had previously been able to pursuc through

the simple device of repeatedly refusing the incumbents® requests for a mling that providers of

' phonc--phene 1P iclephony ser iccs arc required 10 order originating and terminating access

" services and Lo pay aceess charges. In particular, the refusal to decide the issue had — until
vecently —meant the providers of phone-to-phonc and other VOIP services could. and did,
originete and terminate thei.r services aver end user local servicesand that they all enjoved the
ISP weeess churge exemptions, vither de jure or oe facio. However, beeause incumbents fave

- now resorted to self-help, denicd end user services to phone-ta-phone IP telephony providers,
and unilaterally sssessed access charges, the incumbents have forced the Commission to_ address
thic 15sue expressly. It shiould now do so by formally ratifying the policy it has long tollowed and
hald that phone-to-phane [P services will be immunc from access charges unless and uniil the
C(V)mmission adopts rules that provide for prospective assessment of ihe clinrges on same or all
of these gérviccs_

There arc multiple, compelling reasons for the policy that the Commission las

loag followed. They afl dictate that the policy now be formalized in 2 Commission ruling that

R .
T Universal Service Repor, T
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bars the self-help measures of tlic incumbents and exempls all VOIP services from access
charges pending tiic adoption of prospective rules.

First. IP telephony service offerings arc innovative and experimental sen ices that
rt':pl"CSCIll a tiny; fraction {between 1% and 5%} of interexchange calling.” They use new IP‘
technolugies that allow packet switched data networks to provide vaice services of'a quality
comparable 10 circuit switched nelworks. and providers have experimented with an array of
munovalive methods of pricing and plrovisioning.these services. To premﬁturcly subjeet
inmovative now 1 services to the regulations a:pplicable 1] establiéﬁed circuit switched scrvices.
and all their attendants costs. could stifle innovation and competition, tor ali the reasons thaf
Chairman Powell identificd in his concurrence to the Universal Service Repoﬂ.s’;

[n this regard, cven ifit were clear that these new 1P-based scr;ticcs will
eventually become 1o more than substitutes for eircuit switched long distance services — as it
patently is not. scc infia - thie Compission should allow (e services ta establish themsclves and
Lo mature belore subjecting them to tlic above-cost and incfficient aceess cliarges that arc
applicable to established circuit swilélicd services. For [P also has the putenual o achieve
trunking cfficicncics that could provide a more efficicnl means of earrying even stand-alone
voice serviee. anti the Commissions policy should be to encourase the beginning of a transision
tfrom civcuit switched to VOIP scrvices. A moratorium on access cliarges on initial VOIP
services fs eritical to aflow this transition to hegin.

Sceond, IP-telephony strvices arc still evolving. and fhcy hold the promise to be

far more than substitutes for today's circuit switched Interexchange scrvices, The primary

agraction of upgraded IP facilities is nat the provision of stand-alone vaice serivices, but the

i3 P ) - . - - . .
See Liniversal Service Report, 13 FCC Red. ar | 1.623 (Powell, Commissioner,

‘4 See 2001 Probe Rescarch Report, at 4.
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intcarated provision of voice. data. and cnfianced services.™™ This s retlected. in part, in dic tact
thal somc of dic voice services that AT&T provides aver P today a-:c cohanced prepaid card
voice services that arc information services. not felccommunications services. More,
fundamentally, cven the VOIP scrvices th;it today ha;'c chardcteristics of iclccm‘mnu:;iculinns
serviees may be transitional measurcs and may cvolve into mtegrated scrvices in which \-_'oicc is
mercly one application of an integrated voice. data, and colianced services platform. These are
jpoinis that the Florida PSC cited in following the Commission™s !cad.and deterring 11%(:‘ 1ssuc of
the applicability of access charges to phone-to-phone P traffic to future proceedings.™

Third. premature determinations of the applicability ofaccess charges risk
sc\rcrr:. disctimination that will distort competition among different services thal use the same
TP technologies and that huve Far more m common with one another than they do with citenit
switched Intcrexchange services. The Liniversal Service Report made this vefy peint in deferring
the questions whether “certain -forms" ol phone-to-plienc [P telephony services should pay some
loem ofuccess charges because tie services had been rentatively classified as )
1clccm;1municatimm services. As the Commission emphasized, the distinction that the
Commission had tentatively drawn between “phone-to-phonc” and other forms of 1P ielephony
{computer-to-phane and computer-to-compater) was an extremely Tragile o;ac that coufd be

- - 5%
quickly overtaken by changes in lechnology and the markerplace.”

For example. the wntative determinagion that “computer-to-computer” servi tes.

are not telecommunications sen ices rested on thic characteristies o fthe “do it voursclf voice

* Sec 2002 Probe Research Report, at §-14; 2001 Probe Research Report, at [1-]16.
" See fnvestiyation inio Apprepriate Methods To Compensare Carriers for Exchange of Traffic

- Subfect 1o Section 231 of the Telfecommunications Act af 1996, No. 000075-TP (FL. Pub. Serv,

Comm'n Nov. 21, 2001).
e .
Universad Service Report, €90,
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services that 1ST's subscribers can and have cobbled together without the knowledge or asgistance
ol 15Ps and that used Internet backbone lacilities that had rot been upgraded w allow quality real
fme veice fransmission, Tl?csc :_m_:_s;rviccs that 1SPs and others plair1[y:dic[ not Imi(il thewselves
owt as atfering, and the Commisston relied on that fact in concluding that these are.aat
telecommumications services.” However. 1SP and other offerings have cmerged which expressly
offer and promote capabilitics of [P setworks that alfow. circuit-switched-quality voice
traasmissions between computers (and between phones). These compurcr-micumpulcr SUTViCes
quite plainly arc telecommunications services under the Universal Service Report’s rationale,
and it would distort compelition in violation of the Act if these services were exmuﬁt from
aceess charges while other VOIP scrvices were subject to them.

Simitarly. as the Universal Service Report suggested, the “wide range of serviees

that can be provided using packetized voice and innovative CPE™ mean that ihe ontative

distinetion belween “computer--computer” services and “phone-to-phone™ services is vae that

can be “quickly overcome by changes in wehnology, ™

That obscrvation was prescicnt. Today,
wany types of CPE perform preeisely the same protocol conversion functions that are pcrt"ormcd
by compuaers and that were the sole basis for the tentative decision to classify “plone-to-phone™
services differently than "C{l;npulCI‘-tO-pht.mL‘" services.””

Most fundamentally, while the Universal Service Report's tentative distinctions

are no longer sustainable, Ihe ultimate question presented here relates not to the proper

M id, g 87

“ Lt 9§ 0. _ '

*' 1 $89. There ss one other atteibute that the Universal Service Report cited to distinguish
phone-to-phone trom phane-to-computer and computer-to-computer services: whether the call is
addressed to numbers assigned to the North American Numbering Plan {"NMANP*}rather than to
the TC/P address of a particular computer. See id.4 88, This distinction is particularfy artiticial
because even it a call is addressed to 2 computer, the compulter will, in many instances, be
plugued inio a telephone line that has an NANP teleplionc nuimber.
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regulatory classiﬁéali(m otvarious-services. but whether incumbent LECs may discriminate
among them by requiring all of some §P telephony providers to pay access charées and by
exempting other providers of VOIP services f-rom those charges. The answer o that question - )
does nul tuen on the distinction between phone-té-phoné and other services, but rather on
whether ditfecent providers arc using identical facilities “in the same way fand]lor the same
purpo::c.‘!“"E

[n this regaed, lic primary purpose of § 202(n) of the Ast is to preveal
discrimination among cumpeling services and the t;csulring marketplace distortions." Here, the
devisive fuct is that all types o f VOIP providers compete with onc anotlicr through 1P
technologics, and they all use identical ocal exchange tacilitics for tlie same purposcs.: Most
starkly. all phonc-to-phone and computer-ta-phonc scrvices arc terminated in preeisely the same
way, for they all route trstfic in voice (TDM) format from the providers' terminating’ sateways to
called parties oner <‘:1'rcuit switched local exchange facilities.™ Yet tlie incumbents would assess
lermuaating n—ccg:ss charges on AT&T s phone-to-phone scervices but not on camputer-to-phane
services. Beyond that. there are alsa no naterial distinctions in the uses of local facilitics by anv
of the vanous forms of VOIP services, he tlicy computer-lo-computer. phone-to-phone,
cuﬁpuﬂ:r.—tu-phouc, or phone-i~computer. [t thus is critical that the ConinHSSioq adopt policics
that will ussurc that pariicular [P praviders arc not saddied with discriminatory cliarges that do

ot apply 10 competitors. The way to achicve this fundamental statutory object is not to altow

discdminatory asscssments based on ilic tenlative distinctions in tie Universal Service Report,

* Southwestern Beli, 153 F.3d at 342 sov 8ell Atlaiic Tef. Cos. v. FCC, 206 F.3d 1, § (D.C.
G, 2000),

—Z 147 l;.S.C - § 202(u), Sce Competitive Teleconununications Ass'n v, FCC, 87 F3ds22 {D.C.
“ir. 1996). ' )

© Al
Sve supra Pare .
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but to alfow all VOIP providers to enjoy the ISP exemption until the Commission can comprle d
complete record, determine the scrvices thiat should and shodld not bear access churaes, and
adopt rules that assure nondiscriminatory assessments of whatever charges arc apprepnatc.
T-ormial ratification of the p'oticy that tlic Commission [ias followed for t.hc past ycars will achicve
that end.

Fourth. and relarcdly, until prospective regulations arc adopled bascd on a

complets vecord, the Coinnitssion has recognized that it would also be excéedingly “ditTicult.” it

not impossible. for access charges to he nondiscriminatorily assessed against cven all providers

aof phone-to-phone IP telephony services."* In particular, the Report identified tlic difficulties of
“determin{ing] whether particular phonc-io-phone calls are intersiate, and thus subject to tfic

“** One reason for these difficultics is that because

federal ficcess charee scheme, or intrastate,
many firms provid‘ing nniy basic phone-to-plioﬁc 1P telephony havc. had no cecason to track or
pass Catling Pérty Number. there oftcn is no basis to _idcﬁlify the calls to which access cliarges
could apply or even reliably to cstimaie the perceninges of interstate and inlrastate u:>c on those
calls that are clearly telecommunications scwic;:s. Plainly, it would b¢ perverse if :;\T&T‘S‘
VOIP services couk_i alone he stngled uué lor access cliarges because AT&T passes CPN. while
other providers of phone-to-phone 1P telephony services wo‘u[d be cxempt {rom tlicsc cliarges
because they do not pass C'PN.

vFurthcr, broviders of plionc-to-phone P telephony use their facilities to_provéde

cohanced as well as basic services. For cxample, AT&T s cxisting VOIP services include

enhanced prepaid calling card services as well as basic voice scrvices, ind AT&T’s scrvice could

be expanded 1o include other crlianced services and to lightly integrate the basic voice and

"3 . . :
Universal Service Repors, $91.
[0
led.
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cnlianeed services. Similarly, other VOIP providers {egr.. Net-2-Phone) oftfer services that can

be interchangeably used to place either computer-to-phone calls (which arc cnhanced).

phone-to-phonc calls (which have characteristics of hasic services) or computer-te-computer
calls (which have been held not 10 be telecommunications services), and there has been no

vecasion ta des clop methods to track the information that would permit determinations of which

calls arc wlecommupications and could be sﬁbjec_t to access charges and which arc enhanced that

are not subject to access charzes. The practical difficulties of méking nondiscriminatory access
churze u&x‘cssmcu!:_i provide a further reason for a rule b'grring tlic imposition of access cliarges
onuny \T'C-)Il" ploviders until rules can be adopted that will allow the prospective
nondiscrimmatory assessment of whatever cliarges are found proper. .

‘ Finally. thc adoption of a rule that ratifies the longstanding e fuctn ISP
exemption for all VOIP services will cause o’ cognizabic harm to ineumbonts or to any objective
of the Act. First. quite apart fron thic fact vaip _rciprescnts a tiny fraction of interexchange
calling, tlic Commission has rejected the claim thai end user charges do nat fully compensate
iml:umhcnrs tor all logitimate costs.” [n this rega:rd. AT&T is cither temlinat]'ng calls over local
privale lines or business lines obhtained from ILE&IS or obtéini;ng (hesc facilities from CLECs and
terminating calls to ILEC custoners ever rccipmé:al conipcnsation arra.ngc?ncnts to which cost-
based rutes 'fl-pply. In’ either case. thie [LEC is compensated cither tﬁrough AT&T's payments for
ILEC' flat-rate local privaic lines or business linc.% purchased under end uscr fariffs or through
recipracal compensafion payments fronithe CLE:C to the ILEC. Further, tlic nonpayment of .

access cliarges has ne adveric effect on universal service, AT&T pays universal service support

payments on the revenues from all its non-cnhanced VOIP calls that i carrios over the Inyernct

" Adccess Charge Reform, 4§ 346
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and thai fall within the definition of phone-te-photic LP telephony and of telecommunicarions
Services.

tn short, tlic Commission should formally rarify the policy that it has followed for
the past five years of cxempting alt VOIP services from a(-;cess charges until such tine its the
Commission comprehensively revicws the evolving services, dCIle.I-I"ICS the appropriate charges
that should apply to them, and adopts appropriate prospective rules that allows thek
nmﬂiscriminatery assessment on all Sinlilﬂ_{!'j‘ situated scrvice providers.

CONCLUSION

For the reasons stated, the Commission should cater a declaratory rtiling that:
(1) VOIP scrvices thal are carried aver the Taternet are permanently entitled 1o subscribe #o local
scrvicc:; and cxempt from any requirement hat they subscribe fo access services or pay
above-cost uccess charges. and (2) ai] oiher pl:lone'lu-photic [P and VOIP tclephony scrvices are
exempt !i'u.m access charges unless and undl the FCC adopts regulations that prospectively
provide otherwise.

Respect{ully submitted,

‘s Mark C. Rosenblum
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o CERTIFICATE OF SERVICE

' 1 hereby certify that on this 18th day ofOctober,' 2002, [ caused true and correct
copies of tic forgoing Pefition for Declaratory Ruling That AT&T’s Phone-to-Phone TP

: T;:lcpll;)ny Services Are Exempt From Access Charges to be served on all parties hy mailir;g,
postage prepnid 1o their addresses listed on the attached service list

Dated:  October 18, 2002
Washington, D.C.

/s/ Peter Andros

Perer Andros
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.Network Reliability and Interoperability Council V

Service Provider Interconnection for
Internet Protocol Best Effort Service

Focus Group 4: Interoperability
1. Introduction

1.1 Overview

. Focus Group 4 of the Federal Communications Commission’s (FCC) Network

Reliability and Interoperability Councit (NRIC) V is tasked with assessing and improving
interoperability among data networks, including Internet providers.

There are several forms of interoperability, including interoperability of equipment

‘within a single provider network, and interoperability related o the interconnection

between provider networks. The former is primarily addressed by protocol standards and -
by a variety of testing cfforts. This report wiil focus on the fatter

This report deals with interconnection between Iniernet Service Providers. The report
describes the various interconnection arrangements, which are presently in use in the
Internet, and identifies some areas that affect interoperability and reliability. This report
is limited to best effort Internet Protocol (IP) services. The aim is to serve as a framework
for ongoing efforts, and to explain the related issues.

There are numerous aspects to interoperability among Internet networks, including:
* Routing aspects of ISP interconnection; :

¢ Administrative and economic aspects of interconnection;

* The performance and scalability of Internet interconnections; and

* The robustness and security of Intemet interconnections.

This report seeks to identify the most important issues and exposures in each of these
three main areas, and strives to identify opportunities to address or mitigate these risks.

. Where a solution is not readily apparent, we suggest directions for future research and

investigation.

There are other aspects of interconnection between ISPs, such as operational coordination

of issues such as security and quality of service, which focus group 4 is nof currently
working on.

Few mediums have grown as quickly as the Internet, or continue to change as rapidiy.
We expect and acknowledge that the practices we describe and document will change

over time. It is therefore likely-that the issues addressed in this report will need io be
revisited in the future.



1.2 Terminology

1.2.1 Acronyms

AADS

CAS

BGP
CDN

'CIDR

CoS
DNS
DoS
FCC
FG4
FOIA
IGP .
IOPS

P

[8-IS
ISp
[SP-ISAC
IT-18AC
MAE
MPLS
NAP
NOC
NRIC
QSPF
PoP

SKA

TCP

Ameritech Advanced Data Services

© "Autonomous System T 7

Border Gateway Protocol

Content Distribution Network

Classless Inter-Domain Routing

Class of Service

Domain Name Service

Denial of Service

Federal Communications Commission

Focus Group 4 of NRIC

Freedom Of Information Act

Internal Gateway Protocol

Internet OPerations Group

Intemnet Protocol

Intermediate-System to Intermediate-System routing protocol
Internet Service Provider )

Internct Service Provider - Industry Sector Advisory Committee
Information Technology - Industry Sector Advisory Commmittee
Metropolitan Area Ethérnet/Exchange.

Multi-Protocol Label Switching

Network Access Point

Netwaork Operations Center

Network Reliability and Interoperability Council -

Open Shortest Path First routing protocol

Point of Presence

Sender Keep All

Transmission Control Protocol

1.2.2 Terminolopy

Autonomous System A-group of routers under a single administration. See
section 2.2.
Bilateral Seitlements An arrangement in which each provider invoices the

originating end user, and then financial settlements are
made between providers to offset. originating call
imbalances.

Half-circuit scttlements An arrangement in which two providers each pay part

of the cost of a circuit between the providers (e.g., cach
pays the cost of the half-circuit from its end to the other
end).



Hot Potato Routing
Internal Gateway Protocol
Internet

Internet Service Provider

Paid Peering

Peering

_Peering policiss

Sender Keep All

Shortest Exit Routing

Transit

2. Background

Same as Shortest Exit Routing.
The protoco! used within an autonomous system.
The global intercontiected set 6f IP networks.

An organization which offers fntemet IP connectivity
services to customers.

A forra of peering in which cne party pays the other, in
order to offset perceived differences in cost or value
received.

An agreement between ISPs to carry traffic for each other
and for their respective customers. See section 2.5.

The decision criteria that a provider applies in deciding
with whom they will peer.

An arrangement in which each provider invoices the
originating end user, but no financial seftlement is made
between providers.

A form of inter-domain routing in which a packet destined
for a neighboring ISP is sent via the nearest interconnect

“to that ISP, See section 2.2.

An agreement where an ISP agrees to carry traffic on
behalf of another TSP or end user. In most cases transit will
include an: obligation to carry traffic to third parties. See
section 2.5,

2.1 Basic Data Connectivity in the Internet

An Interpet Service Provider (ISP) is defined to be an organization, company, or business
entity which is offering IP packet connectivity as part of the public Internet. An Internet
service provider might optionally also offer other services such as dial-up IP services,
Domiain Name Service (DNS), voice over IP, or traditional voice and circuit services, or
may also be a content aggregator or content service provider that bundles content with [P

transport. These other services make use of IP packet connectivity. This report focuses on
basic IP packet connectivity.



The current Internet is supported by a very large number (at least thousands) of ISPs.

ISPs range in size from very small {as small as serving an individual building) to very
large (global). It is common for an P packet, in its path from source to destination over
the Internet, to traverse multiple ISPs. It is therefore necessary for ISPs to cooperate in
the provision of Internet connectivity services, For example, it is necessary for ISPs 1o

* negotiate agreements to achieve conneclivity between thesé various IP networks.

Typically, today in the Internet, the interface between IP service providers offers basic
datagram IP interconnection, and suppotts only best effort IP traffic. In other words,
today class-of-service (CoS) support is typically not offered across multiple [SPs.

In the future ISPs may provide additional services, such as two or more classes of service
and/or MuliiProtocol Label Switching (MPL.S). There might also be a need (o support
these types of services between providers. These issues are outside of the scope of this
paper. Application leve] interconnection, such as the operation of DNS between
providers, is similarly outside of the scope-of this paper.

2.2 Overview of Routing in the Internet

Routing in the Internet is generally divided into intemal routing and external routing,

Internal routing refers to routing within an Anionomons System (AS), where an AS might
be a service provider network, or a sontiguous and well-connected part of an ISP

network. In most cases either “Intermediate-System to lntermediate-System™ (IS-IS) [0
or “Open Shortest Path First” (OSPT) [2] are used as the Internal Gateway Protocol {IGP).
within an AS. These protocols provide dynamic routing within a network, and can be
used to support certain types of traffic engineering (such as balancing of traffic flows
within a network). However, 1S-IS and OPSF do not support complex policy-based

. routing such as is needed between service providers.

" Routing between ASs makes use of “Border Gateway Protocol version 47 (BGP) [3].

BGP supports a wide range of administrative, engineering, and architectural policies
which may affect choice of routes, and also has been shown through operationai
experience to scale to support a very large Internet with maore than 100,000 routes.

In many cases ISPs use shortest exit Touting (also known as "hot potato® routing). With
shortest exit touting, a packet which is to be forwarded via a neighboring ISP is sent via
the nearest interconnect to that ISP, without concern for w i

Consider two ISPs which span the same geographic area, and which are interconnected in
multiple locations. Figure [ shows ag example of two backbong [SPs, which are
interconnected in four locations.



Figure [: Iilustration of Shortest Exit Routing

Consider a packet originating in service provider ISPx (served by Backbone ISP1}, for a
destination in service provider ISPy (served by Backbone ISP2). ISP forwards the
packet to its backbone service provider, which is ISP1. ISP1 then does a normal route
tookup, and finds that the destination is served.by Backbone ISP2. ISP then forwards the
packet'to ISP2. With shorte;t exit routing, ISPt will use the closest connection to ISP2,
as illustrated in figure 1. ISP2 then forwards the packet on to ISPy.

In this example, the ISP whose customer is originating the packet (ISP1) needs to
forward Lhe packet for only a short distance. The ISP whose customer is receiving the

. packet needs to forward the packet for a greater distance. This is a common occurrence

when shortest exit routing is used.

If both ISPs use shortest exit routing, the paths that the packets take will not be the same
in both directions, even between the same two end points.

2.3 Asymmetric Traffic Load

A significant percentage of the traffic in the Internet goes between web users (ie,
personal computers and workstations) and web servers. In general the volume of traffic
from web user to web server is relatively small (consisting of requests for content), and’

the volume of traffic from web server to web user is relatively large (consisting of the
content itself).



This implies that in many cases a particular user of the Intemnet may originate an

© exchange of data, for example by using their personal computer or workstation to query a

web server. However, the system which initiates the exchange is typically the source of
only a small percentage of the total traffic, while the web server which is offering a
service is typically the source of the bulk of the traffic. '

Where shortest exit routing is used between ISPs with a similar geographic footprint, this
means that the amount of traffic is different in each direction, which may cause one ISP
to incur more cost than the other, .

In gencral some ISPs may be primarily offering services to residential customers, others
may primarily offer services to web servers, others may primarily offer services to
business, while still other ISPs may offer services to a mix of customers. An ISP’s
custorner ratio will have an effect on the symmetry or asymmetry of its traffic flows.

Traffic flows between countries are affected by availability and cost of transport as well
as by a host of factors that influence where content is located. For example, flows of data
between countries or between continents may be asymmetric due to a relatively highet

- concentration of web servers in some countries and a relatively lower concentration in

other countries. These effects imply that traffic flows miay in some cases be highly
asymmetric. In many cases where there is asymmetric traffic flow between two countries,
the bulk of the traffic may be initiated by requests by users in one country, even though
the bulk of the bits are originated in the other country.

2.4 Public versus Private Interconnect

Public interconnection points [such as Metropolitan Area Exchange(MAE)-East, MAE-
West and the Ameritech Advanced Data Setvices (AADS) Network Access Point (NAP)]
allew multiple ISPs to interconnect at one physical location. This allows an ISP to
provision one circuit to one location, and yet obtain connectivity with multiple ISPs. This
is therefore the most efficient means of interconnection when two ISPs have a relatively
low amount of traffic to exchange. . , '

In some cases it is possible for two service providers to have so much traffic to exchange
that it is more efficient for them to interconnect directly. Typically this requireg
provisioning direct circuits between providers (which can in some cases be in the same
building), and each provider dedicates a router port to the interconnection.

For the interconnection of any two ISPs, there is a tradeofT between the use of more
connections versus the use of faster connections to achiave higher bandwidth. As an
example, consider two ISPs that span the U.S. If they were to interconnect only on the
east coast, then traffic originating at one ISP on the west coast, for a destination at the:
other ISP on the wesl coast, would have to traverse each service provider's network: in
order to reach the interconnection point. It is therefore useful for ISPs with a common;
geographic. range to interconnect at multiple points, However, in general a higher speed
connection costs less than multiple lower speed connections. Also, one higher speed -



interconnsciion implies less total network management effort when compared to multiple
lower speed interconnections. Therefore the nuinber and location of interconnection.
points is generally based on economic and other tradeoffs.

2.5 Service Provider Interconnection: Peering and Transit

Interconnection in the Internet is effected in many cases through one of two
arrangements: peering and fransit. Note that combinations of these arrangements and
more complex arrangements may also be used, as discussed later in this paper.

Peering is an agreement between ISPs ta carry traffic for each other and for theie’
fespective customers. Peering does not include the obligation to carry traffic to third
parties. Peering is usually a bilateral business and technical arrangement, where two
providers agree to accept traffic from one another, and from one another’s customers {and
thus from their customers’ customers).

Peering, as used in this document, refers to a relationship between sexvice providers. The
term “peer”, as used in this context should not be confuscd with the use of the same term
to describe a relationship between two routers. For example, two routers which directly
exchange BGP packets are referred to (in other documents) as “BGP Peers™.

Transit is an agreement where an ISP agrees to carry traffic on behalf of another ISP or
end user. In most cases transit will inchude an obligation to carry traffic to third parties.
Transit is usually a bilateral business and technical arrangement, where one provider (the
transit provider) agrees to carry traffic to third parties on behalf of another provider or an
end user (the customer). In most cases, the transit provider carries traffic to and from its
other customers, and to and from every destination on the Internet, as part of the transit
arrangement. In a transit agreement, the ISP often also provides ancillary services, such
as Service Level Agreements, installation support, local telecom prowsmnmg, and

- Network Operations Center (NGC) bllppOl’t

Peering thus offers a provider access only to asingle provider’s customers. Transit, by
contrast, usually provides access at a predictable price to the entire Internet.

"Historically, peeriﬁg has often been done on a bill-and-keep basis, without cash

payments. Peering where there is no explicit exchange of money between parties, and
where each party supports part of the cost of the inferconnect, may be referred to as
shared-cost peering. Shared-cost peering is typically used where both parties perceive a

roughly equal exchange of value. Peering therefore is fundamentally a barter rclfaiionship‘.

In some cases peering might be desired, but there might be an understanding that the
parties would not receive roughly equal value. In such z case paid peering may be used.
Paid peering is an agreement whereby ISPs agree to carry traffic for each other and for

their respective customers, but with some payment involved in order to offset percewec{
differcnces in value received and/or cost.
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The large number of ISPs worldwide implies that it is not feasible for every ISP to
interconnect with every other ISP. Any-to-any intercommection of ten thousand ISPs
would requite some fifly million connections — which is not technically feasible.

There are significant equipment, circuit and management costs of interconnection. Even
in an environment where there is a perception of equal vatue for'a particular
interconnection, this value might not be enough to justify the cost of the interconnection.

Any given ISP therefore will not choose to peer with every other ISP on a shared-cost
basis. .

Instead ISPs make conscious decisions as to which providers they will peer with, and
under what business terms. In: the United States, the decision to peer, or to decline to
peer, is driven by competitive market forces, rather than by government regulation.
Moreover, there is no legal obligation to disclose these decisions or these terms.

_ An ISP’s criteria for deciding the ISPs with which it will peer are outlined in a peering

policy. As noted above, peering is negotiated based on market forces and will resalt _
when it is mutually beneficial to two ISPs. Thus, the criteria contained in peering
policies are metrics for determining mutuality of benefit.

2.6 Flexible Interconnection

ISPs are at the same time intense competitors but are driven to cooperate and collaborate
in order to provide the universal connectivity needed and demanded by their customers.

- Differences among networks in location, coverage, customer mix, customer size, loyalty

of installed basé, service offerings, network quality, cost and market structure complicate
the mutual assessment of peering versus transit. Typically, ISPs develop interconnection
strategies to address two main points: cost and performance.

ISPs may have differcnt peering models due to geographical network footprint or
customer base, ete. ISPs tend to pccf with ISPs of a similar scale (as this often allows for
a perceived rough equality of value). Smaller I§Ps may have limited peering with larger
ISPs and generally attain connectivity to the global Internet through transit service from
their upstream transit provider(s). It may be that a large ISP may purchase transit from
another large ISP in order to attain connectivity outside of its own network:footprint. For
example, a large North American ISP may enter into a transit relationship with anothex

North American ISP because this other ISP'also has a network presence in Europe or
Asia. . ‘ '

In such a case an ISP may have both a peering relationship and a transit relationship with
another ISP. ISP A may peer with ISP B in the United States, for locations in the United
States. Simultaneously ISP A may buy transit from ISP B for locations in Burope or
Asia. Depending upon the geographic reach of ISP A, and depending upon the business
relationships, the actual exchange of routing information and data destined for locations
in Burope or Asia might take place either in the US, or overseas. Consider the scenario in
which each network maintains or separately contracts for their own inter-continental



Jiniks. In this case the two ISPs may only announce the J$-based customers to one
another in North America. In Europe, ISP B may announce 1SP A’s European routes to. -
both ISP B customer and peers.

The majority of LSPs purchase transit from other ISPs, even in case of ISPs that have
global networks. For example, 2 global ISP that has a network in the U.S., Europe and

- Asia may purchase transit from an Asian ISP that has a more expansive Asian network

than its own.

ISPs’ percentage of connectivity obtained by transit vs. peering may vary greatly
depending on the particular interconnection model. Generally speaking, the larger the ISP
the larger percentage of its traffic will be transported through peering connections as
opposed to fransit. This is mainly dus to the fact that a larger ISP’s network will
physically reach more locations, implying that the larger ISPs have the abifity to peer in
more locations than smaller ISPs.

No single ISP owns a network that reaches all points of the global Internet. Therefore, in
some cases ISPs may choose to buy transit from another ISP rather than build a network
to reach a specific part of the globe. This is typically due to the opportunity cost of
building a network vs. outsourcing (buying transit). This model may apply to the
smallest ISP as well as to the largest of global [SPs. An ISP’s particular interconnection

- model therefore will reftect. a “buy vs. build” decision: an ISP may either incur the cost

of building its own network and thereby position itself o barter for interconnection (i. e.,
peering), or it can effectively “rent” other ISPs’ networks by buying transit.

Interconnection strategies are therefore largely constructed on a case-by—case basis. They
reflect the wide variety of business models: wholesale transit vs retail, transport ISPs vs
web-centric ISPs, hub ISPs vs backbone ISPs vs access I5Ps, commodity vs Quality of
Service (QoS) ISPs, Content Distribution Networks (CDN) vs contcnt—pcenng networks,
QoS aggregators, and others.

Different business arrangements have evolved depending on the type of ISP. For
example: Two peering transport [SPs with similar traffic profiles.may split the costs of
bilateral circuit connections. However, in some cases transport ISPs may make use of 4
different relationship with ISPs specializing in content hosting, ISPs may exchange traffic
using a longest exit' (as opposed to a ‘shortest exit') of traffic that is traveling from the
transport ISP to the hosting ISP. The term “cold potato™ routing is sometimies used to
refer to this form of interconnection, This of course affects which ISP takes on the cost of

carrying traffic long-haul, which may in tumn affect the payment stricture whtch is agreed
between ISPs. -

Interconnection strategies also reflect the patterns of industry evolution that have varied
in different countries and regions. The pace of telecommunications liberalization, and

varying patterns of regional development and mternatmnal transit costs, have shaped the
interconnection in each country and region,



It has been sugpested that the complexity evident in actual interconnection agreements
imply that it would be difficult or impossible to write a regulation that addresses the dch
forms of agrecment that exist between providers. There is a wide range of interconnection
agreements in place. These exist a3 efficient market responses that a pair of providers
find mutually beneficial.

3. Quality of Interconnections

3.1 Performance and Scalability

The overall Internet service can only be as good as the quality of the interconnection
between ISPs. It is important that the interconnection between ISPs scale in terms of
bandwidth, number of ISPs interconnected, and for efficient Internet-wide routing and
management. ' :

In the past traffic congestion at public interconrection points has been a problem,
resulting in traffic loss. This has been improved considerably through migration of public

"interconnection. points to relatively faster network technologies and due to the greater use
of private peering.

3.2 Robustness and Security

ISPs’ networks are at risk due to a range of hazards, ranging from equipment and link
failures, power outages, natural disasters, mis-configuration, and intentional attacks.
These intentional attacks include Denial of Service (DoS) and virus attacks. Network
attacks such as the Code Red worm are a serious concem to ISPs.

In general, directly connected ISPs will need to cooperate in fault detection. For example,
if a customer from one ISP is having trouble interconnecting with a customer of another
ISP, then both ISPs may need to get involved in determining whether the problem is
within one ISP's network, within the other ISP's network, or at the interconnection point,

Similarly ISPs may need to cooperate in management of inter-domain routing between
the ISPs.

Due to the interconnected nature of the Internet, it is important that [SPs share
information to respond (o such attacks. Operational issues telating to DoS attacks and
other network security threats may be addressed in organizations that are established for
the cxchange of information ameng and between industry participants and government. -
However, information sharing has legal implications related to the Freedom of
Information Act (FOIA) and antitrust laws. Various stakeholders are working to identify
and develop the best forum in which ISPs and povernment can share operational
information related to risks and threats from network attacks while maintaining the
confidentiality of sensitive information and protecting ISPs from legal liability.
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3.3 Tools for Measunng Interconnections

There is a need for tools to measure performance and reliability. Here there is a need to
make a distinction between (i} application end to end performance; (ii) IP end to end
performance; (iii) performance within an ISP; and (iv) performance at the interconnection

. point. Optimizing performance at each interconnection poiit is a small but essentia part
of optimizing overall performance.

The ability to measure performance, including. interconnect performance, is required in
order to solve overall performance issues in the Internet. Where any performance
problém oceurs, there may be many locations which could in principle be the bottleneck
causing the problem. It is imporiant to be able to isolate where this bottleneck occurs.

Cornunonly used measurement tools tend to look at end to end performance, without

isolating where the bottleneck is. Additional work is needed to develop better tools for
measuring performance and to isolate bottlenecks. '

4. Potential Issues

4.1 Publishing Interconnection Guidelines

In the United States, the decision to connect, how to connect, or to decline to connect, is
driven by competitive market forces, rather than by government regulation. Because of
the competitive nature of these arrangements, there is no legal obligation to disclose these
decisions, terms, or to whom onc connects. Decisions about whichi connection
arrangement; peering, paid peering, or transit, or a hybrid arrangement, are determined by
the competitive conditions of the market. Peering and transit are established pursuant to

contracts between the parties. These contracts are usually treated as confidential business
information.

However, many would argue that the conditions under which providers are willing to
enter into discussions regarding such contracts need not, and perhaps should not, be
treated as confidential information.

There are many players in the worldwide Internet, and a common understanding of
frequently used practices, processes, and procedures is desirable to foster smoath and
efficient operation of processes necessary for the operation of the Internet. In general,
when a process is carried out in private, it is difficult for others to fully understand the
process. A lack of openness can lead to perceptions of lack of fairness in the process,
particularly in the absence of competitive options.

Over the past year, several of the largest ISPs in the United States have voluntasily
chosen to openly publish the basis on which they decide with whom they will enter into
discussions about peering on a shared cost basis. In the opinion of NRIC V, this has been



a positive development, both for U.S. industry and for the global Internet community. It
has significantly enhanced transparency of process in the industry.

In publishing peering policies, ISPs seck to:
* Increase transparency of process;
= TIncrease efficiency of process;

¢ Demonstrate that U.S. industry practices are neither discriminatory nor exclusionary;
and '

*  Allay concems of domestic and overseas providers and the public.

‘For these reasons, NRIC V, Focus Group 4 (FG4) has encouraged service praviders, and

especially the large "backbone” Intemet providers, to consider, consistent with their
business practices, publication of theit criteria for entering discussions about peering.

Some participants have expressed a concern that the process of publishing peering criteria
would itself result in a harshening of peering criteria. Because of the complexify in
evaluating the costs and benefits of interconnections, guidelines may fail to capture alf
relevant market factors. If published guidelines are considered as contractual obligations,
ISPs could be tempted to publish unnecessarily harsh guidelines. It is certainly not the
intent of FG4 to recommend a policy that would cause a change in peering criteria.
Rather, our purpose is to support publishing peering policies as an important part of
ensuring efficient operation of the Internet,

This paper does not take a position on the content of the psering requirements posted by
any particular ISP. Some [SPs feel that certain peering practices are exclusionary, others
do not agree. However, publication of an ISPs peering policies opens these policies to

public scrutiny and debate, arguably making unreasonable or exclusionary policies less
likely.

4.2 Tssues to be Congidered

In general it may be necessary for a service provider to [imit the number of other
networks with which it peers, and/or to ensuie that peering arrangements are mutually
beneficial and of sufficient value to justify the cost of peering. Internet providers do not
and can not peer with all other Intemet providers. This is because peering requires
expenditure of reseurces, including human resources, use of equipment, and networlk
bandwidth. Such resources are constrained in most cases. For this reason ISPs make
conscious decisions as to with which providers they will peer, and under what business
terms. In the United States, the decision to peer, or to decline to peer, is driven by market
forces, rather than by government regulation.

For example, peering requires some coordination between ISPs, which in turn implies
human resources to perform the coordination. Network management is needed, for

example for configuration of BGP policies, and for fault isolation, detection, and.
COITEction, :
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Private peering requires that local circuits be configured (and paid for) between the
peering [SPs. Routers must also be provided and configured.

Adding additionat peers at public peering points is relativély less expensive for low or
moderate bandwidth interconnection. For example, if a new provider wished to peer at a
public peering point, then only that one provider will need to provision a circuit to the
peering point, other existing providers will already have circuits to that peering point.
However, addition of a new peer at a public peering point still requires management of
BGP policies. If the aggregate traffic level increases sufficiently, then other providers
may.need o increase circuit capacity, or the network capacity at the peering point may
need 1o be increased. Also, ISPs who directly exchange a large volume of traffic may find
that it is more efficient to use private pecring with cireuits and routers dedicated to the
exchange of data. '

There is a potential problem if certain backbone ISPs fail to interconnect either by
peering or transit. In principle, this could result in a loss of full connectivity in the
Internet. Full connectivity between any two ISPs requires that the twe ISPs either peer
directly, that one of them obtains transit from the other, or that at least one of them
obtains transit service from a third ISP. Up to now this problem has been resolved or
avoided by business pressures: Any ISP which fails to offer full internet connectivity will
receive considerable pressure from its customers, and up to now this pressure has been
sufficient to motivate ISPs to provide full connectivity. Competition will force ISPs Lo
interconnect, either directly or indirectly. [SPs are driven by market forces to have
inferconnection agreements (whether via shared cost peering, paid peering, or transit
service) to serve their end users,

In some cases changes in inter-domain routing may take a while to stabilize in the
Internet. For example, there are cases where routing dynamics have taken as long as
several minutes to converge. One option for improving convergence times is to limit the
path length between any two providers. However, note that reducing all paths to 2 hops
would require that all ISPs peer with all other ISPs, which is technically infeasible.. There
is a trade-off bere between convergence time versus the overhead of peering (e-g.,
number of interconnections and amount of network management needed).

The Internet primarily uses topology-based addressing [4], in which a customer who
receives Internet connectivity from a provider also receives its address allécation from
that provider. This use of topological addressing is important to Hmit the growth in'the
number of prefixes visible in top-level IP routing. This in tun implies that an 1SP that
does a poor job in aggregating addresses may be straining the énfire Intemet infer-domain
routing system. However, there is in general difficulty in agreeing on the definition of
“poor job" and there is also difficulty in agreeing what should be done to address this
issue. Also, there are reasons to avoid agpregation it some cases, such as where a
customer is attached to multiple service providers ("muiti-homing") and to optimize
routes to some customers ("traffic engineering™). Thus, there are engineering trade-offs in
address aggregation decisions. '
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4.3 Examples of Criteria

No two networks are exactly the same. However, in order for the Internet to operate, all
of the IP service providers worldwide must be interconnected in some fashion. Atsome
level every ISP needs to have a method or criteria to determine which other [SPs it will
‘connect as peers, and which ones should connect as customers. ‘

Each ISP has the right to define its own peering criteria. The goal of this section is not to
Jjudge whether these criteria are cotrect, but rather to provider examples of criteria that
may optionally be used, and to educate others on why these criteria exist,

A motivation affecting the design of peering criteria is to ensure a reasonable and fair
allocation of cost to each party, and a mutuality of benefit shared between the peering
partics. ISPs may want to keep this goal in mind in developing peering criteria, and in
evaluating the degree to which these criteria apply in any particular case.

Some ISPs use their peering criteria as guidelines only, and peering criteria may change
. over time. The amount of flexibility employed when evaluating conformance with
peering ctiteria may also change due, for example, to concems about regulatory issues.
However, it may be undesirable for criteria to be applied too hagshly, since
interconnection in some form (whether direct or indirect) is needed for full Internet
conneclivity :

4.3.1 Geographic Coverage

One of the most common criteria for peering is similar geographic coverage. The basis
for this is that it costs more resources to build a national or global network then it does to
build and maintain a regional network. Many [SPs feel that regional and national ISPs
should not be considered peers because the national ISP incurs a greater expense to build
out its network. As an example, a nationwide network may have to carry its custorer
traffic an average of 500 route miles, while a regional network may only have to camry the
traffic an average of 100 miles. Geographic coverage therefore serves as a measure of
whether there would be a reasonably balanced benefit to the two ISPs in entering into a
peering relationship, '

The relative importance of geographic coverage may change over time. For example, the
relative cost of using 1000 miles of fiber along an existing right of way, versus the cost of
laying 10 miles of fiber within a congested city, may change with advances in
technology. Advances in optical technology may reduce the cost of the former, while
advances in wireless technology may provider an alternative to the latter. Relafive costs

. nay change based on technological advances which are difficult or impossible to predict.

Geographic coverage may be used to represent costs other than just circuit costs. For
example, a geographically fimited regional network might operate a single Point of
Presence (PoP). A national or international network might have PoPs in many major
clties across a wide geographic range. ‘
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ISPs with a larger geographic footprint also have a larger potential customer base. This
may represent an advantage which offsets the greater cost of maintaining the larger
geographic footprint. ’

4.3.2 Proximity of Exchange Points

In some cases an ISP will require peering connections to be built in specific geographic
areas. This serves to reduce the cost of exchanging traffic and is also useful to balance
traffic loads. This requirement may in some cases also double as a geographic coverage
requirement,

In many cases it is in the best interest of both parties to peer in geo graphically dispersed
locations. Fewer connections cause an inctease in the consumption of long-haul
bandwidth, and more connections consume more local loops. Both extremes can cause a
significant waste of resources. As an example of why the location of peering may be of
importance: Two nationwide [SPs connecting only on the east coast will consume
significant resources hauling their west coast customer traffic to the east coast.

Some ISPs will modify this requirement to consider geographic differences, such as for
peering for some specific routes for ISPs located on different continents. For example
some US providers may agree to announce US routes to Asian ISPs (and receive Asian -
routes) without requiring an east coast peering location, and may ammounce US routes to
European ISPs (and receive European routes) without requiring a west coast peering
location.

4.3.3 Minimum Capacity Requirements

The requirement for a specific geographic coverage can sometimes be coupled with

the requirement of the peer ISP's backbone being able to maintain a eertain link capacity.
One reason for this requirement is that it costs more to run a higher capacity

backbone. Also, before agreeing to a peering relationship, an [SP wants to ensure that its
peer Will have sufficient capacity to carry the first ISP*s traffic in 2 manner that satisfies
its customers’ expectations. In many cases the capagity requirements may vary from
region to region with the most restrictive requirements in areas where more capability is
typically available and lower requirements in other areas.

4.3.4 Symmetry of Traffic Exchange

Some ISPs require that the traffic cxchanged between networks must be roughly balanced
in order to peer. For example the traffic sent from one ISP to the other must be ’
comparable to the traffic received. Since most ISPs use shortest exit routing, it usually
costs less resources to produce a bit then it does to consume a bit. Thus if one ISP sends
significantly more traffic to another ISP than it receives, it probably costs it less to peer.

This situation may arise from an ISP focusing on a certain niche market (like hosting, or
access).
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Note however, that web (raffic tends to be highly asymmetric, with the traffic flows from
web server to client much greater than flows from client to server. An 1SP-which supports
multiple popular web services will therefore tend to generate more bits of data than one
which supports primarily home users or other web customers. Also where ISPs have
“highly different geographic coverage, the asymmetric cost of carrying traffic might be
more balanced. The reasons for asymmetry in IP traffic may therefore need to be taken
into consideration in some cases.

4.3.5 Minimum Traffic Loads

Most private peering guidelines have a minimum traffic load requirement. This tends to
go hand-in-hand with private peering, since for small or moderate traffic loads it costs
mote to establish a direct péering connection thar to add another peer at a public peering
site. The goal of these requirements is to make sure that there will be enough value in the
exchange of traffic to warrant the cosf of interconnection, including the peering circuit as
“well as equipment and network management costs.

4.3.6 Reliable Network Support

Almost dll ISPs require that a peer have a 24x7 NOC. The Intemnet has not evolved to the
poiat where every ISP can completely protect themselves from accidental or malicious
acts by their peers or from attacks launched through a peer. The requirement of a 24x7
NOC ensures that if something does happen it can be rectified quickly.. The requirement
to cnable loose source routing of packets is sometimes included to enable the operators
and engineers of that network to be ableto track the return path of their traffic. In
principle ISPs might also make some requirement with respect to the cxpenencc level or
capabilities of their peers, although this could be difficult ta quantxfy

437 Rcasonab!e Address Aggregation 7

The efficiency of overall inter-domain routing in the Internet requires that some care be
used in the assignment of addresses (in order to limit the size of the overall Internet
routing tables). However, note that a core ISP which does a good fob of address;
-allocation is aiding its peers more than it is helping itself — each ISP has to maintain
separate routes to its own customers in its internal routing, regardless of whether it can
aggregate these routes for advertisement to other ISPs,

An ISP might therefore require reasonable address aggregation as a criteria for peering.
Alternatively, an [SP might limit which routes it is willing to accept from its peers.

3, Summary

This white paper dsals with interconnection between Internet Service Providers {ISPs).
The report describes the various interconnection amrangements which are presently in use
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in the Internet, and identifies some areas that affect interoperability and reliability. It is
noted that there is a wide range of interconnection agrcements in place, which exist as
efficient market responses to the requirements of maintaining the operational Internet.
The white paper also lists some of the issues that 1SPs take into consideration when they
decide what type of interconnection is appropriate with other ISPs and notes that the

"Internet is evolving continuously in 2 manrier that is constrained by market forces and

technical feasibility. This report is limited to best effort Internet Protocol (IP) services.

The white paper notes that interconnection strategies also reflect the pattemns of industry
evolution that have vanied in different countries and regions and notes that the pace of
telecommunications liberalization, and varying patterns of regional development and
international transit costs, have shaped the interconnection in each country and cegion.

The white paper concludes by encouraging ISPs, and especially the large "backbone”
ISPs, to consider, consistent with their business practices, publication of their criterta for
eniering discussions about peering. Publishing peering policies will increase the
transparency and the efficiency of the process, demonstrate that U.S. industry practices

are neither discriminatory nor exclusionary, and allay concerns of domestic and overseas
providers and the public.
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The Public Internet: Unique Design
Considerations

M uch of our discussion up to this point has focused on design for private
intraners and enterprise internetworks. How'do things change when
we design for the global, public Internet? How might the design of the public

Interner interace with design considerations for enterprise internetworks?
The first six sections of this chapter deal with the overall design of the
Interniet, explaining how that system has evolved over time. They will be of
particular interest to anyone designing for an Internet service provider, par- ‘
ticularly for anyone designing a network for a backbone ISP, but they have
other applications as well. For instance, understanding the structure of the _ i
Interner helps a business to order the most appropriate Interner access service
and to position its Web servers and other sources of high traffic volume.
" Thus, the final section of this chapter contains helpful hints for ordering

R Internet access from an ISP,

" 14.7 Evo_lution of Today's Internet

Today, there is no overall central planning function for the Internet. Changes
set in motion a few years ago-have led to the present system. In order to
understand how the system works, and how it was intended to work, it is
helpful to return to the year 1993—the last poine in time at which a grand
vision existed for the evolution of the Internet as a whole.

Unril 1995, the U.S. National Science Foundation provided the core of
the Internet in the form of the INSFner, a publicly funded backbone network.
The NSFnert was restricted to carrying only traffic associated with research or
education. By 1993, the NSF felt that the Interner had sufficient commercial
viability to stand on its own two feet. Moreover, the NSF understood that as
long as the government provided the backbone of the Internet at no cost, :
there could never be a broad private Internet industry. Private industry could ¥

T
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not compete with a service provided at zero cost. In order to permit an industry
to spring into being, the National Science Foundarion would have ro step aside,
The NSF initiated this transition through a public solicitation documens,

- Solicitation 93-52, in which the NSF described a future Interner structuce

comprising

u National service providers (NSPs), providers of Internet access operating
on a national scale

s Internet service providers (ISPs), operating on a smaller scale than NSPs

m Public shared interconnection points called network access points, or
NAPs

m A transit service to interconnect the regional ISPs formerly funded by the
NSF

a A very bigh' speed backbone network service (vVBNS) 1o interconnect a
handful of research laboratories and to serve as a testbed for new high-
speed Intecnet services

W A router arbiter service, both to rationalize routing in the global Internes
and to provide a central anchor point for routing research and statistics

Figure 14-1 shows a notional view of what the NSF had in mind.

On balance, the NSF was very successful in taking itself out of the
innards of the global Internet without massive discuption. However, some
aspects of its plan were more successful than others. It is instructive to fook at
the results of each element of the plan. ) '

14.1.1 Natlonal Service Providers and Internet Service Providers

A number of NSPs and a far larger number of [SPs were already in operation
at the time of Solicitation 93-52. Today, there are at least five major backbone
ISPs and somewhere between six and perhaps thirty smaller backbone ISPs
that could be described as NSPs, We will discuss the distinguishing hallmarks
of a backbone ISP fater in this chapter.

By all accounts, there are several thousand ISPs today. Boardwatch
Magazine currently lists sorme 4,855 [S$Ps in North America.!

The NSF did not attempt to create NSPs and I1SPs; cather, in exiting the
public Interriet space itself, it created the market forces that would foster the
formation of NSPs and ISPs.

1. Boardwatch Magazine, hap-fboardwarch.intermet.comfisplspring99fintroduction.brml, -
June 1995, . .



276 The Public Internet: Unigue Lresign Considerations

Figure 14-1: The architecture of the Internet, a.ccording to NSF Solicitation 93-52.

14.1.2 Network Access Points

Solicitation 93-52 sought to create at least three network access points, of
NAPs, located in the San Francisco Bay area, the Chicago area, and the New
York City area, as well as addirional NADs to the extent that funding might
permit. The NAPs were expected to operate at the data link layer of the O8I
Reference Model; they might be implemented as a shared high-speed LAN or as
an SMDS or ATM service providing shared interconnection among NSPsASPs.

Each NAP would provide interconnection among NSPs and ISPs for pur-
poses of traffic interchange—known in the trade as shared interconnection,
and sometimes referred to as public peering. In an interconnection, or peer-
ing, relationship, Internet providers agree to.accept traffic destined for one
another’s respective customers but not necessarily for other third parties. In
a customer, of transit, relationship between Internet providers, by contrast,
the transic provider typically agrees to accept traffic destined for any pointin
the global Internet. . .

The solicitation resulted in the NSF’s supporting four NAPs. Those
NAPs, along with their sponsoring firms, are shown in Table 14-1.
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Table 14-1: Network Access Points and Spensoring Firms

NAP o Spousoring Firms

Chicago Ameritech/BeliCore |

MNew York! Sprint/San Diego Supercomputer Center
Sanfrancisco  PacTel/BeliCore

Washington, D.C. tetropolitan Fiber Systerns (MFS), in a facility called MAE East

1. New York is somathing of a mishomer: Sprint responded to the N5F's request with a proposal
to tocate its NAP in a facility situated some 90 miles southwest of Mew York, across the Delaware
River from Philadelphia.

In the fluery of acquisitions that followed the Telecommunications Act of

. 1996, the identity of a number of these organizations is changing or has

changed. BellCore has been acquired by SAIC; PacTel has been acquired by
SBC; Ameritech is in the process of being acquired by SBC; and MFS was
acquired by WorldCom, which subsequently became MCI WorldCom as a
result of its acquisition of MCIL

The NSF's program was basically successful, even though thmgs did not
work out exactly as initially envisioned. The Washingron NAP, better known
as MAE East, and the Sprint NAP evolved inte full-fledged national and
global traffic interchange points; the Chicago and San Francisco NAPs, how-
ever, have been problematic since their inception. Initially, they suffered from
technical problems associated with attempting to drive large volumes of IP
traffic over still immature ATM switching products; subsequently, these
NAPs have lacked a critical mass of large national backbone ISPs. As a result,
they function, in practice, in the role of regional traffic concentration points.
Quite a few additional regional public-interchange points have come into
existence in the United States in recent years, although they do nor appear to
play a strong role in the overall traffic flows of the Internet.

Meanwhile, the fack of a stable public peering point 'on the West Coast of
the United States was, briefly, problematic for the NSP/ISP community, In
practice, the large national backbone ISPs soon converged on a facility called
MAE West, operated jointly by MFS and NASA.

" As a result, the work originally envisioned for the NAPs can be viewed,
for most purposes, as being performed by MAE East, MAE West, and the’
Sprint NAP. All three of these were based in the recent past on Fiber
Distributed Data Interface (FDDI} LAN technology, and all three augmented
the FDDI with high-speed LAN switches (gigaswitches), The gigaswitches
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support full-duplex FDDI, thus offecing, in theory, 100Mbps of input and
output simultaneously between each pair of routers.

By 1996, all of these facilities were suffering from inadequate capacity. In
1998, MCI WorldCom upgraded its MAE facilities in Washington (MAE
East), San Jose (MAE West), and Dallas to offer modern ATM switches as a
high-capacity alternative to che FDDUgigaswicch architecture, ~ ©

As we shall soon see, a largely unanticipated consequence of the evolu-
- tion of the Internet away from the pure NSF 93-52 model has been a migra-
tion of interconnection traffic away from these three locations and into

private arrangements among the NSPs. These direct interconnections are, -

sometimes referred to as private peering.

14.1.3 Transit Service among Reglonal ISPs

Eight large regional ISPs went through a competitive bidding process, which
resulted in a series of contracts for transit service—where transit represents
carrying of data to other ISPs——being awarded to MCL MCI connected the
INSF-sponsored regional ISPs to one another and carried their traffic to other
NSPs and to the NAPs. The arrangement worked well, in general, but it has
largely been phased out today. The original regional ISPs have outgrown their
need for transit services; however, most backbone ISPs now offer transir ser-
vices, which continue o play a huge role in the public Intecnet today.

14.1.4 The Very High Speed Backbone Network Service (vBNS)

The NSF also awarded the vBNS to MCIL. MCI runs routers over an infra-
structure of ATM switches to interconnect a- number of NSF-sponsored
tescarch institutions, including the supercomputer centers at Cornell
University, Pitsburgh, San Diego, NCAR, arid NCSA. The vBNS was initially

operated at OC-3 speeds (155Mbps) and was subsequently upgraded to OC-
12 {622Mbps). :

The program has generally worked as intended; nonerheless, there are
issues. First, it serves only a portion of the institutions to which connectiyity
is offered. (Thus, it is not available to all of Cornell University). Second, the
original intent of using the vBNS as a testbed for research into high-speed
internecworking may be inagpropriate for a production network used 1o
accomplish real work. S

More recently, some of the functions of the vBNS have been subsumed by
two newer initiatives: the Next-Generation Internet {NGI), and the Abilene
project of Interner 2, The NGl is a U.S. government—sponsored inifiative 1o
provide a high-speed privare internetwork among a nurnber of major U.S.
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agencics. Abilene is a high-speed private internetwork interconnecting mem-

bers of UCAID, a consortium of research universities and private industcy.

Abilene has benefited from significant “in-kind™ contributions of circuits and
equipment from Qwest, Cisco, and Nortel.

Meanwhile, the original vBNS contract will soon expire. MCI WorldCom
intends ta replace it with a privatized next-generation vBNS network based
on packet-ovcr -SONET at OC-48 speeds.

14.1.5 The Router Arbiter (RA) Project

The Router Arbiter project was intended to conduct research into routing
and to provide a database of Internet topology and policies, in order to
enhance the stahility, robustness, and manageability of the Interner. The
Router Arbiter project also produced statistics about the Internet as a whole
(see Scc'tion 14.6).

14.2 Structure of the Internet Today

Trafﬁc interchange among backbone ISPs is fundamental to the operation of
this system. As previously noted, in an iriterconnection relationship, Internet
providers agree to accept traffic destined for one another’s respective cus-
tomers but not necessarily for other third pdrties. This is different from a cues-
tomer, or transit, relationship berween Internet providers, where the transit
provider typically agrees to accept traffic destined for any point in the global
Internet.

Historically, interconnection was called peering, in order to-imply that
traffic was interchanged among providers that were similar in size and capa-
bility. Over time, it came to be recognized that peegs need not be similar in

size; rather, whar was important was that there be comparable value in the.

traffic interchanged.

I find it convenient to think of today’s Internet as comprising two kinds
of ISP: backbone ISPs and all others. The backbone ISPs interconmect with all
other significant ISPs by means of a full set of interconnection relationships.
Other ISPs may have some interconnection relationships, or they may not,
but they have a significant dependency on a customer or transit relationship
to one or more backbone ISPs. {Thus, the ability to reach all Internet desti-
nations without the need for a transic relationship—sometimes called, some-
what inexactly, default-free status—is a strong indicator that an ISP should

be viewed as a backbone ISP.) This yields the complex, Medusa-like structure

shown in Figure 14-2.
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Figure 14.2: Present-day Internet structure: Backbone [5Ps and other 15Ps.

By chese criteria, Cable 8 Wireless (formerly internetMCI), MCI World-
Com (including UUnet, ANS, and other previously independent ISPs}, Sprint,
AT8¢T, and GTE (including the former BBN and Genuity) should clearly be
viewed today as backbone ISPs. Somewhere between six and perhaps thirty
other ISPs could also be viewed as backbone 1SPs. The vast remainder are
dependent on the backbone ISPs for global interconnectivity. -

14.3 Direct and Shared Interconnections (Public and
Private Peering)

Over the past few years, there has been a marked trend away from the use of
the shared interconnection points on the part of the large backbone ISPs. In
absolute terms, thete is still significant traffic growth at MAE East, MAE -
West, and the Sprint NAP; however, the growth is not cormmensurate; with
the growth in overall traffic in the Internet. Thus, these facilities are losing
“market share” in terms of the number of bits that flow through them.

The trade press has been perplexed by this trend and has occasionally
presented it as if it were a predatory tactic on the part of the large backbone
15Ps. In fact, simple economic and technical considerations drive the move to
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direct interconnections (private peering). For that matter, the migration to
private peering s, for the most part, neutral in its impact on smaller ISPs—which
indeed have severe problems with' the affordability of interconnections bt not
because of the upsusge in direct interconnections among large backbone ISPs.

Even our way of thinking about shared interconnection has evolved.
Historically, we referred to the NAPs and MAEs as public peering points.
This was something of a misnomer, as, in almost all instances, peering was
not public! Interconnection (peering) at a shared interconnection point would
be established as a bilateral business relationship between two backbone
ISPs, often at no direct cost to either party, based on the shared perception
that both parties benefited from that interconnection.

In 1593, it might have scemed that the NAP-based architecture shown in
Figure 14-1 could be expanded indefinitely. As each component was out-
grown, it would simply be upgraded. When the NAP shoe stacted o chafe,
the NAP provider mighe simply buy a shoe of larger size.

Things have not played out quite the way that they were expected to.
First, LAN technology did not keep pace with the growth in Internet raffic

“levels. As traffic at the three major inrerconnects grew, the shared-medium

FDDI (with 100Mbps of bandwidth to alf ISPs present) was upgraded several
times but never seemed to:be able to keep pace with traffic. More recently, the
largest MAE facilities have migrated to ATM; nonetheless, the main reason
that the Internet as a whole has not tong since collapsed under its own weight
is that the major backbone ISPs have diverted most of their traffic away from
the shared interconnection points. : '

" The second main factor in this migration is that the economics of inter-
connection work differently as the bandwidth ramps up. Ynder the original
concept of a NAP, a single T-3 connection from each NSP would carry all of
the peering traffic for that NSP for a major portion of the United States. The
NAPs made economic sense because they allowed mulriple peers to.share
resources. They also provided economies of scale, because operating a single
shared T-3 circuit was far more cost-cffective than operating one or more
T-1 circuits to each of several peers.

Today, if a given backbone ISP has enough traffic to anather backbone
ISP to fill a T-3 circuit, there is no incentive ro use¢ a.shared interconnect for

that traffic. Indeed, in light of current Internet traffic levels, use of a public
interconnect

& Would introduce the risk of overloading the shared interconnect, to tﬁé
detriment of both backbone ISPs and possibly also of third parties
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= Offers no additional economic.incentives in the form of economies of
scale
m Potentially complicates future upgrades; in that three parties aze involved :
; (two backbone ISPs and the shared interconnect facility manager) instead
E of two {just the two backbone ISPs)

For a large backbone ISP, the natural tendency is to use °

m Private interconnects to those backbone ISPs with which one has a lot of
traffic to interchange

w Shared interconnects to interchange traffic with smaller backbone 15Ps
and, possibly, with small ISPs

This yields a system that looks like Figure 14-3. The majority of interconnec-
tions among providers may continue to take place at shared interconnection
points; however, the preponderance of traffic already flows across private
peering interfaces, and this tendency is sure to accelerate in the coming years.

Backbone 5P 1

Direct

g interconnect
o
%
E
] interconnect
iy a5 &
i

Shared
Intercannect
Paint

e

Figure 14-3: Direct and shared interconnections {private and public peering).
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14.4 Fraffic Characterization in Light of Shortest-Exit
. Routing

Whether the peering connection is implemented at a shared interconnection
{public peering) point or through direct interconnection {private peering), the

prevailing pattecn in the Internet today is to perform routing between peers
" on the basis of shortest exit, sometimes called bor-potato routing.

Shortest exit is, from a routing technology-point of view, faicly simple. If

a pair of [SPs or NSDs peer in more than one location, the sender determines
the interface over which to send the data. The sender will generally choose to
send the data at the earliest possible opportunity, in order to minimize cost to
itself (while maximizing cost to the provider with which it peers).

 This resulting system is, overall, fair to both parties under most circum-
stances; however, the economic implications of shortest-exit routing may not
be immediately obvious to the casual observer. For that matter, the trade
press has beéen exceptionally confused when it comes to shortest exir.
~ Suppose, for example, that a Massachusetts GTE customer chooses to
access 4 Web page maintained by 2 Los Angeles customer of, say, Sprint.
What happens? As we work through this example, pay close attention to
Figure 14-4. The GTE customer. selects the URL chat he or she wants, and
presses Enter. The customer’s PC system will determine the IP address of the
déstination and will then start to open a TCP connection by sending what is

GTE
customer

interconnection

Direct
point

fnterconnection
point

et LeR 4 o

e i e

o s et
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called a SYN packet to the destination host. Routers within the user’s company
will recognize that this IP address is external to the company and will route it to
their Internet provider, GTE (following the light gray lines). GTE’s routers will,
in turn, recognize that the IP address was assigned by Sprint and will route the
datagram to the nearest interconnection point with Sprint. Let’s suppose that

" the interconnection point is locared near New York City.

At this poinr, Sprint has the obligation of carrying the datagram across
the country using its own infrastructure. When it arrives at a Sprint router in
Los Angeles, the datagram is sent to the custorner™s router, which in tucn
routes it 10 the Sprint customer’s Web server,

The Web server generates a TCP acknowledgment of the SYN packet.
Routers within the customer’s internal network send this datagram to Sprint
{the dark gray line). Sprint routers recognize that this datagram is destined
for a GTE customer, so Sprint routes it to the nearest interconnect point with
GTE, which, for our example, might be at Palo Alto, California, The raffic is
handed off to GTE at that point and then carried on GTE’s network back to .
Massachuserts, where it is finally handed off to the GTE customer who orig-
inared the request.

This somewhat arcane system has some subtle implications.

= Traffic flows arc generally asymmetric.

® The system tends to be fair as long as data volumes are roughly balanced
between wransmit and receive, with no systematic bias toward or away
from any particular geographic location, and as long as both providers
are hauling data comparable distances. g

& [t is indeed mare biessed to give than to receive: better to transmit dary
than to receive it. The recipient of traffic is burdened with the cost of
hauling it for long distances. Shortest exit thus tends to favor providers
with Web hosting traffic (asymmerric flows favoring transmission) and to
put dialup providers (asymmerric flows favoring reception) at an eco-
nomic disadvantage. ' .

@ There are innumerable ways to “game™ the system—to so structure your

business as to artificially reduce your costs, at the expense of: other
_providers. '

In light of shortest exit, large backbone ISPs tend to offer peering privi-
leges at no cost only to other backbone ISPs that can peer in locations on
both coasts and that can provide sufficient bandwidth berween the COasts,
subject to various other technical and business considerations. These repee-
sent necessary, but not sofficient, conditions for shortesr-exit peering to be
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reasonably equitable. And it is for these same reasons that backbone 1SPs
either do not offer péering or else insist on charging for peering for small ISPs )
who can peer in only onc location—the small ISP cannot meaningfully recip-
rocate the service that the large backbone ISP provides, because the distances
over which it operates are not comparable.

14.5 international Internet Traffic Flows

Not surprisingly, the NSFs view of the evolution of the Internet was focused
primarily on its evolution within the United States. What about the rest of the
world? '

For historical reasons, the Internet evolved in a U.S.~entric way. It
started in the United States, which today still represents the vast majority of
the traffic on the Interner, although the rate of growth in other parts of the
world may be even higher than that in the United States.

The prevailing tendency uncil quite recently has been for each foreign ISP
t0 maintain a connection to a U.S.-based backbone ISP, at the foreign
provider’s expense. Thus, connectivity to the rest of the world was provided ;
by the United States—a system sometimes called “hub and spokes.” This is
depicted in Figure 14-5. From the perspective of foreign providers, the system
could be quite irritating; it implied that traffic to any other provider’s cus-
tomers would generally go to and from the United States, even if both cus-
tomers in question are located in, say, Europe.

* Moreover, the foreign provider would pay for the circuit to connecr to the
U.S. NSP. Those: circuits are expensivel A T-1 or an E-1 circuit across the
Adantic can cost almost as much as a T-3 across the entire continental United
States. It is not surprising that forcign ISPs have been unhappy with this system.

It has been suggested that U.S. backbone ISPs should pay for half of the
cost of circuits to foreign providers; this, however, is clearly a2 wrongheaded -
notion. The distribution of market forces does. not support this distribution -
of cost; were the situation otherwise, it would already be in effect.

NAP-like public intecconnects have appeared in a-number of European
locatians and in Kobe, Japan. These intercennects can. provide local concen-
tration of traffic. During 1998, traffic interchange in -Europe increased
markedly, and it became increasingly common for traffic between European
providers to be exchanged within Europe.

Today, the vast majority of Internet content is hased in the United States.
This reflects the reality that, in many parts of the world, circuirs between two
adjacent countries may cost aearly as much as 2 circuit from eicher country
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Figure 14-5: The “hub and spokes” system whereby foreign 15Ps connect to a U.5. NSP.
g sy Y g

to the United States. As a result, if a foreign firm wishes to place its content in
a single location that will provide optimal international visibility at minimum
costs, that location will usually be in the United States, even if the target audi-
ence is primarily foreign. Circuit prices in Furope have begun ro plummet
even fasrer than transoceanic circuit prices over the past year as a result of
deregulation. As a result, these economics have begun to reverse, and the sys-
tem is visibly starting o right itself.

I 1999, backbone providers began to offer global Internet access to foreign
ISPs from POPs in major overseas markets. The price of these wholesale services
is considerably less than that of a comparable transoceanic circyit. These ser-
vices are likely to lessen the cost disparity between U.S. and foreign 1SPs.

14.6 Traffic Statistics

It is natural to want to model traffic lows throngh the Internet as a whole,
-particularly when we find thar we are not getting the performance that we
would like. Unfortunately, at present, very little global data is being captured,
and the quality of what exists is uncerrain,
The Router Arbiter project developed a number of statistics about the
Interner as a whole. Of particular interest were measurements based on a tool
called NetNow, which attempted to characterize delay and packer loss

[ NP B 35 S SR S
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through the backbones of various backbone 1SPs. The definition of the asso-
ciated metrics has since been taken up by the IP performance metrics (IPPM)
activity of the IETE

A number of other stansncs-gathenng initiatives are in the pipe. It is not
clear that arry of the existing or emerging studies will generate statistical data
that is boch valid and useful. Partly, the technical problems are daunting;
pastly, the decentralized nature of the Internet, as well as the legitimate desire
of 15Ps to protect their proprietary data, make it difficult to capture useful
and meaningful overall statistics.

For the foresecable future, we will all be working largely in the blind as
regards the characteristics of the Internet as a whole. Individual backbone
15Ps will, in some instances, have good data about their own networks, and
may in some cases be able to draw valid inferences about the Internet as a
whole. Nobody, however, will have good, comprehensive data about the sys-
tem as a whole.

14.7 Ilnternet Access

The typical access to the Internet happens in one of two ways: either diatup
access, including ISDN access, as is commonly used by residential consurers,
or dedicated access by means of leased lines or Frame Relay. Dialup access is
implemented by using terminal secvers. For dedicated access, a few additional
considerations are worth noting.

The most common dedicated access is implemented over a leased line, as
shown in Figure 14-6, using a CSU/DSU and a router or, equivalently, a
fouter with an integrated CSU/DSU.

. As a customer, you should carefully consider the placement of this
Internet connection. In general, you will want to minimize the cost of access.
(for instance, a leased line from the LEC) to the provider’s facilities. But if
you are operating a large Web hosting operation, for example, it is likely to
be important to situate the Web secvers ar a point where your provider has
good connectivity to other providers, bearing in mind that most of the traffic
is probably destined for customers of other ISPs, since no smgle ISP has a
" majoricy of the market as 2 whole.

In fact, it is for this reason that you may wish to consider Web bosting
services, where the provider houses the Web server at the provider’s own
premises. This enables the Web server to gain very direct access to the ISP’
infrastructure, which can be highly advantageous; however, it may also imply
more distance from the server to the rest of the customer’s facilities. Whether
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Customer premises
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Figure 14-6: A M! dedicated Internet connection.

this is a good thing or not needs to be evaluated carefully in light of the
design of the customer’s underlying applications.

A single line from the ISP's router to your router can represent a single
point of failure. Depending on the nature of your applications, this may or
may not be acceprable. There are various alternatives for connecting to your
ISP over multiple links or at multiple locations, These may differ from ISP to
ISP. Some of these provide good throughput but limited failover capability;
others provide poad failover but do not provide maximurm effective capacity.
This is a choice that you would need to make in careful consultation wich
your ISP.

You may also wish to consider maintaining connections to muldple ISPs,
In general, doing so will necessitate that you run BGP—4 exterior routing pro-
tocols, 2 major increase in complexity. '

BGP-4 is a very powerful and flexible protacol, but you are nonetheless
likely to find that some things become more difficult as a resulr of using it.
Load sharing across mulriple links, in particular, can require significant fid-

_dling to get right. Relatively faw people in the industry have experience with
advanced applications of BGP-4, and many of them already work foc ISPs. In
general, then, you are likely to want connections to muldple ISPs only afrer
careful consideration of the pros and cons, and only if your organization bas
a strong skill base in IP routing. - : .

For residential consumers and Swall Office—Home Office (SOHO) use,
dialup Internet access is usually much more cost-effective than leased line
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% Wany dialup providers offer secvice at a fixed monthly rate, irrespec-
%f the amount of traffic you generate or the number of hours for which
ire connected. There has been a trend over the past few years for some
iders to charge for hours beyond some fairly large fixed threshold,
oly 2s a means of discouraging customers from staying continuousty con-
‘ted for the entire month; for those users who never reach the threshold,
wse services are still effectively flat rate. In the United States, it is often pos-
de to find an ISP that provides service that is within your local calling
dius and that is, therefore, free of per minute charges from the LEC under
rent regulatory policy. :
T all cases, when you select a dialup ISP, you should consider how many
orits a month you ate likely 1o use the service and whether it provides local
Sccess with no per minure charges from the LEC. You would also want to
Gonsider the quality of the services provided; however, this will be largely
iective or anecdotal, since there are, in my opinion, no sound, objective
piiblicly available comparative measures of dialup ISP qualicy. The various
rveys of various ISPs are at best suggestive, not definitive.

You should also consider high-speed access alternatives available in the
Consumer space, particulacly if you are a “power user,” someone who makes
heavy usc of the Internet. These high-speed Services include ISDN, ADSL,
aid IP over cable. Make inquiries to detecmine the actual throughput capac-
L ity of each service. For the service to provide several megabits per second of
: access speed to your home means nothing to you if the service provider’s
access to the Internet consirains you to a few kilobits per second of actual
throughput, as is often the case. Considerations for ISDN are very similar to
those for dialup: Local calling radius is important. In all three cases, you
would have to contact your cable provider, LEC, or ISP to determine whether
service is available to your home ot office; even if ADSL coverage is available
in your area, your particular line might not be suitable. If the service is avail-
able, with ISDN or ADSL, you will generally be free to choose from among
several ISPs; with IP over cable, however, you may, under current regulatory
policy and cable industry business practice, typically be.constrained to usc the
cable provider’s “captive™ ISP {RoadRuaner for Time Warner, @Home for
TCI). Several municipalitics and state governments have challenged the cable
providers® right to impose these exclusive arrangements, but there is as yer no
© consumer: protection at the national level o ensure freedom of choice of ISP
for cable IP customers. ' ' '
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Charter defends itself

A lawsuit has been filed against Charter Communications
Inc. for alleged misleading accounting practices. The MSO
is defending its books, and says its SEC filings paint an
accurate picture of its financial condition.

The suit, filed in the U.S. District Court for the Central
District of Califarnia July 31, claims that Charter used
"misleading accaunting practices that had the effect of-
misrepresenting its resuits of operations.” Glancy & Binkow
LLP has filed-the suit on behalf of purchasers of Charter
securities between Nov. 9, 1999 and July 17, 2002, The
lawsuit is seeking class-action status.

“Our financial statements comply with generally accepted
accounting principles, in all material respects, and they, and
the related SEC filings provido an accurate picture of the

- company, its financial conditicn, results of operations and

the assumptions undeilying them,” Charter Senior Vice
President of Communications David Andersen said in a
statement. . '

Charter hired independent-auditor KPMG on April 22 to
review its books. In its report, KPMG said it is not aware of

" any material maodifications that should be made to the

financial statements it has made, Andersen said. -

Charter intends to defend itself against the lawsuit. "(We)
believe that our financial reports and disclosures will be
validated,” said Andersen.

As of fate, the Securilies and Exchange Commission has
had its eyes peeled for any accounting irregularities at
lelecom companies. Qwest Communications Infemational
Inc. is among the companies thal have becore the subject
of an SEC probe. Former executives from Adelphia
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Communications Corp. and WorldCom Inc, have been
arrested for financial wrongdoings. Both companias-have
admitted to misreporting several billion dollars in their
gquartedly financial reports.

Related stories:
Riverstone charged with securities fraud, 7/30/02
Charter gains on better-than-expected results, 4/29/02

Return ta eadtines A
Toshiba supplying Cox with DOCSIS 1.1 modems

JEFF BAUMGARTNER

Cox Communications has selected Toshiba America
Inforination Systems as a “preferred” vendor of cabte
modems based on the advanced DOCSIS 1.1 specﬂ' ication.
Financial terms were not disclosed.

Specifically, Toshita will supply the MSO wilk its PCX2500
madel, the first production-ready cable modesn to get the
DOCSIS 1.1 stamp at CableLabs back in Sept. 2001. That
madel is based on silicon supplied by Texas Instruments.
Toshiba, which has found a home on Cox's preferred cable
modem vendor list since 2000, has been shipping
1.1-certified modems to the MSO for several monlhs, the
manufacturer said. Overall, Toshiba shipped roughly
428,000 DOCS!S cable modems to several MSOs during
the second quarter of 2002,

On Wednesday, Cox said it had tapped Motorola
8roadband as a preferred vendor of next-generatian cable
modems, as well, with ptans to deploy Motorola's
1.1-certified SB4200 and SB4220 models. The SB4200
fouses silicon from Broadcam Curp -and the SB4220
incorporates a T chipset.

Related stories:

Cox taps Motorola for next-gen caitle mudems 731/02
Slow, steady progress for Cox Business unit, 5/27/02

Return to headlines A

ATAT Tooks to reassure customers, industry in light of
WorldCom scandal

WoardCom Inc.'s shadow may he big, but even if the
communications giant is forced to fold up shop, AT&T Corp.
is says its service won't mlss a beat

There have been rumblings in the industry about what will. -
happen if WarldCom's backbone network goes dark. And
although this is nal likely to happen, AT&T is stepping
forward to reassire its customers that its service will
continue. “it's a myth that Intenet traffic is at risk because it
depends on any one provider," said Hodsein Eslambolchi,
ATETY labs president and chief technolagy officer. "Many of
the concerns expressed in recent weeks are overslaled,
since we believe the leve! of traffic being carried cn
WorkiCom's network is not as high as has been reported by
some saurces.” :

ATAT said its network can handle migrating WorldCom .

customers. The company recently launched an advertising
campaign aimed at luring WorldCom customers to AT&T.
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WorldCom was once heralded at the leader in backbone
service, but for some time now enterprises have been using
multiple carriers to help avoid network failures. ’

ATE&T has been si'eadily growing its backbone traffic and
now expects to surpass WorldCom as the sector leaderin a
few months, Eslambolchi said.

Although AT&T has the capacity and can fransition masses
of WorldCom customers quickly, the transition wifi most -
likely experience a few hiccups. When ATAT migrated
Excite@Home customers ta its network earlier this year, the
transilion was made within days, but some customers did
experience transition problems.

Sepasately, ATAT announced it has completed the
exchange of $7 billion in nates that were privately placed in
November. :

The communications company said its 6.5 percent noles
due in 2008, 7.3 percent noles due in 2011 and 8 parcent
notes die in 2031 were exchanged for noles wilh identical
terms. The exchanged notes, however, are not subject to
transfer restrictions that were applicable to the original
notes under federal securities laws,

AT&T accepted tenders from noteholders equal ta roughly
98.5 percent of the total aggregate principal amount of the
notes outstanding.

Related staries: )
Former WorldCom execs surrender to authorities,
802

FCC to ensure service for WorldCom customers,
71002

Retorn fo headlings. A
Study: Q2 a record for DOCSIS modems shipments

JEFF BAUMGARTNER

DOCSIS cable modem shipments topped 2.5 million units in
‘the second quarter of 2602, a new quartedly record, Kinetic
Strategies Inc. said in its August regort.

Motorala Broadband maintained its healttiy, global lead
over ils rivals with 825,000 total units shipped and a 3212
percent market share, The company also reestablished
itseff as the leading shipper of DOCSIS modems in North
America with 478,000 units, after relinquishing that erown to
Toshiba in the first quarter of the year. Still, Motorola and
Toshiba ran almost neci-and-neck in North America, as
Toshiba shipped roughly. 428,000 units during the period.

Scientific-Alanta, which sells its WebStar line through a
manufacturing agreement with Taiwan-based Askey
Computer Corp., is starting to make its presence felt in
North America as well; shipping 222,000 unjts during the
second quarter, and giving it a 14.09 percent share of the
region. . :

Follawing Motorola, Toshiba and S-A, the Morth American
DOCSIS scorecard in Q2, according to Kinatic Strategies,
rounded out with Thomson (140,000 urits, 8,89 percent
share), Ambit (86,000 unifs, 5.46 percent share), Linksys
(51,161 units, 3.25 percent share), Com21 {45,380 unils,
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. 2.88 percent share) and Terayon (25,000 unitg, 1,59

percent share), The balance (100,000 units, 6,35 percent
share) was made up of the sector's remaining vendors.

Kinalic Strategies said DOCSIS shipments outside North
America rose 50 percent in the quarter versus the previous
pesiod due to "surging volumes® from Asia-based original
equipment manufacturers.

According to Kinetic Strateqgies estimates, more than 85
percant of DOCSIS modems were shipped directly to- -
service providers and their dislributors in the secend
quarter, with the rest sold through retail and internet-based
channels,

Return to headlines, A

SwitchPoint completes IP telephony trial

SwitchPoint Networks inc. has completed its trial of
Gemini Voice Solutions Inc.'s Gemini Broadband Voice
feature-ich, "any-distance” telephony sevvice over its digitat
switched data network.

The 90-day trial was conducted in SwitchPoini's 1,000+
home research and development network in Springville,
Utah. Through customer usage surveys, SwitchPaint found
that the service demonstrated roughly a 90 percent service
and call guality satisfaction among users. One-third of the
customers rated the service better than that of their
traditional telephone carrier.

SwitchPoint tests technologies for interoperability with its
broadband network. "We use our technology as a base line
and test to see if technologies are interoperable with it, says -
Kenneth Granader, a SwilchPaint reprosentative. During

the lrial, SwitchPoint fourd that Gamini Voice's hosted

service applications and customer premise equipment

passed its interoperability tests. The company believes the
Gemini Voice solution is a valid service to integrate with its
broadband cfferings to its network customers.

The companies first annotinced plans to conduct the trial in

January.

Related story: :
WOW Gains Voice With Gemini, 10/18/01

Return to headlines A
CableLabs concludes second OCAP inferop

JEFF BAUMGARTNER

Cablelabs said its second OCAP (Qpen Catle Application
Platform) interoperability event on July 22 was a success as
fifteen differsnt vendors joined in with “critical pieces” that
make up the specificalion's puzzle, Including hardware
platforms, middleware implementations, interactive
television applications and devefopment and test tools.

Largely based on Europe’s MHP platform, OCAP is a
speciflcation tied to middleware that eventually will populate
OpenCable-based digitat set-top boxes and other devices,
OCAP version 1.0, published in January, includes an
execution engine (EE} based on Java technology, while
QCAP 2.0, published in May, calls for both an EE and a
presentation engine (PE).
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“This event successfully demonstrated all of the critical
pieces of the of the OCAP end-to-end system,” CableLabs
Vice President of Advanced Platforms and Services Don
Duichinos said, in a press release,

Cablelabs said it expects the first phase of development for
both the OCAP autornated test environment {ATE) and the
overall acceplance test procedure (ATP) to be complete

during the fourth quarter of 2002,

Related stories:

CableLabs QCAF conference lures farge turitout,
2127162

CableLabs: At lang last, OCAP, 1/4/02

Refurnto keadiines A
Cable vet Ben Duval dead at 71

Ben Duval, a long-time cable industry figure, died at his
home in Santa Monica, Calif. on July 25, He was 71.

Duval, who termed himself a “peddler deluxe,” operated the
B.E. Duval Company, a rep firm and equipment distributar,
since the late 1960s. During his tenure at the company,
Duval helped several companies make their entry into the
cable business.

Ben's son, Glenn, continues to operate the B.E. Duval
Company, and remains active ity indusiry activities. Ben
also is survived by another son, Charles, of Santa Monica,
and a daughter, Michelle Ule, of Santa Rosa, as well as 10
grandchildren.

His wife, Jeanette, a San Pedro schoolteacher and partner
in Ben’s early business days, preceded him in death.

Return to headlines A

JDS ta take huge loss on sale of
next-generation optical unit

COPYRIGHT 2002 TORONTO STAR NEWSPAPERS, LTD.
TORONTO STARL,.08/62/2002
FROM LEXTSNEXIS,

SUSAN TAYLOR, REUTERS NEWS AGENCY

JOS Uniphase Corp. said yesterday it will seli technology

- ance considered critical in the rush toward next generation

fiber-optic networks to France's MEMSCAP for about $9
million (U.S.).

That's a fraction of the $565 million pald two years ago by
JOS, the word's largest supplier of components and
modules that boost the speed and capacity of optical
networks.

MEMSCAP will pay an additional $5.6 miltion for JDS's
Cronos MEMS unit if it reaches set revenue targets over a
2.5 year period.

MEMS, or micro-electromechanical devices, is technology
based on tiny silican structures that can be controlled to
switch, add, direct and control light as if travels through
fibar-optic networks,
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. It is used in small, high-capacity swiiches and was expected
j 1o play a critical role in all-optical "megaswitches.* But
. sinking demand for telecommunications equipment from
phone companies has hurt demand for riew tools that move
data farther and faster.

"We could see a two- to three-year lag here before any of
these new technologies woark their way info the market,”
said Max Schuetz, an analyst af Credit Suisse First Boston,

Telecom companies, hit by falling prices and a glut in
capacity, are only buying equipmeant to make small
additions to capacity, rather than advanced gear for new
networks, he said.

"ID$ decided, faidly wisely, that having 100 peaple and two
semiconductor fabs (plants) down in Marih Carolina for
three years before they really got a return on that
investment probably wasn't the bast they could do in the

~ current market condifions,” said Schuetz, who believes JOS
fared well in the deal.

"If nothing else, it saves them. There are 100 peopie
working there, 5o just based on average coslts, laying them
off and shutting down the facililies could have cost JDS $7
million or $8 million.” The sale marks a capitulation for JDS,
which said MEMS technology formed a “key strategic
resource” for its customers when it bought Cronos
Integrated Microsystem Inc. as part of an intense
ascquisition spree,

The sale comes one week after JOS said it would cul more
jobs and shutter plants as it reported a fourth-quarter loss of
neary $1 bitlion and wamed that sales would continue to
erode.

Chief executive Jozef Straus said af the ime thal his
company nesded to make "bets about where.the technology
and where the market is going.”

It may be harder for JDS lo seli futther parts of its business,
said Schuetz.

"The other bits are harder to carve out neally,” he said.
Amplification equipment sales may lag for the next two
years, but those products would be hard {a carve out from
JD8's research and development and manufacturing, he
added.

Under the Cronos deal, MEMSCARP will acquire the unit free
of debt; other Habilities, working capital or cash balances,
for 10.5 million common shares. MEMSCAP will issue a
further 6.5 million shares if revenue targets are met.

Under the arrangement, MEMSCAP will e an exclusive
supplier to JDS for MEMS chips and other MEMS products
for at least three years. JDS said it has committed to initial
purchases, bt did nol specify the volumes.

Shares in JUS dropped 28 cents to $2.25 on Nasdaq
exchange yesterday and.25 cents to $4.24 (Canadian) on
the Toranto Stock Exchange,

Related stories:
JDS cuts forecast, 7/26/02
The Grim Reaper descends on JDS, 4/26/02
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Broadhand briefs:
= Guangdong Telecom selects Alcatel

Guangdong Telecom has awarded Alcatela
multi-mitlion-dollar contract to expand its broadband access
network capacily.

The contract, wan through Alcatel Shanghai 8ell, covers
most regions of China's Guangdong pravince including
Guangzhou, Shenzhen, Zhuhai, Zhongshan, Fuoshan,
Hainan and Shantou. The expansion will bring Guangdong's
DSL. network capacity up to 600,000 lines.

~ iVAST secure MPEG-4 partners

MPEG-4 software provider iVAST has formed a partnership
with Oracle Japan and Sun Microsystems to deliver
MPEG-4-based interaciive muliimedia services to Japan's
cable, salellite, broadband, enterprise and digital broadcast
nefworks.

The partnership calls for iVAST to provide its MPEG-4
software, Oracle Japan to leverage its database
architecture: and network contenl distiibution experience
and Sun to provide the server hardware and technical
support.

« Verizon Online delivers "Internet Handyman™

Verizon Onfine has teamed with Motive Communications
to develop a 24/7 “internet Handyman" that will assist DSL
customers in solving seme roufine Infemet problems.
Motive's saftware is powering the product that enables
users lo detect, diagnose and resolve many simple onling
problems without having te call customer support.

- Verizon Oriline DSL customers can download the free

" software at www?2 verizon.net/suppart center. Verizan wilk
ship the software to new cusiomers as part of a
do-it-yourself DSL instaliation kit

Once installed, customers can access the software via an
icon an thejr-desktops. The toot can help customers resolve
configuration glitches, e-mail troubles, hiling questions,
softwara registration and.other frequently asked questions.
If customef's arejunable to rescive their problems, an
elecironic request can be sent to a customer support
representaltive, or customers can call the-service center
directly.

Return to lleadlines A
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IP Security ~ defending against malicious traffic on Carrier netwocks : Narus

.. .» NarusSecure

IP Monitoring

» -ﬁ;r—usL[
» MarusDA

» NarusFareasics

IP Analysis

» NarusAnalyze

» NarusView

IP Mediation

> Narsifediate
NARUS 1P
PLATFORM

BESEAREH
FELLOWS

Home » Solutions

1P Secuﬁt_y

Publlc awareness of IP Security for Carvier networks is increasirig.
drarnatically with the frequency of attacks and the articles detailing the

! NarusSecure adds a

thy i
impact they can have. Carriers know they need to protect their customers {ayer_m .IP Sec?f'lfy
with a security solution that is truly scalable, flexible and customizable to identifying maaciott
address the ever-changing security environmant. Only NarusSecure offers a traffic on Carrier

fully scafable solution that addresses their distributed networks at spaeds networks at the core
from 100baseT to 10G / 0C192. I

NarusSecure is the enly comprehensive carrier class anomaly detection
system in the industry addressing D05, DDOS, Worm, protocal, service, and
other sophisticated attacks. Leveraging Narus’ powerful IP Platform,
NarusSecure reduces detection time while maximizing accuracy rates. This is
achieved by correlating dats from the data plane (Layer 3 to Layer 7} and
the control plane (BGP and TGP) along with other available information.

HarusSecure is the only solution that can be deployed from the core to the
edge, providiag a truly unique and flexible architecture. By examining all
traffic rather than relying on Layer 4 sampling, MNarusSecurae achieves the
highest detaection capabilities with the lowest, false positive rates in the
industry. NarusSecure is the next generation of anomaly detection for
Carrier Nebworks.

Customers

* AT&T uses NarusSecure to monitor traffic in their backbone,
analyzing over 2.6 petabytes of data a day. AT&T is abfe to provide

- early warmings to their security center operators, who ara able o
alert and inoculate their enterprise customers.

* Karea Telecom uses NarusSecure to help detect hanntul traffic
and anomalies in their network before the damage is done. With
heavy gaming traffic of over 200 million concurrent single packet
flows in real time, Narus is the scalable carrier class solution that
meets their needs,

3

Learn more » NamusSecure

HOME « SOLUTIONS - NARUS IP PLATFORM - PRESS ROOM - ABOUT NARUS - CONTACT - RESEARCH FELLOWS -

. ®©1998-2005 Narus, Tnc. All rights reserved. Narus® is a registered rademark of Narus, Inc, .
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Fast responders
Some companies prepare for security incidents the
way they conduct fire drills
BY Florance Qlsen ADVERTISENENT

Putlished on Sep. 26, 2005
More Reiated Links

No ane likes lo lalk about it, but criminals are using the Intemet
to extart maney frota companies, particularty those whose
survival depends on processing financial transactions online.
First, a company nolices that its servers are under attack and
anline transactions with {he public are blocked. Then an e-mail
awvives explaining that the attack will stop only if the company
pays an extoction fea.

Such altacks are an example of ihe growing sophistication and
targeted nature of computer security incidents that afflict some
businesses and government agencies. Reporting and responding
o such incidents demand significant altention and resources,
Companies that are madels for dealing with security
visinerabilities provide lraining 1o make their employees
security-aware. But increasingly, they rely on the quick responise
of autemated defection and remediation systems to protect
information on their networks.

Secuwity officials at some of the largest companias say incident
reporing is still more of an art than a science. But security
officials at Ihree corporatiéns — ATAT, Booz Allen Hamilion and
Northrop Geumman — agread to discuss a lopic that others said
they would rather not talk about. Severat experts in the
inforenation security business also offered their advice on incident
reporling. Those officials énd other experds said their experience
might be helpful to federat officials who must not only protect
government information bat also comply with the Federat
Information Security Management Acl.

FISMA requires federal agencies o report incident data to two
agencies with different reporting needs: the Office of
Managament and Butge! ard the Homeland Security
Depariment. That is a tall order for many agencies, said Kenneth
Amman, president of MCH NetSec Global Security Services, an
MCE company.

"Yau have two differént audiences that you're trying 1o please
twre, and you probably need two different approaches ta satisfy
the requirements,” he sair.

OM8, which monitors FISMA cempliance, asks agencies to
repost the number and type of security incidents they had in the
previous year. Crilics say the requirement fails to recognize that
some agencies delect thousands of security Incidents because
they have rigorous security monitaring prograims, whereas other

New threats caif for
new security solutions.
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agencies do not

“A department that isnft leoking can say we have zero incidents
to repart, and a department that is looking has a lot," Ammon
said.

Recognizing this protilemn, OMB worked with DHS this year to
develop a more sephisticated security incidend reporting template
for agencies’ 2005 FISMA reporis, said Karen Evans, OMB's
adeministrator of e-government and information technotogy. OMB
will ask agencies to verify fhat they followad the new DHS

—guidelines when they report heir latest security incidedt -

numbers.

Unlike OMB, DHS has always been interested in collecting
reatime technical data that could provide an eardy warning of
emerging ihreats to federal netwarks and information systems.
Amman said OHS eould discover more threats by placing
anomaly- detection devices on agencies’ wide-area netwarks,

But becaﬁse most agencies have resisted its efforts to put
data-collection devices on their networks, DHS continues to have
problems getiing useful incident data. .

Amiman said DHS should offer to subsidize agencies' purchase
of such devices from a short {ist of approved vendors in
exchange for access fo the incident data from those devices,
Most agencies would accept that approach, he said,

As far agencies’ olher concerns about nondisclosure, Ammon
said, the Commerce Department has figured out how Lo pratect
and aggregale ecanomic data from LS. businesses, and DHS

could do the same with agencies’ security incident data.

Hit daily by hundreds of potential security incidents, federal -
agencies and large companies face a major challenge in
identifying incidenls that require further nvestigation, a process
Ihat sacurity experts call a root-cavse analysis,

"If's all about sifting through tans and tons of hay te find a few
neadles that might be'in there,” said Ed Amaroso, chief
infarmation security officer at AT&T.

ATET collects security data from its corparate firewalls,
intrission-detection systems, servers, deskiop compuless and
databases. "My security team monitors just abaont everything,”
Amoroso said. He addad that the process has become much less
afduous since ATET added firpwalls, intrusion-detection taols
and anfivisus prolection at various Inlemet access points where
AT&T's portian of the nationwide 1P backbone connects with
porticnz owned by MCH and other camiers.

By detecting and fittering problems on the public Internet before

ihey reach AT&T's corparate network, Amoroso said, the daily
warkload of security iricidents that his intemal statf investigates is
down lo about 40,

Amuoroso said govamment agencias should demand the same
kind of service. Inslead, most struggle to secure their noiworks
against threats from the Intemet, he said. No ageney would avoid
asking the electric company to help solve pawer spikes or other
safaty hazards, and yet that's the current situation in the.
telecommunicatians industry, he said, adding "We'ra just saying
we can halp.®

ATAT has packaged that help in a service il calls AT&T Intermet
Pratect, but so far few large agencies have signed up, Buying
managed security services fram AT&T and other carriers might
{ake some time lo calch on, if i ever does, said Timothy
McKnight, chief information security officer at Norihrop
Grurnman, “There's a lol of value there, and | agrea they should
bring it to the table,” he said. The greatest value of such services
would most fikely be for smali and midsize agenties or

tittp:/fwwrw fow.com/article90916-09-26-05-Prin. .
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Six ways to survive majar Intemel attacks [Federal
Computer Week, Sept, 5, 2005]

IT Wnfrastrusture Library Web site

Computer Security Institute and F& Computer Crime
and Security Survey

How to handle incidents without
getting buraed

The goverament has given up counting comgpiiter
security incidents and allacks on Ihe nation's ntemnet
infrastructure. The Hometand Security Department's
U.5, Computer Emergency Readiness Team
(US-CERT), which coordinates nationwide defenses
and respanses fo cyberaltacks, no longer tallies
security incidents because there are too many of
them, instead, it merely reporis on information
security vulnerabifities as they appear.

But most individual agendies still count security
incidents. By law, they are supposed to repor such
oceurrences intemally, to-US-CERT and, if warranted,
{o law enforcement autherities and the news media,

Several information security analysts say the National
Institute of Standards and Techhology offars some of
the best guidance on reporting an handling security
incidents, and they recommend HIST guidelines to .
their public- and private-sector clients.

Fram “Special Publication 800-61: Computer Security
Ineident Handling Guide,” here are some fips from the
security experts =1 NIST:

* Create a poficy that defines incidents,
establishes an organizational structurs for
responding to them, and oullines roles and
responsihilities.

Establish procedures for sharing incident
nformation with US-CERT and, when
necessary, law enforcement authorities and
1he news media. Solicit the assistance of
public affairs staff members and legal
advisers.

* Practice handling large-scala incidents on a
regular basis threugh exerdises and
simulations. Bacause such incidents are rare,
respanse leams need praciice if they ara o
handle real events effectively.

Be prepared by having incident-handling tools
ready before they are needed. A
preparedness kil should include lists of
contacts and
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busingsses, he added. phona pumbers, encryplion software, network

diagrams and inventories, backup devices, forensic

As threats increase and new regulations require compliance, software, and security patches,
companies amt agencies are adopting more structured -
approaches to secuity incident reporting. "Many reguiations - Florence Olsan

specifically say you need to have a methadology to identify an
incident and procedures to handle it,” said Teacy Hulver, senior
director of product management at netFarensics,

The regulalions, however, zre often vague ahou! what those standard procedures should be, he said.

Agengcies and companiesneed "a chain of cammand, an escalation process and some sorl of corporate govemanice as to
when [they néed] to call the authorities,” said Rona Gula, president and chief technical afficer at Tenatle Network Security.

John Pescalore, vice president of [etemet scourity research at Gartner, said he often refers the firm's comporale clients toa
computer securily incident quide, called "Spedial Publication 800-61," publishad by he National Insfitute of Standards and
Technology in 2004, He also recommends a guide developed by the Austratian Computer Emergency Rasponsoe Team.

After intially struggling to create definitions, such as determining what a security incident is, Booz Allen officiats set up .
staodardized procedures for identifying and responding to incidents, They based 1hase procedures on a process framework,
called the IT Infrastructure Library, which vriginated in the United Kingdorm.

Daniel Gasparro, a senior dircetor of operalions at Booz Allen, said the company's implementation of lhat framework ensures
an appropriale incident management response to whatever hits Ihe corporate network.

Using that framework, Booz Allen's IT stalf cortained a coordinated denial-ofservice attack that {ecently targeted the
company. “Those are the ones you ahvays get concemed about,” Gaspamn said. But with a detatled response plan that
Included having certain scrpts ready ta run, the company prevented a major corporate network outage, he said.

At Northrop Grumman, information security officials made several recent procedural changes to improve security incident
reporting. They set up a tolHree numbier and single-purpose e-mail address for reporling incidents, They created the
Camputer Security incident Respense Team of business managers, corporate communications officials and security experts,
who follow a documented plan when they respond lo security incidents.

"We can't have every executive calling the line and telling them what they want them to do,” McKnight said. The team
members irain and practice their responso as if they were conducling a fice drill, he said.

The focus on security incidents and the creation of secuyily pperations centers are faidy recent corporate activities, Unlike
network operations centers, which have been araund for a while and operate according to well-defined procedures, security
operations centers are still maturing, Hulver said. Security center "operators st rmore apt to say, 'Gee, something weird is
happening. Let me go dissect what's going on,™ hie said. Bul bacauso husinesses and agendies often have both types of
centers, he added, itis important that they have standard operating. procedures for communicating and passing tasks fo ana
anothar. -

Effective sharing of security incident information has largely been an elusive goal for many companies, just as it has baen for
GHS. "Aggregation is a powerful thing,” especially when aggregated data reveals pattems of activity, said Mike Cauxdill,
incident manager of Cisco Systems' Product Security Incident Response Team, $haring incident information *can help
minimize the impact of an incident or put a stop to an incident * .

But most companfes have been reluctant to share incident information with other companies or the U.5. govemment. A group
of private-sectar information sharing and analysis centers set up to share security incident information within different industry
sectors and with DHS have been failures, wiih one exception, Pescalora said. Hecause DHS does not share incident
infarmation with the centers, he said, “Ihe benefit back to them does not exceed the risk they perceive in making that
infarmation available:™ :

The one axception is the financial center, which is working, Pescatore said. But managed seculily providers have someé of the
most valuable collections of security incident data. Companies such as Counterpane Internet Security, VeriSign and Symantec

manage thousands of firewalls for hundreds of corporate customers, he said.

With that managéd security data, a company caq feam, for example, whether It is the target of an attack or simply a random
casually of a mass attack. "That's 2 mechanism where we've saen infarmation sharing wark pretty weil," Pescatore said. The
danger of targeted or customized attacks is that the hackers will create a Trojan horse to hiamm a specific company, ha said.

Security companies usually don't respond by wriing an antivirus signalure if a virus attacks a single company, Pescatore said,
adding that "the rise of targeted allacks has poked big hales in a ot of companies' intrusion-detection strategles.”

Cé;porale security officials say companies and agencies should spend what they can afford to automate theie security incident
reposting. Security repasting works best "if data is being collected from everywhere in feal Eme.” Amoroso said. "What industry
and AT&T are lrying to do is automate as much as possible because the social process and the human interaction arcund
[incident reporting) will always be very imperfect "

Having reaktime incident-detection capabiliies also produces a desired social response, Amoroso said.

*If you lrave poweriul 1ools that are coflecling data and you'te vary successful at delecting even minor changes in the

+
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News Release

FOR RELEASE MONDAY, MARCH 22, 2004

AT&T Intrusion Alerting And Firewall Services Help Thwart
Cybersecurity Attacks -

BEDMINSTER, M.J. — AT&T today introduced twa new security services, AT&T Internet Prolect and AT&T Personal Firewall, to
businesses and government agencies worldwide some of the mast powerful weapons available to date in thair sverdncreasing b
against cyber security attacks.

According to Computer Economics in Carlsbad, Calif., the worldwide impact of cyber atlacks has grown sieadily from $3.3 biflion
1897 fo an estimated $12 billion in 2003. As a result, protecting networks against malicious infruders and unauthorized activities
become critical {0 business today.

The new capabilities provide early warning of potential threats and give businesses and government égencies the ability to secu
more effectively protect their networks and employee workstations frem cyber attacks. With the introduction of these services, A
extending the rmanagement of securily vulnerabilifies from a company's network to all of its remote end points.

Many managed security service providers today offer services that address cyber security attacks after they have affected a cus!
nelwark and applications. AT&T Internet Protect, on the other hand, is designed to alerl businesses via a secure Web portal fo p
threats before they become full-blown attacks. AT&T will notify custamers within minutes of identifying critical malicious activity,

including dental of service attacks, and provide recommended immediate action to be taken by the customer,

! 'The company will back AT&T [nternet Protect with a service level égree:nent. {E ATAT fails to notify a customer of a network-bas

’ e denial of service attack hefore the customer reports it, the customer will be credited the charges-for AT&T Intemst Protect for tha
month's service,

AT&T Internet Pratect Provides Early Warning of Patential Security Attacks

AT&T Internet Protect delivers on the company's commitment to turn its network inside out to give customers secure access to tt
inherent intelligence of its nelwork. The service: .

« ldentifies early malicious activity,
» Proactively nofifies customers, and
* Provides recommended mitigation steps.

"Wilh AT&T Internet Protect and AT&T Personal Firewall, AT&T is changing the game and upping the ante in the fight against cy
securily attacks", said Matthew Kovar, CFA, Yankee Graup Security Solutions and Services Vice President. "Over the last few y
AT&T has quietly been building a world-class managed security services portfolio backed by the innovation engine of AT&T Labs
network management plalform that is industry leading™ ’ '

The underiying capabilities of AT&T Internet Protect were developed by AT&T Labs over the last few years to protect the compa
own network by proactively searching out threats and destroying them before they became real attacks an AT&T's own network.
resuit of the company’s own success n bullet-proofing ils global network, it now is offering the service commercially fo businesse

The scale of the global AT&T IP network and the company's advanced management locls provide a significant advantage in the
compa_ny‘s ability to identify early malicious activity and notify customers of potentiat attacks before lhey cripple eustomer networ
analyzing 100 percent of real-time traffic on AT&T's industry-leading IP network and using heuristics and stafistical models, AT&’

team of 350 securily analysts can identify and pinpoint potential worms, viruses, denial of service ailacks and other malicious ac!
before network performance Is hampered.

"Th'es_e capabilities iElus.tratE our commitment to bring the innovations and technologies developed in AT&T Labs, as well as by le
security venfiors. to deliver high-value solutions to address the most critical security challenges facing businesses taday,” said £
Shepcaro, vice president, emerging services. “"AT&T Internét Protect is the direct result of our fong-term investments, R&D and

networking management expertise. We believe it is this type of proactive incident managément capability that businesses expec
a managed security services provider.”
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Later this year, AT&T Internet Pratect will feature real-time mitigation of security threats for business cuslomers. The AT&T late
Protect portal is accessible via the award-winning AT&T BusinessDireci(sm) online customer sales and servicing portal, which o1
supports about half a million users. -

ATA&T Personal Firewall Cenfralizes Management of Remate Workstation Applications.

With AT&T Personal Firewall, businesses can secure one of the most vulnerable points in their networking infrastructure—remote
employee workstations and laptops. The service enforces compliance with policies for firewall, anti-virus and software patch
managemeant; centralizes management tools for the control of remote end points; and gives customers contro! aver the applicatic
operaling on employee machipes. '

The growing number of teleworkers has heightened the wulnerability of businesses to cyber security altacks, as employse works!
increasingly are used for general Internet use when not connected to the corporate netwoek. As a result, viruses and worms can
the machines and be spread when employees recennect to the corparate network. In addition, employees sometimes also use
company assets for unapproved purposes, loading unauthorized applications onto company workstations.

ATST Personal Firewall automatically blocks known and uninown threats by proactively protecting remote employee workstatiar
the larger enterprise network—from costly hacker attacks, including rapidly praliferating worms, Trojan horses, spyware and othet
malicious code. The service is based on the endpoint security solution, Zone Labs Integrity{tny}, from Zone Labs Inc. of San
Francisco. It fealures endpoint securily, remote access protection, intuilive end-user interface, central administration and policy
enforcement tools as well as privacy and productivity tools. . .

AT&T Personal Firewall is available to cuslomers of AT&T Virual Tunnel Service (AVTS) Remote Access and Broadband Single
virtual privale nefwork customers, as well as Business Internet Service (BIS) Dial customers.

Later this year, AT&T will start bundling the AT&T Internet Protect and AT&T Personal Firewsll so that businesses, after being al
to potential security threats, can automatically load the appropriate anti-virus software patches on employee workstations.

ATET Internet Protect and AT&T Personal Firewall are part of the company’s camprehensive portfolio of managed security servic
which include firewall, intrusion detection and token authentication. The company also provides a wide range of professional sen
such as risk analysis, vulnerability assessments and ethical hacking.

More information on AT&T Intemet Protect and AT&T Personal Firewall is avaitable atwww bustness. att.com.
About AT&T .

For mare than 125 years - AT&T (NYSE 'T") has been known for unparalleled quality and refiability in communications. Backed by
research and development capabilities of AT&T Labs, the company is a global leader in local, long distance, Intemet and
fransaciion-based voice and data services.

AT&T "Sale Harbor'

The faregoing contains ‘forward-ooking statements’ which are based on management’s beliefs as wall as en a number of assumptions concerning futur
avents made by and information cumently avallable lo management Readers ara cautioned not ta put undue reliance on such forward-ooking statemet
which are not a guarantee of performance and are subject o a number of uncertainties and other factors, many of which are cutside AT&Ts control, thi
cause actual results to differ materially from such staternents, These risk factors inciude the tmpact of increasing competition, cantinued capacity overst
regulatory uncertainty and the effects of technolegical substitution, among other risks. For a more detailed description of the factors that could cause su ™
difference, please see AT&T's 10-K, 10-Q, 84K and ather filings with the Seeurties and Exchange Commission. AT&T disclaims any intention ar obfigat
updale or revise any forward-oaking statements, whether as a result of new information, future events or cthecwise. This information is presentad solel:
provide additional information to furlher understand the results of AT&T.

Terms & Conditions  Privacy Policy Contact Us
© 2006 ATAT Knowledge Ventures. All rights raserved.
Hosted by AT&T.
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Security on the Wire
Hovember 22, 2004

By Dennis Fishar

As IT moves deeper into network security, AT&T Corp. is preparing managed offerings that company
officials hope will change the way enterprises think about and purchase security products and services.

ADVERTISEMENT

The centerpiece of the strategy is Project
Gemini, an initiative through which the
company intends te augment, or entirely
replace, customers' edge defenses with
security services delivered over the wire.

1of2
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Desktop?

Verizon, ATET to
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ATET Wireless Launches
High-Spead Wiceless
Data Service

ATAT Wireless, Sprint
Ready New Business
Offerings

Some 30 customers are testing Project Gemini's network-based IDS (intrusion detection system) and
firewall services, and AT&T plans to add other options, induding anti-spam services, in the near future.
Also coming soon is an advanced security management console, dubbed Aurora, and a majer
professienal seyvices initiative, which will initially focus on security consulting.

Project Gemini, for which development began nearly a year ago, sprang from AT&T's belief that it could
better manage customers' security by having the defenses on the company's IP backbone network
rather than simply administering security devices on the customers' premises. As a result, custorners
would have the choice of adding these security services ta the bandwidth they purchase from AT&T.
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The concept is a departure from the traditional managed security model, but, so far, ATRT officials said
enterprises have been surprisingly receptive to the idea.

"We were managing edge firewalls for 2,000 customars and doing a really good job, but we looked at
the whole thing and said the security should be sitting on aur network," said Ed Amoraso, chief
information security officer at AT&T, based in Bedminster, N.J. "It turned out to be a lot easier than we
thought. It became obvious that it was easier and cheaper, and it was a triviat change for the
customer.”

Click here to read more about AT&T's Interne; Protect service.

While beneficial to users, the move is hardly altruistic. AT&T, which has endured several years of falling

revenue and layoffs, is searching for ways to wring more value out of its network infrastructure.

Under the proposed modei, ATEY will handle all the day-to-day operatians of the security services
delivered through.Project Gemini, but customers still have control over the policies in the firewalls,
IDSes and other defenses. And custemers alsa can tunnel into their boxes through a VPN to make
emergency changes. '

“The idea of not having to set up a DMZ and moniter the perimeter is a little different, but it works far
us,” said one AT&T customer, who asked not to be named. "It's not a guestion of having less security;
it's just in a different place.”

In addition to the network-based services, AT&T is also working on a security event management
systern called Aurora that It plans to sel! as a software solution. The system relies on the company's
Daytona database and is designed to do more than simple event correlation and normalization. Aurora
includes a conscle that gives administrators access to real-time alerts about attacks and vulnerability
advisories, as well as live case management and descriptions of the methods and procedures AT&T
analysts are using to handle the event.

ATET has been using Aurora internally for approximately 18 months, Amoroso said, and only started
selling the event management systern on a limited basis recently after a customer saw the system and
asked for it. The company is unsure precisely how Aurera will be packaged for sale, but it will likely
include the option of having AT&T personnel at the customer site to help manage the salution.

That optien is part of the company's plan to exXploit its deep paol of networking tzlent to bring in more
consulting work, officials said. .

Amoroso said that he envisions AT&T developimyg its consulting group into something resembling IBM's
Professional Services arm, which accounts for a huge amount of that company's revenue.

"We're in a perfect position to do consulting. We're nof deciding to do it because we need the monay.
Every business we taik to is desperate for this kind of help,” Amorosa sald. "We're geing ko use security
as the front door and build it éut from theré.”

Amaroso said that the main stumbling block in getiing customers ta adapt the Project Gemini concept
of a perimeteriess network comes in dealing with the people in the IT department, not the inherent -
technical challenges. . ‘

“By outsourcing the DMZ to us, the same security team needs to be there at the customer site to set
policy, make dedisions and all of that," Amorose sald. "The social process in canvincing these folks that

it wont put them out of a job is key. All we're doing is outsourcing a lot of the unattractive components
of running a DMZ." ’

Security blanfcet
Elements of AT&T's security plan for next year

® Project Gemini network-based defenses, including IDS, anti-virus, firewall and anti-spam
® Aurcra security event management system
* Amped-up security consulting services

Copyright (c) 2006 Ziff Davis Media Inc. All Rights Reserved.
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January 24, 2003 United States

Telecommunications
Telecom Services - Wireline

AT&T (T-$20.50) 3-Underweight
Change of Price Target
Red. 85 Gwth Outlook- Lwring Targ to $20

nvestment conclusion EPS (FY Dec)
04Q was characterized by revenue scoflness and 2001 2002 % Change
margin pressure, while the ‘03 outlook was modestly Actual Old St.Est Oid 2002 2003
below our expectations, especially for the BS unil. 1Q 0.06 0.06A 0.30A NA 0 NA,
While 4Q) revs modestly beal our very low forecasts, 20 0.4 007A 0.35A NA 75 NA
wholesale voice drave mosl of this as the general 1o 004 0064 00675 0.30A NA 50 . NA
business economy remained under infense 4Q 0.05 NA 0.70E  NA NA NA,
pressure., This lower growth outlook and potential Year Q.18 NA 3.24E HA NA NA
for a re-emerging price battle in the commercial P/E :
markets are causing us to tower our price target to .
$20 from $25, based on SOP. We are maintaining Market Data Finaneial Summary
our 3-UW rating. Market Cap T4804.5M  Revenue FY02 NA
. Shares Outstanding (Mil) 3649.0  Five-Year EPS CAGR NA
Summary Float NA  Retum on Equity NA
O Total revs of $9.2b were $225m belter than our Dividend Yigld 3.7%  Cument BVPS Lk ]
forecast, bul data revenues grew a surprisingly low Convertible Ne  Debt To Capital 38.5
3% as a continued sfump in the IT markets refuses 52 wk Range 93.60-25.1
to abate. Wholesale voice, stabilizing consumer LD
voice price points aided this pedformance, butis a Stock Overview
fow margin prod. o AR T MEW e
O We remain cautious as 85 mix shifts toward )
" wholesale voice and aggressive commercial pricing sy

seems 1o be re-emerging. 30,
O ¢S is highly leverad to the continuation of UNE-P in’
ils current format, while margins continue to decline

Stock Rating: Target: '
MNew: 3-Underweight New: 20.00 OOy MOLUME
Old: 3-Underweight Old:  25.00 '

“Jm‘l Fab fMar Apr  May Jun  Jud Pewy Sep Oct "hMov Dac Jan

Sactor View:  1-Posilive

SUMMARY - 4Q REVS OK' MARGINS HIGHLY FRESSURED AS EXPECTED 2003 GUIDANCE PAINTS A DIFFICULT PICTURE
4Q02 Earnings Takeaways -- Revs OK, but Margins Challenging;

While total revenue of $9.3b beat our $2.1b forecast by $225m, it was ali apparent]y centered around lower than expected declines inLD
voice driven by increases in wholesale LD voice (very low margin business} and stabilization in new LD voice price paints and some fee
increases. Dala revenues contiriued to be under pressure, even with the disruption at T's largest competitor, with data revenues only
growing 3% yoy in4Q, This implies data revenues were flat to down $10m sequentially in the quarter, not an encouraging sign for the
long distance data market, especially since management indicates thal their fourth quarier does include some market share gains from
distressed competitors, arguing that that overall market likely didn't grow at all in 4Q. This tells us the that the broader data economy is
still under material pressure with nothing leading us to believethat a near-term improvement is likely. Additionally, the pressure on data
reventes appears to be exacerbated by increasingly aggresswe pricing behavior by both distressed LD carriers as well as incumbents
kaen on capturing share during this period. Particularly concerning to us wers; managemant's comments implying that pricing within
Business Services (BS}) was coming under increased pressure and that, while(T is skill holding firm at their current price points, if they
can't generate meaningful share increases their prices may be hieaded lower, ‘This would largely stifle the expectations for meaningfud
revenue improvements at the incumbent LD carriers, leaving consensus expectations within BS likely too high for 2003. Consumer
Services (C3) beat our revenue forecast by $130m indicating that their “All Distance™ bundle may have gotten same tracfion in 4Q.
However, EBIT margins were under extreme pressure indicating that spending on customer acquisition may be d:luhng the apparent
revenue gains. Guidance for 2003 was somewhat disappeinting, particuldtly within BS. We are lowering our price target to $20
from $25 to reflect the 85 challenges (maintaining our 3-Undeacweight rattng) and adjusting our 2003 forecasts between the two
operating units, hut leaving our overall T revenue and EBITDA forecasts unchanged at $34.2b and $8.5b respectively.

[PLEASE SEE IMPORTANT DISCLOSURES BEGINNING ON PAGE § 1
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2003 Guidance — Continued Declines in "03:

Guidance was somewhat disappointing to us (primarily on ihe BS side), and we tend {o be more conservalive than most on the LD
markets. Management irnplied that the commaercial ecoriomy cantinued to sfip in the fourth quarter, implying that, without the share gains
‘they managed from distressed compelitors, data revenues would have been flat-to-dows. Further, they specifically indicated thal they do
not see any significant tumaround in the near term and expect total business telecom spending will be down again in '03. They believe
they can grow modestly in the face of overall industry declines dus to shase gains from distressed competitors but indicated that they may
have to cut prices to achieve this, leaving us concerned about margins and profitability. Bolstering our concems hese, management
indicated that the biggest factor impacting near-term margins is what happens to pricing within the business market. This is an open
issue that wilf be vetted over the next 2-3 quarters.

Management further indicated that it will not be providing guarterly or annual EPS guidance past 1Q03, as il attempts to take a fonger
term approach to expectations. The guidance it did provide was limited and includes the following:
«  Full year ‘03 operating income margin decline, excluding Latin America charge, to be comparable 1o the 2002 decline — this

implies to us that '03 operaling income margins of around 10% (assuming a 440 bp decline from '02 to '03, which reprasents the
decline that occurred from 01 to '02)

Diltted EPS for 1003 of 50-55 cents

Capex for 2003 of $3.3-3.5b

BS expects a slower rate of revenue decline in 2003 compared to 2002

CS expects the 2002 rate of decline to be slighfly better than the decline in 2002

Price Target & Forecast Changes — $20 Naw Taraet; BS Data Reduged $500m, €S LD Voice Increased $500m:

We are lowering our price target on T from $25 to $20, based on sum-of-the-parts, due ta our cencerns that pricing pressure
and aggressive competitive behavior within the commercial LD rmarket will weigh on BS® ability to grow revenues and EBITDA
in the intermediate future. This reflects a reduction in our valuation of BS from 4-5x '03 EBITOA to 3-4% '03 EBITDA due to our
decraased view on growth potential over the next 6+ quarters resulting from a continued, depressed LD data market and potential
additional pricing pressure from competitors. We are also adjusting our revenue forecasts for. 2003, adding $500m to CS {modestly
decreased substitution effects and certain-fee increases) but subtracting $500m from BS' data revenues {(ongoing slippage in comenercial
LD data market and gathering stgns a renewed pricing batfle), leaving '03 total revenues unchanged for T. We have modestly increased
B85 and C$ margins o reflect the 3,500 HC reduction, but left our overall '63 T EBTDA {orecast essentially unchanged at $8.5b. We
emphasize our thesis that investors need to evaluate T as a comhmcd company {B5+C5} until management exits or otherwise
divests itseif of the CS unit (as we highlighted in our November 18" " 2002 downgrade note *’03 — Last Year for ATET
Gansumer?” -And while CS revenues modestly exceeded our forecast, its margins were much as expected «to-madestly lower, leaving
us concerned aboul lhe unit ullimately reaching EBITDA breakeven later this year or early nexi year. The polential for C5' fixed costs
being amortized over the BS unit is something that we believe needs 1o be considered as we eslimate it to be as much as $1-2b and
could reduce BS margins by 800-900 bps. If you assume that CS is exited and that $1.5b of fixed costs revert to BS, we estimate
that profarma BS’ EV / EBITDA multiple is approximately 4.2x '03 EBITDA, reasonably above FON’s current multiple of 3.6x.

BUSINESS SERVICES REVIEW — REVS iN-LINE, BUT MIX CONCERNING; PRICING PRESSURE A CONGERN
BS' revenues declined 3.0% to $2.7b, modestly better than our forécast 3.8% decline. However, the mix was somewhat conceming as
roaierial increases in wholesale LD voice, which.now comprises a stunning 40% of BS' LD voice traffic, drove essentially all this upside
and more, since data revenues came in approximately $140m below our forecast. Wholesale LD voice margins are oxtremely thin and
therelore not likely to drive material cashilow. Data revenues grew 3% yoy in 4Q, but appeared to be flat to modesily down sequentially.
. Specifically, we estimale that {otal data/lP revenues were $2.56b in 4Q, $140m shy of our forecast and very similar to 3Q's $2.57b. This
makes us cautious on material near-term improvements in data revenues that many have assumed would flow to T BS as a rasult of the
disruption at the competition. EBIT margins of 6.9% were nearly 450 bps below our forecast, agaln indicative of revenue mix shiits to
‘lower margin wholesale veice and potential early warnings of price competition, We are reducing our 2003 BS revenue forecast by
$500m, all due to lower expected revenue in datallP, and very modestly increasing EBIT margins {o reflect the-3,500 HC reduction,
leaving our BS '03 EBIT forecast about $35m lower at-$3.3b,

+  Total Revenues of $6,588m beat our forecast by $55m, white tha 3.0% decline was 80 bps better than our forecast 3.8% deciine

+  Allthe revenue upside, and then some, was driven by lower than expected declines in LD voice, with that being driven by
wholesale LD fraffic {wireless and RBOC LD entry). Retail LD voice volumes ware still economiically depressed in 4Q, with in-
bound calling still especially weal.

* LD Voice declined 10%, modestly better than our forecasted 13% decling, but LI wholesale voice, which drove thls is very low-
margin business, leading us ta believe that this revenue upside won't mean as much ta cashfiow.

«. . DatallP grew 3% yoy in 4Q, but was’ essenfially flat sequentially, indicating that the commercial data economy continues to
siruggle. This fact leaves us concerned about '03 data revenue growth, causing us to reduce our 03 dataflP revenue growth
farecast from 9% 1o 5%, slripping away $500m in revenue from our BS forecasts,

= EBIT of $451m, was materially below our $750m forecast, neacly a $300m variance. EBIT margins of 6.9% were 460 bps below
our 11.5% forecast. We believe the main driver here is a mix-shifi to lower margin wholesale LD voice revenues.

In sum, we have reduced our '03 BS revenue forecast by $500m and our '0:3 EBIT forecast by $35m, Iea\nng our '03 BS revenue
forecast at $25.95 (a 2% yay decline) and our EBIT forecast at $3.3.
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CONSUMER SERVICES REVIEW — REVS BETTER THAN EXPECTED, BUT MARGINS REMAIN TAQUGH

CS' revenues declined 20.0%, nearly 500 bps better than our forecast 24.8% dacline, due to the usual culprits of wireless/internet
substitution, competition, migration to lower priced calling plans and prepaid calling cards. The modest “beat”™ versus our forecast was
driven by better than expected volume declines, apparently dus to a moderate reduction in the “substitulion elfect” and moderate traction
in their bundied “All Distance” product. However, while the substitution effect may be flaflening somewhat, we beliave soon-to-be-
realized 100% RBOC entry with 27 T-sligibility could make this the calm before the storm.  Additionally, management was fairly straight-
farward regarding the fact that the company has no other near-term viable strategy for competing with an “All Distance” product othee
than UNE-P, making it highly exposed to regulatory uncertainly (which should be resolved in mid-February). If the upcoming Triennial

" Review by FCC works out the way we expect in terms of excluding switching from the-UNE-P bundle, CS will-be faced with a-mueh more

comprassed fime schedule for determining its sfrategic course. And while we do not view UNE-P as a strategic, sustainable business for

themn anyway, the near-term dissolution of this “revenue opportunity” will simply accelerate and put increasing visibility an the ongoing

revenue and EBITDA declines the company faces. Thus, while we are raising our '03 revenue forecast by $500m to reflect reduced

vireless/internet substitution, it does not change our fundamental view for the unit. This is highlighted by the fact !hat we are raising our

EBIT forecast by a modest $25m (on he $500m revenue increase).

Total Revenues of $2,736m beal our forecast by $130m, while the 20.0% decline was nearly 500 bps better than our forecast.

This was driven by reduced wireless/Internet substitution and medestly greater than expected net adds for UNE-P

LD voice volumes decfined al a low double digit rate, somewhat better than our 20% forecasted decline

However, we believe that full RBOC entry will push voice declines back toward the —25 1o —30% range for 2003

IINE-P net adds of 500k, beat our 400k forecast, leaving total UNE-P subs at 2.4m

EBIT margins of 14.2% were in-line with our 14.6% forecast, but represent a material decline from 3002 levels of 21.3%. And

althcugh there were charges embedded within this number. we believe costs will continue to pressure margins due to the pace

of UNE-P marketing, launches and net adds

+ In sum, we have increased our revenue forecast by $500m to reflect lower wireless substitution, leaving '03 revenue forecast at
$8.6b, @ 25% yoy decline {up from a 30% decline originally); we have raised pur EBIT forecast by $25m to $230m.

ATBT TELCO — COMBINED BS & CS

«  Total revenues of $3.3b, were $225m betler than our $9 1b forecast, driven by CS at $130m betler, BS at $55m better and $40m
less in revenue efiminations than forecast

+  The overall 8.6% decline in ravenuss was moderately better than our forecasted 10.5% decline

= Total EBITDA of $2.44b was about $80rn better than our $2.36 forecast and margins of 26.3% were essentially in-line with our
26.1% forecast

+ We believe T Telco will continue to face high single digit revenue declines and intense margin pressure due to the mix shiit
toward LD wholesale voice and due to pricing pressures within the BS unit.

+  Our forecast for '03 calls for T Telco revenues to decline about 10% and EBITDA to fall about 17% 1o $8.5b

+  CSis highly leveraged 1o regulatory risk from the upcoming UNE-P decision

«  BSislikely to feel revenue pressure from keen price competition as well as margin pressure from this price competition as well _
as arevenue mix shift toward wholesale LD voice

- PRICE TARGET — LOWERING FROM $25 TO $20, DRIVEN 8Y REDUCTION IN BS MULTIPLE FROM 4-5X "03 EBITDA TO 3-4X

Price: target is based on sum-of-the-parts as follows. The multiple reduction is driven by a continued slowdown in data revenue grawth
and the likelihcod that price competition is increasing in the commercial markets. *

ATET Sum of the Parts (6mil)

Busincss Scgment
ENTERPRISE VALUE: CONSOLIDATED A.SSETS

Relevant Operak‘rngbma Metric

Valuallon Farameter Enterprise Yatue

B\ Senric:es . 3N -4¥ 2002 EBITDA 8,209 $24,626 $32,835,
{Consumer Services - niot a going concern wa 651 56 .30
Tota! Consclidated Enterprise Value 24,628 32,825

Net Debt {Sreakout as specified by the 12120 Comcast Bid):
Bus Services {inc. Concert) . o $12382  $12,382

Consumer Sevices $078 - 978 -
7 Telco, $13,360 §13,350
[Equity ¥alue: . .
. Mid-Point per T Share Equity Value
Business Senvices {Inc. Concert; assumes AWE sold) . %28 ) © $12744 $2G,453
Consumer Services (Debt Oveshang) =41 5978 3978
Total Corp. $20 $11,266 $19.475
Fully-diduted Shares OQuislanding W Fx{]
Value per Share $14.64 $25.31
Cuirent Stock Price $20.09 $20.09
Premium to Market N -21.13% 25.96%
Per Share Equity Mid-point_~ 1 $19.37 |4
[Hew Peica Yargetfor ¥ Telco ] $20.00 § ]
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VALUATION & COMPS — T-AT 3.4X 03 ESITDA

White T trades at an EV/ EBITDA multiple of 3.4x our forecasted $8.5b in '03 EBITDA, if you were lo assume that CS is exited and $1.5b

in fixed costs rever back to BS, we estimate the remalnlng BS EBITDA would be $6.7b and the resulfing multiple would be closer {0 4.3x.
This is above our 3-4x price target

Telecom Services Comps 1230 (6:27

Financial & Stock Performance

BLS, SBC, VZ Price Targets Based an 85% Refative F/E Mults vs S&P §00; T, FON, Q, AT, CTL, CZK, CTCO, TDS Price Targets Based
an Sum-af-Farts andfor DCF

SECTOR VIEW: 1-POSITIVE

T P KT B ) oy o e S o S DL e ’Eam""""&*ﬂﬁé‘»‘ﬁﬁai"—y'_i@@?‘:m ﬁaﬁk« T LI

N Current  Current Price |FAS 142 Rep. EPS PIE Rel. to S&PS500 % Change

" Company. Yicker  Price Rating Target | Z002 2003 2002 2003 2002 2003 | Wesk  Month Y1
ATET Toka T 52049 3uUndeneigt  $20 NI MIA NiA NiA MiA HiA -25% -25% . -21%
Sprint . FaN 31345  sfqmveqt  $16 5134 $1.40 10.0 9.6 0.55 .56 -168% -10% 7%
Qwest Q 1516 2Equaight $8 [$0.50) (5040} A A KA MIA -13% 9% 3%
BellSouth BLS $23.55 2Eqenegn 530 52.09 $2.00 1.3 118 0.62 0.48 -11% -12% -9%
SBC Com SBG $2553  1-Dvaight $32 $2.28 $2.04 114 12.5 0.62 012 1% 4% 8%
Verizon \'r4d $35.90 2Cqumeigh  $45 $305  $2380 118 128 0.64 0.14 1% -10% T%
ALLTEL AT S48.96  tovenigt  $ET $3.03 $3.35 161 148 0.58 0.85 % T% 4%
CerduryTel cTL 32943 10wt $I7 $2.13 $2.29 138 133 0.78 077 6% 4% 0%
Citizans Com. CIN $1028  2Equatweigt $11 (30.34)  30.21 N/A 49.0 DA 2.84 6% % 3%
Commonwezlth Tel | CTCO  $3580  10weneimte 543 $2.19 241 6.3 149 0.59 0.55 5% -3% 0%
TDS TOS $43.80  2Equbeign 558 $2.80 %259 | 151 16.9 0.83 0.98 5% -11% 7%
[XC Average® i . . NiA NiA A N/A -20%  -17% 4%
RBOG Avarage™ 115 12.3 0.63 072 -11% -10% 8%
RLEG Averaga®™ . 154 14.9 084 0.87 6% 5% -3%
S&P 500 SPX 5887 $48.50  $5150 | 183 17.2 1.06 1.00 -3% 1% 1%

B T A e‘Nz;{ti”ev EN NBiluafrﬁ e f FrGEN Mg MeRiDMdEnd eldEg

Shares  Market Net Non-Con. Cansol. ’.l. Growth EVIEBITDA EV! AJL | Div Yield
Company Qut. Cap Debt Assets EV 2002 | 2003 2007 - 2003 2002 2003 2002 2002
ATAT Telool? 770 15.8 134 0.0 29.1 103 85 .| -207% -167% | 29x 34x na 0.7%
Spritt 895 12.0 a3 0.0 16.3 45 48 122%  1.8% 3.6% 36x | 31962 | 3.7%
Qwest 1,688 87 24.7 2.0 335 53 5.4 28.1%  2.3% 5.3% 62« | $1,928 | 00%
BelSouth 1870 440 156 05 59.2 12.6 123 63%  -2.5% 4.7% 48x | $2,355 | 24%m
SBC Com 3,322 848 232 114 966 | 214 20.8 39% 3% 4.5x 47« | s1.658 | 42%
Verizon!™ 2,749 a8.7 518 7.1 1434 26.1 25.9 03%  -D.6% 5.2x s3x | $2428 | 43%
ALLTEL 312 15.3 6.0 ¢.0 213 3.1 34 6.7% 8.0% 6.8x 63x | $6675 | 2.6%
CenturyTel 143 42 a.7 .0 7.9 11 1.2 6.0% 9.2% 7.9 65¢x | $3.241 ] 07%
Citizens Com. { 282 29 48 .0 77 14 1.1 55% 5.5% 7.2% 68x | $3,430-] WA
Commanwealth Tel | 24 0.8 o4 00 10 0.2 0.2 15.2%  74% 6.3x 5.8x ' §2,482 NIA
TS 50 26 a4 0.4 53 0.9 1.3 40% _ 165% | 58x 49x | §8402 | 1.2%
IXC Average® 33x 35K 22%
RBOC Average? 4.8x 49x | 52,147 | 4.0%
RLEC Average™ 6.6% Gix | $4.786 1 1.5%

tsater:

(53 Het Dot for T inchudes $3h from ATTG.

(2} 1XC: averag s th avaraga o2 T and FON

(3) REOG average It the averaga of BLS, SOC, andVZ

(4) VZ EBITDA axcludes 45% of the EBTIOA atiibutabla 1o tha Vidafone J.
|51 RUEC average for P/E metrics does nat induda G2, but doas €V meliks.

Company Description:
AT&T provides a wide array of communications services to businesses, consumers, telccommunicalions services prowders and
governments around the wiorld,

Company Name: Diselosuras Ticker Price {01/21) Rating
ATET D T 20.80 3-Underweight

Other Team Members:
R. Daie Lynch 12024524715 rlynch2@lehman.com
Sean P. Rourke 1.212.526.2125 srourke@tehman.com



Important Disclosures

Rating and Price Target Charl; T

AT& T CORFPORATION

Az ol 11-l2n-2003

. Currsaey = USD
FE0.00 -
3630804
B30
300.60 -
270,00 -
24644
210.06 - i "
135700
{5050 - "
12000 - A 4
9.00
60,69 - : 4 '
ST e SO K
et P itk A,
Tl
U.IE) T T 1 T T T T T T [) T
106 400 740 00 101 4-m e 1492 402 T2 1002
—Closlng Piica - Price Targot
-4~ Racatnendalion Change 3¢ Dyop Coveraga
Date Closing Price | Rating Price Target Date Closing Price | Rating Price Target
18-Now-02 $27.70 $25.00 24-Oct-01 $16.24 $115.00
23-0Oct-02 $13.40 $70.00 24-Jul-01 $19.46 $150.00
05-Aug-02 | $8.69 2-Equal weight .. G4-Jan-G1 $15.82 $200.00
04-Jan-02 $18.37 $115.00 27-Oct-00 $16.53 $200.00
25-Oct-01 $16.00 2-Buy 18-May-00 $27.78 $400.00

FOR EXPLANATION OF RATINGS PLEASE REFER TO THE STOCK RATING kEYS LOCATED AT THE END OF THIS DOCUMENT
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tmportant Disclosures:

The analysts responsible for preparing this report have received compensation based upon various factors including the Firm's total revenues,
a portion of which is generated by invesiment banking activities.

D - Lehman Brolhers Inc. and/or an afiiliate has received compensation for investment banking servicas from the subject company within the
past 12 months.

"~ Risk Disclosure:

T: Shares of T carry the risk that 1) a sustained weak economy could cause operational performance to deteriorate, 2) our assumptions
surounding revenues, EBITDA and nel earnings could prove tao optimistic, and 3) the expected close of the sale of AT&T Broadband to .
Comcast could not take place. . B

Key to Investment Opinions:

Stock Rating

1-Overweight - The stock is expected to cutperform the unweighted expected total return of the industry sector over a 12-nonth fnvestment
honzon,

2-Equal weight - The stock is expected to pedorm in fine with the unweighted expected total refurn of the industry sector over a 12-month
investment horizon. .

3-Underweight - The stock is expected to underpedorm the unweighted expected lotal retumn of the industry sectar over a 12-month
investment horizon. .

RS-Rating Suspeaded - The rating and target price have been suspended temporarily to comply with applicable regulations and/or firm

policies in certain circumstances including whan Lehman Brothers is acting in an advisory capacity on a merger or strategic transaction
involving the company.

Sector View

1-Positive - seclor lundamentalsfvaluations are impraoving.

2-Neutral - sector fundamentalsfvaluations are steady, neither improving nor deteriorating.
3-Negative - sector fundamentalsivaluations are deteriorating.

Stock Ratings From February 2001 to August 5, 2002 {sector view did not exist):

This is a guide to expected tolal retum (price performance plus dividend) relative to the total retum of the stock's local market over the next 12
months. “

1-Strong Buy - expected to outperform the market by 15 or more percentage points.

2-Buy - expected to aufperform the market by 5-15 percentage points.

3-Market Perform - expacted to pesform in line with the market, plus or minus § percentage paints.
4-Market Underperform - expected lo endesperform the market by 5-15 percentage points.

5-Sell - expected to underperform thé market by 15 or more percentage points.

Stock Ratings Prior to February 2001 {sector view did not exist):

1-Buy - expected to cutperform the market by 15 or more percentage peints.

2-Gutperform - expected to outperform the market by 5-15 percentage points.

3-Neutral - expected to perform in fine with the market, plus'or minus 5 percentage paints.

4-Underperform - expected.to underperform the market by 5-15 percentage poinis.

5-Sell - expected to underperform the market by 15 or more perceniage points,

V-Venture — relurn over multiyear timslrame consistent with venture capital; should only be held in a well divessified portfolio.

Distribution of Ratings:
Lehman Brothers Equity Research has 1528 companies under coverage.

32% have been assigned a 1-Overweight rating which, for purposes of mandatory requlatory disclosures, is classified as a Buy raing, 30% of
companies with this rating are investment banking clients of fhe Firm.

43% have been assigned a 2-Equal weight rating which, for purposes of mandatory regulatory disclosures, is classified as a Hold rating, 12%
of companies with this rating are investment banking clients of the Firm.

*25% have been assigned a 3-Undorweight rating which, for purposes of mandatory regulatory disclosures, is classified as a Sell rating, 46% of

‘companies with this rating are investment banking clients of the Firm.

This material has been prepared sndlor issued by Lehman Brothers inc., member SIPC, andfor ane of its affiliates (“L.ebman Brothers”) and has been approved
by Lehman Brothers Intemational (Europe), regulated by the Financial Services Authority, in connection with its diskribution in the European Economic Area,
This material is distribuled in Japan by tehman Brathers Japan Inc., aad in Hong Kong by Lehman Brothers Asia Limited. This material is distributed in Australia
by Lehman Brothers Australia Pty Limited, and in Singapore by Lehman Brothers Inc., Singapore Branch. This material is distributed in Korea by Lebman
Grathers intemational {Eurepe) Seoul 8ranch. This document is for infoamation purposes only and it should not be regarded as an offer to sell or as 2 solicitation
of an offer {o buy the securities or other instrumerits mentioned in it No part of this dacument may be reproduced in any manner without the written penmission
of Lehman Brothers. We do not represent that this infermatien, ineluding any third parly information, is accurate or comglete and & should not be relied upon as
such. Itis pravided with the understanding that Lehman Brothers is not acting in a fiduciary capacity. Opinions expressed herein reflect the opinion of Lehman -
Brothers and are subject to change withowt natice. The products mentioned in this document may not be eligible for sale in same states of countries, and they
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may not be suitablo for all types of investors. If an investor has any doubls about product suitability, he should cénsult his Lehman Brothers representalive. The
valua of and the income produced by products may fiuctuate, so that an investar may get back tess than he invested. Value and incorme may be adversely
affected by exchange rates, interest rates, or other factors. Past performance is not necessaily indicative of future results. If a product s income producing, part
of the capital Invested may be used to pay that income. Lehman Brothers may, from lime to time, perform investment banking or other services for, or solicit
investment banking or other business from any company mentioned in Ihis document. ® 2003 Eefiman Brothers. All rights reserved. Additional information is
available on request, Please contact a Lehman Brothers' eatity in your home judsdiction.

Complete disclosure information on companies covered by Lehman Brothers Equity Research is avallable at www .fehman.com/disclosures.
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DECLARATION OF SERVICE BY HAND-DELIVERY

I, the undersigned, declare:

1: That declarant is and was, at all times herein mentioned, a resident of the Uuited
States and employed in the City and Coluty of San Francisco, over the age of 18 years, and riot a
party to or interested party in the within action; that declarant’s Businéss address is 100 Pine_Slreet,
Suite 2600, San Francisco, California 94111. ;

2. That on April 5, 2006, declarant served by Hand-Delivery the DECLARATION OF
J. SCOTT MARCUS IN SUPPORT OF PLAINTIFFS’ MOTION FOR PRELIMINARY
INJUNCTION to the parties listed on the attached Service List.

I declare under penalty of petjury that the foregoing is frue and correct. Executed this 5th

day of April, 2006, at San Francisco, California. , ] '
: QRENA (%n Wﬂe‘wm

U ”MARZENAE]DNLATOWSKA

DECLARATION OF J. SCOTT MARCUS IN SUPPORT OF

| C-06-0672-VRW PLAINTIFFS” MOTION FOR PRELIMENARY INTUNCTION
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‘Counsef For Defendant(s)

‘Bruce A. Ericson

Pilisbury Winthrop Shaw Pittman LLP
50 Fremont Street
San Francisco, CA 94105-2228
415/983-1000
415/983-1200(Fax)

Counsel For Plaintiff(s) .

Cindy Cohn

Lee Tien

Kurt Opsahl

Electronic Frontier Foundation
454 Shotwell Street '

. San Francisco, CA 94110

415/436-9333
415/436-9993 (Fax)

Reed R. Kathréin

Jeff O. Friediman

Shana E. Scarlett

Lerach Coughlin Stoia Geller Rudman &

Robbins LLP )

100 Pine Street, Suite 2600

San Francisco, CA 94111-5238
415/288-4546
415/288-4534 (Fax)

Richard R. Wiehe

Law Office of Richard D. Wiehe

425 California Street, Suite 2025

San Francisco, CA 94104
415/433-3200
415/433-6382(Fax)
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