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REP. REYES: Good norning. | think we're ready to go. The -- |
just want to take note that the buses are late com ng back fromthe prayer
breakfast. So as nmenbers cone in, that's the reason why they'll be late this
norning. | wanted to thank everybody for being here this nmorning. And at
this point -- (strikes gavel) -- the committee will please cone to order.

When | convened the 2007 annual threat assessnent hearing, my first
public hearing as the chairman of the House Pernmanent Select Committee on
Intelligence, | noted the form dable threats and the chall enges facing our
great nation.

| amvery proud of the work that our nation's intelligence services
are doing to protect our country. Qur country's intelligence professionals
have made significant strides, but so nuch work yet remains to be done. And
our commttee's oversight will strengthen the work of U S. intelligence, and
it will ensure that this vital function of government is guided by integrity
and our nation's val ues.

I'mal so proud of the work that has been done by this commttee. W
have worked to address the national security challenges that are facing our
nation today. W passed a conprehensive intelligence authorization bill for
2008. W devel oped a conprehensive solution to FI SA, and we now | ook forward
to a very productive second session

We continue to face enem es and adversari es who know and recogni ze
no boundaries in our world. Qur brave men and wonen continue to face these
enemes valiantly in Irag and Afghanistan, with no end in sight. Qur troops
work diligently to train a capable Iraqgi security force, but their successes



have been margi nalized by political infighting and stalemates. And wi t hout
political progress in lIraqg, security inmprovenents will be fleeting and may
nean little.

A obal terrorist networks continue to threaten the U S. and its
allies. A Qaeda has strengthened its position in the Pakistani triba
areas, where it has entrenched itself in a safe haven that provides it
freedomto recruit, freedomto train and also freedomto plot new attacks.

New t hreats constantly energe as well, such as the expanding a
Qaeda network in North Africa.

Qur country's allies in counterterrorismefforts face their own
i nternal challenges. W can |look at the deteriorating situation in Pakistan,
where President Musharraf increasingly -- his hold on power has weakened and
has led to repeated political crisis, and where $10 billion of U S
counterterrorismassi stance and international efforts have fallen short of
defeating the Taliban, al Qaeda or other extremi sts working in Pakistan.

I'mrem nded that President Lyndon Johnson once said, "Qur purpose
is to prevent the success of aggression." O course, he was speaking of
Vi et nam t hen, but today we are fighting a different form of aggression, and
our collective purpose today is to ensure that this aggression against U S.
nati onal security does not succeed. How wi Il we do this? Wat tools and
resources are needed to ensure this victory?

To hel p us answer these questions, today we have invited the
director of National Intelligence, the Honorable M chael MConnell, as well
as the leaders of our major intelligence organizations: GCeneral M chae
Hayden, director of ClA; Lieutenant General M chael Maples, director of the
Def ense Intelligence Agency; the Honorabl e Robert Mueller, director of the
Federal Bureau of I|nvestigation; the Honorable Randall Fort, assistant
secretary of State for Intelligence and Research; and M. Charlie Allen,
chief intelligence officer for the Departnent of Honel and Security.

I want to wel come Director MConnell and every one of you and thank
you all for the work that you are doing to keep this country safe. W
appreci ate that very nmuch, and wel come this norning.

As | said, gentlenen -- and | want to take note that our ranking
nenber is here, and presumably you have -- several of the other nenbers are
coming in now -- and wel come them as well.

As | said, gentlenen, together we have achi eved many of the goals
that we had for the first session. W work closely with our partners in the
intelligence comunity to ensure that the needs that they identified were
bei ng met and that those men and wonmen conbatting terrorismand threats to
our national security had exactly what was needed to be successful.

Today | am eager for our witnesses to share their views about
prospects for progress in lIrag and Afghanistan on both the mlitary and
political fronts.

We nust al so understand the threats posed by state actors such as
Iran and North Korea. As we all know, l|ast year's National Intelligence
Estimate on Iran -- on Iran's nucl ear weapons and its intentions and
activities contradi cted much of what we had heard thus far.



We were previously led to believe that Iran was building a nucl ear
arsenal in defiance of the world conmunity and the nucl ear anbitions posed an
immnent threat to the United States and to all our allies. The intelligence
comuni ty has now concluded that their work on a nucl ear weapon was halted in
2003. So the question is, does the intelligence community still believe that
Iran is a critical, inmnent threat to our country?

On the Korean Peninsula, there are al so many questions. Through the
six-party tal ks, we seenmed to reach an agreenment for the North to dismantle
its nuclear program but the inplenentation of this program appears to have
stalled. Are we on track to rein in North Korea's nuclear progran? And will
the decision to engage North Korea, rather than to continue to isolate it,
prove to be successful ?

Russi an president Mladimr Putin, now positioning hinself to be the
next prine mnister, has enbarked upon an aggressive foreign policy,
financed, in part, by surging oil revenues in which Russia w |l undercut
potential adversaries at hone and abroad. Putin's assertiveness appears to
be ainmed at the United States and the European Union as well. W need to
further our understanding of the inplications of this recent devel opnent.

O course, al Qaeda and its allies continue to challenge the United
States and our way of |ife by engaging in an ever-expandi ng canpai gn of
terror. Its network keeps on evolving and growing. So we nust remain
vigilant and persistent in countering this threat.

Does the intelligence community still gauge al Qaeda as the greatest
threat to our horel and? What about the rise of Islamc extrem smwithin our
borders? O, as we refer to them homegrown terrorists? The commttee
wi shes to know nore about these threats and what we can do to stop them

| also would like the intelligence community to remain focused on
areas that have | ong been neglected. Latin Amrerica and Africa cone to m nd
We previously believed that the threats in these region to be | ess urgent,
but they have the potential to seriously threaten core U S. national security
interests, and will continue to grow in scope and capability. The security
of the United States is directly affected by events in these places.

Col ombia's long-termefforts to bring terrorismand narco-
trafficking under control have generated real dividends, yet Col onbia
continues to be the prinmary source of cocaine entering the United States. In
Cuba and Venezuel a, from Fidel Castro's |eadership, for however much | onger
that period may be to growi ng gl obal involvenent of Hugo Chavez, whether
harboring terrorists or partnering with terrorist states, are traditiona
exanpl es of why we nust continue to nmonitor this very critical and inportant
regi on of our world. Corruption and uneven distribution of oil wealth
crushes the aspirations of 135 mllion Nigerians to free thenselves from
poverty. But the violence it has generated al so keeps this country's
petrol eum fromreaching the nmarket, thereby keep world oil prices high.

Corruption, cronyism and failed denbcratization in Kenya, once
viewed as one of the nobst stable countries in Africa will lead to instability
in all of the countries of East Africa. But it will also reduce cooperation
froma key regional partner on counterterrorismand regi onal security. These
are all very inportant issues that potentially affect our national security.



These, and anong others, | would |like nenbers here this norning to -- of the
DNI staff to address.

There are nmany other issues that are also are inportant. The
chal | enges we face fromthe ongoing conflicts in the Mddle East; The
i ncreasing counterintelligence threat from China, Russia, and other
countries, and what we nay be doing to counter and mtigate this risk; the
growi ng cyberthreat to critical infrastucture and the adm nistration's
recently announced plan to conbat it; the status of the intelligence's
ability to address the proliferation of weapons of mass destruction; the
DNI's efforts to continue the intelligence community's effort to inprove
i nformation sharing anong federal, state and | ocal agencies.

Finally, I want to rem nd our nmenbers and w tnesses that we this
nmorning are in an open session. |If there is a doubt about the classification
of a particular subject or statement, please reserve those issues for the
cl osed session that will follow this open hearing. W have this roomfor two

hours, until noon. So |I look forward to a productive hearing and a
productive session -- second session of Congress.
Wth that, 1'd like to recognize our ranking nenber, M. Hoekstra,

for any opening statenent that he may wi sh to nake.
REP. PETER HOEKSTRA (R-M): Thank you, M. Chairnman.

Director McConnell, welcome. To all your friends, welcone as well.
The next time I'mgoing to ride with the director of the FBI back fromthe
Nati onal Prayer Breakfast. He obviously has --

REP. REYES: Connecti ons.

REP. HCOEKSTRA: Yeah, he obviously has connections -- thank you, M.
Chairman -- that get himback here a little quicker than the rest of us.

But no, thank you all for being here for this annual briefing. This
is inportant for us and, | think, for the American people to get an
understanding as to exactly what the threats are.

I'd also like to thank many of you who have been involved -- and
Adm ral MConnell, as you talk in your testinony about the need to nmake sure
that our intelligence comunity has the appropriate tools to keep Anmerica
safe. There are a |lot of conplex threats that are out there
Reaut hori zation on sonmething nore than a two-week basis of FISA would be a
good thing to do. It's tinme to stop doing national security issues on a
week- by-week or a nonth-by-nonth | ease basis. These things need to be put in
pl ace on a pernmanent basis, and they need to be put on a pernmanent basis
because it does give the comunity the tools that they have denonstrated they
can use responsibly to keep America safe.

And what we have experienced, because of the excellent work that
many of the people in the community have done, is that we have not had an

attack -- successful attack against the honeland in over six years. W're
into prevention in this area. This is not an area where we're going to | et
the terrorists attack us again. And hopefully, that at the end of that

process we can successfully prosecute the terrorists. It's very difficult to
prosecute a terrorist bonber or 19 individuals who decide that they're going



to take over four planes and fly theminto |locations in the United States.
So thanks for the | eadership that the community has provided on that issue.

You know, also we're going to be very interested in hearing, you
know, not only about what's going on in Afghanistan and in Iraq and those
types of things, but your perspective on the global threat of radica
jihadists. You know, we know what their objectives are. Their first
objective is to defeat us in Afghanistan and Irag. But then they also talk
about destabilizing the noderate Islamic regimes in the region, which is the
M ddl e East, Asia, Northern Africa. W know that their objectives are to
elimnate the state of Israel, establish the caliphate and then inpose
Shari'a law. And underlying all of that is also their desire to attack the
honel and agai n.

Director Mieller, | had the opportunity |last week of nmeeting with
your folks in Detroit and getting a great briefing. And as the chairman
tal ked about, not only do we need the foreign intelligence community to do
their work, but | was very encouraged because what | did see is that the
agencies here in the United States are working and coordi nating together.
They have the information that | would have hoped that they woul d have had,
that give us insights into the threats that we face here in the honel and, but
also their ability to connect what is going on outside of our borders and
having a relatively high degree of confidence that what was goi ng on outsi de,
that people inside -- that the right people in the United States would have
access to that information.

So the stovepiping that we've tal ked about, you know, in 2001, 2002
and those types of things, those appear to be breaking down. So there's a
tremendous anount of credit that goes to both the individuals that are
working on intelligence overseas, but also the way that they are connecting
with folks inside of the United States. And | think that process -- sure,
there's nore work that needs to be done, but progress is clearly being nmade.

Director McConnell, you know, | think we've had this discussion in
cl osed session about the confusion that was caused by the NIE on Iran

| think today that sone of the statenents that you will nake today
will provide sone clarity as to where the intelligence conmunity understands
what the situation is with Iran. And so | |ook forward to having that

testinony here and putting it on the record.

There's a |l ot of other issues out there; the chairman enunerated
those, whether it's North Korea, whether it's China, whether it's Russia or
those types of things. Cbviously there are nore hotspots than what we care
to think about, but they are real and they're there. And either in open
session or in closed session today | hope that we al so have an opportunity to
tal k about, you know, these are the threats, howis the community positioned
to respond to these threats, do you have the tools, do you have the
resources, do you have the legal franmework to be successful in conmbatting
these threats, have we given you the tools and the resources to do the job
that we have asked you to do.

So again, wel cone. Appreciate you being here. Appreciate all the
great work that you and your staff do. And you know, as we do nuch of this
in secret, this is an opportunity to talk about it in open session to a
certain degree. It may be the only -- the only other thing I'd ask is for
you to perhaps provide us here or in closed session an update as to the kind



of progress that you're nmaking in stopping | eaks. Those things that we'd
like to keep secret but that sonme way or another have found thenselves into
publ i c discourse, and again, putting the country at risk but also putting
your progranms and sone of your individuals at risk.

But agai n, thank you and wel corne.
REP. REYES: Thank you, M. Hoekstra.

And Director MConnell has advised us that he will make a statenent
for about 15 mnutes, and then we will go directly to questions. Again,
want to advise all the nmenbers that we are in open session and be m ndful not
to discuss classified issues.

Wth that, Director MConnell, welcome again. Thanks for your work,
and you're recogni zed for your statenent.

MR MCCONNELL: Thank you, M. Chairnan, Ranki ng Menber Hoekstra,
nenbers of the committee. W're delighted to be here to provide this update
today, and |'mvery pleased to be joined by the community's brain trust that
you introduced a little bit earlier. So we |ook forward to your questions.
| would note that we've submitted a very long and detailed statement for the
record both at the classified and unclassified |level, and that's going to
cover nuch nmore than | can --

REP. REYES: And | should say -- pardon the interruption -- that al
the witnesses statements will be entered into the record w thout objection.

MR MCCONNELL: Thank you, sir. | also look forward to our closed
session and we can go into sone of these details inalittle nore
specificity.

Before | address specific threats, | just want to raise one issue
that both you and the ranki ng menber raised, and that's the issue of the
nmedi a i nportance to our community with regard to our ability to provide
warning and protection for the nation. And it involves what's referred to as
FI SA, the Foreign Intelligence Surveillance Act. The authorities that were
granted under the anendnent, Protect America Act, tenmporarily close gaps in
our ability to conduct foreign surveillance, and those abilities are critica
to our efforts to protect the nation fromcurrent threats.

You'll hear later in the testinony how we've been successful using
those authorities to in fact disrupt planned attacks. And briefly what |
want to nention here is just some of the benefits that have accrued as a
result of the authorities that were granted | ast August.

First of all, better understanding of the international networks of
al Qaeda, nore broadly speaking -- just personalities and the network at
| arge; second, individuals in the network, and let ne get specific, down to
the point of individual identity and, in sonme cases, planning for suicide
bonbi ng activity.

Now nost inmportantly, since August until now, the greater
insight into terrorist planning gained by these authorities have all owed us
to disrupt attacks. And that's occurred over the |ast six nonths.



Now expiration of the act would lead to the | oss of these inportant
tools, and the community relies on them and it would inpact our ability to
di scover the plans of those who wish us harm In fact, the group we're
targeting have sworn to inflict mass casualties greater than 9/11 on our
country.

Extendi ng the act that was passed | ast August w thout addressing the
retroactive liability protection for the private sector will have very far-
reachi ng consequences for this community, not only in the context of what |'m
tal king now but nore broadly. Lack of liability protection would make it
much nmore difficult for us to obtain the future cooperation of the private
sector, whose help is so vital to our success.

Now at the request of several menbers on the Hill, the AG and | have
provided letters several -- and nost recently, a day or so ago, to try to
address any specific questions to try to get at this inalittle nore depth.
But | woul d urge you, when you conme to conference with the Senate, that you
pass a long-termlegislation effort to noderni ze the Foreign Intelligence
Surveillance Act. And it nust include retroactive liability protection for
the private sector if we are going to be effective going forward -- be happy
to discuss this in nmuch greater detail in open or closed session, as you
woul d like, in the course of the briefing or at another tine.

Let ne turn nowto worldwi de threat. And with regard to threats
facing our country, let ne say that the judgnents that | will offer reflect
sone of those of the chairman and the ranking nenber. They're based on the
efforts of thousands of patriotic, highly skilled professionals, many of whom
served in harms way. And nmenbers of the conmittee know this because you
visited them where they serve in harmis way. M sincere hope is that not
only the Congress but the Anerican people will see these nmen and wonen as the
skilled professionals that they are, with the highest respect for our |aws
and val ues, and dedicated to serving the nation, with the courage to seek and
speak the truth to the very best of our abilities.

Let ne start with terrorismand highlight a few of our

counterterrori smsuccesses over the past year. First of all, as was noted,
there has been no mgjor attack against the United States and, | woul d add,
or agai nst nost of our European, Latin American or East Asian allies in al

of 2007. But that was no accident. In concert with federal, state and |oca

| aw enforcenent, the intelligence conmunity has hel ped disrupt cells plotting
viol ent attacks.

For exanple, last summer we and our allies unraveled terrorist plots
linked to al Qaeda and sonme associates in both Denmark and Germany. W were
abl e -- successful because we were able to identify the key personalities in
the planning and follow their activities. W work with our partners to
nonitor the plotters and disrupt the attack activities. One of those
intended targets was a U. S. facility in Europe.

In addition, our partners throughout the Mddle East and el sewhere
continue to attack aggressively terrorist networks that were involved in
recruiting, training, planning to strike American interests.

Al Qaeda in Irag -- we refer to that nbst frequently as AQ, just if
| slip into an acronym-- they suffered nmajor setbacks this past year
Hundreds of AQ's |eadership, operational, media, financial, |ogistics,
weapons, and even their foreign fighter facilitators were neutralized over



the past year. |In addition, the brutal attacks unl eashed by AQ and the
other al Qaeda affiliates against Muslimcivilians have tarni shed al Qaeda's
self-styled image as the extrem st vanguard.

Now t he question beconmes, "Are we reaching a tipping point to
wi tness the decline of this radical behavior?" W don't know the answer to
that yet, but we're watching it very closely to see if we are approaching
that tipping point.

That sai d, nonetheless, al Qaeda renmmins the preem nent terrorist
threat to the United States here at home and abroad.

Despite our successes over the years, the group, as was nentioned by
the chairman, has been able to regenerate many of its key capabilities. And
that includes the top | eadership, operational |ieutenants and nost
inmportantly a de facto safe haven in Pakistan's border area with Afghanistan,
known as the FATA, or the Federally Adm nistered Tribal Areas.

Qur Pakistani authorities, who are our partners in this fight and
have hel ped us nore than any other nation in counterterrori smoperations,
increasingly are determned to strengthen their counterterrori sm perfornmance,
even during a period of heightened donestic political tension, which of
course was exacerbated by the assassination of Benazir Bhutto.

Last year, at |east 865 Pakistani security forces and civilians were
killed by suicide bonbers. Alnpost 500, in addition to the 865 with suicide
bonbers, al nost 500 security forces and civilians were killed in various
armed cl ashes. That totals over 1,300 in 2007. Therefore in 2007,

Paki stanis' | osses exceeded the curmul ative total of all the years between
2001 and 2006.

Al Qaeda affiliates also pose a significant threat. A Qaeda in
Irag remains the central nost capable affiliate, and we are increasingly
concerned that even as the coalition forces have inflicted damage on al Qaeda
inside Irag, it's possible that they could redepl oy some of those resources
for attacks outside of Irag. Al Qaeda's affiliate in North Africa, known as
Al Qaeda in the Lands of Islam c Maghreb, is active in North Africa and is
expanding its target set to include U S. and Western interests. Recall the
attacks on the United Nations that killed scores in Decenber of |ast year
O her al Qaeda affiliates in the Levant, the @Qulf, Africa and Sout heast Asia
mai ntained a | ower profile in 2007 but are still capable of conducting
attacks against U S. interests.

As was nentioned, honegrown threats inspired by mlitant Islamc
i deol ogy continue and they continue wi thout necessarily operational direction
fromal Qaeda. W see that as a continuingly evolving danger, both inside
the United States and to our interests abroad. D srupted plotting |ast year
inthe United States illustrates the nature of the threat inside the country,
and our European allies continue to discover their version of the homegrown
threat inside Europe.

Turn now to weapons of mass destruction, proliferation. The ongoing
efforts of nation-states and terrorists to devel op and/ or acqui re danger ous
weapons and delivery systens, in ny view, constitute a second mgjor threat to
our country. After conducting mssile tests and its first nuclear yield
detonation in 2006, North Korea returned to the negotiating table |ast year.



Pyongyang has reaffirmed its Septenber 2005 conmitnent to ful
denucl eari zation. They have shut down the nuclear facility at Yongbyon and
they're currently in the process of disabling those facilities. But the
North m ssed the 31 Decenber deadline for a full declaration on its nuclear
progranms. And while Pyongyang denies a program for uraniumenrichment and
also denies its proliferation activities, we know North Korea continues to
engage in both. W are uncertain about KimJong-il's commtnment to the
denucl eari zation pl edges that were nade as a part of the six-party franework.

As | was asked, | want to be very clear in addressing lIran's nucl ear
capability. There's been considerabl e confusion in how this has been
reported in the press. First of all, there are three parts to any effective
nucl ear weapons. The first requirenment is to produce fissile material. The
second is a nmeans of delivery of a weapon, given that you had a weapon;
normal ly that would be ballistic mssiles. The third part is the design and
weaponi zati on of the warhead itself. Now we assessed in our recent N E or
National Intelligence Estinmate that the warhead design and the weaponi zati on
work is what was halted in 2003. The warhead design and weaponi zati on work,
also the mlitary was engaged in a covert effort to produce fissile material.
Those are the two things that were halted in 2003.

However, that said, the declared uraniumenrichnent effort that
woul d enabl e the production of fissile material continues. So they're stil
going down a path to produce fissile material. |In addition, production of
fissile material is the nost challenge -- nobst significant challenge in a
nucl ear weapons program That continues. Al so, as in the past, Iran
continues to perfect ballistic mssiles that can reach North Africa and into
Eur ope

The earliest possible date Iran could be technically capabl e of
produci ng enough fissile material for a weapon is |late 2009. W consider
that unlikely, but 2009. That is unchanged from our assessnment some years
ago and nost recently repeated in 2005. As the new estinmate makes cl ear
Tehran halted their nucl ear weapons design- related activity in response to
international pressure, but they're keeping open the option to devel op
nucl ear weapons. |f Iran's nucl ear weapons design portion of the program
one of the three parts that | nmentioned, has either already been turned on or
is re-activated, it would be a very closely guarded secret. The effort would
be to keep us from being aware of the true status. Now one other point |
woul d highlight, the Iranians have never admitted to this secret nuclear
weapons design program which was in fact halted in 2003.

Iran also remains a threat to regional stability and to U S
interests in the least. This is because of its continued support for violent
groups such as Hamas and Hezbollah and its efforts to undercut pro-Wstern
actors such as in Lebanon. Iran is pursuing a policy intended to raise the
political, econom c¢ and human costs of any arrangenent that would allow the
United States to maintain presence and influence in that region.

I"mgoing to turn now just briefly to the cyber threat. The United
States information infrastructure, which includes t el ecommuni cati ons,
conput er networks and systens, and nost inmportantly, the data that resides
within those systens is critical to virtually every aspect of our nobdern
life. Threats to our information technology infrastructure are an inportant
focus for this community. W assess, as we have assessed for a long tine,
nati ons such as Russia and China | ong have had the technical capability to



target U.S. information infrastructure for intelligence collection, and what
I want to enphasize here -- intelligence collection.

Today sone countries and potentially terrorist groups could target
our information infrastructure systens not for passive intelligence
col l ection, but for degradation and destruction. That's a very significant
vul nerability of the nation. At the president's direction |last spring we
were asked to forman interagency group to take a |l ook at this issue, the
cyber threat, and identify potential options. Now our tasking was fulfilled
nost recently with the issuance of a presidential planning directive which

was signed earlier this year. W'Il have nore to say -- you're going to have
a hearing, | think, next week, on Friday, about the details. Wen you talk
about it nore today or will be prepared to get into significant detail next

Friday at the additional hearing.

Let ne turn briefly to Irag. The security situation in Iraq
continues to show signs of inprovement. Security incidents country- w de
have declined significantly to the | owest point since February 2006 over two
years ago. The nonthly civilian casualties nationw de have fallen by nore

than half over the past year. | would note, however, despite these gains, a
nunber of internal factors continue to undermne lraq's security. Sectarian
distrust is still strong throughout Iraqi society. AQ, al Qaeda in Iraq

remai ns capabl e of conducting destabilizing operations and spectacul ar
attacks,as we've seen recently, despite disruptions to its networks.

In addition, intercomunal violence in southern Iraq has spread
beyond cl ashes between rival mlitia factions. Wile inproving significantly
over the past year, the ability of the Iraqi security force to conduct
ef fective, independent operations -- independent of coalition operations --
has i nmproved, but it remains limted at present.

Bridging the differences between the conpeting communities and
providing ef fective guidance are critical to achieving a successful state in
Irag. Wiile slow, progress is being nade. W have seen some econom c gains
and sone quality of life inprovenents for all Iraqgis, but these inmprovenents,
security, and governance and econony, are not ends in thenselves. Rather,
they are the neans for restoring Iraqi confidence in the central governnent
and easing the sectarian distrust.

| turn now to Afghanistan. In 2007, the nunber of attacks in
Af ghani stan' s Tal i ban-domi nated i nsurgency, nostly in the south, exceeded
that of the previous year. |In part, that is because the coalition and Afghan

forces undertook nmany nore of fensive operations over the past year. Efforts
to inprove governance and extend the econom c devel opnent were hanpered by a
| ack of security in some areas and sheer linmtation in the government's
capacity to do so. Utinmately, defeating the insurgency in Afghanistan wll
depend heavily on the governnment's ability to inprove security, deliver

ef fecti ve governnmental services and expand econom ¢ devel opnent
opportunities.

The drug trade in Afghanistan is one of the greatest |long-term
chal l enges. The insidious effect of drug-related crimnality continue to
undercut the government's ability to assert its authority, develop a strong
rule of | aw based systemand to rebuild the econony. The Taliban, operating
in the poppy-growi ng regions, at a mninmmreceive sone |evel of financia
support tied to these opiumtraffickers.
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In the Levant, the reginme in Damascus seeks to underm ne Lebanon's
security by using proxies and harboring a variety of terrorists, nost
specifically Hezbollah. Syria also renmains opposed to progress in the Mddle
East peace tal ks. Since the assassination of Rafik Hariri in 2005, eight
addi ti onal Lebanese |eaders or officials have been killed in an effort to
intimdate the 14 March coalition and alter the political balance in the
Lebanese | egi sl ature.

In the Palestinian territories, the schismbetween Abbas and Hanas
escal ated after Hanmas seized control of Gaza |ast sumrer. Al 't hough feeling
i ncreased pressure over a weakening econom c situation and an accel erating
humani tarian crisis, Hamas remains in charge of the Gaza Strip. |In the Wst
Bank, we are beginning to see signs of progress by the Fatah, including
renewed security and | aw enforcement cooperation with Israeli forces in
taking nore effective action agai nst Hamas. Law and order have started to
show signs of sone |evel of inprovement in the West Bank. W turn nowto
Russi a and Chi na.

I ncreases in defense spendi ng have enabled the Russian mlitary to
begin to reverse the deep deterioration of its capabilities that actually
began before the coll apse of the Soviet Union. However, the Russian mlitary
still faces significant challenges. For exanple, denographic trends are not
favorabl e and they still suffer fromsignificant health probl ens.

In addition, conscription defernments erode avail abl e nanpower, and
Russia's defense industries are suffering froma | oss of skilled personnel.

China's mlitary nodernization is shaped in part by its perception
that a conpetent nodern nmilitary force is essential for a great -- to achieve
great power status. |nproving Chinese theater- range nissile capabilities
will put US. forces, both naval and Air Force, at greater risk from
conventional weapons. In addition, Beijing seeks to nodernize China's
strategi ¢ nuclear forces to address concerns about its survivability. |If
present trends continue, in the global devel opnment of counterspace
capabilities, Russia and China will have increasing ability to target U S
mlitary intelligence and navigation satellite systens, also to include
comand and control, and the effort will be to inflict damage on our ability
to conduct military operations, specifically the delivery of precision
muni tions.

Turn now to Venezuel a and Cuba. The referendum on constitutiona
reformin Venezuel a | ast Decenber was a stunning setback for President
Chavez, and it could slow his novenent toward authoritarian rule. The
ref erendum s outconme has given a psychol ogi cal boost to his opponents.
However, high oil prices will probably continue to enable Chavez to retain
the support of his primary constituents, continue co-opting the economc
elite and stave off the consequences of his financial nmismanagenent. W thout
guestion, however, policies being pursued by President Chavez have set
Venezuel a on a path to economc ruin

The determination of the Cuban | eadership to ignore outside
pressure/reformis reinforced by the nmore than $1 billion net annual subsidy
that Cuba receives from Venezuela. W assess that the political situation
probably will remain stable during at least the initial nonths follow ng
Fi del Castro's death. However, policy missteps or mishandling of a crisis by
the | eadership in Cuba could lead to instability and raise the risk of a nass
m gration issue.
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Turn now to Africa. The persistent insecurity in N caragua's (sic;
neans Nigeria) oil-producing region, the Niger Delta, threatens U S.
strategic interests, as was nentioned by the chairman. The president of
Ni geria has pledged to resolve the crisis in the delta but faces many, many
obstacles. Ongoing instability and conflict in other parts of Africa are
significant threats to U.S. interests in that region and in others, due to
the high humanitari an and peacekeepi ng costs, the drag on econom c reform
and the devel opnent of -- in those situations for the situation to worsen.
Violence in Kenya after a close election which was marred by irregularities
represents a major setback in one of Africa's nost prosperous and denocratic
countri es.

Turning to Sudan, the crisis in Darfur, in the region, shows few
signs of resolution, even if the planned U N peacekeeping force, which is
now pl anned to be 26,000 -- even if they arrive and fully depl oyed, as we
hope.

The Et hi opi an-backed transitional federal government in Sonmalia is
facing serious attacks by opposition groups and extrem sts. |t probably
woul d fl ee Mogadi shu or collapse if the Ethiopians wthdrew

In addition, tensions between the |ong-tine enenies, Ethiopia and
Eritrea, have increased over the past year, both sides of show ng signs of
preparing for war.

M. Chairman, ranking nenber, that was a very brief overview |
know we want to get to questions, so |I'll just stop ny remarks there and | ook
forward to responding to your questions. |It's a pleasure to be before you
this norning to respond to your concerns.

REP. REYES: And | thank you for that overview

| just have one question that 1'd |ike each of you to answer, and it
deals with primary | anguage training and diversity. And the reason | ask it
is because the intelligence community, | believe, continues to | ack people
who speak critical |anguages at an acceptable |evel of proficiency. W also
have to recruit a diverse workforce that can penetrate some of these really
hard targets |ike al Qaeda and other terrorist groups.

So the question | have is -- for each of you: How successful have
you been in recruiting and training speakers of critical |anguages, and al so,
talk briefly about recruiting a diverse workforce.

MR MCCONNELL: M. Chairman, let me start, and there's a | evel of
questions that we'll probably need to take to the closed session on
specificity. But let ne just provide an overview by saying that a nore
di verse workforce, one that |ooks like Arerica, to the extent possible, we've
made a priority. W have a plan and just recently reviewed where we are in
that plan, and if it hasn't arrived yet, there's a report comng up to you.
Every one of the areas that we would nmeasure -- wormen, minority groups and so
on -- are all going in a positive direction. |It's not as fast as we would
like, but it's going in a positive direction

We have had some success in recruiting those who speak | anguages at
the native level of the countries that we would have to target to be

12



successful. So let nme |let each of our representatives here tal k about their
specific prograns as nuch as we can tal k about themin the open.

GEN. HAYDEN: M. Chairnman -- (inaudible) -- as Director MConnel
described, getting better but probably not at the slope we would want themto
have nmoving up. Very briefly sone positive signs. Qur requirenment for
| anguage-qual i fied officers keeps noving, keeps increasing, and so the goa
posts are noving down the field. That said, we are actually getting closer to
the goal post. So even though each year our requirenent is larger, we are
fulfilling a larger percentage of the requirenent, and this is particularly
true in mission critical |anguages.

Wth the help of your conmittee we've revanped our |anguage pay
system We've added an additional $10 million into | anguage bonuses, and
that started about two weeks ago. It means about 50 percent increase in pay
for |anguage proficiency for our officers. W think that ought to have a
very positive effect in getting | anguage- qualified officers into |anguage-
required jobs because that's where you link up with the bonus.

In terms of minorities, we're doing, as the admral said, better in
each of the categories with the exception -- and you and | have tal ked about
this personally, M. Chairman -- with the exception of H spanics.
Unfortunately, an awful ot of our recruits come fromzip codes in the states
i mredi ately around our headquarters. Again, as we've tal ked, our nmove to
establish a footprint in Texas we think will help us with H spanic
recruitnent.

| do have one positive figure to give you, though.
W average about 115,000 applications a year. And in the current
year, okay, about one-third of our applicants are self-identifying as
mnorities. That's the highest it's ever been, and so a very positive sign.

GEN. MAPLES: Sir, the Defense Intelligence Agency is in a simlar

position as well, both with respect to diversity and to | anguage
capabilities, and I think we've nmade a ot of progress in this last year
And, in fact, | think nost of us have a note in a personal perfornmance

agreenent with Director McConnell that we are personally going to focus on
this issue of diversity and | anguage capabilities within our workforces, but
we' re maki ng progress.

And particularly within ny agency, the diversity statistic's nuch
i nproved over where we were, and |I'mvery confident that we are on the right
path in both recruiting and retaining the individuals that we need to be
successful in the agency. W're not there yet, as Director Hayden nentioned,
but we're on the right path right now.

|'ve seen some great successes in terns of our |anguage program and
i kewi se the nunber of individuals with the critical |anguage skills that we
need. W are recruiting and we are identifying their |anguage skills in such
a way that we are paying the bonuses to themfor their |anguage skills, which
will retain themw thin our workforce.

In order for themto be effective, though, we've got to create sone
different parts to our program And that includes how we assess, how we test
their |anguage skills. And then nobst inmportantly how do we sustain and
i mprove their |anguage skills over time? And we've nade a great investnent
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i n managi ng that program and providing the kinds of capabilities that wll
enabl e us to inprove their | anguage skills for the longer term

MR MJELLER. M. Chairman, with regard to the | anguage skills, we
are still not where we want to be. W' ve nade strenuous efforts to inprove
and we have inproved, particularly in Mddle Eastern | anguages, Mandarin and
the like. W have a Mddle Eastern recruitnent task force that is focused in
particular on identifying and recruiting those that we need for the Arabic,
Farsi, Urdu, the various | anguages that are inportant to us. And while we've
made headway, we still have hurdl es.

One of the aspects that |'mfinding also is that as we hire, train
and devel op agents with particul ar | anguage skills, those same agents are
recruited by businesses, who increasingly are globalized and recogni ze that
taking an FBI agent with a | anguage skill, or may have worked in a |l egat for
a nunber of years, has trenendous benefit to that particular corporation or
financial institution. And consequently we are |osing sone of our better
agents who have those particular skills.

Wth regard to minority hiring, | think we are doing a good job,
al though we were spotty in areas. The recent report of the ODNI, Admra
McConnel | tal ked about, shows that we're doing well in certain categories,
and there are other categories in which we need sonme inprovenent. It has,
over the years since Septenber 11th, been a substantial priority for us. And
as | said, we've nade headway, but there are still areas in which we could
i nprove.

MR ALLEN: M. Chairman, over at Honeland Security, | suffer from
one handicap. |'mnot an excepted service, so it nmakes nmy hiring, recruiting
and getting the types of people | want very difficult. But we have hired a
ot of new officers and we are encouragi ng them and giving themincentives to
deal and | earn uncommon | anguages.

On mnorities, | think we're doing well, but on H spanics we're doing
poorly. And | need to do nuch better because of our responsibilities in
wor ki ng Secure Borders and Borders Qut, which you're very famliar with

We are recruiting on canpus. | have sent noney to M. Mieller here
-- he probably doesn't know that -- to work with his training people to hire
an intern -- sone interns where will we share -- the bureau will hel p us work
together to find interns fromdifferent cultures, different |anguages, bring
themon, and we'll share these interns, working together. |It's the type of
thing that | just discussed with M. Pistole |ast week, and we're very happy

that the bureau is supporting us in this endeavor.

MR FORT: M. Chairnan, at the State Departnent our commtment to
diversity starts at the top. Secretary Rice has indicated that that is one
of her highest priorities. And | think the conposition of our Foreign
Service -- entering Foreign Service officer classes would suggest that we are
achi eving some success in that as a departnent.

| &R, as you know, is very small. Qur annual nunber of new enpl oyees
is but a handful conpared to sone of ny other agency coll eagues. But that
said, we do consider a wide array of diverse candidates. And in fact, in an
effort to increase the size of the pool, we've undertaken an effort to create
a special internship programw th Howard University locally. |In fact, next
week I'Il be attending a recruiting session at Howard University nyself to
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deliver a lecture and talk to students about opportunities for careers at the
State Departnment and | &R

Wth regard to | anguages, because of the deep expertise of a lot of
our analysts, many of them al ready have | anguage capability, but for those
who don't, we encourage that. And |'mpleased to say the DNI has just
recently nade sone resources, over $100, 000, available to us to pursue sone
of the hard | anguages, such as Chinese, Udu and so forth, that -- and Arabic
-- that will be inportant for us going forward. So we do underscore the
great inportance of |anguage proficiency as well.

REP. REYES: Well, thank you. | just want to make sure that in your
respective efforts to diversify the workforce and | ook for people, that you
keep in mnd H spanic-serving institutions, historically black coll eagues and
universities. There are a nunber of university professors that have come
forward to indicate to nme and to the staff that they're willing to work
with particularly the intelligence community aggressively to provide
information to minority and those students that have uni que | anguage
capabilities.

| continue to track this nonthly. The intelligence community is
| aggi ng behind the federal workforce, in sone cases very seriously. So we
need to continue to prioritize this issue because not only does it make
sense, but it can nake the difference. As many -- | know |'ve had many
conversations with each of you about the fact that attracting mnorities and
peopl e that speak these particularly targeted | anguages nakes sense for us at
this critical point in our nation's history.

So | will continue to work with each of you and nonitor your progress
to make some inprovenents here. Wth that --

MR MCCONNELL: M. Chairman, could | just -- one followon, if |
coul d.

REP. REYES: Yes.

MR MCCONNELL: Years ago, when | was on active duty, what shocked
nme when | | ooked at the statistics was how underrepresented -- as a
percentage of America at |arge, how underrepresented our comunity was with
regard to Hi spanics. And so as a result of that, we established sone

outreach prograns to H spanic colleges, and it's to nmy understandi ng those
still go on.

I'l'l go back and check on the status of that and | et you know j ust
where that stands and do we need to do nore.

REP. REYES: And | also wanted to nmake note that we've got those 10
centers of excellence.

MR MCCONNELL: Yes.

REP. REYES: |f we can expand to other parts of the country, | think
that's another tool that we can use.

M. Hoekstra.

REP. HCOEKSTRA: Thank you, M. Chairnan.
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I'd like to get back to talking a little bit about the threat from
radical jihadists. And in their own words they say their nunber- one
strategy or their nunber-one objective is to be successful in Iraq and drive
us out of lrag, and then use that as a basis to formthe caliphate. There
have been reports that -- and actual changes, you know, what happened with
the Al Anbar Awakeni ng, where the Sunni tribal |eaders, you know, flipped
from bei ng supportive of al Qaeda to now working and working very effectively
with our troops and the coalition and the Iraqgi government -- and part of
that was because al Qaeda | ost their support because people | ooked or the
Sunni tribal |eaders |ooked at what al Qaeda was doing there and said, "W
don't want any part of this."

And then there's also reports that in other parts of the Islamc
world they' re | osing sonme of their support on the street because they're

going out, and with their car bonbs and other attacks, they're killing nore
Muslims than what they are, as they would describe us as, infidels. | nean,
are you seeing and is there any evidence -- or what information do you have
that tal ks about the | evel of public support that radical jihadists do or do

not have as a result of not being as successful in Irag and because of some
of the tactics that they are using?

MR MCCONNELL: Sir, probably the nost dranmatic nanifestation of
that is what you nentioned, where it started in Al Anbar province to the west

inlrag. | think that was probably enabled by the fact that the security
situation had i nproved and there was sonme | evel of control, so once they
started -- it's becone known inside Irag now as the awakeni ng.

And there's been very significant activity to drive al Qaeda in Iraq
fromthe | ocations where they're enbedded, and that includes not only Anbar
province, also the Baghdad areas and so on. So what's happened is al Qaeda
inlrag, for the nobst parts, noved up to the north. And so now those in the
north are becom ng energi zed about containing al Qaeda in Iraq.

So what | nentioned in ny remarks -- we don't knowif we've hit a
tipping point yet. And that's sonething we're trying to -- focused on,
trying to get a feel for it. But in lraq the prinmary reason that the
sectarian violence has decreased, in ny view, is al Qaeda was able to do
things to stinulate attacks on the Shi'a, so the Shi'a would respond by
attacking the Sunnis. And probably the nost significant was the Sanmarra
bonbi ng agai nst the donme nmobsque in -- back in February 2006.

When they were successful in doing that, it generated a | evel of
sel f- sustaining violence. So now that al Qaeda in Iraq has been attacked by
U S. coalition forces and the Iraqi people have turned on it, then the
security situation has changed pretty dramatically. Now whether we mss --
reach that tipping point or not, we don't know yet.

REP. HOEKSTRA: Are you seeing any of those sane indications --
sorry, General Hayden, but -- | was just -- any of those sanme characteristics
outside of Iraq, that al Qaeda and radical jihadists may be | osing sone
support because of their |ack of success and because of their tactics in
I raq?

MR MCCONNELL: There are a nunber of positive signs. The first one

I would highlight is in Saudi Arabia. Now sone would make the point that
sone of the -- the Wahabi, the prinmary religion of Saudi Arabia, and their
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interpretation of the Muslimreligion has sone very harsh points and points

of viewinit. But recall when the Saudis were attacked internally, | think
it was 2003, they reacted in a very forceful way. Wll, what happens then is
it starts to put pressure internally on an al Qaeda group. It also puts

pressure on donations. There are sone if you are of this point of view and
you' ve got the resources to do so you would contribute to. So what we've
noti ced over the past year, 18 nmonths is al Qaeda has had difficulty in
rai sing funds and sustaini ng thensel ves.

So again, it's the key question you're asking, have we hit that
point. W see positive signs, but it's not something we can tell you just
yet. We're on the decline going the other way.

GEN. HAYDEN: [|'d just add, Congressman, nmaybe to reinforce, and |
think I understand the intent of your question

This is hard to neasure. It's hard to get metrics on it. But
instinctively, | think in my travels in talking with our partners,
particularly in the Muslimworld, | see the same thing that you're

reflecting. There seens to be a greater indication on the part of people
within Islamto question the vision of al Qaeda and the future that they're
hol di ng out very starkly put out in Anbar, but | see it el sewhere as well.

And | woul d suggest to you that Zawahiri's kind of phone-it-in
question website effort, where he's asked people to cone in, mght be a true
reflection of al Qaeda's senior |eadership seeing this threatening of their

legitimacy as well to have people |ike bin Laden and Zawahiri -- who have
sinply kind of governed by fiat in terns of what true Islamis -- now being
forced to enter into a, frankly, a rather open dial ogue with the uma (sp),
with the body of believers, |I think, is a remarkable step and | don't think

reflective of over confidence on the part of al Qaeda now.

MR MCCONNELL: | woul d add one other thing just to sort of conplete
the picture of this. A group of Muslins that refer to thensel ves as Sal afi,
and the way to think about that is those who have -- who directly associated

with Mohanmmed and then any interpretation or rule or anything that was
outside of that group is not the strictest interpretation in which they would
choose to follow So that makes them pretty fundanental in -- fundanentali st
in their outl ook.

Well, recently we've noticed several Salafi groups are starting to
condemm al Qaeda's activities, so that's another sign for us that it -- the
billion Mislins which practice their faith as good citizens are not for a

Qaeda, and it's the extrem st fringe which continues to support them

REP. HOEKSTRA: In an effort for themto potentially build back
sone public support, their second objective, again, as they say it, is to
destabilize other noderate |slanic states.

What can you tell us? | nean, there have been press reports |inking
the assassination of former Prime Mnister Bhutto to the Taliban, perhaps to
al Qaeda, | think, even bin Laden's son perhaps being involved in this. Do
we see this as -- what do we know about this, or what can you share with us
in open session about this assassination?

MR MCCONNELL: In open session, Osana bin Laden, |ast Septenber,
declared a fatwa agai nst the Pakistani government and specifically President
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Musharraf. As you may recall, he's been subjected to sonething on the order
of 9 or 10 assassination attenpts. So this was Osana bin Laden the spiritua
| eader declaring fatwa and saying that Misharraf should be killed and

Paki stan shoul d be overt hrown.

Well, fromthat tine till now, we have seen nore and nore of the
mlitant groups in the FATA be energized by their dial ogue with al Qaeda and
then, as | nmentioned in the casualty figures | provided in nmy opening
remar ks, 60 suicide bonbings killing that many people. And the significance
of that to ne fromthe Pakistani point of viewis they have now internalized,
they realize, that they have a problemfor Pakistani |ongevity and stability
originating right there in their own country. So the dial ogue we're engaged
in nowis, how do we help them hel p thensel ves?

REP. HCOEKSTRA: Their third objective is elimnation of the state of
Israel. Are we seeing any evidence at all of them noving towards becom ng
nore actively engaged in attacking the state of Israel, either with suicide
bonbers; you know, coordinating with Hezbol | ah, Hamas, com ng out of the
Gaza, com ng out of the West Bank or whatever or out of Lebanon, to attack
Israel, take credit for it, again with the hope and the expectation that they
may, by taking those kinds of activities, rally sonme public support back to
their effort?

MR MCCONNELL: The primary support, for those radicals who are
attacking into Israel, originates in lran. Iranians are Shi'a, as you're
aware. Hezbollah is Shi'a in Southern Lebanon, and that's a principles |eve
of support wi th weapons and encouragenent and so on. The Hamas group is
Sunni, and now there's evidence that Iran is supporting Hamas with vari ous

attacks into Israel. There is an al Qaeda group in Lebanon, and part of
their mssionis to attack into Israel. But specifically al Qaeda focused
on Israel -- | would say they are but as maybe a third or fourth priority.

You've already outlined the primary priorities: Iraqg, Afghanistan, then the
governnents of the Mddle East, Saudi Arabia, nunber one, and the other,
United Arab Emirates and Kuwait and so on. So | think more of their
activities have been directed in those areas, and perhaps not so much
specifically focused on Israel, but it's a matter of resources and tine.
They woul d certainly go there, given they were successful.

REP. HOEKSTRA: O | guess the question is, if they're losing public
support because of their lack of ability to be successful in Irag, would it
be, is it unreasonable to assune that they may ratchet up attacks on Israel,
just to get back public support in the --

MR MCCONNELL: | think they could. Let me ask General Hayden.

GEN. HAYDEN: |'d just add, Congressman, they have al ready ratcheted
up the rhetoric against |srael

REP. HOEKSTRA: (Ckay.

GEN. HAYDEN: If you look at the body of literature that al Qaeda's
created, the body of propaganda, they've frankly cone fairly late to the
guestion of Pal esti ne.

And | think you're absolutely right; they've come to it because it's

a winning issue on the street for them not because it's a core issue for
what al Qaeda was originally set out to do.
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REP. HCOEKSTRA: Right. Good.

MR MCCONNELL: M. Chairman, could | just nake one other point, if
| could? Just the way | think about this, there are extrem st elenments in
virtually every society. That goes back over history. Wat al Qaeda's been
successful in doing is uniting those extrem st elenents. And one of the ways
they do that is nodern technology. It's the Internet. They can -- if you are
even thinking about this, you can sit down and find a website and start
havi ng di al ogue and be recruited. And so we've seen the group that
perseveres in the FATA reach from Morocco all the way across to Afghani stan,
the -- Northern Africa, Levant and so on

So nodern technol ogy has allowed themto unite an el ement of
extrem sts. But it's ny belief that at some point society wll
di senfranchi se that extrem st elenment, and we'll be able to see a tipping
poi nt going back in the other direction

REP. HCOEKSTRA: Good. Thank you.
Thank you, M. Chairman.

REP. REYES: Thank you, M. Hoekstra.
Ms. Eshoo.

REP. ANNA ESHOO (D-CA): Thank you for holding this hearing, M.
Chai r man.

Wl cone to all of our witnesses. Thank you for your service to our
country.

M. Chairman, how nuch time do we have for questions? M. Chairnan
how nmuch tinme do we have for questions?

REP. REYES: Wat -- five m nutes.

REP. ESHOO  Okay. Let ne start out -- | have a series of questions
in different areas. The first one is, what other groups besides al Qaeda and
its affiliates pose a threat to our country?

MR MCCONNELL: First probably woul d be Hezbol |l ah. Hezbollah's very
sophi sticated. They've conducted terrorist attacks on a global basis. So |
woul d say Hezbol | ah woul d be the first | can think of. There are sone others,
but they're of snaller size and capability.

REP. ESHOO  So Hezbollah is a direct threat to the United States?

MR MCCONNELL: It could be, yes.

REP. ESHOO  Could be. Mmhmm

| want to switch back to -- because you raised it, Drector
McConnel | -- the issue of the Protect Anerica Act. There have been severa
aut hori zations to conduct surveillance under the PAA, and what | want to put

on the table and examne is, A when do they expire? WIIl any of themexpire
bef ore August of this year?
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MR MCCONNELL: The way the law was written is a current activity,
given that it expires, would continue. The issue for us is new activities
woul d be wi thout the capability, and it sets up a --

REP. ESHOO  Wbuld you still be able to conduct surveillance under
t he authorizations?

MR MCCONNELL: For activity that was al ready authorized and covered
under our current activity, yes. The issue is something new. And so this is
a very dynam ¢ situation

Let me just give you an exanple. W had 20 terrorists show up in
Spain that had been trained in Pakistan, that were going to be suicide
bonbers, fanning out over Europe. W didn't know very much about that at
all, and so that's an exanple of what would be a pop-up target. It would be
-- causes sone issue if we didn't have the authorities.

REP. ESHOO  Now, has the PAA elim nated the backl og that you have -
- that you were really concerned about when you testified before the
conmm ttee |ast summer?

MR MCCONNELL: | think we're caught up with where we need to be
ri ght now, vyes.

REP. ESHOO  You think you are, or you know you are?

MR MCCONNELL: | think we are. | nean, we -- now, let ne just nake
a point. The level involvenent, even with PAA of the FISA Court in |ooking
at our activities -- our process, our procedures, all the various activities

-- is a very tedious, time-consumng --
REP. ESHOO  That's why |'m asking the question.

MR MCCONNELL: You have to nake very, very careful that you get
this right. So it wasn't just a matter of saying the | aw passed; everything
is free gane. W had to build the procedures, take themin for approval, and
that's been --

REP. ESHOO  That's why | asked about the backl og.

MR MCCONNELL: Well, that's -- we've worked that off, and | think
we're caught up to all of it now.

REP. ESHOO  Now, with respect to FISA, you' ve said that retroactive
immunity is critical to securing the cooperation of telecomunications
conpanies. FISA in the House bill provides imunity for any future
cooperation they provide, correct?

MR. MCCONNELL: Right.
REP. ESHOO Al right. Now, if they decide to be uncooperative,

can't we al so conpel themto cooperate under existing statutes by obtaining a
court order?
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MR MCCONNELL: No. They could take us to court and say no. The
thing you have to appreciate, ma'am is this is a partnership, and it has to
be done willingly. So if you put it --

REP. ESHOO | understand, but |'mjust probing about this -- |
think this open-ended i munity that you and the adm nistration are pushing
for. Existing U S. |aw offers tel econmuni cations conpani es i nmunity agai nst
lawsuits for |awful assistance they provide to the government. Now, if --
the adm nistration's description of the president's program suggests that
certifications were issued. Now, if in fact certifications were issued, why
do we need additional laws to bail out the conpanies? Wre there
certifications issued?

MR, MCCONNELL: Yes, there were.

REP. ESHOO  There were. So why do we need additional laws to --

MR MCCONNELL: Because they're being sued, nma'am That -- it is
the fact of the matter they' re being sued. So now --

REP. ESHOO But give -- wait a mnute. Let me draw a nexus between
the certifications and the suits. |If in fact there is a nexus and that

exists, the certifications, why is it that you' re asking for sonething that
essentially they already have, they're protected by?

MR MCCONNELL: It's quite sinple. They're being sued. Think about

this for a second. |If you are a provider of services and you're being sued,
all eged to have --

REP. ESHOO  But don't they qualify for immunity under the existing
law with certification?

MR MCCONNELL: Can | answer the first question? My | answer the
first question?

REP. ESHOO  Sure.

MR MCCONNELL: You ask why -- if they're being sued, think about
the allegations of being sued and what it would do to danage your
prof essional reputation, your brand. |[|f conpetitors could say things about

you that weren't even truthful but alleged, it could harmyou in sonme way.
So therefore, if --

REP. ESHOO  There are ways, M. Director, to handle classified
information in our court system

MR MCCONNELL: | wasn't tal king about classified information. |
was tal ki ng about being sued for allegations of wongdoing. And so that --
if you are a nmenber of the board of directors, under |aws passed by this
Congress, you have a fiduciary responsibility. So if you' re harm ng that
conpany in sonme way, responsibility to stockhol ders, you woul d not be
willing, likely, to cooperate with this community.

REP. ESHOO | just want to -- | think -- | can't see --

REP. REYES: Yeah.
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REP. ESHOO  Yeah, the red light is on. If | could just offer just
one observation, M. Chairman, the laws that we have offer immnity from
lawsuit if the assistance was provided pursuant to these certifications.

Now, you're saying that we did -- that the admnistration did certify, but
that the certification really doesn't offer anything. So | think there is
still a question mark that hangs over this. But I'mglad to pursue this with
you. And thank you, M. Chai rman, for having the hearing. | think that
we can follow up with nmore in the closed session -- (off mke) -- thank you.
Thank you.

MR MCCONNELL: | need to follow up one thing | didn't quite finish
ny answer on. If it expired --

REP. ESHOO. | didn't get -- quite finish all ny questions, either.
(Chuckles.) So --

MR MCCONNELL: If the Protect Anerica Act expired, we would | ose
our ability to conpel assistance fromthe private sector. That's one of the
maj or things we're worried about.

REP. ESHOO No, that's not correct. That's not correct, M.
Director. That's -- | nmean there are lots of us here that will -- (off mke)
-- but nmaybe other nenbers will --

MR MCCONNELL: We'll be happy to sit down and | ook at the | aw and
talk to you about it.

REP. REYES: Let's go on to Ms. WIson.

REP. HEATHER WLSON (R-NM: Thank you, M. Chairman, and thank you
all for being here today. | appreciate it very nuch.

M. Director, in your following up on this issue of the Protect
Anerica Act and the need to make sure that our laws are up to date, in your
testinony there's a -- you nade the comment that greater -- one of the things
that the Protect Anmerica Act has allowed us to do is to gain greater insight
into future terrorist plans that have allowed us to disrupt attacks.

Is it possible for you to elaborate on that statenent in an open

sessi on?

MR MCCONNELL: Not in open session, Ma'am |'d have to -- if we're
going to have a closed session later today -- and | could give you specifics.
But at the -- what | could say | said in the statement, but | can give you

details in a separate session

REP. WLSON. But it is your belief that these authorities have
assisted you in disrupting attacks.

MR MCCONNELL: There is no question, Ma'am Wat it allows us to
do is -- renenber, what is it we're talking about? W're talking about
conducting surveillance against a foreigner in a foreign country. It just so
happens that we nay have access to that under the old law here in this
country. It causes us to stop and have to get a warrant to do that --
foreigner in a foreign country. But the issue was the place of intercept.

It was an artifact of a law witten before we had gl obal coms and | nternet.
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So all we were attenpting to do is to be flexible and agile in a foreign
country, and so now that we have that flexibility under the existing | aw
we' ve enjoyed a higher |evel of success and we can nove with greater speed
and al acrity.

REP. WLSON. You nentioned in your testinony the threat of cyber
attacks on the United States and how di sruptive that would be to the our
econony and so forth. 1In order to protect against those cyber threats, does
that require the cooperation of the same tel ecomunications --

MR MCCONNELL: Yes, ma'am it does.
REP. WLSON: -- (off mke) -- currently under suit.

MR, MCCONNELL: It requires -- not only requires cooperation. It's
absolutely essential. Wat |1'd highlight is about sonmewhere between 96 and
98 percent of all of this infrastructure is owed and operated by the private
sector. Now the government depends on that, as do our citizens, so if we're
going to be able to protect it, it's going to have -- require sone |evel of
di al ogue and cooperation between the governnent and the private sector.

REP. WLSON. Wuld it be fair to say that if these conpanies
continue to get sued for cooperating with the government, that relationship
woul d be rather chilly?

MR MCCONNELL: Yes, ma'am we already know that to be the case.

REP. WLSON. Has your |evel of cooperation with private entities
then inpacted negatively by these suits agai nst these conpanies?

MR MCCONNELL: Yes, ma'am it has pretty significantly.

REP. WLSON:. May | ask you to shift to the question of Iran and
your testinony about warhead designs and their enrichnent efforts. |
understand from your testinony and fromother testimony in front of this
commttee that the long pole in the tents naking a nucl ear weapon is the
enrichment activities. Howlong would it take Iran if it chose to restart
its warhead design activities to conme up with a workabl e design for the
weaponi zati on of enriched material ?

MR MCCONNELL: There are two answers to that question. |If the
intent was to do nothing but have a nuclear yield, just a yield, sonething
that you could haul around on a truck or bury in the ground, they could do
that in six nonths to 12 nont hs.

If the effort is to have a warhead that could be weaponi zed to be
pl aced on sonething that -- like a ballistic mssile, it would take two to
three years to actually finish the design and do the necessary testing.

REP. WLSON. And your estimate on the enrichment effort is, at the
earliest, 2009, 2010 tine frane?

MR MCCONNELL: Yeah. They could -- theoretically, they could do
it, given their current effort, by 2009. W don't think they're noving quite
that fast, but we don't have perfect insight and understanding. So our
estimate is could be 2009. More likely our range is five years, 2010 to
2015. And then the comunity's taken various positions of whether that would
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be 2011 or 2012 or whatever. And it's just differences of opinion anmong
various anal ysts.

REP. WLSON. |In respect to North Korea, does the intelligence
comunity assess that they are operating a uranium enrichment program
currently?

MR MCCONNELL: Yes, ma'am CQur assessnent is at the medium
confidence level. W had high confidence previously. But |acking nore
updating information, we're currently at a nmedium confidence | evel that they
have and they continue to operate a uraniumenrichnment program

REP. WLSON: Do you believe that the North Koreans would sell that
material or the technol ogy and knowl edge of any weapons design to ot her
governments or terrorist organizations if they could get nmoney for it?

MR MCCONNELL: That's one of our greatest concerns. They have
denonstrated behavior of selling things that concern us, like ballistic
m ssiles and so on. So our worry is that they, in fact, wuld do that.

REP. WLSON. | wanted to thank all of you for your service to the
country. | believe very strongly that intelligence is the first line of
defense in the war on terrorism and the greatest acconplishment of the |ast
si x years has been what has not happened. W have not had another terrorist
attack on our soil. And so | appreciate very nuch the work that you do.

Thank you, M. Chairman. REP. REYES: Thank you, Ms. W] son.
Ms. Schakowsky, you're up
REP. JANI CE SCHAKOWSKY (D-1L): Thank you, M. Chairman.

At the risk of sounding harsh, | want to say that -- to you
gentlenmen that to ne it's not any wonder that the Anerican people viewthe
intelligence comunity with a great deal of skepticism W're in a five-year
war in lrag now, with no end in sight, based on faulty intelligence.

It's now a breeding ground for al Qaeda, as we hear. lraq is as far
frompolitical reconciliation as it's ever been -- nearly 4,000 of our best
dead, $10 billion a nonth, $13 mllion every hour. Al Qaeda's gaining
strength, according to yesterday's testinony in the Senate and here today,
al ong the Afghan border. And Afghanistan itself is in an -- has seen an
uptick in violence and a decreased support fromallies.

The intelligence community wants nore authority to spy on Anmericans,
has too few spies that speak the | anguage to spy on our real enemes. The
president has admtted to secret interrogation sites. The U S. is rendering
prisoners to countries known to engage in torture. General Gates defends the
use of torture.

And yes, waterboarding is sonmething that we've criticized other
countries for using, and the rest of the civilized world and many Anericans
view as torture. | think right now the blood, the treasure and the soul of
our country is at risk, and it's no wonder to ne that Anmericans are clanoring
for change.

24



I want to ask about interrogations. In your testinony earlier this
week, General Gates, you testified that, for the first tine, that the CA
wat er boarded three al Qaeda detai nees because of a belief at the tine that
additional attacks were imminent. Wy have you finally admtted publicly
that the Cl A used interrogation techniques? Wy do you do so now?

GEN. HAYDEN: | think the new news was that we used this particular
techni que on these particular individuals in the time frane in which it was
done. It was a very difficult decision. It is not sonmething that we are
confortabl e maki ng public, because this entire program although briefed
fully to the committee, is not -- it's a covert action.

But the decision was made, and | frankly supported the deci sion,
that the question of waterboardi ng had become so nmuch of the public discourse
about the activities of the American intelligence community, and that the
public debate, and we exist in a political context and are not immne to this
broader political discussion, is quite appropriate.

And at the end of that political discussion, whatever guidance we
get fromthe Anmerican political process, in |aw or other neans, guides the
performance of this community, guides the performance of CIA. Gven that, it
was our strong belief that the political discussion that was going on was
m sshaped and m sforned, and that those people who were taking part in the
public debate were creating realities that may have supported their argunents
but did not reflect the realities that reflected Central Intelligence.

REP. SCHAKOASKY: So are you saying, you know, you had harsh
interrogation techniques that are often justified by this ticking- tinme-bonb
scenario that, you know attacks are immnent? But why has the Cl A enpl oyed
harsh interrogation techni ques, even once those inmedi ate, inmnent threats
have passed?

GEN. HAYDEN. Well, all the techniques that we've used have been
deened to be | awful. We used wat erboardi ng on three individuals under what
were fairly unique historic circunstances: nunber one, a belief across the
comunity that further catastrophic attacks were immnent; number two, an
adm ttedly weak understandi ng of the workings of al Qaeda. No, those two
situations do not pertain at the current time. The third leg of the stool,
on which we stood at that point in tinme, was the inherent |awf ul ness of the
activity.

Now, all three of those things have changed. W have far nore
know edge of al Qaeda. And although the threat continues, the inm nence of
the attack is not apparent to us.

REP. SCHAKOASBKY: Ckay, ny time is ticking away.

GEN. HAYDEN: And finally I"'mfree to admt that the |egal |andscape
has al so changed, with the MIlitary Comm ssions Act, the Detai nee Treatnent
Act, the Handan decision and the president's own executive order.

REP. SCHAKOWBKY: Are contractors involved in Cl A detention
interrogation prograns?

GEN. HAYDEN:. Absol utely.

25



REP. SCHAKOASBKY: Were contractors involved in the waterboarding of
al Qaeda det ai nees?

GEN. HAYDEN: |'mnot sure of the specifics. [I'Il give you a
tentative answer: | believe so. And | can give you a nore detailed answer -

REP. SCHAKOASKY: And are they bound by the sanme rules enforced for
ot her government personnel ?

GEN. HAYDEN:. They are bound by the sane rules enforced for the
Ofice of the Central Intelligence Agency.

REP. SCHAKOWSKY:  Thank you.

REP. REYES: Let's -- where -- we've got four votes that are going
to be called between 11:30 and 11:40, so I'mgoing to try to get through as
many menbers, because when votes are called we'll get through as many nenbers
as we can, and then we will proceed to the cl osed session up in 405.

So with that, M. MHugh, you're up.

REP. JOHN MCHUGH (R-NY): Thank you, M. Chairman.

General Hayden, just to kind of fill out the record, based on what
you sai d yesterday, how long has it been since your agency or any agency
within the U S. used waterboarding as an interrogation technique?

GEN. HAYDEN: Just a few weeks short of five years.

REP. MCHUGH. And it is your understanding and your nethod of
operation right now that that is a prohibited technique.

GEN. HAYDEN: It's not a technique that |'ve asked for. It is not
included in the current program and in ny own view, the view of ny | awers
and the Departnment of Justice, it is not certain that that techni que woul d be
considered to be | awful under current statute.

REP. MCHUGH. Thank you

Let's go back to Pakistan. The general inpression had been that

particularly what's now being called neo-Taliban activities -- although very,
very worrisone in terns of the stability of Afghani stan, obviously a threat
to Pakistan in ternms of its regional stability -- was not really an ultimte

threat to the national stability of Pakistan

| note that former deputy director of M6, N gel Inkster, has now
| abel ed that neo-Tal i ban nmovenment headed up by Baitullah Mehsud as probably
the nunber one state -- non-state actor and threat to both stability within
Paki stan on a national level. And in the open press he nade coments that in
fact the Massoud forces had dispatched terror cells to Great Britain and
Spain. Are you prepared to discuss the stability of Pakistan vis-a-vis the
activities in the FATA and wi thin SWAT and other areas? And also are you
aware of any ability they have shown to export terrorist cells abroad?

GEN. HAYDEN: We coul d say sonet hing about that in open session.
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REP. MCHUGH. (Open session, yeah

GEN. HAYDEN: | think our analysis -- and | think that's a plural
across the board here, and our Pakistani allies are fairly convergent here.
And here's what's new.

You've had al Qaeda in the FATA since they |eft Afghanistan 2001-
2002. The Paki stanis have generally viewed that to be -- although they've
been very good partners, they viewed that probably fairly to be nore a threat
externally to us, for exanple, than it is to them They no |onger see that.
What we have here is a nexus of al Qaeda and Pashtu separati sm and extrem sm
and probably always there in |latency, but now there actively. And the
Paki st ani government now recognizes this is a threat to the identity and the
stability of the Pakistani state, and that's new.

And you're right. Baitullah Mehsud is there at the center of that
nexus. Right now that bridge between al Qaeda and you said Taliban, I'll use
sinply Pashtu extrem sm and separati sm

REP. MCHUGH. Well, the press accounts were neo-Taliban novenent --
and what ever everybody's confortable wth.

Let's talk a bit about Iran's nuclear program M. Director,
you tal ked about three conponents of any nuclear program-- the fissile
mat eri al devel opnent, the delivery system desi gn and weaponi zation. And with
Ms. Wlson's comment, you tal ked about probably the | ess problematic of those
three. O those three, which is the easiest to conceal ? Forgetting the
testing part -- obviously that's a little hard to do -- but is the design
systempretty easy to go clandestine in tine?

MR MCCONNELL: O the three, that woul d probably be the easiest to
conceal , although they did have a conceal ed urani um enrichment program but
it also halted

REP. MCHUGH. Yeah, but no longer. | nean, that's pretty obvi ous
now. And with respect to the design and weaponi zation, that's probably the
easiest to procure illicitly, say froma North Korea. Wuld it not be?

MR MCCONNELL: You coul d get design information, given that another
country would provide it. And it could be fromany nunber of countries, yes.

REP. MCHUGH. So your estinmate of devel opment -- 2010 to 2015 -- is,
| presune, predicated upon the fact or upon the assunption that they would
devel op that internally w thout any kind of external input?

MR MCCONNELL: The 2010, 20125 is primarily driven by fissile
material. So at sonme point, they could turn back on the design part, given
the fissile material gets to a critical state, and then they coul d be capable
as early as 2010.

REP. MCHUGH. Maybe when we get to closed session, you could talk a
bit about recent press reports about Israeli estimates that are significantly
different than ours. | appreciate it.

Thank you, M. Chairman.

REP. REYES: Thank you, M. MHugh.
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| think we've got time for M. Holt and M. Thornberry, and then
we'll recess and reconvene in closed session

M. Holt. REP. RUSH HOLT (D-NJ): Thank you, M. Chairman.

And pl ease understood that we do appreciate your efforts to protect
the Anerican peopl e.

General Hayden, just to follow on Ms. Schakowsky's questions, rem nd
us why the extrene interrogati on nmethods were deemed necessary and why they
are -- it's -- the option of using themis -- nust be retained?

GEN. HAYDEN: W' ve had about -- actually, just fewer than a hundred
detainees in the CIA program In the overwhelnmng nmajority of cases, any
enhanced tactics are not deemed necessary, that nost --

REP. HOLT: Are not ever --

GEN. HAYDEN: No, never.

REP. HOLT: So you foreswear all enhanced techni ques from now on.

GEN. HAYDEN:  No.

REP. HOLT: ©Ch, okay. So why do you not in those cases where you
woul d not foreswear then?

GEN. HAYDEN: We've had fewer than a hundred people in the program

REP. HOLT: Yeah.

GEN. HAYDEN: I n about two-thirds of the cases, the detainee -- we
did not have any need to use any enhanced interrogation techni ques on the
det ai nee - -

REP. HOLT: When you do --

GEN. HAYDEN -- in order to get theminto a zone of cooperation.

REP. HOLT: Yeah.

GEN. HAYDEN: In alnost all cases, our nost powerful tool is not
enhanced interrogation techniques. It's our know edge.

REP. HOLT: M question, General, is when you nmust use them --

GEN. HAYDEN: But if you recall, at the beginning of the program we
had i mted know edge.

REP. HOLT: Yeah, ny question is when you nust use them and why you
must retain them \What is the justification? \Wen? Wat circunstances or
why? GEN. HAYDEN: That an unl awful conbatant is possessing information that
woul d hel p us prevent catastrophic loss of life of Americans or their allies.

REP. HOLT: Right.
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Now, Director Mieller and CGeneral Maples, if these harsh
interrogation techniques are necessary for the CTAto retain, why have your
agenci es di savowed then? Do you never interrogate people who have critica
information that would present -- that, through obtaining it, we could
prevent loss of |ife? Director, and then CGeneral

MR MJELLER. Fromthe perspective of the FBI, our protocol is not
to use coercive techniques. That is our protocol, we have lived by it, and
it is sufficient and appropriate for our mssion here in the United States
under the circunstances that --

REP. HOLT: And you are able to elicit the life-saving information
that you must elicit in your interrogations?

MR. MUELLER W believe that the appropriateness of our techniques
to our mission here in the United States, under the construct in which we
operate in the United States as well, and the fact that in alnpost all cases
we are | ooking to question Anmerican citizens within the borders of the United
States, that our protocol is appropriate.

REP. HOLT: General Maples?

GEN. MAPLES: Sir, likewi se, the Arny Field Manual guides our
efforts and the efforts of the armed forces.

REP. HOLT: And that's satisfactory for all of your interrogations?

GEN. MAPLES: Yes, sir. W believe that the approaches that are in
the Army field Manual give us the tools that are necessary for the purpose
under which we are conducting interrogation

GEN. HAYDEN: And Congressman, if | could add. |f you would be
confortable --

REP. HOLT: Thank you. In the limted time -- (inaudible).

GEN. HAYDEN: If you would be confortable that all the tools that
Anmerica had avail able to defend itself are those that the bureau views to be

adequate for its purposes and what DOD views to be adequate for its
pur poses, you have it within your authority to create that circunstance for
ny agency; and | guarantee you we will live within those confines of any

statute of that nature. But you have to understand there would be no
exceptions. And so what you're saying is, for all conditions of threat, for
all circunstances in the future, you're confortable with the safety of the
republic on the Mranda process and what America's Arny is confortabl e having
| arge nunbers of young soldiers do with | awful conbatants.

REP. HOLT: Thank you.

Director McConnell, the Indian press has reported that Cenera
Musharraf has partially lifted the terms of A Q Khan's -- the nucl ear
proliferator extraordinaire -- has lifted the ternms of house arrest to all ow
himnore freedons. 1Is this true? And nore generally, why has the government

of Paki stan deni ed our access, your access to A . Q Khan? And what have we
done about that denial of access?

29



MR MCCONNELL: 1'mnot aware of any change in A Q Khan's status.
If it's a press report, it's sonmething | haven't seen yet, so I'll look into
it and see. And | don't know the answer to your follow on question, so I'l
look into it and give you a response.

REP. HOLT: GCkay. Thank you.

Let ne just say | am concerned about a shift in our posture in
Paki stan, with the enphasis on counterterrorism shifting our attention away
fromcounterproliferation

| think there's a great deal nore that we should be doing in
counterproliferation intelligence, and we shouldn't |et our counterterrorism
efforts deter us in that.

Thank you, M. Chairman.
REP. REYES: Thank you, M. Holt.
M . Rogers.

REP. M KE ROGERS (RRM): (Of nmike) -- who have committed
thensel ves to the work not only |aw enforcenment but intelligence collection
that | do believe are on the front line of protecting the United States of
Anerica against foreign attack. So thank you to themfor the work that they
do.

And | will conplinent you all on the forward integration. | have
never seen it as good as it is today. And that ought to scare the bad guys
greatly that, that far forward, we are that integrated with all the agencies
sitting here at this table. That has been a phenonenal transfornmation that
doesn't get enough credit, and | think that is a testanent to the nen and
wonen who are in the field.

That said, M. Director, do you believe that al Qaeda is a threat to
the United States today -- al Qaeda and its network?

MR MCCONNELL: Al Qaeda is a threat to the United States? |Is that
hi s question? Yes, certainly.

REP. ROCERS: Certainly.

The al Qaeda in the Maghreb after their basic nerger with al Qaeda
has a Paki stani connection. And after that nerger we've seen nore increased
activity, nore lethal activity. |s that correct?

MR MCCONNELL: Right.

REP. ROCERS: The German cells, the Danish cells, the Lodi
California, cells, the British bonbings, the Spanish case of which you
referenced all had a Pakistani connection. |Is that correct? (No audible
response.)

Musharraf said recently that he was not hunting Osama bin Laden or

al Qaeda | eadership, that wasn't in his interests, but his -- the Tal i ban
was sonmething that was in his interest to pursue. |s that correct?
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MR MCCONNELL: | don't know that he nmade the statement about Osanma
bi n Laden, but they've been nore focused on Taliban. However, that's
changing. They're now becom ng nore focused on the internal threat to the
Pashtun -- the nilitants in the FATA

REP. ROGERS: So there's really two different places in Pakistan;
the settled area, of which they' ve been very successful against even al Qaeda
targets, as well as other terrorist group targets, and the tribal areas.

MR MCCONNELL: Much npore successful in the settled areas.

REP. ROCGERS: So when we tal k about Paki stan, we ought to be talking
about two different things, really.

VR MCCONNELL: | do, yes.

REP. ROGERS: Gkay. That's inportant. | don't think, at least in
public, we nmake that distinction.

MR MCCONNELL: W refer to the area that -- the settled areas is
where the cities and where the constitution rules and so on. The Federally
Adm nistered Tribal Area is exenpt in the constitution. That's al ways been
the issue, exerting governmental control over a region that protects its
aut onony.

REP. ROCGERS: G ven the threat that emanates -- in your words, a
Qaeda is still a threat -- you believe that senior |eadership and network
activities happen within the safe haven area? | mean, it's probably too

strong, but they certainly find confort in the tribal areas.

MR MCCONNELL: At mininum de facto safe haven, yes.

REP. ROGERS: |Is U S. policy, at your level, for the folks sitting
at this table -- match what you think it ought to be to aggressively pursue
the threat of al Qaeda in the tribal areas of Pakistan?

MR MCCONNELL: | would like to see us have nuch nore aggressive
activity, but what that connotes is a potential to invade a sovereign
country. So that becones a very problenmatic issue.

REP. ROCGERS: So the only other aggressive activity you're
saying, Director, is an invasion of Pakistan? D d | just hear you correctly?

MR MCCONNELL: That's one extrene. There are a series of things
going on to increase and inprove the capabilities to be successful against a
Qaeda and the Tali ban.

REP. ROGERS: There is a current policy -- and | don't nean to be
rude, but our tine is short. There's currently policy debate from DOD, the
agency, the other intelligence agenci es about policy matching, what things
may or may not be able to happen. Are you engaged in that policy debate?

MR MCCONNELL: | support it through the intelligence analysis, yes.

REP. ROCGERS: But are you engaged in the policy debate?

MR MCCONNELL: No, I'mnot a policynmaker.

31



REP. ROGERS: But it's policy that -- (inaudible) -- through the
agency, SO --

MR MCCONNELL: That receives support fromthis community. That's
our job is to informpolicy, so we do that, and to be able to know what the
questions are and so on, we sit at the policy table.

REP. ROCERS: Has there been a policy change since the recent
political activity, including the assassination of Bhutto, on behalf of the
United States intelligence comunity and --

MR, MCCONNELL: 1'd be happy to take that off-line with you or in
the cl osed session.

REP. ROCGERS: Are you -- you're not engaged in the actua
determ nation of that policy. I'mjust trying to understand that.

MR MCCONNELL: | don't --
REP. ROGERS: As director -- as the ODNI you are not engaged --

MR MCCONNELL: If it's policy, no. |'mresponsible for running a
prof essional comunity. |It's very nmuch like the mlitary. The mlitary
is a professional community that's going to respond to the policy
deci si onmakers of the governnent.

REP. ROGERS: So if there is confusion between the agencies, who
nedi ates that policy difference?

MR MCCONNELL: There wouldn't be a policy difference. There may be
a different point of view on analytical things or how we spend our nobney --
(of f mke).

REP. ROCGERS: So who would be the final determ nant of that policy?

MR MCCONNELL: That's not a policy question. Policy in what sense?
You nean policy for how we conduct --

REP. ROCERS: Wiat is the posture, how things are pursued -- those
kind of things -- when it cones to --

MR MCCONNELL: For this comunity?
REP. ROGERS: For this community.

MR MCCONNELL: Then | would be the person that woul d make that
deci si on.

REP. ROCGERS: So you are involved in the policy decision of the
intelligence comunity when it conmes to --

MR MCCONNELL: Well you're framing it a different way. You're
tal ki ng about administering a comunity of professionals or contributing to
the policy debate of the nation's course of action with regard to a specific
area of the world. | would informthat policy, the professionals of this
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group, through our collection and analysis would informit, but we would not
participate in the policy decision to increase or decrease a given activity.

REP. ROCERS: Well, hopefully we'll explore that off-line. There is
confusion in the community. | think it's your responsibility to nediate it.
Hopefully we can tal k about this afterward.

One | ast question before | go, M. Chairnan.
REP. REYES: We've got one-minute left in the vote.

REP. ROGERS: Do we train or have we trained U S. airnmen when they
go through a SERE-type training, don't they receive waterboarding as a part
of that training? So waterboarding has been used on U. S. citizens as a part
of training if in fact that they' re captured, is that correct? Do |
understand that correct?

GEN. HAYDEN: Thousands of U.S. airmen in both the Air Force and the
Navy and Marine Corps and Special Operations Forces, that's part of their
training, having waterboarding. REP. ROGERS: So if | understand it -- as
part of the training there's been nore U S. citizens done in waterboarding as
a part of training than there have been used -- do | understand that
correctly?

GEN. HAYDEN:  Correct.
REP. ROCERS: Thank you
REP. REYES: Thank you, M. Rogers.

There's a big difference between training and actual ly
i nterrogating.

Let ne -- as | recess this open portion of the hearing, let ne again
thank all of you for the work you do to keep us safe in this country, and
al so pl ease convey the appreciation of the -- both the committee and the

Anerican people to your workforce. W are safe today because of the
dedicated efforts of all the men and wonen that work in your respective
agency, so please convey that.

And with that, we'll recess the open portion, and we'll reconvene in
cl osed session about 12:30 p.m Thank you. (Sounds gavel.)
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