Amazon Simple Email Service

APl Reference
APl Version 2010-12-01

amazon
webservices™




Amazon Simple Email Service APl Reference

Amazon Simple Email Service: APl Reference
Copyright © 2015 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

The following are trademarks of Amazon Web Services, Inc.: Amazon, Amazon Web Services Design, AWS, Amazon CloudFront,
AWS CloudTrail, AWS CodeDeploy, Amazon Cognito, Amazon DevPay, DynamoDB, ElastiCache, Amazon EC2, Amazon Elastic
Compute Cloud, Amazon Glacier, Amazon Kinesis, Kindle, Kindle Fire, AWS Marketplace Design, Mechanical Turk, Amazon Redshift,
Amazon Route 53, Amazon S3, Amazon VPC, and Amazon WorkDocs. In addition, Amazon.com graphics, logos, page headers,
button icons, scripts, and service names are trademarks, or trade dress of Amazon in the U.S. and/or other countries. Amazon's
trademarks and trade dress may not be used in connection with any product or service that is not Amazon's, in any manner that is
likely to cause confusion among customers, or in any manner that disparages or discredits Amazon.

All other trademarks not owned by Amazon are the property of their respective owners, who may or may not be affiliated with, connected
to, or sponsored by Amazon.




Amazon Simple Email Service APl Reference

Table of Contents

LY=)ol 1 = TP 1
Yo 110 ) o PP 2
(D=1 o] (T o =T o ] Y TP 3
REQUEST PAraMELEIS ... e et 3
BT O S e e 3
ez 1o 0] o] LT PP PRI 3
DeleteldENLIEYPOICY ...ieiieitee e e e 5
REQUEST PAraMELEIS ... ettt 5
BT O S e e 5
ez 10 ] o] [T PP PP PEPIP 5
DeleteVerifiedEMAITAGUIESS .. ... e e 7
REQUEST PAraMELEIS ...t et 7
BT O S e e 7
ez 1o 0] o] LT PP PRI 7
Getldentity DKIMALIIDULES ... ..ottt et e e e e ees 9
REQUEST PAraMELEIS ... et 9
RESPONSE EIBMENLS ... oot 9
BT O S e e 9
EXAIMPIES .ot 9
GetldentityNotificatioNAIIDULES ... ..o e 11
REQUEST ParametersS ... ... e 11
RESPONSE EIBMENES ....eiiiiiit ettt et et e e e et e e enas 11
T O S e s 11
EXAIMIPIES ..t 11
GetlAENLIEYPONICIES ... e ettt ettt et 13
REQUEST ParametersS ... ... 13
RESPONSE EIBMENES ...ttt et e e et e e et e e enas 13
T O S e s 13
EXAIMIPIES ..ttt 14
GetldentityVerificatioNALITIDULES ... ..o 15
REQUEST Parameters ... ... 15
RESPONSE EIBMENES ...ttt et et et e e e e enas 15
T O S e s 15
EXAIMIPIES ..t 15

L=y RS T=T oo [ 18 o) - S 17
RESPONSE EIEBMENES ...ttt et e e enas 17
T O S e s 17
EXAIMIPIES ..t 17
GOESENASLALISTICS ... etieetit ettt et ettt 19
RESPONSE EIBMENES ...ttt et e e et e e et e e enas 19
T O S o s 19
ez Ta ] o] L= PP 19

(I (o= 011 1T TPV 21
REQUEST Parameters ... ... 21
RESPONSE EIBMENES ....eiiiiiit ettt et et e e e et e e enas 21
T O S e s 21
EXAIMIPIES et 22

(IS [o =T 01113 0] o] 1= TP 23
REQUEST Parameters ... ... 23
RESPONSE EIBMENES ....eiiiiiit ettt et et e e e et e e enas 23
T O S e s 23
EXAIMIPIES ..ttt 24
ListVerifiedEMAIIAAArESSES ... ..ttt anas 25
RESPONSE EIBMENES ....eiiiiiit ettt et et e e e et e e enas 25
T O S o s 25

APl Version 2010-12-01
iii



Amazon Simple Email Service APl Reference

=T 010 ST 25
010 1= 01 1777 (0] o3 27
REQUEST Parameters ... ... 27

BT 0TS ot 27
=T 010 T 28
SENOEMAIL ..o 29
REQUEST Parameters ... ... 29
RESPONSE EIBMENLS ...t ettt e e 30

BT 0TS ot 31
=T 010 TP 31
SENURAWEMAIL ..o 32
REQUEST Parameters ... ... 32
RESPONSE EIBMENLS ...ttt ettt e e 34

B O S e e 34
=T 010 T 35
SetldentityDKIMENADIEd ... e 36
REQUEST Parameters ... ... 36

BT 0TS ot 36
=T 010 ST 36
SetldentityFeedbackForwardingENabled ... 38
REQUEST Parameters ... 38

B Ol S o 38
=T 010 ST 38

ST=3fo [T 117/ \\ o] 1) o= 14T 1 Ko oo 40
REQUEST Parameters ... ... 40

B Ol S o 40
=T 010 ST 40
VerifyDOMAINDKIM ... et et e eaas 42
REQUEST Parameters ... ... 42
RESPONSE EIBMENLS ...ttt e e 42

BT 0TS ot 42
=T 010 ST 43
VerifyDOmMaINIAENTILY ... e et 44
REQUEST Parameters ... ... 44
RESPONSE EIBMENLS ...t e e ettt e e eees 44

B O S o 44
=T 010 T 44
VY EMAIAGAIESS ..o e e ettt 46
REQUEST Parameters ... ... 46

B O S o 46
=T 010 T 46

RV €14 = 4= 11 1= 1/ 48
REQUEST Parameters ... ... 48

BT 0TS ot 48
=T 010 T 48

(D 1= B Y] 011 PP 50
20T | 50
1o 01T o P 50
(O] 01 1=T 01 1= PP 50

(O] 1= 3| S PP 51
1o 01T o 51
(O] 01 1=T 01 1= PP 51
DESTINALION ...ttt 51
1o 01T o P 51
(O] 01 £=T 01 1= PP 51
1dentity DKIMALIIDULES ... ottt e e eneaen 52
1o 01T o 52
(O] 01 1=T 01 1= PP 52

APl Version 2010-12-01
iv



Amazon Simple Email Service APl Reference

IdentityNotificatiONALIIIDULES ... ..o e 53

1o 01T o 53

L070] 0] 1] 0] K= PP 53
1dentityVerifiCatioNAIIIDULES ... e e e en e e 53

1o 01T o 53

L070] 0] 1] 0] £ PP P PP 53

[T ST= To [ PP P P 54

1o 01T o 54

L070] 0] 1] 0] £ PP P PP 54

R Y =TT To [ PR 54

310 01T o 54

L070] 0] 1] 0] K= PP P PP 54
SENADAIAPOINT ... ..t aaans 55

310 01T o 55

L070] 0] 1] 0] K= T PP 55

(07e] 1011 aTo g I =T = T 4[] (=] £ S PP PP 56
......................................................................................................................................... 56
(07e] 101 10T o I = ¢ (o] £ T TP PPN 58
......................................................................................................................................... 58

APl Version 2010-12-01
v



Amazon Simple Email Service APl Reference

Welcome

This is the API Reference for Amazon Simple Email Service (Amazon SES). This documentation is
intended to be used in conjunction with the Amazon SES Developer Guide.

Note
For a list of Amazon SES endpoints to use in service requests, see Regions and Amazon SES
in the Amazon SES Developer Guide.

This document was last updated on September 3, 2015.

APl Version 2010-12-01
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Actions

The following actions are supported:

¢ Deleteldentity (p. 3)

¢ DeleteldentityPolicy (p. 5)

¢ DeleteVerifiedEmailAddress (p. 7)

* GetldentityDkimAttributes (p. 9)

¢ GetldentityNotificationAttributes (p. 11)
« GetldentityPolicies (p. 13)

¢ GetldentityVerificationAttributes (p. 15)
¢ GetSendQuota (p. 17)

¢ GetSendStatistics (p. 19)

« Listldentities (p. 21)

« ListldentityPolicies (p. 23)

¢ ListVerifiedEmailAddresses (p. 25)

¢ PutldentityPolicy (p. 27)

¢ SendEmail (p. 29)

¢ SendRawEmail (p. 32)

« SetldentityDkimEnabled (p. 36)

¢ SetldentityFeedbackForwardingEnabled (p. 38)
« SetldentityNotificationTopic (p. 40)

¢ VerifyDomainDkim (p. 42)

« VerifyDomainldentity (p. 44)

¢ VerifyEmailAddress (p. 46)

« VerifyEmailldentity (p. 48)

APl Version 2010-12-01
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Deleteldentity

Deleteldentity

Deletes the specified identity (email address or domain) from the list of verified identities.

This action is throttled at one request per second.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).

Identity
The identity to be removed from the list of identities for the AWS Account.

Type: String

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).

Examples

Sample Request

POST / HTTP/ 1.1

Date: Sat, 12 May 2012 05:25:58 GMI

Host: emumil.us-east-1. amazonaws. com

Cont ent - Type: application/ x-ww-formurl encoded

X- Amen- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7 EXAMPLE,
Si gnat ur e=w943pl 3zl vt szwzZxypi +Lsgj zquvhYhn42S6b2W.o=,
Al gori t hmeHMmacSHA256, Si gnedHeader s=Dat e; Host

Content - Lengt h: 135

AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Acti on=Del etel dentity

&l dentity=donai n. com

&Ti mest anp=2012- 05- 12T05%8A25%8A58. 000Z
&Ver si on=2010- 12- 01

Sample Response

<Del etel dentityResponse xm ns="http://ses.amazonaws. conf doc/ 2010-12-01/">
<Del etel dentityResul t/ >
<ResponseMet adat a>

APl Version 2010-12-01
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<Request | d>d96bd874- 9bf 2- 11el- 8ee7-c98a0037a2b6</ Request | d>
</ ResponseMet adat a>
</ Del et el denti t yResponse>

APl Version 2010-12-01
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DeleteldentityPolicy

DeleteldentityPolicy

Deletes the specified sending authorization policy for the given identity (email address or domain). This
API returns successfully even if a policy with the specified name does not exist.

Note
This APl is for the identity owner only. If you have not verified the identity, this APl will return an
error.

Sending authorization is a feature that enables an identity owner to authorize other senders to use its
identities. For information about using sending authorization, see the Amazon SES Developer Guide.

This action is throttled at one request per second.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).

Identity
The identity that is associated with the policy that you want to delete. You can specify the identity by
using its name or by using its Amazon Resource Name (ARN). Examples: user @xanpl e. com
exanpl e. com arn: aws: ses: us- east-1: 123456789012: i denti ty/ exanpl e. com

To successfully call this API, you must own the identity.
Type: String

Required: Yes

PolicyName
The name of the policy to be deleted.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [ M\ \/\ 2\ *\ s] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).

Examples

Sample Request

POST / HTTP/ 1.1

Date: Fri, 15 Jun 2012 20:51:42 GVr

Host: email.us-east-1. amazonaws. com

Cont ent - Type: application/ x-ww-formurl encoded

APl Version 2010-12-01
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X- Anen- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7 EXAMPLE,
Si gnat ur e=ee9aH6t UMbWBPoh01Tz3w4H+z4avr MnwnRYbf ORC70 =,
Al gori t hneHMacSHA256, Si gnedHeader s=Dat e; Host

Content-Length: 173

AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Act i on=Del et el denti tyPolicy

&l dentity=user %0exanpl e. com

&Pol i cyName=Test Pol i cy

&Ti mest anp=2012- 06- 15T20%8A51%8A42. 000Z
&Ver si on=2010- 12-01

Sample Response

<Del et el denti tyPol i cyResponse xm ns="http://ses. amazonaws. coni doc/ 2010- 12-01/" >

<Del etel dentityPolicyResult/>
<ResponseMet adat a>
<Request | d>e038e509- b72a- 11el- 901f - 1f bd90e8104f </ Request | d>
</ ResponseMet adat a>
</ Del et el denti tyPol i cyResponse>

APl Version 2010-12-01
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DeleteVerifiedEmailAddress

DeleteVerifiedEmailAddress

Deletes the specified email address from the list of verified addresses.

Important
The DeleteVerifiedEmailAddress action is deprecated as of the May 15, 2012 release of Domain
Verification. The Deleteldentity action is now preferred.

This action is throttled at one request per second.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).

EmailAddress
An email address to be removed from the list of verified addresses.

Type: String

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).

Examples

Sample Request

POST / HITP/ 1.1

Date: Thu, 18 Aug 2011 22:20:50 GMVIr

Host: enmil.us-east-1. amazonaws. com

Cont ent - Type: application/ x-wweformurl encoded

X- Anen- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7 EXAMPLE,
Si gnat ur e=Rxzyd6cQe/ Yj kV4yoQAZ2430zzN Fgr scl i zZTKWRI Rc=,
Al gori t hneHmacSHA256, Si gnedHeader s=Dat e; Host

Content - Lengt h: 142

AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Act i on=Del et eVeri fi edEnai | Addr ess

&Enmi | Addr ess=user %0exanpl e. com

&Ti mest anp=2011- 08- 18T22%8A20%8A50. 000Z

Sample Response

APl Version 2010-12-01
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<Del et eVeri fi edEmai | Addr essResponse xm ns="http://ses. amazonaws. com doc/ 2010-
12-01/">
<ResponseMet adat a>
<Request | d>5634af 08- c865- 11e0- 8986- 3f 99a698f 914</ Request | d>
</ ResponseMet adat a>
</ Del eteVeri fi edEnmai | Addr essResponse>

APl Version 2010-12-01
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GetldentityDkimAttributes

GetldentityDkimAttributes

Returns the current status of Easy DKIM signing for an entity. For domain name identities, this action
also returns the DKIM tokens that are required for Easy DKIM signing, and whether Amazon SES has
successfully verified that these tokens have been published.

This action takes a list of identities as input and returns the following information for each:

¢ Whether Easy DKIM signing is enabled or disabled.

« A set of DKIM tokens that represent the identity. If the identity is an email address, the tokens represent
the domain of that address.

¢ Whether Amazon SES has successfully verified the DKIM tokens published in the domain's DNS. This
information is only returned for domain name identities, not for email addresses.

This action is throttled at one request per second and can only get DKIM attributes for up to 100 identities
at a time.

For more information about creating DNS records using DKIM tokens, go to the Amazon SES Developer
Guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).

Identities.member.N
A list of one or more verified identities - email addresses, domains, or both.

Type: String list

Required: Yes

Response Elements

The following element is returned.

DkimAttributes
The DKIM attributes for an email address or a domain.

Type: String to IdentityDkimAttributes (p. 52) map

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).

Examples

Sample Request

APl Version 2010-12-01
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POST / HITP/ 1.1

Date: Fri, 29 Jun 2012 22:41:32 GV

Host: enmil.us-east-1. amazonaws. com

Cont ent - Type: application/ x-wwform url encoded

X- Anzn- Aut hori zati on: AWS3 AWBAccessKeyl d=AKI Al OSFODNN7EXAMPLE,
Si gnat ur e=MJdhr | At 3c4BRC6j dzueMWAJLEx17bnl H Zwl Senyk=,
Al gori t hneHmacSHA256, Si gnedHeader s=Dat e; Host

Cont ent - Lengt h: 165

AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Act i on=Cet I denti tyDki mAttri butes

& dentities. menber. 1=exanpl e. com

&Ti mest anp=2012- 06- 29T22%8A41%8A32. 000Z
&Ver si on=2010-12-01

Sample Response

<CetldentityDki mAttri but esResponse xm ns="http://ses.anazonaws. coni doc/ 2010- 12-
01/">
<CetldentityDki mAttri butesResult>
<Dki mAttri but es>
<entry>
<key>amazon. conx/ key>
<val ue>
<Dki nEnabl ed>t r ue</ Dki nEnabl ed>
<Dki meri fi cationStatus>Success</ Dki nVeri ficationStat us>
<Dki nrokens>
<menber >vvj ui pp74whnv6ggoni 7gmmwndwdqusj i ai ni vf 6f </ menber >
<menber >3f r qe7j n4obpuxj pwpol z6i pb3k5nvt 2nhj pi k2oy</ menber >
<menber >wr gpl t eh7oodxnad7hsl 4m xg2uavzneazxv5sxi 2</ menber >
</ Dki mTokens>
</ val ue>
</entry>
</ DKi mAttri but es>
</ GetldentityDki mttri but esResult>
<ResponseMet adat a>
<Request | d>bb5a105d- c468- 11el- 82eb- df f 885ccc06a</ Request | d>
</ ResponseMet adat a>
</ GetldentityDki mAttri but esResponse>

APl Version 2010-12-01
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GetldentityNotificationAttributes

GetldentityNotificationAttributes

Given a list of verified identities (email addresses and/or domains), returns a structure describing identity
notification attributes.

This action is throttled at one request per second and can only get notification attributes for up to 100
identities at a time.

For more information about using notifications with Amazon SES, see the Amazon SES Developer Guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).

Identities.member.N
A list of one or more identities. You can specify an identity by using its name or by using its Amazon
Resource Name (ARN). Examples: user @xanpl e. com exanpl e. com
arn: aws: ses: us-east-1:123456789012: i denti ty/ exanpl e. com

Type: String list

Required: Yes

Response Elements

The following element is returned.

NotificationAttributes
A map of Identity to IdentityNotificationAttributes.

Type: String to IdentityNotificationAttributes (p. 53) map

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).

Examples

Sample Request

POST / HTTP/ 1.1

Date: Fri, 15 Jun 2012 20:51:42 GMVI

Host: enumil.us-east-1. amazonaws. com

Cont ent - Type: application/ x- ww-formurl encoded

X- Amezn- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE,
Si gnat ur e=ee9aH6t UNMbWBPoh01Tz3w4H+z4avr MnwnRYbf ORC7O =,
Al gori t hneHmacSHA256, Si gnedHeader s=Dat e; Host

Content -Length: 173

APl Version 2010-12-01
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AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Action=Cet I dentityNotificationAttributes
& dentities. menber. 1=user ¥%0exanpl e. com
&Ti mest anp=2012- 06- 15T20%8A51%8A42. 000Z
&Ver si on=2010- 12-01

Sample Response

<CetldentityNotificationAttributesResponse xm ns="http://ses.anmazon
aws. coni doc/ 2010- 12- 01/ ">

<CetldentityNotificationAttributesResult>
<NotificationAttributes>
<entry>
<key>user @xanpl e. conx/ key>
<val ue>
<For war di ngEnabl ed>t r ue</ For war di ngEnabl ed>
<BounceTopi c>ar n: aws: sns: us-east-1: 123456789012: exanpl e</ BounceTopi ¢>

<Conpl ai nt Topi c>ar n: aws: sns: us- east - 1: 123456789012: exanpl e</ Conpl ai nt

Topi c>
<Del i veryTopi c>ar n: aws: sns: us-east - 1: 123456789012: exanpl e</ Del i ver yTop
ic>
</ val ue>
</entry>

</ NotificationAttributes>
</ GetldentityNotificationAttributesResult>
<ResponseMet adat a>
<Request | d>e038e509- b72a- 11el- 901f - 1f bd90e8104f </ Request | d>
</ ResponseMet adat a>
</ GetldentityNotificationAttributesResponse>

APl Version 2010-12-01
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GetldentityPolicies

GetldentityPolicies

Returns the requested sending authorization policies for the given identity (email address or domain).
The policies are returned as a map of policy names to policy contents. You can retrieve a maximum of
20 policies at a time.

Note
This APl is for the identity owner only. If you have not verified the identity, this APl will return an
error.

Sending authorization is a feature that enables an identity owner to authorize other senders to use its
identities. For information about using sending authorization, see the Amazon SES Developer Guide.

This action is throttled at one request per second.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).

Identity
The identity for which the policies will be retrieved. You can specify an identity by using its name or
by using its Amazon Resource Name (ARN). Examples: user @xanpl e. com exanpl e. com
arn: aws: ses: us-east-1:123456789012: i denti ty/ exanpl e. com

To successfully call this API, you must own the identity.
Type: String

Required: Yes
PolicyNames.member.N

A list of the names of policies to be retrieved. You can retrieve a maximum of 20 policies at a time.
If you do not know the names of the policies that are attached to the identity, you can use

Li stldentityPolicies.

Type: String list

Length constraints: Minimum length of 1. Maximum length of 64.

Pattern: [ M\ /\ 2\ *\ s] +

Required: Yes

Response Elements

The following element is returned.

Policies
A map of policy names to policies.

Type: String to String map

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).

APl Version 2010-12-01
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Examples

Sample Request

POST / HTTP/ 1.1

Date: Fri, 15 Jun 2012 20:51:42 GV

Host: email.us-east-1. amazonaws. com

Cont ent - Type: application/ x-wwformurl encoded

X- Anzn- Aut hori zati on: AWS3 AWBAccessKeyl d=AKI Al OSFODNN7EXAMPLE,
Si gnat ur e=ee9aH6t UWBbWBPoh01Tz3w4AH+z4avr MwvnRYbf ORC7Q =,
Al gori t hneHmac SHA256, Si gnedHeader s=Dat e; Host

Content -Length: 173

AWEAccessKey| d=AKI Al OSFODNN7 EXAMPLE
&Act i on=Cet I dentityPolicies

&l dentity=user %0exanpl e. com

&Pol i cyNames. menber . 1=Test Pol i cyl

&Pol i cyNames. menber . 1=Test Pol i cy2

&Ti mest anp=2012- 06- 15T20%8A51%8A42. 000Z
&Ver si on=2010-12-01

Sample Response

<Cetl dentityPoliciesResponse xm ns="http://ses. amazonaws. conf doc/ 2010-12-01/">

<Cetl dentityPoliciesResult>
<Pol i ci es>
<entry>
<key>Test Pol i cyl</ key>
<val ue>%B% D</ val ue>
</entry>
<entry>
<key>Test Pol i cy2</ key>
<val ue>%B% D</ val ue>
</entry>
</ Polici es>
</ GetldentityPoliciesResult>
<ResponseMet adat a>
<Request | d>e038e509- b72a- 11el- 901f - 1f bd90e8104f </ Request | d>
</ ResponseMet adat a>
</ Getl dentityPolici esResponse>

APl Version 2010-12-01
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GetldentityVerificationAttributes

GetldentityVerificationAttributes

Given a list of identities (email addresses and/or domains), returns the verification status and (for domain
identities) the verification token for each identity.

This action is throttled at one request per second and can only get verification attributes for up to 100
identities at a time.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).

Identities.member.N
A list of identities.

Type: String list

Required: Yes

Response Elements

The following element is returned.

VerificationAttributes
A map of Identities to IdentityVerificationAttributes objects.

Type: String to IdentityVerificationAttributes (p. 53) map

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).

Examples

Sample Request

POST / HITP/ 1.1

Date: Sat, 12 May 2012 05:27:54 GJI

Host: emmil . us-east-1.amazonaws. com

Cont ent - Type: application/ x-wwformurl encoded

X- Amzn- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE,
Si gnat ur e=3+KQ4VHx991T7Kb41HrFcZIxuHz4/ 6nf 2H5Fx Y+t uLc=,
Al gori t hneHMmacSHA256, Si gnedHeader s=Dat e; Host

Cont ent - Lengt h: 203

AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Action=Cet I dentityVerificationAttributes
&l dentities. nenber. 1=user %t0donai n. com

&l dentities. nenber. 2=donmmi n. com

APl Version 2010-12-01
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&Ti nmest anp=2012- 05- 12TO5%8A27%3A54. 000Z
&Ver si on=2010-12-01

Sample Response

<CetldentityVerificationAttributesResponse xm ns="http://ses.amazon
aws. conif doc/ 2010- 12-01/" >
<CetldentityVerificationAttributesResult>
<VerificationAttributes>
<entry>
<key>domai n. conx/ key>
<val ue>
<VerificationSt at us>Pendi ng</ VerificationStatus>
<Veri fi cati onToken>QTrKknzFg2J4ygwa+XvHAxU 1hyHoYOgVf Zdf j | edHZO0=</ Ver i
ficati onToken>
</ val ue>
</entry>
<entry>
<key>user @onai n. conx/ key>
<val ue>
<VerificationSt at us>Pendi ng</ VerificationSt at us>
</val ue>
</entry>
</VerificationAttributes>
</ GetldentityVerificationAttributesResult>
<ResponseMet adat a>
<Request | d>1d0c29f 1- 9bf 3- 11el- 8ee7-c98a0037a2b6</ Request | d>
</ ResponseMet adat a>
</ GetldentityVerificationAttributesResponse>

APl Version 2010-12-01
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GetSendQuota

Returns the user's current sending limits.

This action is throttled at one request per second.

Response Elements

The following elements are returned.

Max24HourSend
The maximum number of emails the user is allowed to send in a 24-hour interval. A value of -1
signifies an unlimited quota.

Type: Double

MaxSendRate
The maximum number of emails that Amazon SES can accept from the user's account per second.

Note
The rate at which Amazon SES accepts the user's messages might be less than the maximum
send rate.

Type: Double

SentLast24Hours
The number of emails sent during the previous 24 hours.

Type: Double

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).

Examples

Sample Request

POST / HTTP/ 1.1

Date: Thu, 18 Aug 2011 22:22:36 GMI

Host: emmil . us-east-1.amazonaws. com

Cont ent - Type: application/ x-wwformurl encoded

X- Amzn- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE,
Si gnat ur e=WLYdi NO f Oj N3t 7Lv63ghz7UZc3Rr cmQpkGhopvnj / Y=,
Al gori t hneHMmacSHA256, Si gnedHeader s=Dat e; Host

Cont ent - Lengt h: 94

AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Act i on=CGet SendQuot a
&Ti mest anp=2011- 08- 18T22%8A22%8A36. 000Z
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Sample Response

<Cet SendQuot aResponse xm ns="http://ses. amazonaws. com doc/ 2010- 12- 01/ ">
<Get SendQuot aResul t >
<Sent Last 24Hour s>127. 0</ Sent Last 24Hour s>
<Max24Hour Send>200. 0</ Max24Hour Send>
<MaxSendRat e>1. 0</ MaxSendRat e>
</ Get SendQuot aResul t >
<ResponseMet adat a>
<Request | d>273021c6- c866- 11e0- b926- 699e21c3af 9e</ Request | d>
</ ResponseMet adat a>
</ Get SendQuot aResponse>
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GetSendStatistics

Returns the user's sending statistics. The result is a list of data points, representing the last two weeks
of sending activity.

Each data point in the list contains statistics for a 15-minute interval.

This action is throttled at one request per second.

Response Elements

The following element is returned.

SendDataPoints
A list of data points, each of which represents 15 minutes of activity.

Type: SendDataPoint (p. 55) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).

Examples

Sample Request

POST / HTTP/ 1.1

Date: Thu, 18 Aug 2011 22:23:01 GMVI

Host: enumil.us-east-1. amazonaws. com

Cont ent - Type: application/ x-wwformurl encoded

X- Anzn- Aut hori zati on: AWS3 AWBAccessKeyl d=AKI Al OSFODNN7EXAMPLE,
Si gnat ur e=kwuk4er aA9HSf Hy Sf | gDKR6xK0JXj ATI E7Uu5/ FB4x4=,
Al gori t hmeHMmacSHA256, Si gnedHeader s=Dat e; Host

Cont ent - Lengt h: 99

AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Act i on=CGet SendSt ati stics
&Ti mest anp=2011- 08- 18T229%8A23%3A01. 000Z

Sample Response

<Cet SendSt ati sti csResponse xm ns="http://ses. amazonaws. conf doc/ 2010-12-01/" >
<Cet SendSt ati sticsResul t>
<SendDat aPoi nt s>
<menber >
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<Del i ver yAt t enpt s>8</ Del i ver yAt t enpt s>
<Ti mest anp>2011- 08- 03T19: 23: 00Z</ Ti nest anp>
<Rej ect s>0</ Rej ect s>
<Bounces>0</ Bounces>
<Conpl ai nt s>0</ Conpl ai nt s>
</ menber >
<menber >
<Del i ver yAt t enpt s>7</ Del i ver yAt t enpt s>
<Ti mest anp>2011- 08- 03T06: 53: 00Z</ Ti nest anp>
<Rej ect s>0</ Rej ect s>
<Bounces>0</ Bounces>
<Conpl ai nt s>0</ Conpl ai nt s>
</ menber >

</ Get SendSt ati sti csResul t>
<ResponseMet adat a>
<Request | d>c2b66ee5- c866- 11e0- b17f - cddb0ab334db</ Request | d>
</ ResponseMet adat a>
</ Get SendSt ati sti csResponse>
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Listldentities

Returns a list containing all of the identities (email addresses and domains) for a specific AWS Account,
regardless of verification status.

This action is throttled at one request per second.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).
IdentityType
The type of the identities to list. Possible values are "EmailAddress" and "Domain”. If this parameter
is omitted, then all identities will be listed.
Type: String

Valid Values: Enai | Address | Donmi n

Required: No

MaxItems
The maximum number of identities per page. Possible values are 1-1000 inclusive.

Type: Integer

Required: No

NextToken
The token to use for pagination.

Type: String

Required: No

Response Elements

The following elements are returned.

Identities
A list of identities.

Type: String list
NextToken
The token used for pagination.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).
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Sample Request

POST / HTTP/ 1.1

Date: Sat, 12 May 2012 05:18:45 GMJr

Host: email.us-east-1. amazonaws. com

Cont ent - Type: application/ x-ww-formurl encoded

X- Amen- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7 EXAMPLE,
Si gnat ur e=Or ui FNV26DCZi ¢LDaQrULHGhj bUSMC/ c5al o/ MM uM=,
Al gori t hmFHMmacSHA256, Si gnedHeader s=Dat e; Host

Content -Length: 115

AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Action=Listldentities

&Ti mest anp=2012- 05- 12TO5%3A18%8A45. 000Z&
Ver si on=2010- 12- 01

Sample Response

<Listldentiti esResponse xm ns="http://ses.anmazonaws. conf doc/ 2010-12-01/">
<ListldentitiesResult>
<l dentities>
<menber >exanpl e. conk/ menber >
<menber >user @xanpl e. conx/ menber >
</ldentities>
</ListldentitiesResult>
<ResponseMet adat a>
<Request | d>cacecf 23-9bf 1- 11e1- 9279- 0100e8cf 109a</ Request | d>
</ ResponseMet adat a>
</ListldentitiesResponse>
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ListldentityPolicies

Returns a list of sending authorization policies that are attached to the given identity (email address or
domain). This API returns only a list. If you want the actual policy content, you can use
GetldentityPolicies.

Note
This APl is for the identity owner only. If you have not verified the identity, this API will return an
error.

Sending authorization is a feature that enables an identity owner to authorize other senders to use its
identities. For information about using sending authorization, see the Amazon SES Developer Guide.

This action is throttled at one request per second.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).
Identity
The identity that is associated with the policy for which the policies will be listed. You can specify an
identity by using its name or by using its Amazon Resource Name (ARN). Examples:

user @xanpl e. com exanpl e. com
arn: aws: ses: us-east-1:123456789012: i denti ty/ exanpl e. com

To successfully call this API, you must own the identity.
Type: String

Required: Yes

Response Elements

The following element is returned.

PolicyNames
A list of names of policies that apply to the specified identity.

Type: String list
Length constraints: Minimum length of 1. Maximum length of 64.

Pattern: [ M\ /\ 2\ *\ s] +

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).
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Sample Request

POST / HTTP/ 1.1

Date: Fri, 15 Jun 2012 20:51:42 GVl

Host: email.us-east-1. amazonaws. com

Cont ent - Type: application/ x-wwformurl encoded

X- Anzn- Aut hori zati on: AWS3 AWBAccessKeyl d=AKI Al OSFODNN7EXAMPLE,
Si gnat ur e=ee9aH6t UWBbWBPoh01Tz3w4AH+z4avr MwvnRYbf ORC7Q =,
Al gori t hmFHMmacSHA256, Si gnedHeader s=Dat e; Host

Content -Length: 173

AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE
&Acti on=Li st dentityPolicies

&l dentity=user %0exanpl e. com

&Ti mest anp=2012- 06- 15T20%8A51%8A42. 000Z
&Ver si on=2010- 12-01

Sample Response

<Li stldentityPolici esResponse xm ns="http://ses. anazonaws. coni doc/ 2010- 12-01/" >

<Li stldentityPoliciesResul t>
<Pol i cyNanes>
<menber >Test Pol i cy1l</ menber >
<menber >Test Pol i cy2</ menber >
<menber >Test Pol i cy3</ menber >
</ Pol i cyNanes>
</ListldentityPoliciesResult>
<ResponseMet adat a>
<Request | d>e038e509- b72a- 11el- 901f - 1f bd90e8104f </ Request | d>
</ ResponseMet adat a>
</ListldentityPolici esResponse>
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ListVerifiedEmailAddresses

Returns a list containing all of the email addresses that have been verified.

Important
The ListVerifiedEmailAddresses action is deprecated as of the May 15, 2012 release of Domain
Verification. The Listldentities action is now preferred.

This action is throttled at one request per second.

Response Elements

The following element is returned.

VerifiedEmailAddresses
A list of email addresses that have been verified.

Type: String list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).

Examples

Sample Request

POST / HTTP/ 1.1

Date: Thu, 18 Aug 2011 22: 05: 09 GMJI

Host: enumil.us-east-1. amazonaws. com

Cont ent - Type: appli cation/ x-wwformurl encoded

X- Amen- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE,
Si gnat ur e=I | 0+vvDKGW 71vToBwz R6vZ1lhxe/ VUESt WEFUNTUqQE=,
Al gori t hmeHmac SHA256, Si gnedHeader s=Dat e; Host

Content - Lengt h: 108

AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Act i on=Li st Veri fi edEnai | Addr esses
&Ti mest anp=2011- 08- 18T229%8A05%8A09. 000Z%

Sample Response

<Li st Verifi edEmai | Addr essesResponse xm ns="http://ses. amazonaws. conl doc/ 2010-
12-01/">
<Li st VerifiedEmai | AddressesResul t >
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<Veri fi edEnai | Addr esses>
<menber >exanpl e@nazon. conk/ nenber >

</ Veri fi edEnmi | Addr esses>
</ Li st VerifiedEnai | Addr essesResul t >
<ResponseMet adat a>

<Request | d>3dd50e97- c865- 11e0- b235- 099eb63d928d</ Request | d>
</ ResponseMet adat a>

</ Li st Verifi edEmai | Addr essesResponse>
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PutldentityPolicy

Adds or updates a sending authorization policy for the specified identity (email address or domain).

Note
This APl is for the identity owner only. If you have not verified the identity, this APl will return an
error.

Sending authorization is a feature that enables an identity owner to authorize other senders to use its
identities. For information about using sending authorization, see the Amazon SES Developer Guide.

This action is throttled at one request per second.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).

Identity
The identity to which the policy will apply. You can specify an identity by using its name or by using
its Amazon Resource Name (ARN). Examples: user @xanpl e. com exanpl e. com
arn: aws: ses: us-east-1:123456789012: i denti ty/ exanpl e. com

To successfully call this API, you must own the identity.
Type: String

Required: Yes

Policy
The text of the policy in JSON format. The policy cannot exceed 4 KB.

For information about the syntax of sending authorization policies, see the Amazon SES Developer
Guide.

Type: String
Length constraints: Minimum length of 1.

Required: Yes

PolicyName
The name of the policy.

The policy name cannot exceed 64 characters and can only include alphanumeric characters, dashes,
and underscores.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [ M\ /\ 2\ *\ s] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).
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InvalidPolicy
Indicates that the provided policy is invalid. Check the error stack for more information about what
caused the error.

HTTP Status Code: 400

Examples

Sample Request

POST / HTTP/ 1.1

Date: Fri, 15 Jun 2012 20:51:42 GV

Host: enumil.us-east-1. amazonaws.com

Cont ent - Type: application/ x-wwformurl encoded

X- Amzn- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7 EXAMPLE,
Si gnat ur e=ee9aH6t UWbWBPoh01Tz3w4AH+z4avr MwvRYbf ORC7Q =,
Al gori t hmeHMmacSHA256, Si gnedHeader s=Dat e; Host

Content -Length: 173

AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Act i on=Put | denti tyPol i cy

&l dentity=user %l0exanpl e. com

&Pol i cyName=Test Pol i cy

&Pol i cy=%B% D

&Ti mest anp=2012- 06- 15T20%8A51%8A42. 000Z
&Ver si on=2010- 12-01

Sample Response

<Put | dentityPol i cyResponse xm ns="http://ses.amazonaws. conf doc/ 2010-12-01/">
<Put |l dentityPolicyResult/>
<ResponseMet adat a>
<Request | d>e038e509- b72a- 11el- 901f - 1f bd90e8104f </ Request | d>
</ ResponseMet adat a>
</ Putl dentityPolicyResponse>
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SendEmail

Composes an email message based on input data, and then immediately queues the message for sending.
There are several important points to know about SendEnai | :

¢ You can only send email from verified email addresses and domains; otherwise, you will get an "Email
address not verified" error. If your account is still in the Amazon SES sandbox, you must also verify
every recipient email address except for the recipients provided by the Amazon SES mailbox simulator.
For more information, go to the Amazon SES Developer Guide.

¢ The total size of the message cannot exceed 10 MB. This includes any attachments that are part of
the message.

¢ Amazon SES has a limit on the total number of recipients per message. The combined number of To:,
CC: and BCC: email addresses cannot exceed 50. If you need to send an email message to a larger
audience, you can divide your recipient list into groups of 50 or fewer, and then call Amazon SES
repeatedly to send the message to each group.

¢ For every message that you send, the total number of recipients (To:, CC: and BCC:) is counted against
your sending quota - the maximum number of emails you can send in a 24-hour period. For information
about your sending quota, go to the Amazon SES Developer Guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).

Destination
The destination for this email, composed of To:, CC:, and BCC: fields.

Type: Destination (p. 51)

Required: Yes

Message
The message to be sent.

Type: Message (p. 54)

Required: Yes

ReplyToAddresses.member.N
The reply-to email address(es) for the message. If the recipient replies to the message, each reply-to
address will receive the reply.

Type: String list

Required: No

ReturnPath
The email address to which bounces and complaints are to be forwarded when feedback forwarding
is enabled. If the message cannot be delivered to the recipient, then an error message will be returned
from the recipient's ISP; this message will then be forwarded to the email address specified by the
Ret ur nPat h parameter. The Ret ur nPat h parameter is never overwritten. This email address must
be either individually verified with Amazon SES, or from a domain that has been verified with Amazon
SES.

Type: String

Required: No
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ReturnPathArn
This parameter is used only for sending authorization. It is the ARN of the identity that is associated

with the sending authorization policy that permits you to use the email address specified in the
Ret ur nPat h parameter.

For example, if the owner of exanpl e. com(which has ARN

arn: aws: ses: us-east-1: 123456789012: i denti t y/ exanpl e. con) attaches a policy to it that
authorizes you to use f eedback @xanpl e. com then you would specify the Ret ur nPat hAr n to
be arn: aws: ses: us- east - 1: 123456789012: i dent i t y/ exanpl e. com and the Ret ur nPat h
to be f eedback@xanpl e. com

For more information about sending authorization, see the Amazon SES Developer Guide.
Type: String

Required: No
Source
The email address that is sending the email. This email address must be either individually verified

with Amazon SES, or from a domain that has been verified with Amazon SES. For information about
verifying identities, see the Amazon SES Developer Guide.

If you are sending on behalf of another user and have been permitted to do so by a sending
authorization policy, then you must also specify the Sour ceAr n parameter. For more information
about sending authorization, see the Amazon SES Developer Guide.

In all cases, the email address must be 7-bit ASCII. If the text must contain any other characters,
then you must use MIME encoded-word syntax (RFC 2047) instead of a literal string. MIME
encoded-word syntax uses the following form: =?char set ?encodi ng?encoded- t ext ?=. For more
information, see RFC 2047.

Type: String

Required: Yes
SourceArn
This parameter is used only for sending authorization. It is the ARN of the identity that is associated

with the sending authorization policy that permits you to send for the email address specified in the
Sour ce parameter.

For example, if the owner of exanpl e. com(which has ARN

arn: aws: ses: us-east-1: 123456789012: i denti t y/ exanpl e. con) attaches a policy to it that
authorizes you to send from user @xanpl e. com then you would specify the Sour ceAr n to be
arn: aws: ses: us-east-1: 123456789012: i denti t y/ exanpl e. com and the Sour ce to be
user @xanpl e. com

For more information about sending authorization, see the Amazon SES Developer Guide.
Type: String

Required: No

Response Elements

The following element is returned.

Messageld
The unigue message identifier returned from the SendEnmai | action.

Type: String
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).
MessageRejected
Indicates that the action failed, and the message could not be sent. Check the error stack for more
information about what caused the error.

HTTP Status Code: 400

Examples

Sample Request

POST / HTTP/ 1.1

Date: Thu, 18 Aug 2011 22:25:27 GMI

Host: emmil . us-east-1.amazonaws. com

Cont ent - Type: application/ x-wwformurl encoded

X- Amzn- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE,
Si gnat ur e=y Xx/ WWMLbESLuDEr J6HpZg9JK8G au7EUe4FVEf mhodo=,
Al gori t hneHmacSHA256, Si gnedHeader s=Dat e; Host

Cont ent - Lengt h: 230

AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Act i on=SendEmai |

&Dest i nati on. ToAddr esses. menber . 1=al | an%l0exanpl e. com

&\vessage. Body. Text . Dat a=body

&\Vessage. Subj ect . Dat a=Exanpl e

&Sour ce=user ¥d0exanpl e. com

&Sour ceAr n=ar n¥%BAaws ¥8Ases¥BAus- east - 1%8A999999999999%3Ai denti t y/ exanpl e. com
&Ti mest anp=2011- 08- 18T22%3A25%3A27. 000Z

Sample Response

<SendEnai | Response xm ns="http://ses. anazonaws. coni doc/ 2010- 12- 01/ ">
<SendEnmai | Resul t >
<Messagel d>00000131d51d2292- 159ad6eb- 077c- 46e6- ad09- ae7c05925ed4-
000000</ Messagel d>
</ SendEmai | Resul t >
<ResponseMet adat a>
<Request | d>d5964849- c866- 11e0- 9beb- 01a62d68c57f </ Request | d>
</ ResponseMet adat a>
</ SendEmai | Response>
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SendRawEmall

Sends an email message, with header and content specified by the client. The SendRawEnai | action is
useful for sending multipart MIME emails. The raw text of the message must comply with Internet email
standards; otherwise, the message cannot be sent.

There are several important points to know about SendRawEnai | :

You can only send email from verified email addresses and domains; otherwise, you will get an "Email
address not verified" error. If your account is still in the Amazon SES sandbox, you must also verify
every recipient email address except for the recipients provided by the Amazon SES mailbox simulator.
For more information, go to the Amazon SES Developer Guide.

The total size of the message cannot exceed 10 MB. This includes any attachments that are part of
the message.

Amazon SES has a limit on the total number of recipients per message. The combined number of To:,
CC: and BCC: email addresses cannot exceed 50. If you need to send an email message to a larger
audience, you can divide your recipient list into groups of 50 or fewer, and then call Amazon SES
repeatedly to send the message to each group.

The To:, CC:, and BCC: headers in the raw message can contain a group list. Note that each recipient
in a group list counts towards the 50-recipient limit.

For every message that you send, the total number of recipients (To:, CC: and BCC:) is counted against
your sending quota - the maximum number of emails you can send in a 24-hour period. For information
about your sending quota, go to the Amazon SES Developer Guide.

If you are using sending authorization to send on behalf of another user, SendRawEnai | enables you
to specify the cross-account identity for the email's "Source," "From," and "Return-Path" parameters
in one of two ways: you can pass optional parameters Sour ceAr n, Fr omAr n, and/or Ret ur nPat hAr n
to the API, or you can include the following X-headers in the header of your raw email:

* X- SES- SOURCE- ARN
* X- SES- FROM ARN
* X- SES- RETURN- PATH ARN

Important
Do notinclude these X-headers in the DKIM signature, because they are removed by Amazon
SES before sending the email.

For the most common sending authorization use case, we recommend that you specify the

Sour cel dent i t yAr n and do not specify either the Fr ol dent i t yAr n or Ret ur nPat hl dent i t yAr n.
(The same note applies to the corresponding X-headers.) If you only specify the Sour cel denti t yArn,
Amazon SES will simply set the "From" address and the "Return Path" address to the identity specified
in Sour cel dent i t yAr n. For more information about sending authorization, see the Amazon SES
Developer Guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).

Destinations.member.N

A list of destinations for the message, consisting of To:, CC:, and BCC: addresses.
Type: String list

Required: No
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FromArn
This parameter is used only for sending authorization. It is the ARN of the identity that is associated
with the sending authorization policy that permits you to specify a particular "From" address in the
header of the raw email.

Instead of using this parameter, you can use the X-header X- SES- FROM ARN in the raw message
of the email. If you use both the Fr omAr n parameter and the corresponding X-header, Amazon SES
uses the value of the Fr omAr n parameter.

Note
For information about when to use this parameter, see the description of SendRawEmai |
in this guide, or see the Amazon SES Developer Guide.

Type: String

Required: No

RawMessage
The raw text of the message. The client is responsible for ensuring the following:

¢ Message must contain a header and a body, separated by a blank line.

« All required header fields must be present.

¢ Each part of a multipart MIME message must be formatted properly.

* MIME content types must be among those supported by Amazon SES. For more information, go
to the Amazon SES Developer Guide.

¢ Content must be base64-encoded, if MIME requires it.

Type: RawMessage (p. 54)

Required: Yes

ReturnPathArn
This parameter is used only for sending authorization. It is the ARN of the identity that is associated
with the sending authorization policy that permits you to use the email address specified in the
Ret ur nPat h parameter.

For example, if the owner of exanpl e. com(which has ARN

arn: aws: ses: us-east-1: 123456789012: i denti t y/ exanpl e. com) attaches a policy to it that
authorizes you to use f eedback @xanpl e. com then you would specify the Ret ur nPat hAr n to
be arn: aws: ses: us- east - 1: 123456789012: i dent i t y/ exanpl e. com and the Ret ur nPat h
to be f eedback@xanpl e. com

Instead of using this parameter, you can use the X-header X- SES- RETURN- PATH- ARN in the raw
message of the email. If you use both the Ret ur nPat hAr n parameter and the corresponding
X-header, Amazon SES uses the value of the Ret ur nPat hAr n parameter.

Note
For information about when to use this parameter, see the description of SendRawEmnai |
in this guide, or see the Amazon SES Developer Guide.

Type: String

Required: No

Source
The identity's email address. If you do not provide a value for this parameter, you must specify a
"From" address in the raw text of the message. (You can also specify both.)

By default, the string must be 7-bit ASCII. If the text must contain any other characters, then you
must use MIME encoded-word syntax (RFC 2047) instead of a literal string. MIME encoded-word
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syntax uses the following form: =?char set ?encodi ng?encoded- t ext ?=. For more information,
see RFC 2047.

Note

If you specify the Sour ce parameter and have feedback forwarding enabled, then bounces
and complaints will be sent to this email address. This takes precedence over any
Return-Path header that you might include in the raw text of the message.

Type: String

Required: No

SourceArn
This parameter is used only for sending authorization. It is the ARN of the identity that is associated
with the sending authorization policy that permits you to send for the email address specified in the
Sour ce parameter.

For example, if the owner of exanpl e. com(which has ARN

arn: aws: ses: us-east-1: 123456789012: i denti t y/ exanpl e. con) attaches a policy to it that
authorizes you to send from user @xanpl e. com then you would specify the Sour ceAr n to be
arn: aws: ses: us-east-1: 123456789012: i denti t y/ exanpl e. com and the Sour ce to be
user @xanpl e. com

Instead of using this parameter, you can use the X-header X- SES- SOURCE- ARNin the raw message
of the email. If you use both the Sour ceAr n parameter and the corresponding X-header, Amazon
SES uses the value of the Sour ceAr n parameter.

Note
For information about when to use this parameter, see the description of SendRawEmi |
in this guide, or see the Amazon SES Developer Guide.

Type: String

Required: No

Response Elements

The following element is returned.

Messageld
The unique message identifier returned from the SendRawEnmai | action.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).

MessageRejected
Indicates that the action failed, and the message could not be sent. Check the error stack for more
information about what caused the error.

HTTP Status Code: 400
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Examples

Sample Request

POST / HTTP/ 1.1

Date: Wed, 17 Aug 2011 00:21:38 GMVI

Host: email.us-east-1. amazonaws. com

Cont ent - Type: application/ x-ww-formurl encoded

X- Amen- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7 EXAMPLE,
Si gnat ur e=uNOI HI f 14t mvBzwnkHzaWBLr BFvJAvy XCsf SYAvwLuc=,
Al gori t hneHmac SHA256, Si gnedHeader s=Dat e; Host

Cont ent - Lengt h: 230

AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE

&Act i on=SendRawEnai |

&RawMessage. Dat a=U3Vi anVj dDogRXhhbXBsZQGenBt O Bl eGFt ¢ Gxl QGFt YXpvbi 5] b20KVE
61 GVAYWLWOGVAYWLhY®AemBuLnNvbQpDb250ZWs0LVR5¢c GU61 GL1bHRpc GFydCOhbHRI cnbhdd 2
ZTsgYmd1bnmRhc nk 9 VDAX Y0 ANmMU2 OGY5ZDky OWNi- WDk 2 VDRh YWE4 Mz AOMyo KL SOWVDE2ZTY4Zj | kO
TI 5Y21 wOTYWNGFhYTgz MDQy YOACKNvbnRl bnQ VH wZTogdGv4dCOwbhGFpbj sgY2hhenNl dD1JUO
8t ODg10S0x CgpCh2R5LgoKLSOWHANDE2ZTY4Zj | KOTI 5Y21 wOTYWNGFhYTgz MDQy CkNvbnRI bnQ
t VH wZTogdGv4dC90dGls Oy Bj aGFy ¥ Ac2VOPU TTy04ODUSLTEKCkJvZHkuPQ&y PgoKL SOWVDE2
ZTYAZj | kOTI 5Y21 wOTYWNGFhYTgz MDQy YO AL S0Y8DYOA

&Fr omAr n=ar n¥8Aaws ¥8Ases¥BAus- east - 19%8A9999999999999%BAi dent i t y/ exanpl e@nazon. com
&Ti mest anp=2011- 08- 17TO0¥8A21%8A38. 000Z

Sample Response

<SendRawEnai | Response xm ns="http://ses. amazonaws. com doc/ 2010-12-01/" >
<SendRawEnai | Resul t >
<Messagel d>00000131d51d6b36- 1d4f 9293- Oaee- 4503- b573- 9ae4e70e9e38-
000000</ Messagel d>
</ SendRawEnmai | Resul t >
<ResponseMet adat a>
<Request | d>eOabcdf a- c866- 11e0- b6d0- 273d09173b49</ Request | d>
</ ResponseMet adat a>
</ SendRawEnai | Response>
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SetldentityDkimEnabled

Enables or disables Easy DKIM signing of email sent from an identity:

« |If Easy DKIM signing is enabled for a domain name identity (e.g., exanpl e. com), then Amazon SES
will DKIM-sign all email sent by addresses under that domain name (e.g., user @xanpl e. com.

« If Easy DKIM signing is enabled for an email address, then Amazon SES will DKIM-sign all email sent
by that email address.

For email addresses (e.g., user @xanpl e. con), you can only enable Easy DKIM signing if the
corresponding domain (e.g., exanpl e. com) has been set up for Easy DKIM using the AWS Console or
the Ver i f yDormai nDki maction.

This action is throttled at one request per second.

For more information about Easy DKIM signing, go to the Amazon SES Developer Guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).

DkimEnabled
Sets whether DKIM signing is enabled for an identity. Set to t r ue to enable DKIM signing for this
identity; f al se to disable it.

Type: Boolean

Required: Yes

Identity
The identity for which DKIM signing should be enabled or disabled.

Type: String

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).

Examples

Sample Request

POST / HTTP/ 1.1

Date: Fri, 29 Jun 2012 22:42:08 GMI

Host: enmil.us-east-1. amazonaws. com

Cont ent - Type: application/ x-wweformurl encoded

X- Amen- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7 EXAMPLE,
Si gnat ur e=u/ hDNhnYnB7AV7LAPzouTBz6HIXxUEUES5k96sLzYH R24=,
Al gori t hneHmacSHA256, Si gnedHeader s=Dat e; Host
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Content -Length: 168

AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Act i on=Set | dent i t yDki nEnabl ed

&DKi nEnabl ed=t r ue&l denti t y=user %l0exanpl e. com
&Ti mest anp=2012- 06- 29T22%8A42%8A08. 000Z

&Ver si on=2010- 12-01

Sample Response

<Set | denti t yDki mEnabl edResponse xm ns="http://ses. amazonaws. com doc/ 2010- 12-
01/">
<Set | denti t yDki mEnabl edResul t/ >
<ResponseMet adat a>
<Request | d>7aa61362- c469- 11el- aee5- 6bbb4608f bcc</ Request | d>
</ ResponseMet adat a>
</ Set | dent i t yDki nEnabl edResponse>
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SetldentityFeedbackForwardingEnabled

Given an identity (email address or domain), enables or disables whether Amazon SES forwards bounce
and complaint notifications as email. Feedback forwarding can only be disabled when Amazon Simple
Notification Service (Amazon SNS) topics are specified for both bounces and complaints.

Note
Feedback forwarding does not apply to delivery notifications. Delivery notifications are only
available through Amazon SNS.

This action is throttled at one request per second.

For more information about using notifications with Amazon SES, see the Amazon SES Developer Guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).

ForwardingEnabled
Sets whether Amazon SES will forward bounce and complaint notifications as email. t r ue specifies
that Amazon SES will forward bounce and complaint notifications as email, in addition to any Amazon
SNS topic publishing otherwise specified. f al se specifies that Amazon SES will publish bounce and
complaint notifications only through Amazon SNS. This value can only be setto f al se when Amazon
SNS topics are set for both Bounce and Conpl ai nt notification types.

Type: Boolean

Required: Yes

Identity
The identity for which to set bounce and complaint notification forwarding. Examples:
user @xanpl e. com exanpl e. com

Type: String

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).

Examples

Sample Request

POST / HITP/ 1.1

Date: Fri, 15 Jun 2012 20:31:21 GV

Host: emmil.us-east-1.anazonaws. com

Cont ent - Type: application/ x-wwformurl encoded

X- Amen- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE,
Si gnat ur e=j uNpnD6UJaN+r 7gcLa2ZNZpO3AnF1Zf CkD6PgxgNhRA=,
Al gori t hneHmacSHA256, Si gnedHeader s=Dat e; Host
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Content -Lengt h: 188

AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Act i on=Set | denti t yFeedbackFor war di ngEnabl ed
&For war di ngEnabl ed=tr ue

&l dentity=user %l0exanpl e. com

&Ti mest anp=2012- 06- 15T20%8A31%8A21. 000Z

&Ver si on=2010- 12-01

Sample Response

<Set | denti t yFeedbackFor war di ngEnabl edResponse xml ns="http://ses. anmazon
aws. conif doc/ 2010- 12-01/" >
<Set | denti t yFeedbackFor war di ngEnabl edResul t/ >
<ResponseMet adat a>
<Request | d>299f 4af 4- b72a- 11el- 901f - 1f bd90e8104f </ Request | d>
</ ResponseMet adat a>
</ Set | denti t yFeedbackFor war di ngEnabl edResponse>
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SetldentityNotificationTopic

Given an identity (email address or domain), sets the Amazon Simple Notification Service (Amazon SNS)
topic to which Amazon SES will publish bounce, complaint, and/or delivery notifications for emails sent
with that identity as the Sour ce.

Note
Unless feedback forwarding is enabled, you must specify Amazon SNS topics for bounce and
complaint notifications. For more information, see Set | dent i t yFeedbackFor war di ngEnabl ed.

This action is throttled at one request per second.

For more information about feedback notification, see the Amazon SES Developer Guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).

Identity
The identity for which the Amazon SNS topic will be set. You can specify an identity by using its
name or by using its Amazon Resource Name (ARN). Examples: user @xanpl e. com exanpl e. com
arn: aws: ses: us-east-1:123456789012: i denti ty/ exanpl e. com

Type: String

Required: Yes

NotificationType
The type of natifications that will be published to the specified Amazon SNS topic.

Type: String
Valid Values: Bounce | Conplaint | Delivery

Required: Yes

SnsTopic
The Amazon Resource Name (ARN) of the Amazon SNS topic. If the parameter is omitted from the
request or a null value is passed, SnsTopi c is cleared and publishing is disabled.

Type: String

Required: No

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).

Examples

Sample Request

POST / HITP/ 1.1
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Date: Sat, 12 May 2012 05:27:54 GMI

Host: enmil.us-east-1. amazonaws. com

Cont ent - Type: application/ x-wweformurl encoded

X- Anen- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7 EXAMPLE,
Si gnat ur e=3+KQ4VHx991T7Kb41HnFcZIxuHz 4/ 6nf 2H5Fx Y+t uLc=,
Al gori t hneHmacSHA256, Si gnedHeader s=Dat e; Host

Cont ent - Lengt h: 203

AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Action=Set | dentityNotificationTopic

&l denti ty=user @xanpl e. com

&SnsTopi c=ar nYBAaws ¥BAsns¥BAus- east - 198A123456789012%3Aexanpl e
&Noti fi cati onType=Bounce

&Ti mest anp=2012- 05- 12TO5%8A27%3A54. 000Z&Ver si on=2010-12- 01

Sample Response

<SetldentityNotificati onTopi cResponse xm ns="http://ses. amazonaws. com doc/ 2010-
12-01/">
<SetldentityNotificationTopi cResult/>
<ResponseMet adat a>
<Request | d>299f 4af 4- b72a- 11el- 901f - 1f bd90e8104f </ Request | d>
</ ResponseMet adat a>
</ SetldentityNotificati onTopi cResponse>
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VerifyDomainDkim

Returns a set of DKIM tokens for a domain. DKIM tokens are character strings that represent your domain's
identity. Using these tokens, you will need to create DNS CNAME records that point to DKIM public keys
hosted by Amazon SES. Amazon Web Services will eventually detect that you have updated your DNS
records; this detection process may take up to 72 hours. Upon successful detection, Amazon SES will
be able to DKIM-sign email originating from that domain.

This action is throttled at one request per second.
To enable or disable Easy DKIM signing for a domain, use the Set | dent i t yDki nEnabl ed action.

For more information about creating DNS records using DKIM tokens, go to the Amazon SES Developer
Guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).

Domain
The name of the domain to be verified for Easy DKIM signing.

Type: String

Required: Yes

Response Elements

The following element is returned.

DkimTokens
A set of character strings that represent the domain's identity. If the identity is an email address, the
tokens represent the domain of that address.

Using these tokens, you will need to create DNS CNAME records that point to DKIM public keys
hosted by Amazon SES. Amazon Web Services will eventually detect that you have updated your
DNS records; this detection process may take up to 72 hours. Upon successful detection, Amazon
SES will be able to DKIM-sign emails originating from that domain.

For more information about creating DNS records using DKIM tokens, go to the Amazon SES
Developer Guide.

Type: String list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).
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Sample Request

POST / HTTP/ 1.1

Date: Fri, 29 Jun 2012 22:43:30 GV

Host: enumil.us-east-1. amazonaws.com

Cont ent - Type: application/ x-ww-formurl encoded

X- Amen- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7 EXAMPLE,
Si gnat ur e=r oxXhd+JhEj eBBo5t SERhr pt RHSWA XHz 6 Ra4BXyHI duk=,
Al gori t hneHmac SHA256, Si gnedHeader s=Dat e; Host

Content - Lengt h: 136

AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE
&Act i on=Veri f yDomai nDki m

&Domai n=exanpl e. com

&Ti mest anp=2012- 06- 29T22%3A43%3A30. 000Z
&Ver si on=2010- 12-01

Sample Response

<Veri f yDomai nDki nResponse xm ns="http://ses. amazonaws. com doc/ 2010- 12-01/" >
<Veri f yDomai nDki nResul t >
<Dki nTokens>
<memnber >vvj ui pp74whnv6ggoni 7gmmwn4dwdqusj i ai ni vf 6sf </ menber >
<menber >3f r qe7j n4obpuxj pwpol z6i pb3k5nvt 2nhj pi k2oy</ menber >
<menber >wr gqpl t en7oodxnad7hsl 4 xg2uavzneazxv5sxi 2</ menber >
</ DKki nTokens>
</ Veri f yDomai nDki mResul t >
<ResponseMet adat a>
<Request | d>9662c15b- c469- 11el- 99d1- 797d6ecd6414</ Request | d>
</ ResponseMet adat a>
</ Veri f yDomai nDki mResponse>
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VerifyDomainldentity

Verifies a domain.

This action is throttled at one request per second.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).

Domain
The domain to be verified.

Type: String

Required: Yes

Response Elements

The following element is returned.

VerificationToken
A TXT record that must be placed in the DNS settings for the domain, in order to complete domain
verification.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).

Examples

Sample Request

POST / HITP/ 1.1

Date: Sat, 12 May 2012 05:24:02 GV

Host: emmil . us-east-1.amazonaws. com

Cont ent - Type: application/ x-wwformurl encoded

X- Amzn- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE,
Si gnat ur e=W +6RCf V+Qgj Lki 2dt | r| ecMK9+Rr sDaTGuWheDAu8=,
Al gori t hneHmacSHA256, Si gnedHeader s=Dat e; Host

Cont ent - Lengt h: 139

AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Act i on=Veri f yDomai nl dentity

&Domai n=domai n. com

&Ti mest anp=2012- 05- 12T05%8A24%8A02. 000Z
&Ver si on=2010- 12-01
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Sample Response

<Veri f yDomai nl denti t yResponse xm ns="http://ses. anazonaws. conf doc/ 2010- 12- 01/ " >

<Veri f yDomai nl denti t yResul t >

<Veri ficati onToken>QTKknzFg2J4ygwa+XvHAxU 1hyHoYOgVf Zdf j | edHZO=</ Veri fi ca
ti onToken>
</ Veri fyDomai nl dentityResul t >
<ResponseMet adat a>
<Request | d>94f 6368e- 9bf 2- 11el- 8ee7-c98a0037a2b6</ Request | d>
</ ResponseMet adat a>
</ Veri f yDomai nl denti t yResponse>
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VerifyEmailAddress

Verifies an email address. This action causes a confirmation email message to be sent to the specified
address.

Important
The VerifyEmailAddress action is deprecated as of the May 15, 2012 release of Domain
Verification. The VerifyEmailldentity action is now preferred.

This action is throttled at one request per second.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).

EmailAddress
The email address to be verified.

Type: String

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).

Examples

Sample Request

POST / HITP/ 1.1

Date: Thu, 18 Aug 2011 22:28:27 GMI

Host: enumil . us-east-1. amazonaws.com

Cont ent - Type: application/ x-wwformurl encoded

X- Anen- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7 EXAMPLE,
Si gnat ur e=09NK68j r aFg5BnaTQ Ghpxj 2x 1dGONCEFHHgsM6o5as=,
Al gori t hneHmacSHA256, Si gnedHeader s=Dat e; Host

Content -Length: 132

AWBAccessKey| d=AKI Al OSFODNN7 EXAMPLE
&Acti on=Veri f yEmai | Addr ess

&Enmi | Addr ess=user %0exanpl e. com

&Ti mest anp=2011- 08- 18T22%8A28%8A27. 000Z
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Sample Response

<Veri f yEmai | Addr essResponse xm ns="http://ses. amzonaws. conf doc/ 2010-12-01/" >
<ResponseMet adat a>
<Request | d>8edd7eb2- c864- 11e0- 9f 8f - 3da8f c215a7e</ Request | d>
</ ResponseMet adat a>
</ Veri f yEmai | Addr essResponse>
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VerifyEmailldentity

Verifies an email address. This action causes a confirmation email message to be sent to the specified
address.

This action is throttled at one request per second.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 56).

EmailAddress
The email address to be verified.

Type: String

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 58).

Examples

Sample Request

POST / HTTP/ 1.1

Date: Sat, 12 May 2012 05:21:58 GMr

Host: enumil.us-east-1. amazonaws. com

Cont ent - Type: application/ x-wweformurl encoded

X- Amen- Aut hori zati on: AWS3 AWSAccessKeyl d=AKI Al OSFODNN7 EXAMPLE,
Si gnat ur e=hQJj 2pxypqJHQU BWLEZCGUi NI YChKQDF 7t | 6UgQRaw=,
Al gori t hmeHMmacSHA256, Si gnedHeader s=Dat e; Host

Content - Lengt h: 151

AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Action=VerifyEmail ldentity

&Emai | Addr ess=user %0donai n. com

&Ti mest anp=2012- 05- 12T05%8A21%8A58. 000Z
&Ver si on=2010- 12-01

Sample Response

<VerifyEmail |l dentityResponse xm ns="http://ses. amazonaws. coni doc/ 2010- 12-01/" >
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<VerifyEmail |l dentityResul t/>
<ResponseMet adat a>
<Request | d>47e0ef 1a- 9bf 2- 11e1- 9279- 0100e8cf 109a</ Request | d>
</ ResponseMet adat a>
</ VerifyEnmail |l dentityResponse>
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Data Types

The Amazon Simple Email Service API contains several data types that various actions use. This section
describes each data type in detalil.

Note
The order of each element in the response is not guaranteed. Applications should not assume
a particular order.

The following data types are supported:

e Body (p. 50)

¢ Content (p. 51)

e Destination (p. 51)

« |dentityDkimAttributes (p. 52)
 |dentityNotificationAttributes (p. 53)
 |dentityVerificationAttributes (p. 53)
¢ Message (p. 54)

« RawMessage (p. 54)

e SendDataPoint (p. 55)

Body

Description

Represents the body of the message. You can specify text, HTML, or both. If you use both, then the
message should display correctly in the widest variety of email clients.

Contents

Html
The content of the message, in HTML format. Use this for email clients that can process HTML. You
can include clickable links, formatted text, and much more in an HTML message.

Type: Content (p. 51)
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Required: No
Text
The content of the message, in text format. Use this for text-based email clients, or clients on
high-latency networks (such as mobile devices).
Type: Content (p. 51)

Required: No

Content

Description

Represents textual data, plus an optional character set specification.

By default, the text must be 7-bit ASCII, due to the constraints of the SMTP protocol. If the text must
contain any other characters, then you must also specify a character set. Examples include UTF-8,
1ISO-8859-1, and Shift_JIS.

Contents

Charset
The character set of the content.

Type: String

Required: No

Data
The textual data of the content.

Type: String

Required: Yes

Destination

Description

Represents the destination of the message, consisting of To:, CC:, and BCC: fields.

By default, the string must be 7-bit ASCII. If the text must contain any other characters, then you must
use MIME encoded-word syntax (RFC 2047) instead of a literal string. MIME encoded-word syntax uses
the following form: =?char set ?encodi ng?encoded- t ext ?=. For more information, see RFC 2047.

Contents

BccAddresses
The BCC: field(s) of the message.

Type: String list

Required: No
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CcAddresses
The CC.: field(s) of the message.

Type: String list

Required: No

ToAddresses
The To: field(s) of the message.

Type: String list

Required: No

ldentityDkimAttributes

Description

Represents the DKIM attributes of a verified email address or a domain.

Contents

DkimEnabled
True if DKIM signing is enabled for email sent from the identity; false otherwise.

Type: Boolean

Required: Yes

DkimTokens
A set of character strings that represent the domain's identity. Using these tokens, you will need to
create DNS CNAME records that point to DKIM public keys hosted by Amazon SES. Amazon Web
Services will eventually detect that you have updated your DNS records; this detection process may
take up to 72 hours. Upon successful detection, Amazon SES will be able to DKIM-sign email
originating from that domain. (This only applies to domain identities, not email address identities.)

For more information about creating DNS records using DKIM tokens, go to the Amazon SES
Developer Guide.

Type: String list

Required: No

DkimVerificationStatus
Describes whether Amazon SES has successfully verified the DKIM DNS records (tokens) published
in the domain name's DNS. (This only applies to domain identities, not email address identities.)

Type: String
Valid Values: Pendi ng | Success | Failed | TenporaryFailure | NotStarted

Required: Yes

APl Version 2010-12-01
52


http://docs.aws.amazon.com/ses/latest/DeveloperGuide/easy-dkim-dns-records.html
http://docs.aws.amazon.com/ses/latest/DeveloperGuide/easy-dkim-dns-records.html

Amazon Simple Email Service APl Reference
IdentityNotificationAttributes

IdentityNotificationAttributes

Description

Represents the notification attributes of an identity, including whether an identity has Amazon Simple
Notification Service (Amazon SNS) topics set for bounce, complaint, and/or delivery notifications, and
whether feedback forwarding is enabled for bounce and complaint notifications.

Contents

BounceTopic
The Amazon Resource Name (ARN) of the Amazon SNS topic where Amazon SES will publish
bounce notifications.

Type: String

Required: Yes
ComplaintTopic
The Amazon Resource Name (ARN) of the Amazon SNS topic where Amazon SES will publish
complaint naotifications.
Type: String

Required: Yes
DeliveryTopic
The Amazon Resource Name (ARN) of the Amazon SNS topic where Amazon SES will publish
delivery notifications.
Type: String

Required: Yes

ForwardingEnabled
Describes whether Amazon SES will forward bounce and complaint notifications as email. t r ue
indicates that Amazon SES will forward bounce and complaint notifications as email, while f al se
indicates that bounce and complaint notifications will be published only to the specified bounce and
complaint Amazon SNS topics.

Type: Boolean

Required: Yes

IdentityVerificationAttributes

Description

Represents the verification attributes of a single identity.

Contents

VerificationStatus
The verification status of the identity: "Pending”, "Success", "Failed", or "TemporaryFailure".
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Type: String
Valid Values: Pendi ng | Success | Failed | TenporaryFailure | NotStarted

Required: Yes

VerificationToken
The verification token for a domain identity. Null for email address identities.

Type: String

Required: No

Message

Description

Represents the message to be sent, composed of a subject and a body.

Contents

Body
The message body.

Type: Body (p. 50)

Required: Yes

Subject
The subject of the message: A short summary of the content, which will appear in the recipient's
inbox.

Type: Content (p. 51)

Required: Yes

RawMessage

Description

Represents the raw data of the message.

Contents

Data
The raw data of the message. The client must ensure that the message format complies with Internet
email standards regarding email header fields, MIME types, MIME encoding, and base64 encoding
(if necessary).

The To:, CC:, and BCC: headers in the raw message can contain a group list.

If you are using SendRawEnai | with sending authorization, you can include X-headers in the raw
message to specify the "Source," "From," and "Return-Path" addresses. For more information, see
the documentation for SendRawEmai | .

APl Version 2010-12-01
54



Amazon Simple Email Service APl Reference
SendDataPoint

Important
Do notinclude these X-headers in the DKIM signature, because they are removed by Amazon
SES before sending the email.

For more information, go to the Amazon SES Developer Guide.
Type: Blob

Required: Yes

SendDataPoint

Description

Represents sending statistics data. Each SendDat aPoi nt contains statistics for a 15-minute period of
sending activity.

Contents

Bounces
Number of emails that have bounced.

Type: Long

Required: No

Complaints
Number of unwanted emails that were rejected by recipients.

Type: Long

Required: No

DeliveryAttempts
Number of emails that have been enqueued for sending.

Type: Long

Required: No

Rejects
Number of emails rejected by Amazon SES.

Type: Long

Required: No

Timestamp
Time of the data point.

Type: DateTime

Required: No
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Common Parameters

This section lists the request parameters that all actions use. Any action-specific parameters are listed
in the topic for the action.

Action
The action to be performed.

Default: None
Type: string

Required: Yes
AuthParams
The parameters that are required to authenticate a Conditional request. Contains:
e AWSAccessKeylD
¢ SignatureVersion
¢ Timestamp
¢ Signature

Default: None

Required: Conditional
AWSAccessKeyld
The access key ID that corresponds to the secret access key that you used to sign the request.

Default: None
Type: string

Required: Yes

Expires
The date and time when the request signature expires, expressed in the format
YYYY-MM-DDThh:mm:ssZ, as specified in the ISO 8601 standard.
Condition: Requests must include either Timestamp or Expires, but not both.
Default: None

Type: string
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Required: Conditional

SecurityToken
The temporary security token that was obtained through a call to AWS Security Token Service. For
a list of services that support AWS Security Token Service, go to Using Temporary Security Credentials
to Access AWS in Using Temporary Security Credentials.

Default: None
Type: string

Required: No
Signature

The digital signature that you created for the request. For information about generating a signature,
go to the service's developer documentation.

Default: None
Type: string

Required: Yes

SignatureMethod
The hash algorithm that you used to create the request signature.

Default: None
Type: string
Valid Values: HracSHA256 | HmacSHAL

Required: Yes

SignatureVersion

The signature version you use to sign the request. Set this to the value that is recommended for your
service.

Default: None
Type: string

Required: Yes

Timestamp

The date and time when the request was signed, expressed in the format YYYY-MM-DDThh:mm:ssZ,
as specified in the ISO 8601 standard.

Condition: Requests must include either Timestamp or Expires, but not both.
Default: None
Type: string

Required: Conditional

Version
The API version that the request is written for, expressed in the format YYYY-MM-DD.

Default: None
Type: string

Required: Yes
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Common Errors

This section lists the common errors that all actions return. Any action-specific errors are listed in the
topic for the action.

IncompleteSignature
The request signature does not conform to AWS standards.

HTTP Status Code: 400

InternalFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

InvalidAction
The action or operation requested is invalid. Verify that the action is typed correctly.

HTTP Status Code: 400

InvalidClientTokenld
The X.509 certificate or AWS access key ID provided does not exist in our records.

HTTP Status Code: 403

InvalidParameterCombination
Parameters that must not be used together were used together.

HTTP Status Code: 400

InvalidParameterValue
An invalid or out-of-range value was supplied for the input parameter.

HTTP Status Code: 400

InvalidQueryParameter
The AWS query string is malformed or does not adhere to AWS standards.

HTTP Status Code: 400
MalformedQueryString
The query string contains a syntax error.

HTTP Status Code: 404
MissingAction
The request is missing an action or a required parameter.
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HTTP Status Code: 400

MissingAuthenticationToken
The request must contain either a valid (registered) AWS access key ID or X.509 certificate.

HTTP Status Code: 403

MissingParameter
A required parameter for the specified action is not supplied.

HTTP Status Code: 400

OptinRequired
The AWS access key ID needs a subscription for the service.

HTTP Status Code: 403

RequestExpired
The request reached the service more than 15 minutes after the date stamp on the request or more
than 15 minutes after the request expiration date (such as for pre-signed URLS), or the date stamp
on the request is more than 15 minutes in the future.

HTTP Status Code: 400

ServiceUnavailable
The request has failed due to a temporary failure of the server.

HTTP Status Code: 503
Throttling
The request was denied due to request throttling.
HTTP Status Code: 400
ValidationError
The input fails to satisfy the constraints specified by an AWS service.

HTTP Status Code: 400
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