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What Is AWS Lambda?

AWS Lambda makes it easy for you to build applications that respond quickly to new information. You
upload your application code as "Lambda" functions and AWS Lambda runs your code on high-availability
compute infrastructure and performs all the administration of the compute resources, including server
and operating system maintenance, capacity provisioning and automatic scaling, code and security patch
deployment, and code monitoring and logging. All you need to do is supply your code in one of the
languages that AWS Lambda supports (currently Node.js or Java).

AWS Lambda can execute your Lambda functions in response to one of the following:

¢ Events, such as discrete updates (for example, object-created events in Amazon S3 or CloudWatch
alerts), or streaming updates (for example, website clickstreams or outputs from connected devices).

¢ JSON inputs or HTTPS commands from your custom applications.

AWS Lambda executes your code only when needed and scales automatically, from a few requests per
day to thousands per second. With these capabilities, you can use Lambda to easily build triggers for
AWS services like Amazon S3 and Amazon DynamoDB, process streaming data stored in Amazon
Kinesis, or create your own back-end that operates at AWS scale, performance, and security.

When should | use AWS Lambda?

Amazon Web Services lets you choose from a range of compute services to meet your needs.

* The Amazon Elastic Compute Cloud (Amazon EC2) web service offers flexibility and a wide range of
EC2 instance types to choose from. It gives you the option to customize operating systems, network
and security settings, and the entire software stack, but you are responsible for provisioning capacity,
monitoring fleet health and performance, and using Availability Zones for fault tolerance.

« Elastic Beanstalk offers an easy-to-use service for deploying and scaling applications onto Amazon
EC2 in which you retain ownership and full control over the underlying EC2 instances.

AWS Lambda is a great alternative to using these other AWS compute services if you can write your
application code in languages supported by AWS Lambda, and run within the standard runtime environment
and resources provided by the service.

The higher-level abstraction that AWS Lambda offers is the convenience of your being responsible only
for your code. AWS Lambda manages the compute fleet that offers a balance of memory, CPU, network
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and other resources. This is in exchange for flexibility, which means you cannot log in to compute instances,
customize the operating system or language runtime. These constraints enable AWS Lambda to perform
operational and administrative activities on your behalf, including provisioning capacity, monitoring fleet
health, applying security patches, deploying your code, running a web service front end, and monitoring
and logging your functions.

Are you a first-time user of AWS Lambda?

If you are a first-time user of AWS Lambda, we recommend you read the following sections in order:

1. For a product overview and pricing information, go to the AWS Lambda product detail page.
2. Read AWS Lambda: How it Works (p. 3).

3. Depending on the language (Java or Node.js) you want to author your Lambda function in, follow one
of the getting started exercises:

¢ Getting Started: Authoring AWS Lambda Code in Node.js (p. 15)
¢ Getting Started: Authoring AWS Lambda Code in Java (p. 88)
4. To further explore authoring AWS Lambda functions, see the following topics:
¢ Authoring Lambda Functions in Node.js (p. 15)
¢ Authoring Lambda Functions in Java (p. 88)

Refer to the following topics to learn more about the service:

¢ Troubleshooting and Monitoring AWS Lambda Functions with Amazon CloudWatch (p. 135)
¢ Best Practices for Working with AWS Lambda Functions (p. 145)
¢ AWS Lambda Limits (p. 146)
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AWS Lambda: How it Works

The following sections provide an overview of various AWS Lambda service components and how they
interact.

Note

After you read the introduction, try the Getting Started exercises and the walkthroughs for Node.js
and Java.

Topics
e Core Components: Lambda Function and Event Source (p. 3)
¢ The Pull/Push Event Models (p. 5)
¢ Permission Model (p. 8)
¢ Resource Model (p. 10)
e Supported Versions (p. 11)

Core Components: Lambda Function and Event
Source

A Lambda function and an event source are the core components when you work with AWS Lambda.
Event sources publish events, and a Lambda function is the custom code that you write to process the
events. You can also invoke your Lambda function over HTTPS.

Then, AWS Lambda executes your Lambda function on your behalf.

Lambda Function

After you upload your custom code to AWS Lambda, we refer to it as a Lambda function. A Lambda
function consists of your code, associated dependencies, and configuration. Configuration includes
information such as the handl er that will receive the event, the IAM role AWS Lambda can assume to
execute the Lambda function on your behalf, the compute resource you want allocated and execution
timeout.

Currently, you can author your Lambda function code in Java or Node.js.
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Event Source

Event sources publish events that cause the Lambda function to be invoked (either by the event source
in the "push” model, or by AWS Lambda in the "pull* model, discussed in the next section). Event sources
can be:

¢ AWS services such as Amazon S3.
* Amazon services such as Amazon Echo.
« User-defined applications such as your Android application.

All of these invoke Lambda functions using the Lambda i nvoke API.

AWS services—Currently, AWS Lambda supports events from Amazon S3, Amazon DynamoDB, Amazon
Kinesis, Amazon SNS, and Amazon Cognito.

You can also use Lambda functions with other AWS services that publish data to one of these listed event
sources. For example:

¢ You can trigger Lambda functions in response to CloudTrail updates because it records all API access
events to an S3 bucket.

* You can trigger Lambda functions in response to Amazon CloudWatch alarms because it publishes
alarm events to an Amazon SNS topic.

Each of these event sources have a pre-defined event data structure and you can write a Lambda function
to process the event data that it receives. For example, Amazon S3 can publish object-created events,
Amazon DynamoDB can publish table updates to a stream associated with the table, and AWS CloudTrail
can record all API calls made in your account.

Other Amazon Services—Currently, you can use Lambda functions to build services that give new
“skills” to Alexa, the Voice assistant on Amazon Echo. The Alexa Skills Kit provides the APIs, tools, and
documentation to create these new skills, powered by your own services running as Lambda functions.
Amazon Echo users can access these new skills by asking Alexa questions or making requests. For more
information, go to Getting Started with Alexa Skills Kit.

Build your own event source—In addition to AWS services generating events, user applications can
also generate events. User applications such as client, mobile, or web applications can publish events
and invoke Lambda functions using the AWS SDKs or AWS Mobile SDKs.

Invoking Lambda Functions Over HTTPS

In addition to invoking Lambda functions using event sources or through custom clients that are built
using the AWS SDKs, you can also invoke your Lambda function over HTTPS. You can do this by defining
a custom REST API and endpoint using Amazon API Gateway. You map individual API methods, such
as GET and PUT, to specific Lambda functions. When you send an HTTPS request to the API endpoint,
the Amazon API Gateway service invokes the corresponding Lambda function.

For more information, see http://aws.amazon.com/api-gateway/.

Invocation Types

AWS Lambda supports the following two invocation types:

e Event invocation type:



https://developer.amazon.com/appsandservices/solutions/alexa/alexa-skills-kit/getting-started-guide
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This invocation type causes AWS Lambda to execute the Lambda function asynchronously. The event
sources Amazon S3, Amazon SNS, Amazon Kinesis, or Amazon Cognito use this invocation type. Your
custom applications can also invoke your Lambda function using this invocation type.

Because of the asynchronous nature of execution, your Lambda function need not send any response.
¢ Request Response invocation type:

This invocation type causes AWS Lambda to execute the function synchronously and returns the
response immediately to the calling application. This invocation type is available only for custom
applications.

For more information, see Invoke (p. 178).

Note
When you invoke a Lambda function via the AWS console or over HTTPS using Amazon API
Gateway, Lambda always uses the Request Response invocation type.

Related Topics

AWS Lambda: How it Works (p. 3)

The Pull/Push Event Models

How a Lambda function is invoked depends on the event source that you use with it. There are two
models:

e The pull event model
¢ The push event model

Note
This section applies when using a Lambda function with event sources and does not apply when
you are invoking over HTTPS using Amazon API Gateway.

The Pull Event Model

In the pull event model, AWS Lambda polls the event source and invokes your Lambda function when it
detects an event. This model applies when AWS Lambda is used with streaming event sources such as
Amazon Kinesis and DynamoDB Streams. For example, AWS Lambda polls your Amazon Kinesis stream,
or Amazon DynamoDB Stream, and invokes your Lambda function when it detects new records on the
stream.

In this model, AWS Lambda manages the event source mapping. That is, it provides an API for you to
create event source mappings that associate your Lambda function with a specific event source. For
more information, see CreateEventSourceMapping (p. 156). You will need to grant AWS Lambda necessary
permissions to access the event source via an IAM role. The permission model is discussed in the next
section.

For example, the following diagram shows AWS Lambda polling an Amazon Kinesis stream and invoking
the Lambda function when it detects new events.
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The Push Event Model

In push event model, an event source directly invokes a Lambda function when it publishes an event.
The push model applies to Amazon S3, Amazon SNS, Amazon Cognito, Amazon Echo and user
applications, where each individual event triggers the Lambda function. You will need to grant the event
source necessary permissions to invoke the Lambda function via the access policy associated with the
function. For more information about the permission model, see Permission Model (p. 8).

AWS Lambda does not explicitly manage event sources in this model. That is, you do not use the AWS
Lambda APIs to map your Lambda function to its event source. Instead, you use APIs from the event
source to configure this mapping. For example, if Amazon S3 is your event source, you would specify
event source mapping as part of bucket notification configuration.

Note
For your convenience, the AWS Lambda console shows all event sources (pull and push) for a
given function.

The event source can decide the invocation type it wants to use. For more information, see Invoke (p. 178).
Amazon S3, Amazon SNS, Amazon Cognito, and Amazon Echo invoke the Lambda function using the
"event" invocation type in the invoke API call. User applications can invoke the Lambda functions by using
the "Event " invocation type or the "Request Response" invocation type.

The following are examples of the push event model:

¢ The following diagram shows Amazon S3 invoking a Lambda function upon detecting an object-created
event in a bucket. The Lambda function owner must grant Amazon S3 permission to invoke the function
by adding a permission in the access policy associated with the Lambda function. Access policies are
discussed in Permission Model (p. 8).
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AWS Account
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¢ The following diagram shows a custom application in your account invoking your Lambda function.

AWS Account

))))

Custom App

« Inthe following diagram, the user application and Lambda function are owned by different AWS accounts.
In this case, the Lambda function owner must add a permission in the access policy associated with
the Lambda function to grant cross-account access. Cross accounts are discussed in Permission

Model (p. 8).
AWS Account A AWS Account B
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Related Topics

AWS Lambda: How it Works (p. 3)

Permission Model

There are two types of permissions related to Lambda functions:

« Execution permissions—The permissions that your Lambda function needs to access other AWS
resources in your account. You grant these permissions by creating an IAM role, known as an execution
role.

¢ Invocation permissions—The permissions that the event source needs to communicate with your
Lambda function. Depending on the invocation model (push or pull model), you can grant these
permissions using either the execution role or resource policies (the access policy associated with your
Lambda function).

Execution Permissions

When your Lambda function executes, it can access other AWS resources in your account. For example:

* Read objects from an S3 bucket and write objects to an S3 bucket
¢ Write logs to CloudWatch Logs.
¢ Write items to an Amazon DynamoDB table.

You must grant necessary permissions for the Lambda function to access these resources.

You grant these permissions via an IAM role, called execution role. You create the IAM role granting
AWS Lambda permission to assume the role and attach an access policy to the role granting all the
needed permissions.

First you create an execution role, and then you specify the role at the time you create your Lambda
function so that AWS Lambda knows the role it can assume to execute your Lambda function on your
behalf.

Each IAM role has two policies attached:

¢ Access policy—Grants your Lambda function the resource permissions it needs.

For example, if your Lambda function writes logs for your function to Amazon CloudWatch Logs, you
grant permissions for the CloudWatch Logs actions to create a log group, log stream, and write to the
log stream as shown:

"Statement": [
{
"Action": |
"l ogs: Cr eat eLogG oup",
"| ogs: Creat eLogSt reant',
"| ogs: Put LogEvent s"
1,
"Effect": "Allow',
"Resource": "arn:aws:logs:*:*:*"
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If your function uploads an object to an S3 bucket, you grant permission for relevant Amazon S3 actions
in this policy. For a list of actions, see Specifying Permissions in a Policy in the Amazon Simple Storage

Service Developer Guide.

¢ Trust policy—Ildentifies who can assume the role. In this case, it is the AWS Lambda service principal

as shown:
Important

The user who is creating the IAM role is passing permission to AWS Lambda to assume this
role. This requires the user to have permission for the i am PassRol e action to be able to
grant this permission. If an administrator user is creating this role, the user has full permissions

including the i am PassRol e.

{
"Version": "2012-10-17",

"Statenment": [
{
"Sidt: ",
"Effect": "Al ow',
"Principal": {
"Service": "l|lanbda. amazonaws. cont

H

"Action": "sts:AssuneRol e"

For more information about IAM roles, go to Roles (Delegation and Federation) in IAM User Guide.

Invocation Permissions

The entity invoking your Lambda function must have permission to do so.

¢ In the pull model, AWS Lambda invokes your Lambda function but it needs to read your event sources
(such as a Kinesis stream or a DynamoDB stream). Therefore you will need to grant AWS Lambda
permission to read from the stream. You do this by updating the execution role associated with your

Lambda function.

¢ In the push model, the event source (such as Amazon S3 or a user-defined application) invokes your
Lambda function by publishing events. You grant these event sources permission to invoke your Lambda
function by updating the access policy associated with your Lambda function. AWS Lambda provides
the AddPer m ssi on API for this purpose. For more information, see AddPermission (p. 153).

Note

If the user-defined application and the Lambda function it invokes belong to the same AWS

account, you don't need to grant explicit permissions.

The following are two example policies:



http://docs.aws.amazon.com/AmazonS3/latest/dev/using-with-s3-actions.html
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¢ Grant Amazon S3 permission to invoke your Lambda function—The following example policy grants
Amazon S3 Pri nci pal permission for the | anbda: | nvokeFunct i on action provided that the event
source is exanpl ebucket bucket and the bucket is owned by a specific AWS account.

{
"Statement”: {
"Statenment!ld":"I1d-1",
"Action":"l anbda: | nvokeFuncti on",
"Principal ":"s3. amazonaws. cont',
"SourceArn": "arn:aws: s3::: exanpl ebucket ",
" Sour ceAccount ": "account -i d"
}
}

¢ Grant Amazon API Gateway permission to invoke your Lambda function—The following example policy
grants Amazon API Gateway Pr i nci pal permission for the | anbda: | nvokeFunct i on action provided
that the request is coming from your Amazon API Gateway API resource action.

"Statement”: {
"Statenment!ld":"1d-1",

"Action":"l anbda: | nvokeFuncti on",
"Principal ":"api gat eway. amazonaws. cont',
"SourceArn":" arn:aws: execute-api:aws-region:ac

count i d:api _id/stage/ net hod/ api _specific_resource_path",
" Sour ceAccount ": "account-i d"

}

¢ Grant cross-account permission to a user application created by some other AWS account—To grant
cross-account permission to another AWS account, you specify Pri nci pal as shown:

"Principal": "account-id"

For more information, see Principal in IAM User Guide.

Related Topics

AWS Lambda: How it Works (p. 3)

Resource Model

In the AWS Lambda resource model, you choose the amount of memory you want allocated for your
function. AWS Lambda then allocates CPU power proportional to the memory by using the same ratio
as a general purpose Amazon EC2 instance type, such as an M3 type. For example, if you allocate 256
MB to your Lambda function, it will receive twice the CPU share than if you had allocated 128 MB. You
can request additional memory in 64 MB increments up to 1536 MB. For a full list of AWS Lambda limits,
see AWS Lambda Limits (p. 146).

10
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Next Step

Set Up an AWS Account and Create an Administrator User (p. 12)

Supported Versions

The AWS Lambda runtime supports the following versions:

Iltem Version

Public Amazon Linux AMI ver- | AMI Id: ami-e7527ed7 in the US West (Oregon) region.

son For information about using an AMI, see Amazon Machine Images
(AMI) in the Amazon EC2 User Guide for Linux Instances.

Linux kernel version 3.14.44-32.39.amzn1.x86_64

Node.js v0.10.36

ImageMagick Installed with default settings. For versioning information, go to im-

agemagick nodejs wrapper and ImageMagick native binary (search
for "ImageMagick").

AWS SDK for JavaScript version | AWS SDK for JavaScript version 2.1.35

Next Step

Set Up an AWS Account and Create an Administrator User (p. 12)

11
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Set Up an AWS Account and Create
an Administrator User

Before you use AWS Lambda for the first time, complete the following tasks:

1. Sign up for AWS (p. 12)
2. Create an IAM User (p. 12)

Sign up for AWS

When you sign up for Amazon Web Services (AWS), your AWS account is automatically signed up for
all services in AWS, including AWS Lambda. You are charged only for the services that you use.

With AWS Lambda, you pay only for the resources you use. For more information about Amazon Lambda
usage rates, see the AWS Lambda product page. If you are a new AWS customer, you can get started
with AWS Lambda for free; for more information, see AWS Free Usage Tier.

If you have an AWS account already, skip to the next task. If you don't have an AWS account, use the
following procedure to create one.

To create an AWS account

1. Open http://aws.amazon.com/, and then click Sign Up.
2. Follow the on-screen instructions.

Part of the sign-up procedure involves receiving a phone call and entering a PIN using the phone
keypad.

Note your AWS account ID, because you'll need it for the next task.

Create an IAM User

Services in AWS, such as AWS Lambda, require that you provide credentials when you access them, so
that the service can determine whether you have permission to access its resources. The console requires

12
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your password. You can create access keys for your AWS account to access the command line interface
or API. However, we don't recommend that you access AWS using the credentials for your AWS account;
we recommend that you use AWS Identity and Access Management (IAM) instead. Create an IAM user,
and then add the user to an IAM group with administrative permissions or and grant this user administrative
permissions. You can then access AWS using a special URL and the credentials for the IAM user.

If you signed up for AWS but have not created an IAM user for yourself, you can create one using the
IAM console.

The getting started and walkthrough exercises in this guide assume you have a user ("adminuser") with
administrator privileges. So when you follow the procedure, create a user with name "adminuser".

To create the Administrators group

1. Signinto the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, click Groups, and then click Create New Group.
3. Inthe Group Name box, type Adni ni strat or s, and then click Next Step.

4. Inthe list of policies, select the check box next to the AdministratorAccess policy. You can use the
Filter menu and the Search box to filter the list of policies.

5. Click Next Step, and then click Create Group.

Your new group is listed under Group Name.

To create an IAM user for yourself, add the user to the Administrators group, and create
a password for the user

1. Inthe navigation pane, click Users, and then click Create New Users.

2. Inbox 1, type a user name. Clear the check box next to Generate an access key for each user.
Then click Create.

3. Inthe list of users, click the name (not the check box) of the user you just created. You can use the
Search box to search for the user name.

In the Groups section, click Add User to Groups.
Select the check box next to the Administrators group. Then click Add to Groups.
Scroll down to the Security Credentials section. Under Sign-In Credentials, click Manage Password.

Select Assign a custom password. Then type a password in the Password and Confirm Password
boxes. When you are finished, click Apply.

N o oA

To sign in as this new IAM user, do the following:

1. Sign out of the AWS Management Console.
2. Use the following URL

https://aws_account _nunber. si gni n. aws. amazon. coni consol e/

The aws_account _nunber is your AWS account ID without hyphen. For example, if your AWS account
ID is 1234- 5678- 9012, your AWS account number is 123456789012.

For information about finding your account number, go to Your AWS Account ID and lts Alias in the
IAM User Guide.

3. Enter the IAM user name and password that you just created. When you're signed in, the navigation
bar displays "your_user_name @ your_aws_account_id".
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If you don't want the URL for your sign-in page to contain your AWS account ID, you can create an account
alias.

To create or remove an account alias

1.

Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

On the navigation pane, select Dashboard.

Find the IAM users sign-in link.

To create the alias, click Customize, enter the name you want to use for your alias, and then click
Yes, Create.

To remove the alias, click Customize, and then click Yes, Delete. The sign-in URL reverts to using
your AWS account ID.

To sign in after you create an account alias, use the following URL:

https://your _account _al i as. si gni n. aws. amazon. coni consol e/

To verify the sign-in link for IAM users for your account, open the IAM console and check under IAM
users sign-in link: on the dashboard.

For more information about IAM, see the following:

¢ |dentity and Access Management (IAM)
¢ |AM Getting Started Guide
¢ |AM User Guide

Next Step

Getting Started: Authoring AWS Lambda Code in Node.js (p. 15)

14


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
http://aws.amazon.com/iam
http://docs.aws.amazon.com/IAM/latest/GettingStartedGuide/
http://docs.aws.amazon.com/IAM/latest/UserGuide/

AWS Lambda Developer Guide
Getting Started (Node.js)

Authoring Lambda Functions in
Node.|s

This section explains how to author your Lambda functions in Node.js. We recommend you first review
the AWS Lambda: How it Works (p. 3) section and make sure you are familiar with core AWS Lambda
concepts such as function, event source, event source mapping, Lambda permission model, and resource
model. You can then review the topics in this section for information specific to creating Lambda functions
in Node.js.

Topics
¢ Getting Started: Authoring AWS Lambda Code in Node.js (p. 15)
¢ Creating Deployment Package (Node.js) (p. 31)
¢ Programming Model (Node.js) (p. 32)
¢ AWS Lambda Walkthroughs (Node.js) (p. 35)

Getting Started: Authoring AWS Lambda Code
In Node.|s

The Getting Started section provide exercises using the AWS Lambda console. Before you explore the
Getting Started exercises, we recommend you read introductory information including the core components
of AWS Lambda, the programming model, and the permissions model. For more information, see AWS
Lambda: How it Works (p. 3). Then, you can review the following three Getting Started exercises.

Getting Started 1: Invoking Lambda Functions from User Applications Using the AWS Lambda Console
(Node.js) (p. 16)

Getting Started 2: Handling Amazon S3 Events Using the AWS Lambda Console (Node.js) (p. 19)
Getting Started 3: Handling Amazon Kinesis Events Using the AWS Lambda Console (Node.js) (p. 23)

The AWS Lambda console provides a set of blueprints that you can use to easily create Lambda functions
and test them. The getting started exercises use these blueprints.
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Note that the console does many things for you as you create and configure Lambda functions. To help
you understand the AWS Lambda API, the documentation also provides AWS CLI-based walkthroughs.
For more information, see AWS Lambda Walkthroughs (Node.js) (p. 35).

Preparing for the Getting Started

First, you need to sign up for an AWS account and create an administrator user in your account. For
instructions, see Set Up an AWS Account and Create an Administrator User (p. 12).

Important

AWS Identity and Access Management recommends that you do not use the root credentials of
your AWS account to make requests. Instead, create an IAM user (called adminuser), grant that
user full access, and then use that user's credentials to interact with AWS. We refer to this user
as an administrator user. For more information, go to Root Account Credentials vs. IAM User
Credentials in the AWS General Reference and IAM Best Practices in Using IAM.

Getting Started 1: Invoking Lambda Functions
from User Applications Using the AWS Lambda
Console (Node.js)

Topics
¢ Step 1: Create a Lambda Function (p. 17)
e Step 2: Invoke the Lambda Function Manually (p. 19)
¢ Next Step (p. 19)

One of the use cases for using AWS Lambda is to process events generated by a user application. For
demonstration purposes, you don't need to write a user application that will invoke your Lambda function.
Instead, in this Getting Started exercise, you will use sample event data and invoke your Lambda function
manually.

Note

This is an example of the AWS Lambda request-response model in which a user application
invokes a Lambda function and receives a response in real time. For more information, see AWS
Lambda: How it Works (p. 3).

You will do this exercise using the AWS Lambda console. You will use the console provided "hello-world"
blueprint and event data.

« The "hello-world" blueprint assumes application generating event data of this form:

{
"keyl": "val uel",
"key2": "val ue2",
"key3": "val ue3"
}

¢ Accordingly, the blueprint provides the following Node.js example code to process these events. You
will use this sample code to create your Lambda function.

consol e. | og(' Loadi ng function');

exports. handl er = function(event, context) {
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}s

consol e. |l og(' val uel =
consol e.l og('value2 =", event.key2);

consol e.l og(' value3 =", event. key3);

cont ext. succeed(event. keyl); // Echo back the first key val ue
/] context.fail (' Something went wrong');

', event.keyl);

In the code, the handl er receives the event as the first parameter. and processes the event, for
illustration it simply writes the incoming event data to CloudWatch logs, each consol e. | og()
statements generate log events in CloudWatch.

Step 1. Create a Lambda Function

Follow the steps to create a Lambda function.

1.
2.

3.
4.

Sign in to the AWS Management Console and open the AWS Lambda console.
Choose Get Started Now.

AWS Lambda

AWS Lambda is a compute service that runs developers' code in response
to events and automatically manages the compute resources for them,
making it easy to build applications that respond quickly to new
information.

Note

The console shows the Get Started Now page only if you do not have any Lambda functions
created. If you have created functions already, you will see the Lambda > Functions page.
On the list page, choose Create a Lambda function to go to the Lambda > New function

page.

On the Step 1: Select blueprint page, select the "Hello-world" blueprint.
On the Step 2: Configure function page, do the following:

In the Configure function section, enter the function name Hel | oWor | d in the Name box.
In the Lambda Function Code section, do the following:

» Provide code for the Lambda function that you are creating.

» Specify the IAM execution role that AWS Lambda can assume when it executes the function
on your behalf. For more information, see Execution Permissions (p. 8). The example Lambda
function only writes logs to Amazon CloudWatch. In this case, use the Basic execution role
template that grants permissions for CloudWatch actions.

i. Select Node.js from the Runtime list.

ii. Choose Edit code inline. Review the code. You will upload this code as your Lambda
function.

iii. Note the value in the Handler box matches the export s. handl er in the code.

17




AWS Lambda Developer Guide
Getting Started 1: Invoking Lambda Functions from User
Applications (Node.js)

When you create a Lambda function you must specify the handl er in your code that will
receive the events and process them. In the console you specify the handler in the Handl er
box. For more information, see Programming Model (Node.js) (p. 32).

From the Role list, choose Basic Execution Role in the Create New Role section (you
might need to enable pop-ups to see the role selector list).

When you create a Lambda function, you must specify an IAM role that AWS Lambda can
assume to execute your Lambda function on your behalf. The role must have permissions
for the AWS action that your Lambda function will need. The Lambda function in this example
only writes logs to CloudWatch Logs. So the following predefined access policy associated
with the basic execution role is sufficient for the Lambda function you are creating.

{
"Version": "2012-10-17",
"Statenent": [
{
"Effect": "Allow',
"Action": [
"l ogs: *"
1,
"Resource": "arn:aws:|ogs:*:*:*"
}
]
}

On the AWS Lambda requires access to your resource page, do the following:

A. Choose Create a new IAM Role from the IAM Role list.

B. For Role Name, enter a role name. For example, type | anbda_basi c_executi on
for the execution role that you need to create for the first Getting Started exercise.

Choose View Policy Document to review the access policy.
D. Choose Allow.

o

The browser tab will close, and the new role name appears on the Lambda: New
Function page.

In the Advanced settings section, leave the default Lambda function configuration values. The
memory and timeout values are sufficient for the Lambda function you are creating.

Choose Create Function to create a Lambda function.

The console saves the code into a file and then zips the file, which is the deployment package.
The console then uploads the deployment packages to AWS Lambda creating your Lambda
function. The console shows the HelloWorld Lambda function, you can now perform various
action including test the function:
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Lambda > Functions > HelloWorld

o b viesw your function's code, configuration, event saurces, and monioning metrics. You can also manually' test your fundction with

ent sources. Please remember that this will actually execute the code, so comment out any actions you don't want fo take

Congratulations! Your Lambda function "HelloWorkd” has been successfully created

Tast with Actions =

Code Configuration Event sounces Endpoints Monitoring

Code entry type ® Edit cooe infine Iplead a ZIP file Upkiad a ZIF from 53

1 konsole.log('Loading Function’);

Step 2: Invoke the Lambda Function Manually

Follow the steps to invoke your Lambda function using console-provided sample event data.

1. Inthe > Functions > HelloWorld page, click Test with to select sample event data that you want
to pass to the Lambda function.

2. Inthe Input sample event page, select the "Hello World" from the Sample event list and click
Submit.

You can change key and values in the sample JSON but don't change the event structure.

3. AWS Lambda executes your function on your behalf (by assuming the execution role you had specified
at the time of creating the function). The handler in your Lambda function receives the sample event
and processes it.

4. View results in the console. Note the following:

e The Execution result section shows the object passed to the cont ext . succeed() method in
your code.
* The Summary section shows the REPORT line in the execution log.
e The Execution log section shows the log AWS Lambda generates for each execution.
Note that the Click here link shows logs in the CloudWatch console. The function then adds logs to
Amazon CloudWatch, to the log group that corresponds to the Lambda function.
Next Step

Getting Started 2: Handling Amazon S3 Events Using the AWS Lambda Console (Node.js) (p. 19)

Getting Started 2: Handling Amazon S3 Events
Using the AWS Lambda Console (Node.|s)

In this Getting Started exercise, you create a Lambda function to consume events published by Amazon

S3.
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Amazon S3 notification feature enables you to configure notification on a bucket and request Amazon
S3 to publish object-created events to AWS Lambda by invoking your Lambda function. AWS Lambda
executes the function by passing the event data to the handl er in your Lambda function. The handler
then processes the event. For illustration, in this example the handler logs some of the event information
to Amazon CloudWatch.

Note

This is an example of the "push" model where Amazon S3 invokes the Lambda function and
then AWS Lambda executes it. For more information about the "push” model, see AWS Lambda:
How it Works (p. 3).

You will perform tasks in this exercise in two steps:

¢ Create a Lambda function and manually invoke it using a sample Amazon S3 event.

¢ Add the event source. This is where you configure your Lambda function to respond to events published
by Amazon S3.

In a "push” model, event source mapping is managed by the individual service. In this example, you
add natification configuration to your Amazon S3 bucket to request Amazon S3 to publish events to
AWS Lambda by invoking your Lambda function.

Important
Both the Lambda function and the Amazon S3 bucket must be in the same AWS region. This
exercise assumes the us- west - 2 region.

Next Step

Step 1: Create a Lambda Function and Invoke it Manually Using the Console (Node.js) (p. 20)

Step 1: Create a Lambda Function and Invoke it Manually
Using the Console (Node.js)

In this exercise, you will use the AWS Lambda console. You will use the s3-get-object blueprint and
event data provided in the console.

* The blueprint provides a sample Amazon S3 object-created event to test your function. The event
includes information such as bucket name, object key, and the size of the object as shown in the
following.

{
"Records": [
{
b,
"s3": {
"bucket": {
"nanme": "sourcebucket",
"arn": "arn:aws:s3:::sourcebucket"
b,
"object": {
"key": "object keynane",
"size": 1024,
}
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¢ The blueprint provides the following Node.js example code to process Amazon S3 events. You will use
this sample code to create your Lambda function.

In the code, the handl er receives the event as the first parameter. The handler then processes the
event, for illustration it simply writes the incoming event data to Amazon CloudWatch Logs, each
consol e. | og() statement generates log events in CloudWatch.

consol e. | og(' Loadi ng function');
var aws = require(' aws-sdk');
var s3 = new aws. S3({api Versi on: '2006-03-01'});

exports. handl er = function(event, context) {
consol e. |l og(' Received event:', JSON. stringify(event, null, 2));
/1 Get the object fromthe event and show its content type
var bucket = event.Records[0].s3. bucket. nane;
var key = decodeURI Conmponent (event . Records[ 0] . s3. obj ect. key. repl ace(/\+/ g,

"))
s3. get Obj ect ({Bucket: bucket, Key: key}, function(err, data) {
if (err) {
console.log("Error getting object " + key + " from bucket " +
bucket +

Make sure they exist and your bucket is in the sane region
as this function.");
context.fail ("Error getting file:
} else {
consol e. | og(' CONTENT TYPE:', data. Content Type);
cont ext. succeed();

+ err)

1),

Step 1.1: Create a Lambda Function

Follow the procedure in the Getting Started 1 exercise to create a Lambda function using the following
values:

¢ In Step 1: Select blueprint, choose the s3-get-object blueprint.
¢ In Step 2: Configure event sources, click Skip.

In this exercise you create a Lambda function first and then test it using sample event data, so you
don't have to configure an Amazon S3 bucket at this time. You will do that in the next section.

¢ In Step 3: Configure function, specify the following values:
« For the IAM Role, create a role by choosing the S3 execution role from the list.

This role template has predefined access policy that grants sufficient permissions for AWS actions
that your Lambda function needs. You create a new |IAM role and assign a name (for example,
| anbda_s3_exec_r ol e) as the execution role.
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* In the Advanced settings section, increase the Timeout (s) to 5 seconds to avoid any timeout
issues, and increase Memory (MB) to 512 MB. The amount of memory and timeout is configurable
and depends on the size of objects you are creating in your bucket.

For instructions, see Step 1: Create a Lambda Function (p. 17).
Step 1.2: Invoke the Lambda Function Manually

Now you can manually invoke your Lambda function using a sample Amazon S3 event provided by the
console.

1. Write down your Amazon S3 bucket name and object key name.

Although this manual test Amazon S3 does not publish any events, you still need an existing bucket
name and object key name to use in the sample event data provided by the console. When your
Lambda function executes, it retrieves the object and then logs its content type.

2. Follow the instructions in the Getting Started 1 exercise to test the Lambda function. For instructions,
see Step 2: Invoke the Lambda Function Manually (p. 19). Note the following:

« On the Input sample event page, you need to select the S3 Put event from the Sample event
list. This provides you with a sample Amazon S3 event to test your Lambda function.

« Remember to update the sample event by providing your bucket name and object key name so
that your Lambda function can download the object.

Next Step

Step 2: Configure Amazon S3 as the Event Source Using the Console (Node.js) (p. 22)

Step 2: Configure Amazon S3 as the Event Source Using the
Console (Node.js)

In the preceding section you tested your Lambda function by using sample event data and manually
invoking it. In this section, you configure your Lambda function to respond to object-created events

published by Amazon S3. You will do this by adding an event source to your Lambda function using the
Lambda console. The console does the following:

¢ In AWS Lambda: Grants Amazon S3 permission to invoke the Lambda function by adding a permission
in the access policy associated with the Lambda function.

¢ In Amazon S3: Adds notification configuration on the specific Amazon S3 bucket requesting Amazon
S3 to invoke Lambda function when an object is created.

For more information about Amazon S3 notification feature, see Configuring Notifications for Amazon
S3 Events in the Amazon Simple Storage Service Developer Guide.

Step 2.1: Add Amazon S3 as the Event Source

Follow the steps in this section to configure your Lambda function to respond to Amazon S3 object-created
events. First, you create a bucket in Amazon S3.

1. Inthe Amazon S3 console, create a bucket.

In the next step, you will add notification configuration to this bucket.
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Important
The bucket must be in the same region where you created your Lambda function.

For instructions, see Create a Bucket in the Amazon Simple Storage Service Getting Started Guide.
2. Inthe AWS Lambda console, select the Lambda function.

a. Onthe Lambda> Functions >f unct i on- nane page, choose the Event sources tab.
On the Event Sources tab, choose Add event source.

c. Onthe Add event source page, select your bucket from the Bucket list, and choose Object
created from the Event type list, and then choose Submit.

This completes the setup.

Step 2.2: Test the Setup

To test the end-to-end setup, do the following:
1. Upload an object to the Amazon S3 bucket.

Amazon S3 detects the object-created event, and publishes the event by invoking your Lambda
function.

Then, AWS Lambda executes your function by passing the Amazon S3 event to the Lambda function
handl er . The handler processes the event and writes some of the event information as logs to
Amazon CloudWatch Logs.

2. You can verify your logs by using the following steps:

a. Review function logs in the AWS Lambda console. To see specific function logs, choose the
Monitoring tab.

b.  You can click the logs links to open and review the logs in the CloudWatch console.

Step 2.3: Cleanup
If you don't need the resources you created, you can remove them.

* Remove your Amazon S3 bucket using the Amazon S3 console.
¢ Remove the Lambda function using the AWS Lambda console.
* Remove IAM roles using the IAM console.

Related Topics
In this exercise, you used the AWS Lambda console for the setup. This guide also provides a follow-up
walkthrough in which you perform all these steps using the AWS Command Line Interface (CLI). For

more information, see AWS Lambda Walkthrough 2: Handling Amazon S3 Events Using the AWS CLI
(Node.js) (p. 43).

Getting Started 3: Handling Amazon Kinesis
Events Using the AWS Lambda Console (Node.js)

In this exercise, you create a Lambda function to consume events from an Amazon Kinesis stream.
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Note

This is an example of the "pull" model where AWS Lambda polls the Amazon Kinesis stream
and invokes your Lambda function when it detects new data on the stream. For more information,
see AWS Lambda: How it Works (p. 3).

In this case, AWS Lambda both invokes and executes the Lambda function. The handler in your Lambda
function gets the event data as parameter. It then processes the event, for illustration, logs some of the
event information to Amazon CloudWatch.

¢ You will perform tasks in this exercise in two steps:
» Create a Lambda function and manually invoke it using sample Amazon Kinesis event.

« Add an event source. This is where you configure your Lambda function to respond to your Amazon
Kinesis stream events.

In a "pull* model, AWS Lambda manages the event source mappings. In this example, you will create
event source mapping in AWS Lambda. Each of these event source mapping in AWS Lambda stores
information such as an Amazon Kinesis stream ARN that is the event source and Lambda function
to invoke when AWS Lambda detects events on the stream.

Important
Both the Lambda function and the Amazon Kinesis stream must be in the same AWS region.
This exercise assumes the us- west - 2 region.

Next Step

Step 1: Create a Lambda Function and Invoke It Manually Using the Console (Node.js) (p. 24)

Step 1. Create a Lambda Function and Invoke It Manually
Using the Console (Node.js)

In this exercise, you will use the AWS Lambda console. You will use the kinesis-process-record blueprint
and event data provided in the console.

¢ The blueprint provides the following sample Amazon Kinesis event to test your function.

{
"Records": [

{
"kinesis": {
"partitionKey": "partitionKey-3",

"ki nesi sSchemaVersi on": "1.0",
"data": "SGVsbGBsl| HRoaXMyaXMyYSBOZXNOI DEy My4="
"sequenceNunber": "val ue"
},
"event Sour ce": "aws: ki nesi s",
"event| D': "shardld-id",
"invokel dentityArn": "arn:aws:iam:account-id:role/testLEBRol e",
"event Version": "1.0",
"event Nane": "aws: ki nesis:record",

"event Sour ceARN': "arn: aws: ki nesi s: us-east-1:account-id:stream ex
anpl estreant,
"awsRegi on": "us-east-1"
}
]
}
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¢ The blueprint provides the following Node.js example code to process Amazon Kinesis events. You
will use this sample code to create your Lambda function.

In the code, the handl er receives the event as the first parameter. The handler then processes the
event, for illustration it simply writes payload (data on the stream) to Amazon CloudWatch Logs, each
consol e. | og() statement generates log events in CloudWatch.

consol e. | og(' Loadi ng function');

exports. handl er = function(event, context) {
consol e. | og(' Recei ved event:', JSON. stringify(event, null, 2));
event . Records. for Each(function(record) {
/'l Kinesis data is base64 encoded so decode here
payl oad = new Buf fer(record. ki nesis.data, 'base64').toString('ascii');

consol e. | og(' Decoded payl oad: ', payl oad);
)
cont ext . succeed(" Successfully processed " + event.Records.length +
cords.");

i

re

Step 1.1: Create a Lambda Function to Process Amazon Kinesis Stream
Events

Follow the procedure in the Getting Started 1 exercise to create a Lambda function using the following
values:

« In Step 1: Select blueprint, choose the kinesis-process-record blueprint.
¢ In Step 2: Configure event sources, click Skip.

In this exercise you create a Lambda function first, and then test it using sample event data, so you
don't have to configure an Amazon Kinesis stream as the event source at this time. You will do that in
the next section.

¢ In Step 3: Configure function, specify the following values:
« For the IAM Role, create a role by choosing the Kinesis execution role from the list.

This role template has predefined access policy that grants sufficient permissions for AWS actions
that your Lambda function needs. You create a new |IAM role and assign a name (for example,
| anmbda_ki nesi s_r ol e) as the execution role.

For instructions, see Step 1: Create a Lambda Function (p. 17).

Step 1.2: Invoke the Lambda Function Manually

Now you can manually invoke your Lambda function using a sample Amazon Kinesis event provided by
console. Follow the Getting Started 1 exercise for instructions to test the Lambda function. For instructions,
see Step 2: Invoke the Lambda Function Manually (p. 19). Note the following:

¢ On the Input sample event page, you need to select the Kinesis event from the Sample event list.
This provides you with a sample Amazon Kinesis event to test your Lambda function.

Next Step

Step 2: Configure an Amazon Kinesis Stream as the Event Source Using the Console (Node.js) (p. 26)
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Step 2: Configure an Amazon Kinesis Stream as the Event
Source Using the Console (Node.js)

In the preceding section you tested your Lambda function by using a sample Amazon Kinesis event and
manually invoking it. In this section, you configure your Lambda function to respond to Amazon Kinesis
stream events. You will do this by adding an event source to your Lambda function using the Lambda
console. The console creates an event source mapping in AWS Lambda that stores information including,
the Amazon Kinesis stream that AWS Lambda needs to poll for events, the Lambda function to invoke
when events are detected on the stream.

Step 2.1: Add an Amazon Kinesis Stream as the Event Source

First, you create an Amazon Kinesis stream using the Amazon Kinesis console. Then, you add the stream
as the event source for your Lambda function using the AWS Lambda console.

1. Create a stream in the Amazon Kinesis console and set the number of shards to 1.
2. Add an event source in the AWS Lambda.

In the AWS Lambda console, select the Lambda function.
On the Lambda> Functions > f unct i on- nane page, choose the Event sources tab.
On the Event Sources tab, choose Add event source.

On the Add event source page, choose Kinesis from the Event source type list, choose
stream from the Kinesis stream list, set Batch size to 2, and choose Submit.

Qo op

Add event source

Event source type = Kiness o
Kinesis stream | examplesiream e
Batch size | 2 o

Starting position  Trim horizor - 0

This completes the setup.

Step 2.2: Test the Setup

To test the end-to-end experience, you need to upload sample records using the AWS CLI (you cannot
use the console to add sample records to the stream). Using the following AWS CLI command, add event
records to your Amazon Kinesis stream. The - - dat a value is a base64-encoded value of the "Hel | o,
this is a test." string.

aws ki nesis put-record \

--stream name exanpl estream\

--data "Hello, this is a test" \
--partition-key shardl d- 000000000000 \
--region aws-region, for exanple us-west-2 \
--profile adm nuser
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For example walkthroughs that use AWS CLI for setting up and testing, see Step 1: Prepare for the
Walkthrough (p. 36).

You can run the same command more than once to add multiple records to the stream. The following
things happen:

¢ AWS Lambda polls the stream. When it detects updates on the stream, it invokes your Lambda function.

¢ AWS Lambda then executes your Lambda function by passing the event to the handl er in your Lambda
function.

The handler processes the event and writes some of the event information as logs to Amazon
CloudWatch Logs.

You can review the logs in the AWS Lambda console. To see specific function logs, choose Monitoring
tab. You can click the logs links to open and review the logs in the CloudWatch console.

Step 2.3: Cleanup
If you don't need the resources you created, you can remove them.

¢« Remove the Amazon Kinesis stream.
¢ Remove the Lambda function using the AWS Lambda console.
« Remove the IAM role using the IAM console.

Related Topics
In this exercise, you completed the setup using the console. This guide also provides a follow-up
walkthrough in which you perform all these steps using the AWS Command Line Interface (CLI). For

more information, see AWS Lambda Walkthrough 4: Processing Events from an Amazon Kinesis Stream
Using the AWS CLI (Node.js) (p. 60).

Getting Started 4. Creating an HTTP
Endpoint-Enabled Lambda Function (AWS Lambda
Integration with Amazon API Gateway)

This exercise shows you how to create an HTTP endpoint-enabled Lambda function.

Scenario

In this exercise, you will create a Lambda function using the following Node.js code example. The Lambda
function supports various DynamoDB table operations such as create an item, update an item, and delete
an item. For easy testing, it also supports the echo operation, which simply echos the incoming event.

consol e. |l og(' Loadi ng function');

var doc = require('dynanodb-doc');
var dynanp = new doc. DynanoDB();

exports. handl er = function(event, context) ({
/Il consol e. |l og(' Received event:', JSON.stringify(event, null, 2));

var operation = event.operation;

27




AWS Lambda Developer Guide
Getting Started 4: Creating an HTTP Endpoint-Enabled
Lambda Function

del ete event. operation;

switch (operation) {
case 'create':
dynano. put | ten{ event, context.done);
br eak;
case 'read':
dynano. get I ten{event, context.done);
br eak;
case 'update':
dynano. updat el t en{ event, context. done);
br eak;
case 'delete':
dynano. del et el t en{event, context. done);
br eak;
case 'list':
dynano. scan(event, context.done);
br eak;
case 'echo':
cont ext . succeed(event);
br eak;
case 'ping':
cont ext. succeed(' pong');
br eak;
def aul t:
context.fail (new Error('Unrecogni zed operation "' + operation +

"))
}s

Next, you will configure an HTTP endpoint for the Lambda function using Amazon AP| Gateway.

Lastly, you will test it by sending an HTTP request to the Lambda function endpoint. You will do this using
the Amazon API Gateway console. You will send a request body with your POST request. Amazon API
Gateway will invoke your Lambda function and AWS Lambda will execute the function on your behalf.
The HTTP POST request body you send is provided to your Lambda function handl er as event data.
Then, the handl er will process the event.

Implementation Summary

You will create, configure, and test the setup using the AWS Lambda console and the Amazon API
Gateway console as follows:

1. In the AWS Lambda console, you will use the blueprint called microservice-http-endpoint to configure
the Lambda function and configure the HTTP endpoint for that function.

To configure an HTTP endpoint, the blueprint creates an APl using Amazon API Gateway, and then
adds the Lambda function as a resource so that you can send an HTTP POST request to the Lambda
function endpoint.

Note that the Lambda console also configures the required permissions as follows:

» Grants the Amazon AP| Gateway service permission to invoke your Lambda function by adding a
permission in the access policy associated with your Lambda function.

¢ Creates an IAM role (called an execution role) that grants AWS Lambda permission to assume the
role, so that the AWS Lambda service can execute your Lambda function on your behalf. The access
policy associated with the execution role grants permissions for the DynamoDB actions that your
Lambda function will need to perform.
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To learn more about invocation and execution permissions, see Permission Model (p. 8).

2. In the Amazon API Gateway console, you will test the setup by sending an HTTP POST request to
the Lambda function endpoint with a sample request body. Amazon API Gateway invokes your Lambda
function, and then AWS Lambda executes your Lambda function on your behalf by passing the request
body as an event parameter to your Lambda function handl er . Then, the handl er processes the
event.

An easy way to test the endpoint is to send an HTTP POST request with echo as the operation, which
causes the Lambda function to simply echo the incoming event (the results appear in the console). In
addition, the Lambda function also supports DynamoDB table operations, such as create an item,
delete an item, and update an item. You need to make sure you create the table first before you try to
perform these operations.

Important
This exercise assume you are creating AWS resources, your Lambda function, APl in the
us-east-1 AWS region.

Next Step

Step 1: Create a Lambda Function and Invoke It Manually Using the Console (Node.js) (p. 29)

Step 1. Create a Lambda Function and Invoke It Manually
Using the Console (Node.js)

You will perform this exercise using the AWS Lambda console. You will use the blueprint called
microservice-http-endpoint and event data provided in the AWS Lambda console.

Step 1.1: Create a Lambda Function

Follow the procedure in Getting Started 1: Invoking Lambda Functions from User Applications Using the
AWS Lambda Console (Node.js) (p. 16) to create a Lambda function using the following values:

¢ In Step 1: Select blueprint, choose the microservice-http-endpoint blueprint.
¢ In Step 2: Configure function, specify the following values:
» Enter a function name (for example, Exanpl eFuncti onW t hHTTPEndpoi nt ).
« Select Node.js from the Runtime list.
» For the IAM Role, create a role by choosing the Basic with DynamoDB from the list.

This role template has a predefined access policy that grants sufficient permissions for AWS actions
that your Lambda function needs. Create a new IAM role and assign a name (for example,
| anbda_dynano) as the execution role.

* In Step 3: Configure endpoints, specify the following values:

» Leave the default APl name as LambdaMicroservice. After the APl is created, it will appear in the
Amazon Gateway console.

» Leave the Resource name as it appears in the console. It maps to the name that you specified for
your Lambda function, so do not change this value.

¢ Choose POST from the Method list.
 Leave the default prod for Deployment stage.
* Choose Open with access key from the Security list.
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Step 1.2: Invoke the Lambda Function Manually

You can manually invoke the Lambda function in the AWS Lambda console. You will use the following
JSON as a sample event:

{
"operation": "echo",
"sonmekeyl": "soneval uel",
"sonmekey2": "soneval ue2"
}

Follow the procedure in the Getting Started 1 exercise to test the Lambda function. For instructions, see
Step 2: Invoke the Lambda Function Manually (p. 19). Note the following:

« On the Input sample event page, choose the Hello World event from the Sample event list, and
replace the sample event with the JSON listed in this step.

Next Step

Step 2: Invoke the Lambda Function Using the HTTP Endpoint (p. 30)

Step 2: Invoke the Lambda Function Using the HTTP

Endpoint

In this section you send an HTTP POST request to your Lambda function endpoint.

1. Inthis exercise, you will use the following JSON in the request body:

{
"operation": "echo",
"somekeyl": "soneval uel",
"somekey2": "soneval ue2"
}

When the Lambda function executes, the handler gets this JSON as the event parameter and then
it processes the event. For the echo operation, the Lambda function simply echos the incoming
event.

a. Inthe AWS Lambda console, select the Lambda function.
b. Inthe APl endpoints tab, click the POST method link.

This opens the Amazon API Gateway console, showing the POST method page for your Lambda
function endpoint.

c. Choose Test.
d. Open the Request Body section and provide the following JSON:

{
"operation": "echo",
"sonekeyl": "soneval uel",
"sonekey2": "someval ue2"
}

e. Choose Test.
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Amazon API Gateway invokes your Lambda function. AWS Lambda executes your Lambda
function on your behalf. The Lambda function handler processes the incoming event, which in
this case simply echos the incoming event. You can also verify that the response is same as
what you saw earlier in the Lambda console.

2. (Optional) In this case, you send JSON payload with request for a cr eat e operation to create an
item in a DynamoDB table. This will require you to first create a table in DynamoDB and then invoke
the Lambda function.

a. Inthe DynamoDB console (https://console.aws.amazon.com/dynamodb) create a table (myTabl e)
with a primary key made of only a hash attribute (i d) of string type.

b. Now, send an HTTPS POST request to the Lambda function endpoint using following JSON in
the request body:

{
"operation": "create",
"Tabl eName": "myTabl e",
"ltent: {
"id": "test"
}
}

c. After you send the request, the Lambda function executes and creates an item in the table. You
can verify the new item in the DynamoDB console.

Creating Deployment Package (Node.|s)

To create a Lambda function you first create a Lambda function deployment package, a .zip file consisting
of your code and any dependencies. At the time you create a Lambda function you provide the .zip file
and other configuration information such as name, description, and run-time requirements like memory
allocation. If you want, you can upload the .zip file first to an Amazon S3 bucket in the same AWS region
where you want to create the Lambda function, and then specify the bucket name and object key name
when you create the Lambda function.

Depending on the resources your custom code uses, you have the following options when creating a
Lambda function:

¢ Simple scenario—If your custom code requires only the AWS SDK library, then you can use the inline
editor in the AWS Lambda console. Using the console, you can edit and upload your code to AWS
Lambda. The console will zip up your code with the relevant configuration information into a deployment
package that the Lambda service can run.

You can also test your code in the console by manually invoking it using sample event data.

Note
The Lambda service has preinstalled the AWS SDK for Node.js.

« Advanced scenario—If you are writing code that uses other resources, such as a graphics library for
image processing, or you want to use the AWS CLI instead of the console, you need to first create the
Lambda function deployment package, and then use the console or the CLI to upload the package.
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Programming Model (Node.|s)

Your Lambda function code must be written in a stateless style, and have no affinity with the underlying
compute infrastructure. Your code should expect local file system access, child processes, and similar
artifacts to be limited to the lifetime of the request, and store any persistent state in Amazon S3, Amazon
DynamoDB, or another cloud storage service. Requiring functions to be stateless enables AWS Lambda
to launch as many copies of a function as needed to scale to the incoming rate of events and requests.
These functions may not always run on the same compute instance from request to request, and a given
instance of your Lambda function may be used more than once by AWS Lambda.

The following example skeleton code shows the format in which you write your custom Node.js code:

exports. handl er _nane = function(event, context) {
consol e.log("valuel = " + event. keyl);
consol e.l og("value2 = " + event.key2);

cont ext. succeed("sone nessage");

}

In the code:

¢ handl er _nane — The handl er parameter name you provided when you create a Lambda function
(see Cr eat eFunct i on). This tells Lambda which Node.js function to call.

¢ The event parameter — Lambda passes event data to the function via this parameter. The structure
of event data depends on the event source. For example, if Amazon S3 is the event source, the event
data will provide, among other things, bucket name and object key. For more information about Amazon
S3's event data structure, go to Event Message Structure in the Amazon Simple Storage Service
Developer Guide.

¢ The cont ext parameter — See the following section.

The context Object: Methods and Properties

You interact with AWS Lambda execution environment via the cont ext parameter. The cont ext object
allows you to specify when the function and any callbacks have completed execution. It also allows you
to access useful information available within the Lambda execution environment. For example, you can
use the cont ext parameter to determine the CloudWatch log stream associated with the function, or
use the cl i ent Cont ext property of the cont ext object to learn more about the application calling the
Lambda function (when invoked through the AWS Mobile SDK).

You can use the Cont ext object methods as follows:
cont ext . succeed() method

Indicates the Lambda function execution and all callbacks completed successfully. Here's the general
syntax:

cont ext.succeed (Object result);

where

Obj ect resul t — provides the result of the function execution. The r esul t provided must be
JSON. st ri ngi fy compatible. This parameter is optional. You can call this method without any parameters

32


http://docs.aws.amazon.com/AmazonS3/latest/dev/notification-content-structure.html

AWS Lambda Developer Guide
The cont ext Object: Methods and Properties

(succeed()) or pass a null value (succeed(null)). If AWS Lambda fails to stringify or encounters another
error, an unhandled error is thrown, with the X- Anz- Funct i on- Er r or response header setto Unhandl ed.

The method behavior depends on the invocation type specified when the Lambda function is invoked
(see Invoke (p. 178)).

« If the Lambda function is invoked using the Event invocation type, this succeed method returns HTTP
status 202, request accepted.

« If the Lambda function is invoked using the Request Response invocation type, this succeed method
will return HTTP status 200 (OK) and set the response body to the string representation of result.

context.fail () method

Indicates the Lambda function execution and all callbacks completed unsuccessfully, resulting in a handled
exception. Here's the general syntax:

context.fail (Error error);

where
Error error — provides the result of the Lambda function execution.

The parameter is optional. You can call this method without the parameter or pass null as a parameter
value. Non-null error values will populate the response body.

The f ai | method will set the response body to the string representation of error and also write to logs.

If AWS Lambda fails to stringify or encounters another error, an unhandled error, with the
X- Anz- Funct i on- Err or header set to Unhandl| ed.

Note

For the error from the cont ext . done(error, null) andcontext.fail (error), Lambda
will log the first 256 KB of the error object. In case of a larger error object, it will be truncated
and logged, and the customers should see the text - Truncat ed by Lanbda next to their
error object.

cont ext . done() method

Causes the Lambda function execution to terminate. This method complements the cont ext . succeed()
and cont ext . fai | () methods by allowing the use of the "error first" callback design pattern. It provides
no additional functionality.

Here's the general syntax:

context.done (Error error, Object result);

where
Error error — provides an error representing the results of the failed Lambda function execution.

Obj ect resul t — provides the result of a successful function execution. The result provided must be
JSON. st ri ngi fy compatible. If an error is provided, this parameter is expected to be null.

Both the parameters are optional. You can call this method without any parameters or pass null as a
parameter value.
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AWS Lambda treats any non-null value for the er r or parameter as a managed exception.

The function behavior depends on the invocation type specified when the Lambda function is invoked
(see Invoke (p. 178)).

« If the Lambda function was invoked using the Event or the Request Response invocation type, this
done method automatically logs the string representation of non-null values of er r or to the Amazon
CloudWatch Logs stream associated with the Lambda function.

« If the Lambda function was invoked using the Request Response invocation type, the done method
will do the following:

« If the error is null, set the response body to the string representation of r esul t , similar to the
context.fail ().

« If the error is not null, set the response body to err or .

« If the function is called with a single argument of type error, the error value will be populated in the
response body.

Note

For the error from the cont ext . done(error, null) andcontext.fail (error), Lambda
will log the first 256 KB of the error object, and in case of a larger error object, it will be truncated
and logged and the customers should see the text- Truncat ed by Lanbda nextto their error
object.

cont ext . get Remai ni ngTinelnM 1 1is method

Returns the approximate remaining execution time (before timeout occurs) of the Lambda function that
is currently executing. At the time you create your Lambda function you set the timeout and when the
timeout reaches AWS Lambda terminates your Lambda function. You can use this method to check the
remaining time during your function execution and take appropriate corrective action.

Here's the general syntax:

context.get Remai ningTimelnMI1lis ();

context Object Properties

The cont ext object properties are:

« awsRequestld — The request ID for the Lambda function invocation request that is currently being
executed.

* logStreamName — The CloudWatch log stream name associated with the invoked Lambda function.

« clientContext — Information about the client application and device when invoked through the AWS
Mobile SDK. It can be null.

* identity — Information about the Amazon Cognito identity provider when invoked through the AWS
Mobile SDK. It can be null.

¢ logGroupName-The name of the CloudWatch log group where you can find log output for the function.

* logStreamName-The name of the CloudWatch log stream where you can find log output for the function
execution. The log stream may or may not change for each invocation of the Lambda function.

« functionName—-The name of your Lambda function that is being executed.

Related Topics

AWS Lambda: How it Works (p. 3)
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AWS Lambda Walkthroughs (Node.|s)

This section contains several AWS CLI-based examples that walk through how to use AWS Lambda.
The walkthroughs show you how to create Lambda functions and invoke them in response to Amazon
S3 event notifications, Amazon DynamoDB table updates, and Amazon Kinesis streams. They also
illustrate how to use Lambda functions with a user application or to develop an Alexa Skill for Amazon
Echo.

Topics
¢ Walkthrough 1: Handling User Application Events (Node.js) (p. 35)
¢ Walkthrough 2: Handling Amazon S3 Events (Node.js) (p. 43)
¢ Walkthrough 3: Handling Amazon DynamoDB Stream Events (Node.js) (p. 53)
¢ Walkthrough 4: Handling Amazon Kinesis Stream Events (Node.js) (p. 60)
¢ Walkthrough 5: Handling AWS CloudTrail Events (Node.js) (p. 67)
¢ Walkthrough 6: Handling Mobile User Application Events (Node.js) (p. 79)

In addition, for an example walkthrough of using AWS Lambda functions with Amazon Echo, go to
Developing an Alexa Skill as a Lambda Function.

AWS LambdaWalkthrough 1: Invoking Lambda
Functions from User Applications Using the AWS
CLI (Node.js)

One of the use cases for using AWS Lambda is to process events generated by a user application. For
demonstration purposes, you don't need to write a user application that will invoke your Lambda function.
Instead, in this walkthrough, you will use sample event data and invoke your Lambda function manually.

When a user application invokes a Lambda function as shown in this walkthrough, it's an example of the
AWS Lambda request-response model in which an application invokes a Lambda function and receives
a response in real time. For more information, see AWS Lambda: How it Works (p. 3).

Note
In this walkthrough, you will use the AWS CLI to create and invoke a Lambda function and
explore other AWS Lambda APIs.

Here's an overview of what you'll be doing:

¢ Create a Lambda function to process an event it receives as a parameter. You will use the following
example JavaScript code to create your Lambda function.

consol e. | og(' Loadi ng function');

exports. handl er = function(event, context) {
consol e.l og('valuel =", event.keyl);
consol e.l og(' value2 =", event.key2);
consol e.l og(' value3 =", event. key3);
context.succeed(event. keyl); // Echo back the first key val ue
/'l context.fail (" Sonmething went wong');
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The function is simple. It processes incoming event data by logging it; these logs are available in
Amazon CloudWatch, and in the request-response model, you can request the log data be returned in
the response.

¢ Simulate a user application sending an event to your Lambda function by invoking your Lambda function
manually using the following sample event data.

{
"keyl": "val uel",
"key2": "val ue2",
"key3": "val ue3"
}

Note

This example is similar to the getting started example (see Getting Started 1: Invoking Lambda
Functions from User Applications Using the AWS Lambda Console (Node.js) (p. 16)). The
difference is that the Getting Started exercises provide a console-based experience. The console
does many things for you, simplifying your experience. When using the CLlI, you get the raw
experience of making the API calls, which can help you familiarize yourself with the AWS Lambda
operations. In addition to creating and invoking a Lambda function, you will explore other Lambda
APIs.

Next Step

Step 1: Prepare for the Walkthrough (p. 36)

Step 1. Prepare for the Walkthrough

You need to set up the AWS CLI to test this walkthrough. The exercise assumes that you are using
administrator user credentials. We refer to the administrator user as adminuser in this walkthrough. For
instructions on creating an administrator user in your AWS account, see Set Up an AWS Account and
Create an Administrator User (p. 12).

Set Up the AWS CLI

Before you can start the example walkthrough, you need to download and configure the AWS Command
Line Interface (CLI).

To set up the AWS CLI

1. Download and configure the AWS CLI. For instructions, see the following topics in the AWS Command
Line Interface User Guide.

¢ Getting Set Up with the AWS Command Line Interface
¢ Configuring the AWS Command Line Interface

2. Add a named profile for the administrator user in the CLI config file. You will use this profile when
executing the CLI commands.

[profile adm nuser]

aws_access_key_id = admi nuser access key ID
aws_secret _access_key = adm nuser secret access key
regi on = aws-region
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For a list of available AWS regions, go to Regions and Endpoints in the AWS General Reference.
3. \Verify the setup by entering the following commands at the command prompt.

e Try the help command to verify that the AWS CLI is installed on your computer:

aws hel p

» Try a Lambda command to verify the user can reach AWS Lambda. This command lists Lambda
functions in the account, if any. The AWS CLI uses the admi nuser credentials to authenticate
the request.

aws | anbda list-functions --profile adm nuser

Next Step

Step 2: Create a Lambda Function (p. 37)

Step 2: Create a Lambda Function

In this section, you first do the following:

« Create a deployment package — A deployment package is a .zip file containing your code and any
dependencies. For this walkthrough there are no dependencies, you only have a simple example code.

¢ Create an IAM role (execution role) — At the time you upload you deployment package to create your
Lambda function, you must specify an IAM role. AWS Lambda uses this role when executing your
function.

You also grant this role the permissions your Lambda function needs. The code in this walkthrough
writes logs to Amazon CloudWatch Logs. So you grant permission for CloudWatch actions. For more
information, see Amazon LambdaWatch Logs.

You will then create a Lambda function ("HelloWorld") using the cr eat e- f unct i on CLI command. For
more information about the underlying API and related parameters, see CreateFunction (p. 160).

Step 2.1: Create a Lambda Function Deployment Package
Follow the instructions to create an AWS Lambda function deployment package.

1. Open a text editor, and copy the following code.

consol e. | og(' Loadi ng function');

exports. handl er = function(event, context) {
consol e. | og(' val uel , event. keyl);
consol e. | og(' val ue2 , event. key2);
consol e. |l og('value3d =", event. key3);
cont ext. succeed(event. keyl); // Echo back the first key val ue
/1 context.fail (' Sonething went wong');

H

2. Savethefileashelloworld.js.
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3. Zipthe hel | oworl d. | s file as hel | owor | d. zi p.

Step 2.2: Create an IAM Role (execution role)

When the Lambda function in this exercise executes, it will need permissions to write logs to Amazon
CloudWatch. You grant these permission by creating an IAM role (also referred as an execution role).
AWS Lambda assumes this role when executing your Lambda function on your behalf. In this section,
you create an IAM role using the following predefined role type and access policy:

¢ AWS service role of the "AWS Lambda" type. This role grants AWS Lambda permission to assume the
role.

* "AWSLambdaBasicExecutionRole" access policy that you attach to the role. This existing policy grants
permissions that include permissions for Amazon CloudWatch actions that your Lambda function needs.

For more information about IAM roles, go to Creating a Role for an AWS Service in Using IAM.
To create an IAM role (executionrole)

1. Signinto the AWS Management Console.

2. Inthe IAM console, create an IAM role, execut i onr ol e. As you follow the steps to create a role,
note the following:

¢ In Select Role Type, click AWS Service Roles, and then select AWS Lambda.
« In Attach Policy, select the policy named AWSLambdaBasicExecutionRole.

For instructions, go to Creating a Role for an AWS Service (AWS Management Console) in IAM User
Guide.

3.  Write down the Amazon Resource Name (ARN) of the IAM role. You will need this value when you
create your Lambda function in the next step.
Step 2.3: Create a Lambda Function

Execute the following Lambda CLI cr eat e- f unct i on command to create a Lambda function. You
provide the deployment package and IAM role ARN as parameters.

$ aws | anbda create-function \

--region us-west-2 \

--function-nane helloworld \

--zip-file fileb://file-path/helloworld. zip \
--role role-arn \

--handl er hel | oworl d. handl er \

--runtime nodejs \

--profile adm nuser

Note that if you want you can upload the .zip file to an Amazon S3 bucket in the same AWS region, and
then specify the bucket and object name in the preceding command. You will need to replace the
--zi p-fil e parameter by the - - code parameter as shown:

--code S3Bucket =bucket - nane, S3Key=zi p-fi |l e- obj ect - key

For more information, see CreateFunction (p. 160). AWS Lambda creates the function and returns function
configuration information as shown in the following example:
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{
"FunctionNane": "helloworld",
"CodeSi ze": 351,
"MenorySi ze": 128,
"FunctionArn": "function-arn",
"Handl er": "hell oworld. handl er",
"Rol e": "arn:aws:iam:account-id:rol e/ LanmbdaExecRol e",
"Ti meout": 3,
"Last Modi fied": "2015-04-07T22: 02: 58. 854+0000",
"Runtine": "nodejs",
"Description":
}
Next Step

Step 3: Invoke the Lambda Function (p. 39)

Step 3: Invoke the Lambda Function

In this section, you invoke your Lambda function manually using the invoke CLI command.

$ aws | anbda invoke \

--invocation-type Request Response \

--function-nane helloworld \

--region us-west-2 \

--log-type Tail \

--payload '{"keyl":"val uel", "key2":"value2", "key3":"value3"}' \
--profile adm nuser \

outputfile.txt

If you want you can save the payload to a file (say "input.txt") and provide the file name as a parameter.

--payload file://input.txt \

The preceding i nvoke command specifies "RequestResponse” as the invocation type, which returns a
response immediately in response to the execution. You can alternatively specify "Event" as the invocation
type to invoke the function asynchronously.

By specifying the - - | og-t ype parameter, the command also requests the tail end of the log produced
by the function. The log data in the response is base64-encoded as shown in the following example
response:

"LogResul t": "base64-encoded-1| og",
" St at usCode": 200

On Linux and Mac, you can use the base64 command to decode the log.

$ echo base64-encoded-|1og | base64 --decode

The following is a decoded version of an example log.
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START Request|d: 16d25499-d89f - 11e4-9e64-5d70f ce44801
2015-04-01T18: 44:12. 323Z 16d25499- d89f - 11e4- 9e64- 5d70f ce44801 val uel

val uel
2015-04-01T18: 44: 12. 3237 16d25499- d89f - 11e4- 9e64- 5d70f ce44801 val ue2 =
val ue2
2015-04-01T18: 44: 12. 3237 16d25499- d89f - 11e4- 9e64- 5d70f ce44801 val ue3 =
val ue3

2015-04-01T18: 44:12. 323Z 16d25499- d89f - 11e4- 9e64- 5d70f ce44801 resul t:
"val uel"

END Request|d: 16d25499-d89f - 11e4- 9e64- 5d70f ce44801

REPORT Request|d: 16d25499- d89f - 11e4-9e64- 5d70f ce44801

Duration: 13.35 ns Billed Duration: 100 ns Menory Size: 128 MB

Max Menmory Used: 9 MB

For more information, see Invoke (p. 178).

Because you invoked the function using the "RequestResponse" invocation type, the function executes
and returns the object you passed to the cont ext . succeed() in real time when it is called. In this
example, you will see the following text written to the out put f i | e. t xt you specified in the CLI command:

"val uel"

Note

You are able to execute this function because you are using the same AWS account to create
and invoke the Lambda function. However, if you want to grant cross-account permission to
another AWS account or an AWS service permission to execute the function, you must add a
permission to the access policy associated with the function. The walkthrough that uses Amazon
S3 as the event source (see AWS Lambda Walkthrough 2: Handling Amazon S3 Events Using
the AWS CLI (Node.js) (p. 43)) grants such permission to Amazon S3 to invoke the function.

You can monitor the activity of your Lambda function in the AWS Lambda console.
*« The AWS Lambda console shows a graphical representation of some of the CloudWatch metrics in

the Cloudwatch Metrics at a glance section for your function. Sign in to the AWS Management Console
at https://console.aws.amazon.com/.

¢ For each graph, you can also click the logs link to view the CloudWatch logs directly.

Next Step

Step 4: Try More CLI Commands (p. 40)
Step 4: Try More CLI Commands

Step 4.1: List the Lambda Functions in Your Account

In this section, you try AWS Lambda list function operations. Execute the following CLI | i st - functi ons
command to retrieve a list of functions you uploaded.

$ aws | anbda list-functions \
--max-itens 10 \
--profile adm nuser
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To illustrate the use of pagination, the command specifies the optional - - max- i t ens parameter to limit
the number of functions returned in the response. For more information, see ListFunctions (p. 185). The
following is an example response.

{
"Functions": [
{
"FunctionNane": "hell oworld",
"MenorySi ze": 128,
"CodeSi ze": 412,
"FunctionArn": "arn:aws: | anbda: us-east-1: account-id: function:Pro
cessKi nesi sRecor ds",
"Handl er": "ProcessKi nesi sRecords. handl er",
"Rol e": "arn:aws:iam:account-id:rol e/ LambdaExecRol e",
"Ti meout": 3,
"Last Modi fied": "2015-02-22T21:03:01.172+0000",
"Runtine": "nodejs",
"Description": ""
}s
{
"Functi onNanme": "ProcessKi nesi sRecords"”,
"MenorySi ze": 128,
"CodeSi ze": 412,
"FunctionArn": "arn:aws: | anbda: us-east-1: account-id: function:Pro
cessKi nesi sRecor ds",
"Handl er": "ProcessKi nesi sRecords. handl er",
"Rol e": "arn:aws:iam:account-id:rol e/l anbda-execut e-t est-ki nesis",
"Ti meout": 3,
"Last Modi fied": "2015-02-22T21:03:01.172+0000",
"Runtine": "nodejs",
"Description": ""
}s
I,
"Next Marker": null
}

In response, Lambda returns a list of up to 10 functions. If there are more functions you can retrieve,
Next Mar ker provides a marker you can use in the next | i st - f unct i ons request; otherwise, the value
is null. The following | i st - f uncti ons CLI command is an example that shows the - - next - mar ker
parameter.

$ aws | anbda |ist-functions \

--max-itens 10 \

--mar ker val ue- of - Next Mar ker - from pr evi ous-response \
--profile adm nuser

Step 4.2: Get Metadata and URL to Download Previously Uploaded Lambda
Function Deployment Package

The Lambda CLI get - f uncti on command returns Lambda function metadata and a presigned URL
that you can use to download the function's .zip file (deployment package) that you uploaded to create
the function. For more information, see GetFunction (p. 171).
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$ aws | anbda get-function \
--function-nane helloworld \
--region us-west-2 \
--profil e adm nuser
The following is an example response.
{
"Code": {
"RepositoryType": "S3",
"Location": "pre-signed-url"
b
"Configuration": {
"FunctionNane": "helloworld",
"MenorySi ze": 128,
"CodeSi ze": 287,
"FunctionArn": "arn: aws:| anbda: us-west -2: account -i d: functi on: hel | owor | d",
"Handl er": "hell oworld. handl er",
"Rol e": "arn:aws:iam:account-id:rol e/ LanbdaExecRol e",
"Ti meout": 3,
"Last Modi fied": "2015-04-07T22: 02: 58. 854+0000",
"Runti ne": "nodejs",
"Description":
}
}

If you want only the function configuration information (not the presigned URL), you can use the Lambda
CLI get - funct i on- confi gur at i on command.

$ aws | anbda get-function-configuration \
--function-name helloworld \

--region us-west-2\

--profile adm nuser

Next Step

Step 5: Delete the Lambda Function and IAM Role (p. 42)

Step 5: Delete the Lambda Function and IAM Role

Execute the following del et e- f uncti on command to delete hel | owor | d function.

$ aws | anbda del ete-function \
--function-nane helloworld \
--region us-west-2 \
--profile adm nuser

Delete IAM Role

After you delete the Lambda function you can also delete the IAM role you created in the IAM console.
For information about deleting a role, see Deleting Roles or Instance Profiles in IAM User Guide.
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AWS LambdaWalkthrough 2: Handling Amazon
S3 Events Using the AWS CLI (Node.js)

Scenario

Suppose you have two buckets in Amazon S3. You store images (.jpg and .png objects) in one bucket
(sour cebucket ), and for each object created in the bucket, you want AWS Lambda to execute a Lambda
function to create a thumbnail in the sour cebucket r esi zed bucket. You will use Amazon S3's bucket
notification configuration feature to request Amazon S3 to publish object-created events to AWS Lambda.
In the notification configuration, you will identify your Lambda function (called Cr eat eThunbnai | ) that
you want Amazon S3 to invoke.

Important

You must use two buckets. If you use the same bucket as source and target, each thumbnail
uploaded to the source bucket will trigger another object-created event, which will invoke the
Lambda function creating the unwanted recursion.

Implementation Summary

The following diagram illustrates the application flow:
AWS Account

3
))n)))))lll ~ W
g =
m Amaﬁn =) AWS Lambda -E.x?{;l.ll;lon
—_ 2 .
. 4

Ser L]
— W
1 \N‘.;,—-——-" \"-———-"" ,."',
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- :
Lambda

Source Target \J :
Bucket Bucket Function

1. A user uploads an object to the source bucket.
2. Amazon S3 detects the object-created event.

3. Amazon S3 publishes the s3: Obj ect Cr eat ed: * event to AWS Lambda by invoking the Lambda
function by passing event data as function parameter.

4. Lambda executes the function by assuming the execution role.

5. From the event data it received, the Lambda function knows the source bucket name and object key

name. The Lambda function reads the object and creates a thumbnail using graphics libraries, and
saves it to the target bucket.

Note that upon completing this exercise, you will have the following S3, Lambda, and IAM resources in
your account.
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AWS Account
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As the diagram shows, you create Amazon S3, AWS Lambda, and AWS Identity and Access Management
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(IAM) resources in your account:

In Lambda:

¢ A Lambda function — Amazon S3 invokes this function by passing event data such as the source bucket
name and object key as parameter. The function reads the object and, if the object is a .jpg or .png
object, creates a thumbnail in the target bucket.

An access policy — In the access policy associated with the Lambda function, you will add a permission
granting Amazon S3 permission to invoke the Lambda function. You will also restrict the permission
so that Amazon S3 can invoke the Lambda function only for object-created events from a specific
bucket owned by a specific AWS account.

Note

It is possible for an AWS account to delete a bucket and some other AWS account to later
create a bucket with same name. The additional conditions ensure that Amazon S3 can invoke
the Lambda function only if Amazon S3 detects object-created events from a specific bucket
owned by a specific AWS account.

For more information, see AWS Lambda: How it Works (p. 3).

In 1AM:

Administrator user — Called adminuser. Using root credentials of an AWS account is not recommended.
Instead, use the adminuser credentials to perform steps in this exercise.

An |AM role (execution role) — When you create this role, you will trust AWS Lambda to assume this
role. You will also grant sufficient permissions that your Lambda function needs—for example, permission
to read objects from the source bucket and create a thumbnail in the target bucket.

In Amazon S3:

¢ Two buckets — We refer to these as the source bucket and the target bucket.

¢ Notification configuration — You will add notification configuration on your source bucket identifying the
type of events (object-created events) you want Amazon S3 to publish to AWS Lambda and the Lambda
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function to invoke. For more information about the Amazon S3 notification feature, go to Setting Up
Notification of Bucket Events.

Now you are ready to try the steps. Note that after the initial preparation the walkthrough is divided into
two main sections:

¢ First, you do the necessary setup to create a Lambda function and invoke it manually using Amazon
S3 sample event data. This intermediate testing verifies that the function works.

¢ Then you will add a notification configuration to your source bucket so that Amazon S3 can then invoke
your Lambda function when it detects object-created events.

Next Step

Step 1: Prepare for the Walkthrough (Amazon S3 Events) (p. 45)

Step 1. Prepare for the Walkthrough (Amazon S3 Events)

In this section, you do the following:

¢ Create an administrator user, adminuser. For instructions, see Set Up an AWS Account and Create
an Administrator User (p. 12). If you have an administrator user, you can skip this step.

¢ Create two buckets with a sample .jpg object (HappyFace. j pg) in the source bucket.
¢ Set up the AWS CLI.

Step 1.1: Create Buckets and Upload a Sample Object

Follow the steps to create buckets and upload an object.

Important

Both the source bucket and your Lambda function must be in the same AWS region. In addition,
the example code used for the Lambda function also assumes both the buckets are in the same
region. This exercise assumes the us- west - 2 region.

1. Using the IAM User Sign-In URL, sign in to the Amazon S3 console as adminuser.

2. Create two buckets. The target bucket name must be sour cebucket followed by "resized". For
example, "mybucket" and "mybucketresized".

For instructions, go to Create a Bucket in the Amazon Simple Storage Service Getting Started Guide.
3. In the source bucket, upload a .jpg object, HappyFace. j pg.

When you invoke the Lambda function manually, before hooking up Amazon S3, you will pass sample
event data to the function that specifies the source bucket and HappyFace. j pg as the newly created
object. So you need to create this sample object.

Step 1.2: Set Up the AWS CLI
You use the AWS CLI to upload your Lambda function deployment package. You will test the resulting

Lambda function by manually invoking it using the CLI. Walkthrough 1 provides instructions to set up the
AWS CLI and add the adminuser profile. For instructions, see Step 1: Prepare for the Walkthrough (p. 36).

Next Step

Step 2: Create and Test the Lambda Function (Amazon S3 Events) (p. 46)
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Step 2: Create and Test the Lambda Function (Amazon S3
Events)
In this section, you do the following:

¢ Create a Lambda function deployment package using the sample Node.js code provided.

¢ Create an IAM role (execution role) — At the time you upload the deployment package, you will need
to specify an IAM role (execution role) that Lambda can assume to execute the function on your behalf.

¢ Create the Lambda function and test.

Follow the instructions in the following sections:
Step 2.1: Create a Lambda Function Deployment Package (p. 46)
Step 2.2: Create an IAM Role (execution role) (Amazon S3 Events) (p. 49)

Step 2.3: Upload the Deployment Package and Test (Amazon S3 Events) (p. 49)
Step 2.1: Create a Lambda Function Deployment Package
The deployment package is a zip file containing your function code and dependencies. So you will first

create a directory to save the JavaScript function code and dependencies. After you complete the steps,
you will have the following folder structure:

Creat eThunbnail .js
/ node_nodul es/ gm
/ node_nodul es/ async

You will then zip the directory content, which is your Lambda function deployment package.

To create a Lambda function deployment package

1. Create a folder (exanpl ef ol der). After creating the folder, create a subfolder (hode_modules) in
it.

2. a. Installthe Node.js platform. For more information, go to the Node.js website at http://nodejs.org/.
b. Install dependencies. The code examples uses the following libraries.

* AWS SDK for JavaScript in Node.js
e gm, "GraphicsMagick for node.js"
* Async utility module

The AWS Lambda runtime already has the AWS SDK for JavaScript in Node.js. So you need
only the other two. Open a command prompt, navigate to the exanpl ef ol der, and install the
libraries using the npmcommand, which is part of Node.js.

npminstall async gm

3. Save example code to the folder. Open a text editor, and copy the following code.
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/| dependenci es
var async = require('async');
var AWS = require(' ans-sdk');
var gm= require(' gn)
.subC ass({ inageMagick: true }); // Enable |InmageMagick integra
tion.
var util = require('util");

/1 constants
var MAX_W DTH
var MAX_HEI GHT

100;
100;

/1 get reference to S3 client
var s3 = new AWS. S3();

exports. handl er = function(event, context) {
/1 Read options fromthe event.
consol e. | og("Readi ng options fromevent:\n", util.inspect(event, {depth

5}));

var srcBucket = event. Records[0].s3. bucket. nane;

/1l Object key may have spaces or uni code non-ASClI| characters.
var srcKey =
decodeURI Conponent (event. Records[ 0] . s3. obj ect. key.replace(/\+/g, " "));

srcBucket + "resized";
"resi zed-" + srcKey;

var dst Bucket
var dst Key

/1 Sanity check: validate that source and destination are different buckets.

if (srcBucket == dstBucket) {
consol e. error ("Destinati on bucket nmust not match source bucket.");
return;

}

/1 Infer the inmage type

var typeMatch = srcKey.match(/\.([*.]*)$/);

if (!'typeMatch) {
console.error('unable to infer inmage type for key ' + srcKey);
return,;

}

var inageType = typeMatch[1];

if (inmageType !'= "jpg" && imageType != "png") {
consol e. | og(' ski ppi ng non-i mage ' + srcKey);
return,;

}

/1 Downl oad the image from S3, transform and upload to a different S3
bucket .
async.waterfall ([
function downl oad( next) {
/1 Download the image from S3 into a buffer.
s3. get vj ect ({
Bucket: srcBucket,
Key: srcKey
}
next);
H

function transform(response, next) {
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4.

gm(response. Body) . si ze(function(err, size) {
/'l Infer the scaling factor to avoid stretching the inage unnaturally.
var scal i ngFactor = Math. m n(
MAX_W DTH / size. wi dt h,
MAX_HEI GHT / si ze. hei ght

)
var width = scalingFactor * size.w dth;
var hei ght = scalingFactor * size. height;

/1 Transformthe image buffer in menory.
this.resize(w dth, height)
.toBuffer(i mgeType, function(err, buffer) {
if (err) {
next(err);
} else {
next (null, response. Content Type, buffer);
}
1)
1)
H
function upl oad(content Type, data, next) {
/1l Streamthe transforned inmage to a different S3 bucket.
s3. put Ooj ect ({
Bucket: dstBucket,
Key: dst Key,
Body: dat a,
Cont ent Type: content Type
H
next);
}
], function (err) {
if (err) {
consol e. error(
"Unable to resize ' + srcBucket + '/' + srcKey +
' and upload to ' + dstBucket + '/' + dstKey +
" due to an error: ' + err
)
} else {
consol e. | og(
"Successfully resized ' + srcBucket + '/' + srcKey +
" and uploaded to ' + dstBucket + '/' + dstKey
)
}

cont ext . done();

)
I

Review the preceding code and note the following:

e The function knows the source bucket name and the key name of the object from the event data
it receives as parameters. If the object is a .jpg, the code creates a thumbnail and saves it to the
target bucket.

* The code assumes the destination bucket exists and its name is a concatenation of the source
bucket name followed by the string "resized". For example, if the source bucket identified in the
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event data is "examplebucket", the code assumes you have an "examplebucketresized" destination
bucket.

 For the thumbnalil it creates, the code derives its key name as the concatenation of the string
"resized-" followed by the source object key name. For example, if the source object key is
"sample.jpg", the code creates a thumbnail object that has the key "resized-sample.jpg".

5. Save the file as Cr eat eThunbnai |l . j s in exanpl ef ol der.
6. Zip the folder content as Cr eat eThunbnai | . zi p.

Important
You zip the folder content, not the folder itself.

This is your Lambda function deployment package.

Next Step

Step 2.2: Create an IAM Role (execution role) (Amazon S3 Events) (p. 49)

Step 2.2: Create an IAM Role (execution role) (Amazon S3 Events)
In this section, you create an IAM role using the following predefined role type and access policy:

¢ AWS service role of the "AWS Lambda" type. This role grants AWS Lambda permission to assume the
role.

* "AWSLanbdaExecut e" access policy that you attach to the role.

For more information about IAM roles, go to Roles (Delegation and Federation) in Using IAM. Use the
following procedure to create the 1AM role.

To create an IAM role (execution role)

1. Signin to the AWS Management Console.
2. Create an IAM role.

For instructions on creating the role, go to Creating a Role for an AWS Service (AWS Management
Console) in IAM User Guide. As you follow the steps to create a role, note the following:

* In Select Role Type, click AWS Service Roles, and then select AWS Lambda. This will grant
AWS Lambda service permission to assume the role.

« In Attach Policy select AWSLanbdaExecut e.
3. Write down the role ARN. You will need it in the next step when you create your Lambda function.

Step 2.3: Upload the Deployment Package and Test (Amazon S3 Events)

In this section, you do the following:

¢ Create a Lambda function by uploading the deployment package.

« Test the Lambda function by invoking it manually, by passing sample Amazon S3 event data as
parameter.
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Step 2.3.1: Create a Lambda Function (Upload the Deployment Package)

1. Atthe command prompt, run the following Lambda CLI cr eat e- f unct i on command using the
adminuser profile.

You will need to update the command by providing the .zip file path and the execution role ARN.

$ aws | anbda create-function \

--region us-west-2 \

--function-nanme CreateThunbnail \

--zip-file fileb://file-path/ CreateThunbnail.zip \
--role role-arn \

--handl er CreateThunbnail . handler \

--runtinme nodejs \

--profile adm nuser \

--tinmeout 10 \

--nenory-size 1024

Note that if you want to you can upload the .zip file to an Amazon S3 bucket in the same AWS region,
and then specify the bucket and object name in the preceding command. You will need to replace
the - - zi p-fi | e parameter by the - - code parameter as shown:

--code S3Bucket =bucket - nanme, S3Key=zi p-fil e- obj ect - key

2. Write down the function ARN. You will need this in the next section when you add naotification
configuration to your Amazon S3 bucket.

3. (Optional) The preceding command specifies a 10-second timeout value as the function configuration.
Depending on the size of objects you upload, you might need to increase the timeout value using
the following CLI command.

$ aws | anbda updat e-function-configuration \
--function-nane CreateThunmbnail \
--region us-west-2 \
--timeout tinmeout-in-seconds \
--profile adm nuser

Step 2.3.2: Test Lambda Function (Invoke Manually)
Invoke the function manually using sample Amazon S3 event data.
1. Save the following Amazon S3 sample event data in a file, i nput . t xt.

You will need to update the JSON by providing your sour cebucket and a .jpg object key.

"Records": |
{

"event Version":"2.0",
"event Source": "aws: s3",
"awsRegi on": "us-west - 2",
"event Ti ne":"1970-01- 01T00: 00: 00. 000Z",
"event Nane": " Obj ect Creat ed: Put",
"userldentity":{
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"principalld":"Al DAJDPLRKLG7UEXAMPLE"
o
"request Paraneters": {
"sour cel PAddress":"127.0.0. 1"
3
"responseEl enents": {
"x-ane-request-id":"C3D13FE58DE4C810",
"x-ane-id-2":"FMyUVURI Y8/ | gAt TvBXRj skZQycl Z9KGAVEWES7S/ IRV UVer
MUE5JgHvANG pD"
3
"s3": {
"s3SchemaVersion":"1.0",
"configurationld":"testConfigRule",
"bucket ": {
"nanme": "sour cebucket ",
"ownerldentity":{
"principal | d":"ASNL1KOZZKExanpl e"
o
"arn":"arn: aws: s3:::sourcebucket"
H
"object":{
"key": " HappyFace. j pg",
"size":1024,
"eTag":"d41d8cd98f 00b204e9800998ecf 8427e",
"versionld":"096f KKXTRTt | 30n89f VO. nfljt sv6gko"

. Run the following Lambda CLI i nvoke command to invoke the function. Note that:

¢ The command requests asynchronous execution. You can optionally invoke it synchronously by
specifying "RequestResponse" as the invocation-type parameter value.

$ aws | anbda i nvoke \

--invocation-type Event \

--function-nane CreateThurmbnail \

--region us-west-2 \

--payload file://file-path/inputfile.txt \
--profile adm nuser \

outputfile.txt

Note

You are able to invoke this function because you are using your own credentials to invoke
your own function. In the next section, you configure Amazon S3 to invoke this function on
your behalf which requires you to add a permission to the access policy associated with your
Lambda function to grant Amazon S3 permission to invoke your function.

. Verify results:

¢ Verify the thumbnail was created in the target bucket.

« You can monitor the activity of your Lambda function in the AWS Lambda console.

* The AWS Lambda console shows a graphical representation of some of the CloudWatch metrics
in the Cloudwatch Metrics at a glance section for your function.

» For each graph, you can also click the logs link to view the CloudWatch logs directly.
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Next Step

Step 3: Configure Amazon S3 to Publish Events (p. 52)

Step 3: Configure Amazon S3 to Publish Events

In this section, you add the remaining configuration so Amazon S3 can publish object-created events to
AWS Lambda and invoke your Lambda function. You will do the following:

* Add permission to the Lambda function access policy to allow Amazon S3 to invoke the function.
¢ Add notification configuration to your source bucket — In the notification configuration, you provide:

» Event type for which you want Amazon S3 to publish events. For this exercise, you will specify the
s3: Obj ect Cr eat ed: * event type so that Amazon S3 publishes events when objects are created.

* Lambda function to invoke.

Step 3.1: Add Permission to the Lambda Function Access Policy

1. Run the following Lambda CLI add- per m ssi on command to grant Amazon S3 service principal
("s3.amazonaws.com") permission for the | anbda: | nvokeFunct i on action. Note that permission
is granted to Amazon S3 to invoke the function only if the following conditions are met:

» An object-created event is detected on a specific bucket.
¢ The bucket is owned by a specific AWS account.

If a bucket owner deletes a bucket, some other AWS account can create bucket with the same
name. This condition ensures that only a specific AWS account can invoke your Lambda function.

$ aws | anbda add- perni ssion \
--function-name CreateThunbnail \

--region us-west-2 \

--statenent-id sone-unique-id \

--action "l anbda: | nvokeFunction" \
--principal s3.amazonaws.com\
--source-arn arn:aws: s3:::sourcebucket \
--source-account bucket-owner-account-id \
--profile adm nuser

2. \Verify the access policy of your function by calling the CLI get - pol i cy command.

$ aws | anbda get-policy \
--function-nane function-nane \
--profile adm nuser

Step 3.2: Configure a Notification on the Bucket

Add notification configuration on the source bucket to request Amazon S3 to publish object-created events
to Lambda. In the configuration, you specify the following:

¢ Event type — For this exercise, select the "ObjectCreated (All)" Amazon S3 event type.
¢ Lambda function — This is your Lambda function Amazon S3 will invoke.

52



AWS Lambda Developer Guide
Walkthrough 3: Handling Amazon DynamoDB Stream
Events (Node.js)

For instructions on adding notification configuration to a bucket, go to Enabling Event Notifications in the
Amazon Simple Storage Service Console User Guide.

Step 3.3: Test the Setup

You are all done! Now adminuser can test the setup as follows:

1. Upload .jpg or .png objects to the source bucket using the Amazon S3 console.
2. Verify that the thumbnail was created in the target bucket by the Cr eat eThunbnai | function.
3. The adminuser user can also verify the logs reported by Amazon CloudWatch Logs.

You can monitor the activity of your Lambda function in the AWS Lambda console. For example,
choose the logs link in the console to view logs, including logs your function wrote to CloudWatch Logs.

AWS Lambda Walkthrough 3: Processing Events
from Amazon DynamoDB Streams Using the AWS
CLI (Node.js)

Scenario

You can use Lambda functions as Triggers for your DynamoDB table. Triggers are custom actions you
take in response to updates made to the DynamoDB table. To create a Trigger, first you enable DynamoDB
Streams for your table. Then, you write a Lambda function to process the updates published to the stream.
Lastly, you create an event source mapping in AWS Lambda to associate your Lambda function with the
stream.

In this walkthrough, you create a simple Lambda function in which the handl er receives event data as
parameter and processes it. For illustration, the handl er will log some of the information to Amazon
CloudWatch.

Implementation Summary

This is an example of the "pull" model (see AWS Lambda: How it Works (p. 3)) where AWS Lambda
polls the Amazon DynamoDB stream and invokes your Lambda function when it detects new data on the
stream. In the "pull" model, AWS Lambda both invokes and executes the Lambda function.

The following diagram illustrates the application workflow:
AWS Account

DynarncDB . || | \I
1\? Executloﬂ AWS Lambda
=-fA1s .

Ta ble Stream

Custom App

In this walkthrough, you will do the following:
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¢ Create a Lambda function to process Amazon DynamoDB events.
¢ Invoke a Lambda function manually by using sample Amazon DynamoDB event data.
¢ Create a stream-enabled DynamoDB table.

Using the DynamoDB console, you will create a table with a stream.
¢ Create an event source mapping in AWS Lambda associating the stream and your Lambda function.

As soon as you create the event source mapping, AWS Lambda starts polling the stream.
¢ Test the setup.

As you create, update, and delete items from the table, Amazon DynamoDB writes records to the
stream. AWS Lambda will detect the new records as it polls the stream and execute your Lambda
function on your behalf. You then verify AWS Lambda executed your Lambda function on your behalf.

Important
Both the Lambda function and the Amazon DynamoDB stream must be in the same AWS region.
This exercise assumes the US East (N. Virginia) region (us-east-1).

Next Step

Step 1: Prepare for the Walkthrough (DynamoDB Stream Events) (p. 54)

Step 1: Prepare for the Walkthrough (DynamoDB Stream
Events)

In this section, you do the following:

« If you don't have an administrator user in your account, create it. For instructions, see Set Up an AWS
Account and Create an Administrator User (p. 12).

¢ Set up the AWS CLI. For instructions, see Step 1: Prepare for the Walkthrough (p. 36).

You will use AWS CLI to perform the AWS Lambda activities, such as create a Lambda function, initially
invoke it manually, and add an event source mapping.

Next Step

Step 2: Create a Lambda Function and Invoke it Manually Using Sample Event Data (DynamoDB Stream
Events) (p. 54)

Step 2: Create a Lambda Function and Invoke it Manually
Using Sample Event Data (DynamoDB Stream Events)
Topics

e Step 2.1: Create a Lambda Function (p. 55)

¢ Step 2.2: Invoke Lambda Function Manually (p. 56)
¢ Next Step (p. 59)

In this section, you create a Lambda function and manually invoke it by passing a sample DynamoDB
event.
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Step 2.1: Create a Lambda Function

To create a Lambda function you need to first create the following:

A deployment package (a .zip file) containing your code and dependencies.

After you upload the deployment package to AWS Lambda we refer it as your Lambda function. The
code for this exercise is a Node.js example code, and there are no dependencies.

An 1AM role (execution role).

At the time you create your Lambda function you specify an IAM role that the AWS Lambda service
can assume to execute the function on your behalf.

You must grant this execution role necessary permissions. For example AWS Lambda will need
permission for Amazon DynamoDB actions so it can poll the stream and read records from the stream.
In the "pull" model you must also grant AWS Lambda permission to invoke your Lambda function. The
example Lambda function writes some of the event data to Amazon CloudWatch, so it will need
permissions for necessary Amazon CloudWatch actions.

For more information, see Execution Permissions (p. 8).

You provide both the deployment package and the 1AM role at the time of creating a Lambda function.
You can also specify other configuration information such as the function name, memory size, runtime
environment (nodejs) to use, and the handler. For more information about these parameters, see
CreateFunction (p. 160).

After creating the Lambda function you will invoke it using sample Amazon DynamoDB event data.

Step 2.1.1: Create a Lambda Function Deployment Package

Follow the instructions to create your AWS Lambda function deployment package.

1.

Open a text editor, and copy the following code.

consol e. |l og(' Loadi ng function');

exports. handl er = function(event, context) {
consol e. 1 og(JSON. stringi fy(event, null, 2));
event . Records. for Each(function(record) {
consol e. |l og(record. event | D)
consol e. | og(record. event Nane) ;
consol e. | og(' DynanmoDB Record: %', record.dynanodb);
s
cont ext . succeed("Successfully processed " + event.Records.length + "
records.");

I

Save the file as ProcessDynanoDBSt ream j s.
Zipthe ProcessDynanoDBStream j s file as ProcessDynanoDBSt ream zi p.

Step 2.1.2: Create an IAM Role (execution role)

In this section you create an IAM role using the following predefined role type and access policy:

Role Type: AWS service role of the "AWS Lambda" type.
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This role grants AWS Lambda permission to assume the role. So when you specify this role when
creating your Lambda function, AWS Lambda will be able to assume this role and execute your Lambda
function on your behalf.

¢ Access Policy: You will grant permission to the role by attaching a predefined access policy
("AWSLambdaDynamoDBExecutionRole").

The policy grants necessary permission your Lambda function needs when it executes.

Use the following procedure to create the 1AM role.

1. Signinto the AWS Management Console.
2. Create an IAM role.

For instructions on creating the role, go to Creating a Role for an AWS Service (AWS Management
Console) in IAM User Guide. As you follow the steps to create a role, note the following:

« In Select Role Type, click AWS Service Roles, and then select AWS Lambda.
 In Attach Policy select AWBLanbdaDynanoDBExecut i onRol e.

3. Write down the role ARN. You will need the ARN in the next step when you create Lambda function.

For more information about IAM roles, go to Roles (Delegation and Federation) in Using IAM.
Step 2.1.3: Create Lambda Function

Execute the following Lambda CLI cr eat e- f unct i on command to create a Lambda function. You
provide the deployment package and IAM role ARN as parameters.

$ aws | anbda create-function \

--region us-east-1\

--function-nane ProcessDynanoDBStream \

--zip-file fileb://file-path/ProcessDynanoDBStream zip \
--role role-arn \

--handl er ProcessDynanpoDBSt ream handl er \

--runtime nodejs \

--profile adm nuser

For more information, see CreateFunction (p. 160). AWS Lambda creates the function and return function
configuration information.

Note

You can upload the .zip file to an Amazon S3 bucket in the same AWS region where you are
creating the Lambda function, and then specify the bucket and object name in the

creat e-f uncti on command. You will need to replace the - - zi p-fi | e parameter by the
- - code parameter as shown:

--code S3Bucket =bucket - name, S3Key=zi p-fil e- obj ect - key

Step 2.2: Invoke Lambda Function Manually

In this section you invoke your Lambda function manually using the i nvoke AWS Lambda CLI command
and the following sample DynamoDB event.

1. Save the following JSON in a file, i nput . t xt .
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"Records": [
{
"event| D':"1",
"event Name": " | NSERT",
"event Version":"1.0",
"event Source": "aws: dynanodb",
"awsRegi on": "us-east-1",

"dynanodb": {
"Keys": {
"ld" |
"N 101"
}
}
"New nage": {
"Message": {
"S":"New item"
H
"ld"{
"N':"101
}

b,
"SequenceNunber": " 111",

"Si zeByt es": 26,

" St reanVi ewType": " NEW AND_OLD | MAGES"
H
"event Sour ceARN": "stream ARN'
}
{

"event| D':"2",

"event Nanme": " MODI FY",

"event Version":"1.0",

"event Source": "aws: dynanodb",

"awsRegi on": "us-east-1",

"dynanodb": {
"Keys": {
"ld"{
"N 101"
}
}
"New nage": {
"Message": {
"S":"This item has changed"
H
"ld"{
"N':"101
}
}
"d dl mage": {
"Message": {
"S":"New item "
H
"ld"{
"N':"101
}
}

" SequenceNunber " : " 222",
"Si zeByt es": 59,
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" St reanVi ewType" : " NEW AND_OLD | MAGES"

}
"event Sour ceARN': " st r eant ARN'
},
{
"event| D':"3",
"event Nane" : " REMOVE" ,
"event Version":"1.0",
"event Source": "aws: dynanodb",
"awsRegi on": "us-east-1",
"dynanodb": {
"Keys": {
"ld"{
"N':"101"
}
},
"d dl nage": {
"Message": {
"S":"This item has changed"
}
"rd{
"N':"101"
}
},
" SequenceNurnber " : " 333",
"Si zeByt es": 38,
" St reanVi ewType": " NEW AND_OLD | MAGES"
}
"event Sour ceARN': " st r eant ARN'
}

Execute the following i nvoke command.

$ aws | anbda i nvoke \
--invocation-type Request Response \
--function-nanme ProcessDynanoDBStream \
--region us-east-1\

--payload file://file-path/input.txt \
--profile adm nuser \

outputfile.txt

Note the i nvoke command specifies the "RequestResponse” as the invocation type which requests
synchronous execution. For more information, see Invoke (p. 178). The function returns the string
message (message in the cont ext . succeed() in the code) in the response body.

Verify the following output in the out put fil e. t xt file.

"Successfully processed 3 records."

You can monitor the activity of your Lambda function in the AWS Lambda console.

* The AWS Lambda console shows a graphical representation of some of the CloudWatch metrics
in the Cloudwatch Metrics at a glance section for your function. Sign in to the AWS Management
Console at https://console.aws.amazon.com/.
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« For each graph you can also click the logs link to view the CloudWatch logs directly.

Next Step

Step 3: Add an Event Source (DynamoDB Streams) and Test (p. 59)

Step 3: Add an Event Source (DynamoDB Streams) and Test

In this section, you do the following:

¢ Create an Amazon DynamoDB table with a stream enabled.
¢ Create an event source mapping in AWS Lambda.

This event source mapping will associate the DynamoDB stream with your Lambda function. After you
create this event source mapping, AWS Lambda will start polling the stream.

¢ Test the setup.

As you perform table updates, DynamoDB will write event records to the stream. AWS Lambda that is
polling the stream will detect new records in the stream and execute your Lambda function on your
behalf, by passing events to the function.

Step 3.1: Create a DynamoDB Table with a Stream Enabled
Follow the procedure to create a table with a stream:

1. Signinto the AWS Management console at http://aws.amazon.com/console/.

2. Inthe DynamoDB console, create a table with streams enabled. Make sure you have the US East
(N. Virginia) region selected before you create the table.

Important

You must create a DynamoDB table in the same region that you have a Lambda function
created. This exercise assume the US East (N. Virginia) region. In addition, both the table
and the Lambda functions must belong to the same AWS account.

3.  Write down the stream ARN. You will need this in the next section when you associate the stream
with your Lambda function.

Step 3.2: Create Event Source Mapping in AWS Lambda

In this section you associate your DynamoDB stream with your Lambda function by creating a event
source mapping in AWS Lambda.

Run the following AWS CLI cr eat e- event - sour ce- mappi ng command. After the command executes,
note down the UUID. You'll need this UUID to refer to the event source mapping in any commands, for
example, when deleting the event source mapping.

$ aws | anbda create-event-source-nmappi ng \
--region us-east-1\

--function-nane ProcessDynanpDBSt ream \
--event -source DynanpDB-streamarn \
--batch-size 100 \

--starting-position TRI M HORI ZON \
--profile adm nuser
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Note

This creates a mapping between the specified DynamoDB stream and the Lambda function.
You can associate a DynamoDB stream with multiple Lambda functions, and associate the same
Lambda function with multiple streams. However, the Lambda functions will share the read
throughput for the stream they share.

You can get the list of event source mappings.

$ aws | anbda |ist-event-source-mappi ngs \
--region us-east-1\

--functi on-nane ProcessDynanpDBSt ream \
--event -source DynanpDB-streamarn \
--profile adm nuser

The list returns all the event source mappings you created, and for each mapping it shows (among other
things) the Last Processi ngResul t . This field is used to provide an informative message if there are
any problems. Values such as "No records processed" (indicating either AWS Lambda has not started
polling or there are no records in the stream), and "OK" (indicating AWS Lambda successfully read records
from the stream and invoked your Lambda function) indicate there no issues. Otherwise, you will get an
appropriate message.

Step 3.3: Test the Setup

You are all done! Now adminuser can test the setup as follows:

1. In the DynamoDB console, add, update, delete items to the table. DynamoDB will write records of
these actions to the stream.

2. AWS Lambda polls the stream and when it detects updates to the stream, it will invoke your Lambda
function by passing in event data it found in the stream.

3. Your function executes and creates logs in Amazon CloudWatch. The adminuser can also verify the
logs reported in the Amazon CloudWatch console.

AWS Lambda Walkthrough 4: Processing Events
from an Amazon Kinesis Stream Using the AWS
CLI (Node.js)

In this walkthrough, you create a Lambda function to consume events from an Amazon Kinesis stream.
The Lambda function is simple: it reads incoming event data and logs some of the information to Amazon
CloudWatch.

This is an example of the "pull" model (see AWS Lambda: How it Works (p. 3)) where AWS Lambda
polls the Amazon Kinesis stream and invokes your Lambda function when it detects new data on the
stream. That is, in the pull model, AWS Lambda both invokes and executes the Lambda function.

The following diagram illustrates the application workflow:
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In this walkthrough, you will do the following:

¢ Create a Lambda function to process Amazon Kinesis events

¢ Invoke a Lambda function manually using sample Amazon Kinesis event data

¢ Create an Amazon Amazon Kinesis stream

« Add an event source in AWS Lambda associating the stream and your Lambda function.

As soon as you add the event source, AWS Lambda starts polling the stream.
¢ Test the setup

You will then add a sample event record to the Amazon Kinesis stream and verify AWS Lambda
executed your Lambda function on your behalf.

Important
Both the Lambda function and the Amazon Kinesis stream must be in the same AWS region.
This exercise assumes the us- west - 2 region.

Note

In this walkthrough, you use the AWS Command Line Interface to perform AWS Lambda
operations such as the create and invoke functions. This example is similar to the getting started
example (see Getting Started 3: Handling Amazon Kinesis Events Using the AWS Lambda
Console (Node.js) (p. 23)). The difference is that the Getting Started exercise provides a
console-based experience. The console does many things for you, simplifying your experience.
When you use the CLI, you get the raw experience of making the API calls, which can help you
familiarize yourself with the AWS Lambda operations. In addition to creating and invoking Lambda
function, you will explore other Lambda APIs.

Next Step

Step 1: Prepare for the Walkthrough (Amazon Kinesis Stream Events) (p. 61)

Step 1: Prepare for the Walkthrough (Amazon Kinesis Stream
Events)

In this section, you do the following:

« If you don't have an administrator user in your account, create one. For instructions, see Set Up an
AWS Account and Create an Administrator User (p. 12).

e Set up the AWS CLI. For instructions, see Step 1: Prepare for the Walkthrough (p. 36).
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You will use AWS CLI to perform the AWS Lambda activities, such as create a Lambda function, initially
invoke it manually, and add an event source.

Next Step

Step 2: Create a Lambda Function and Invoke it Manually Using Sample Event Data (Amazon Kinesis
Stream Events) (p. 62)

Step 2: Create a Lambda Function and Invoke it Manually
Using Sample Event Data (Amazon Kinesis Stream Events)
Topics

e Step 2.1: Create a Lambda Function (p. 62)

e Step 2.2: Invoke Your Lambda Function Manually (p. 64)
¢ Next Step (p. 65)

In this section, you create a Lambda function and manually invoke it by passing sample Amazon Kinesis
event.

Step 2.1: Create a Lambda Function
To create a Lambda function, you need to first create the following:
« A deployment package (a .zip file) containing your code and dependencies.

After you upload the deployment package to AWS Lambda, we refer it as your Lambda function. The
code for this exercise is a Node.js example, and there are no dependencies.

« An IAM role (execution role).

At the time you create your Lambda function, you specify an IAM role that AWS Lambda can assume
to execute the function on your behalf.

You must grant this execution role the necessary permissions. For example, AWS Lambda will need
permission for Amazon Kinesis actions so it can poll the stream and read records from the stream. In
the pull model, you must also grant AWS Lambda permission to invoke your Lambda function. The
example Lambda function writes some of the event data to Amazon CloudWatch so your function will
need permissions for the necessary Amazon CloudWatch actions.

For more information, see Execution Permissions (p. 8)).
You provide both the deployment package and the 1AM role when you create a Lambda function. You
can also specify other configuration information such as the function name, memory size, runtime

environment (nodejs) to use, and the handler. For more information about these parameters, see
CreateFunction (p. 160).

After creating the Lambda function, you will invoke it using sample Amazon Kinesis event data.
Step 2.1.1: Create a Lambda Function Deployment Package
Follow the instructions to create AWS Lambda function deployment package.

1. Open atext editor, and copy the following code.
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consol e. | og(' Loadi ng function');

exports. handl er = function(event, context) {
consol e. 1 og(JSON. stringi fy(event, null, 2));
event . Records. for Each(function(record) {
/1 Kinesis data is base64 encoded so decode here
payl oad = new Buf fer(record. ki nesi s. data, 'base64').toString('ascii');

consol e. | og(' Decoded payl oad: ', payl oad);
s

cont ext . succeed();

I

2. Save the file as Pr ocessKi nesi sRecords. j s.
3. Zip the ProcessKi nesi sRecords. j s file as ProcessKi nesi sRecor ds. zi p.

Step 2.1.2: Create an IAM Role (execution role)
In this section, you create an IAM role using the following predefined role type and access policy:

¢ AWS service role of the "AWS Lambda" type. This role grants AWS Lambda permission to assume the
role.

« "AWSLanbdaKi nesi sExecut i onRol e" access policy that you attach to the role.

For more information about IAM roles, go to Roles (Delegation and Federation) in Using IAM. Use the
following procedure to create the IAM role.

To create an IAM role (executionrole)

1. Signin to the AWS Management Console.
2. Create an IAM role.

For instructions on creating the role, go to Creating a Role for an AWS Service (AWS Management
Console) in IAM User Guide. As you follow the steps to create a role, note the following:

¢ In Select Role Type, click AWS Service Roles, and then select AWS Lambda. This will grant
AWS Lambda service permission to assume the role.

¢ In Attach Policy select AWBLanbdakKi nesi sExecut i onRol e.

3. Write down the role ARN. You will need it in the next step when you create your Lambda function.

Step 2.1.3: Create a Lambda Function

Execute the following Lambda CLI cr eat e- f unct i on command to create a Lambda function. You
provide the deployment package and IAM role ARN as parameters.

$ aws | anbda create-function \

--region us-west-2 \

--function-nane ProcessKi nesi sRecords \

--zip-file fileb://file-path/ProcessKi nesi sRecords. zip \
--role execution-role-arn \
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--handl er ProcessKi nesi sRecords. handl er \
--runtime nodejs \
--profile adm nuser

Note that if you want you can upload the .zip file to an Amazon S3 bucket in the same AWS region, and
then specify the bucket and object name in the preceding command. You will need to replace the
--zi p-fil e parameter by the - - code parameter as shown:

--code S3Bucket =bucket - nane, S3Key=zi p-fi | e- obj ect - key

For more information, see CreateFunction (p. 160). AWS Lambda creates the function and returns function
configuration information as shown in the following example:

{
"Functi onNane": "ProcessKi nesi sRecords",
"CodeSi ze": 412,
"MenorySi ze": 128,
"FunctionArn": "arn:aws: | anbda: us-west-2: account-i d: function: ProcessKi nes
i sRecords",
"Handl er": "ProcessKi nesi sRecords. handl er",
"Role": "arn:aws:iam:account-id:rol e/kinesis-|anbda-role",
"Ti meout": 3,
"Last Mbdi fied": "2015-04-02T01: 20: 42. 355+0000",
"Runtine": "nodejs",
"Description":
}

Step 2.2: Invoke Your Lambda Function Manually
In this section, you invoke your Lambda function manually using the i nvoke CLI command.

Save the following JSON in a file, i nput . t xt .

{
"Records": |
{
"kinesis": {
"partitionKey": "partitionKey-3",
"ki nesi sSchemaVersion": "1.0",
"data": "SGVsbGBsl HRoaXMgaXMyYSBOZXNOI DEy My4=",
"sequenceNunber":
"49545115243490985018280067714973144582180062593244200961"
}s
"event Sour ce": "aws: ki nesi s",

"event| D': "shardld-
000000000000: 49545115243490985018280067714973144582180062593244200961",
"invokel dentityArn": "arn:aws:iam:059493405231:rol e/ test LEBRol e",

"event Version": "1.0",
"event Name": "aws: ki nesis:record",
"event Sour ceARN': "arn: aws: ki nesi s: us- west - 2: 35667exanpl e: streanm ex
ampl est reant',
"awsRegi on": "us-west-2"
}
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Execute the following i nvoke command.

$ aws | anbda invoke \
--invocation-type Event \
--function-nane ProcessKi nesi sRecords \
--region us-west-2 \

--payload file://file-path/input.txt \
--profile adm nuser

outputfile.txt

Note that if you request synchronous execution ("RequestResponse" as the invocation type), function
returns the string message (message in the cont ext . succeed() in the code) in the response body. In
the preceding example it will be saved in out putfil e. t xt.

"Hello, this is a test 123."

Note
The Amazon Kinesis stream and Lambda function must be in the same AWS account.

Next Step

Step 3: Add an AWS Lambda Event Source and Test (Amazon Kinesis Stream Events) (p. 65)

Step 3: Add an AWS Lambda Event Source and Test (Amazon
Kinesis Stream Events)

Topics
¢ Step 3.1: Create an Amazon Kinesis Stream (p. 65)
e Step 3.2: Add an Event Source in AWS Lambda (p. 66)
¢ Step 3.3: Test the Setup (p. 66)

In this section, you create an Amazon Kinesis stream and add an event source in AWS Lambda to
associate the stream with your Lambda function. After you create an event source, AWS Lambda will
start polling the stream. You will then test the setup by adding events to the stream and verify that AWS
Lambda executed your Lambda function on your behalf.

Step 3.1: Create an Amazon Kinesis Stream

Use the following Amazon Kinesis cr eat e- st r eam CLI command to create a stream.

$ aws kinesis create-stream\
--stream nane exanpl estream\
--shard-count 1\

--region us-west-2 \
--profile adm nuser

Run the following Amazon Kinesis descr i be- st r eamCLI command to get the stream ARN.
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$ aws kinesis describe-stream\
--stream nane exanpl estream\
--region us-west-2 \

--profile adm nuser

You need the stream ARN in the next step to associate the stream with your Lambda function. The stream
is of the form:

arn: aws: ki nesi s: aws-regi on: account -i d: st reani st r eam nane

Step 3.2: Add an Event Source in AWS Lambda

Run the following AWS CLI add- event - sour ce command. After the command executes, note down
the UUID. You'll need this UUID to refer to the event source in any commands, for example, when deleting
the event source.

$ aws | anbda create-event-source-nmappi ng \
--region us-west-2 \

--function-nane ProcessKinesi sRecords \
--event-source Kkinesis-streamarn \
--batch-size 100 \

--starting-position TRI M HORI ZON \
--profile adm nuser

Note

This creates a mapping between the specified Amazon Kinesis stream and the Lambda function.
You can associate an Amazon Kinesis stream with only one Lambda function. If you associate
another function with the same stream, it replaces the previous mapping.

You can get a list of event source mappings.

$ aws | anbda |ist-event-source-mappi ngs \
--region us-west-2 \

--function-nane ProcessKi nesi sRecords \
--event-source kinesis-streamarn \

- - debug

In the response, you can verify the status value is "enabled".

Step 3.3: Test the Setup
You are all done! Now adminuser can test the setup as follows:

1. Using the following AWS CLI command, add event records to your Amazon Kinesis stream. The - - dat a
value is a base64-encoded value of the "Hello, this is a test." string. You can run the same command
more than once to add multiple records to the stream.

$ aws kinesis put-record \

--stream nanme exanpl estream\

--data "This is a test. final" \
--partition-key shardl d- 000000000000 \
--region us-west-2 \

--profile adm nuser
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2. AWS Lambda polls the stream and when it detects updates to the stream, it will invoke your Lambda
function by passing in event data it found in the stream.

AWS Lambda assumes the execution role to poll the stream. You have granted the role permissions
for necessary Amazon Kinesis actions, and therefore AWS Lambda can poll the stream and read
events from the stream.

3. Your function executes and adds logs to the log group that corresponds to the Lambda function in
Amazon CloudWatch.

The adminuser can also verify the logs reported in the Amazon CloudWatch console. Make sure you
are checking for logs in the same AWS region where you created the Lambda function.

AWS LambdaWalkthrough 5: Handling AWS
CloudTrail Events Using the AWS CLI (Node.js)

Scenario

Suppose you have turned on AWS CloudTrail for your AWS account to maintain records (logs) of AWS
API calls made on your account. As API calls are made in your account, CloudTrail writes logs to an
Amazon S3 bucket you configured. You want Amazon S3 to publish the "object created" events to AWS
Lambda and invoke your Lambda function, as CloudTrail creates log objects.

When Amazon S3 invokes your Lambda function, it will pass an S3 event identifying, among other things,
the bucket name and the new object key that CloudTrail created. So your Lambda function can read the
log object, and it will know the API calls that were reported in the log.

You want your Lambda function to notify you via email if the log reports a specific APl was called. Each
CloudTrail is a JSON object with one or more event records. Each record, among other things, provides
event Sour ce and event Nane.

{
"Records": [
{
"event Version":"1.02",
"userldentity":{
b,
"event Ti ne":"2014-12-16T19: 17: 437",
"event Sour ce": "sns. amazonaws. cont',
"event Nanme": " Creat eTopi c",
"awsRegi on": "us-west-2",
"sourcel PAddress":"72.21.198. 64",
b,
{
b,
}

Your Lambda function will parse the log for records with specific event Sour ce ("sns.amazonaws.com")
and event Nane ("CreateTopic"). If found, it will publish the event to your Amazon SNS topic, which you
will configure to send email.
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Implementation Summary

Upon completing this walkthrough, you will have Amazon S3, AWS Lambda, Amazon SNS, and AWS
Identity and Access Management (IAM) resources in your account:

Note
The walkthrough assumes you create these resources in the us- west - 2 region.

In Lambda:

¢ A Lambda function — The function first reads incoming S3 event data so it knows where the CloudTrail
log object is created. It will then read that object and process as explained in the preceding section.

¢ An access policy — In the Lambda function's access policy, you will add a permission to allow Amazon
S3 to invoke the Lambda function.

In IAM:
* Administrator user — Called adminuser.

You use the adminuser credentials to performs steps in this walkthrough.

* An |AM role (executionrole) — When you create this role, you will trust AWS Lambda to assume this
role. You will also grant sufficient permissions that your Lambda function needs—for example,
permissions for Amazon S3 actions to read objects from a bucket, permission for Amazon SNS actions
to publish events, and permissions for CloudWatch actions to write logs.

In Amazon S3:

» A bucket — We refer to the bucket as exanpl ebucket . When you turn the trail on in the CloudTrail
console, you specify this bucket for CloudTrail to save the logs.

» Configure notification on exanpl ebucket .

You will add notification configuration to your bucket to request Amazon S3 to publish object-created
events to Lambda, by invoking your Lambda function. For more information about the Amazon S3
notification feature, go to Setting Up Notification of Bucket Events.

¢ Sample CloudTrail log object, Exanpl ed oudTr ai | Log. j son, in exanpl ebucket bucket.

You will use a sample Amazon S3 event that will identify exanpl ebucket and this object as a CloudTrail
object. You will use this Amazon S3 object to first manually invoke your Lambda function. You Lambda
function will then read the sample CloudTrail log object and send you email natifications via an SNS
topic.

In Amazon SNS

* An SNS topic.

You subscribe to this topic by specifying email as the protocol.

The following diagram illustrates the application flow:
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1. AWS CloudTrail saves logs to an S3 bucket.
2. Amazon S3 detects the object-created event.

3. Amazon S3 publishes the s3: Obj ect Cr eat ed: * event to AWS Lambda by invoking the Lambda
function, per the bucket notification configuration.

Because the Lambda function's access policy includes a permission for Amazon S3 to invoke the
function, Amazon S3 will be able to invoke the function.

4, Lambda assumes the execution role and executes the function.

5. The Lambda function first reads the Amazon S3 event it receives as a parameter and determines
where the CloudTrail object is. It then reads the CloudTrail object and processes log records in it.

6. If the log includes a record with specific event Type and event Sour ce values, it publishes the event
to your Amazon SNS topic.

In this walkthrough, you subscribe to the SNS topic using the email protocol, so you will get email
notifications.

Now you are ready to try the steps.

First Walkthrough Step

Step 1: Prepare for the Walkthrough (AWS CloudTrail Events) (p. 69)

Step 1: Prepare for the Walkthrough (AWS CloudTrail Events)

In this section, you do the following (the example assumes you are creating your AWS resources—S3
bucket, SNS topic, and Lambda function—in the us- west - 2 region:

¢ Create an administrator user, adminuser. For instructions, see Set Up an AWS Account and Create
an Administrator User (p. 12). If you already have an administrator user, you can skip this step.

¢ Set up the AWS CLI. If you followed the walkthroughs in order, you already have the AWS CLI setup.
If not, follow the instructions provided in walkthrough 1. For more information, see Step 1: Prepare for
the Walkthrough (p. 36).

¢ Turn CloudTrail on. For instructions, see the following section.
¢ Create an SNS topic. For instructions, see the following section.
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Step 1.1: Turn on CloudTrail

In the AWS CloudTrail console, turn on the trail in your account by specifying exanpl ebucket in the
us- west - 2 region for CloudTrail to save logs. When configuring the trail, do not enable SNS notification.

For instructions, go to Creating and Updating Your Trail in the AWS CloudTrail User Guide.

Step 1.2: Create an SNS Topic and Subscribe to the Topic

Follow the procedure to create an SNS topic in the us- west - 2 region and subscribe to it by providing
an email address as the endpoint.

To create and subscribe to a topic
1. Create an SNS topic.

For instructions, go to Create a Topic in the Amazon Simple Notification Service Developer Guide.
2. Subscribe to the topic by providing an email address as the endpoint.

For instructions, go to Subscribe to a Topic in the Amazon Simple Notification Service Developer
Guide.

3. Note down the topic ARN. You will need the value in the following sections.

Next Step

Step 2: Create and Invoke a Lambda Function (AWS CloudTrail Events) (p. 70)

Step 2: Create and Invoke a Lambda Function (AWS
CloudTrail Events)

In this section, the adminuser creates a function in AWS Lambda and invokes it manually, using the AWS
CLI command, using sample Amazon S3 event data. For instructions, see the following sections:

Step 2.1: Create a Lambda Function Deployment Package (AWS CloudTrail Events) (p. 70)
Step 2.2: Create an IAM Role (execution role) (AWS CloudTrail Events) (p. 73)

Step 2.3: Create a Lambda Function (AWS CloudTrail Events) (p. 74)

Step 2.4: Invoke Your Lambda Function Manually (AWS CloudTrail Events) (p. 75)

After you complete the steps, you can add a notification configuration on the exanpl ebucket and test
the end-to-end experience. For instructions, see the following section.

Step 3: Configure Amazon S3 to Publish Events (AWS CloudTrail Events) (p. 78).

Step 2.1: Create a Lambda Function Deployment Package (AWS CloudTrail
Events)

The code example is created using Node.js. You first creates a folder to save the following:

* An example JavaScript function
¢ Dependencies

After you complete the steps, you will have the following folder structure:
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Cl oudTrai | Event Processing.js
/ node_nodul es/ async

You will then zip the folder content; the .zip file is the Lambda function deployment package.
To create the Lambda function deployment package

1. Install the Node.js platform. For more information, go to the Node.js website at http://nodejs.org/.
2. Create a folder (examplefolder). After creating the folder, create a subfolder (node_modules) in it.

3. Open a command prompt, navigate to the exanpl ef ol der, and install the following libraries using
the npmcommand, which is part of Node.js.

e async (Async utility module)

npminstall async

4. Open a text editor, and copy the following code.

var aws requi re(' aws-sdk');
var zlib require('zlib');
var async = require('async');

/ sns. amazonaws. cont ;
/ Cr eat eTopi ¢/ ;
'us-west-2';

" SNS Topi c ARN ;

var EVENT_SOURCE_TO TRACK
var EVENT_NAME TO TRACK
var DEFAULT_SNS_REG ON
var SNS_TOPI C_ARN

var s3 = new aws. S3();
var sns = new aws. SNS({
api Versi on: '2010-03-31'",
regi on: DEFAULT_SNS REG ON
s

exports. handl er = function(event, context) {
var srcBucket = event.Records[0].s3. bucket. nane;
var srcKey = event.Records[0].s3. object. key;

async.waterfall ([
function fetchLogFronS3(next)({
consol e. |l og(' Fetching conpressed log fromS3...");
s3. get Obj ect ({
Bucket: srcBucket,

Key: srcKey
I
next);
I
function unconpressLog(response, next){
consol e. | og("Unconpressing log...");
zl i b. gunzi p(response. Body, next);
I
function publishNotifications(jsonBuffer, next) {

console.log('Filtering log...");
var json = jsonBuffer.toString();
console.log(' CloudTrail JSON from S3:', json);
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var records;
try {
records = JSON. parse(json);
} catch (err) {
next (' Unable to parse CoudTrail JSON: ' + err);

return;

}

var mat chi ngRecords = records
. Records

.filter(function(record) {
return record. event Sour ce. mat ch( EVENT_SOURCE_TO_TRACK)
&& record. event Name. nat ch( EVENT_NAME_TO TRACK) ;
s

consol e. |l og(' Publishing ' + matchingRecords.length + ' notific
ation(s) in parallel...");
async. each(
mat chi ngRecor ds,
function(record, publishConplete) {

consol e. |l og(' Publishing notification: ', record);
sns. publ i sh({
Message
"Alert... SNS topic created: \n Topi CARN=" +
record. responseEl ements.topicArn + '\n\n' +
JSON. stringify(record),
Topi cArn: SNS_TOPI C_ARN
}, publishConplete);
H
next
)
], function (err) {
if (err) {
console.error('Failed to publish notifications: ', err);
} else {

consol e. | og(' Successfully published all notifications."');

}

cont ext . done(err);

1)

5. Update the code by providing your SNS topic ARN.
6. Save the file as Cl oudTr ai | Event Processi ng. j s in exanpl ef ol der.
7. Zip the folder content as Cl oudTr ai | Event Processi ng. zi p.

Note
You zip the folder content, not the folder itself.

This is your Lambda function deployment package.

Next Step

Step 2.2: Create an IAM Role (execution role) (AWS CloudTrail Events) (p. 73)
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Step 2.2: Create an IAM Role (execution role) (AWS CloudTrail Events)

Now the adminuser is ready to create a Lambda function by uploading the deployment package to Lambda
that you created in the previous step. But at the time of creating the function, adminuser will need to
specify an IAM role that Lambda can assume. This role will have permissions the Lambda function needs
to access your AWS resources. So let's first create an 1AM role, executionrole. For more information
about the executionrole, see Execution Permissions (p. 8).

Each IAM role has two policies. For the executionrole, you will use the following two policies:

 Trust policy specifying that AWS Lambda account principal who can assume the role.
¢ Access policy defining permissions for this role.

The role will have permission for Amazon S3 actions to perform operations on the exanpl ebucket ,
CloudWatch actions so the function can write application logs to CloudWatch, and Amazon SNS actions
so the function can publish events to your SNS topic.

To create an IAM role (executionrole)

1. Signin to the AWS Management Console using the adminuser credentials.
2. Create a managed policy that you will attach to the 1AM role.

In the navigation pane of the IAM console, click Policies, and then click Create Policy.
Next to Copy an AWS Managed Policy, click Select.
Next to AWSLambdaExecute, click Select.

Copy the following policy into the Policy Document replacing the existing policy, and then
update the policy with the ARN of the Amazon SNS topic you created.

a oo

Note the policy name because you will use it in the next step.

{
"Version": "2012-10-17",
"Statement": [
"Effect": "Al ow',
"Action": [
"l ogs: *"
1.
"Resource": "arn:aws:|logs:*:*:*"
}
{
"Effect": "Al ow',
"Action": [
"s3: Get vj ect ™
1.
"Resource": "arn:aws:s3:::*"
}
{
"Effect": "Al ow',
"Action": [
"sns: Publ i sh"
1.
"Resource": "your sns topic ARN'
}
]
}
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Create an IAM role, the execut i onr ol e, and attach the policy you just created to the role.

For instructions on creating the role, go to Creating a Role for an AWS Service (AWS Management
Console) in IAM User Guide. Note the following:

¢ In Select Role Type, click AWS Service Roles, and then select AWS Lambda.
< In Attach Policy, select the policy you created in the previous step.

Next Step

Step 2.3: Create a Lambda Function (AWS CloudTrail Events) (p. 74)

Step 2.3: Create a Lambda Function (AWS CloudTrail Events)

Now you are ready to upload the deployment package to create Lambda function. You will also test invoke
the function. At this point, you have not configured notification on your S3 bucket, so Amazon S3 will not
invoke your function. But you can test your Lambda function by manually invoking it, which requires the
following:

Sample S3 event data identify bucket name and an object key.
Sample CloudTrail log object in the S3 bucket.

You want this sample log to include a record that has the event Type value set to "ec2.amazonaws.com”
and the event Nane value set to "CreateSecurityGroup". The Lambda function looks for event records
with these values.

Follow the steps to test invoke your Lambda function.

1.

Create a Lambda function.

At the command prompt, run the following Lambda CLI cr eat e- f unct i on command using the
adminuser pr of i | e.You will need to update the command by providing the .zip file path and the
"executionrole” ARN.

$ aws | anbda create-function \

--region us-west-2 \

--function-name C oudTrail Event Processing \

--zip-file fileb://file-path/C oudTrail Event Processing.zip \
--rol e execution-role-arn \

--handl er C oudTrail Event Processi ng. handl er \

--runtinme nodejs \

--profile adm nuser \

--tinmeout 10 \

--menory-size 1024

Note that if you want you can upload the .zip file to an Amazon S3 bucket in the same AWS region,
and then specify the bucket and object name in the preceding command. You will need to replace
the - - zi p-fi | e parameter by the - - code parameter as shown:

--code S3Bucket =bucket - nane, S3Key=zi p-fi | e- obj ect - key

Note down the Lambda function ARN. You will need this ARN when you configure a bucket notification
in the next section.
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Next Step

Step 2.4: Invoke Your Lambda Function Manually (AWS CloudTrail Events) (p. 75)

Step 2.4: Invoke Your Lambda Function Manually (AWS CloudTrail Events)

In this section, you invoke your Lambda function manually using sample Amazon S3 event data that you
will pass to the Lambda function. When Lambda function executes, it will read the S3 object (a sample
CloudTrail log) from the bucket identified in the S3 event data, and publish an event to your SNS topic if
the sample CloudTrail log reports use of a specific API. For this walkthrough, the APl is the SNS API
used to create a topic. That is, the CloudTrail log reports a record identifying "sns.amazonaws.com" as
the event Sour ce, and "CreateTopic" as the event Nane.

Prepare to invoke the Lambda function manually

Save the following JSON (an example S3 event) in a file, i nput . t xt .

You will provide this sample event when you invoke your Lambda function. For more information
about the S3 event structure, go to Event Message Structure in the Amazon Simple Storage
Service Developer Guide.

"Records": [
{
"event Version":"2.0",
"event Source": "aws: s3",
"awsRegi on": "us-west-2",
"event Ti ne":"1970-01- 01TOO: 00: 00. 000Z",
"event Nanme": " Qbj ect Creat ed: Put ",
"userldentity":{
"principalld":"A DAJDPLRKLG7 UEXAMPLE"
b
"request Paraneters": {
"sour cel PAddress":"127.0.0. 1"
b
"responseEl ements": {
"x-ane-request-id":"C3D13FE58DE4C810",
"x-ane-id-2":"FM/UVURI Y8/ | gAt Tv8XRj skZQocl Z9KAVE5W6S7S/ IR
WeUwer MUESJgHVANG pD*
b
"s3": {
"s3SchemaVersion":"1.0",
"configurationld":"testConfigRule",
"bucket ": {
"nane":"your bucket nane",
"ownerldentity":{
"principalld": " ASNL1IKOZZKExanpl e"

b

"arn":"arn:aws: s3::: nybucket"”

"object":{

"key": " Exanpl ed oudTrai | Log. j son. gz",
"size":1024,

"eTag": "d41d8cd98f 00b204e9800998ecf 8427¢e",
"versionld":"096f KKXTRTt | 30n89f VO nfljtsvegko"
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b. Upload a sample CloudTrail log to your exanpl ebucket .

Save the following sample CloudTrail log to a file (Exanpl e oudTr ai | Log. j son).

Note that one of events in this log has "sns.amazonaws.com” as the event Sour ce and
"CreateTopic" as the event Nane. Your Lambda function reads the logs and if it finds event
of this type, it publishes the event to the Amazon SNS topic you created and you will receive
one email when you invoke the Lambda function manually.

"Records": |
{
"event Version":"1.02",
"userldentity":{
"type":"Root",
"principalld":"account-id",
"arn":"arn:aws:iam:account-id:root",
"account|d":"account-id",
"accessKeyl d": "access-key-id",
"sessi onContext": {
"attributes":{
"nf aAut henti cated": "fal se",
"creationDate":"2015-01-24T22: 41: 542"

}
b
"event Ti me": " 2015- 01- 24T23: 26: 502",
"event Sour ce": "sns. amazonaws. cont',
"event Nane": " Creat eTopi c",
"awsRegi on": "us-west - 2",
"sour cel PAddress": "205. 251. 233. 176",
"user Agent": "consol e. amazonaws. cont',
"request Paraneters": {
"name": " dr opnepl ease"
o
"responseEl enents":{
"topi cCArn":"arn: aws: sns: us-west - 2: account -i d: exanpl et opi c"

b

"request | D':"3f db7834- 9079- 557e- 8ef 2- 350abc03536b",
"event | D': " 17b46459- dada- 4278- b8e2- 5a4ca9f f 1a9c",
"event Type": " AwsApi Cal | ",

"reci pi ent Account 1 d": "account-i d"

"event Versi on":"1.02",

"userldentity":{
"type":"Root",
"principalld":"account-id",
"arn":"arn:aws:iam:account-id:root",
"account|d":"account-id",
"accessKeyl d": "access-key-id",
"sessi onContext": {

"attributes":{
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"nf aAut henticated": "fal se",
"creationDate":"2015-01-24T22: 41: 547"

}

3
"event Ti ne": " 2015-01- 24T23: 27: 022",
"event Sour ce": "sns. amazonaws. cont',
"event Nane": " Get Topi cAttri butes”,
"awsRegi on": "us-west - 2",
"sour cel PAddress": "205. 251. 233. 176",
"user Agent ": "consol e. amazonaws. cont',
"request Paraneters": {

"topi cCArn":"arn: aws: sns: us-west - 2: account -i d: exanpl et opi c"

3

"responseEl enents": nul |,

"request | D': "4a0388f 7- a0af - 5df 9- 9587- c5¢98c29chec”,
"event | D': "ec5bb073- 8f al- 4d45- b03c-f 07b9f c9eall"”,
"event Type": " AwsApi Cal | ",

"reci pi ent Account 1 d": "account -i d"

ii. Runthe gzi p command to create .gz file from the preceding source file.

$ gzi p Exanpl ed oudTrail Log. j son

This creates Exanpl ed oudTr ai | Log. j son. gz file.

iii. Upload the Exanpl eCl oudTr ai | Log. j son. gz file to your bucket that you specified in
the CloudTrail configuration.

This object is specified in the sample Amazon S3 event data that we use in manually invoking
the Lambda function.

Invoke the Lambda function.

Execute the following CLI command to invoke the function manually using adminuser profi | e.

$ aws | anbda invoke-async \
--function-nane d oudTrail Event Processi ng \
--region us-west-2 \
--invoke-args /filepath/input.txt \
- -debug \

--profile adm nuser

Because your example log object has an event record showing the SNS API to call to create a topic,
the Lambda function will post that event to your SNS topic, and you should get an email notification.

You can monitor the activity of your Lambda function by using CloudWatch metrics and logs. For
more information about CloudWatch monitoring, see Troubleshooting and Monitoring AWS Lambda
Functions with Amazon CloudWatch (p. 135).
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Next Step

Step 3: Configure Amazon S3 to Publish Events (AWS CloudTrail Events) (p. 78)

Step 3: Configure Amazon S3 to Publish Events (AWS
CloudTrail Events)

In this section, you add the remaining configuration so Amazon S3 can publish object-created events to
AWS Lambda and invoke your Lambda function. You will do the following:

¢ Add permission to the Lambda function's access policy to allow Amazon S3 to invoke the function.
¢ Add notification configuration to your source bucket. In the notification configuration, you provide:

» The event type for which you want Amazon S3 to publish events. For this exercise, you will specify
the s3: (bj ect Cr eat ed: * event type.

» Lambda function to invoke.

Add permission to the Lambda Function's Access Policy

1. Run the following Lambda CLI add- per m ssi on command to grant Amazon S3 service principal
("s3.amazonaws.com") permission for the | anbda: | nvokeFunct i on action. Note that the permission
is granted with the following conditions:

« Amazon S3 can invoke the function only if an object-created event is detected on a specific bucket.

e The bucket is owned by a specific AWS account. If a bucket owner deletes a bucket, some other
AWS account can create a bucket with the same name. This condition ensures that only a specific
AWS account can invoke your Lambda function.

$ aws | anbda add- permission \

--function-nane C oudTrail Event Processing \
--region us-west-2\

--statement-id Id-1\

--action "l anbda: | nvokeFunction" \

--principal s3.amazonaws.com\

--source-arn arn:aws: s3:::exanpl ebucket \
--source-account exanpl ebucket - owner-account-id \
--profile adm nuser

2. \Verify the access policy of your function by calling the CLI get - pol i cy command.

$ | anbda get-policy \
--function-nane function-nane \
--profile adm nuser

Step 3.2: Add Notification Configuration to Your Bucket

Add notification configuration on the exanpl ebucket to request Amazon S3 to publish object-created
events to Lambda. In the configuration, you specify the following:

¢ Event type — For this exercise, these can be any event types that create objects.

¢ Lambda function ARN — This is your Lambda function that Amazon S3 will invoke. The ARN is of the
following form:
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arn: aws: | anbda: aws- r egi on: account -i d: functi on: functi on- nane

For example, the function C oudTr ai | Event Pr ocessi ng created in us-west-2 region will have this
ARN:

arn: aws: | anbda: us-west - 2: account -i d: functi on: C oudTrai | Event Processi ng

For instructions on adding notification configuration to a bucket, go to Enabling Event Notifications in the
Amazon Simple Storage Service Console User Guide.

Step 3.3: Test the Setup

You are all done! You can now test the setup as follows:

1. Perform some action in your AWS account. For example, add another topic in the Amazon SNS console.
2. You should get an email notification about this event. You also notice the following:

¢ AWS CloudTrail creates a log object in your bucket.

« If you open the log object (.gz file), the log shows the Cr eat eTopi ¢ SNS event.

¢ For each object AWS CloudTrail creates, Amazon S3 invokes your Lambda function by passing in
the log object as event data.

« Lambda executes your function. The function parses the log, and it finds a Cr eat eTopi ¢ SNS event,
sends you an email notification.

You can monitor the activity of your Lambda function by using CloudWatch metrics and logs. For
more information about CloudWatch monitoring, see Troubleshooting and Monitoring AWS Lambda
Functions with Amazon CloudWatch (p. 135).

Dashboard | Log Groups > Streams for faws/lambda/CloudTrailEvent... If
Alarms
ALARM Create Log Stream Delete Log Stream O “ g
Log Streams 1.50 » l
= a Log Streams Last Ingestion Time
I L-l"m 00478cbT880e4386bBeacce 248285017 2014-12-18 06:49 UTC-8
ogs
. g 2014-12-17 21:04 UTC-8
WISt
nes 2014-12-18 12:34 UTC-8
) - 2014-12-18 17:39 UTC-8
DynamoDB
~ 2014-12-17 19:34 UTC-8
EDS
2014-12-18 011:34 UTC-8
B 2014-12-18 18:34 UTC-8

AWS Lambda Walkthrough 6: Handling Mobile
User Application Events for Android (Node.js)

Scenario

In this walkthrough, you will create a simple Android mobile application. The primary purpose of this
walkthrough is to show you how to hook up various components to enable an Android mobile application
to invoke a Lambda function and process response.
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The mobile application processes events by invoking a Lambda function called
ExampleAndroidEventProcessor using the AWS Mobile SDK for Android, and passing the event data to
the function. The application events are not complex and the event data consists of a name (first name
and last name) as shown:

{ firstName: 'valuel', |astNanme: 'value2' }

The Lambda function then processes the event and sends back a response.

Use the following Node.js code to create the ExampleAndroidEventProcessor function in AWS Lambda.

exports. handl er = function(event, context) {

consol e. | og(" Recei ved event: ", event);

context.succeed("Hello "+ event.firstName + ". You are using " + context.cli
ent Cont ext . devi ceManuf act urer);

}

The code does the following two things only:

¢ The consol e. | og() statement causes AWS Lambda to write logs Amazon CloudWatch Logs. In this
case it writes the incoming event data to Amazon CloudWatch Logs.

¢ Upon successful execution, the cont ext . succeed() method sets the response body to the string
representation of its parameter. For information about the cont ext . succeed() method , see
Programming Model (Node.js) (p. 32). Your mobile code processes this response by simply displaying
the message using the Android Toast class.

Note

The way that the mobile application invokes a Lambda function as shown in this walkthrough is
an example of the AWS Lambda "request-response" model in which an application invokes a
Lambda function and receives a response in real time. For more information, see Programming
Model (Node.js) (p. 32).

Implementation Summary

Note the following about the mobile application:

* The mobile application must have valid security credentials and permissions to invoke a Lambda
function.

The mobile application in this walkthrough uses the Amazon Cognito service to manage user identities,
authentication, and permissions. As part of the application setup, you create an Amazon Cognito identity
pool to store user identities and define permissions. For more information, see Amazon Cognito.

¢ This example mobile application does not require a user to log in.

A mobile application can require its users to log in using public identity providers such as Amazon and
Facebook. The scope of this walkthrough is limited and assumes that the mobile application users are
unauthenticated. It is essential that you understand this before you create an Amazon Cognito identity
pool and configure user permissions.

For this walkthrough, configure the Amazon Cognito identity pool as follows:

¢ Enable access for unauthenticated identities.
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In this walkthrough, the mobile application users are unauthenticated (within the mobile application),
so Amazon Cognito provides a unique identifier and temporary AWS credentials for these users to
invoke the Lambda function.

¢ Add permission to invoke the Lambda function in the access policy associated with the IAM role for
unauthenticated users.

An identity pool has two associated IAM roles, one for authenticated and one for unauthenticated
application users. Depending on the application user, Amazon Cognito assumes one of the roles when
it generates temporary credentials for the user. In this example, Amazon Cognito assumes the role for
unauthenticated users to obtain temporary credentials. Using the temporary credentials, the application
user can then invoke the Lambda function.

The access policy associated with the IAM role determines what the mobile application user can do
when using the temporary credentials. In this walkthrough, you update the policy to allow permission
to invoke the ExampleAndroidEventProcessor function.

The following diagram illustrates the application flow:

AWS Account

Application 1 E‘
l Amazon i"(
2 Cognito Y
N 2
Identity Pool
3 ,--\‘
1 [
Cognito [dentlltv oo 4
o
’ '
h n .
6 R
Execution
Role

AWS Lambda

" Lambda 5
Function

\ J

« Step 1: The mobile application sends the request to Amazon Cognito, and Amazon Cognito uses the
identity pool ID in the requests.

« Step 2: The application receives temporary security credentials from Amazon Cognito.

Amazon Cognito assumes the role associated with the identity pool and generates temporary credentials.
What the application can do with the temporary credentials is limited by the access policy associated
with the role. The AWS SDK can cache the temporary credentials so that the application does not send
a request to Amazon Cognito each time it needs to invoke a Lambda function.

« Step 3: The mobile application invokes the Lambda function using temporary credentials (Cognito
Identity).

AWS Lambda executes the function and responds immediately (in real time) with output as follows:

e Step 4: AWS Lambda assumes the execution role to execute your Lambda function on your behalf.
¢ Step 5: The Lambda function executes.
e Step 6: AWS Lambda returns results to the mobile application.
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Now you are ready to try the steps.
Note that after the initial preparation, the walkthrough is divided into two main sections:

¢ First, you perform the necessary setup to create a Lambda function. Instead of creating an event source
(the Android mobile application), you invoke the Lambda function manually using sample event data.
This intermediate testing verifies that the function works.

¢ Second, you create an Amazon Cognito identity pool to manage authentication and permissions, and
create the example Android application.

When you run the Android application, it creates sample events and invokes your Lambda function.

Next Step

Step 1: Preparing for the Walkthrough (p. 82)

Step 1. Preparing for the Walkthrough

We recommend that you do not use the root credentials of your AWS account. Instead, create an
administrator user in your account and use the administrator user credentials in setting up the walkthrough.
If you already have an administrator user, you can skip this step.

For instructions to create an administrator user, see Set Up an AWS Account and Create an Administrator
User (p. 12).

Note

The walkthrough assumes you are creating a Lambda function and an Amazon Cognito identity
pool in the us- west - 2 region. If you want to use a different AWS region, make sure you create
these resources in the same region. You also need to update the example mobile application
code by providing the specific region that you want to use.

Next Step

Step 2: Create and Test the Lambda Function (p. 82)

Step 2: Create and Test the Lambda Function

Use the AWS Lambda console to create the Lambda function. Before you follow the steps, note the
following:

« Specify ExampleAndroidEventProcessor as the function name.

If you use any other name, you must specify that name in the access policy associated with the IAM
role in the Amazon Cognito identity pool that you will create in the next section.

¢ Use the "Hello World" code template.
¢ Choose Edit code inline and replace the console-provided code by the following JavaScript code:

exports. handl er = function(event, context) {
consol e. | og(" Recei ved event: ", event);
context.succeed("Hello "+ event.firstName + "using

t ext . devi ceManuf act urer);

}

+ context.clientCon

* For the execution role, select the Basic Execution Role.
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Your JavaScript code (Lambda function) only writes logs to CloudWatch logs and the consol e. | og()
statement simply writes the incoming event to CloudWatch logs, so the permissions granted to the
Basic Execution Role are sufficient for this application.

Now you are ready to create a Lambda function and test it manually. You can follow the steps in the
Getting Started exercise to create and test the Lambda function.

 For instruction to create the Lambda function, see Step 1: Create a Lambda Function (p. 17).

¢ Test the function by manually invoking it in the Lambda console. Use the following sample event data
in the console:

"firstNanme": "first-nanme",
"l ast Nanme": "I ast-nane"

For instructions, see Step 2: Invoke the Lambda Function Manually (p. 19).

Next Step

Step 3: Create an Amazon Cognito Identity Pool (p. 83)

Step 3: Create an Amazon Cognito Identity Pool

In this section, you create an Amazon Cognito identity pool. The identity pool has two IAM roles. You
update the IAM role for unauthenticated users and grant permission to execute the
ExampleAndroidEventProcessor Lambda function.

For more information about IAM roles, go to IAM Roles (Delegation and Federation) in the IAM User
Guide.

For more information about Amazon Cognito services, go to the Amazon Cognito product detail page.

To create an identity pool

1. Using the IAM User Sign-In URL, sign in to the Amazon Cognito console as adminuser.

2. Create a new identity pool called ExampleAndroidEventProcessorPool. Before you follow the procedure
to create an identity pool, note the following:

e The identity pool you are creating must allow access to unauthenticated identities because our
example mobile application does not require a user log in (the application users are
unauthenticated). In this case, selectthe Enabl e access to unaut henticated identities
option.

« The unauthenticated application users need permission to invoke the Lambda function. To enable
this, add the following statement to allow the | anbda: | nvokeFunct i on action for the specific
Lambda function.

"Effect": "Alow',
"Action": [
"l ambda: | nvokeFuncti on"
1.
"Resource": |
"arn:aws: | anbda: us-west - 2: account -i d: functi on: Exanpl eAndroi d
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Event Processor"

]
}

The Resour ce ARN identifies your Lambda function for which you are granting the
| anmbda: | nvokeFunct i on action and ExampleAndroidEventProcessor is the Lambda function
name that you created in the preceding step.

Update the access policy when the identity pool is being created. The resulting policy will be as
follows:

"Version":"2012-10-17",
"Statement": [

{
"Effect":"All ow',
"Action":[
"mobi | eanal ytics: Put Event s",
"cogni to-sync: *"
1.
"Resource": [
"
]
b,
{

"Effect":"All ow',
"Action":[
"| anbda: i nvokefuncti on”
1,
"Resource": [
"arn: aws: | anbda: us- west - 2: account -i d: functi on: Exanpl eAndroi d
Event Processor "

]
}

Note

After creating the identity pool, go to the IAM console, find the role for unauthenticated
users, and edit the access policy. Make sure you write down the IAM role name for the
unauthenticated users so that you can search for it in the IAM console.

For instructions about how to create an identity pool, log in to the Amazon Cognito console and follow

the New Identity Pool wizard.

Write down the identify pool ID. You specify this ID in your mobile application. The application uses

this ID when it sends request to Amazon Cognito to request for temporary security credentials.

Next Step

Step 4: Create a Mobile User Application for Android (p. 85)
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Step 4. Create a Mobile User Application for Android

Now you can create a simple Android mobile application that generates events and invokes Lambda
functions by passing the event data as parameters.

The following instructions have been verified using Android studio.

1. Create a new Android project called AndroidEventGenerator using the following configuration:
« Select the Phone and Tablet platform.
¢ Choose Blank Activity.

2. In the build.gradle (Module:app) file, add the following in the dependenci es section:

conpil e ' com amazonaws: aws- andr oi d- sdk-core: 2. 2. +'
conpil e ' com amazonaws: aws- andr oi d- sdk- | anbda: 2. 2. +'

3. Build the project so that the required dependencies are downloaded, as needed.

4. In the Android application manifest (AndroidManifest.xml), add the following permissions so that your
application can connect to the Internet. You can add them just before the </ mani f est > end tag.

<uses- perm ssion androi d: nane="andr oi d. per mi ssi on. | NTERNET" />
<uses- perm ssi on androi d: nane="andr oi d. per mi ssi on. ACCESS_NETWORK_STATE" />

5. In MainActivity, add the following imports:

i mport com amazonaws. nobi | econnect or s. | anbdai nvoker . *;
i mport com amazonaws. aut h. Cogni t oCachi ngCr edent i al sProvi der;
i mport com amazonaws. r egi ons. Regi ons;

6. In the package section, specify the appropriate package name (as shown below
com exanple..... | anbdaevent gener at or ). Add a new class called Nanel nf o, instances of
which act as the POJO (Plain Old Java Object) for event data which consists of first and last name.

package com exanpl e....| anbdaevent generat or;
public class Nanelnfo {

private String firstNaneg;

private String | astNaneg;

public Nanelnfo() {}

public Nanelnfo(String firstName, String | astNanme) {
this.firstName = firstNang;
this.lastNane = | ast Nane;

}

public String getFirstNane() {
return firstNane;
}

public void setFirstName(String firstNanme) {
this.firstName = firstNane;

}

public String getlLastNane() {
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return | ast Naneg;

}

public void setLastName(String | astNanme) {
this.last Nane = | ast Nane;

}

7. In the specified package (as shown below com exanpl e. . . .. | ambdaevent gener at or ), create an
interface called Mylnterface for invoking the ExampleAndroidEventProcessor Lambda function. Note
that the @Q.anbdaFunct i on annotation in the code maps the specific client method to the same-name
Lambda function. For more information about this annotation, go to AWS Lambda in the AWS SDK
for Android Developer Guide.

package com exanple..... | ambdaevent gener at or ;
i mport com amazonaws. nobi | econnect or s. | anbdai nvoker . LanbdaFuncti on;
public interface MyInterface {

/**
* | nvoke the Lanbda function "Exanpl eAndroi dEvent Processor™".
* The function nane is the nmethod nane.
*/

@.anbdaFuncti on

String Exanpl eAndr oi dEvent Processor ( Nanel nf o namnel nf 0) ;

8. To keep the application simple, we are going to add code to invoke the Lambda function in the
onCr eat e() event handler. In MainActivity, add the following code toward the end of the onCr eat e()
code.

/'l Create an instance of CognitoCachi ngCredenti al sProvider
Cogni t oCachi ngCr edent i al sProvi der cognit oProvi der = new Cogni t oCachi ngCreden
tial sProvider (

this. get ApplicationContext(), "ldentity-pool-id", Regions.US WEST_2);

/'l Create Lanbdal nvokerFactory, to be used to instantiate the Lanmbda proxy.
Lanmbdal nvoker Factory factory = new Lanbdal nvoker Factory(this. getApplication
Context (),

Regi ons. UWWEST_2, cognitoProvider);

/1l Create the Lanbda proxy object with a default Json data binder.
/'l You can provide your own data binder by inplementing

/1 LanbdaDat aBi nder .

final MyInterface nylnterface = factory. build(M/lnterface.class);

Narel nf o nanmel nfo = new Nanel nf o("John", "Doe");
/!l The Lanbda function invocation results in a network call.
// Make sure it is not called fromthe main thread.
new AsyncTask<Nanel nfo, Void, String>() {
@verride
protected String dol nBackground(Nanel nfo... parans) ({
/1 invoke "echo" nmethod. In case it fails, it will throw a
/1 LanbdaFuncti onExcepti on.
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try {
return nylnterface. Exanpl eAndr oi dEvent Processor (parans[0]);
} catch (LanbdaFuncti onException |fe) {
Log. e("Tag", "Failed to invoke echo", Ife);
return null;
}
}
@verride
protected void onPost Execute(String result) {
if (result == null) {
return;
}
/1 Do a toast
Toast . makeText (Mai nActivity.this, result, Toast.LENGTH LONG) . show();
}
}. execut e( nanel nfo);

9. Run the code and verify as follows:
e The Toast . nakeText () displays the response returned.

¢ Verify that CloudWatch Logs shows the log created by the Lambda function. It should show the
event data (first name and last name). You can also verify this in the AWS Lambda console.
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Authoring Lambda Functions in
Java

This section explains how to author your Lambda functions in Java. We recommend you first review the
information in AWS Lambda: How it Works (p. 3) and make sure you are familiar with core AWS Lambda
concepts such as function, event source, event source mapping, Lambda permission model, and resource
model. You can then review the topics in this section for information specific to creating Lambda functions
in Java.

Topics
¢ Getting Started (Java) (p. 88)
¢ Creating a Deployment Package (Java) (p. 93)
¢ Programming Model (Java) (p. 101)
¢ Walkthroughs (Java) (p. 116)

Getting Started: Authoring AWS Lambda Code
In Java

Topics
« Introduction (p. 88)
¢ Step 1: Create Deployment Package (p. 90)
¢ Step 2: Create Lambda Function (p. 90)
¢ Step 3: Test the Lambda Function (p. 92)

Introduction

In this Getting Started exercise, you will use the following Java code example to create your Lambda
function.

package exanpl e;
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i mport com anmzonaws. servi ces. | anbda. runti ne. Cont ext ;
i mport com amazonaws. servi ces. | anbda. runti ne. LanbdalLogger ;

public class Hello {
public String myHandl er(int nyCount, Context context) {
Lambdalogger | ogger = context.getlLogger();
| ogger.log("received : " + nyCount);
return String.val ue (myCount);

The programming model explains how to write your Java code in detail, for example the input/output
types AWS Lambda supports. For more information about the programming model, see Programming
Model for Authoring Lambda Functions in Java (p. 101). For now, note the following about this code:

* When you package and upload this code to create your Lambda function, you will specify the
exanpl e. Hel | o: : myHandl er method reference as the handler.

The name "myHandler" is arbitrary. You can name the method anything you want.

When AWS Lambda executes the Lambda function, it invokes this handler. The first parameter is the
input to the handler which can be event data (published by an event source) or custom input you provide
such as a string or any custom data object. In order for AWS Lambda to successfully invoke this handler
the function must be invoked with input data that can be serialized into the data type of the input
parameter.

¢ The handler in this example uses int type for input and String for output.

AWS Lambda supports input/output of primitive Java types (such as String and int), POJO types, and
Stream types. For this example, the handler uses int type for input and String type for output - when
you invoke this function you will pass a sample int (for example, 123).

¢ The code specifies the r et ur n statement.

The output value of the code (specified in the return statement) is used differently depending on how
the function is invoked:

* Request Response invocation type: In this case Lambda function can return response in real-time.
This is used for synchronous applications as well as testing your function using the AWS Lambda
console. In this case, the response gets returned to the caller; for example, if you invoke the above
sample using the AWS Lambda console, you will see a string output as a result.

Note
We recommend not using void response so you can test response in real-time because the
console uses the Request Response as the invocation type.

* Event invocation type: In this case AWS Lambda executes the function asynchronously. When you
use AWS Lambda with event sources such as Amazon S3, Amazon Kinesis, and Amazon SNS,
these event source invoke the Lambda function using the Event invocation type. In this case, the
response type is not persisted or used anywhere.

You will test the Lambda function using the console. And console supports only the "RequestResponse”
invocation type. Any results the Lambda function returns will appear in the console.

¢ The handler includes the optional Cont ext parameter. In the code we use the LanbdalLogger provided
by the Cont ext object to write log entries to CloudWatch logs. For information about using the Context
object, see The Context Object (Java) (p. 112).

First, you need to package this code and any dependencies into a deployment package. Then, you upload
the deployment package to AWS Lambda to create your Lambda function. Lastly, you test the code by
invoking the Lambda function manually using sample event data.
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Step 1: Create Deployment Package

Your deployment package can be a .zip file or a standalone .jar. You can use any build and packaging
tool you are familiar with to create a deployment package. The following sections provide examples of
how to use Maven build tool to create a standalone .jar and how to use a Gradle build tool to create a
.zip file:

« |If you want to create a .jar file as your deployment package, click one of the following links:
Creating a .jar Deployment Package Using Maven without any IDE (Java) (p. 93)

Creating a .jar Deployment Package Using Maven and Eclipse IDE (Java) (p. 96)
¢ If you want to create a .zip file as your deployment package, click the following link:

Creating a .zip Deployment Package (Java) (p. 98)

After you verify your deployment package is created, go the next section to upload the package to AWS
Lambda to create a Lambda function.

Step 2: Create Lambda Function

This section provides steps to create a Lambda function using the AWS Management Console and the
AWS CLI.

Note
For this Getting Started exercise, we assume you are creating the Lambda function in the US
West (Oregon) region.

To create a Lambda function using AWS Management Console

1. Signin to the AWS Management Console, open the AWS Lambda console and make sure that you
have the US West (Oregon) region selected.

2. Choose Create a Lambda function.
3. In Step 1: Select blueprint, choose the hello-world blueprint.
4. In Step 2: Configure function, specify the following values.

¢ Enter a function name (for example, get ti ng- st art ed- | anbda- f uncti on-i n-j ava).
¢ Select Java 8 from the Runtime list.

¢ Choose Upload a .ZIP file, click Upload, and then choose the .jar (or .zip file) you created in the
preceding section.

Note that you can also upload the .jar or .zip file to an S3 bucket, and provide the S3 bucket name
and object key.

¢ In Handler, specify package.class-name::handler (in the Java code in this
example, exanpl e. Hel | o: : nyHandl er).

« For the IAM Role, create a role by choosing the Basic execution role from the list.

If this is your first time, AWS Management Console will create an IAM role called
basi c_execution_rol e in your account with an access policy that allows only permission to
write logs to CloudWatch Logs. Our example Java code does not access any other AWS resources
so these permissions are sufficient.

¢ In Memory, specify 512.

¢ In Timeout, specify 15 seconds.

90



AWS Lambda Developer Guide
Step 2: Create Lambda Function

Lambda > New function using blueprint hello-world

Step 1° Salect biuspring

| step 2: Configure function

Configure function
& Lambda funchion consists of the cusiom code you want 1o execute Learn more about Lambda functions

Name* getting-stared-lambaa-Tunction-in-java
Description A starter AWS Lamibda function
Runtime® Java & -

Lambda function code
Provide the code for your Tuncion, Laarm mane about deploying Lambda funclions
Code entry type @ Uplada ZIP fie Upoad a ZIP frem Amazon S3

For ZIF files larger than 10 MBS, consder uploading wa 53

& Upload | nheliowond zip

Lambda function handler and role
Handler example HeliomyHandier o
Role®  jambda_basic_ewecufion * o
Lean mare ab
Advanced settings

These settings allow you 10 COntrol the oode execulion perfonmance and costs Tor yaur Lambda function. Changing your resource seiings by

selecting memody) or changing the imeowt may Impact your functon cost. Learn mare about how Lambda pricing works
Memory (MB) 512 * 0
Timeout (5] 15 -

* These fields are reguired. Cancel

Previous m

5. In Step 3: Review, click Create Function.

To create Lambda function using AWS CLI

1. Atthe command prompt, make sure you are in the project directory (pr oj ect - di r).

2. Inthe IAM console create an execution role called lambda_basic_execution with the following
access policy:

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Alow',
"Action": [
"l ogs: *"

]

esource": "arn:aws:logs:*:*:*"

Note
If you previously used the Lambda console and specified the basic execution role as the
role, the console already has created the lambda_basic_execution role with this access
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policy. You can skip the step to create the role, but you will need to get the role ARN from
the IAM console.

Write down the lambda_basic_execution role ARN. You will need the role ARN when creating your
Lambda function.

Run the following cr eat e- f unct i on command to create a
getting-started-|anbda-functi on-in-java Lambda function.

You need to update the command by providing the execution role. Note the command specifies
j ava8 as the runtime because your Lambda function code is written in Java.

aws | anbda create-function \

--region us-west-2\

--function-nane getting-started-|anbda-function-in-java \
--zip-file fileb://depl oynent - package (zip or jar) path \
--role arn:aws:iam:account-id:rol e/l anbda_basi c_execution \
--handl er exanpl e. Hel | o: : nyHandl er \

--runtime java8 \

--tinmeout 15\

--nmenory-size 512

Note the - - handl er parameter identifies package.cl ass::handl er in your Java code. When
AWS Lambda executes this Lambda function it will invoke the handler you specify when creating the
Lambda function.

AWS Lambda creates a Lambda function and returns a response. An example is shown:

"FunctionNanme": "getting-started-|anbda-function-in-java",
" CodeSi ze": 22617,
"MenorySi ze": 512,
"Functi onArn": "arn:aws: | anbda: us-west - 2: account-i d: function: getting-
started-| anbda-function-in-java",
"Handl er": "exanpl e. Hel |l o::handl er",
"Rol e": "arn:aws:iam:account-id:rol e/l anbda_basi c_executi on",
"Ti meout": 15,
“Last Modi fied": "2015-05-30T23: 15: 26. 716+0000",
"Runtime": "java8",
"Description": ""

Step 3: Test the Lambda Function

Now you have a Lambda function created in AWS Lambda. The Lambda function handler can receive
input data as int and returns the string representation of the same. The function also logs a string "received:
i nput i nt"to CloudWatch logs.

For this walkthrough, you don't write an application that generates int inputs and invokes your Lambda
function. Instead, you manually invoke the Lambda function using a sample int as the input data. You
can invoke the Lambda function manually using either the console or the AWS CLI.

Manually invoke a Lambda function using the console

Sign in to the AWS Management Console and open the AWS Lambda console, and make sure you
have the US West (Oregon) region selected.
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2. Choose the function.
3. In the function page, click Test.

4. The Input sample event page will show Hello World sample event. Replace the sample event by
an integer as sample event data (for example, 123) and click Submit.

If you review the Lambda function, you will notice that the first parameter of the handler (that is,
nmyHandl er) is of int type, so you pass a int input.

The console sends ani nvoke request using Request Response invocation type (that is, synchronous
execution). AWS Lambda executes the function on your behalf by invoking the handler. AWS Lambda
passes the event data (in this case, an integer say 123) to the handler as the first parameter. The
Lambda function executes and returns a string (in this case, "123") back in real-time.

Manually invoke a Lambda function using AWS CLI

1. Run the following CLI command to invoke your Lambda function.

aws | anbda i nvoke \

--region us-west-2 \

--function-nanme getting-started-|anbda-function-in-java \
--payl oad 123 \

--invocation-type Request Response \

[t mp/ r esponse

Note that Request Response is the invocation type by default. The parameter is specified only for
readability.

2. After AWS Lambda executes the function, it returns results in real-time. You can verify the output in
the / t mp/ r esponse file.

Creating a Deployment Package (Java)

Your deployment package can be a .zip file or a standalone jar, it is your choice. You can use any build
and packaging tool you are familiar with to create a deployment package.

We provide examples of using Maven to create standalone jars and using Gradle to create a .zip file. For
more information, see the following topics:

Topics
¢ Creating a .jar Deployment Package Using Maven without any IDE (Java) (p. 93)
¢ Creating a .jar Deployment Package Using Maven and Eclipse IDE (Java) (p. 96)
¢ Creating a .zip Deployment Package (Java) (p. 98)
¢ Authoring Lambda Functions Using Eclipse IDE and AWS SDK Plugin (Java) (p. 101)

Creating a .jar Deployment Package Using Maven
without any IDE (Java)

This section shows how to package your Java code into a deployment package using Maven at the
command line.

Topics
¢ Before You Begin (p. 94)
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¢ Project Structure Overview (p. 94)
e Step 1: Create Project (p. 94)
¢ Step 2: Build Project (Create Deployment Package) (p. 96)

Before You Begin

You will need to install the Maven command-line build tool. For more information, go to Maven. If you are
using Linux, check your package manager.

sudo apt-get install nvn

if you are using Homebrew

brew install nmaven

Project Structure Overview

After you set up the project, you should have the following folder structure:

proj-dir/pom xm
proj-dir/src/main/java (your code goes here)

Your code will then be in the /java folder. For example, if your package name is "example" and you have
a Hello.java class in it, the structure will be:

proj-dir/src/ main/javal exanpl e/ Hel |l 0. j ava

After you build the project, the resulting .jar file (that is, your deployment package), will be in the
proj -dir/target subdirectory.

Step 1. Create Project

Follow the steps in this section to create a Java project.

1. Create a project directory (pr oj ect - di r).
2. Inthe proj ect-di r directory, create the following:

* Project Object Model file, pom xm file. Add the following project information and configuration
details for Maven to build the project.

<proj ect xm ns="http://mven. apache. org/ POM 4. 0. 0" xm ns: xsi ="ht
tp:// ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocation="http:// maven. apache. org/ POM 4. 0. 0 ht
tp:// maven. apache. or g/ maven-v4_0_0. xsd" >
<nodel Ver si on>4. 0. 0</ nodel Ver si on>

<gr oupl d>doc- exanpl es</ gr oupl d>

<artifactld>l anbda-j ava- exanpl e</artifact!|d>
<packagi ng>j ar </ packagi ng>

<versi on>1. 0- SNAPSHOT</ ver si on>

<nane>| anbda- j ava- exanpl e</ name>
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3.

4.

<dependenci es>
<dependency>
<groupl d>com amazonaws</ gr oupl d>
<artifactld>aws-| anbda-j ava-core</artifactld>
<versi on>1. 0. 0</ ver si on>
</ dependency>
</ dependenci es>

<bui | d>
<pl ugi ns>
<pl ugi n>

<groupl d>or g. apache. maven. pl ugi ns</ gr oupl d>
<artifact!l d>naven- shade- pl ugi n</artifact! d>
<ver si on>2. 3</ ver si on>
<configurati on>
<cr eat eDependencyReducedPon>f al se</ cr eat eDependencyReducedPon®
</ confi guration>
<executi ons>
<executi on>
<phase>package</ phase>
<goal s>
<goal >shade</ goal >
</ goal s>
</ executi on>
</ executi ons>
</ pl ugi n>
</ pl ugi ns>
</ bui | d>
</ proj ect >

Note

¢ Inthe dependenci es section, the gr oupl d (that is, com.amazonaws) is the Amazon
AWS group ID for Maven artifacts in the Maven Central Repository. The arti fact | d
(that is, aws-lambda-java-core) is the AWS Lambda core library that provides definitions
of the Request Handl er, Request St r eanHandl er, and the Cont ext AWS Lambda
interfaces for use in your Java application. At the build time Maven resolves these
dependencies.

* In the plugins section, the Apache maven- shade- pl ugi n is a plugin that Maven will
download and use during your build process. This plugin is used for packaging jars to
create a standalone .jar (a .zip file), your deployment package.

* If you are following other walkthrough topics in this guide, the specific walkthroughs
might require you to add more dependencies. Make sure to add those dependencies
as required.

In the proj ect - di r, create the following structure:

project-dir/src/ min/java

Under the / j ava subdirectory you add your Java files and folder structure, if any. For example, if
you Java package name is "example", and source code is "Hello.java", your directory structure looks
like this:
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project-dir/src/ main/javal exanpl e/ Hel |l 0. j ava

Step 2: Build Project (Create Deployment Package)

Now you can build the project using Maven at the command line.

1. Atacommand prompt change directory to the project directory (pr oj ect - di r).
2. Run the following mvn command to build the project:

$ nvn package

The resulting .jar is saved as pr oj ect - di r/ t arget / | anbda- j ava- exanpl e- 1. 0- SNAPSHCT. j ar .
The .jar name is created by concatenating the arti fact| d and ver si on in the POM.xml file.

The build creates this resulting .jar, using information in the pom.xml to do the necessary transforms.
This is a standalone .jar (.zip file) that includes all the dependencies. This is your deployment package
that you can upload to AWS Lambda to create a Lambda function.

Creating a .jar Deployment Package Using Maven
and Eclipse IDE (Java)

This section shows how to package your Java code into a deployment package using Eclipse IDE and
Maven plugin for Eclipse.

Topics
¢ Before You Begin (p. 96)
¢ Step 1: Create and Build a Project (p. 96)

Before You Begin

Install the Maven Plugin for Eclipse.

1. Start Eclipse. From the Help menu in Eclipse, choose Install New Software.

2. Inthe Install window, type htt p: // downl oad. ecl i pse. or g/ t echnol ogy/ nRe/ r el eases in
the Work with: box, and choose Add.

3. Follow the steps to complete the setup.

Step 1: Create and Build a Project

In this step, you start Eclipse and create a Maven project. You will add the necessary dependencies, and
build the project. The build will produce a .jar, which is your deployment package.

1. Create a new Maven project in Eclipse.

a. From the File menu, choose New, and then choose Project.
In the New Project window, choose Maven Project.

c. Inthe New Maven Project window, choose Create a simple project, and leave other default
selections.
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d. Inthe New Maven Project, Configure project windows, type the following Artifact information:

e Group Id: doc-examples

» Artifact Id: lambda-java-example
* Version: 0.0.1-SNAPSHOT

» Packaging: jar

* Name: lambda-java-example

2. Add the aws- | anbda- j ava- cor e dependency to the pom.xml file.

It provides definitions of the Request Handl er , Request St r eanHandl er, and Cont ext interfaces.
This allows you to compile code that you can use with AWS Lambda.

a. Open the context (right-click) menu for the pom.xml file, choose Maven, and then choose Add
Dependency.

b. Inthe Add Dependency windows, type the following values:
Group Id: com.amazonaws
Artifact Id: aws-lambda-java-core
Version: 1.0.0

Caution

If you are following other walkthrough topics in this guide, the specific walkthroughs
might require you to add more dependencies. Make sure to add those dependencies
as required.

3. Add Java class to the project.

a. Open the context (right-click) menu for the sr ¢/ nai n/ j ava subdirectory in the project, choose
New, and then choose Class.

b. Inthe New Java Class window, type the following values:

» Package: example
* Name: Hello

Caution
If you are following other walkthrough topics in this guide, the specific walkthroughs
might recommend different package name or class name.

c. Add your Java code. If you are following other walkthrough topics in this guide, add the provided
code.

4. Build the project.

Open the context (right-click) menu for the project in Package Explorer, choose Run As, and then
choose Maven Build. In the Edit Configuration window, type "package" in the Goals box.

Note
The resulting .jar, lambda-java-example-0.0.1-SNAPSHOT jar, is not the final standalone
.jar that you can use as your deployment package. In the next step, you add the Apache
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maven- shade- pl ugi n to create the standalone .jar. For more information, go to Apache
Maven Shade Plugin.

5. Add the maven- shade- pl ugi n plugin and rebuild.

The maven-shade-plugin will take artifacts (jars) produced by the package goal (produces customer
code .jar), and created a standalone .jar that contains the compiled customer code, and the resolved
dependencies from the pom.xml.

a. Open the context (right-click) menu for the pom.xml file, choose Maven, and then choose Add
Plugin.
b. Inthe Add Plugin window, type the following values:

e Group Id: org.apache.maven.plugins
« Artifact Id: maven-shade-plugin
e Version: 2.3

c. Now build again.

This time we will create the jar as before, and then use the maven- shade- pl ugi n to pull in
dependencies to make the standalone .jar.

i.  Open the context (right-click) menu for the project, choose Run As, and then choose Maven
build.

i. Inthe Edit Configuration windows, type package shade: shade in the Goals box.
iii. Choose Run.

You can find the resulting standalone .jar (that is, your deployment package), inthe / t ar get
subdirectory.

Open the context (right-click) menu for the / t ar get subdirectory, choose Show In, choose
System Explorer, and you will find the | anbda- j ava- exanpl e- 0. 0. 1- SNAPSHOT. j ar .

Creating a .zip Deployment Package (Java)

This section provides examples of creating .zip file as your deployment package. You can use any build
and packaging tool you like to create this zip. Regardless of the tools you use, the resulting .zip file must
have the following structure:

« All compiled class files and resource files at the root level.
¢ All required jars to run the code in the / | i b directory.

Note

You can also build a standalone .jar (also a zipped file) as your deployment package. For
examples of creating standalone .jar using Maven, see Creating a Deployment Package
(Java) (p. 93).

The following examples use Gradle build and deployment tool to create the .zip.

Important
Minimum Gradle version 2.0 is required.
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Before You Begin

You will need to download Gradle. For instructions, go to the gradle website, https://gradle.org/ .

Example 1: Creating .zip Using Gradle and the Maven Central
Repository

At the end of this walkthrough, you will have a project directory (pr oj - di r) with content having the
following structure:

proj-dir/build.gradle
proj-dir/src/ min/java

The /j ava folder will contain your code. For example, if your package name is "example”, and you have
a Hello.java class in it, the structure will be:

proj-dir/src/ main/javal exanpl e/ Hel | 0. j ava

After you build the project, the resulting .zip file (that is, your deployment package), will be in the
proj-dir/build/distributions subdirectory.

1.
2.

Create a project directory (proj - di r).
In the proj - di r create build.gradle file and add the following content:

apply plugin: 'java'

repositories {
mavenCentral ()

}
dependenci es {
conpile (
' com amazonaws: aws- | anbda-j ava-core: 1. 0.0,
' com amazonaws: aws- | anbda-j ava-events: 1. 0.0’
)
}

task buil dzip(type: Zip) {
from conpi |l eJava
from processResour ces
into('lib") {
fromconfigurations.runtine
}

}
bui | d. dependsOn bui | dZi p

Note

¢ The repositories section refers to Maven Central Repository. At the build time, it fetches
the dependencies (that is, the two AWS Lambda libraries) from Maven Central.

e The bui | dZi p task describes how to create the deployment package .zip file.
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For example, if you unzip the resulting .zip file you should find any of the compiled class
files and resource files at the root level. You should also find a/ | i b directory with the
required jars for running the code.

« If you are following other walkthrough topics in this guide, the specific walkthroughs might
require you to add more dependencies. Make sure to add those dependencies as required.

3. Inthe proj ect - di r, create the following structure:

project-dir/src/min/java

4. Under the / j ava subdirectory you add your Java files and folder structure, if any. For example, if
you Java package name is "example", and source code is "Hello.java", then your directory structure
looks like this:

proj ect-dir/src/ main/javal exanpl e/ Hel | 0. j ava

5. Run the following gradle command to build and package the project in a .zip file.

proj-dir> gradle build

6. Verify the resulting proj - di r. zi p file in the proj - di r\ bui | d\ di stri buti ons subdirectory.

7. Now you can upload the .zip file, your deployment package to AWS Lambda to create a Lambda
function and test it by manually invoking it using sample event data. For instruction, see Getting
Started: Authoring AWS Lambda Code in Java (p. 88).

Example 2: Creating .zip Using Gradle Using Local Jars

You may choose not to use the Maven Central repository. Instead have all the dependencies in the project
folder. In this case your project folder (proj-dir) will have the following structure:

proj-dir/jars (all jars go here)
proj-dir/build.gradle
proj-dir/src/main/java (your code goes here)

So if your Java code has exanpl e package and Hel | o. j ava class, the code will be in the following
subdirectory:

proj-dir/src/ main/javal exanpl e/ Hel | 0. j ava

You build.gradle file should be as follows:

apply plugin: 'java'
dependenci es {

conpile fileTree(dir: "jars', include: '"*.jar")
}

task buil dzi p(type: Zip) {
from conpil eJava
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from processResour ces
into('lib") {

from configurations.runtime
}

}

bui | d. dependsOn bui | dZi p

Note that the dependencies specify f i | eTr ee which identifies pr oj - di r/ j ar s as the subdirectory that
will include all the required jars.

Now you build the package. Run the following gradle command to build and package the project in a .zip
file.

proj-dir> gradle build

Authoring Lambda Functions Using Eclipse IDE
and AWS SDK Plugin (Java)

Topics

AWS SDK Eclipse Toolkit provides an Eclipse plugin for you to both create a deployment package and
also upload it to create a Lambda function. If you can use Eclipse IDE as your development environment,
this plugin enables you to author Java code, create and upload a deployment package and create your
Lambda function. For more information, go to AWS Toolkit for Eclipse Getting Started Guide.

Programming Model for Authoring Lambda
Functions in Java

Your Lambda function code must be written in a stateless style, and have no affinity with the underlying
compute infrastructure. Your code should expect local file system access, child processes, and similar
artifacts to be limited to the lifetime of the request, and store any persistent state in Amazon S3, Amazon
DynamoDB, or another cloud storage service. Requiring functions to be stateless enables AWS Lambda
to launch as many copies of a function as needed to scale to the incoming rate of events and requests.
These functions may not always run on the same compute instance from request to request, and a given
instance of your Lambda function may be used more than once by AWS Lambda.

AWS Lambda provides the following two libraries:

¢ aws- | anbda-j ava- cor e: This library provides the Context object, RequestStreamHandler, and the
RequestHandler interfaces. The Cont ext object (The Context Object (Java) (p. 112)) provides runtime
information about your Lambda function. The predefined interfaces provide one way of defining your
Lambda function handler. For more information, see Leveraging Predefined Interfaces for Creating
Handler (Java) (p. 108).

¢ aws- | anbda-j ava- event s: This library provides predefined types that you can use when writing
Lambda functions to process events published by Amazon S3, Amazon Kinesis, Amazon SNS, and
Amazon Cognito. These classes help you process the event without having to write your own custom
serialization logic.
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These libraries are not required but are provided as convenience for you when writing your Lambda code.
These libraries are available through the Maven Central Repository and can also be found on GitHub.

Topics
¢ Lambda Function Handler (Java) (p. 102)
¢ The Context Object (Java) (p. 112)
¢ Logging (Java) (p. 114)
e Exceptions (Java) (p. 115)

Lambda Function Handler (Java)

At the time you create a Lambda function you specify a handler that AWS Lambda can invoke when the
service executes the Lambda function on your behalf.

Lambda supports two approaches for creating a handler:

¢ Loading handler method directly without having to implement an interface. This section describes this
approach.

¢ Implementing standard interfaces provided as part of aws- | anbda- j ava- cor e library (interface
approach). For more information, see Leveraging Predefined Interfaces for Creating Handler
(Java) (p. 108).

The general syntax for the handler is as follows:

out put Type handl er - name(i nput Type input, Context context) {

}

In order for AWS Lambda to successfully invoke a handler it must be invoked with input data that can be
serialized into the data type of the i nput parameter.

In the syntax, note the following:

e i nput Type: The first handler parameter is the input to the handler, which can be event data (published
by an event source) or custom input that you provide such as a string or any custom data object. In
order for AWS Lambda to successfully invoke this handler, the function must be invoked with input
data that can be serialized into the data type of the i nput parameter.

e out put Type: If you plan to invoke the Lambda function synchronously (using the Request Response
invocation type), you can return the output of your function using any of the supported data types. For
example, if you use a Lambda function as a mobile application backend, you are invoking it
synchronously. Your output data type will be serialized into JSON.

If you plan to invoke the Lambda function asynchronously (using the Event invocation type), the
out put Type should be voi d. For example, if you use AWS Lambda with event sources such as
Amazon S3, Amazon Kinesis, and Amazon SNS, these event sources invoke the Lambda function
using the Event invocation type.

e The i nput Type and out put Type can be one of the following:
 Primitive Java types (such as String or int).
» Predefined AWS event types defined in the aws- | anbda- j ava- event s library.

For example S3Event is one of the POJOs predefined in the library that provides methods for you
to easily read information from the incoming Amazon S3 event.
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* You can also write your own POJO class. AWS Lambda will automatically serialize and deserialize
input and output JSON based on the POJO type.

For more information, see Handler Input/Output Types (Java) (p. 104).

« You can omit the Cont ext object from the handler method signature if it isn't needed. For more
information, see The Context Object (Java) (p. 112).

For example, consider the following Java example code used in the Getting Started exercise for Java.
For more information, see Getting Started: Authoring AWS Lambda Code in Java (p. 88).

package exanpl e;
i nport com anazonaws. servi ces. | anbda. runti ne. Cont ext ;
public class Hello {

public String nyHandl er (i nt nyCount, Context context) {
return nyCount.toString();
}

In this example input is int type and output is String type. You packaged this example code and
dependencies created a Lambda function, and specified exanpl e. Hel | o: : myHandl er

(package.cl ass::net hod-r ef er ence) as the handler, as shown in the following cr eat e- f unct i on
CLI command from the Getting Started exercise for Java.

aws | anbda create-function \

--region us-west-2 \

--function-nane getting-started-|anbda-function-in-java \
--zip-file fileb://depl oyment-package (zip or jar) path \
--role arn:aws:iam:account-id:rol e/l anbda_basi c_execution \
--handl er exanpl e. Hel | o: : nyHandl er \

--runtinme java8 \

--tineout 15\

--nmenory-size 512

In the example Java code, the first handler parameter is the input to the handler (myHandler), which can
be event data (published by an event source such as Amazon S3) or custom input you provide such as
a int (as in this example) or any custom data object.

Handler Overload Resolution

If your Java code contains multiple methods with same name as the handl er name, then AWS Lambda
uses the following rules to pick a method to invoke:

1. Select the method with the largest number of parameters.

2. If two or more methods have the same number of parameters, then AWS Lambda selects the method
that has the Cont ext as the last parameter.

If none or all of these methods have the Cont ext parameter, then the behavior is undefined.

Additional Information

The following topics provide more information about the handler.
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¢ For more information about the handler input and output types, see Handler Input/Output Types
(Java) (p. 104).

¢ For information about using predefined interfaces to create a handler, see Leveraging Predefined
Interfaces for Creating Handler (Java) (p. 108).

If you implement these interfaces, they can help you compile time validation for your handler method
signature.

« If an exception comes out of your Lambda function, AWS Lambda records metrics that an error occurred
in CloudWatch. For more information, see Exceptions (Java) (p. 115).

Handler Input/Output Types (Java)

When AWS Lambda executes the Lambda function, it invokes this handler. The first parameter is the
input to the handler which can be event data (published by an event source) or custom input you provide
such as a string or any custom data object.

AWS Lambda supports the following input/output types for a handler:

¢ Simple Java types (AWS Lambda supports the String, Integer, Boolean, Map, and List types)
¢ POJO (Plain Old Java Object) type
¢ Stream type (If you do not want to use POJOs or if Lambda's serialization approach does not meet

your needs, you can use the byte stream implementation. For more information, see Example: Using
Stream for Handler Input/Output (Java) (p. 107).)
Handler Input/Output: String Type

The following Java class shows a handler called myHandl er that uses String type for input and output.

package exanpl e;
i mport com amazonaws. servi ces. | anbda. runti ne. Cont ext ;
public class Hello {

public String nmyHandl er(String nane, Context context) {
return String.format("Hello %.", nane);
}

You can have similar handler functions for other simple Java types.

Note
The return type should be void if you plan to invoke the Lambda function asynchronously (using
Event invocation type). For more information, see Invoke (p. 178).

To test an end-to-end example, see Getting Started: Authoring AWS Lambda Code in Java (p. 88).

Handler Input/Output: POJO Type

The following Java class shows a handler called myHandl er that uses POJOs for input and output.

package exanpl e;

i mport com amazonaws. servi ces. | anbda. runti ne. Cont ext ;
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public class HelloPojo {

/1l Define two classes/PQJGs for use with Lanbda function.
public static class Requestd ass {

}

public static class ResponseC ass {

}

public static ResponseC ass nyHandl er (Request O ass request, Context context){
String greetingString = String.format("Hello %, %.", request.getFirst

Narme(), request.getLastNanme());
return new ResponseCd ass(greetingString);
}

AWS Lambda serializes based on standard bean naming conventions (see The Java EE 6 Tutorial). You
should use mutable POJOs with public getters and setters.

Note

You shouldn't rely on any other features of serialization frameworks such as annotations. If you
need to customize the serialization behavior, you can use the raw byte stream to use your own
serialization.

If you use POJOs for input and output, you need to provide implementation of the Request Cl ass and
ResponseC ass types. For an example, see Example: Using POJOs for Handler Input/Output

(Java) (p. 105).

Example: Using POJOs for Handler Input/Output (Java)

Suppose your application events generate data that includes first name and last name as shown:

{ firstNane: 'John', |astNane: 'Doe' }

For this example, the handler receives this JISON and returns the string "Hello John Doe".

public static ResponseCd ass nmyHandl er (Request C ass request, Context context){
String greetingString = String.format("Hello %, %.", request.firstNane,
request .| ast Nane) ;
return new ResponseCd ass(greetingString);

To create a Lambda function with this handler, you must provide implementation of the input and output
types as shown in the following Java example. The Hel | oPoj o class defines the Request T ass and
Responsed ass and the handl er method.

package exanpl e;
i mport com amazonaws. servi ces. | anbda. runti ne. Cont ext ;

public class HelloPojo {
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/1 Define two classes/PQICs for use with Lanbda function.
public static class Requestd ass {

String firstNane;

String | ast Nane;

public String getFirstNane() {
return firstNane;
}

public void setFirstName(String firstNanme) {
this.firstNane = firstNane;

}

public String getlLastNane() {
return | ast Nane;

}

public void setLastName(String | astNanme) {
this.last Nane = | ast Nane;

}

public RequestC ass(String firstNane, String |astNanme) {
this.firstName = firstNaneg;
this.last Nane = | ast Nane;

}

public Requestd ass() {

}
}

public static class ResponseC ass {
String greetings;

public String getGeetings() {
return greetings;
}

public void setGeetings(String greetings) {
this.greetings = greetings;

}
publ i ¢ Responsed ass(String greetings) {
this.greetings = greetings;
}
publ i c Responsed ass() {
}
}
public static ResponseC ass nyHandl er (Request O ass request, Context context){
String greetingString = String.format("Hello %, %.", request.firstNane,

request .| ast Nane) ;
return new ResponseCd ass(greetingString);
}
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Note

The get and set methods are required in order for the POJOs to work with AWS Lambda's built
in JSON serializer. The constructors that take no arguments are usually not required, however
in this example we provided other constructors and therefore we need to explicitly provide the
zero argument constructors.

You can upload this code as your Lambda function and test as follows:

¢ Using the preceding code, create a deployment package.

« Upload the deployment package to AWS Lambda and create your Lambda function. You can do this
using the console or AWS CLI.

¢ Invoke the Lambda function manually using the console or the CLI. You can use provide sample JSON
event data when you manually invoke your Lambda function. For example,

{ "firstNanme":"John", "l astNane":"Doe" }

Follow instructions provided in the Getting Started exercise for Java. For more information, see Getting
Started: Authoring AWS Lambda Code in Java (p. 88). Note the following differences:

¢ When you create a deployment package, don't forget the aws- | anbda- j ava- cor e library dependency.

¢ When you create the Lambda function specify exanpl e. Hel | oPoj o: : myHandl er
(package.class::net hod) as the handler value.

Example: Using Stream for Handler Input/Output (Java)
If you do not want to use POJOs or if Lambda's serialization approach does not meet your needs, you

can use the byte stream implementation. In this case, you can use the | nput St r eamand Qut put St r eam
as the input and output types for the handler. An example hander function is shown:

public void handl er (I nput St reami nput St ream Qut put Stream out put St ream Cont ext
context) {

Note that in this case the handler function uses parameters for both the request and response streams.

The following is a Lambda function example that implements the handler that uses | nput St r eamand
Qut put St r eamtypes for the i nput and out put parameters.

package exanpl e;

import java.io.lnputStream
import java.io.QutputStream

i mport com anmzonaws. servi ces. | anbda. runti ne. Cont ext ;

public class Hello {
public static void handl er (I nputStream i nput Stream Qutput Stream out put
Stream Context context) throws | OException {
int letter;
while((letter = inputStreamread()) !'= -1)

{
out put Stream wri t e( Character.toUpperCase(letter));
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You can do the following to test the code:

¢ Using the preceding code, create a deployment package.

¢ Upload the deployment package to AWS Lambda and create your Lambda function. You can do this
using the console or AWS CLI.

* You can manually invoke the code by providing sample input. For example:

t est

Follow instructions provided in the Getting Started exercise for Java. For more information, see Getting
Started: Authoring AWS Lambda Code in Java (p. 88). Note the following differences:

« When you create a deployment package, don't forget the aws- | anbda- j ava- cor e library dependency.

¢ When you create the Lambda function specify "example.Hello::handler" (package.cl ass::net hod) as
handler value.

Leveraging Predefined Interfaces for Creating Handler (Java)

Instead of loading handler method directly without implementing an interface (see Lambda Function
Handler (Java) (p. 102)) for your Lambda function, you can implement one of the predefined interfaces,
Request St r eanrHandl er or Request Handl er and provide implementation for the handl eRequest
method that the interfaces provide. You implement one of these interfaces depending on whether you
want to use standard Java types or custom POJO types for your handler input/output (where AWS Lambda
automatically serializes and deserializes the input and output to Match your data type), or customize the
serialization using the St r eamtype.

Note
These interfaces are available in the aws- | anbda- j ava- cor e library.

When you implement standard interfaces, they help you validate your method signature at compile time.

If you implement one of the interfaces, you specify package.cl ass in your Java code as the handler
when you create the Lambda function. For example, the following is the modified cr eat e- f uncti on
CLI command from the getting started. Note that the - - handl er parameter specifies "example.Hello"
value:

aws | anbda create-function \
--region us-west-2 \
--function-nane getting-started-|anbda-function-in-java \
--zip-file fileb://depl oynent-package (zip or jar)
path \
--role arn:aws:iam:account-id:rol e/l anbda_basi c_execution \
--handl er exanple.Hello \
--runtinme java8 \
--tineout 15\
--nmenory-size 512

The following sections provide examples of implementing these interfaces.
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Example 1: Creating Handler with Custom POJO Input/Output (Leverage
the RequestHandler Interface)

The example Hel | o class in this section implements the Request St r eanHandl er interface. The interface
defines handl eRequest () method that takes in event data as input parameter of the Request type and
returns an POJO object of the Response type:

publ i ¢ Response handl eRequest (Request request, Context context) {

}

The Hel | o class with sample implementation of the handl eRequest () method is shown. For this
example, we assume event data consists of first name and last name.

package exanpl e;

i nport com anazonaws. servi ces. | anbda. runti ne. Request Handl er;
i nport com anmazonaws. servi ces. | anbda. runti ne. Cont ext ;

public class Hello inplenments Request Handl er <Request, Response> {

publ i c Response handl eRequest (Request request, Context context) {
String greetingString = String.format("Hello % %.", request.firstNane,
request .| ast Nane) ;
return new Response(greetingString);
}

For example, if the event data in the Request object is:

{

"firstName":"val uel",
"l ast Nanme" : "val ue2"

The method returns a Response object as follows:

{
}

"greetings": "Hello valuel val ue2."

Next, you need to implement the Request and Response classes. You can use the following
implementation for testing:

The Request class:

package exanpl e;

public class Request ({
String firstName;
String | ast Nane;

public String getFirstNane() {
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return firstNane;

}

public void setFirstName(String firstNanme) {
this.firstName = firstNaneg;
}

public String getlLastNane() {
return | ast Nane;
}

public void setLastName(String | astNanme) {
this.lastNane = | ast Nane;
}

public Request(String firstNane, String |astName) {
this.firstName = firstNaneg;
this.lastNane = | ast Nane;

}

public Request () {
}

The Response class:

package exanpl e;

public class Response {
String greetings;

public String getGeetings() {

return greetings;
}

public void setGeetings(String greetings) {
this.greetings = greetings;
}

public Response(String greetings) {
this.greetings = greetings;
}

publ i c Response() {
}

You can create a Lambda function from this code and test the end-to-end experience as follows:

¢ Using the preceding code, create a deployment package.
¢ Upload the deployment package to AWS Lambda and create your Lambda function.

¢ Test the Lambda function using either the console or CLI. You can specify any sample JSON data that
conform to the getter and setter in your Request class, for example:
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{
"firstNanme":"John",

"l ast Narme" : " Doe"

The Lambda function will return the following JSON in response.

{
}

"greetings": "Hello John, Doe."

Follow instructions provided in the getting started (see Getting Started: Authoring AWS Lambda Code in
Java (p. 88)). Note the following differences:

¢ When you create a deployment package, don't forget the aws- | anbda- j ava- cor e library dependency.
« When you create the Lambda function specify "example.Hello" (package.cl ass) as handler value.

Example 2: Creating Handler with Stream Input/Output (Leverage the
Request St reanHandl er Interface)

The Hel | o class in this example implements the Request St r eanHandl er interface. The interface
defines handl eRequest method as follows:

public voi d handl eRequest (I nput Stream i nput Stream Qut put Stream out put Stream
Cont ext context)
throws | OException {

The Hel | o class with sample implementation of the handl eRequest () handler is shown. The handler
processes incoming event data (for example, a string "hello") by simply converting it to uppercase and
return it.

package exanpl e;

import java.io.lOException;
import java.io.lnputStream
i mport java.io.CQutputStream

i mport com amazonaws. servi ces. | anbda. runti me. Request St r eanrHandl er;
i mport com amazonaws. servi ces. | anbda. runti ne. Cont ext ;

public class Hello inplenents Request Streantandl er {
public voi d handl eRequest (| nput St ream i nput Stream Qut put St ream out put St r eam
Cont ext cont ext)
throws | OException {
int letter;
while((letter = inputStreamread()) !'= -1)

{
}

out put Stream wri t e( Character.toUpperCase(letter));
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You can create a Lambda function from this code and test the end-to-end experience as follows:

¢ Use the preceding code to create deployment package.
¢ Upload the deployment package to AWS Lambda and create your Lambda function.

¢ Test the Lambda function using either the console or CLI. You can specify any sample string data, for
example:

"test"

The Lambda function will return "TEST" in response.

Follow instructions provided in the getting started (see Getting Started: Authoring AWS Lambda Code in
Java (p. 88)). Note the following differences:

« When you create a deployment package, don't forget the aws- | anbda- j ava- cor e library dependency.
« When you create the Lambda function specify "example.Hello" (package.cl ass) as handler value.

The Context Object (Java)

You interact with AWS Lambda execution environment via the context parameter. The context object
allows you to access useful information available within the Lambda execution environment. For example,
you can use the context parameter to determine the CloudWatch log stream associated with the function,
or use the clientContext property of the context object to learn more about the application calling the
Lambda function (when invoked through the AWS Mobile SDK).

The context object properties are:

e get MermoryLi m t | nMB() : Memory limit, in MB, you configured for the Lambda function.
¢ get Functi onNane() : Name of the Lambda function that is running.

« get AwsRequest | d() : AWS request ID associated with the request. This is the ID returned to the
client called the invoke(). You can use the request ID for any follow up enquiry with AWS support. Note
that if AWS Lambda retries the function (for example, in a situation where the Lambda function processing
Amazon Kinesis records throw an exception), the request ID remains the same.

¢ get LogSt reamNane() : The CloudWatch log stream name for the particular Lambda function execution.
It can be null if the IAM user provided does not have permission for CloudWatch actions.

¢ get LogG oupNane() : The CloudWatch log group name associated with the Lambda function invoked.
It can be null if the IAM user provided does not have permission for CloudWatch actions.

¢ get i ent Cont ext () : Information about the client application and device when invoked through the
AWS Mobile SDK. It can be null. Client context provides client information such as client ID, application
title, version name, version code, and the application package name).

e getldentity():Information about the Amazon Cognito identity provider when invoked through the
AWS Mobile SDK. It can be null.

e get Rermmi ni ngTi mel nM | |i s() : Remaining execution time till the function will be terminated, in
milliseconds. At the time you create the Lambda function you set maximum time limit, at which time
AWS Lambda will terminate the function execution. Information about the remaining time of function
execution can be used to specify function behavior when nearing the timeout.

e get Logger () : Returns the Lambda logger associated with the Context object. For more information,
see Logging (Java) (p. 114).
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The following Java code shippet shows a handler function that prints some of the context information.

public static void handl er (Il nputStreaminputStream Qutput Stream out put Stream
Cont ext context) {

System out . println("Functi on nane: + cont ext. get Functi onNane());
Systemout.println("Max memall ocated: " + context.getMenoryLimtlinMB());

Systemout.printIn("Time remaining in mlliseconds: " + context.getRe
mai ni ngTinelnM 1 1is());
Systemout. println("d oudWat ch | og streamnane: " + context.getLogStream
Nane()) ;
Systemout. println("C oudWatch | og group nane: " + context.getlLogG oup
Nane()) ;

Example: Using Context Object (Java)

The following Java code example shows how to use the Cont ext object to retrieve runtime information
of your Lambda function, while it is running.

package exanpl e;

import java.io.lnputStream

import java.io.QutputStream

i mport com anmzonaws. servi ces. | anbda. runti ne. Cont ext ;

public class Hello {
public static void nyHandl er (I nput Stream i nput Stream Qut put Stream out put
Stream Context context) {

int letter;

try {
while((letter = inputStreamread()) !'= -1)
{

out put Stream wri t e(Character.toUpperCase(letter));

Thr ead. sl eep(3000); // Intentional delay for testing the getRemain
ingTinelnMIlis() result.

catch (Exception e)

{
e.printStackTrace();
}
/1 For fun, let us get function info using the context object.
Systemout. println("Function nane: " + context.getFuncti onName());

Systemout.println("Max nmemall ocated: " + context.getMenoryLimtlinM());

Systemout.printIn("Time remaining in mlliseconds: " + context.getRe
mai ni ngTinelnM 1 1is());
Systemout. println("d oudWatch | og streamnane: " + context.getLogStream
Name());
Systemout. println("d oudWatch | og group nane: " + context.getlLogG oup
Name());
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You can do the following to test the code:

¢ Using the preceding code, create a deployment package.

¢ Upload the deployment package to AWS Lambda to create your Lambda function. You can do this
using the console or AWS CLI.

¢ To test your Lambda function use the "Hello World" Sample event that the Lambda console provides.

You can type any string and the function will return the same string in uppercase. In addition, you will
also get the useful function information provided by the cont ext object.

Follow the instructions provided in the Getting Started exercise for Java. For more information, see Getting
Started: Authoring AWS Lambda Code in Java (p. 88). Note the following differences:

« When you create a deployment package, don't forget the aws- | anbda- j ava- cor e library dependency.

* When you create the Lambda function, specify exanpl e. Hel | o: : nyHandl| er
(package. cl ass: : net hod) as the handler value.

Logging (Java)

You Lambda function can log information to CloudWatch. The following statements in your Lambda
function code generate log entries:

» System.out()
+ System.err()
» Lambdalogger.log()

We recommend using the Lanbdalogger object to write logs to CloudWatch Logs. AWS Lambda treats
each line returned by Syst em out and Syst em err as a separate event. This works well when each
output line corresponds to a single log entry. When a conceptual log entry has multiple lines of output,
AWS Lambda will attempt to parse them using line breaks to identify separate events. For example,
Systemout.printin("Hello \n world") will log the two words as two separate event
(LanbdaLogger . | og() will this as single event).

Each call to LanbdalLogger . | og() creates an event, provided within the event size, in CloudWatch
logs. For information about CloudWatch limits, go to CloudWatch Limits in the Amazon CloudWatch
Developer Guide.

You can find the logs that your Lambda function writes, as follows:
¢ Find logs in CloudWatch Logs.

The cont ext object (in the aws- | anbda- j ava- cor e library) provides the get LogSt r eanNane()
and the get LogG oupNanme() methods. Using these methods, you can find the specific log stream
where logs are written.

« If you invoke a Lambda function via the console, the invocation type is always Request Resonse (that
is, synchronous execution), and the console displays the logs that the Lambda function writes using
the LanbdalLogger object. AWS Lambda also returns logs from Syst em out and System err
methods.

« If you invoke a Lambda function programmatically, you can add the LogType parameter to retrieve the
last 4 KB of log data that is written to CloudWatch Logs. For more information, see Invoke (p. 178). AWS
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Lambda returns this log information in the x- anz- | og- r esul t s header in the response. If you use
the AWS Command Line Interface to invoke the function, you can specify the - - | og- t ype parameter
with value Tai | .

Example: Writing Logs (Java)

The following Java code example shows how Lambda function can log information. The handler method
(myHandl er) uses Syst em out, Syst em err, and LanbdalLogger object to write logs. For information
about logging, see Logging (Java) (p. 114).

package exanpl e;

i mport com amazonaws. servi ces. | anbda. runti ne. Cont ext ;
i mport com amazonaws. servi ces. | anbda. runti ne. LanbdalLogger ;

public class Hello {
public String nyHandl er(String nane, Context context) {
Lambdalogger | ogger = context.getLogger();
/! Wite log to O oudwatch using LanbdalLogger.
| ogger.log("log data from Lanbda | ogger");

/1 Systemout also generates log in C oudWatch but
Systemout.printin("log data fromstdout");

Systemerr.printin("log data fromstderr.");

/1 Return will include the I og stream nane so you can | ook

/1 up the log later.

return String.format ("Hello %. |og stream= %", nanme, context.getlLog
StreamNane());

}
}

You can do the following to test the code:

¢ Using the preceding code, create a deployment package.

¢ Upload the deployment package to AWS Lambda to create your Lambda function. You can do this
using the console or AWS CLI.

¢ To test your Lambda function use the "Hello World" Sample event that Lambda console provides.

The handler code receives the sample event but does nothing with it. It only shows how to write logs.
Follow instructions provided in the Getting Started exercise for Java. For more information, see Getting
Started: Authoring AWS Lambda Code in Java (p. 88). Note the following differences:

* When you create a deployment package, don't forget the aws- | anbda- j ava- cor e library dependency.

¢ When you create the Lambda function, specify exanpl e. Hel | o: : myHandl er
(package. cl ass: : net hod) as the handler value.

Exceptions (Java)

If your Lambda function throws exception, AWS Lambda recognizes the failure and serializes the exception
information into JSON and returns it. An example error message is shown:

115




AWS Lambda Developer Guide
Walkthroughs (Java)

{
"error Message": "Nane John Doe is invalid. Exception occurred...",
"errorType": "java.lang. Exception",
"stackTrace": [
"exanpl e. Hel | 0. handl er (Hel | 0. java: 9) ",
"sun.reflect. NativeMet hodAccessor | npl.invokeO(Native Method)",
"sun.reflect. NativeMet hodAccessor | npl.invoke(NativeMet hodAccessorlm
pl.java: 62)",
"sun.reflect. Del egati ngMet hodAccessor | npl . i nvoke(Del egati ngMet hodAccessor
I npl . java: 43)",
"java.l ang.refl ect. Met hod. i nvoke( Met hod. j ava: 497) "
]
}

Note that the stack trace is returned as the st ackTr ace JSON array of stack trace elements.

The method in which you get the error information back depends on the invocation type that you specified
at the time you invoked the function:

¢ Request Response invocation type (that is, synchronous execution): In this case, you get the error
message back.

For example, if you invoke a Lambda function using the Lambda console, the Request Response is
always the invocation type and the console displays the error information returned by AWS Lambda in
the Execution result section as shown in the following image.

Execution result

The area below shows the result refurned by your funclion execution using the context methods. Learn more about returning results from your
function

*errorMessage”: “"Name John Doe is invalid. Exception occurred...”,

“errarType®: “java.lang.Exception®,

"stackTrace®: [

"example . Hello.handler(Hello, java:9)",

“sun .reflect.NativeMethodAccessorInpl . invoke@(Native Methoa)™,
rimpl. invoke (NativeMethodAccessorinpl. Java:ez)”,
“sun.reflect.DelegatingMethodAccessorinpl. invoke(DelegatingtethodAccessarInpl . jova:43) ",

"java.lang.reflect.Method. invoke (Method. jova:457)"

¢ Event invocation type (that is, asynchronous execution): In this case AWS Lambda does not return
anything. Instead, it logs the error information in CloudWatch Logs and CloudWatch metrics.

Depending on the event source, AWS Lambda may retry the failed Lambda function. For example, if
Amazon Kinesis is the event source for the Lambda function, AWS Lambda will retry the failed function
until the Lambda function succeeds or the records in the stream expire.

AWS Lambda Example Walkthroughs (Java)

This section provides additional examples that demonstrate how to use Java.

Topics
¢ AWS Lambda Walkthrough 1: Process S3 Events (Java) (p. 117)
¢« AWS Lambda Walkthrough 2: Process Kinesis Events (Java) (p. 120)
¢ AWS Lambda Walkthrough 3: Process Amazon DynamoDB Events (Java) (p. 122)

116



AWS Lambda Developer Guide
Walkthrough 1: Process S3 Events (Java)

¢« AWS Lambda Walkthrough 4: Handling Mobile User Application Events for Android (Java) (p. 124)

Important
We recommend you first review the information in Getting Started: Authoring AWS Lambda Code
in Java (p. 88) and read Programming Model for Authoring Lambda Functions in Java (p. 101).

AWS LambdaWalkthrough 1: Process S3 Events
(Java)

Suppose you have two buckets in Amazon S3. You store images (.jpg and .png objects) in one bucket
("sour ce"). For each object created in the bucket, you want AWS Lambda to execute a Lambda function
to create a thumbnail in the "sour ceresized" bucket. You will use Amazon S3's bucket notification
configuration feature to request Amazon S3 to publish object-created events to AWS Lambda. In the
notification configuration, you will identify your Lambda function (called Cr eat eThunbnai | ) that you
want Amazon S3 to invoke. You will create the Lambda function in this exercise.

Important
We recommend you first review Getting Started: Authoring AWS Lambda Code in Java (p. 88))
and also see Programming Model for Authoring Lambda Functions in Java (p. 101).

This is an example of "push" model, where Amazon S3 detects an object created event and invokes
Lambda function by passing in the event information.

The following is example Java code that reads incoming Amazon S3 event and creates a thumbnail. Note
the implements the Request Handl er interface provided in the aws- | anbda- j ava- cor e library.
Therefore, at the time you create a Lambda function you specify the class as the handler (that is,
exanpl e. S3Event Pr ocessor Cr eat eThunbnai | ). For more information about using interfaces to
provide handler, see Leveraging Predefined Interfaces for Creating Handler (Java) (p. 108).

The S3Event type, the handler uses as the input type, is one of the predefined classes in the
aws- | anbda- j ava- event s library that provides methods for you to easily read information from the
incoming Amazon S3 event. The handler returns a string as output.

package exanpl e;

i mport java.awt. Col or;

i mport java.awt. G aphi cs2D;

i mport java.awt. Renderi ngHi nts;

i mport java.awt.i nage. Buff er edl nage;
i mport java.io.ByteArrayl nput Stream
i mport java.io.ByteArrayQut put Stream
import java.io.lOException;

import java.io.lnputStream

i mport java. net. URLDecoder;

i mport java.util.regex. Matcher;
import java.util.regex. Pattern;

i mport javax.imagei o. 1 magel G

i mport com amazonaws. servi ces. | anbda. runti ne. Cont ext ;

i mport com amazonaws. servi ces. | anbda. runti ne. Request Handl er;

i mport com amazonaws. servi ces. | anbda. runti ne. events. S3Event;

i mport com amazonaws. servi ces. s3. AnmazonS3;

i mport com amazonaws. servi ces. s3. AmazonS3d i ent ;

i mport com anazonaws. servi ces. s3. event. S3Event Noti fi cati on. S3Event Noti fi cati on
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Recor d;

i mport com amazonaws. servi ces. s3. nodel . Get Obj ect Request ;
i mport com anazonaws. servi ces. s3. nodel . bj ect Met adat a;

i mport com anmzonaws. servi ces. s3. nodel . S3(hj ect ;

public class S3Event Processor Creat eThunbnail inplenents
Request Handl er <S3Event, String> {

private static final float MAX WDTH = 100;
private static final float MAX_HEI GHT = 100;
private final String JPG TYPE = (String) "jpg";
private final String JPGMME = (String) "inageljpeg";
private final String PNG TYPE = (String) "png";
private final String PNGMME = (String) "inmage/png";

public String handl eRequest (S3Event s3event, Context context) {

try {
S3Event Noti fi cati onRecord record = s3event. get Records().get(0);

String srcBucket = record. get S3(). getBucket (). get Nane();

/1 Object key may have spaces or uni code non-ASClI| characters.

String srcKey = record. get S3(). get Obj ect (). get Key()
.replace('+', ")

srcKey = URLDecoder. decode(srcKey, "UTF-8");

String dstBucket = srcBucket + "resized";
String dstKey = "resized-" + srcKey;

/1 Sanity check: validate that source and destination are different

/'l buckets.
i f (srcBucket.equal s(dstBucket)) {
Syst em out
.println("Destination bucket nust not match source
bucket.");
return ""
}
/1 Infer the inmage type.
Mat cher matcher = Pattern.conpile(".*\\.([™\\.]*)"). mat cher (srcKey);
if (!matcher.matches()) {
Systemout.println("Unable to infer inmage type for key "
+ srcKey);
return ""
}
String i mageType = mat cher. group(1);
if (!(JPG_TYPE. equal s(i mageType)) && ! (PNG_TYPE. equal s(i mageType)))
{

System out . println("Ski ppi ng non-i mage " + srcKey);
return ""

}

/1 Download the image from S3 into a stream

AmazonS3 s3C i ent new AmazonS3dient();

S3hj ect s3Mhj ect s3C i ent. get Obj ect (new Get Obj ect Request (
srcBucket, srcKey));

I nput Stream obj ect Data = s3Chj ect. get Ohj ect Content ();
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/! Read the source inmage

Buf f er edl mage srclnage = | magel O read(objectData);

int srcHeight = srclnage. get Hei ght();

int srcWdth = srclnage. get Wdth();

/1 Infer the scaling factor to avoid stretching the inmage

/1 unnaturally

float scalingFactor = Math. mi n(MAX_ WDTH / srcWdth, MAX_HElI GHT
| srcHeight);

int wwdth = (int) (scalingFactor * srcWdth);

int height = (int) (scalingFactor * srcHeight);

Buf f er edl mage resi zedl mage = new Buf f er edl mage(w dt h, hei ght,
Buf f er edl mage. TYPE_| NT_RGB) ;
Graphi cs2D g = resi zedl nage. creat eG aphi cs();
/1 Fill with white before applying sem -transparent (al pha) inmages

g. set Pai nt (Col or. white);

g.fill Rect (0, 0, width, height);

/1 Sinmple bilinear resize

/1 |If you want higher quality algorithnms, check this link:

/1 https://today.]java. net/pub/al/today/ 2007/ 04/ 03/ peril s-of-i mage-
get scal edi nst ance. ht m

g. set Renderi ngHi nt (Renderi ngHi nt's. KEY_| NTERPOLATI ON,

Render i ngHi nts. VALUE_| NTERPCLATI ON_BI LI NEAR) ;
g. drawi mage(srclmage, 0, 0, width, height, null);
g. di spose();

/1 Re-encode inmage to target fornat
Byt eArrayQut put Stream os = new Byt eArrayQut put Stream();
I magel O write(resizedl mage, inageType, 0S);
Input Streamis = new ByteArrayl nput Stream(os.toByteArray());
/1 Set Content-Length and Content-Type
Ooj ect Met adata neta = new Cbj ect Met adat a() ;
nmet a. set Cont ent Lengt h(os. si ze());
if (JPG_TYPE. equal s(i mageType)) {
nmet a. set Cont ent Type(JPG_M ME) ;

if (PNG_TYPE. equal s(i mageType)) {
nmet a. set Cont ent Type( PNG_M ME) ;
}

/1 Uploading to S3 destination bucket
Systemout.printIn("Witing to: " + dstBucket + "/" + dstKey);
s3Cl i ent. put Obj ect (dst Bucket, dstKey, is, neta);
Systemout. println("Successfully resized " + srcBucket + "/"
+ srcKey + " and uploaded to " + dstBucket + "/" + dstKey);

return "Ck";
} catch (1 OException e) {

t hrow new Runti neException(e);
}

Amazon S3 invokes your Lambda function using the "Event" invocation type, where AWS Lambda executes
the code asynchronously. What you return does not matter. However, in this case we are implementing
the interface that requires that we specify a return type, so in this example the handler uses String as the
return type.
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You can do the following to test the code:
¢ Using the preceding code, create a deployment package. Make sure you add the following dependencies:
aws- | anbda-j ava-core

aws- | anbda-j ava- events

¢ Upload the deployment package to AWS Lambda to create your Lambda function. You can do this
using the console or AWS CLI.

¢ On the Amazon S3 side, do the following:
« Create two buckets (sour ce, and "sour ceresized")

« Add notification configuration to sour ce bucket request Amazon S3 to publish any object created
event to the Lambda function you created.

After the Lambda function executes, it writes logs to Amazon CloudWatch Logs. Because you are using
the Lambdal ogger to write logs, the console will display the log information.

¢ To testit, upload a .jpg or .png object to the sour ce bucket and verify Lambda function created a
thumbnail in the sour cer esi zed bucket.

Follow instructions provided in the Getting Started exercise for Java to create your Lambda function. For
more information, see Getting Started: Authoring AWS Lambda Code in Java (p. 88). Note the following
differences:

¢ When you create a deployment package, don't forget the two libraries (aws- | anbda- j ava- cor e and
aws- | anbda- j ava- event s) you add as dependencies.

¢ When you create the Lambda function (called Cr eat eThunbnai | ) specify the class
exanpl e. S3Event Processor Cr eat eThunbnai | (package. cl ass) as the handler.

¢ Use the S3 execution role when creating the function in the console. This role has the necessary
permissions to access Amazon S3 resources.

For instructions on adding notification configuration to a bucket, go to Enabling Event Notifications in the
Amazon Simple Storage Service Console User Guide.

AWS LambdaWalkthrough 2: Process Kinesis
Events (Java)

The Java example provided in this walkthrough processes events published by Amazon Kinesis.

Important

We recommend you first try the Getting Started exercises for Java in Getting Started: Authoring
AWS Lambda Code in Java (p. 88) and also read the programming model section in Programming
Model for Authoring Lambda Functions in Java (p. 101).

AWS Lambda polls the Amazon Kinesis stream and, when new records are found, it invokes your Lambda
function. The Lambda function receives the records from the Kinesis stream as input, and in this example
it writes to CloudWatch logs.

Note
This is an example of "pull" model, where AWS Lambda polls an Amazon Kinesis stream and
invokes Lambda function when it finds a new record in the stream.

In the code, r ecor dHandl er is the handler. The handler uses predefined Ki nesi sEvent class defined
in the aws- | anbda- j ava- event s library.
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package exanpl e;
import java.io.l|OException;

i mport com amazonaws. servi ces. | anbda. runti ne. event s. Ki nesi sEvent;
i mport com anazonaws. servi ces. | anbda. runti ne. events. Ki nesi sEvent . Ki nesi sEvent Re
cord;

public class ProcessKinesi sEvents {
public void recordHandl er (Ki nesi sEvent event) throws | CException {
for(Ki nesi sEvent Record rec : event.getRecords()) {
Systemout.println(new String(rec.getKinesis().getData().array()));

If the handler returns normally, Lambda considers the input batch of records as processed successfully
and begins reading new records in the stream. If the handler throws an exception, Lambda considers the
input batch of records as not processed and invokes the function with the same batch of records again.

You can do the following to test the code:

¢ Using the preceding code (in a file named ProcessKinesisEvents.java), create a deployment package.
Make sure you add the following dependencies:

aws- | anbda-j ava-core

aws- | anbda-j ava- events

¢ Upload the deployment package to AWS Lambda to create your Lambda function. You can do this
using the console or AWS CLI.

¢ You can test this function without having to create an Amazon Kinesis stream. The AWS Lambda
console provides sample Amazon Kinesis event data that you can use to invoke the function.

After the Lambda function executes, it reads the incoming event, reads data from the Amazon Kinesis
records, and writes logs to Amazon CloudWatch Logs. The same log also appears in the console
Execution logs section.

Follow the instructions provided in the Getting Started exercise for Java to create your Lambda function.
For more information, see Getting Started: Authoring AWS Lambda Code in Java (p. 88). Note the
following differences:

¢ When you create a deployment package, don't forget the two libraries (aws- | anbda- j ava- cor e and
aws- | anbda- j ava- event s) you add as dependencies.

¢ When you create the Lambda function specify exanpl e. ProcessKi nesi sEvent s: : r ecor dHandl er
(package. cl ass: : handl er) as the handler value.
¢ Use the Kinesis execution role when you create the function in the console. The console associates

the following access policy with this role grants the necessary permissions to access the Amazon
Kinesis stream.

"Version": "2012-10-17",
"Statenment": [

{
"Effect": "Allow',
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"Action": [
"l ambda: | nvokeFuncti on"
|
"Resource": [
W
]
b,
{
"Effect": "Allow',

"Action": [
"Kki nesi s: Get Records”,
"Kki nesi s: Get Shardlterator",
"ki nesi s: Descri beStreant,
"Kki nesi s: Li stStreans",
"l ogs: Cr eat eLogG oup",
"l ogs: Creat eLogSt reant',
"1 ogs: Put LogEvent s"
1,

"Resource": "*"

After testing the function in the console you can create an Amazon Kinesis stream and test the end-to-end
experience. For instructions about how to create an Amazon Kinesis stream and add records to it, see
Step 2: Configure an Amazon Kinesis Stream as the Event Source Using the Console (Node.js) (p. 26).

AWS LambdaWalkthrough 3: Process Amazon
DynamoDB Events (Java)

Topics
e Overview (p. 122)
¢ Setting Up the Walkthrough (p. 123)

Overview

The Java example provided in this walkthrough processes events published by Amazon DynamoDB.

Important

We recommend you first try the Getting Started exercises for Java in Getting Started: Authoring
AWS Lambda Code in Java (p. 88) and also read the programming model section in Programming
Model for Authoring Lambda Functions in Java (p. 101).

AWS Lambda polls the DynamoDB stream and, when new records are found, it invokes your Lambda
function. The Lambda function receives the records from the DynamoDB stream as input. In this example,
the Lambda function processes the event by writing some of the event data to the CloudWatch logs.

Note

This is an example of pull model, where AWS Lambda polls an Amazon DynamoDB stream and
invokes Lambda function when it finds a new record in the stream. For more information, see
The Pull/Push Event Models (p. 5).
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In the code, handl eRequest is the handler that AWS Lambda invokes and provides event data. The
handler uses the predefined DynanodbEvent class, which is defined in the aws- | anbda-j ava- event s
library.

package exanpl e;

i mport com anmzonaws. servi ces. | anbda. runti ne. Cont ext ;

i mport com anmzonaws. servi ces. | anbda. runti ne. LanbdalLogger;

i nport com anmzonaws. servi ces. | anbda. runti ne. Request Handl er;

i mport com anmazonaws. servi ces. | anbda. runti ne. event s. DynanodbEvent ;

i nport com anmazonaws. servi ces. | anbda. runti me. event s. DynanodbEvent . DynanodbSt r eam
Record;

public class DDBEvent Processor inplenents
Request Handl er <DynanodbEvent, String> {

public String handl eRequest (DynanodbEvent ddbEvent, Context context) {
Lanmbdalogger | ogger = context.getLogger();
for (DynanpdbStreanRecord record : ddbEvent. get Records()){
| ogger.log(record.getEventID() + "\n");
| ogger .| og(record. get Event Nane() + "\n");
| ogger. | og(record. get Dynanodb().toString() + "\n");

}
return "Successfully processed " + ddbEvent.get Records().size() + "
records.";

}
}

If the handler returns normally, Lambda considers the input batch of records as processed successfully
and begins reading new records in the stream. If the handler throws an exception, Lambda considers the
input batch of records as not processed and invokes the function with the same batch of records again.

After the Lambda function executes, it reads the incoming event, reads data from the Amazon DynamoDB
records, and writes logs to Amazon CloudWatch Logs. The same log also appears in the console Execution
logs section.

Setting Up the Walkthrough

Use the following steps to create a Lambda function, create a DynamoDB table with streams enabled,
and create event source mapping in AWS Lambda to associate the stream with the Lambda function.

1. Create a Lambda function and specify sample DynamoDB events provided by the AWS Lambda
console.

Follow the instructions provided in the Getting Started: Authoring AWS Lambda Code in Java (p. 88).
As you follow the steps, use the following information:

* When you create a deployment package, don't forget to add the two libraries
(aws- | anbda- j ava- cor e and aws- | anbda- j ava- event s) as dependencies.

« When you create the Lambda function:
¢ Specify exanpl e. DDBEvent Processor (package.cl ass) as the handler value. Note that this

handler string did not include the name of the handler method because your class implements
the Request Handl er interface.

¢ Specify the DynamoDB event stream role when you create the function in the console. The
console associates the following access policy with this role that grants AWS Lambda necessary
permissions to access the Amazon DynamoDB stream.
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2. Test the end-to-end experience.

Follow the instructions provided in the Step 3: Add an Event Source (DynamoDB Streams) and Test
(p. 59) to do the following:

« Create a DynamoDB table with streams enabled.

¢ Associate the DynamoDB stream with the Lambda function by adding an event source mapping
in AWS Lambda.

Note

You can add the mapping using the Lambda console, DynamoDB console, or using the
AWS CLI. Instructions in Step 3: Add an Event Source (DynamoDB Streams) and Test
(p. 59) use the AWS CLI to create event source mapping, but you can do the same using
the Lambda console or the DynamoDB console.

AWS Lambda begins polling the stream and when AWS Lambda detects new records on the stream, it
invokes your Lambda function by passing the event data to your Lambda function handler.

AWS LambdaWalkthrough 4: Handling Mobile
User Application Events for Android (Java)

Scenario

In this walkthrough, you will create a simple Android mobile user application. The primary purpose of this
walkthrough is to show you how to hook up various components to enable an Android mobile application
to invoke a Lambda function and process response.

The mobile application processes events by invoking a Lambda function called

LanmbdaJavaExanpl eAndr oi dBackend using the AWS Mobile SDK for Android, and passing the event
data to the function. The application events are not complex and the event data consists of a name (first
name and last name) as shown:

{ firstName: "valuel", |astName: "val ue2" }

The Lambda function then processes the event and sends back a response.

Use the following Java code to create the LanbdaJavaExanpl eAndr oi dBackend function in AWS
Lambda. In the code, the handl er (nyHandl er) uses the Request C ass and Responsed ass types
for the input and output and code provides implementation for these types.

Important
You will use the same classes (PQJ0s) to handle the input and output data when you create the
sample mobile application in the next section.

package exanpl e;
i mport com amazonaws. servi ces. | anbda. runti ne. Cont ext ;
public class HelloPojo {

// Define two cl asses/PQIGCs for use with Lanbda function.
public static class Requestd ass {
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String firstNane;
String | ast Nane;

public String getFirstNane() {
return firstNane;

}

public void setFirstName(String firstNanme) {
this.firstNane = firstNane;

}

public String getlLastNane() {
return | ast Nane;

}

public void setlLastName(String | astNane) {
this.last Nane = | ast Nane;

}

public RequestC ass(String firstNane, String |astNanme) {
this.firstNane = firstNane;

this.last Nane = | ast Nane;
}
public Requestd ass() {
}

}

public static class ResponseC ass {
String greetings;

public String getGeetings() {
return greetings;

}

public void setGeetings(String greetings) {
this.greetings = greetings;

}

publ i ¢ Responsed ass(String greetings) {
this.greetings = greetings;

}

publ i c Responsed ass() {

}

}
public static ResponseC ass nyHandl er (Request O ass request, Context context){
String greetingString = String.format("Hello %, %.", request.firstNane,

request .| ast Nane) ;
return new ResponseCd ass(greetingString);
}
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Note

The way that the mobile application invokes a Lambda function as shown in this walkthrough is
an example of the AWS Lambda request-response model in which an application invokes a
Lambda function and receives a response in real time. For more information, see The Pull/Push
Event Models (p. 5).

Implementation Summary

Note the following about the mobile application:

The mobile application must have valid security credentials and permissions to invoke a Lambda
function.

The mobile application in this walkthrough uses the Amazon Cognito service to manage user identities,
authentication, and permissions. As part of the application setup, you create an Amazon Cognito identity
pool to store user identities and define permissions. For more information, see Amazon Cognito.

This example mobile application does not require a user to log in.

A mobile application can require its users to log in using public identity providers such as Amazon and
Facebook. The scope of this walkthrough is limited and assumes that the mobile application users are
unauthenticated. It is essential that you understand this before you create an Amazon Cognito identity
pool and configure user permissions.

For this walkthrough, configure the Amazon Cognito identity pool as follows:

Enable access for unauthenticated identities.

In this walkthrough, the mobile application users are unauthenticated (within the mobile application),
so Amazon Cognito provides a unique identifier and temporary AWS credentials for these users to
invoke the Lambda function.

Add permission to invoke the Lambda function in the access policy associated with the 1AM role for
unauthenticated users.

An identity pool has two associated IAM roles, one for authenticated and one for unauthenticated
application users. Depending on the application user, Amazon Cognito assumes one of the roles when
it generates temporary credentials for the user. In this example, Amazon Cognito assumes the role for
unauthenticated users to obtain temporary credentials. Using the temporary credentials, the application
user can then invoke the Lambda function.

The access policy associated with the IAM role determines what the mobile application user can do
when using the temporary credentials. In this walkthrough, you update the policy to allow permission
to invoke the LanbdaJavaExanpl eAndr oi dBackend function.

The following diagram illustrates the application flow:
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Step 1: The mobile application sends the request to Amazon Cognito, and Amazon Cognito uses the
identity pool ID in the requests.

Step 2: The application receives temporary security credentials from Amazon Cognito.

Amazon Cognito assumes the role associated with the identity pool and generates temporary credentials.
What the application can do with the temporary credentials is limited by the access policy associated
with the role. The AWS SDK can cache the temporary credentials so that the application does not send
a request to Amazon Cognito each time it needs to invoke a Lambda function.

Step 3: The mobile application invokes the Lambda function using temporary credentials (Cognito
Identity).

AWS Lambda executes the function and responds immediately (in real time) with output as follows:

Step 4: AWS Lambda assumes the execution role to execute your Lambda function on your behalf.
Step 5: The Lambda function executes.
Step 6: AWS Lambda returns results to the mobile application.

Now you are ready to try the steps.

Note that after the initial preparation, the walkthrough is divided into two main sections:

First, you perform the necessary setup to create a Lambda function. Instead of creating an event source
(the Android mobile application), you invoke the Lambda function manually using sample event data.
This intermediate testing verifies that the function works.

Second, you create an Amazon Cognito identity pool to manage authentication and permissions, and
create the example Android application. When you run the Android application, it creates sample events
and invokes your Lambda function.

Next Step

Step 1: Preparing for the Walkthrough (p. 128)
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Step 1. Preparing for the Walkthrough

We recommend that you do not use the root credentials of your AWS account. Instead, create an
administrator user in your account and use the administrator user credentials in setting up the walkthrough.
If you already have an administrator user, you can skip this step.

For instructions to create an administrator user, see Set Up an AWS Account and Create an Administrator
User (p. 12).

Note

The walkthrough assumes you are creating a Lambda function and an Amazon Cognito identity
pool in the us- west - 2 region. If you want to use a different AWS region, make sure you create
these resources in the same region. You also need to update the example mobile application
code by providing the specific region that you want to use.

Next Step

Step 2: Create and Test the Lambda Function (p. 128)

Step 2: Create and Test the Lambda Function

Use the following steps to create a Lambda function and test it using sample event data. You will use the
AWS Lambda console to test the Lambda function.

Topics
e Step 2.1: Create the Lambda Function (p. 128)
e Step 2.2: Test the Lambda Function (p. 130)
¢ Next Step (p. 130)

Step 2.1: Create the Lambda Function
Follow the instructions provided in the Getting Started: Authoring AWS Lambda Code in Java (p. 88).

Use the following Java code to create your Lambda function (Exanpl eAndr oi dEvent Processor).

package exanpl e;
i mport com amazonaws. servi ces. | anbda. runti ne. Cont ext ;
public class HelloPojo {

/] Define two cl asses/PQJCs for use with Lanbda function.
public static class Requestd ass {

String firstNanme;

String | ast Nane;

public String getFirstNane() {
return firstNane;

}

public void setFirstName(String firstName) {
this.firstNane = firstNange;

}

public String getlLastNane() {
return | ast Name;
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}

public void setlLastName(String | astNanme) {
this.lastNane = | ast Nane;
}

public RequestC ass(String firstNane, String |astNanme) {
this.firstName = firstNaneg;
this.last Nane = | ast Nane;

}

public Requestd ass() {

}
}

public static class ResponseC ass {
String greetings;

public String getGeetings() {

return greetings;
}

public void setGeetings(String greetings) {
this.greetings = greetings;
}

publ i ¢ Responsed ass(String greetings) {
this.greetings = greetings;
}

publ i ¢ Responsed ass() {
}
}
public static ResponseC ass nyHandl er (Request G ass request, Context context){
String greetingString = String.format("Hello %, %.", request.firstNane,
request .| ast Nane) ;

cont ext . get Logger ().l og(greetingString);
return new ResponseCd ass(greetingString);

As you follow the steps, use the following information:

* When you create a deployment package, remember to add the aws- | anbda- j ava- cor e library as
the dependency.

¢ When you create the Lambda function:

» Specify Exanpl eAndr oi dEvent Pr ocessor as the function name. The same name is also used in
the Android application in the next section.

Specify exanpl e. Hel | oPoj o: : nyHandl er (package.cl ass::handl er) as the handl er value.
» Specify the Basic execution role when you create the function in the console.
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Step 2.2: Test the Lambda Function

Now you are ready to test the Lambda function by manually invoking it. For step-by-step instructions, see
Step 3: Test the Lambda Function (p. 92). Use the following sample event data:

{
"firstNane": "first-nanme",
"l ast Name": "Il ast-nane"

}

Next Step

Step 3: Create an Amazon Cognito Identity Pool (p. 130)

Step 3: Create an Amazon Cognito Identity Pool

In this section, you create an Amazon Cognito identity pool. The identity pool has two IAM roles. You
update the IAM role for unauthenticated users and grant permission to execute the
LambdaJavaExanpl eAndr oi dBackend Lambda function.

For more information about IAM roles, see IAM Roles (Delegation and Federation) in the IAM User Guide.
For more information about Amazon Cognito services, go to the Amazon Cognito product detail page.

To create an identity pool

1. Using the IAM User Sign-In URL, sign in to the Amazon Cognito console as admi nuser .

2. Create a new identity pool called JavaFunct i onAndr oi dEvent Handl er Pool . Before you follow
the procedure to create an identity pool, note the following:

< The identity pool you are creating must allow access to unauthenticated identities because our
example mobile application does not require a user log in (the application users are
unauthenticated). In this case, selectthe Enabl e access to unauthenticated identities
option.

* The unauthenticated application users need permission to invoke the Lambda function. To enable
this, add the following statement to allow the | anbda: | nvokeFunct i on action for the specific
Lambda function.

"Effect": "All ow',
"Action": [
"| anbda: | nvokeFuncti on"
I,
"Resource": [
"arn: aws: | anbda: us-west - 2: account -i d: functi on: Lanbda

JavaExanpl eAndr oi dBackend"

]
}

The Resour ce ARN identifies your Lambda function to which you are granting the
| anbda: | nvokeFunct i on action and LanbdaJavaExanpl eAndr oi dBackend is the Lambda
function name that you created in the preceding step.

Update the access policy when the identity pool is being created. The resulting policy will be as
follows:
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"Version":"2012-10-17",
"Statenent": [

{
"Effect":"All ow',
"Action":[
"mobi | eanal yti cs: Put Event s",
"cognito-sync: *"
1.
"Resource": [
W n
]
}s
{

"Effect":"All ow',
"Action":[
"l anbda: i nvokef uncti on”
I,
"Resource": |
"arn: aws: | anbda: us-west-2: account -i d: functi on: Lanbda
JavaExanpl eAndr oi dBackend"
]
}

Note

After creating the identity pool, go to the IAM console, find the role for unauthenticated
users, and edit the access policy. Make sure you write down the IAM role name for the
unauthenticated users so that you can search for it in the IAM console.

For instructions about how to create an identity pool, log in to the Amazon Cognito console and follow
the New Identity Pool wizard.

Write down the identity pool ID. You specify this ID in your mobile application. The application uses
this ID when it sends request to Amazon Cognito to request for temporary security credentials.

Next Step

Step 4: Create a Mobile User Application for Android (p. 131)

Step 4. Create a Mobile User Application for Android

Now you can create a simple Android mobile application that generates events and invokes Lambda
functions by passing the event data as parameters.

The following instructions have been verified using Android studio.

1. Create a new Android project called Andr oi dEvent Gener at or using the following configuration:
« Select the Phone and Tablet platform.
¢ Choose Blank Activity.

2. In the build.gradle (Mbdul e: app) file, add the following in the dependenci es section:
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conpil e ' com amazonaws: aws- andr oi d- sdk-core: 2. 2. +'
conpil e ' com amazonaws: aws- andr oi d- sdk- | anbda: 2. 2. +'

3. Build the project so that the required dependencies are downloaded, as needed.

4. In the Android application manifest (Andr oi dMani f est . xm ), add the following permissions so that
your application can connect to the Internet. You can add them just before the </ mani f est > end tag.

<uses- perm ssion androi d: nane="andr oi d. per mi ssi on. | NTERNET" />
<uses- perm ssion androi d: nane="andr oi d. per mi ssi on. ACCESS_NETWORK_STATE" />

5. In Mai nAct i vi ty, add the following imports:

i mport com amazonaws. nobi | econnect or s. | anbdai nvoker . *;
i mport com amazonaws. aut h. Cogni t oCachi ngCr edent i al sProvi der;
i mport com amazonaws. r egi ons. Regi ons;

6. In the package section, specify the appropriate package name (as shown below
com exanple..... | ambdaevent gener at or ). Add a new class called Request Cl ass, instances
of which act as the POJO (Plain Old Java Object) for event data which consists of first and last name.

Note that the POJO is same as the the POJO you created in your Lambda function in the preceding
section.

package com exanpl e. ... | anbdaevent generator;
public class Requestd ass {

String firstNane;

String | ast Nane;

public String getFirstNane() {
return firstNane;
}

public void setFirstName(String firstNanme) {
this.firstName = firstNaneg;

}

public String getlLastNane() {
return | ast Nane;
}

public void setlLastName(String | astNanme) {
this.lastNane = | ast Nane;
}

public RequestC ass(String firstNane, String |astNanme) {
this.firstNane = firstNaneg;
this.lastNanme = | ast Nane;

}

public Requestd ass() {
}

7. Create another class, Responsed ass.
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package com exanpl e. ... | anbdaevent generator;
public class ResponseC ass {
String greetings;

public String getGeetings() {
return greetings;

}

public void setGeetings(String greetings) {
this.greetings = greetings;

}

publ i ¢ Responsed ass(String greetings) {
this.greetings = greetings;

}
publ i c Responsed ass() {
}
}
8. In the specified package (as shown below com exanpl e. . ... | ambdaevent gener at or ), create an

interface called Myl nt er f ace for invoking the LanbdaJavaExanpl eAndr oi dBackend Lambda
function.

Note

The @anbdaFunct i on annotation in the code maps the specific client method to the
same-name Lambda function. For more information about this annotation, go to AWS Lambda
in the AWS SDK for Android Developer Guide.

package com exanple..... | amnbdaevent gener at or ;
i mport com amazonaws. nobi | econnect ors. | anbdai nvoker. LanbdaFuncti on;
public interface MyInterface {

/**
* | nvoke the Lanbda function "LanbdaJavaExanpl eAndr oi dBackend".
* The function nane is the nethod nare.
>/
@anbdaFuncti on
ResponseC ass LanbdaJavaExanpl eAndr oi dBackend( Request T ass request);

9. To keep the application simple, we are going to add code to invoke the Lambda function in the
onCr eat e() event handler. In Mai nAct i vi ty, add the following code toward the end of the
onCr eat e() code.

/'l Create an instance of CognitoCachi ngCredenti al sProvider
Cogni t oCachi ngCr edent i al sProvi der cognitoProvi der = new Cogni t oCachi ngCreden
tial sProvider(

this. get ApplicationContext(), "identity-pool-id", Regions.US_WEST_2);

/'l Create Lanbdal nvokerFactory, to be used to instantiate the Lanmbda proxy.
Lanmbdal nvoker Factory factory = new Lanbdal nvoker Factory(this. getApplication
Context (),

Regi ons. US_WEST_2, cognitoProvider);
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/1l Create the Lanbda proxy object with a default Json data binder.
/'l You can provide your own data binder by inplenmenting

/1 LanbdaDat aBi nder .

final Mylnterface nylnterface = factory. build(M/lnterface.class);

Request O ass request = new Request d ass("John", "Doe");
/1 The Lanbda function invocation results in a network call.
/1 Make sure it is not called fromthe main thread.
new AsyncTask<Request Cl ass, Void, Responsed ass>() {
@verride
prot ect ed ResponseC ass dol nBackgr ound( Request Cl ass. .. parans) {
/1 invoke "echo" nmethod. In case it fails, it will throw a
/1 LanbdaFuncti onExcepti on.
try {
return nylnterface. LanbdaJavaExanpl eAndr oi dBackend( par ans[ 0] ) ;
} catch (LanbdaFuncti onException |fe) {

Log. e("Tag", "Failed to invoke echo", Ife);
return null;
}
}
@verride
protected voi d onPost Execut e( ResponseC ass result) {
if (result == null) {
return;
}

/1 Do a toast
Toast . makeText (Mai nActivity.this, result.getGeetings(),
Toast . LENGTH_LONG) . show() ;
}

}. execut e(request);

10 Run the code and verify as follows:
e The Toast . makeText () displays the response returned.

¢ Verify that CloudWatch Logs shows the log created by the Lambda function. It should show the
event data (first name and last name). You can also verify this in the AWS Lambda console.
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AWS Lambda automatically monitors Lambda functions on your behalf, reporting metrics through Amazon
CloudWatch. To help you monitor your code as it executes, Lambda automatically tracks the number of
requests, the latency per request, and the number of requests resulting in an error and publishes the
associated CloudWatch metrics. You can leverage these metrics to set CloudWatch custom alarms. For
more information about CloudWatch, see the Amazon CloudWatch Developer Guide.

You can view request rates and error rates for each of your Lambda functions by using the AWS Lambda
console, the CloudWatch console, and other Amazon Web Services (AWS) resources. The following
topics describe Lambda CloudWatch metrics and how to access them.

¢ Accessing Amazon CloudWatch Metrics for AWS Lambda (p. 137)
¢ AWS Lambda Metrics (p. 139)

You can insert logging statements into your code to help you validate if your code is working as expected.
Lambda automatically integrates with Amazon CloudWatch Logs and pushes all logs from your code to
a CloudWatch Logs group associated with a Lambda function (Lambda/<function name>). To learn more
about log groups and accessing them through the CloudWatch console, see the Monitoring System,
Application, and Custom Log Files in the Amazon CloudWatch Developer Guide.

The following topic describes how to access CloudWatch log entries.

¢ Accessing Amazon CloudWatch Logs for AWS Lambda (p. 138)

Note

If your Lambda function code is executing but you don't see any log data being generated after
several minutes, this could mean your execution role for the Lambda function did not grant
permissions to write log data to CloudWatch Logs. For information about how to make sure that
you have set up the execution role correctly to give these permissions, see Execution
Permissions (p. 8).

135


http://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
http://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/WhatIsCloudWatchLogs.html
http://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/WhatIsCloudWatchLogs.html

AWS Lambda Developer Guide
Troubleshooting Scenarios

AWS Lambda Troubleshooting Scenarios

This sections describes examples of how to monitor and troubleshoot your Lambda functions using the
logging and monitoring capabilities of CloudWatch.

Troubleshooting Scenario 1: Lambda function not
working as expected

In this scenario, you have just finished AWS Lambda Walkthrough 2: Handling Amazon S3 Events Using
the AWS CLI (Node.js) (p. 43). However, the Lambda function you created to upload a thumbnail image
to Amazon S3 when you create an S3 object is not working as expected. When you upload objects to
Amazon S3, you see that the thumbnail images are not being uploaded. You can troubleshoot this issue
in the following ways.

To determine why your Lambda function is not working as expected
1. Check if your code is working correctly. An increased error rate would indicate that it is not.

You can test your code locally as you would any other Node.js function, or you can test it within
Lambda by using the "test invoke" capability on the console, or you can use the AWS CLI
asyncl nvoke command. Each time the code is executed in response to an event, it writes a log
entry into the log group associated with a Lambda function, which is Lambda/<function name>.

The following are some errors that might show up in the logs:

« If you see a stack trace in your log, there is probably an error in your code. Review your code and
debug the error the stack trace refers to.

« If you see a "permissions denied" error in the log, the IAM role you have provided as an execution
role may not have the necessary permissions. Check if the |AM role has all the necessary
permissions to access any AWS resources your code references. To ensure that you have correctly
set up the execution role, see Execution Permissions (p. 8).

« If you see a "timeout exceeded" error in the log, your timeout setting exceeds the run time of your
function code. This may be because the timeout is too low, or the code is taking too long to execute.

« If you see a "memory exceeded" error in the log, your memory setting is too low. Set it to a higher
value, for memory size limits see CreateFunction (p. 160). Changing the memory setting can change
how you are charged for duration. For information about pricing, see AWS Lambda.

2. Check if your Lambda function is receiving requests.

Even if your function code is working as expected and responding correctly to test invokes, the
function may not be receiving requests from Amazon S3. If Amazon S3 is able to invoke the function,
you should see an increase in your CloudWatch requests metric. If you do not see an increase in
your CloudWatch requests, check the access policy associated with the function.

Troubleshooting Scenario 2: Increased latency in
Lambda function execution

In this scenario, you have just finished AWS Lambda Walkthrough 2: Handling Amazon S3 Events Using
the AWS CLI (Node.js) (p. 43). However, the Lambda function you created to upload a thumbnail image
to Amazon S3 when you create an S3 object is not working as expected. When you upload objects to
Amazon S3, you can see that the thumbnail images are being uploaded, but your code is taking much
longer to execute than expected. You can troubleshoot this issue in a couple of different ways. For
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example, you could monitor the "latency" CloudWatch metric for the Lambda function to see if the latency
is increasing. Or you could see an increase in the "errors" CloudWatch metric for the Lambda function,
which might be due to timeout errors.

To determine why there is increased latency in the execution of a Lambda function
1. Test your code with different memory settings.

If your code is taking too long to execute, it could be that it does not have enough compute resources
to execute its logic. Try increasing the memory allocated to your function and testing the code again,
using the Lambda console test invoke functionality. You can see the memory used, code execution
time, and memory allocated in the function log entries. Changing the memory setting can change
how you are charged for duration. For information about pricing, see AWS Lambda.

2. See where the execution bottleneck is using logs.

You can test your code locally as you would any other Node.js function, or you can test it within
Lambda using the "test invoke" capability on the Lambda console, or the asyncl nvoke command
by using AWS CLI. Each time the code is executed in response to an event, it writes a log entry into
the log group associated with a Lambda function, which is named (Lambda/<function name>). Add
logging statements around various parts of your code, such as callouts to other services, to see how
much time is being spent in executing different parts of your code.

Accessing Amazon CloudWatch Metrics for AWS
Lambda

AWS Lambda automatically monitors functions on your behalf, reporting metrics through Amazon
CloudWatch. These metrics include total requests, latency, and error rates. For more information about
Lambda metrics, see AWS Lambda Metrics (p. 139). For more information about CloudWatch, see the
Amazon CloudWatch Developer Guide.

You can monitor metrics for Lambda and view logs by using the Lambda console, the CloudWatch console,
the AWS CLI, or the CloudWatch API. The following procedures show you how to access metrics using
these different methods.

To access metrics using the Lambda console

1. Signinto the AWS Management Console and open the Lambda console.

2. If you have not created a Lambda function before, go to Getting Started: Authoring AWS Lambda
Code in Node.js (p. 15).

3. Onthe Lambda: Function List page, click the radio button or the triangle to the left of a function
name to expand the function details.
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A graphical representation of the metrics for the Lambda function are shown.
4. Click CloudWatch logs next to a metric name to view the log for the metric.

To access metrics using the CloudWatch console

Open the CloudWatch console at https://console.aws.amazon.com/cloudwatch/.
From the navigation bar, select a region.

In the navigation pane, click Metrics.

In the CloudWatch Metrics by Category pane, select Lambda Metrics.

(Optional) In the graph pane, select a statistic and a time period, and then create a CloudWatch
alarm using these settings.

RS

To access metrics using the AWS CLI

Use the list-metrics and get-metric-statistics commands.
To access metrics using the CloudWatch CLI

Use the mon-list-metrics and mon-get-stats commands.
To access metrics using the CloudWatch API

Usethe Li st Metrics and Get MetricStati stics operations.

Accessing Amazon CloudWatch Logs for AWS
Lambda

AWS Lambda automatically monitors Lambda functions on your behalf, reporting metrics through Amazon
CloudWatch. To help you troubleshoot failures in a function, Lambda logs all requests handled by your
function and also automatically stores logs generated by your code through Amazon CloudWatch Logs.

You can insert logging statements into your code to help you validate if your code is working as expected.
Lambda automatically integrates with CloudWatch Logs and pushes all logs from your code to a
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CloudWatch Logs group associated with a Lambda function, which is named Lambda/<function name>.
To learn more about log groups and accessing them through the CloudWatch console, see the Monitoring
System, Application, and Custom Log Files in the Amazon CloudWatch Developer Guide.

You can view logs for Lambda by using the Lambda console, the CloudWatch console, the AWS CLI, or
the CloudWatch API. The following procedure show you how to view the logs by using the Lambda
console.

To view logs using the Lambda console

1. Signin to the AWS Management Console and open the Lambda console.

2. If you have not created a Lambda function before, go to Getting Started: Authoring AWS Lambda
Code in Node.js (p. 15).

3. Onthe Lambda: Function List page, click the radio button or the triangle to the left of a function

name to expand the function details.
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A graphical representation of the metrics for the Lambda function are shown.
4. Click logs next to a metric name to view the log for the metric.

For more information on accessing CloudWatch Logs, see the following guides:

¢ Amazon CloudWatch Developer Guide
¢ Amazon CloudWatch Logs API Reference
¢ Amazon CloudWatch Developer Guide Monitoring Log Files

AWS Lambda Metrics

This topic describes the AWS Lambda namespace, metrics, and dimensions. AWS Lambda automatically
monitors functions on your behalf, reporting metrics through Amazon CloudWatch (CloudWatch). These
metrics include total invocations, errors, duration, and throttles.

CloudWatch is basically a metrics repository. A metric is the fundamental concept in CloudWatch and
represents a time-ordered set of data points. You or AWS products publish metric data points into
CloudWatch and you retrieve statistics about those data points as an ordered set of time-series data.
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Metrics are uniquely defined by a name, a namespace, and one or more dimensions. Each data point
has a time stamp, and (optionally) a unit of measure. When you request statistics, the returned data
stream is identified by namespace, metric name, and dimension. For more information about CloudWatch,
see the Amazon CloudWatch Developer Guide.

AWS Lambda CloudWatch Metrics

The AWS Lambda namespace for CloudWatch is AWS/Lambda.

The following metrics are available from the AWS Lambda service.

Metric Description

I nvocati ons Measures the number of times a function is invoked in response to an event
or invocation API call. This replaces the deprecated RequestCount metric.
This includes successful and failed invocations, but does not include throttled
attempts. This equals the billed requests for the function. Note that AWS
Lambda only sends these metrics to CloudWatch if they have a nonzero
value.

Units: Count

Errors Measures the number of invocations that failed due to errors in the function
(response code 4XX). This replaces the deprecated ErrorCount metric. Failed
invocations may trigger a retry attempt that succeeds. This includes:

» Handled exceptions (e.g., context.fail(error))
Unhandled exceptions causing the code to exit
« Out of memory exceptions

» Timeouts

» Permissions errors

This does not include invocations that fail due to invocation rates exceeding
default concurrent limits (error code 429) or failures due to internal service
errors (error code 500).

Units: Count

Dur ati on Measures the elapsed wall clock time from when the function code starts
executing as a result of an invocation to when it stops executing. This replaces
the deprecated Latency metric. The maximum data point value possible is
the function timeout configuration. The billed duration will be rounded up to
the nearest 100 millisecond. Note that AWS Lambda only sends these metrics
to CloudWatch if they have a nonzero value.

Units: Milliseconds

Throttles Measures the number of Lambda function invocation attempts that were
throttled due to invocation rates exceeding the customer’s concurrent limits
(error code 429). Failed invocations may trigger a retry attempt that succeeds.

Units: Count
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AWS Lambda CloudWatch Dimensions

You can use the dimensions in the following table to refine the metrics returned for your Lambda functions.

Dimension Description

Functi onNane Filters the data you request for a Lambda function.
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Logging AWS Lambda API Calls By
Using AWS CloudTrall

AWS Lambda is integrated with AWS CloudTrail, a service that captures API calls made by or on behalf
of AWS Lambda in your AWS account and delivers the log files to an Amazon S3 bucket that you specify.
CloudTrail captures API calls made from the AWS Lambda console or from the AWS Lambda API. Using
the information collected by CloudTrail, you can determine what request was made to AWS Lambda, the
source IP address from which the request was made, who made the request, when it was made, and so
on. To learn more about CloudTrail, including how to configure and enable it, see the AWS CloudTrail
User Guide.

AWS Lambda Information in CloudTrall

When CloudTrail logging is enabled in your AWS account, API calls made to AWS Lambda actions are
tracked in log files. AWS Lambda records are written together with other AWS service records in a log
file. CloudTrail determines when to create and write to a new file based on a time period and file size.

The following actions are supported:

¢ AddPermission (p. 153)
¢ CreateEventSourceMapping (p. 156)
¢ CreateFunction (p. 160)
e The Zi pFi | e parameter is omitted from the CloudTrail logs for Cr eat eFuncti on.
¢ DeleteEventSourceMapping (p. 165)
* DeleteFunction (p. 167)
¢ GetEventSourceMapping (p. 169)
e GetFunction (p. 171)
¢ GetFunctionConfiguration (p. 173)
e GetPolicy (p. 176)
¢ ListEventSourceMappings (p. 183)
e ListFunctions (p. 185)
¢ RemovePermission (p. 187)
* UpdateEventSourceMapping (p. 189)

142


http://docs.aws.amazon.com/awscloudtrail/latest/userguide/
http://docs.aws.amazon.com/awscloudtrail/latest/userguide/

AWS Lambda Developer Guide
Understanding AWS Lambda Log File Entries

¢ UpdateFunctionCode (p. 192)
» The Zi pFi | e parameter is omitted from the CloudTrail logs for Updat eFunct i onCode.
¢ UpdateFunctionConfiguration (p. 196)

Every log entry contains information about who generated the request. The user identity information in
the log helps you determine whether the request was made with root or IAM user credentials, with
temporary security credentials for a role or federated user, or by another AWS service. For more
information, see the userldentity field in the CloudTrail Event Reference.

You can store your log files in your bucket for as long as you want, but you can also define Amazon S3
lifecycle rules to archive or delete log files automatically. By default, your log files are encrypted by using
Amazon S3 server-side encryption (SSE).

You can choose to have CloudTrail publish Amazon SNS notifications when new log files are delivered
if you want to take quick action upon log file delivery. For more information, see Configuring Amazon
SNS Notifications for CloudTrail.

You can also aggregate AWS Lambda log files from multiple AWS regions and multiple AWS accounts
into a single S3 bucket. For more information, see Receiving CloudTrail Log Files from Multiple Sources
in a Single Amazon S3 Bucket.

Understanding AWS Lambda Log File Entries

CloudTrail log files contain one or more log entries where each entry is made up of multiple JSON-formatted
events. A log entry represents a single request from any source and includes information about the
requested action, any parameters, the date and time of the action, and so on. The log entries are not
guaranteed to be in any particular order. That is, they are not an ordered stack trace of the public API
calls.

The following example shows CloudTrail log entries for the Get Funct i on and Del et eFunct i on actions.

{
"Records": |
{
"event Version": "1.03",
"userldentity": {
"type": "I AMJser",

"principalld': "AlB2C3D4E5F6G/EXAMPLE",

"arn": "arn:aws:iam:999999999999: user/ myUser Nane",
"accountld": "999999999999",

"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,

"user Name": "nyUser Name"

b,

"event Ti me": "2015-03-18T19: 03: 362",
"event Sour ce": "l anbda. amazonaws. cont',
"event Nane": " Cet Function",

"awsRegi on": "us-east-1",

"sour cel PAddress": "127.0.0.1",

"user Agent": "Python-httplib2/0.8 (gzip)",

"errorCode": "AccessDenied",

"errorMessage": "User: arn:aws:iam:999999999999: user/ myUser Nane" i s not
aut hori zed to perform | anbda: Get Functi on on resource: arn: aws: | anbda: us- west -
2:999999999999: f uncti on: ot her-acct - functi on",

"request Paraneters”: null,

"responseEl ements": null,
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"request| D': "7aebcdOf-cdal-1le4-aaa2-e356da3ledff",
"event| D': "e92a3e85-8ecd-4d23-8074- 843aabf e89bf ",
"event Type": "AwsApi Call",

"recipientAccountld": "999999999999"

"event Version": "1.03",
"userldentity": {
"type": "I AMJser",

"principalld": "AlB2C3D4E5F6G/EXAMPLE",

"arn": "arn:aws:iam:999999999999: user/ myUser Nane",
"account|d": "999999999999",

"accessKeyl d": " AKI Al OSFODNN7EXAMPLE" ,

"user Name": "nyUser Name"

"event Ti me": "2015-03-18T19: 04: 427",

"event Sour ce": "l anbda. amazonaws. cont',
"event Nanme": "Del et eFunction",
"awsRegi on": "us-east-1",

"sour cel PAddress": "127.0.0.1",

"user Agent": "Python-httplib2/0.8 (gzip)",
"request Paraneters": {

"functionNanme": "basic-node-task"

"responseEl ements": null,

"request| D': "a2l198ecc-cdal- 1le4-aaa2- e356da3lesdff",
"event| D': "20b84ce5- 730f - 482e- b2b2- e8f cc87ceb22",
"event Type": "AwsApi Call",

"recipient Accountd": "999999999999"
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The following are recommended best practices for using AWS Lambda.

Write your Lambda function code in a stateless style, and ensure there is no affinity between your code
and the underlying compute infrastructure.

Lower costs and improve performance by minimizing the use of ‘startup’ code not directly related to
processing the current event.

Use the built-in CloudWatch monitoring of your Lambda functions to view and optimize request latencies.
Delete old Lambda functions that you are no longer using.
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AWS Lambda Limits

This section discusses AWS Lambda limits.

Topics
¢ AWS Lambda Safety Throttles (p. 146)
e List of AWS Lambda Limits (p. 147)
e AWS Lambda Limit Errors (p. 147)

AWS Lambda Safety Throttles

In order to limit the impact of runaway or recursive functions during initial development and testing, AWS
Lambda has a default "safety" throttle limit of 100 concurrent Lambda function executions per account.
The throttle is applied to the total concurrent executions across all functions within a given region. The
concurrent executions for a given function equals: (average duration of the function execution) X (number
of requests or events processed by AWS Lambda). For example, if your Amazon S3 bucket sends 100
events per second to AWS Lambda, and each event takes three seconds to process, your function will
handle approximately 300 concurrent executions and will exceed the default safety throttle.

Note

When used with Amazon Kinesis or with Amazon DynamoDB streams, AWS Lambda executes
your function concurrently for each shard in the stream, but reads sequentially from each shard
based on your batch size. For more information, see The Pull Event Model (p. 5).

If your account exceeds the safety throttle at any time, any of your functions in the region may be throttled.
When your functions get throttled, you see a spike on the throttled invocations Amazon CloudWatch
metric for the affected functions. If Lambda functions are invoked synchronously, it returns a throttling
error (error code 429). If Lambda functions are invoked asynchronously and are throttled, they are retried
for up to 15-30 minutes, which allows your function to absorb reasonable bursts of traffic. After the 15-30
minute retry period ends, incoming events are rejected as throttled.

If the Lambda function is invoked in response to Amazon S3 events, events rejected by AWS Lambda
are retained and retried by Amazon S3 for up to 24 hours. Events from Amazon Kinesis streams and
Amazon DynamoDB streams are retried until the Lambda function succeeds or the data expires (Amazon
Kinesis and Amazon DynamoDB streams data expires after 24 hours).

To request a limit increase for concurrent execution throttle

1. Open the AWS Support Center page, sign in, if necessary, and then click Create case.
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2. Under Regarding, select Service Limit Increase.

3. Under Limit Type, select Lambda, fill in the necessary fields in the form, and then click the button
at the bottom of the page for your preferred method of contact.

Note

AWS may automatically raise the concurrent execution throttle limit on your behalf to enable
your function to match the incoming event rate, as in the case of triggering the function from an
Amazon S3 bucket.

List of AWS Lambda Limits

Every Lambda function is allocated with a fixed amount of specific resources regardless of the memory
allocation, and each function is allocated with a fixed amount of code storage per function and per account.

The following table lists the runtime resource limits for a Lambda function per invocation.

AWS Lambda Resource Limits

Resource Limit
Ephemeral disk capacity ("/tmp" space) 512 MB
Number of file descriptors 1,024
Number of processes and threads (combined total) 1,024
Maximum execution duration per request 60 seconds
Invoke (p. 178) request body payload size 6 MB
Invoke (p. 178) response body payload size 6 MB

The following table lists service limits for deploying a Lambda function.
AWS Lambda Deployment Limits
Item Limit
Lambda function deployment package size (.zip/.jar file) 50 MB

Size of code/dependencies that you can zip into a deployment | 250 MB
package (uncompressed zip/jar size)

Total size of all the deployment packages that can be up- 15GB
loaded per account

AWS Lambda Limit Errors

Functions that exceed any of the limits listed in the previous limits tables will fail with an exceeded

I'i m ts exception. These limits are fixed and cannot be changed at this time. For example, if you receive
the exception CodeSt or ageExceededExcept i on or an error message similar to "Code storage limit
exceeded" from AWS Lambda, you need to reduce the size of your code storage.
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To reduce the size of your code storage

1. Remove the functions that you no longer use.
2. Reduce the code size of the functions that you do not want to remove. You can find the code size
of a Lambda function by using the AWS Lambda console, the AWS Command Line Interface, or

AWS SDKs.
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Appendix: APl Updates

From Preview to General Availability

As part of making the service generally available, the AWS Lambda API and programming model have
been updated to address customer feedback. If you are a customer who has been using Lambda before
April 9, 2015, the following is a useful reference to understand what changes need to be made in order
to use the new APl and permissions model.

Task
Permissions

Setting in-
voke permis-
sions for
Amazon S3

Previous

Set the “invoca-
tionrole” paramet-
er for function
properties using
Cr eat eFunc-
tion.

New

Create permissions
policy using AddPer -
m ssi on API for a
given function. Invoca-
tionrole is deprecated.

Migration guidance for existing users

If you use the Amazon S3 console, anytime
you create a new notification rule, editing
an existing rule, or deleting a rule, the con-
sole will look at all the existing rules on the
same bucket and convert any existing
Lambda rules as needed (remove invoca-
tion roles and automatically add permis-
sions). If you use the Amazon S3 API for
editing or updating the event source, you
will need to first set permissions using
Lambda AddPer m ssi ons, and then create
the notification role.
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Task

Setting in-
voke permis-
sions for
Amazon Kin-
esis

Previous

Set the “invoca-
tionrole” paramet-
er for function
properties using
AddEvent -

Sour ce API.

Managing functions

Invoking a
function in
“Event” mode
(asynchron-
ous re-
sponse)

Creating func-
tions program-
matically

Updating
function code
programmatic-
ally

Use | nvokeA-
sync API

Use Wpl oadFunc-
tion API

Use Upl oadFunc-
tion API

Managing event sources

New

Add appropriate per-
missions to the func-
tion execution role
"kinesis:GetRecords",
"kinesis:GetShardlter-
ator", "kinesis:De-
scribeStream", "kines-
is:ListStreams"

Use | nvoke API with
“event”| nvocat i on-

Type

Use Cr eat eFunc-

tionAPI

Use Updat eFunc-
ti onCode API

Migration guidance for existing users

* New event source mapping with a new
function - When you create a new func-

tion, you must ensure the execution role
has the necessary permissions to read
from your event source. If you use the
AWS Lambda console, you can use the
1-Click role creation option to automatic-
ally create a role with the necessary per-
missions for a given code template. You
can customize the permissions on the
execution role by using the IAM console
(Roles -> Click on desired role -> scroll
to inline policies -> edit policy).

* New event source mapping with an exist-
ing function - Before setting up a new
event source on an existing function, you
need to update your execution role with
stream read permissions. You can cus-
tomize the permissions on the execution
role by using the IAM console (Roles ->
Click on desired role -> scroll to inline
policies -> edit policy). If you are using
the AWS Lambda console, you can up-
date your execution role with the addition-
al policy for reading and writing from
Streams.

 Existing event source mapping with an
existing function - Existing event source

mappings will continue to use the invoca-
tion role they were configured with. How-
ever, if you modify the event source
through the Lambda CLI, you will need
to remove the invocation role and update
the execution role.

Update any references to | nvokeAsync to
use | nvoke. | nvokeAsync is deprecated.

Update any references to Upl oadFunc-
tiontouse Creat eFunction

Update any references to Upl oadFunc-
ti on to use Updat eFuncti onCode
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Task

Creating
event sources
(stream to
function map-
pings) pro-
grammatically

Updating
event sources
(stream to
function map-
pings) pro-
grammatically

Retrieve
single event
source

List all event
sources

Delete an
event source

Previous

Use AddEvent -

Sour ce API

Use AddEvent -

Sour ce API

Cet Event -
Sour ce

Li st Event -
Sour ce

RenoveEvent -
Sour ce

Programming model

Specifying
successful
execution

Specifying an
error in execu-
tion

con-

text. done(nul I,

“successnes-
sage”)

con-

t ext. done(er-

ror Qbj ect,
“failurenes-
sage”)

New

Use AddEvent -
Sour ceMappi ng

Use Updat eEvent -
Sour ceMappi ng

Get Event Sour ceMap-
pi ng

Li st Event -
Sour ceMappi ng

Del et eEvent -

Sour ceMappi ng

context. suc-
ceed(resul t)

context. fail (er-
ror)

Migration guidance for existing users

Update any references to AddEvent -
Sour ce to use AddEvent Sour ceMappi ng
when used to create an event source

Update any references to AddEvent -
Sour ce to use Updat eEvent Sour ceMap-
pi ng when used to update an event source

Update any references to Get Event -
Sour ce to use Get Event Sour ceMappi ng
when used to update an event source

Update any references to Get Event -
Sour ce to use Get Event Sour ceMappi ng
when used to update an event source

Update any references to RenoveEvent -
Sour ce to use Del et eEvent Sour ceMap-
pi ng when used to delete an event source

cont ext . done will continue to work; how-
ever, it is recommended you use the new
methods.

cont ext . done will continue to work; how-
ever, it is recommended you use the new
methods.
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APl Reference

This section contains the AWS Lambda APl Reference documentation. When making the API calls, you
will need to authenticate your request by providing a signature. AWS Lambda supports signature version
4. For more information, go to Signature \Version 4 Signing Process in the Amazon Web Services General
Reference.

For an overview of the service, see What Is AWS Lambda? (p. 1). For information about how the service
works, see AWS Lambda: How it Works (p. 3).

You can use the AWS CLI to explore the AWS Lambda API. For examples, see AWS Lambda Walkthroughs
(Node.js) (p. 35).

Actions

The following actions are supported:

¢ AddPermission (p. 153)

¢ CreateEventSourceMapping (p. 156)
¢ CreateFunction (p. 160)

¢ DeleteEventSourceMapping (p. 165)
¢ DeleteFunction (p. 167)

¢ GetEventSourceMapping (p. 169)

¢ GetFunction (p. 171)

¢ GetFunctionConfiguration (p. 173)

¢ GetPolicy (p. 176)

¢ Invoke (p. 178)

¢ InvokeAsync (p. 181)

¢ ListEventSourceMappings (p. 183)

¢ ListFunctions (p. 185)

¢ RemovePermission (p. 187)

¢ UpdateEventSourceMapping (p. 189)
¢ UpdateFunctionCode (p. 192)

¢ UpdateFunctionConfiguration (p. 196)
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AddPermission

Adds a permission to the access policy associated with the specified AWS Lambda function. In a "push
event" model, the access policy attached to the Lambda function grants Amazon S3 or a user application
permission for the Lambda | anbda: | nvoke action. For information about the push model, see AWS
Lambda: How it Works. Each Lambda function has one access policy associated with it. You can use the
AddPer m ssi on API to add a permission to the policy. You have one access policy but it can have
multiple permission statements.

This operation requires permission for the | anbda: AddPer mi ssi on action.

Request Syntax

POST /2015-03-31/functions/ Functi onNane/ ver si ons/ HEAD/ pol i cy HTTP/ 1.1
Content -type: application/json

{
"Action": "string",
"Principal": "string",
"Sour ceAccount": "string",
"SourceArn": "string",
"Statenentld": "string"

}

URI Request Parameters

The request requires the following URI parameters.

FunctionName
Name of the Lambda function whose access policy you are updating by adding a new permission.

You can specify an unqualified function name (for example, "Thumbnail”) or you can specify Amazon
Resource Name (ARN) of the function (for example,
"arn:aws:lambda:us-west-2:account-id:function: ThumbNail"). AWS Lambda also allows you to specify
only the account ID qualifier (for example, "account-id: Thumbnail"). Note that the length constraint
applies only to the ARN. If you specify only the function name, it is limited to 64 character in length.

Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:
(arn:aws: lanbda: ) ?([a-z] {2}-[a-z] +-\d{1}:)?(\d{12}:)?(function:)?([a-zA-Z0-9- _]+)

Request Body

The request requires the following data in JSON format.

Action
The AWS Lambda action you want to allow in this statement. Each Lambda action is a string starting
with "lambda:" followed by the APl name (see Actions (p. 152)). For example, "lambda:CreateFunction".
You can use wildcard ("lambda:*") to grant permission for all AWS Lambda actions.

Type: String
Pattern: (I ambda: [ *] | | anbda: [ a- zA- Z] +| [ *])

Required: Yes
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Principal
The principal who is getting this permission. It can be Amazon S3 service Principal
("s3.amazonaws.com") if you want Amazon S3 to invoke the function, an AWS account ID if you are
granting cross-account permission, or any valid AWS service principal such as "sns.amazonaws.com".
For example, you might want to allow a custom application in another AWS account to push events
to AWS Lambda by invoking your function.

Type: String
Pattern: . *

Required: Yes

SourceAccount
The AWS account ID (without a hyphen) of the source owner. For example, if the Sour ceAr n identifies
a bucket, then this is the bucket owner's account ID. You can use this additional condition to ensure
the bucket you specify is owned by a specific account (it is possible the bucket owner deleted the
bucket and some other AWS account created the bucket). You can also use this condition to specify
all sources (that is, you don't specify the Sour ceAr n) owned by a specific account.

Type: String
Pattern: \ d{ 12}

Required: No

SourceArn
This is optional; however, when granting Amazon S3 permission to invoke your function, you should
specify this field with the bucket Amazon Resource Name (ARN) as its value. This ensures that only
events generated from the specified bucket can invoke the function.

Important

If you add a permission for the Amazon S3 principal without providing the source ARN, any
AWS account that creates a mapping to your function ARN can send events to invoke your
Lambda function from Amazon S3.

Type: String
Pattern: arn: aws: ([ a-zA-Z0-9\-]1)+: ([a-z]{2}-[a-z] +\d{1})?: (\d{12})?: (. %)

Required: No

Statementld
A unique statement identifier.

Type: String
Length constraints: Minimum length of 1. Maximum length of 100.
Pattern: ([ a- zA- Z0-9- _] +)

Required: Yes

Response Syntax

HTTP/ 1.1 201
Content -type: application/json
{
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"Statenent": "string"

Response Elements

If the action is successful, the service sends back an HTTP 201 response.
The following data is returned in JSON format by the service.

Statement
The permission statement you specified in the request. The response returns the same as a string
using "\" as an escape character in the JSON.

Type: String

Errors

InvalidParameterValueException
One of the parameters in the request is invalid. For example, if you provided an IAM role for AWS
Lambda to assume in the Cr eat eFunct i on or the Updat eFunct i onConfi gur ati on API, that
AWS Lambda is unable to assume you will get this exception.

HTTP Status Code: 400

PolicyLengthExceededException
Lambda function access policy is limited to 20 KB.

HTTP Status Code: 400

ResourceConflictException
The resource already exists.

HTTP Status Code: 400

ResourceNotFoundException
The resource (for example, a Lambda function or access policy statement) specified in the request
does not exist.

HTTP Status Code: 400

ServiceException
The AWS Lambda service encountered an internal error.

HTTP Status Code: 500

TooManyRequestsException
HTTP Status Code: 400
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CreateEventSourceMapping

Identifies a stream as an event source for a Lambda function. It can be either an Amazon Kinesis stream
or an Amazon DynamoDB stream. AWS Lambda invokes the specified function when records are posted
to the stream.

This is the pull model, where AWS Lambda invokes the function. For more information, go to AWS Lambda:
How it Works in the AWS Lambda Developer Guide.

This association between an Amazon Kinesis stream and a Lambda function is called the event source
mapping. You provide the configuration information (for example, which stream to read from and which
Lambda function to invoke) for the event source mapping in the request body.

Each event source, such as an Amazon Kinesis or a DynamoDB stream, can be associated with multiple
AWS Lambda function. A given Lambda function can be associated with multiple AWS event sources.

This operation requires permission for the | anbda: Cr eat eEvent Sour ceMappi ng action.

Request Syntax

PCOST /2015- 03- 31/ event - sour ce- mappi ngs/ HITP/ 1.1
Content -type: application/json

{
"Bat chSi ze": nunber,
"Enabl ed": bool ean,
"Event SourceArn": "string",
"FunctionNane": "string",
"StartingPosition": "string"
}

URI Request Parameters

The request does not use any URI parameters.

Request Body

The request requires the following data in JSON format.

BatchSize
The largest number of records that AWS Lambda will retrieve from your event source at the time of
invoking your function. Your function receives an event with all the retrieved records. The default is
100 records.

Type: Number
Valid range: Minimum value of 1. Maximum value of 10000.

Required: No

Enabled
Indicates whether AWS Lambda should begin polling the event source, the default is not enabled.

Type: Boolean

Required: No
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EventSourceArn
The Amazon Resource Name (ARN) of the Amazon Kinesis or the Amazon DynamoDB stream that
is the event source. Any record added to this stream could cause AWS Lambda to invoke your
Lambda function, it depends on the Bat chSi ze. AWS Lambda POSTs the Amazon Kinesis event,
containing records, to your Lambda function as JSON.

Type: String
Pattern:arn: aws: ([a-zA-Z0-9\-])+: ([a-z]{2}-[a-z] +-\d{1}) ?: (\d{12})?: (.*)

Required: Yes

FunctionName
The Lambda function to invoke when AWS Lambda detects an event on the stream.

You can specify an unqualified function name (for example, "Thumbnail") or you can specify Amazon
Resource Name (ARN) of the function (for example,
"arn:aws:lambda:us-west-2:account-id:function: ThumbNail"). AWS Lambda also allows you to specify
only the account ID qualifier (for example, "account-id:Thumbnail"). Note that the length constraint
applies only to the ARN. If you specify only the function name, it is limited to 64 character in length.

Type: String
Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:
(arn:aws: lanbda: ) ?([a-z] {2}-[a-z] +-\d{1}:)?(\d{12}:)?(function:)?([a-zA-Z0-9- ]+

Required: Yes

StartingPosition
The position in the stream where AWS Lambda should start reading. For more information, go to
ShardlteratorType in the Amazon Kinesis AP| Reference.

Type: String
Valid Values: TRI M_HORI ZON | LATEST

Required: Yes

Response Syntax

HTTP/ 1.1 202
Content -type: application/json

{
"Bat chSi ze": nunber,

"Event SourceArn": "string",
"FunctionArn": "string",

"Last Mbdi fi ed": nunber,

"Last ProcessingResul t": "string",
"State": "string",
"StateTransitionReason": "string",
"UU D': "string"

Response Elements

If the action is successful, the service sends back an HTTP 202 response.
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The following data is returned in JSON format by the service.

BatchSize
The largest number of records that AWS Lambda will retrieve from your event source at the time of
invoking your function. Your function receives an event with all the retrieved records.

Type: Number

Valid range: Minimum value of 1. Maximum value of 10000.

EventSourceArn
The Amazon Resource Name (ARN) of the Amazon Kinesis stream that is the source of events.

Type: String

Pattern: arn: aws: ([ a-zA-Z0-9\-])+: ([a-z]{2}-[a-z] +-\d{1}) 2: (\d{12})?: (.*)
FunctionArn
The Lambda function to invoke when AWS Lambda detects an event on the stream.

Type: String

Pattern:

anaglath[aZ{3-[ad+\d§:\d12: fudtia1[aZAD 9 ]\/[0Rf{8-[0%=f]{4-[0%f]{4-[0Rf]{4-[0Rf]{13)?
LastModified

The UTC time string indicating the last time the event mapping was updated.

Type: DateTime

LastProcessingResult
The result of the last AWS Lambda invocation of your Lambda function.

Type: String
State

The state of the event source mapping. It can be "Creating”, "Enabled", "Disabled", "Enabling",
"Disabling”, "Updating", or "Deleting".

Type: String
StateTransitionReason

The reason the event source mapping is in its current state. It is either user-requested or an AWS
Lambda-initiated state transition.

Type: String
UuID
The AWS Lambda assigned opaque identifier for the mapping.

Type: String

Errors

InvalidParameterValueException
One of the parameters in the request is invalid. For example, if you provided an IAM role for AWS
Lambda to assume in the Cr eat eFunct i on or the Updat eFuncti onConfi gurati on API, that
AWS Lambda is unable to assume you will get this exception.

HTTP Status Code: 400

ResourceConflictException
The resource already exists.

HTTP Status Code: 400
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ServiceException
The AWS Lambda service encountered an internal error.

HTTP Status Code: 500

TooManyRequestsException
HTTP Status Code: 400
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CreateFunction

Creates a new Lambda function. The function metadata is created from the request parameters, and the
code for the function is provided by a .zip file in the request body. If the function name already exists, the
operation will fail. Note that the function name is case-sensitive.

This operation requires permission for the | anbda: Cr eat eFunct i on action.

Request Syntax

POST /2015-03-31/functions HTTP/ 1.1
Content -type: application/json

{
"Code": {
"S3Bucket": "string",
"S3Key": "string",
"S3Mhj ect Version": "string",
"ZipFile": blob
b,
"Description": "string",
"FunctionNane": "string",
"Handl er": "string",
“MenorySi ze": nunber,
"Role": "string",
"Runtine": "string",
"Ti meout": nunber

URI Request Parameters

The request does not use any URI parameters.

Request Body

The request requires the following data in JSON format.

Code
The code for the Lambda function.

Type: FunctionCode (p. 201) object

Required: Yes

Description
A short, user-defined function description. Lambda does not use this value. Assign a meaningful
description as you see fit.

Type: String
Length constraints: Minimum length of 0. Maximum length of 256.

Required: No

FunctionName
The name you want to assign to the function you are uploading. You can specify an unqualified
function name (for example, "Thumbnail") or you can specify Amazon Resource Name (ARN) of the
function (for example, "arn:aws:lambda:us-west-2:account-id:function: ThumbNail"). AWS Lambda
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also allows you to specify only the account ID qualifier (for example, "account-id: Thumbnail"). Note
that the length constraint applies only to the ARN. If you specify only the function name, it is limited
to 64 character in length. The function names appear in the console and are returned in the
ListFunctions (p. 185) API. Function names are used to specify functions to other AWS Lambda APIs,
such as Invoke (p. 178).

Type: String
Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:
(arn:aws: lanbda: ) ?([a-z] {2}-[a-z] +-\d{1}:)?(\d{12}:)?(function:)?([a- zA-Z0-9- _]+)

Required: Yes

Handler
The function within your code that Lambda calls to begin execution. For Node.js, it is the
module-name.export value in your function. For Java, it can be package. cl ass- nane: : handl er
or package. cl ass- nane. For more information, see Lambda Function Handler (Java).

Type: String
Length constraints: Minimum length of 0. Maximum length of 128.
Pattern: [ "\ s] +

Required: Yes

MemorySize
The amount of memory, in MB, your Lambda function is given. Lambda uses this memory size to
infer the amount of CPU and memory allocated to your function. Your function use-case determines
your CPU and memory requirements. For example, a database operation might need less memory
compared to an image processing function. The default value is 128 MB. The value must be a multiple
of 64 MB.

Type: Number
Valid range: Minimum value of 128. Maximum value of 1536.

Required: No

Role
The Amazon Resource Name (ARN) of the IAM role that Lambda assumes when it executes your
function to access any other Amazon Web Services (AWS) resources. For more information, see
AWS Lambda: How it Works

Type: String
Pattern:arn: aws:iam:\d{12}:role/?[a-zA-Z 0-9+=, . @-_/ ]+

Required: Yes

Runtime
The runtime environment for the Lambda function you are uploading. Currently, Lambda supports
"java" and "nodejs" as the runtime.

Type: String
Valid Values: nodej s | java8

Required: Yes
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Timeout
The function execution time at which Lambda should terminate the function. Because the execution
time has cost implications, we recommend you set this value based on your expected execution time.
The default is 3 seconds.

Type: Number
Valid range: Minimum value of 1. Maximum value of 60.

Required: No

Response Syntax

HTTP/ 1.1 201
Content-type: application/json
{

"CodeSi ze": nunber,
"Description": "string",
"FunctionArn": "string",
"FunctionNane": "string",
"Handl er": "string",
"Last Modi fied": "string",
"MenorySi ze": nunber,
"Role": "string",
"Runtine": "string",
"Timeout": nunber

Response Elements

If the action is successful, the service sends back an HTTP 201 response.
The following data is returned in JSON format by the service.

CodeSize
The size, in bytes, of the function .zip file you uploaded.

Type: Long
Description
The user-provided description.

Type: String

Length constraints: Minimum length of 0. Maximum length of 256.

FunctionArn
The Amazon Resource Name (ARN) assigned to the function.

Type: String

Pattern:

anaglath[27{3-[a7+\d §:\d12: fudi 1 [azAD S ] H\/[0=&f]{8-[0=f]{4-[0%&f]{4-[0Rf]{4-[0%f]{13)?
FunctionName

The name of the function.

Type: String
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Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:

(arn:aws: lanbda: ) ?([a-z]{2}-[a-z] +-\d{1}:)?2(\d{12}:) ?(function:)?([a-zA-Z0-9-_]+)
Handler

The function Lambda calls to begin executing your function.

Type: String
Length constraints: Minimum length of 0. Maximum length of 128.

Pattern: [ "\ s] +

LastModified
The timestamp of the last time you updated the function.

Type: String
MemorySize
The memory size, in MB, you configured for the function. Must be a multiple of 64 MB.

Type: Number

Valid range: Minimum value of 128. Maximum value of 1536.

Role
The Amazon Resource Name (ARN) of the 1AM role that Lambda assumes when it executes your
function to access any other Amazon Web Services (AWS) resources.

Type: String

Pattern:arn: aws: iam:\d{12}:role/?[a-zA-Z 0-9+=, . @-_/] +
Runtime
The runtime environment for the Lambda function.

Type: String

Valid Values: nodej s | java8

Timeout
The function execution time at which Lambda should terminate the function. Because the execution
time has cost implications, we recommend you set this value based on your expected execution time.
The default is 3 seconds.

Type: Number

Valid range: Minimum value of 1. Maximum value of 60.

Errors

CodeStorageExceededException
HTTP Status Code: 400

InvalidParameterValueException
One of the parameters in the request is invalid. For example, if you provided an IAM role for AWS
Lambda to assume in the Cr eat eFunct i on or the Updat eFunct i onConf i gur ati on API, that
AWS Lambda is unable to assume you will get this exception.

HTTP Status Code: 400

ResourceConflictException
The resource already exists.
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HTTP Status Code: 400

ResourceNotFoundException
The resource (for example, a Lambda function or access policy statement) specified in the request
does not exist.

HTTP Status Code: 400
ServiceException
The AWS Lambda service encountered an internal error.

HTTP Status Code: 500

TooManyRequestsException
HTTP Status Code: 400
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DeleteEventSourceMapping

Removes an event source mapping. This means AWS Lambda will no longer invoke the function for
events in the associated source.

This operation requires permission for the | anbda: Del et eEvent Sour ceMappi ng action.

Request Syntax

DELETE /2015- 03- 31/ event - sour ce- nappi ngs/ UUI D HTTP/ 1. 1

URI Request Parameters

The request requires the following URI parameters.

uuibD
The event source mapping ID.

Request Body

The request does not have a request body.

Response Syntax

HTTP/ 1.1 202
Content -type: application/json

{

"Bat chSi ze": nunber,

"Event SourceArn": "string",
"FunctionArn": "string",

"Last Modi fied": nunber,

"Last Processi ngResul t": "string",
"State": "string",
"StateTransitionReason": "string",
"UulD': "string"

Response Elements

If the action is successful, the service sends back an HTTP 202 response.
The following data is returned in JSON format by the service.

BatchSize
The largest number of records that AWS Lambda will retrieve from your event source at the time of
invoking your function. Your function receives an event with all the retrieved records.

Type: Number

Valid range: Minimum value of 1. Maximum value of 10000.

EventSourceArn
The Amazon Resource Name (ARN) of the Amazon Kinesis stream that is the source of events.
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Type: String

Pattern: arn: aws: ([ a- zA-Z0-9\-]) +: ([a-z]{2}-[a-z] +-\d{1}) ?: (\d{12})?: (. *)
FunctionArn
The Lambda function to invoke when AWS Lambda detects an event on the stream.

Type: String

Pattern:

anaglath[aZ{3-[ad+\d3:\d12:fudtia1[azZAD I ]+\/[0Rf]{g-[0%&f]{4-[0%f]{4-[0%f]{4-[0Rf]{13)?
LastModified

The UTC time string indicating the last time the event mapping was updated.

Type: DateTime

LastProcessingResult
The result of the last AWS Lambda invocation of your Lambda function.

Type: String

State
The state of the event source mapping. It can be "Creating", "Enabled”, "Disabled", "Enabling",
"Disabling”, "Updating"”, or "Deleting".

Type: String
StateTransitionReason

The reason the event source mapping is in its current state. It is either user-requested or an AWS
Lambda-initiated state transition.

Type: String
uuiD
The AWS Lambda assigned opaque identifier for the mapping.

Type: String

Errors

InvalidParameterValueException
One of the parameters in the request is invalid. For example, if you provided an IAM role for AWS
Lambda to assume in the Cr eat eFunct i on or the Updat eFunct i onConf i gur ati on API, that
AWS Lambda is unable to assume you will get this exception.

HTTP Status Code: 400

ResourceNotFoundException
The resource (for example, a Lambda function or access policy statement) specified in the request
does not exist.

HTTP Status Code: 400
ServiceException
The AWS Lambda service encountered an internal error.

HTTP Status Code: 500

TooManyRequestsException
HTTP Status Code: 400
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DeleteFunction

Deletes the specified Lambda function code and configuration.

When you delete a function the associated access policy is also deleted. You will need to delete the event
source mappings explicitly.

This operation requires permission for the | anbda: Del et eFunct i on action.

Request Syntax

DELETE /2015- 03-31/functi ons/ Functi onNane HTTP/ 1.1

URI Request Parameters

The request requires the following URI parameters.

FunctionName
The Lambda function to delete.

You can specify an unqualified function name (for example, "Thumbnail") or you can specify Amazon
Resource Name (ARN) of the function (for example,
"arn:aws:lambda:us-west-2:account-id:function: ThumbNail"). AWS Lambda also allows you to specify
only the account ID qualifier (for example, "account-id:Thumbnail"). Note that the length constraint
applies only to the ARN. If you specify only the function name, it is limited to 64 character in length.

Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:
(arn:aws: lanbda: ) ?([a-z] {2}-[a-z] +-\d{1}:)?(\d{12}:)?(function:)?([a-zA-Z0-9- _]+)

Request Body

The request does not have a request body.

Response Syntax

HTTP/ 1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.

Errors

ResourceNotFoundException
The resource (for example, a Lambda function or access policy statement) specified in the request
does not exist.

HTTP Status Code: 400

ServiceException
The AWS Lambda service encountered an internal error.
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HTTP Status Code: 500

TooManyRequestsException
HTTP Status Code: 400
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GetEventSourceMapping

Returns configuration information for the specified event source mapping (see
CreateEventSourceMapping (p. 156)).

This operation requires permission for the | anbda: Get Event Sour ceMappi ng action.

Request Syntax

GET /2015- 03-31/ event - sour ce- mappi ngs/ UUI D HTTP/ 1. 1

URI Request Parameters

The request requires the following URI parameters.

uuibD
The AWS Lambda assigned ID of the event source mapping.

Request Body

The request does not have a request body.

Response Syntax

HTTP/ 1.1 200
Content -type: application/json

{
"Bat chSi ze": nunber,

"Event SourceArn": "string",
"FunctionArn": "string",

"Last Modi fied": nunber,

"Last Processi ngResul t": "string",
"State": "string",
"StateTransitionReason": "string",
"UulD': "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

BatchSize

The largest number of records that AWS Lambda will retrieve from your event source at the time of

invoking your function. Your function receives an event with all the retrieved records.
Type: Number

Valid range: Minimum value of 1. Maximum value of 10000.
EventSourceArn

The Amazon Resource Name (ARN) of the Amazon Kinesis stream that is the source of events.
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Type: String

Pattern: arn: aws: ([ a- zA-Z0-9\-]) +: ([a-z]{2}-[a-z] +-\d{1}) ?: (\d{12})?: (. *)
FunctionArn
The Lambda function to invoke when AWS Lambda detects an event on the stream.

Type: String

Pattern:

anaglath[aZ{3-[ad+\d3:\d12:fudtia1[azZAD I ]+\/[0Rf]{g-[0%&f]{4-[0%f]{4-[0%f]{4-[0Rf]{13)?
LastModified

The UTC time string indicating the last time the event mapping was updated.

Type: DateTime

LastProcessingResult
The result of the last AWS Lambda invocation of your Lambda function.

Type: String

State
The state of the event source mapping. It can be "Creating", "Enabled”, "Disabled", "Enabling",
"Disabling”, "Updating"”, or "Deleting".

Type: String
StateTransitionReason

The reason the event source mapping is in its current state. It is either user-requested or an AWS
Lambda-initiated state transition.

Type: String
uuiD
The AWS Lambda assigned opaque identifier for the mapping.

Type: String

Errors

InvalidParameterValueException
One of the parameters in the request is invalid. For example, if you provided an IAM role for AWS
Lambda to assume in the Cr eat eFunct i on or the Updat eFunct i onConf i gur ati on API, that
AWS Lambda is unable to assume you will get this exception.

HTTP Status Code: 400

ResourceNotFoundException
The resource (for example, a Lambda function or access policy statement) specified in the request
does not exist.

HTTP Status Code: 400
ServiceException
The AWS Lambda service encountered an internal error.

HTTP Status Code: 500

TooManyRequestsException
HTTP Status Code: 400
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GetFunction

Returns the configuration information of the Lambda function and a presigned URL link to the .zip file you
uploaded with CreateFunction (p. 160) so you can download the .zip file. Note that the URL is valid for up
to 10 minutes. The configuration information is the same information you provided as parameters when

uploading the function.

This operation requires permission for the | anbda: Get Funct i on action.

Request Syntax

GET /2015-03-31/functi ons/ Functi onNane/ ver si ons/ HEAD HTTP/ 1. 1

URI Request Parameters

The request requires the following URI parameters.

FunctionName
The Lambda function name.

You can specify an unqualified function name (for example, "Thumbnail") or you can specify Amazon
Resource Name (ARN) of the function (for example,
"arn:aws:lambda:us-west-2:account-id:function: ThumbNail"). AWS Lambda also allows you to specify
only the account ID qualifier (for example, "account-id:Thumbnail"). Note that the length constraint
applies only to the ARN. If you specify only the function name, it is limited to 64 character in length.

Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:
(arn:aws: lanbda: ) ?([a-z] {2}-[a-z] +-\d{1}:)?(\d{12}:)?(function:)?([a-zA-Z0-9-_]+)

Request Body

The request does not have a request body.

Response Syntax

HTTP/ 1.1 200
Content -type: application/json
{
"Code": {
"Location": "string",

"RepositoryType": "string"
}

"Configuration": {
"CodeSi ze": nunber,
"Description": "string",
"FunctionArn": "string",
"FunctionNanme": "string",
"Handl er": "string",
"Last Modi fied": "string",
"MenorySi ze": nunber,
"Role": "string",
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"Runtine": "string",
"Ti meout": nunber

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Code
The object for the Lambda function location.

Type: FunctionCodeLocation (p. 202) object
Configuration
A complex type that describes function metadata.

Type: FunctionConfiguration (p. 202) object

Errors

ResourceNotFoundException
The resource (for example, a Lambda function or access policy statement) specified in the request
does not exist.

HTTP Status Code: 400
ServiceException
The AWS Lambda service encountered an internal error.

HTTP Status Code: 500

TooManyRequestsException
HTTP Status Code: 400
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GetFunctionConfiguration

Returns the configuration information of the Lambda function. This the same information you provided
as parameters when uploading the function by using CreateFunction (p. 160).

This operation requires permission for the | anbda: Get Funct i onConf i gur ati on operation.

Request Syntax

GET /2015- 03-31/functions/ Functi onNanme/ ver si ons/ HEADY confi guration HTTP/ 1.1

URI Request Parameters

The request requires the following URI parameters.

FunctionName
The name of the Lambda function for which you want to retrieve the configuration information.

You can specify an unqualified function name (for example, "Thumbnail”) or you can specify Amazon
Resource Name (ARN) of the function (for example,
"arn:aws:lambda:us-west-2:account-id:function: ThumbNail"). AWS Lambda also allows you to specify
only the account ID qualifier (for example, "account-id:Thumbnail"). Note that the length constraint
applies only to the ARN. If you specify only the function name, it is limited to 64 character in length.

Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:
(arn:aws: lanbda: ) ?([a-z] {2}-[a-z] +-\d{1}:)?(\d{12}:)?(function:)?([a- zA-Z0-9-_]+)

Request Body

The request does not have a request body.

Response Syntax

HTTP/ 1.1 200

Content -type: application/json

{
"CodeSi ze": nunber,
"Description": "string",
"FunctionArn": "string",
"FunctionNanme": "string",
"Handl er": "string",
"Last Modi fied": "string",
"MenorySi ze": nunber,
"Role": "string",
"Runtine": "string",
"Ti neout": nunber

}
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Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

CodeSize
The size, in bytes, of the function .zip file you uploaded.
Type: Long
Description
The user-provided description.
Type: String

Length constraints: Minimum length of 0. Maximum length of 256.

FunctionArn
The Amazon Resource Name (ARN) assigned to the function.

Type: String

Pattern:

anaglatt[aZ{23-[ad+\dT:\d12: futin[azAD 9 ] \/[0%f]{§-[0Rf]{4-[0%&f]{4-[0%f]{4-[0=f]{12)?
FunctionName

The name of the function.

Type: String

Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:

(arn:aws: lanbda: ) ?([a-z]1{2}-[a-z] +-\d{1}:)?2(\d{12}:) ?(function:)?([a-zA- Z0-9-_]+)
Handler

The function Lambda calls to begin executing your function.

Type: String

Length constraints: Minimum length of 0. Maximum length of 128.

Pattern: [ "\ s] +

LastModified
The timestamp of the last time you updated the function.

Type: String
MemorySize
The memory size, in MB, you configured for the function. Must be a multiple of 64 MB.

Type: Number

Valid range: Minimum value of 128. Maximum value of 1536.

Role
The Amazon Resource Name (ARN) of the IAM role that Lambda assumes when it executes your
function to access any other Amazon Web Services (AWS) resources.

Type: String

Pattern:arn: aws:iam :\d{12}:role/?[a-zA-Z 0-9+=,. @- _/ ]+
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Runtime
The runtime environment for the Lambda function.

Type: String

Valid Values: nodej s | java8

Timeout
The function execution time at which Lambda should terminate the function. Because the execution
time has cost implications, we recommend you set this value based on your expected execution time.
The default is 3 seconds.

Type: Number

Valid range: Minimum value of 1. Maximum value of 60.

Errors

ResourceNotFoundException
The resource (for example, a Lambda function or access policy statement) specified in the request
does not exist.

HTTP Status Code: 400
ServiceException
The AWS Lambda service encountered an internal error.

HTTP Status Code: 500

TooManyRequestsException
HTTP Status Code: 400
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GetPolicy

Returns the access policy, containing a list of permissions granted via the AddPer m ssi on API, associated
with the specified bucket.

You need permission for the | anbda: Get Pol i cy acti on.

Request Syntax

GET /2015-03- 31/ functions/ Functi onName/ ver si ons/ HEAD/ pol icy HTTP/ 1.1

URI Request Parameters

The request requires the following URI parameters.

FunctionName
Function name whose access policy you want to retrieve.

You can specify an unqualified function name (for example, "Thumbnail") or you can specify Amazon
Resource Name (ARN) of the function (for example,
"arn:aws:lambda:us-west-2:account-id:function: ThumbNail"). AWS Lambda also allows you to specify
only the account ID qualifier (for example, "account-id:Thumbnail"). Note that the length constraint
applies only to the ARN. If you specify only the function name, it is limited to 64 character in length.

Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:
(arn:aws: lanbda: ) ?([a-z] {2}-[a-z] +\d{1}:)?(\d{12}:)?(function:)?([a-zA-Z0-9- _]+)

Request Body

The request does not have a request body.

Response Syntax

HTTP/ 1.1 200
Content -type: application/json
{
"Policy": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Policy
The access policy associated with the specified function. The response returns the same as a string
using "\" as an escape character in the JSON.

Type: String
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Errors

ResourceNotFoundException
The resource (for example, a Lambda function or access policy statement) specified in the request

does not exist.

HTTP Status Code: 400

ServiceException
The AWS Lambda service encountered an internal error.

HTTP Status Code: 500

TooManyRequestsException
HTTP Status Code: 400
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Invoke

Invokes a specified Lambda function.

This operation requires permission for the | anbda: | nvokeFunct i on action.

Request Syntax

POST /2015-03-31/functions/ Functi onNane/invocations HTTP/ 1.1
X-Anz-Client-Context: CientContext

X- Anz- | nvocati on- Type: |nvocationType

X- Anz- Log- Type: LogType

Payl oad

URI Request Parameters

The request requires the following URI parameters.

ClientContext
Using the d i ent Cont ext you can pass client-specific information to the Lambda function you are
invoking. You can then process the client information in your Lambda function as you choose through
the context variable. For an example of a ClientContext JSON, go to PutEvents in the Amazon Mobile
Analytics API Reference and User Guide.

The ClientContext JSON must be base64-encoded.

FunctionName
The Lambda function name.

You can specify an unqualified function name (for example, "Thumbnail") or you can specify Amazon
Resource Name (ARN) of the function (for example,
"arn:aws:lambda:us-west-2:account-id:function: ThumbNail"). AWS Lambda also allows you to specify
only the account ID qualifier (for example, "account-id:Thumbnail"). Note that the length constraint
applies only to the ARN. If you specify only the function name, it is limited to 64 character in length.

Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:

(arn:aws: lanbda: ) ?([a-z]{2}-[a-z] +-\d{1}:)?2(\d{12}:) ?(function:)?([a-zA-Z0-9-_]+)
InvocationType

By default, the | nvoke APl assumes "RequestResponse" invocation type. You can optionally request

asynchronous execution by specifying "Event” as the | nvocat i onType. You can also use this

parameter to request AWS Lambda to not execute the function but do some verification, such as if

the caller is authorized to invoke the function and if the inputs are valid. You request this by specifying

"DryRun" as the | nvocat i onType. This is useful in a cross-account scenario when you want to

verify access to a function without running it.

Valid Values: Event | Request Response | DryRun

LogType
You can set this optional parameter to "Tail" in the request only if you specify the | nvocat i onType
parameter with value "RequestResponse". In this case, AWS Lambda returns the base64-encoded
last 4 KB of log data produced by your Lambda function in the x- anz- | og-r esul t s header.

Valid Values: None | Tai l
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Request Body
The request requires the following as the HTTP body.

Payload
JSON that you want to provide to your Lambda function as input.

Response Syntax

HTTP/ 1.1 St at usCode
X- Az - Function-Error: FunctionError
X- Anz- Log- Resul t: LogResul t

Payl oad

Response Elements

StatusCode
The HTTP status code will be in the 200 range for successful request. For the "RequestResonse"
invocation type this status code will be 200. For the "Event" invocation type this status code will be
202. For the "DryRun" invocation type the status code will be 204.

The response returns the following HTTP headers.

FunctionError
Indicates whether an error occurred while executing the Lambda function. If an error occurred this
field will have one of two values; Handl ed or Unhandl ed. Handl ed errors are errors that are reported
by the function while the Unhandl ed errors are those detected and reported by AWS Lambda.
Unhandled errors include out of memory errors and function timeouts. For information about how to
report an Handl ed error, see Programming Model.

LogResult
Itis the base64-encoded logs for the Lambda function invocation. This is present only if the invocation
type is "RequestResponse” and the logs were requested.

The response returns the following as the HTTP body.

Payload
It is the JSON representation of the object returned by the Lambda function. In This is present only
if the invocation type is "RequestResponse”.

In the event of a function error this field contains a message describing the error. For the Handl ed
errors the Lambda function will report this message. For Unhandl ed errors AWS Lambda reports
the message.

Errors

InvalidRequestContentException
The request body could not be parsed as JSON.

HTTP Status Code: 400

RequestTooLargeException
HTTP Status Code: 400
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ResourceNotFoundException
The resource (for example, a Lambda function or access policy statement) specified in the request

does not exist.

HTTP Status Code: 400

ServiceException
The AWS Lambda service encountered an internal error.

HTTP Status Code: 500

TooManyRequestsException
HTTP Status Code: 400

UnsupportedMediaTypeException
HTTP Status Code: 400
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InvokeAsync

Important
This APl is deprecated. We recommend you use | nvoke API (see Invoke (p. 178)).

Submits an invocation request to AWS Lambda. Upon receiving the request, Lambda executes the
specified function asynchronously. To see the logs generated by the Lambda function execution, see the
CloudWatch logs console.

This operation requires permission for the | anbda: | nvokeFunct i on action.

Request Syntax

POST /2014-11- 13/ functions/ Functi onNane/i nvoke-async/ HITP/ 1.1

| nvokeAr gs

URI Request Parameters

The request requires the following URI parameters.

FunctionName
The Lambda function name.

Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:
(arn:aws: lanbda: ) ?([a-z] {2}-[a-z] +-\d{1}:)?(\d{12}:)?(function:)?([a-zA-Z0-9- ]+

Request Body

The request requires the following as the HTTP body.

InvokeArgs
JSON that you want to provide to your Lambda function as input.

Response Syntax

HTTP/ 1.1 Status

Response Elements

Status
It will be 202 upon success.

Errors

InvalidRequestContentException
The request body could not be parsed as JSON.

HTTP Status Code: 400
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ResourceNotFoundException
The resource (for example, a Lambda function or access policy statement) specified in the request
does not exist.

HTTP Status Code: 400

ServiceException
The AWS Lambda service encountered an internal error.

HTTP Status Code: 500

Examples

Invoke a Lambda function
The following example uses a POST request to invoke a Lambda function.

Sample Request

POST /2014-11-13/functions/hell oworl d/invoke-async/ HTTP/ 1.1
[input json]

Sample Response

HTTP/ 1.1 202 Accepted

Xx-anen-requestid: f037bc5c-5a08-11e4- b02e- af 446¢3f 9d0d
content-length: O

connecti on: keep-alive

date: Wed, 22 Cct 2014 16:31:55 GVII

content-type: application/json
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ListEventSourceMappings

Returns a list of event source mappings you created using the Cr eat eEvent Sour ceMappi ng (see
CreateEventSourceMapping (p. 156)), where you identify a stream as an event source. This list does not
include Amazon S3 event sources.

For each mapping, the API returns configuration information. You can optionally specify filters to retrieve
specific event source mappings.

This operation requires permission for the | anbda: Li st Event Sour ceMappi ngs action.

Request Syntax

GET /2015- 03- 31/ event - sour ce- mappi ngs/ ?Mar ker =Var ker &Vax| t ens=NMax| t ens&Functi on
Nanme=Funct i onNane&Event Sour ceAr n=Event Sour ceArn HTTP/ 1.1

URI Request Parameters

The request requires the following URI parameters.

EventSourceArn
The Amazon Resource Name (ARN) of the Amazon Kinesis stream.

Pattern:arn: aws: ([a-zA-Z0-9\-])+: ([a-z]{2}-[a-z] +-\d{1}) 2: (\d{12})?: (.*)
FunctionName
The name of the Lambda function.

You can specify an unqualified function name (for example, "Thumbnail") or you can specify Amazon
Resource Name (ARN) of the function (for example,
"arn:aws:lambda:us-west-2:account-id:function: ThumbNail"). AWS Lambda also allows you to specify
only the account ID qualifier (for example, "account-id: Thumbnail"). Note that the length constraint
applies only to the ARN. If you specify only the function name, it is limited to 64 character in length.

Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:

(arn:aws: lanbda: ) ?([a-z] {2}-[a-z] +-\d{1}:)?(\d{12}:)?(function:)?([a-zA-Z0-9- _]+)
Marker

Optional string. An opaque pagination token returned from a previous Li st Event Sour ceMappi ngs

operation. If present, specifies to continue the list from where the returning call left off.

MaxItems
Optional integer. Specifies the maximum number of event sources to return in response. This value
must be greater than 0.

Valid range: Minimum value of 1. Maximum value of 10000.

Request Body

The request does not have a request body.
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Response Syntax

HTTP/ 1.1 200
Content -type: application/json
{
"Event Sour ceMappi ngs": [
{
"Bat chSi ze": nunber,
"Event SourceArn": "string",
"FunctionArn": "string",
"Last Modi fi ed": nunber,
"Last Processi ngResul t": "string",
"State": "string",
"StateTransitionReason": "string",
"UUD': "string"
}
I,
"Next Mar ker": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

EventSourceMappings
An array of Event Sour ceMappi ngConfi gur ati on objects.

Type: array of EventSourceMappingConfiguration (p. 200) objects

NextMarker
A string, present if there are more event source mappings.

Type: String

Errors

InvalidParameterValueException
One of the parameters in the request is invalid. For example, if you provided an IAM role for AWS
Lambda to assume in the Cr eat eFunct i on or the Updat eFunct i onConfi gur ati on API, that
AWS Lambda is unable to assume you will get this exception.

HTTP Status Code: 400

ResourceNotFoundException
The resource (for example, a Lambda function or access policy statement) specified in the request
does not exist.

HTTP Status Code: 400
ServiceException
The AWS Lambda service encountered an internal error.

HTTP Status Code: 500

TooManyRequestsException
HTTP Status Code: 400
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ListFunctions

Returns a list of your Lambda functions. For each function, the response includes the function configuration
information. You must use GetFunction (p. 171) to retrieve the code for your function.

This operation requires permission for the | anbda: Li st Funct i ons action.

Request Syntax

GET /2015-03-31/functi ons/ ?Mar ker =Mar ker &vax! t ens=Maxltens HTTP/ 1.1

URI Request Parameters

The request requires the following URI parameters.

Marker
Optional string. An opaque pagination token returned from a previous Li st Funct i ons operation.
If present, indicates where to continue the listing.

MaxItems
Optional integer. Specifies the maximum number of AWS Lambda functions to return in response.
This parameter value must be greater than 0.

Valid range: Minimum value of 1. Maximum value of 10000.

Request Body

The request does not have a request body.

Response Syntax

HTTP/ 1.1 200
Content -type: application/json

{

"Functions": [
{
"CodeSi ze": nunber,
"Description": "string",
"FunctionArn": "string",
"FunctionNane": "string",
"Handl er": "string",
"Last Modi fied": "string",
"MenorySi ze": nunber,
"Role": "string",
"Runtine": "string",
"Ti meout": nunber
}
]

"Next Mar ker": "string"
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Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Functions
A list of Lambda functions.

Type: array of FunctionConfiguration (p. 202) objects

NextMarker
A string, present if there are more functions.

Type: String

Errors

ServiceException
The AWS Lambda service encountered an internal error.

HTTP Status Code: 500

TooManyRequestsException
HTTP Status Code: 400
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RemovePermission

You can remove individual permissions from an access policy associated with a Lambda function by
providing a Statement ID.

Note that removal of a permission will cause an active event source to lose permission to the function.

You need permission for the | anbda: RenovePer mi ssi on action.

Request Syntax

DELETE /2015-03- 31/ functi ons/ Functi onNane/ ver si ons/ HEAD/ pol i cy/ Stat enent | d HT
TP/ 1.1

URI Request Parameters

The request requires the following URI parameters.

FunctionName
Lambda function whose access policy you want to remove a permission from.

You can specify an unqualified function name (for example, "Thumbnail") or you can specify Amazon
Resource Name (ARN) of the function (for example,
"arn:aws:lambda:us-west-2:account-id:function: ThumbNail"). AWS Lambda also allows you to specify
only the account ID qualifier (for example, "account-id:Thumbnail"). Note that the length constraint
applies only to the ARN. If you specify only the function name, it is limited to 64 character in length.

Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:
(arn:aws: lanbda: ) ?([a-z] {2}-[a-z] +-\d{1}:)?(\d{12}:)?(function:)?([a-zA-Z0-9- _]+)

Statementld
Statement ID of the permission to remove.

Length constraints: Minimum length of 1. Maximum length of 100.

Pattern: ([ a- zA- Z0-9- _] +)

Request Body

The request does not have a request body.

Response Syntax

HTTP/ 1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.
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Errors

ResourceNotFoundException
The resource (for example, a Lambda function or access policy statement) specified in the request

does not exist.

HTTP Status Code: 400

ServiceException
The AWS Lambda service encountered an internal error.

HTTP Status Code: 500

TooManyRequestsException
HTTP Status Code: 400
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UpdateEventSourceMapping

You can update an event source mapping. This is useful if you want to change the parameters of the
existing mapping without losing your position in the stream. You can change which function will receive
the stream records, but to change the stream itself, you must create a new mapping.

This operation requires permission for the | anbda: Updat eEvent Sour ceMappi ng action.

Request Syntax

PUT /2015-03- 31/ event - sour ce- mappi ngs/ UUI D HTTP/ 1. 1
Content -type: application/json

{
"Bat chSi ze": nunber,
"Enabl ed": bool ean,
"FunctionNane": "string"
}

URI Request Parameters

The request requires the following URI parameters.

uuibD
The event source mapping identifier.

Request Body

The request requires the following data in JSON format.

BatchSize
The maximum number of stream records that can be sent to your Lambda function for a single
invocation.

Type: Number
Valid range: Minimum value of 1. Maximum value of 10000.

Required: No
Enabled

Specifies whether AWS Lambda should actively poll the stream or not. If disabled, AWS Lambda will
not poll the stream.

Type: Boolean

Required: No

FunctionName
The Lambda function to which you want the stream records sent.

You can specify an unqualified function name (for example, "Thumbnail”) or you can specify Amazon
Resource Name (ARN) of the function (for example,
"arn:aws:lambda:us-west-2:account-id:function: ThumbNail"). AWS Lambda also allows you to specify
only the account ID qualifier (for example, "account-id: Thumbnail"). Note that the length constraint
applies only to the ARN. If you specify only the function name, it is limited to 64 character in length.
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Type: String
Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:
(arn:aws: lanbda: ) ?([a-z] {2}-[a-z] +-\d{1}:)?(\d{12}:)?(function:)?([a-zA-Z0-9- _]+)

Required: No

Response Syntax

HTTP/ 1.1 202
Content -type: application/json

{
"Bat chSi ze": nunber,

"Event SourceArn": "string",
"FunctionArn": "string",

"Last Mbdi fi ed": nunber,

"Last Processi ngResul t": "string",
"State": "string",
"StateTransitionReason": "string",
"UU D': "string"

Response Elements

If the action is successful, the service sends back an HTTP 202 response.
The following data is returned in JSON format by the service.

BatchSize
The largest number of records that AWS Lambda will retrieve from your event source at the time of
invoking your function. Your function receives an event with all the retrieved records.

Type: Number

Valid range: Minimum value of 1. Maximum value of 10000.

EventSourceArn
The Amazon Resource Name (ARN) of the Amazon Kinesis stream that is the source of events.

Type: String

Pattern: arn: aws: ([ a- zA-Z0-9\-]) +: ([a-z]{2}-[a-z] +-\d{1}) 2: (\d{12})?: (. *)
FunctionArn
The Lambda function to invoke when AWS Lambda detects an event on the stream.

Type: String

Pattern:

anaglath[aZ{23-[ad+\dT:\d12: futin[azAD S ] \/[0%f]{8-[0 Bf]{4-[0Bf{4-[0Rf]{4-[0%=f]{12)?
LastModified

The UTC time string indicating the last time the event mapping was updated.

Type: DateTime
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LastProcessingResult
The result of the last AWS Lambda invocation of your Lambda function.

Type: String

State
The state of the event source mapping. It can be "Creating”, "Enabled", "Disabled", "Enabling",
"Disabling”, "Updating", or "Deleting".

Type: String
StateTransitionReason

The reason the event source mapping is in its current state. It is either user-requested or an AWS
Lambda-initiated state transition.

Type: String
uuiD
The AWS Lambda assigned opaque identifier for the mapping.

Type: String

Errors

InvalidParameterValueException
One of the parameters in the request is invalid. For example, if you provided an IAM role for AWS
Lambda to assume in the Cr eat eFunct i on or the Updat eFunct i onConfi gur ati on API, that
AWS Lambda is unable to assume you will get this exception.

HTTP Status Code: 400

ResourceNotFoundException
The resource (for example, a Lambda function or access policy statement) specified in the request
does not exist.

HTTP Status Code: 400

ServiceException
The AWS Lambda service encountered an internal error.

HTTP Status Code: 500

TooManyRequestsException
HTTP Status Code: 400
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UpdateFunctionCode

Updates the code for the specified Lambda function. This operation must only be used on an existing
Lambda function and cannot be used to update the function configuration.

This operation requires permission for the | anbda: Updat eFunct i onCode action.

Request Syntax

PUT /2015-03-31/functi ons/ Functi onNane/ ver si ons/ HEAD/ code HTTP/ 1.1
Content -type: application/json

{
"S3Bucket": "string",
"S3Key": "string",
"S3Mhj ect Version": "string",
"ZipFile": blob

}

URI Request Parameters

The request requires the following URI parameters.

FunctionName
The existing Lambda function name whose code you want to replace.

You can specify an unqualified function name (for example, "Thumbnail") or you can specify Amazon
Resource Name (ARN) of the function (for example,
"arn:aws:lambda:us-west-2:account-id:function: ThumbNail"). AWS Lambda also allows you to specify
only the account ID qualifier (for example, "account-id:Thumbnail"). Note that the length constraint
applies only to the ARN. If you specify only the function name, it is limited to 64 character in length.

Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:
(arn:aws: lanbda: ) ?([a-z] {2}-[a-z] +-\d{1}:)?(\d{12}:)?(function:)?([a-zA-Z0-9-_]+)

Request Body

The request requires the following data in JSON format.

S3Bucket
Amazon S3 bucket name where the .zip file containing your deployment package is stored. This
bucket must reside in the same AWS region where you are creating the Lambda function.

Type: String
Length constraints: Minimum length of 3. Maximum length of 63.
Pattern: A[ 0- 9A-Za-z\ . \- _]*(?<!'\.)$

Required: No

S3Key
The Amazon S3 object (the deployment package) key name you want to upload.

Type: String
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Length constraints: Minimum length of 1. Maximum length of 1024.

Required: No

S30bjectVersion
The Amazon S3 object (the deployment package) version you want to upload.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1024.
Required: No
ZipFile
Based64-encoded .zip file containing your packaged source code.

Type: Blob

Required: No

Response Syntax

HTTP/ 1.1 200
Content-type: application/json
{

"CodeSi ze": nunber,
"Description": "string",
"FunctionArn": "string",
"FunctionNane": "string",
"Handl er": "string",
"Last Modi fied": "string",
"MenorySi ze": nunber,
"Role": "string",
"Runtine": "string",
"Timeout": nunber

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

CodeSize
The size, in bytes, of the function .zip file you uploaded.

Type: Long
Description
The user-provided description.

Type: String

Length constraints: Minimum length of 0. Maximum length of 256.

FunctionArn
The Amazon Resource Name (ARN) assigned to the function.

Type: String
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Pattern:

anasglath[aZ{23-[ad+\dT:\d12: futtin[azAD 9 ] K\/[0%f]{§-[0Rf]{4-[0%Bfl{4-[0%f]{4-[0=f]{12)?
FunctionName

The name of the function.

Type: String

Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:

(arn:aws: lanbda: ) ?([a-z] {2}-[a-z] +-\d{1}:)?(\d{12}:)?(function:)?([a-zA-Z0-9- _]+)
Handler

The function Lambda calls to begin executing your function.

Type: String

Length constraints: Minimum length of 0. Maximum length of 128.

Pattern: [ "\ s] +

LastModified
The timestamp of the last time you updated the function.

Type: String
MemorySize
The memory size, in MB, you configured for the function. Must be a multiple of 64 MB.

Type: Number

Valid range: Minimum value of 128. Maximum value of 1536.

Role
The Amazon Resource Name (ARN) of the IAM role that Lambda assumes when it executes your
function to access any other Amazon Web Services (AWS) resources.

Type: String

Pattern:arn: aws:iam:\d{12}:role/?[a-zA-Z 0-9+=,. @- _/]+
Runtime
The runtime environment for the Lambda function.

Type: String

Valid Values: nodej s | java8

Timeout
The function execution time at which Lambda should terminate the function. Because the execution
time has cost implications, we recommend you set this value based on your expected execution time.
The default is 3 seconds.

Type: Number

Valid range: Minimum value of 1. Maximum value of 60.

Errors

CodeStorageExceededException
HTTP Status Code: 400
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InvalidParameterValueException
One of the parameters in the request is invalid. For example, if you provided an IAM role for AWS
Lambda to assume in the Cr eat eFunct i on or the Updat eFunct i onConfi gur ati on API, that
AWS Lambda is unable to assume you will get this exception.

HTTP Status Code: 400

ResourceNotFoundException
The resource (for example, a Lambda function or access policy statement) specified in the request
does not exist.

HTTP Status Code: 400

ServiceException
The AWS Lambda service encountered an internal error.

HTTP Status Code: 500

TooManyRequestsException
HTTP Status Code: 400
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UpdateFunctionConfiguration

Updates the configuration parameters for the specified Lambda function by using the values provided in
the request. You provide only the parameters you want to change. This operation must only be used on
an existing Lambda function and cannot be used to update the function's code.

This operation requires permission for the | anbda: Updat eFunct i onConfi gur ati on action.

Request Syntax

PUT /2015-03-31/functions/ Functi onNane/ ver si ons/ HEAD/ confi gurati on HTTP/ 1.1
Content -type: application/json

{
"Description": "string",
"Handl er": "string",
“MenorySi ze": nunber,
"Role": "string",
"Ti meout": nunber

}

URI Request Parameters

The request requires the following URI parameters.

FunctionName
The name of the Lambda function.

You can specify an unqualified function name (for example, "Thumbnail") or you can specify Amazon
Resource Name (ARN) of the function (for example,
"arn:aws:lambda:us-west-2:account-id:function: ThumbNail"). AWS Lambda also allows you to specify
only the account ID qualifier (for example, "account-id: Thumbnail"). Note that the length constraint
applies only to the ARN. If you specify only the function name, it is limited to 64 character in length.

Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:
(arn:aws: lanbda: ) ?([a-z] {2}-[a-z] +-\d{1}:)?(\d{12}:)?(function:)?([a-zA-Z0-9-_]+)

Request Body

The request requires the following data in JSON format.

Description
A short user-defined function description. AWS Lambda does not use this value. Assign a meaningful
description as you see fit.

Type: String
Length constraints: Minimum length of 0. Maximum length of 256.

Required: No
Handler

The function that Lambda calls to begin executing your function. For Node.js, it is the
module-name.export value in your function.
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Type: String
Length constraints: Minimum length of 0. Maximum length of 128.
Pattern: [ "\ s] +

Required: No

MemorySize

The amount of memory, in MB, your Lambda function is given. AWS Lambda uses this memory size
to infer the amount of CPU allocated to your function. Your function use-case determines your CPU
and memory requirements. For example, a database operation might need less memory compared
to an image processing function. The default value is 128 MB. The value must be a multiple of 64
MB.

Type: Number
Valid range: Minimum value of 128. Maximum value of 1536.

Required: No

Role

The Amazon Resource Name (ARN) of the IAM role that Lambda will assume when it executes your
function.

Type: String
Pattern:arn: aws:iam :\d{12}:role/?[a-zA-Z 0-9+=,. @- _/]+

Required: No

Timeout

The function execution time at which AWS Lambda should terminate the function. Because the
execution time has cost implications, we recommend you set this value based on your expected
execution time. The default is 3 seconds.

Type: Number
Valid range: Minimum value of 1. Maximum value of 60.

Required: No

Response Syntax

HTTP/ 1.1 200
Content -type: application/json

{

"CodeSi ze": nunber,
"Description": "string",
"FunctionArn": "string",
"FunctionNanme": "string",
"Handl er": "string",
"Last Modi fied": "string",
"MenorySi ze": nunber,
"Role": "string",
"Runtine": "string",

"Ti nmeout": nunber
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Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

CodeSize
The size, in bytes, of the function .zip file you uploaded.
Type: Long
Description
The user-provided description.
Type: String

Length constraints: Minimum length of 0. Maximum length of 256.

FunctionArn
The Amazon Resource Name (ARN) assigned to the function.

Type: String

Pattern:

anaglatt[aZ{23-[ad+\dT:\d12: futin[azAD 9 ] \/[0%f]{§-[0Rf]{4-[0%&f]{4-[0%f]{4-[0=f]{12)?
FunctionName

The name of the function.

Type: String

Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:

(arn:aws: lanbda: ) ?([a-z]1{2}-[a-z] +-\d{1}:)?2(\d{12}:) ?(function:)?([a-zA- Z0-9-_]+)
Handler

The function Lambda calls to begin executing your function.

Type: String

Length constraints: Minimum length of 0. Maximum length of 128.

Pattern: [ "\ s] +

LastModified
The timestamp of the last time you updated the function.

Type: String
MemorySize
The memory size, in MB, you configured for the function. Must be a multiple of 64 MB.

Type: Number

Valid range: Minimum value of 128. Maximum value of 1536.

Role
The Amazon Resource Name (ARN) of the IAM role that Lambda assumes when it executes your
function to access any other Amazon Web Services (AWS) resources.

Type: String

Pattern:arn: aws:iam :\d{12}:role/?[a-zA-Z 0-9+=,. @- _/ ]+
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Runtime
The runtime environment for the Lambda function.

Type: String

Valid Values: nodej s | java8

Timeout
The function execution time at which Lambda should terminate the function. Because the execution
time has cost implications, we recommend you set this value based on your expected execution time.
The default is 3 seconds.

Type: Number

Valid range: Minimum value of 1. Maximum value of 60.

Errors

InvalidParameterValueException
One of the parameters in the request is invalid. For example, if you provided an IAM role for AWS
Lambda to assume in the Cr eat eFunct i on or the Updat eFuncti onConfi gur ati on API, that
AWS Lambda is unable to assume you will get this exception.

HTTP Status Code: 400

ResourceNotFoundException
The resource (for example, a Lambda function or access policy statement) specified in the request
does not exist.

HTTP Status Code: 400
ServiceException
The AWS Lambda service encountered an internal error.

HTTP Status Code: 500

TooManyRequestsException
HTTP Status Code: 400

Data Types

The AWS Lambda API contains several data types that various actions use. This section describes each
data type in detail.

Note
The order of each element in the response is not guaranteed. Applications should not assume
a particular order.

The following data types are supported:

¢ EventSourceMappingConfiguration (p. 200)
¢ FunctionCode (p. 201)

¢ FunctionCodeLocation (p. 202)

¢ FunctionConfiguration (p. 202)
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EventSourceMappingConfiguration

Description

Describes mapping between an Amazon Kinesis stream and a Lambda function.

Contents

BatchSize
The largest number of records that AWS Lambda will retrieve from your event source at the time of
invoking your function. Your function receives an event with all the retrieved records.

Type: Number
Valid range: Minimum value of 1. Maximum value of 10000.

Required: No

EventSourceArn
The Amazon Resource Name (ARN) of the Amazon Kinesis stream that is the source of events.

Type: String
Pattern: arn: aws: ([ a- zA-Z0-9\-]) +: ([a-z]{2}-[a-z] +-\d{1}) ?: (\d{12})?: (. *)

Required: No

FunctionArn
The Lambda function to invoke when AWS Lambda detects an event on the stream.

Type: String

Pattern:
anaglath[aZ{3-[aZ+\d3:\d13: fudi 1 [aZAD S _[K\/[0 & f]{§-[0%Rf]{4-[C0=f]{4-[0%Rf]{4-[0Rf]{12)?

Required: No

LastModified
The UTC time string indicating the last time the event mapping was updated.

Type: DateTime

Required: No

LastProcessingResult
The result of the last AWS Lambda invocation of your Lambda function.

Type: String

Required: No

State
The state of the event source mapping. It can be "Creating", "Enabled", "Disabled", "Enabling",
"Disabling", "Updating", or "Deleting".

Type: String

Required: No

StateTransitionReason
The reason the event source mapping is in its current state. It is either user-requested or an AWS
Lambda-initiated state transition.
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Type: String

Required: No
uuIiD
The AWS Lambda assigned opaque identifier for the mapping.

Type: String

Required: No

FunctionCode

Description

The code for the Lambda function.

Contents

S3Bucket
Amazon S3 bucket name where the .zip file containing your deployment package is stored. This
bucket must reside in the same AWS region where you are creating the Lambda function.

Type: String
Length constraints: Minimum length of 3. Maximum length of 63.
Pattern; A[ 0- 9A-Za-z\ . \ - _]*(?<!\.)$

Required: No

S3Key
The Amazon S3 object (the deployment package) key name you want to upload.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1024.

Required: No
S30bjectVersion
The Amazon S3 object (the deployment package) version you want to upload.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1024.

Required: No

ZipFile
A base64-encoded .zip file containing your deployment package. For more information about creating
a .zip file, go to Execution Permissions in the AWS Lambda Developer Guide.

Type: Blob

Required: No
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FunctionCodeLocation

Description

The object for the Lambda function location.

Contents

Location
The presigned URL you can use to download the function's .zip file that you previously uploaded.
The URL is valid for up to 10 minutes.

Type: String

Required: No

RepositoryType
The repository from which you can download the function.

Type: String

Required: No

FunctionConfiguration

Description

A complex type that describes function metadata.

Contents

CodeSize
The size, in bytes, of the function .zip file you uploaded.

Type: Long

Required: No

Description
The user-provided description.

Type: String
Length constraints: Minimum length of 0. Maximum length of 256.

Required: No

FunctionArn
The Amazon Resource Name (ARN) assigned to the function.

Type: String

Pattern:
anaglath[aZ{3-[aZ+\d3:\d13: fudi a1 [aZAD S _[K\/[0&f]{§-[0Rf]{4-[C0=f]{4-[0%Rf]{4-[0=f]{13)?

Required: No

FunctionName
The name of the function.
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Type: String
Length constraints: Minimum length of 1. Maximum length of 111.

Pattern:
(arn:aws: lanbda: ) ?([a-z] {2}-[a-z] +-\d{1}:)?(\d{12}:)?(function:)?([a-zA-Z0-9- _]+)

Required: No

Handler
The function Lambda calls to begin executing your function.

Type: String
Length constraints: Minimum length of 0. Maximum length of 128.
Pattern: [ "\ s] +

Required: No

LastModified
The timestamp of the last time you updated the function.

Type: String

Required: No

MemorySize
The memory size, in MB, you configured for the function. Must be a multiple of 64 MB.

Type: Number
Valid range: Minimum value of 128. Maximum value of 1536.

Required: No

Role
The Amazon Resource Name (ARN) of the IAM role that Lambda assumes when it executes your
function to access any other Amazon Web Services (AWS) resources.

Type: String
Pattern:arn: aws:iam:\d{12}:role/?[a-zA-Z 0-9+=, . @-_/]1+

Required: No

Runtime
The runtime environment for the Lambda function.

Type: String
Valid Values: nodej s | java8

Required: No

Timeout
The function execution time at which Lambda should terminate the function. Because the execution
time has cost implications, we recommend you set this value based on your expected execution time.
The default is 3 seconds.

Type: Number
Valid range: Minimum value of 1. Maximum value of 60.

Required: No
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Document History

The following table describes the important changes to the AWS Lambda Developer Guide.

Relevant Dates to this History:

e Current product version: 2015-03-31
¢ Last documentation update: August 27, 2015

Change

Two new walkthroughs

Support for DynamoDB
Streams

Description

The following new walkthroughs are added. They both use Java
Lambda function.

AWS Lambda Walkthrough 3: Process Amazon DynamoDB
Events (Java) (p. 122)

AWS Lambda Walkthrough 4: Handling Mobile User Application
Events for Android (Java) (p. 124)

DynamoDB Streams is now generally available and you can
use it in all the regions where DynamoDB is available. You can
enable DynamoDB Streams for your table and use a Lambda
function as a trigger for the table. Triggers are custom actions
you take in response to updates made to the DynamoDB table.
For an example walkthrough, see AWS Lambda Walkthrough
3: Processing Events from Amazon DynamoDB Streams Using
the AWS CLI (Node.js) (p. 53).

Date

In this re-
lease

July 14,
2015
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Change

AWS Lambda now sup-
ports invoking Lambda
functions with REST-
compatible clients.

The AWS Lambda con-
sole now provides blue-
prints to easily create
Lambda functions and
test them.

AWS Lambda now sup-
ports Java to author
your Lambda functions.

AWS Lambda now sup-
ports specifying an
Amazon S3 object as
the function .zip when
creating or updating a
Lambda function.

Description

Until now, to invoke your Lambda function from your web, mo-
bile, or loT application you needed the AWS SDKs (for example,
AWS SDK for Java, AWS SDK for Android, or AWS SDK for
i0S). Now, AWS Lambda supports invoking a Lambda function
with REST-compatible clients through a customized API that
you can create using Amazon API Gateway. You can send re-
guests to your Lambda function endpoint URL. You can config-
ure security on the endpoint to allow open access, leverage
AWS Identity and Access Management (IAM) to authorize ac-
cess, or use API keys to meter access to your Lambda functions
by others.

For an example Getting Started exercise, see Getting Started
4: Creating an HTTP Endpoint-Enabled Lambda Function (AWS
Lambda Integration with Amazon API Gateway) (p. 27).

For more information about the Amazon API Gateway, go to
http://aws.amazon.com/api-gateway/.

AWS Lambda console provides a set of blueprints. Each blue-
print provides a sample event source configuration and sample
code for your Lambda function that you can use to easily create
Lambda-based applications. All of the AWS Lambda Getting
Started exercises now use the blueprints. For more information,
see Getting Started: Authoring AWS Lambda Code in

Node.js (p. 15).

You can now author Lambda code in Java. For more informa-
tion, see Authoring Lambda Functions in Java (p. 88).

You can upload a Lambda function deployment package (.zip
file) to an Amazon S3 bucket in the same region where you
want to create a Lambda function. Then, you can specify the
bucket name and object key name when you create or update
a Lambda function.

Date

July 09,
2015

In this re-
lease

June 15,
2015

May 28,
2015
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Change

AWS Lambda now gen-
erally available with ad-
ded support for mobile
backends

Preview release

Description

AWS Lambda is now generally available for production use.
The release also introduces new features that make it easier
to build mobile, tablet, and Internet of Things (loT) backends
using AWS Lambda that scale automatically without provisioning
or managing infrastructure. AWS Lambda now supports both
real-time (synchronous) and asynchronous events. Additional
features include easier event source configuration and manage-
ment. The permission model and the programming model have
been simplified by the introduction of resource policies for your
Lambda functions.

The documentation has been updated accordingly. For inform-
ation, see the following topics:

AWS Lambda: How it Works (p. 3)
Getting Started: Authoring AWS Lambda Code in Node.js (p. 15)
http://aws.amazon.com/lambda/whatsnew

Preview release of the AWS Lambda Developer Guide.

Date

April 9,
2015

November
13, 2014
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AWS Glossary

For the latest AWS terminology, see the AWS Glossary in the AWS General Reference.
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