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Welcome

AWS Identity and Access Management (IAM) is a web service that you can use to manage users and
user permissions under your AWS account. This guide provides descriptions of IAM actions that you can
call programmatically. For general information about IAM, see AWS Identity and Access Management
(IAM). For the user guide for IAM, see Using IAM.

Note

AWS provides SDKs that consist of libraries and sample code for various programming languages
and platforms (Java, Ruby, .NET, iOS, Android, etc.). The SDKs provide a convenient way to
create programmatic access to IAM and AWS. For example, the SDKs take care of tasks such
as cryptographically signing requests (see below), managing errors, and retrying requests
automatically. For information about the AWS SDKs, including how to download and install them,
see the Tools for Amazon Web Services page.

We recommend that you use the AWS SDKs to make programmatic API calls to IAM. However, you can
also use the IAM Query API to make direct calls to the IAM web service. To learn more about the IAM
Query API, see Making Query Requests in the Using IAM guide. IAM supports GET and POST requests
for all actions. That is, the API does not require you to use GET for some actions and POST for others.
However, GET requests are subject to the limitation size of a URL. Therefore, for operations that require
larger sizes, use a POST request.

Signing Requests

Requests must be signed using an access key ID and a secret access key. We strongly recommend that
you do not use your AWS account access key ID and secret access key for everyday work with IAM. You
can use the access key ID and secret access key for an IAM user or you can use the AWS Security Token
Service to generate temporary security credentials and use those to sign requests.

To sign requests, we recommend that you use Signature Version 4. If you have an existing application
that uses Signature Version 2, you do not have to update it to use Signature Version 4. However, some
operations now require Signature Version 4. The documentation for operations that require version 4
indicate this requirement.

Additional Resources
For more information, see the following:

¢ AWS Security Credentials. This topic provides general information about the types of credentials used
for accessing AWS.

« |AM Best Practices. This topic presents a list of suggestions for using the IAM service to help secure
your AWS resources.
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http://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_UsingQueryAPI.html
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¢ AWS Security Token Service. This guide describes how to create and use temporary security credentials.

¢ Signing AWS API Requests. This set of topics walk you through the process of signing a request using
an access key ID and secret access key.

This document was last updated on September 3, 2015.
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Actions

The following actions are supported:

¢ AddClientIDToOpenlDConnectProvider (p. 6)
¢ AddRoleTolnstanceProfile (p. 8)

¢ AddUserToGroup (p. 10)

« AttachGroupPolicy (p. 12)

¢ AttachRolePolicy (p. 14)

¢ AttachUserPolicy (p. 16)

¢ ChangePassword (p. 18)

¢ CreateAccessKey (p. 20)

¢ CreateAccountAlias (p. 22)

¢ CreateGroup (p. 24)

¢ CreatelnstanceProfile (p. 26)

« CreateLoginProfile (p. 28)

¢ CreateOpenIDConnectProvider (p. 30)
¢ CreatePolicy (p. 33)

¢ CreatePolicyVersion (p. 36)

¢ CreateRole (p. 39)

¢ CreateSAMLProvider (p. 42)

¢ CreateUser (p. 45)

¢ CreateVirtualMFADevice (p. 47)

¢ DeactivateMFADevice (p. 49)

¢ DeleteAccessKey (p. 51)

¢ DeleteAccountAlias (p. 53)

¢ DeleteAccountPasswordPolicy (p. 55)
¢ DeleteGroup (p. 56)

¢ DeleteGroupPolicy (p. 58)

¢ DeletelnstanceProfile (p. 60)

¢ DeleteLoginProfile (p. 62)

¢ DeleteOpenIDConnectProvider (p. 64)
¢ DeletePolicy (p. 66)

¢ DeletePolicyVersion (p. 68)
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DeleteRole (p. 70)
DeleteRolePolicy (p. 72)
DeleteSAMLProvider (p. 74)
DeleteServerCertificate (p. 76)
DeleteSigningCertificate (p. 78)
DeleteSSHPublicKey (p. 80)
DeleteUser (p. 82)
DeleteUserPolicy (p. 84)
DeleteVirtuaIMFADevice (p. 86)
DetachGroupPolicy (p. 88)
DetachRolePolicy (p. 90)
DetachUserPolicy (p. 92)
EnableMFADevice (p. 94)
GenerateCredentialReport (p. 97)
GetAccessKeyLastUsed (p. 99)
GetAccountAuthorizationDetails (p. 101)
GetAccountPasswordPolicy (p. 109)
GetAccountSummary (p. 111)
GetCredentialReport (p. 117)
GetGroup (p. 119)

GetGroupPolicy (p. 122)
GetlnstanceProfile (p. 124)
GetLoginProfile (p. 126)
GetOpenIDConnectProvider (p. 128)
GetPolicy (p. 130)

GetPolicyVersion (p. 132)

GetRole (p. 134)

GetRolePaolicy (p. 136)
GetSAMLProvider (p. 138)
GetServerCertificate (p. 140)
GetSSHPublicKey (p. 142)

GetUser (p. 145)

GetUserPolicy (p. 147)
ListAccessKeys (p. 149)
ListAccountAliases (p. 152)
ListAttachedGroupPolicies (p. 154)
ListAttachedRolePolicies (p. 157)
ListAttachedUserPalicies (p. 160)
ListEntitiesForPolicy (p. 163)
ListGroupPolicies (p. 166)
ListGroups (p. 169)
ListGroupsForUser (p. 172)
ListinstanceProfiles (p. 175)
ListinstanceProfilesForRole (p. 178)
ListMFADevices (p. 181)
ListOpenIDConnectProviders (p. 184)
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ListPolicies (p. 186)

ListPolicyVersions (p. 190)
ListRolePolicies (p. 193)

ListRoles (p. 196)

ListSAMLProviders (p. 199)
ListServerCertificates (p. 201)
ListSigningCertificates (p. 204)
ListSSHPublicKeys (p. 207)
ListUserPolicies (p. 210)

ListUsers (p. 213)
ListVirtuaIMFADevices (p. 216)
PutGroupPolicy (p. 219)

PutRolePolicy (p. 221)

PutUserPolicy (p. 224)
RemoveClientiIDFromOpenlDConnectProvider (p. 226)
RemoveRoleFromInstanceProfile (p. 228)
RemoveUserFromGroup (p. 230)
ResyncMFADevice (p. 232)
SetDefaultPolicyVersion (p. 234)
UpdateAccessKey (p. 236)
UpdateAccountPasswordPolicy (p. 238)
UpdateAssumeRolePolicy (p. 241)
UpdateGroup (p. 243)
UpdateLoginProfile (p. 245)
UpdateOpenIDConnectProviderThumbprint (p. 247)
UpdateSAMLProvider (p. 249)
UpdateServerCertificate (p. 251)
UpdateSigningCertificate (p. 253)
UpdateSSHPublicKey (p. 255)
UpdateUser (p. 257)
UploadServerCertificate (p. 260)
UploadSigningCertificate (p. 264)
UploadSSHPublicKey (p. 267)
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AddClientIDToOpenIDConnectProvider

Adds a new client ID (also known as audience) to the list of client IDs already registered for the specified
IAM OpenlID Connect provider.

This action is idempotent; it does not fail or return an error if you add an existing client ID to the provider.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

ClientID
The client ID (also known as audience) to add to the IAM OpenlID Connect provider.

Type: String
Length constraints: Minimum length of 1. Maximum length of 255.

Required: Yes

OpenIDConnectProviderArn
The Amazon Resource Name (ARN) of the IAM OpenlID Connect (OIDC) provider to add the client
ID to. You can get a list of OIDC provider ARNs by using the ListOpenIDConnectProviders (p. 184)
action.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

API Version 2010-05-08
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Examples

Sample Request

https://iam amazonaws. conl ?Act i on=AdddC i ent | DToQpenl DConnect Pr ovi der

&C i ent| D=ny-application-1D

&penl DConnect Provi der Arn=ar n: aws: i am : 123456789012: oi dc- provi der/ server. ex
anmpl e. com

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Addd i ent | DToOpenl DConnect Provi der Response xm ns="https://iam amazon
aws. coni doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>e4bdcdae- 4f 66- 11e4- aef a- bf d6aEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Addd i ent | DToOpenl DConnect Pr ovi der Response>
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AddRoleTolnstanceProfile

Adds the specified role to the specified instance profile. For more information about roles, go to Working
with Roles. For more information about instance profiles, go to About Instance Profiles.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

InstanceProfileName
The name of the instance profile to update.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

RoleName
The name of the role to add.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityAlreadyEXxists
The request was rejected because it attempted to create a resource that already exists.

HTTP Status Code: 409

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Examples

Sample Request

https://iam amazonaws. com ?Act i on=AddRol eTol nst anceProfil e
&l nst anceProf i | eNane=Webser ver

&Rol eNane=S3Access

&Ver si on=2010- 05- 08

&AUTHPARANMS

Sample Response

<AddRol eTol nst anceProf i | eResponse xm ns="https://iam anazonaws. coni doc/ 2010- 05-
08/ ">
<ResponseMet adat a>
<Request | d>12657608- 99f 2- 11el- a4c3- 27EXAMPLE804</ Request | d>
</ ResponseMet adat a>
</ AddRol eTol nst ancePr of i | eResponse>
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AddUserToGroup

Adds the specified user to the specified group.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

GroupName
The name of the group to update.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

UserName
The name of the user to add.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern:[\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Examples

Sample Request

https://iam amazonaws. conl ?Act i on=AddUser ToG oup
&G oupNanme=Manager s

&User Name=Bob

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<AddUser ToGr oupResponse xm ns="https://i am amazonaws. com doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ AddUser ToGr oupResponse>
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AttachGroupPolicy

Attaches the specified managed policy to the specified group.

You use this API to attach a managed policy to a group. To embed an inline policy in a group, use
PutGroupPolicy (p. 219).

For more information about policies, refer to Managed Policies and Inline Policies in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

GroupName
The name (friendly name, not ARN) of the group to attach the policy to.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

PolicyArn
The Amazon Resource Name (ARN). ARNs are unique identifiers for AWS resources.

For more information about ARNSs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

LimitExceeded

The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity

The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.
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HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Att achG oupPol i cy
&G oupNane=Fi nance

&Pol i cyArn=arn: aws: i am : aws: pol i cy/ ReadOnl yAccess
&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Att achG oupPol i cyResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>f 8a7b7b9- 3d01- 11e4- bf ad- 8d1c6EXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Att achG oupPol i cyResponse>
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AttachRolePolicy

Attaches the specified managed policy to the specified role.

When you attach a managed policy to a role, the managed policy is used as the role's access (permissions)
policy. You cannot use a managed policy as the role's trust policy. The role's trust policy is created at the
same time as the role, using CreateRole (p. 39). You can update a role's trust policy using
UpdateAssumeRolePolicy (p. 241).

Use this API to attach a managed policy to a role. To embed an inline policy in a role, use
PutRolePolicy (p. 221). For more information about policies, refer to Managed Policies and Inline Policies
in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

PolicyArn
The Amazon Resource Name (ARN). ARNs are unigue identifiers for AWS resources.

For more information about ARNS, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

RoleName
The name (friendly name, not ARN) of the role to attach the policy to.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern:[\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity

The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.
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HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Acti on=Att achRol ePol i cy
&Pol i cyArn=arn: aws: i am : aws: pol i cy/ ReadOnl yAccess
&Rol eNanme=ReadOnl yRol e

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Att achRol ePol i cyResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>37a87673- 3d07- 11e4- bf ad- 8d1c6EXAMPLE</ Request | d>
</ ResponseMet adat a>
</ At t achRol ePol i cyResponse>
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AttachUserPolicy

Attaches the specified managed policy to the specified user.

You use this API to attach a managed policy to a user. To embed an inline policy in a user, use
PutUserPolicy (p. 224).

For more information about policies, refer to Managed Policies and Inline Policies in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

PolicyArn
The Amazon Resource Name (ARN). ARNs are unique identifiers for AWS resources.

For more information about ARNSs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

UserName
The name (friendly name, not ARN) of the user to attach the policy to.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern:[\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

LimitExceeded

The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity

The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.
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HTTP Status Code: 500

Examples

Sample Request

https://iam amzonaws. com ?Acti on=AttachUser Pol i cy
&Pol i cyArn=arn: aws: i am : aws: pol i cy/ Adm ni st rat or Access
&User Nanme=Al i ce

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<AttachUser Pol i cyResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>ed7e72d3- 3d07- 11e4- bf ad- 8d1c6EXAMPLE</ Request | d>
</ ResponseMet adat a>
</ AttachUser Pol i cyResponse>
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ChangePassword

Changes the password of the IAM user who is calling this action. The root account password is not affected
by this action.

To change the password for a different user, see UpdateLoginProfile (p. 245). For more information about
modifying passwords, see Managing Passwords in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

NewPassword
The new password. The new password must conform to the AWS account's password policy, if one
exists.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [ \ u0009\ uO00A\ u000D\ u0020- \ UOOFF] +

Required: Yes

OldPassword
The IAM user's current password.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [ \ u0O009\ uOOOA\ uO0O0D\ u0020-\ uOOFF] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityTemporarilyUnmodifiable
The request was rejected because it referenced an entity that is temporarily unmodifiable, such as
a user name that was deleted and then recreated. The error indicates that the request is likely to
succeed if you try again after waiting several minutes. The error message describes the entity.

HTTP Status Code: 409

InvalidUserType
The request was rejected because the type of user for the transaction was incorrect.

HTTP Status Code: 400

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.
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HTTP Status Code: 404

PasswordPolicyViolation
The request was rejected because the provided password did not meet the requirements imposed
by the account password policy.

HTTP Status Code: 400

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=ChangePasswor d
&0 dPasswor d=U79} kgds4?

&NewPasswor d=Lb0* 1( 9xpN

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<ChangePasswor dResponse xm ns="https://i am amazonaws. com doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ ChangePasswor dResponse>
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CreateAccessKey

Creates a new AWS secret access key and corresponding AWS access key ID for the specified user.
The default status for new keys is Act i ve.

If you do not specify a user name, IAM determines the user name implicitly based on the AWS access
key ID signing the request. Because this action works for access keys under the AWS account, you can
use this action to manage root credentials even if the AWS account has no associated users.

For information about limits on the number of keys you can create, see Limitations on IAM Entities in the
Using IAM guide.

Important

To ensure the security of your AWS account, the secret access key is accessible only during
key and user creation. You must save the key (for example, in a text file) if you want to be able
to access it again. If a secret key is lost, you can delete the access keys for the associated user
and then create new keys.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

UserName
The user name that the new key will belong to.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern:[\w+=, . @] +

Required: No

Response Elements

The following element is returned.

AccessKey
Information about the access key.

Type: AccessKey (p. 271)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.
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HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Cr eat eAccessKey
&User Nanme=Bob

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Cr eat eAccessKeyResponse xm ns="https://iam anazonaws. conif doc/ 2010- 05- 08/ ">
<Cr eat eAccessKeyResul t >
<AccessKey>
<User Name>Bob</ User Nane>
<AccessKeyl d>AKI Al OSFODNN7EXAMPLE</ AccessKeyl d>
<St at us>Acti ve</ St at us>
<Secr et AccessKey>wdal r XUt nFEM / K7MDENG bPxRf i CYzEXAMPLEKEY
</ Secr et AccessKey>
</ AccessKey>
</ Cr eat eAccessKeyResul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Cr eat eAccessKeyResponse>
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CreateAccountAlias

Creates an alias for your AWS account. For information about using an AWS account alias, see Using
an Alias for Your AWS Account ID in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

AccountAlias
The account alias to create.

Type: String
Length constraints: Minimum length of 3. Maximum length of 63.
Pattern: *[ a- z0-9] (([a-z0-9]|-(?'-))*[a-z0-9])?$

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityAlreadyExists
The request was rejected because it attempted to create a resource that already exists.

HTTP Status Code: 409

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Cr eat eAccount Al i as
&Account Al i as=exanpl e- cor porati on

&Ver si on=2010- 05- 08

&AUTHPARANS
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Sample Response

<Cr eat eAccount Al i asResponse xm ns="https://i am amazonaws. conf doc/ 2010- 05- 08/ " >

<ResponseMet adat a>
<Request | d>36b5db08- f 1b0- 11df - 8f be- 45274EXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Cr eat eAccount Al i asResponse>
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CreateGroup

Creates a new group.

For information about the number of groups you can create, see Limitations on IAM Entities in the Using
IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

GroupName
The name of the group to create. Do not include the path in this value.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\ w+=, . @] +

Required: Yes

Path
The path to the group. For more information about paths, see IAM Identifiers in the Using IAM guide.

This parameter is optional. If it is not included, it defaults to a slash (/).
Type: String

Length constraints: Minimum length of 1. Maximum length of 512.
Pattern: (\ u002F) | (\ uOO2F[ \ u0021-\ u007F] +\ UOO2F)

Required: No

Response Elements

The following element is returned.

Group
Information about the group.

Type: Group (p. 274)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityAlreadyExists
The request was rejected because it attempted to create a resource that already exists.

HTTP Status Code: 409

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.
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HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://i am amazonaws. com ?Act i on=Cr eat eG oup
&G oupNane=Adni ns

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Cr eat eG oupResponse xm ns="https://i am amazonaws. con doc/ 2010- 05- 08/ " >
<Cr eat eG oupResul t >
<G oup>
<Pat h>/ </ Pat h>
<G oupNanme>Adm ns</ G oupNane>
<G oupl d>AGPACKCEVSQ6 C2EXAMPLE</ Gr oupl d>
<Arn>arn: aws: i am: 123456789012: gr oup/ Adm ns</ Ar n>
</ Group>
</ Creat eG oupResul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ Cr eat eG oupResponse>

API Version 2010-05-08
25




AWS Identity and Access Management AP| Reference
CreatelnstanceProfile

CreatelnstanceProfile

Creates a new instance profile. For information about instance profiles, go to About Instance Profiles.

For information about the number of instance profiles you can create, see Limitations on IAM Entities in
the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

InstanceProfileName
The name of the instance profile to create.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\ w+=, . @] +

Required: Yes
Path

The path to the instance profile. For more information about paths, see IAM Identifiers in the Using
IAM guide.

This parameter is optional. If it is not included, it defaults to a slash (/).
Type: String

Length constraints: Minimum length of 1. Maximum length of 512.
Pattern: (\ u002F) | (\ uOO2F[ \ u0021-\ u007F] +\ UOO2F)

Required: No

Response Elements

The following element is returned.

InstanceProfile
Information about the instance profile.

Type: InstanceProfile (p. 277)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityAlreadyExists
The request was rejected because it attempted to create a resource that already exists.

HTTP Status Code: 409

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.
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HTTP Status Code: 409

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Cr eat el nst anceProfil e
&l nst anceProf i | eNane=Webser ver

&Pat h=/ appl i cati on_abc/ conponent _xyz/

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Creat el nst anceProfil eResponse xm ns="https://i am amazonaws. com doc/ 2010- 05-
08/ ">
<Creat el nstanceProfil eResul t >
<l nstanceProfil e>
<l nstanceProfi | el d>Al PADSARO2C5EXAMPLE3G</ | nst anceProfil el d>
<Rol es/ >
<l nst ancePr of i | eName>Webser ver </ | nst ancePr of i | eNane>
<Pat h>/ appl i cati on_abc/ conmponent _xyz/ </ Pat h>
<Arn>arn:aws:iam :123456789012: i nstance-profil e/ appli cati on_abc/ conmpon
ent _xyz/ Webserver </ Arn>
<Cr eat eDat e>2012- 05- 09T16: 11: 10. 222Z</ Cr eat eDat e>
</ I nstanceProfil e>
</ Creat el nstanceProfil eResul t >
<ResponseMet adat a>
<Request | d>974142ee- 99f 1- 11el- a4c3- 27EXAMPLE804</ Request | d>
</ ResponseMet adat a>
</ Creat el nst anceProfi |l eResponse>
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CreateLoginProfile

Creates a password for the specified user, giving the user the ability to access AWS services through
the AWS Management Console. For more information about managing passwords, see Managing
Passwords in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Password
The new password for the user.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [ \ u0009\ u000A\ u000D\ u0020- \ uOOFF] +

Required: Yes

PasswordResetRequired
Specifies whether the user is required to set a new password on next sign-in.

Type: Boolean

Required: No

UserName
The name of the user to create a password for.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\ w+=, . @] +

Required: Yes

Response Elements

The following element is returned.

LoginProfile
The user name and password create date.

Type: LoginProfile (p. 278)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityAlreadyEXxists
The request was rejected because it attempted to create a resource that already exists.

HTTP Status Code: 409
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LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409
NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.
HTTP Status Code: 404

PasswordPolicyViolation
The request was rejected because the provided password did not meet the requirements imposed
by the account password policy.

HTTP Status Code: 400

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Cr eat eLogi nProfil e
&User Nanme=Bob

&Passwor d=h] 6EszR} vJ*m

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Creat eLogi nProfil eResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05- 08/ " >

<CreateLogi nProfil eResul t >
<Logi nProfil e>
<Passwor dReset Requi r ed>f al se</ Passwor dReset Requi r ed>
<User Name>Bob</ User Nane>
<Cr eat eDat e>2015- 03- 25T20: 48: 52. 558Z</ Cr eat eDat e>
</ Logi nProfile>
</ Creat eLogi nProfil eResul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Creat eLogi nProfil eResponse>
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CreateOpenlIDConnectProvider

Creates an IAM entity to describe an identity provider (IdP) that supports OpenID Connect (OIDC).

The OIDC provider that you create with this operation can be used as a principal in a role's trust policy
to establish a trust relationship between AWS and the OIDC provider.

When you create the IAM OIDC provider, you specify the URL of the OIDC identity provider (IdP) to trust,
a list of client IDs (also known as audiences) that identify the application or applications that are allowed
to authenticate using the OIDC provider, and a list of thumbprints of the server certificate(s) that the I1dP
uses. You get all of this information from the OIDC IdP that you want to use for access to AWS.

Note

Because trust for the OIDC provider is ultimately derived from the IAM provider that this action
creates, it is a best practice to limit access to the CreateOpenlDConnectProvider (p. 30) action
to highly-privileged users.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

ClientIDList.member.N
A list of client IDs (also known as audiences). When a mobile or web app registers with an OpenID
Connect provider, they establish a value that identifies the application. (This is the value that's sent
as the cl i ent _i d parameter on OAuth requests.)

You can register multiple client IDs with the same provider. For example, you might have multiple
applications that use the same OIDC provider. You cannot register more than 100 client IDs with a
single IAM OIDC provider.

There is no defined format for a client ID. The Cr eat eQpenl DConnect Pr ovi der Request action
accepts client IDs up to 255 characters long.

Type: String list
Length constraints: Minimum length of 1. Maximum length of 255.

Required: No

ThumbprintList.member.N
A list of server certificate thumbprints for the OpenID Connect (OIDC) identity provider's server
certificate(s). Typically this list includes only one entry. However, IAM lets you have up to five
thumbprints for an OIDC provider. This lets you maintain multiple thumbprints if the identity provider
is rotating certificates.

The server certificate thumbprint is the hex-encoded SHA-1 hash value of the X.509 certificate used
by the domain where the OpenID Connect provider makes its keys available. It is always a 40-character
string.

You must provide at least one thumbprint when creating an IAM OIDC provider. For example, if the
OIDC provider is ser ver . exanpl e. comand the provider stores its keys at
"https://keys.server.example.com/openid-connect”, the thumbprint string would be the hex-encoded
SHA-1 hash value of the certificate used by https://keys.server.example.com.

For more information about obtaining the OIDC provider's thumbprint, see Obtaining the Thumbprint
for an OpenID Connect Provider in the Using IAM guide.

Type: String list
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Length constraints: Minimum length of 40. Maximum length of 40.

Required: Yes

Url
The URL of the identity provider. The URL must begin with "https://" and should correspond to the
i ss claim in the provider's OpenID Connect ID tokens. Per the OIDC standard, path components
are allowed but query parameters are not. Typically the URL consists of only a host name, like
"https://server.example.org" or "https://example.com"”.

You cannot register the same provider multiple times in a single AWS account. If you try to submit
a URL that has already been used for an OpenID Connect provider in the AWS account, you will get
an error.

Type: String
Length constraints: Minimum length of 1. Maximum length of 255.

Required: Yes

Response Elements

The following element is returned.

OpenIDConnectProviderArn
The Amazon Resource Name (ARN) of the IAM OpenID Connect provider that was created. For
more information, see OpenlDConnectProviderListEntry (p. 281).

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityAlreadyEXxists
The request was rejected because it attempted to create a resource that already exists.

HTTP Status Code: 409
InvalidInput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Cr eat eQpenl DConnect Pr ovi der
&ThunbprintList.list.1=c3768084df b3d2b68b7897bf 5f 565da8e EXAMPLE
&Client|DList.list.1l=nmy-application-ID

&Ur | =https://server. exanpl e. com

&Ver si on=2010- 05- 08

&AUTHPARANMS

Sample Response

<Cr eat eQpenl DConnect Pr ovi der Response xm ns="https://iam amazonaws. com doc/ 2010-
05-08/">
<Cr eat eQpenl DConnect Pr ovi der Resul t >
<QOpenl DConnect Pr ovi der Ar n>
arn:aws:iam:123456789012: oi dc- provi der/ server. exanpl e. com
</ Openl DConnect Provi der Ar n>
</ Cr eat eQpenl DConnect Provi der Resul t >
<ResponseMet adat a>
<Request | d>f 248366a- 4f 64- 11e4- aef a- bf d6aEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Cr eat eQpenl DConnect Pr ovi der Response>
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CreatePolicy

Creates a new managed policy for your AWS account.

This operation creates a policy version with a version identifier of v1 and sets v1 as the policy's default
version. For more information about policy versions, see Versioning for Managed Policies in the Using
IAM guide.

For more information about managed policies in general, refer to Managed Policies and Inline Policies
in the Using 1AM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Description
A friendly description of the policy.

Typically used to store information about the permissions defined in the policy. For example, "Grants
access to production DynamoDB tables."

The policy description is immutable. After a value is assigned, it cannot be changed.
Type: String
Length constraints: Minimum length of 0. Maximum length of 1000.

Required: No

Path
The path for the policy.

For more information about paths, see IAM Identifiers in the Using IAM guide.
This parameter is optional. If it is not included, it defaults to a slash (/).

Type: String

Pattern: ((/[ A-Za-z0-9\. ,\+@&_-]+)*)/

Required: No

PolicyDocument
The policy document.

Type: String
Length constraints: Minimum length of 1. Maximum length of 5120.
Pattern: [ \ u0009\ uO0O0A\ uO0O0D\ u0020-\ uOOFF] +

Required: Yes

PolicyName
The name of the policy document.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.

Pattern: [\w+=, . @] +
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Required: Yes

Response Elements

The following element is returned.

Policy
Information about the policy.

Type: Policy (p. 283)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityAlreadyExists
The request was rejected because it attempted to create a resource that already exists.
HTTP Status Code: 409
InvalidInput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

MalformedPolicyDocument
The request was rejected because the policy document was malformed. The error message describes
the specific error.

HTTP Status Code: 400

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Cr eat ePol i cy

&Pol i cyDocunent ={" Version":"2012-10-17","Statenment": [{"Effect":"A |l ow', "Ac
tion":"s3:ListAl MBuckets",

"Resource":"arn:aws:s3:::*"},{"Effect":"A l ow', "Ac

tion":["s3:Get*","s3: List*"], "Resource":

["arn: aws: s3: :: EXAMPLE- BUCKET", "ar n: aws: s3: : : EXAMPLE- BUCKET/ *"]1}1}

&Pol i cyNanme=S3-r ead- onl y- exanpl e- bucket

&Ver si on=2010- 05- 08
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&AUTHPARANS

Sample Response

<Creat ePol i cyResponse xm ns="https://iam anmazonaws. coni doc/ 2010- 05-08/" >
<CreatePol i cyResul t >
<Pol i cy>
<Pol i cyNane>S3- r ead- onl y- exanpl e- bucket </ Pol i cyNane>
<Def aul t Ver si onl d>v1</ Def aul t Ver si onl d>
<Pol i cyl d>AGPACKCEVSQ6C2EXAMPLE</ Pol i cyl d>
<Pat h>/ </ Pat h>
<Arn>arn: aws:iam:123456789012: pol i cy/ S3-r ead- onl y- exanpl e- bucket </ Ar n>
<At t achment Count >0</ At t achnent Count >
<Cr eat eDat €>2014- 09- 15T17: 36: 14. 673Z</ Cr eat eDat e>
<Updat eDat €>2014- 09- 15T17: 36: 14. 673Z</ Updat eDat e>
</ Poli cy>
</ Creat ePol i cyResul t >
<ResponseMet adat a>
<Request | d>ca64c9el- 3cf e- 11e4- bf ad- 8d1c6EXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Cr eat ePol i cyResponse>
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CreatePolicyVersion

Creates a new version of the specified managed policy. To update a managed policy, you create a new
policy version. A managed policy can have up to five versions. If the policy has five versions, you must
delete an existing version using DeletePolicyVersion (p. 68) before you create a new version.

Optionally, you can set the new version as the policy's default version. The default version is the operative
version; that is, the version that is in effect for the IAM users, groups, and roles that the policy is attached
to.

For more information about managed policy versions, see Versioning for Managed Policies in the Using
IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

PolicyArn
The Amazon Resource Name (ARN). ARNs are unigue identifiers for AWS resources.

For more information about ARNS, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

PolicyDocument
The policy document.

Type: String
Length constraints: Minimum length of 1. Maximum length of 5120.
Pattern: [ \ u0009\ uO00A\ u000D\ u0020- \ uOOFF] +

Required: Yes

SetAsDefault
Specifies whether to set this version as the policy's default version.

When this parameter is t r ue, the new policy version becomes the operative version; that is, the
version that is in effect for the IAM users, groups, and roles that the policy is attached to.

For more information about managed policy versions, see Versioning for Managed Policies in the
Using IAM guide.

Type: Boolean

Required: No

Response Elements

The following element is returned.
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PolicyVersion
Information about the policy version.

Type: PolicyVersion (p. 287)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

MalformedPolicyDocument
The request was rejected because the policy document was malformed. The error message describes
the specific error.

HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Cr eat ePol i cyVer si on

&Pol i cyArn=arn: aws: i am : 123456789012: pol i cy/ S3-r ead- onl y- exanpl e- bucket
&Pol i cyDocunent ={" Versi on":"2012-10-17","Statenment": [{"Effect":"A |l ow', "Ac
tion":"s3:ListAl MBuckets",

"Resource":"arn:aws:s3:::*"}, {"Effect":"A l ow', "Ac

tion":["s3:CGet*","s3: List*"], "Resource":

["arn:aws: s3::: EXAMPLE- BUCKET", "ar n: aws: s3: : : EXAMPLE- BUCKET/ *"]}, {" Ef
fect":"Deny", "Action":"s3:*",

"Resource":["arn:aws: s3::: EXAMPLE- BUCKET", "ar n: aws: s3: : : EXAMPLE- BUCKET/ *"], " Con
dition":{"StringLike":

{"s3:prefix":["SENSITI VE-FI LES*"]}}}]}

&Ver si on=2010- 05- 08

&AUTHPARANS
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Sample Response

<Cr eat ePol i cyVer si onResponse xm ns="https://iam anmazonaws. conif doc/ 2010- 05- 08/ " >

<Creat ePol i cyVer si onResul t >
<Pol i cyVer si on>
<| sDef aul t Ver si on>f al se</ | sDef aul t Ver si on>
<Ver si onl d>v2</ Ver si onl d>
<Cr eat eDat e>2014- 09- 15T19: 58: 59. 430Z</ Cr eat eDat e>
</ Pol i cyVer si on>
</ Creat ePol i cyVer si onResul t >
<ResponseMet adat a>
<Request | d>bb551b92- 3d12- 11e4- bf ad- 8d1c6EXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Creat ePol i cyVer si onResponse>
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CreateRole

Creates a new role for your AWS account. For more information about roles, go to Working with Roles.
For information about limitations on role names and the number of roles you can create, go to Limitations
on IAM Entities in the Using IAM guide.

The policy in the following example grants permission to an EC2 instance to assume the role.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

AssumeRolePolicyDocument
The policy that grants an entity permission to assume the role.

Type: String
Length constraints: Minimum length of 1. Maximum length of 2048.
Pattern: [ \ u0009\ uO00A\ u000D\ u0020- \ uOOFF] +

Required: Yes

Path
The path to the role. For more information about paths, see IAM Identifiers in the Using IAM guide.

This parameter is optional. If it is not included, it defaults to a slash (/).
Type: String

Length constraints: Minimum length of 1. Maximum length of 512.
Pattern: (\ u002F) | (\ uOO2F[ \ u0021-\ u007F] +\ UOO2F)

Required: No

RoleName
The name of the role to create.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

Response Elements

The following element is returned.

Role
Information about the role.

Type: Role (p. 288)
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityAlreadyExists
The request was rejected because it attempted to create a resource that already exists.

HTTP Status Code: 409
LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.
HTTP Status Code: 409

MalformedPolicyDocument
The request was rejected because the policy document was malformed. The error message describes
the specific error.

HTTP Status Code: 400

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam anazonaws. conl ?Act i on=Cr eat eRol e

&Rol eNanme=S3Access

&Pat h=/ appl i cati on_abc/ conponent _xyz/

&AssumeRol ePol i cyDocunment ={" Ver si on": "2012-10-17","Statement": [{"Effect": " Al
low', "Principal":{"Service":["ec2. anazonaws. com']}, "Action":["sts: AssuneRol e"]}]}
&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Cr eat eRol eResponse xm ns="https://i am amazonaws. com doc/ 2010- 05- 08/ " >
<Cr eat eRol eResul t >
<Rol e>
<Pat h>/ appl i cati on_abc/ conponent _xyz/ </ Pat h>
<Arn>arn: aws:iam:123456789012: rol e/ appl i cati on_abc/ conponent _xyz/ S3Ac
cess</ Arn>
<Rol eName>S3Access</ Rol eNane>
<AssuneRol ePol i cyDocunent >
{"Version":"2012-10-17","Statenent":[{"Effect":"Al |l ow',
"Principal":{"Service":["ec2.amazonaws. conf']}, "Action":["sts: AssuneR
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ole"]}]}

</ AssuneRol ePol i cyDocunent >
<Cr eat eDat e>2012- 05- 08T23: 34: 01. 495Z</ Cr eat eDat e>
<Rol el d>AROADBQP57FF2AEXAMPLE</ Rol el d>
</ Rol e>
</ Cr eat eRol eResul t >
<ResponseMet adat a>
<Request | d>4a93ceee- 9966- 11el- b624- blaEXAMPLE7c</ Request | d>
</ ResponseMet adat a>
</ Cr eat eRol eResponse>
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CreateSAMLProvider

Creates an IAM entity to describe an identity provider (IdP) that supports SAML 2.0.

The SAML provider that you create with this operation can be used as a principal in a role's trust policy
to establish a trust relationship between AWS and a SAML identity provider. You can create an IAM role
that supports Web-based single sign-on (SSO) to the AWS Management Console or one that supports
APl access to AWS.

When you create the SAML provider, you upload an a SAML metadata document that you get from your
IdP and that includes the issuer's name, expiration information, and keys that can be used to validate the
SAML authentication response (assertions) that are received from the IdP. You must generate the metadata
document using the identity management software that is used as your organization's IdP.

Note
This operation requires Signature Version 4.

For more information, see Giving Console Access Using SAML and Creating Temporary Security
Credentials for SAML Federation in the Using Temporary Credentials guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Name
The name of the provider to create.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w. _-]+

Required: Yes

SAMLMetadataDocument
An XML document generated by an identity provider (IdP) that supports SAML 2.0. The document
includes the issuer's name, expiration information, and keys that can be used to validate the SAML
authentication response (assertions) that are received from the IdP. You must generate the metadata
document using the identity management software that is used as your organization's IdP.

For more information, see Creating Temporary Security Credentials for SAML Federation in the Using
Temporary Security Credentials guide.

Type: String
Length constraints: Minimum length of 1000. Maximum length of 20000000.

Required: Yes

Response Elements

The following element is returned.

SAMLProviderArn
The Amazon Resource Name (ARN) of the SAML provider.

Type: String
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityAlreadyExists
The request was rejected because it attempted to create a resource that already exists.

HTTP Status Code: 409

InvalidInput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Cr eat eSAMLPr ovi der

&Nanme=MyUni versity

&SAML_Pr ovi der Docunent =VGhpcyBpcyB3aGvyZSB5b3Ugc HVOI HRoZSBTQULM HByb3ZpZGWyl GLI dG
FKkYXRhI GRvY3Wt ZW50

LCBCYXNI Nj @ ZWbj b2Rl ZCBpbnRvI GEgYm nl HNOcml uzy4=

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Cr eat eSAMLPr ovi der Response xm ns="https://i am amazonaws. conf doc/ 2010- 05- 08/ " >

<Cr eat eSAMLPr ovi der Resul t >
<SAMLPr ovi der Arn>arn: aws: i am : 123456789012: sani - net adat a/ MyUni ver si t y</ SAM
LProvi der Arn>
</ Cr eat eSAM_Pr ovi der Resul t >
<ResponseMet adat a>
<Request | d>29f 47818- 99f 5- 11el- a4c3- 27EXAMPLE804</ Request | d>
</ ResponseMet adat a>
</ Cr eat eSAMLPr ovi der Response>
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CreateUser

Creates a new user for your AWS account.

For information about limitations on the number of users you can create, see Limitations on IAM Entities
in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Path
The path for the user name. For more information about paths, see IAM Identifiers in the Using IAM
guide.

This parameter is optional. If it is not included, it defaults to a slash (/).
Type: String

Length constraints: Minimum length of 1. Maximum length of 512.
Pattern: (\ u002F) | (\ uOO2F[ \ u0021-\ u007F] +\ UOO2F)

Required: No

UserName
The name of the user to create.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

Response Elements

The following element is returned.

User
Information about the user.

Type: User (p. 296)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityAlreadyExists
The request was rejected because it attempted to create a resource that already exists.

HTTP Status Code: 409

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.
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HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://i am amazonaws. com ?Act i on=Cr eat eUser
&Pat h=/ di vi si on_abc/ subdi vi si on_xyz/

&User Name=Bob

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Cr eat eUser Response xm ns="https://iam amazonaws. com doc/ 2010- 05- 08/ " >
<Creat eUser Resul t >
<User >
<Pat h>/ di vi si on_abc/ subdi vi si on_xyz/ </ Pat h>
<User Name>Bob</ User Nane>
<User | d>Al DACKCEVSQC2EXAMPLE</ User | d>

<Arn>arn:aws:iam :123456789012: user/ di vi si on_abc/ subdi vi si on_xyz/ Bob</ Ar n>

</ User >
</ Creat eUser Resul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ Cr eat eUser Response>
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CreateVirtualMFADevice

Creates a new virtual MFA device for the AWS account. After creating the virtual MFA, use
EnableMFADevice (p. 94) to attach the MFA device to an IAM user. For more information about creating
and working with virtual MFA devices, go to Using a Virtual MFA Device in the Using IAM guide.

For information about limits on the number of MFA devices you can create, see Limitations on Entities in
the Using IAM guide.

Important

The seed information contained in the QR code and the Base32 string should be treated like
any other secret access information, such as your AWS access keys or your passwords. After
you provision your virtual device, you should ensure that the information is destroyed following
secure procedures.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Path
The path for the virtual MFA device. For more information about paths, see IAM Identifiers in the
Using IAM guide.

This parameter is optional. If it is not included, it defaults to a slash (/).
Type: String

Length constraints: Minimum length of 1. Maximum length of 512.
Pattern: (\ u002F) | (\ uOO2F[ \ u0021-\ u007F] +\ UOO2F)

Required: No

VirtualMFADeviceName
The name of the virtual MFA device. Use with path to uniquely identify a virtual MFA device.

Type: String
Length constraints: Minimum length of 1.
Pattern: [\w+=, . @] +

Required: Yes

Response Elements

The following element is returned.

VirtualMFADevice
A newly created virtual MFA device.

Type: VirtualMFADevice (p. 299)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).
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EntityAlreadyEXxists
The request was rejected because it attempted to create a resource that already exists.

HTTP Status Code: 409

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amzonaws. com ?Act i on=Cr eat eVi rt ual M~ADevi ce
&Vi rt ual MFADevi ceNane=Exanpl eNamne

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Creat eVi rt ual MFADevi ceResponse xm ns="https://iam anazonaws. coni doc/ 2010- 05-
08/ ">
<Creat eVi rt ual MFADevi ceResul t >
<Vi r t ual MFADevi ce>
<Seri al Nunber >arn: aws: i am : 123456789012: nf a/ Exanpl eNanme</ Seri al Nunber >
<Base32St ri ngSeed>
2K5K5XTLA7GGE75TQL YEXAMPL EEXAMPL EEXAMPL ECHDFWAKJI YZ6 UFQ7 5L L7 COCYKM
</ Base32Stri ngSeed>
<QRCodePNG>
89504E470D0A1A0AASDFAHSDFKIKLIFKALSDFJASDF <! -- byte array of png file
-->
</ QRCodePNG>
</ Vi rtual MFADevi ce>
</ Creat eVi r t ual MFADevi ceResul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Creat eVi rt ual MFADevi ceResponse>
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DeactivateMFADevice

Deactivates the specified MFA device and removes it from association with the user name for which it
was originally enabled.

For more information about creating and working with virtual MFA devices, go to Using a Virtual MFA
Device in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

SerialNumber
The serial number that uniquely identifies the MFA device. For virtual MFA devices, the serial number
is the device ARN.

Type: String
Length constraints: Minimum length of 9. Maximum length of 256.
Pattern: [\w+=/:,. @] +

Required: Yes

UserName
The name of the user whose MFA device you want to deactivate.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityTemporarilyUnmodifiable
The request was rejected because it referenced an entity that is temporarily unmodifiable, such as
a user name that was deleted and then recreated. The error indicates that the request is likely to
succeed if you try again after waiting several minutes. The error message describes the entity.

HTTP Status Code: 409

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.
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HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Deact i vat eMFADevi ce
&User Nanme=Bob

&Seri al Number =R1234

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Deact i vat eM~ADevi ceResponse xm ns="https://i am anmazonaws. coni doc/ 2010- 05- 08/ " >

<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Deact i vat eMFADevi ceResponse>
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DeleteAccessKey

Deletes the access key associated with the specified user.

If you do not specify a user name, IAM determines the user name implicitly based on the AWS access
key ID signing the request. Because this action works for access keys under the AWS account, you can
use this action to manage root credentials even if the AWS account has no associated users.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

AccessKeyld
The access key ID for the access key ID and secret access key you want to delete.

Type: String
Length constraints: Minimum length of 16. Maximum length of 32.
Pattern: [\ w] +

Required: Yes

UserName
The name of the user whose key you want to delete.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: No

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Del et eAccessKey
&User Name=Bob

&AccessKeyl d=AKI Al OSFOCDNN7 EXAMPLE

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Del et eAccessKeyResponse xm ns="https://iam anazonaws. coni doc/ 2010- 05- 08/ ">
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ Del et eAccessKeyResponse>
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DeleteAccountAlias

Deletes the specified AWS account alias. For information about using an AWS account alias, see Using
an Alias for Your AWS Account ID in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

AccountAlias
The name of the account alias to delete.

Type: String
Length constraints: Minimum length of 3. Maximum length of 63.
Pattern: *[ a- z0-9] (([a-z0-9]|-(?'-))*[a-z0-9])?$

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Del et eAccount Al i as
&Account Al i as=Exanpl eCor p

&Ver si on=2010- 05- 08

&AUTHPARANS
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Sample Response

<Del et eAccount Al i asResponse xm ns="https://i am amazonaws. conf doc/ 2010- 05- 08/ " >

<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Del et eAccount Al i asResponse>
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DeleteAccountPasswordPolicy

Deletes the password policy for the AWS account.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Del et eAccount Passwor dPol i cy
&Ver si on=2010- 05- 08
&AUTHPARAMS

Sample Response

<Del et eAccount Passwor dPol i cyResponse xm ns="https://iam amazonaws. com doc/ 2010-
05-08/">
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ Del et eAccount Passwor dPol i cyResponse>
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DeleteGroup

Deletes the specified group. The group must not contain any users or have any attached policies.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

GroupName
The name of the group to delete.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

DeleteConflict
The request was rejected because it attempted to delete a resource that has attached subordinate
entities. The error message describes these entities.

HTTP Status Code: 409

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam anmazonaws. conl ?Act i on=Del et eG oup
&G oupName=Test
&Ver si on=2010- 05- 08
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&AUTHPARANS

Sample Response

<Del et eGr oupResponse xm ns="https://i am amazonaws. com doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ Del et eG oupResponse>
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DeleteGroupPolicy

Deletes the specified inline policy that is embedded in the specified group.

A group can also have managed policies attached to it. To detach a managed policy from a group, use
DetachGroupPolicy (p. 88). For more information about policies, refer to Managed Policies and Inline
Policies in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

GroupName
The name (friendly name, not ARN) identifying the group that the policy is embedded in.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\ w+=, . @] +

Required: Yes

PolicyName
The name identifying the policy document to delete.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

API Version 2010-05-08
58


http://docs.aws.amazon.com/IAM/latest/UserGuide/policies-managed-vs-inline.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/policies-managed-vs-inline.html

AWS Identity and Access Management AP| Reference
Examples

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Del et eG oupPol i cy
&G oupNane=Adni ns

&Pol i cyName=Adm nFul | Access

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Del et eGr oupPol i cyResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ Del et eG oupPol i cyResponse>
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DeletelnstanceProfile

Deletes the specified instance profile. The instance profile must not have an associated role.

Important

Make sure you do not have any Amazon EC2 instances running with the instance profile you
are about to delete. Deleting a role or instance profile that is associated with a running instance
will break any applications running on the instance.

For more information about instance profiles, go to About Instance Profiles.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

InstanceProfileName
The name of the instance profile to delete.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern:[\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

DeleteConflict
The request was rejected because it attempted to delete a resource that has attached subordinate
entities. The error message describes these entities.

HTTP Status Code: 409

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Examples

Sample Request

https://iam amazonaws. com ?Act i on=Del et el nst anceProfile
&l nst ancePr of i | eName=Webser ver

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Del et el nst anceProfi | eResponse xm ns="https://i am amazonaws. com doc/ 2010- 05-
08/ ">
<ResponseMet adat a>
<Request | d>90c18667- 99f 3- 11el- a4c3- 27EXAMPLE804</ Request | d>
</ ResponseMet adat a>
</ Del et el nst anceProf i | eResponse>
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DeleteLoginProfile

Deletes the password for the specified user, which terminates the user's ability to access AWS services
through the AWS Management Console.

Important

Deleting a user's password does not prevent a user from accessing 1AM through the command
line interface or the API. To prevent all user access you must also either make the access key
inactive or delete it. For more information about making keys inactive or deleting them, see
UpdateAccessKey (p. 236) and DeleteAccessKey (p. 51).

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

UserName
The name of the user whose password you want to delete.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityTemporarilyUnmodifiable
The request was rejected because it referenced an entity that is temporarily unmodifiable, such as
a user name that was deleted and then recreated. The error indicates that the request is likely to
succeed if you try again after waiting several minutes. The error message describes the entity.

HTTP Status Code: 409

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Del et eLogi nProfile
&User Name=Bob

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Del et eLogi nProfi | eResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05- 08/ " >

<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ Del et eLogi nProfi | eResponse>
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DeleteOpenIDConnectProvider

Deletes an IAM OpenID Connect identity provider.

Deleting an OIDC provider does not update any roles that reference the provider as a principal in their
trust policies. Any attempt to assume a role that references a provider that has been deleted will fail.

This action is idempotent; it does not fail or return an error if you call the action for a provider that was
already deleted.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

OpenIDConnectProviderArn
The Amazon Resource Name (ARN) of the IAM OpenID Connect provider to delete. You can get a
list of OpenID Connect provider ARNs by using the ListOpenIDConnectProviders (p. 184) action.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Del et eQpenl DConnect Pr ovi der

&penl DConnect Provi der Arn=ar n: aws: i am : 123456789012: oi dc- provi der/ server. ex
anmpl e. com

&Ver si on=2010- 05- 08

&AUTHPARANS
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Sample Response

<Del et eQpenl DConnect Pr ovi der Response xm ns="https://iam amazonaws. com doc/ 2010-
05-08/">
<ResponseMet adat a>
<Request | d>b5e49e29- 4f 64- 11e4- aef a- bf d6aEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Del et eQpenl DConnect Pr ovi der Response>
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DeletePolicy

Deletes the specified managed policy.

Before you can delete a managed policy, you must detach the policy from all users, groups, and roles
that it is attached to, and you must delete all of the policy's versions. The following steps describe the
process for deleting a managed policy:

1. Detach the policy from all users, groups, and roles that the policy is attached to, using the
DetachUserPolicy (p. 92), DetachGroupPolicy (p. 88), or DetachRolePolicy (p. 90) APls. To list all the
users, groups, and roles that a policy is attached to, use ListEntitiesForPolicy (p. 163).

2. Delete all versions of the policy using DeletePolicyVersion (p. 68). To list the policy's versions, use
ListPolicyVersions (p. 190). You cannot use DeletePolicyVersion (p. 68) to delete the version that is
marked as the default version. You delete the policy's default version in the next step of the process.

3. Delete the policy (this automatically deletes the policy's default version) using this API.

For information about managed policies, refer to Managed Policies and Inline Policies in the Using IAM
guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

PolicyArn
The Amazon Resource Name (ARN). ARNSs are unique identifiers for AWS resources.

For more information about ARNs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

DeleteConflict
The request was rejected because it attempted to delete a resource that has attached subordinate
entities. The error message describes these entities.

HTTP Status Code: 409
InvalidInput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409
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NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Del et ePol i cy

&Pol i cyArn=arn: aws: i am : 123456789012: pol i cy/ S3-r ead- onl y- exanpl e- bucket
&Ver si on=2010- 05- 08

&AUTHPARANMS

Sample Response

<Del et ePol i cyResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05- 08/ ">
<ResponseMet adat a>
<Request | d>4706281b- 3d19- 11e4- a4a0- cf f b9EXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Del et ePol i cyResponse>
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DeletePolicyVersion

Deletes the specified version of the specified managed policy.

You cannot delete the default version of a policy using this API. To delete the default version of a policy,
use DeletePoalicy (p. 66). To find out which version of a policy is marked as the default version, use
ListPolicyVersions (p. 190).

For information about versions for managed policies, refer to Versioning for Managed Policies in the Using
IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

PolicyArn
The Amazon Resource Name (ARN). ARNs are unigue identifiers for AWS resources.

For more information about ARNSs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

Versionld
The policy version to delete.

For more information about managed policy versions, see Versioning for Managed Policies in the
Using IAM guide.

Type: String
Pattern: v[ 1-9]1[0-9] *(\. [ A-Za- z0-9-]1*) ?

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

DeleteConflict
The request was rejected because it attempted to delete a resource that has attached subordinate
entities. The error message describes these entities.

HTTP Status Code: 409
Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409
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NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Del et ePol i cyVer si on

&Pol i cyArn=arn: aws: i am : 123456789012: pol i cy/ S3-r ead- onl y- exanpl e- bucket
&Ver si onl d=v2

&Ver si on=2010- 05- 08

&AUTHPARANMS

Sample Response

<Del et ePol i cyVer si onResponse xm ns="https://i am anazonaws. conf doc/ 2010- 05- 08/ " >

<ResponseMet adat a>
<Request | d>268e1556- 3d19- 11e4- a4a0- cf f bOEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Del et ePol i cyVer si onResponse>
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DeleteRole

Deletes the specified role. The role must not have any policies attached. For more information about
roles, go to Working with Roles.

Important

Make sure you do not have any Amazon EC2 instances running with the role you are about to
delete. Deleting a role or instance profile that is associated with a running instance will break
any applications running on the instance.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

RoleName
The name of the role to delete.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

DeleteConflict
The request was rejected because it attempted to delete a resource that has attached subordinate
entities. The error message describes these entities.

HTTP Status Code: 409

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Sample Request

https://iam anmazonaws. conl ?Act i on=Del et eRol e
&Rol eNanme=S3Access

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Del et eRol eResponse xm ns="https://iam amazonaws. com doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>913e3f 37- 99ed- 11el- a4c3- 270EXAMPLEO4</ Request | d>
</ ResponseMet adat a>
</ Del et eRol eResponse>
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DeleteRolePolicy

Deletes the specified inline policy that is embedded in the specified role.

A role can also have managed policies attached to it. To detach a managed policy from a role, use
DetachRolePolicy (p. 90). For more information about policies, refer to Managed Policies and Inline
Policies in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

PolicyName
The name identifying the policy document to delete.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\ w+=, . @] +

Required: Yes

RoleName
The name (friendly name, not ARN) identifying the role that the policy is embedded in.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

LimitExceeded

The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity

The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Del et eRol ePol i cy
&Pol i cyNanme=S3AccessPol i cy

&Rol eNanme=S3Access

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Del et eRol ePol i cyResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>c749ee7f - 99ef - 11el- a4c3- 27EXAMPLE804</ Request | d>
</ ResponseMet adat a>
</ Del et eRol ePol i cyResponse>
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DeleteSAMLProvider

Deletes a SAML provider.

Deleting the provider does not update any roles that reference the SAML provider as a principal in their
trust policies. Any attempt to assume a role that references a SAML provider that has been deleted will
fail.

Note
This operation requires Signature Version 4.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

SAMLProviderArn
The Amazon Resource Name (ARN) of the SAML provider to delete.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

InvalidInput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request
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https://iam amazonaws. com ?Act i on=Del et eSAM_Pr ovi der
&Nane=arn: aws: i am : 123456789012: sanl - net adat a/ MyUni versity
&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Del et eSAMLPr ovi der Response xm ns="https://i am amazonaws. conf doc/ 2010- 05- 08/ " >

<ResponseMet adat a>
<Request | d>c749ee7f - 99ef - 11el- a4c3- 27EXAMPLE8B04</ Request | d>
</ ResponseMet adat a>
</ Del et eSAMLPr ovi der Response>
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DeleteServerCertificate

Deletes the specified server certificate.

Important

If you are using a server certificate with Elastic Load Balancing, deleting the certificate could
have implications for your application. If Elastic Load Balancing doesn't detect the deletion of
bound certificates, it may continue to use the certificates. This could cause Elastic Load Balancing
to stop accepting traffic. We recommend that you remove the reference to the certificate from
Elastic Load Balancing before using this command to delete the certificate. For more information,
go to DeleteLoadBalancerListeners in the Elastic Load Balancing APl Reference.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

ServerCertificateName
The name of the server certificate you want to delete.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

DeleteConflict
The request was rejected because it attempted to delete a resource that has attached subordinate
entities. The error message describes these entities.

HTTP Status Code: 409

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Sample Request

https://iam amazonaws. conl ?Act i on=Del et eServer Certificate
&Server Certifi cat eName=Pr odSer ver Cert

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Del et eServer Certificat eResponse xm ns="https://iam anazonaws. coni doc/ 2010- 05-
08/ ">
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ Del eteServerCertificat eResponse>
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DeleteSigningCertificate

Deletes the specified signing certificate associated with the specified user.

If you do not specify a user name, IAM determines the user name implicitly based on the AWS access
key ID signing the request. Because this action works for access keys under the AWS account, you can
use this action to manage root credentials even if the AWS account has no associated users.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Certificateld
The ID of the signing certificate to delete.

Type: String
Length constraints: Minimum length of 24. Maximum length of 128.
Pattern: [\ w] +

Required: Yes

UserName
The name of the user the signing certificate belongs to.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: No

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Sample Request

https://iam amazonaws. com ?Act i on=Del et eSi gni ngCertificate
&User Name=Bob

&Certi ficat el d=TA7SMP42TDN5Z260BPJE7EXAMPLE

&Ver si on=2010- 05- 08

&AUTHPARANMS

Sample Response

<Del et eSi gni ngCertificateResponse xm ns="https://iam amazonaws. com doc/ 2010- 05-
08/ ">
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Del et eSi gni ngCertificat eResponse>
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DeleteSSHPublicKey

Deletes the specified SSH public key.

The SSH public key deleted by this action is used only for authenticating the associated IAM user to an
AWS CodeCommit repository. For more information about using SSH keys to authenticate to an AWS
CodeCommit repository, see Set up AWS CodeCommit for SSH Connections in the AWS CodeCommit
User Guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

SSHPublicKeyld
The unique identifier for the SSH public key.

Type: String
Length constraints: Minimum length of 20. Maximum length of 128.
Pattern: [\ w] +

Required: Yes

UserName
The name of the IAM user associated with the SSH public key.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).
NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Del et eSSHPubl i cKey
&SSHPubl i cKeyl d=APKAEI VFHP46 CEXAMPLE
&User Nanme=Jane
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&Ver si on=2010- 05- 08
&AUTHPARANS

Sample Response

<Del et eSSHPubl i cKeyResponse xm ns="https://i am amazonaws. conf doc/ 2010- 05- 08/ " >

<ResponseMet adat a>
<Request | d>1a21282e- f 36e- 11e4- a53b- 6b544EXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Del et eSSHPubl i cKeyResponse>
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DeleteUser

Deletes the specified user. The user must not belong to any groups, have any keys or signing certificates,
or have any attached policies.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

UserName
The name of the user to delete.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

DeleteConflict
The request was rejected because it attempted to delete a resource that has attached subordinate
entities. The error message describes these entities.

HTTP Status Code: 409

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Del et eUser
&User Name=Bob
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&Ver si on=2010- 05- 08
&AUTHPARANS

Sample Response

<Del et eUser Response xm ns="https://i am amazonaws. com doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ Del et eUser Response>
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DeleteUserPolicy

Deletes the specified inline policy that is embedded in the specified user.

A user can also have managed policies attached to it. To detach a managed policy from a user, use
DetachUserPolicy (p. 92). For more information about policies, refer to Managed Policies and Inline
Policies in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

PolicyName
The name identifying the policy document to delete.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\ w+=, . @] +

Required: Yes

UserName
The name (friendly name, not ARN) identifying the user that the policy is embedded in.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

LimitExceeded

The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity

The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Del et eUser Pol i cy
&User Name=Bob

&Pol i cyName=Al | AccessPol i cy

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Del et eUser Pol i cyResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ Del et eUser Pol i cyResponse>
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DeleteVirtualMFADevice

Deletes a virtual MFA device.

Note
You must deactivate a user's virtual MFA device before you can delete it. For information about
deactivating MFA devices, see DeactivateMFADevice (p. 49).

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

SerialNumber
The serial number that uniquely identifies the MFA device. For virtual MFA devices, the serial number
is the same as the ARN.

Type: String
Length constraints: Minimum length of 9. Maximum length of 256.
Pattern: [\w+=/:, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

DeleteConflict
The request was rejected because it attempted to delete a resource that has attached subordinate
entities. The error message describes these entities.

HTTP Status Code: 409

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Sample Request

https://iam anmazonaws. con ?Act i on=Del et eVi rt ual MFADevi ce
&Seri al Nunber =arn: aws: i am : 123456789012: nf a/ Exanpl eNane
&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Del et eVi rt ual MFADevi ceResponse xm ns="https://iam amazonaws. com doc/ 2010- 05-
08/ ">
<Del et eVi rt ual MADevi ceResul t >
<Vi rtual MFADevi ce>
<Seri al Nunber>arn: aws: i am : 123456789012: nf a/ Exanpl eNane</ Ser i al Nunber >
</ Vi rt ual MFADevi ce>
</ Del et eVi r t ual M~ADevi ceResul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Del et eVi rt ual MFADevi ceResponse>
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DetachGroupPolicy

Removes the specified managed policy from the specified group.

A group can also have inline policies embedded with it. To delete an inline policy, use the
DeleteGroupPolicy (p. 58) API. For information about policies, refer to Managed Policies and Inline
Policies in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

GroupName
The name (friendly name, not ARN) of the group to detach the policy from.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\ w+=, . @] +

Required: Yes

PolicyArn
The Amazon Resource Name (ARN). ARNs are unigue identifiers for AWS resources.

For more information about ARNSs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

LimitExceeded

The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity

The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

API Version 2010-05-08
88


http://docs.aws.amazon.com/IAM/latest/UserGuide/policies-managed-vs-inline.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/policies-managed-vs-inline.html
http://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
http://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS Identity and Access Management AP| Reference
Examples

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Det achGr oupPol i cy
&G oupNane=Fi nance

&Pol i cyArn=arn: aws: i am : aws: pol i cy/ ReadOnl yAccess
&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Det achGr oupPol i cyResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>d4f aa7aa- 3d1d- 11e4- a4a0- cf f bOEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Det achG oupPol i cyResponse>
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DetachRolePolicy

Removes the specified managed policy from the specified role.

A role can also have inline policies embedded with it. To delete an inline policy, use the
DeleteRolePolicy (p. 72) API. For information about policies, refer to Managed Policies and Inline Policies
in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

PolicyArn
The Amazon Resource Name (ARN). ARNSs are unique identifiers for AWS resources.

For more information about ARNs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

RoleName
The name (friendly name, not ARN) of the role to detach the policy from.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

LimitExceeded

The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity

The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Sample Request

https://iam amazonaws. conl ?Act i on=Det achRol ePol i cy
&Pol i cyArn=arn: aws: i am : aws: pol i cy/ ReadOnl yAccess
&Rol eNarme=ReadOnl yRol e

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Det achRol ePol i cyResponse xm ns="https://iam amazonaws. con’ doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>4c80ccf 4- 3dle- 11e4- a4a0- cf f bOEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Det achRol ePol i cyResponse>
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DetachUserPolicy

Removes the specified managed policy from the specified user.

A user can also have inline policies embedded with it. To delete an inline policy, use the
DeleteUserPolicy (p. 84) API. For information about policies, refer to Managed Policies and Inline Policies
in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

PolicyArn
The Amazon Resource Name (ARN). ARNSs are unique identifiers for AWS resources.

For more information about ARNs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

UserName
The name (friendly name, not ARN) of the user to detach the policy from.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

LimitExceeded

The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity

The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Det achUser Pol i cy
&Pol i cyArn=arn: aws: i am : aws: pol i cy/ Adm ni strat or Access
&User Nanme=Al i ce

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Det achUser Pol i cyResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>85ba31f a- 3d1f - 11e4- a4a0- cf f bOEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Det achUser Pol i cyResponse>
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EnableMFADevice

Enables the specified MFA device and associates it with the specified user name. When enabled, the
MFA device is required for every subsequent login by the user name associated with the device.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

AuthenticationCodel
An authentication code emitted by the device.

Type: String
Length constraints: Minimum length of 6. Maximum length of 6.
Pattern: [\ d] +

Required: Yes

AuthenticationCode2
A subsequent authentication code emitted by the device.

Type: String
Length constraints: Minimum length of 6. Maximum length of 6.
Pattern: [\ d] +

Required: Yes

SerialNumber
The serial number that uniquely identifies the MFA device. For virtual MFA devices, the serial number
is the device ARN.

Type: String
Length constraints: Minimum length of 9. Maximum length of 256.
Pattern: [\w+=/:,. @] +

Required: Yes

UserName
The name of the user for whom you want to enable the MFA device.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityAlreadyExists
The request was rejected because it attempted to create a resource that already exists.
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HTTP Status Code: 409

EntityTemporarilyUnmodifiable
The request was rejected because it referenced an entity that is temporarily unmodifiable, such as
a user name that was deleted and then recreated. The error indicates that the request is likely to
succeed if you try again after waiting several minutes. The error message describes the entity.

HTTP Status Code: 409

InvalidAuthenticationCode
The request was rejected because the authentication code was not recognized. The error message
describes the specific error.

HTTP Status Code: 403

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Enabl eM~ADevi ce
&User Nanme=Bob

&Seri al Number =R1234

&Aut henti cati onCodel=234567

&Aut henti cat i onCode2=987654

&Ver si on=2010- 05- 08

&AUTHPARAMS

Sample Response

<Enabl eMFADevi ceResponse xml ns="https://iam amazonaws. com doc/2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Enabl eMFADevi ceResponse>
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GenerateCredentialReport

Generates a credential report for the AWS account. For more information about the credential report, see
Getting Credential Reports in the Using IAM guide.

Response Elements

The following elements are returned.

Description
Information about the credential report.

Type: String
State
Information about the state of the credential report.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Cener at eCr edent i al Report
&Ver si on=2010- 05- 08
&AUTHPARANS

Sample Response

<CGener at eCredent i al Report Response xm ns="https://iam anazonaws. coni doc/ 2010- 05-
08/ ">
<Cener at eCr edent i al Report Resul t >
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<Description>No report exists. Starting a new report generation task</De
scription>
<St at e>STARTED</ St at e>
</ Gener at eCr edenti al Report Resul t >
<ResponseMet adat a>
<Request | d>29f 47818- 99f 5- 11el- a4c3- 27EXAMPLE804</ Request | d>
</ ResponseMet adat a>
</ Gener at eCr edent i al Report Response>
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GetAccessKeylLastUsed

Retrieves information about when the specified access key was last used. The information includes the
date and time of last use, along with the AWS service and region that were specified in the last request
made with that key.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

AccessKeyld
The identifier of an access key.

Type: String
Length constraints: Minimum length of 16. Maximum length of 32.
Pattern: [\ w] +

Required: Yes

Response Elements

The following elements are returned.

AccessKeylLastUsed
Contains information about the last time the access key was used.

Type: AccessKeyLastUsed (p. 272)

UserName
The name of the AWS IAM user that owns this access key.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

Examples

Sample Request

https://iam amazonaws. conl
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?Act i on=Cet AccessKeylLast Used
&AccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<CGet AccessKeylLast UsedResponse xm ns="https://i am anazonaws. coni doc/ 2010- 05- 08/ " >

<Cet AccessKeylLast UsedResul t >
<AccessKeylast Used>
<Regi on>us- west - 2</ Regi on>
<Last UsedDat €>2015- 03- 13T10: 45: 00Z</ Last UsedDat e>
<Servi ceName>s3</ Ser vi ceNane>
</ AccessKeylLast Used>
<User Name>bob</ User Nane>
</ Get AccessKeylLast UsedResul t >
<ResponseMet adat a>
<Request | d>510a6abf - d022- 11e4- abe8- 9b0ebEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Get AccessKeylLast UsedResponse>
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GetAccountAuthorizationDetalls

Retrieves information about all IAM users, groups, roles, and policies in your account, including their
relationships to one another. Use this API to obtain a snapshot of the configuration of IAM permissions
(users, groups, roles, and policies) in your account.

You can optionally filter the results using the Fi | t er parameter. You can paginate the results using the
Max! t ens and Mar ker parameters.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Filter.member.N
A list of entity types (user, group, role, local managed policy, or AWS managed policy) for filtering
the results.

Type: String list
Valid Values: User | Role | Group | Local ManagedPolicy | AWsManagedPol i cy

Required: No

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [ \ u0020-\ uOOFF] +

Required: No

Maxltems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

Response Elements

The following elements are returned.

GroupDetailList
A list containing information about IAM groups.

Type: GroupDetail (p. 275) list
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IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String
Policies
A list containing information about managed policies.

Type: ManagedPolicyDetail (p. 279) list

RoleDetailList
A list containing information about IAM roles.

Type: RoleDetall (p. 289) list

UserDetaillList
A list containing information about IAM users.

Type: UserDetail (p. 297) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=CGet Account Aut hori zati onDetails
&Ver si on=2010- 05- 08
&AUTHPARANS

Sample Response

<Get Account Aut hori zat i onDet ai | sSResponse xml ns="https://iam anmazon
aws. coni doc/ 2010- 05- 08/ " >
<Get Account Aut hori zat i onDet ai | sResul t >
<l sTruncat ed>t rue</ | sTruncat ed>
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<User Det ai | Li st>
<menber >
<G ouplLi st >
<menber >Adni ns</ nenber >
</ GrouplLi st >
<At t achedManagedPol i ci es/ >
<User | d>Al DACKCEVSQEC2EXAMPLE</ User | d>
<Pat h>/ </ Pat h>
<User Name>Al i ce</ User Nane>
<Arn>arn: aws:iam:123456789012: user/ Al i ce</ Arn>
<Cr eat eDat €>2013- 10- 14T18: 32: 24Z</ Cr eat eDat e>
</ menber >
<menber >
<G ouplLi st >
<menber >Adni ns</ nenber >
</ GrouplLi st >
<At t achedManagedPol i ci es/ >
<User Pol i cyLi st >
<menber >
<Pol i cyNanme>DenyBi | | i ngAndl AMPol i cy</ Pol i cyName>
<Pol i cyDocunent >
{"Version":"2012-10-17","Statement": {"Ef fect":"Deny", "Action":

["aws-portal :*","iam *"], "Resource":"*"}}
</ Pol i cyDocunent >
</ menber >

</ User Pol i cyLi st >
<User | d>Al DACKCEVSQ6C3EXAMPLE</ User | d>
<Pat h>/ </ Pat h>
<User Nane>Bob</ User Nane>
<Arn>arn:aws:iam : 123456789012: user/ Bob</ Ar n>
<Cr eat eDat €>2013- 10- 14T18: 32: 25Z</ Cr eat eDat e>
</ menber >
<menber >
<G ouplLi st >
<menber >Dev</ nenber >
<At t achedManagedPol i ci es/ >
</ GrouplLi st >
<User | d>Al DACKCEVSQ6CAEXANPLE</ User | d>
<Pat h>/ </ Pat h>
<User Nane>Char | i e</ User Nane>
<Arn>arn: aws: i am : 123456789012: user/ Charl i e</ Arn>
<Cr eat eDat €>2013- 10- 14T18: 33: 56Z</ Cr eat eDat e>
</ menber >
<menber >
<G ouplLi st >
<menber >Dev</ nenber >
</ GrouplLi st >
<At t achedManagedPol i ci es/ >
<User | d>Al DACKCEVSQ6C5EXAMPLE</ User | d>
<Pat h>/ </ Pat h>
<User Nane>Dani el | e</ User Nane>
<Arn>arn:aws:iam : 123456789012: user/ Dani el | e</ Ar n>
<Cr eat eDat €>2013- 10- 14T18: 33: 56Z</ Cr eat eDat e>
</ menber >
<menber >
<G ouplLi st >
<menber >Fi nance</ menber >
</ GrouplLi st >
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<At t achedManagedPol i ci es/ >
<User | d>Al DACKCEVSQ6C6EXAMPLE</ User | d>
<Pat h>/ </ Pat h>
<User Nane>El ai ne</ User Nanme>
<Arn>arn:aws: i am : 123456789012: user/ El ai ne</ Ar n>
<Cr eat eDat €>2013- 10- 14T18: 57: 48Z</ Cr eat eDat e>
</ menber >
</ User Det ai | Li st >
<Mar ker >
EXAMPLEkakv9BCUUNFDt xWByf zet YWEX2ADc8dnzf VERF5S6YM/ XKx41t 6gC / eeaCX3J094/

bKgez EAg8TEVS99EKFLxNBj t bpl 25FDWEXAVPLE
</ Mar ker >
<G oupDet ai | Li st >
<menber >
<G oupl d>Al DACKCEVSQC7EXAMPLE</ Gr oupl d>
<At t achedManagedPol i ci es>
<menber >
<Pol i cyNanme>Adnmi ni strat or Access</ Pol i cyNane>
<Pol i cyArn>arn: aws: i am : aws: pol i cy/ Admi ni st rat or Access</ Pol i cyAr n>

</ menber >
</ At t achedManagedPol i ci es>
<G oupNanme>Adm ns</ G oupNane>
<Pat h>/ </ Pat h>
<Arn>arn:aws: i am : 123456789012: gr oup/ Admi ns</ Ar n>
<Cr eat eDat €>2013- 10- 14T18: 32: 24Z</ Cr eat eDat e>
<G oupPol i cyLi st/ >
</ menber >
<menber >
<G oupl d>Al DACKCEVSQGCBEXAMPLE</ Gr oupl d>
<At t achedManagedPol i ci es>
<menber >
<Pol i cyName>Power User Access</ Pol i cyNanme>
<Pol i cyArn>arn: aws: i am : aws: pol i cy/ Power User Access</ Pol i cyAr n>
</ menber >
</ At t achedManagedPol i ci es>
<G oupNanme>Dev</ G oupNane>
<Pat h>/ </ Pat h>
<Arn>arn: aws:iam:123456789012: gr oup/ Dev</ Ar n>
<Cr eat eDat e>2013- 10- 14T718: 33: 55Z</ Cr eat eDat e>
<G oupPol i cyLi st/ >
</ menber >
<menber >
<G oupl d>Al DACKCEVSQBGCIOEXAMPLE</ Gr oupl d>
<At t achedManagedPol i ci es/ >
<G oupNane>Fi nance</ G oupNane>
<Pat h>/ </ Pat h>
<Arn>arn: aws:iam:123456789012: gr oup/ Fi nance</ Ar n>
<Cr eat eDat e>2013- 10- 14T18: 57: 48Z</ Cr eat eDat e>
<G oupPol i cyLi st >
<menber >
<Pol i cyNanme>pol i cygen-201310141157</ Pol i cyName>
<Pol i cyDocunent >
{"Version":"2012-10-17","Statement":[{"Action":["aws-portal : *"],

"Sid":"Stnt1381777017000", "Resource":["*"],"Effect":"Allow'}]}
</ Pol i cyDocunent >
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</ menber >
</ GroupPol i cyLi st >
</ menber >
</ GroupDet ai | Li st >
<Rol eDet ai | Li st >
<menber >
<Rol ePol i cyLi st/ >
<At t achedManagedPol i ci es>
<menber >
<Pol i cyNane>AnazonS3Ful | Access</ Pol i cyNane>
<Pol i cyArn>arn: aws: i am : aws: pol i cy/ AmazonS3Ful | Access</ Pol i cyAr n>
</ menber >
<menber >
<Pol i cyNanme>AnazonDynanoDBFul | Access</ Pol i cyName>
<Pol i cyArn>arn: aws: i am : aws: pol i cy/ AmazonDynanmoDBFul | Access</ Pol i c
yAr n>
</ menber >
</ At t achedManagedPol i ci es>
<l nstanceProfil eLi st>
<menber >
<l nst ancePr of i | eName>EC2r ol e</ | nst ancePr of i | eNanme>
<Rol es>
<menber >
<Pat h>/ </ Pat h>
<Arn>arn: aws:iam:123456789012: r ol e/ EC2r ol e</ Ar n>
<Rol eNanme>EC2r ol e</ Rol eNanme>
<AssuneRol ePol i cyDocunent >
{"Version":"2012-10-17","Statenment": [{"Sid":"",
"Effect":"Allow',"Principal":{"Service":"ec2. amazonaws. coni'},

"Action":"sts: AssuneRol e"}]}
</ AssuneRol ePol i cyDocunent >
<Cr eat eDat €>2014- 07- 30T17: 09: 20Z</ Cr eat eDat e>
<Rol el d>ARQAFP4BKI 7Y7TEXAMPLE</ Rol el d>
</ menber >
</ Rol es>
<Pat h>/ </ Pat h>
<Arn>arn: aws:iam : 123456789012: i nst ance- profi | e/ EC2r ol e</ Arn>
<l nst ancePr of i | el d>Al PAFFYRBHWKVWEXAMPLE</ | nst ancePr ofi | el d>
<Cr eat eDat €>2014- 07-30T17: 09: 20Z</ Cr eat eDat e>
</ menber >
</ I nstanceProfil eLi st >
<Pat h>/ </ Pat h>
<Arn>arn: aws: i am : 123456789012: r ol e/ EC2r ol e</ Ar n>
<Rol eNane>EC2r ol e</ Rol eNane>
<AssuneRol ePol i cyDocunent >
{"Version":"2012-10-17","Statement":[{"Sid":"","Effect":"A | ow',
"Principal":{"Service":"ec2.amazonaws. coni'},
"Action":"sts: AssuneRol e"}]}
</ AssuneRol ePol i cyDocunent >
<Cr eat eDat €>2014- 07- 30T17: 09: 20Z</ Cr eat eDat e>
<Rol el d>ARQAFP4BKI 7Y7TEXAMPLE</ Rol el d>
</ menber >
</ Rol eDet ai | Li st >
<Pol i ci es>
<menber >
<Pol i cyNane>cr eat e- updat e- del et e- set - nanaged- pol i ci es</ Pol i cyNane>
<Def aul t Ver si onl d>v1</ Def aul t Ver si onl d>
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<Pol i cyl d>ANPAJ2UCCR6 DPCEXAMPLE</ Pol i cyl d>
<Pat h>/ </ Pat h>
<Pol i cyVer si onLi st >
<menber >
<Docunent >
{"Version":"2012-10-17","Statement": {"Effect":"Al |l ow',

"Action":["iam CreatePolicy","iam CreatePol i cyVersion",

"iam Del et ePol i cy","iam Del et ePol i cyVersi on","iam Get Pol i cy",
"iam Get Pol i cyVersion","iam ListPolicies",

"iam Li stPolicyVersions","iam Set Def aul t Pol i cyVersion"],

"Resource":"*"}}
</ Docunent >
<| sDef aul t Ver si on>t rue</ | sDef aul t Ver si on>
<Ver si onl d>v1</ Ver si onl d>
<Cr eat eDat €>2015- 02- 06T19: 58: 34Z</ Cr eat eDat e>
</ menber >
</ Pol i cyVer si onLi st >
<Ar n>
arn:aws:iam:123456789012: pol i cy/ cr eat e- updat e- del et e- set - ranaged-
policies
</ Ar n>
<At t achnent Count >1</ At t achrment Count >
<Cr eat eDat €>2015- 02- 06T19: 58: 34Z</ Cr eat eDat e>
<l sAtt achabl e>true</ | sAtt achabl e>
<Updat eDat €>2015- 02- 06T19: 58: 34Z</ Updat eDat e>
</ menber >
<menber >
<Pol i cyNane>S3- r ead- onl y- speci fi c- bucket </ Pol i cyName>
<Def aul t Ver si onl d>v1</ Def aul t Ver si onl d>
<Pol i cyl d>ANPAJ4AE5446 DAEXAMPLE</ Pol i cyl d>
<Pat h>/ </ Pat h>
<Pol i cyVer si onLi st >
<menber >
<Docunent >
{"Version":"2012-10-17","Statement": [{"Effect":"Al |l ow', "Acti on":

["s3: Get*","s3: List*"], "Resource":["arn: aws: s3: :: exanpl e- bucket ",

"arn: aws: s3:::exanpl e-bucket/*"]}]}
</ Docunent >
<| sDef aul t Ver si on>t rue</ | sDef aul t Ver si on>
<Ver si onl d>v1</ Ver si onl d>
<Cr eat eDat €>2015- 01- 21T21: 39: 41Z</ Cr eat eDat e>
</ menber >
</ Pol i cyVer si onLi st >
<Arn>arn:aws:iam: 123456789012: pol i cy/ S3-r ead- onl y- speci fi c- bucket </ Arn>

<At t achnent Count >1</ At t achnment Count >
<Cr eat eDat €>2015- 01- 21T21: 39: 41Z</ Cr eat eDat e>
<l sAtt achabl e>true</ | sAtt achabl e>
<Updat eDat €>2015- 01- 21T23: 39: 41Z</ Updat eDat e>
</ menber >
<menber >
<Pol i cyName>AWsOpsWor ksRol e</ Pol i cyNanme>
<Def aul t Ver si onl d>v1</ Def aul t Ver si onl d>
<Pol i cyl d>ANPAE376NQ7 7W/6KGI EBE</ Pol i cyl d>
<Pat h>/ servi ce-rol e/ </ Pat h>
<Pol i cyVer si onLi st >
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<menber >

<Docunent >
{"Version":"2012-10-17","Statement": [{"Effect":"Al |l ow', "Acti on":

["cl oudwat ch: Get MetricStatistics", "ec2: Descri beAccount Attri butes”,

"ec2: Descri beAvail abil i tyZones", "ec2: Descri bel nst ances",
"ec2: Descri beKeyPairs", "ec2: Descri beSecurityGoups", "ec2: Descri be

Subnet s",
"ec2: Descri beVpcs", "el asti cl oadbal anci ng: Descri bel nst anceHeal t h",
"el asti cl oadbal anci ng: Descri beLoadBal ancers", "i am Get Rol ePol i cy",
"iam ListlnstanceProfiles","iamListRol es","iam Li st Users",
"iam PassRol e", "opsworks: *","rds: *"], "Resource":["*"]}]}
</ Docunent >
<| sDef aul t Ver si on>t rue</ | sDef aul t Ver si on>
<Ver si onl d>v1</ Ver si onl d>
<Cr eat eDat e>2014- 12- 10T22: 57: 47Z</ Cr eat eDat e>
</ menber >
</ Pol i cyVer si onLi st >
<Arn>arn:aws:iam :aws: policy/service-rol e/ AWBOpsWr ksRol e</ Ar n>
<At t achment Count >1</ At t achnent Count >
<Cr eat eDat e>2015- 02- 06T18: 41: 27Z</ Cr eat eDat e>
<l sAtt achabl e>true</1sAttachabl e>
<Updat eDat €>2015- 02- 06T18: 41: 27Z</ Updat eDat e>
</ menber >
<menber >
<Pol i cyNanme>AnmazonEC2Ful | Access</ Pol i cyNane>
<Def aul t Ver si onl d>v1</ Def aul t Ver si onl d>
<Pol i cyl d>ANPAE3QNESYT46 TQBAW.G</ Pol i cyl d>
<Pat h>/ </ Pat h>
<Pol i cyVer si onLi st >
<menber >
<Docunent >
{"Version":"2012-10-17","Statenent":[{"Action":"ec2:*",
"Effect":"All ow', "Resource":"*"},{"Effect":"Al |l ow',
"Action":"el asticl oadbal ancing: *", "Resource":"*"}, {"Effect":"Al
| ow',

"Action":"cl oudwat ch: *", "Resource":"*"},{"Effect":"A | ow',
"Action":"autoscaling:*","Resource":"*"}]}

</ Docunent >

<| sDef aul t Ver si on>t rue</ | sDef aul t Ver si on>

<Ver si onl d>v1</ Ver si onl d>

<Cr eat eDat €>2014- 10- 30T20: 59: 46Z</ Cr eat eDat e>

</ menber >

</ Pol i cyVer si onLi st >
<Arn>arn: aws: i am: aws: pol i cy/ AmazonEC2Ful | Access</ Arn>
<At t achment Count >1</ At t achnent Count >
<Cr eat eDat e>2015- 02- 06T18: 40: 15Z</ Cr eat eDat e>
<l sAtt achabl e>true</1sAttachabl e>
<Updat eDat €>2015- 02- 06T18: 40: 15Z</ Updat eDat e>
</ menber >
</ Policies>
</ Get Account Aut hori zati onDet ai | sResul t >
<ResponseMet adat a>
<Request | d>92e79ae7- 7399- 11e4- 8c85- 4b53eEXAMPLE</ Request | d>
</ ResponseMet adat a>
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</ Get Account Aut hori zat i onDet ai | sResponse>
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GetAccountPasswordPolicy

Retrieves the password policy for the AWS account. For more information about using a password policy,
go to Managing an IAM Password Policy.

Response Elements

The following element is returned.

PasswordPolicy
Contains information about the account password policy.

This data type is used as a response element in the GetAccountPasswordPolicy (p. 109) action.

Type: PasswordPolicy (p. 282)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam anmazonaws. conl ?Act i on=Cet Account Passwor dPol i cy
&Ver si on=2010- 05- 08
&AUTHPARANS

Sample Response

<CGet Account Passwor dPol i cyResponse xm ns="https://iam anazonaws. coni doc/ 2010- 05-
08/ ">
<Get Account Passwor dPol i cyResul t >
<Passwor dPol i cy>
<Al | owlser sToChangePasswor d>t r ue</ Al | omser sToChangePasswor d>
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<Requi r eUpper caseChar act er s>t r ue</ Requi r eUpper caseChar act er s>
<Requi r eSynbol s>t r ue</ Requi r eSynbol s>
<Expi r ePasswor ds>f al se</ Expi r ePasswor ds>
<Passwor dReusePr event i on>12</ Passwor dReusePr event i on>
<Requi r eLower caseChar act er s>t r ue</ Requi r eLower caseChar act er s>
<MaxPasswor dAge>90</ MaxPasswor dAge>
<Har dExpi r y>f al se</ Har dExpi ry>
<Requi r eNurber s>t r ue</ Requi r eNunber s>
<M ni nunPasswor dLengt h>12</ M ni nunPasswor dLengt h>
</ Passwor dPol i cy>
</ Get Account Passwor dPol i cyResul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Get Account Passwor dPol i cyResponse>
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GetAccountSummary

Retrieves information about IAM entity usage and IAM quotas in the AWS account.

For information about limitations on IAM entities, see Limitations on IAM Entities in the Using IAM guide.

Response Elements

The following element is returned.

SummaryMap
A set of key value pairs containing information about IAM entity usage and IAM quotas.

Sunmmar yMap contains the following keys:

AccessKeysPerUserQuota

The maximum number of active access keys allowed for each IAM user.
AccountAccessKeysPresent

This value is 1 if the AWS account (root) has an access key, otherwise it is 0.
AccountMFAEnabled

This value is 1 if the AWS account (root) has an MFA device assigned, otherwise it is 0.
AccountSigningCertificatesPresent

This value is 1 if the AWS account (root) has a signing certificate, otherwise it is 0.
AssumeRolePolicySizeQuota

The maximum allowed size for assume role policy documents (trust policies), in non-whitespace
characters.

AttachedPoliciesPerGroupQuota

The maximum number of managed policies that can be attached to an IAM group.
AttachedPoliciesPerRoleQuota

The maximum number of managed policies that can be attached to an IAM role.
AttachedPoliciesPerUserQuota

The maximum number of managed policies that can be attached to an IAM user.
GroupPolicySizeQuota

The maximum allowed size for the aggregate of all inline policies embedded in an 1AM group, in
non-whitespace characters.

Groups

The number of IAM groups in the AWS account.
GroupsPerUserQuota

The maximum number of IAM groups each IAM user can belong to.
GroupsQuota

The maximum number of IAM groups allowed in the AWS account.
InstanceProfiles

The number of instance profiles in the AWS account.
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InstanceProfilesQuota

The maximum number of instance profiles allowed in the AWS account.
MFADevices

The number of MFA devices in the AWS account, including those assigned and unassigned.
MFADevicesInUse

The number of MFA devices that have been assigned to an IAM user or to the AWS account (root).
Policies

The number of customer managed policies in the AWS account.
PoliciesQuota

The maximum number of customer managed policies allowed in the AWS account.
PolicySizeQuota

The maximum allowed size of a customer managed policy, in non-whitespace characters.
PolicyVersionsinUse

The number of managed policies that are attached to IAM users, groups, or roles in the AWS
account.

PolicyVersionsinUseQuota

The maximum number of managed policies that can be attached to IAM users, groups, or roles in
the AWS account.

Providers

The number of identity providers in the AWS account.
RolePolicySizeQuota

The maximum allowed size for the aggregate of all inline policies (access policies, not the trust
policy) embedded in an IAM role, in hon-whitespace characters.

Roles

The number of IAM roles in the AWS account.
RolesQuota

The maximum number of IAM roles allowed in the AWS account.
ServerCertificates

The number of server certificates in the AWS account.
ServerCertificatesQuota

The maximum number of server certificates allowed in the AWS account.
SigningCertificatesPerUserQuota

The maximum number of X.509 signing certificates allowed for each IAM user.
UserPolicySizeQuota

The maximum allowed size for the aggregate of all inline policies embedded in an IAM user, in
non-whitespace characters.

Users

The number of IAM users in the AWS account.
UsersQuota
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The maximum number of IAM users allowed in the AWS account.
¢ VersionsPerPolicyQuota

The maximum number of policy versions allowed for each managed policy.

Type: String to Integer map

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=CGet Account Sunmary
&Ver si on=2010- 05- 08
&AUTHPARANS

Sample Response

<Cet Account Summar yResponse xm ns="https://iam amazonaws. con doc/ 2010- 05- 08/ " >
<Get Account Sunmar yResul t >
<Sunmar y Map>

<entry>
<key>User s</ key>
<val ue>32</val ue>

</entry>

<entry>
<key>G oupPol i cySi zeQuot a</ key>
<val ue>10240</ val ue>

</entry>

<entry>
<key>Pol i cyVer si onsl nUseQuot a</ key>
<val ue>10000</ val ue>

</entry>

<entry>
<key>ServerCertificat esQuot a</ key>
<val ue>20</ val ue>

</entry>

<entry>
<key>Account Si gni ngCerti fi cat esPresent </ key>
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<val ue>0</ val ue>

</entry>

<entry>
<key>Account AccessKeysPr esent </ key>
<val ue>0</ val ue>

</entry>

<entry>
<key>G oups</ key>
<val ue>7</ val ue>

</entry>

<entry>
<key>User sQuot a</ key>
<val ue>150</ val ue>

</entry>

<entry>
<key>Rol ePol i cySi zeQuot a</ key>
<val ue>2048</ val ue>

</entry>

<entry>
<key>User Pol i cySi zeQuot a</ key>
<val ue>10240</ val ue>

</entry>

<entry>
<key>G oupsPer User Quot a</ key>
<val ue>10</ val ue>

</entry>

<entry>
<key>AssuneRol ePol i cySi zeQuot a</ key>
<val ue>2048</ val ue>

</entry>

<entry>
<key>Att achedPol i ci esPer G oupQuot a</ key>
<val ue>2</val ue>

</entry>

<entry>
<key>Rol es</ key>
<val ue>18</ val ue>

</entry>

<entry>
<key>Ver si onsPer Pol i cyQuot a</ key>
<val ue>5</val ue>

</entry>

<entry>
<key>G oupsQuot a</ key>
<val ue>50</ val ue>

</entry>

<entry>
<key>Pol i cySi zeQuot a</ key>
<val ue>5120</ val ue>

</entry>

<entry>
<key>Pol i ci es</ key>
<val ue>22</ val ue>

</entry>

<entry>
<key>Rol esQuot a</ key>
<val ue>250</ val ue>

</entry>
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<entry>
<key>ServerCertificates</key>
<val ue>1</val ue>
</entry>
<entry>
<key>At t achedPol i ci esPer Rol eQuot a</ key>
<val ue>2</val ue>
</entry>
<entry>
<key>MrFADevi cesl nUse</ key>
<val ue>4</val ue>
</entry>
<entry>
<key>Pol i ci esQuot a</ key>
<val ue>1000</ val ue>
</entry>
<entry>
<key>Account MFAEnabl ed</ key>
<val ue>1</val ue>
</entry>
<entry>
<key>Provi der s</ key>
<val ue>3</ val ue>
</entry>
<entry>
<key>I nst anceProf i | esQuot a</ key>
<val ue>100</ val ue>
</entry>
<entry>
<key>MrADevi ces</ key>
<val ue>4</val ue>
</entry>
<entry>
<key>AccessKeysPer User Quot a</ key>
<val ue>2</val ue>
</entry>
<entry>
<key>At t achedPol i ci esPer User Quot a</ key>
<val ue>2</val ue>
</entry>
<entry>
<key>Si gni ngCertifi cat esPer User Quot a</ key>
<val ue>2</val ue>
</entry>
<entry>
<key>Pol i cyVer si onsl nUse</ key>
<val ue>27</ val ue>
</entry>
<entry>
<key>| nst anceProfi | es</ key>
<val ue>12</ val ue>
</entry>
</ Sunmmar yMap>
</ Get Account Sunmmar yResul t >
<ResponseMet adat a>
<Request | d>85ch9b90- ac28- 11e4- a88d- 97964EXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Get Account Sumrar yResponse>
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GetCredentialReport

Retrieves a credential report for the AWS account. For more information about the credential report, see
Getting Credential Reports in the Using IAM guide.

Response Elements

The following elements are returned.

Content
Contains the credential report. The report is Base64-encoded.

Type: Blob
GeneratedTime
The date and time when the credential report was created, in ISO 8601 date-time format.
Type: DateTime
ReportFormat
The format (MIME type) of the credential report.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

CredentialReportExpired
The request was rejected because the most recent credential report has expired. To generate a new
credential report, use GenerateCredentialReport (p. 97). For more information about credential report
expiration, see Getting Credential Reports in the Using IAM guide.

HTTP Status Code: 410

CredentialReportNotPresent
The request was rejected because the credential report does not exist. To generate a credential
report, use GenerateCredentialReport (p. 97).

HTTP Status Code: 410

CredentialReportNotReady
The request was rejected because the credential report is still being generated.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

API Version 2010-05-08
117


http://docs.aws.amazon.com/IAM/latest/UserGuide/credential-reports.html
http://www.iso.org/iso/iso8601
http://docs.aws.amazon.com/IAM/latest/UserGuide/credential-reports.html

AWS ldentity and Access Management API Reference
Examples

https://iam anazonaws. conl ?Act i on=Cet Cr edent i al Report
&Ver si on=2010- 05- 08
&AUTHPARANS

Sample Response

<CGet Credenti al Report Response xm ns="https://iam anmazonaws. coni doc/ 2010- 05- 08/ " >
<Cet Credenti al Report Resul t >
<Cont ent >BASE- 64 ENCODED FI LE CONTENTS</ Cont ent >
<Report For mat >t ext / csv</ Report For mat >
<Cener at edTi mne>2014- 08- 28T21: 42: 50Z</ Gener at edTi ne>
</ Get Credenti al Report Resul t >
<ResponseMet adat a>
<Request | d>29f 47818- 99f 5- 11el- a4c3- 27EXAMPLE804</ Request | d>
</ ResponseMet adat a>
</ Get Cr edent i al Report Response>
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GetGroup

Returns a list of users that are in the specified group. You can paginate the results using the MaxI t ens
and Mar ker parameters.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

GroupName
The name of the group.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes
Marker

Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.
Type: String

Length constraints: Minimum length of 1. Maximum length of 320.

Pattern: [ \ u0020-\ uOOFF] +

Required: No

Maxltems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

Response Elements

The following elements are returned.

Group
Information about the group.

Type: Group (p. 274)

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean
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Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String
Users
A list of users in the group.

Type: User (p. 296) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=CGet G oup
&G oupNane=Adni ns

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Cet G oupResponse xm ns="https://iam anmazonaws. coni doc/ 2010- 05- 08/ " >
<Cet G oupResul t >
<G oup>
<Pat h>/ </ Pat h>
<G oupNanme>Adni ns</ G- oupNane>
<G oupl d>AGPACKCEVSQ C2EXAVPLE</ G oupl d>
<Arn>arn:aws:iam :123456789012: gr oup/ Admi ns</ Ar n>
</ G oup>
<User s>
<menber >
<Pat h>/ di vi si on_abc/ subdi vi si on_xyz/ </ Pat h>
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<User Nane>Bob</ User Nane>
<User | d>Al DACKCEVSQ6C2EXANMPLE</ User | d>
<Ar n>

arn:aws:iam: 123456789012: user/ di vi si on_abc/ subdi vi si on_xyz/ Bob

</ Ar n>
</ menber >
<nenber >
<Pat h>/ di vi si on_abc/ subdi vi si on_xyz/ </ Pat h>
<User Nane>Susan</ User Nane>
<User | d>Al DACKCEVSQC2EXAMPLE</ User | d>
<Ar n>

arn:aws:iam: 123456789012: user/ di vi si on_abc/ subdi vi si on_xyz/ Susan

</ Ar n>
</ menber >
</ User s>
<l sTruncat ed>f al se</| sTruncat ed>
</ Get G- oupResul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Get G oupResponse>
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GetGroupPolicy

Retrieves the specified inline policy document that is embedded in the specified group.

A group can also have managed policies attached to it. To retrieve a managed policy document that is
attached to a group, use GetPolicy (p. 130) to determine the policy's default version, then use
GetPolicyVersion (p. 132) to retrieve the policy document.

For more information about policies, refer to Managed Policies and Inline Policies in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

GroupName
The name of the group the policy is associated with.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

PolicyName
The name of the policy document to get.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Response Elements

The following elements are returned.

GroupName
The group the policy is associated with.

Type: String
PolicyDocument
The policy document.

Type: String
PolicyName
The name of the policy.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).
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NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=CGet Gr oupPol i cy
&G oupNane=Adni ns

&Pol i cyNanme=Adni nRoot

&AUTHPARANMS

Sample Response

<Cet GroupPol i cyResponse xm ns="https://iam amazonaws. com doc/ 2010- 05- 08/ " >
<Cet G oupPol i cyResul t >
<G oupNanme>Adm ns</ G oupNane>
<Pol i cyNanme>Adni nRoot </ Pol i cyName>
<Pol i cyDocunent >
{"Version":"2012-10-17","Statenent": {"Effect":"All ow', "Action":"*" "Re
source":"*"}}
</ Pol i cyDocunent >
</ Get G- oupPol i cyResul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Get G oupPol i cyResponse>
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GetlnstanceProfile

Retrieves information about the specified instance profile, including the instance profile's path, GUID,
ARN, and role. For more information about instance profiles, go to About Instance Profiles. For more
information about ARNSs, go to ARNSs.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

InstanceProfileName
The name of the instance profile to get information about.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Response Elements

The following element is returned.

InstanceProfile
Information about the instance profile.

Type: InstanceProfile (p. 277)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Acti on=CGet | nst anceProfile
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&l nst ancePr of i | eNane=Webser ver
&Ver si on=2010- 05- 08
&AUTHPARANS

Sample Response

<CGet I nst anceProfil eResponse xm ns="https://iam amazonaws. coni doc/ 2010- 05- 08/ " >
<Cet | nstanceProfil eResul t >
<l nstanceProfil e>
<l nstanceProfi | el d>Al PADSARO2C5EXAMPLE3G</ | nst anceProfil el d>
<Rol es>
<menber >
<Pat h>/ appl i cati on_abc/ conponent _xyz/ </ Pat h>
<Arn>arn:aws:iam:123456789012: rol e/ appl i cati on_abc/ conponent _xyz/ S3Ac
cess</ Arn>
<Rol eName>S3Access</ Rol eNane>
<AssuneRol ePol i cyDocunent >
{"Version":"2012-10-17","Statenent":[{"Effect":"Al |l ow',
"Principal":{"Service":["ec2.amazonaws. conf']}, "Action":["sts: AssuneR
ole"]}1}
</ AssuneRol ePol i cyDocunent >
<Cr eat eDat €>2012- 05- 09T15: 45: 35Z</ Cr eat eDat e>
<Rol el d>AROACVYKSVTSZFEXAMPLE</ Rol el d>
</ menber >
</ Rol es>
<l nst anceProf i | eNanme>Webser ver </ | nst ancePr of i | eNane>
<Pat h>/ appl i cati on_abc/ conponent _xyz/ </ Pat h>
<Arn>arn: aws:iam:123456789012: i nstance-profil e/ applicati on_abc/conmpon
ent _xyz/ Webserver </ Arn>
<Cr eat eDat €>2012- 05- 09T16: 11: 10Z</ Cr eat eDat e>
</ I nstanceProfil e>
</ Get I nst anceProfil eResul t >
<ResponseMet adat a>
<Request | d>37289f da- 99f 2- 11el- a4c3- 27EXAMPLE804</ Request | d>
</ ResponseMet adat a>
</ Get I nst anceProf i | eResponse>
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GetLoginProfile

Retrieves the user name and password-creation date for the specified user. If the user has not been
assigned a password, the action returns a 404 (NoSuchEnt i ty) error.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

UserName
The name of the user whose login profile you want to retrieve.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\ w+=, . @] +

Required: Yes

Response Elements

The following element is returned.

LoginProfile
The user name and password create date for the user.

Type: LoginProfile (p. 278)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://i am amazonaws. com ?Acti on=CGet Logi nProfil e
&User Name=Bob
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Sample Response

<Cet Logi nProfi | eResponse>
<Cet Logi nProfil eResul t >
<Logi nProfil e>
<User Nanme>Bob</ User Name>
<Cr eat eDat €>2011- 09- 19T23: 00: 56Z</ Cr eat eDat e>
</ Logi nProfil e>
</ Get Logi nProfil eResul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ Get Logi nPr of i | eResponse>
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GetOpenlIDConnectProvider

Returns information about the specified OpenID Connect provider.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

OpenIDConnectProviderArn
The Amazon Resource Name (ARN) of the IAM OpenlID Connect (OIDC) provider to get information
for. You can get a list of OIDC provider ARNs by using the ListOpenIDConnectProviders (p. 184)
action.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

Response Elements

The following elements are returned.

ClientIDList
A list of client IDs (also known as audiences) that are associated with the specified IAM OpenID
Connect provider. For more information, see CreateOpenlDConnectProvider (p. 30).

Type: String list

Length constraints: Minimum length of 1. Maximum length of 255.

CreateDate
The date and time when the IAM OpenID Connect provider entity was created in the AWS account.

Type: DateTime

ThumbprintList
A list of certificate thumbprints that are associated with the specified IAM OpenlID Connect provider.
For more information, see CreateOpenlDConnectProvider (p. 30).

Type: String list

Length constraints: Minimum length of 40. Maximum length of 40.

Url
The URL that the IAM OpenID Connect provider is associated with. For more information, see
CreateOpenIDConnectProvider (p. 30).

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.
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HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://i am amazonaws. com ?Act i on=CGet Openl DConnect Pr ovi der

&Openl DConnect Provi der Arn=ar n: aws: i am : 123456789012: oi dc- provi der/ exanpl e. com
&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<CGet Openl DConnect Provi der Response xm ns="https://i am amazonaws. coni doc/ 2010- 05-
08/ ">
<CGet Openl DConnect Pr ovi der Resul t >
<Thunbpri nt Li st >
<menber >c3768084df b3d2b68b7897bf 5f 565da8e EXAMPLE</ nenber >
</ Thunbpri nt Li st >
<Cr eat eDat e>2014- 10- 09T03: 32: 51. 398Z</ Cr eat eDat e>
<Client!DList>
<menber >ny- appl i cati on- | D</ nenber >
</dientlDList>
<Url >server. exanpl e. conx/ Ur | >
</ Get Openl DConnect Provi der Resul t >
<ResponseMet adat a>
<Request | d>2c91531b- 4f 65- 11e4- aef a- bf d6aEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Get Openl DConnect Provi der Response>
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GetPolicy

Retrieves information about the specified managed policy, including the policy's default version and the
total number of users, groups, and roles that the policy is attached to. For a list of the specific users,
groups, and roles that the policy is attached to, use the ListEntitiesForPolicy (p. 163) API. This API returns
metadata about the policy. To retrieve the policy document for a specific version of the policy, use
GetPolicyVersion (p. 132).

This API retrieves information about managed policies. To retrieve information about an inline policy that
is embedded with a user, group, or role, use the GetUserPolicy (p. 147), GetGroupPolicy (p. 122), or
GetRolePolicy (p. 136) API.

For more information about policies, refer to Managed Policies and Inline Policies in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

PolicyArn
The Amazon Resource Name (ARN). ARNs are unique identifiers for AWS resources.

For more information about ARNS, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

Response Elements

The following element is returned.

Policy
Information about the policy.

Type: Policy (p. 283)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.
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HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=CGet Pol i cy

&Pol i cyArn=arn: aws: i am : 123456789012: pol i cy/ S3-r ead- onl y- exanpl e- bucket
&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Cet Pol i cyResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05- 08/ " >
<Cet Pol i cyResul t >
<Pol i cy>
<Pol i cyNanme>S3- r ead- onl y- exanpl e- bucket </ Pol i cyNane>
<Def aul t Ver si onl d>v1</ Def aul t Ver si onl d>
<Pol i cyl d>ACGPACKCEVSQ6C2EXAMPLE</ Pol i cyl d>
<Pat h>/ </ Pat h>
<Arn>arn: aws:iam :123456789012: pol i cy/ S3-r ead- onl y- exanpl e- bucket </ Ar n>
<At t achnment Count >9</ At t achnent Count >
<Cr eat eDat e>2014- 09- 15T17: 36: 14Z</ Cr eat eDat e>
<Updat eDat e>2014- 09- 15T20: 31: 47Z</ Updat eDat e>
</ Poli cy>
</ Get Pol i cyResul t >
<ResponseMet adat a>
<Request | d>684f 0917- 3d22- 11e4- a4a0- cf f bOEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Get Pol i cyResponse>
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GetPolicyVersion

Retrieves information about the specified version of the specified managed policy, including the policy
document.

To list the available versions for a policy, use ListPolicyVersions (p. 190).

This API retrieves information about managed policies. To retrieve information about an inline policy that
is embedded in a user, group, or role, use the GetUserPolicy (p. 147), GetGroupPolicy (p. 122), or
GetRolePolicy (p. 136) API.

For more information about the types of policies, refer to Managed Policies and Inline Policies in the Using
IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

PolicyArn
The Amazon Resource Name (ARN). ARNs are unique identifiers for AWS resources.

For more information about ARNs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

Versionld
Identifies the policy version to retrieve.

Type: String
Pattern: v[ 1-9]1[0-9] *(\. [ A-Za- z0-9-]1*) ?

Required: Yes

Response Elements

The following element is returned.

PolicyVersion
Information about the policy version.

For more information about managed policy versions, see Versioning for Managed Policies in the
Using IAM guide.

Type: PolicyVersion (p. 287)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).
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InvalidInput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Cet Pol i cyVer si on

&Pol i cyArn=arn: aws: i am : 123456789012: pol i cy/ S3-r ead- onl y- exanpl e- bucket
&Ver sionl d=vl

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Cet Pol i cyVer si onResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05- 08/ " >
<Cet Pol i cyVer si onResul t >
<Pol i cyVer si on>
<Docunent >
{"Version":"2012-10-17","Statenent":[{"Effect":"A |l ow', "Ac
tion":["s3:CGet*","s3: List*"],
"Resource":["arn:aws: s3::: EXAMPLE- BUCKET", "ar n: aws: s3: : : EXAMPLE- BUCK
ET/*"1}1}
</ Docunent >
<| sDef aul t Ver si on>t rue</ | sDef aul t Ver si on>
<Ver si onl d>v1</ Ver si onl d>
<Cr eat eDat €>2014- 09- 15T20: 31: 47Z</ Cr eat eDat e>
</ Pol i cyVer si on>
</ Get Pol i cyVer si onResul t >
<ResponseMet adat a>
<Request | d>d472f 28e- 3d23- 11e4- a4a0- cf f bOEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Get Pol i cyVer si onResponse>
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GetRole

Retrieves information about the specified role, including the role's path, GUID, ARN, and the policy granting
permission to assume the role. For more information about ARNSs, go to ARNs. For more information
about roles, go to Working with Roles.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

RoleName
The name of the role to get information about.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

Response Elements

The following element is returned.

Role
Information about the role.

Type: Role (p. 288)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amzonaws. com ?Acti on=Cet Rol e
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&Rol eNane=S3Access
&Ver si on=2010- 05- 08
&AUTHPARANS

Sample Response

<Cet Rol eResponse xm ns="https://iam amazonaws. com doc/ 2010- 05- 08/ " >
<Cet Rol eResul t >
<Rol e>
<Pat h>/ appl i cati on_abc/ conponent _xyz/ </ Pat h>
<Arn>arn: aws:iam :123456789012: rol e/ appl i cati on_abc/ conponent _xyz/ S3Ac
cess</ Arn>
<Rol eName>S3Access</ Rol eNane>
<AssuneRol ePol i cyDocunent >
{"Version":"2012-10-17","Statenent":[{"Effect":"Al |l ow',
"Principal":{"Service":["ec2.amazonaws. coni']}, "Action":["sts: AssuneR
ole"]}]}
</ AssuneRol ePol i cyDocunent >
<Cr eat eDat €>2012- 05- 08T23: 34: 01Z</ Cr eat eDat e>
<Rol el d>AROADBQP57FF2AEXAMPLE</ Rol el d>
</ Rol e>
</ Get Rol eResul t >
<ResponseMet adat a>
<Request | d>df 37e965- 9967- 11el- a4c3- 270EXAMPLEO4</ Request | d>
</ ResponseMet adat a>
</ Get Rol eResponse>
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GetRolePolicy

Retrieves the specified inline policy document that is embedded with the specified role.

A role can also have managed policies attached to it. To retrieve a managed policy document that is
attached to a role, use GetPolicy (p. 130) to determine the policy's default version, then use
GetPolicyVersion (p. 132) to retrieve the policy document.

For more information about policies, refer to Managed Policies and Inline Policies in the Using IAM guide.

For more information about roles, go to Using Roles to Delegate Permissions and Federate Identities.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

PolicyName
The name of the policy document to get.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

RoleName
The name of the role associated with the policy.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

Response Elements

The following elements are returned.

PolicyDocument
The policy document.

Type: String
PolicyName
The name of the policy.

Type: String
RoleName
The role the policy is associated with.

Type: String
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amzonaws. com ?Act i on=Cet Rol ePol i cy
&Pol i cyNanme=S3AccessPol i cy

&Rol eName=S3Access

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Cet Rol ePol i cyResponse xm ns="https://iam amzonaws. con doc/ 2010- 05- 08/ " >
<Cet Rol ePol i cyResul t >
<Pol i cyName>S3AccessPol i cy</ Pol i cyName>
<Rol eNanme>S3Access</ Rol eNane>
<Pol i cyDocunent >
{"Version":"2012-10-17","Statement": [{"Effect":"Al low', "Action":["s3:*"],"Re
source":["*"]1}]}
</ Pol i cyDocunent >
</ Get Rol ePol i cyResul t >
<ResponseMet adat a>
<Request | d>7e7cd8bc- 99ef - 11el- a4c3- 27EXAMPLE804</ Request | d>
</ ResponseMet adat a>
</ Get Rol ePol i cyResponse>

API Version 2010-05-08
137




AWS ldentity and Access Management API Reference
GetSAMLProvider

GetSAMLProvider

Returns the SAML provider metadocument that was uploaded when the provider was created or updated.

Note
This operation requires Signature Version 4.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

SAMLProviderArn
The Amazon Resource Name (ARN) of the SAML provider to get information about.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

Response Elements

The following elements are returned.

CreateDate
The date and time when the SAML provider was created.

Type: DateTime

SAMLMetadataDocument
The XML metadata document that includes information about an identity provider.

Type: String
ValidUntil
The expiration date and time for the SAML provider.

Type: DateTime

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

InvalidInput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Examples

Sample Request

https://iam anazonaws. conl ?Act i on=Cet SAM_Pr ovi der
&Nane=arn: aws: i am : 123456789012: sanl - net adat a/ MyUni versity
&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Get SAMLPr ovi der Response xml ns="https://iam amazonaws. com doc/ 2010- 05- 08/ " >
<Get SAMLPr ovi der Resul t >

<Cr eat eDat e>2012- 05- 09T16: 27: 11Z</ Cr eat eDat e>

<Val i dUntil >2015-12-31T211: 59: 59Z</ Val i dUnt i | >

<SAM_Met adat aDocunent >Pd9f exDssTkRgGN\gs. . . Dxpt f Es==</ SAM_LMet adat aDocunent >
</ Get SAMLPr ovi der Resul t >
<ResponseMet adat a>

<Request | d>29f 47818- 99f 5- 11el- a4c3- 27EXAMPLE804</ Request | d>
</ ResponseMet adat a>
</ Get SAMLPr ovi der Response>
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GetServerCertificate

Retrieves information about the specified server certificate.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

ServerCertificateName
The name of the server certificate you want to retrieve information about.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Response Elements

The following element is returned.

ServerCertificate
Information about the server certificate.

Type: ServerCertificate (p. 291)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Acti on=Cet ServerCertificate
&Server Certifi cat eName=Pr odSer ver Cert
&Ver si on=2010- 05- 08
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&AUTHPARANS

Sample Response

<Get ServerCertificateResponse xm ns="https://iam amazonaws. coni doc/ 2010- 05- 08/ " >
<Cet ServerCertificateResult>
<ServerCertificate>
<ServerCertificat eMet adat a>
<ServerCertificateNane>ProdServer Cert </ ServerCertificateNane>
<Pat h>/ conpany/ servercert s/ </ Pat h>
<Arn>arn: aws:iam :123456789012: server-certifi cate/ conpany/servercerts/Prod
Server Cert </ Arn>
<Upl oadDat e>2010- 05- 08T01: 02: 03. 004Z</ Upl oadDat e>
<ServerCertificatel d>ASCACKCEVSQC2EXAMPLE</ Server Certificatel d>
<Expi rati on>2012- 05- 08T01: 02: 03. 004Z</ Expi rati on>
</ Server Certificat eMet adat a>
<Certifi cat eBody>
----- BEG N CERTI FI CATE- - - - -
M | Cdz CCAeCgAW BAgl GANC +Ha2wVAOGCSqGSI b3 DQEBBQUANMFIMK Cz AJBgNVBAYT
Al VTVRMAEQYDVQRKEWp BbWE6h24uY29t MOMvCg YDVQQL EWNBVL M| TAf BgNVBAMT
GEFXUy BMaWLpd GVK LUFz ¢ 3Vy YWBj ZSBDQT Ae FWOWOT Ay MDQk Nz E5M daFwOx VDAY
MDQxNz E5M daMFI x Cz AJBgNVBAYTAl VTVRMAVEQYDVQQKEWP BbWFEb24uY29t MRew
FQYDVQQLEWSBVIM RGV2ZWv c GVy ¢ z EVVBMGAL UEAX MVWNTAXNDI 0c3ZwYj Rt M GF
MAOGCSqGSI bh3DQEBAQUAAAGNADCBI QKBgQCpB/ vs O/ Q0t d1RqzKj t t SBaPj br
dgwNe9Br OyB08f w2+Ch500nZYXf GUr T6nk YXH5f Qot 9Hv ASr z AKHO696FdJ A6 Dl
ywdWe1QOggk 7z FSXOLXv+3vPr Jt aYxYo3eRl p7w80PMi Ov6MIXK8ubcTouODeJ bf
subDgcLnLDxwsvw DAQABo1cwW/TAOBgNVH@BBAf 8EBAMCBaAWFg YDVROI AQH BAwWw
CgY!l KwYBBQUHAW WDAYDVROTAQH BAI wADAd BgNVHQA EFg QUL GNaBph Burma Kb DRK
CAi OnH8B3nowDQYJKoZI hve NAQEFBQADY YEAUKx hk XaCL Ge qDuweKt OF AEwdZePH
wr 0Xgsal K2HZboqgr uebXEGsoj K4KsOWwgr EynuHIWTn760xe39r SgXW OG- OBaX
WEpWHV] TEMKk +t SDGLI ssLHy YWNdFFU4Anej RGORI YNaRHgVTK] Hphc5j ERHTOBX
AEaHz TpnEXAMPLE=
----- END CERTI FI CATE- - - - -
</ Certificat eBody>
</ Server Certificate>
</ Get ServerCertificateResult>
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ Get ServerCertificat eResponse>
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GetSSHPublicKey

Retrieves the specified SSH public key, including metadata about the key.

The SSH public key retrieved by this action is used only for authenticating the associated IAM user to an
AWS CodeCommit repository. For more information about using SSH keys to authenticate to an AWS
CodeCommit repository, see Set up AWS CodeCommit for SSH Connections in the AWS CodeCommit
User Guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Encoding
Specifies the public key encoding format to use in the response. To retrieve the public key in ssh-rsa
format, use SSH. To retrieve the public key in PEM format, use PEM

Type: String
Valid Values: SSH | PEM

Required: Yes

SSHPublicKeyld
The unique identifier for the SSH public key.

Type: String
Length constraints: Minimum length of 20. Maximum length of 128.
Pattern: [\ w] +

Required: Yes

UserName
The name of the IAM user associated with the SSH public key.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

Response Elements

The following element is returned.

SSHPublicKey
Information about the SSH public key.

Type: SSHPublicKey (p. 294)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).
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NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

UnrecognizedPublicKeyEncoding
The request was rejected because the public key encoding format is unsupported or unrecognized.

HTTP Status Code: 400

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Get SSHPubl i cKey
&Encodi ng=PEM

&SSHPubl i cKeyl d=APKAEI VFHP46 CEXAMPLE

&User Nane=Jane

&Ver si on=2010- 05- 08

&AUTHPARAMS

Sample Response

<Cet SSHPubl i cKeyResponse xm ns="https://iam anazonaws. coni doc/ 2010- 05- 08/ ">
<Get SSHPubl i cKeyResul t >
<SSHPubl i cKey>
<Upl oadDat e>2015- 06- 05T20: 56: 46Z</ Upl oadDat e>
<Fi nger pri nt >7a: 1d: ea: 9e: b0: 80: ac: f 8: ec: d8: dc: e6: a7: 2c: f c: 51</ Fi nger pri nt >

<User Nane>Jane</ User Nanme>
<SSHPubl i cKeyl d>APKAEI VFHP46 CEXAMPLE</ SSHPubl i cKeyl d>
<St at us>Acti ve</ St at us>
<SSHPubl i cKeyBody>
----- BEG N PUBLI C KEY-----
M | Bl j ANBgkghki GOWOBAQEFAACCAQBAM | BCgKCAQEAS u+WQhhngGTct HI 1BE
SJ/ pgdG At 93Jpl sDnj eB+nmLbwnVVJILFaaYzzoZuPOvhUc 7y HWY BLnf SEgJKf AH3
N8NMBRID3UFORCOr t KR2j JWAWFO3TpOwgngzvPt LMWG7uBEUD/ nHSt anr d6bbBv83
kDSy5j i uc4yEW TAEt yp8C8BXxFTXHUCQ sX41 bj t J8MLI KZ3hj cJCbu600WCxZzQ
hXXl PDni K/ RZnO+YCaJ R5unaAv 23HAB7gx5H3A6Wy Uy z Xy 0e To9e Anr ET+JDXZ
vqHuf i DzQ MOCf b+KV1QJos2AxNt Rul FALcTq7NF+upTl oV+gK1YJhCvj SuRkl J/
cwl DAQAB
----- END PUBLI C KEY-----
</ SSHPubl i cKeyBody>
</ SSHPubl i cKey>
</ Get SSHPubl i cKeyResul t >
<ResponseMet adat a>
<Request | d>4817eel3-f 36d- 11e4- 97db- 33c4eEXAMPLE</ Request | d>
</ ResponseMet adat a>
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</ Get SSHPubl i cKeyResponse>

API Version 2010-05-08
144



AWS ldentity and Access Management API Reference
GetUser

GetUser

Retrieves information about the specified user, including the user's creation date, path, unique ID, and
ARN.

If you do not specify a user name, IAM determines the user name implicitly based on the AWS access
key ID used to sign the request.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

UserName
The name of the user to get information about.

This parameter is optional. If it is not included, it defaults to the user making the request.
Type: String

Length constraints: Minimum length of 1. Maximum length of 128.

Pattern: [\w+=, . @] +

Required: No

Response Elements

The following element is returned.

User
Information about the user.

Type: User (p. 296)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Examples

Sample Request

https://iam amazonaws. conl ?Act i on=CGet User
&User Name=Bob

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Cet User Response xm ns="https://i am amazonaws. com doc/ 2010- 05- 08/ " >
<Cet User Resul t >
<User >
<User | d>Al DACKCEVSQ6C2EXAMPLE</ User | d>
<Pat h>/ di vi si on_abc/ subdi vi si on_xyz/ </ Pat h>
<User Name>Bob</ User Nane>
<Arn>arn: aws: i am : 123456789012: user/ di vi si on_abc/ subdi vi si on_xyz/ Bob</ Ar n>

<Cr eat eDat €>2013- 10- 02T17: 01: 44Z</ Cr eat eDat e>
<Passwor dLast Used>2014- 10- 10T14: 37: 51Z</ Passwor dLast Used>
</ User >
</ Get User Resul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Get User Response>
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GetUserPolicy

Retrieves the specified inline policy document that is embedded in the specified user.

A user can also have managed policies attached to it. To retrieve a managed policy document that is
attached to a user, use GetPolicy (p. 130) to determine the policy's default version, then use
GetPolicyVersion (p. 132) to retrieve the policy document.

For more information about policies, refer to Managed Policies and Inline Policies in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

PolicyName
The name of the policy document to get.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

UserName
The name of the user who the policy is associated with.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Response Elements

The following elements are returned.

PolicyDocument
The policy document.

Type: String
PolicyName
The name of the policy.

Type: String
UserName
The user the policy is associated with.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).
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NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Cet User Pol i cy
&User Nanme=Bob

&Pol i cyName=Al | AccessPol i cy

&AUTHPARANMS

Sample Response

<Cet User Pol i cyResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05- 08/ " >
<Get User Pol i cyResul t >
<User Name>Bob</ User Nane>
<Pol i cyNane>Al | AccessPol i cy</ Pol i cyNanme>
<Pol i cyDocunent >
{"Version":"2012-10-17","Statenent":[{"Effect":"Al l ow', "Action":"*" "Re
source":"*"}]}
</ Pol i cyDocunent >
</ Get User Pol i cyResul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Get User Pol i cyResponse>
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ListAccessKeys

Returns information about the access key IDs associated with the specified user. If there are none, the
action returns an empty list.

Although each user is limited to a small number of keys, you can still paginate the results using the
Max| t ens and Mar ker parameters.

If the User Nane field is not specified, the UserName is determined implicitly based on the AWS access
key ID used to sign the request. Because this action works for access keys under the AWS account, you
can use this action to manage root credentials even if the AWS account has no associated users.

Note
To ensure the security of your AWS account, the secret access key is accessible only during
key and user creation.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [ \ u0020-\ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

UserName
The name of the user.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: No

Response Elements

The following elements are returned.
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AccessKeyMetadata
A list of access key metadata.

Type: AccessKeyMetadata (p. 273) list

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Li st AccessKeys
&User Nanme=Bob

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Li st AccessKeysResponse xm ns="https://iam amazonaws. com doc/ 2010- 05- 08/ " >
<Li st AccessKeysResul t >
<User Name>Bob</ User Nane>
<AccessKeyMet adat a>
<nenber >
<User Name>Bob</ User Nane>
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<AccessKeyl d>AKI Al OSFODNN7EXAMPLE</ AccessKeyl d>
<St at us>Acti ve</ St at us>
</ menber >
<nenber >
<User Nane>Bob</ User Nane>
<AccessKeyl d>AKI Al 44QH8DHBEXAMPLE</ AccessKeyl d>
<St at us>l nacti ve</ St at us>
</ menber >
</ AccessKeyMet adat a>
<l sTruncat ed>f al se</1sTruncat ed>
</ Li st AccessKeysResul t >
<ResponseMet adat a>

<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>

</ ResponseMet adat a>
</ Li st AccessKeysResponse>
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ListAccountAliases

Lists the account aliases associated with the account. For information about using an AWS account alias,
see Using an Alias for Your AWS Account ID in the Using IAM guide.

You can paginate the results using the MaxI t ens and Mar ker parameters.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [ \ u0020-\ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

Response Elements

The following elements are returned.

AccountAliases
A list of aliases associated with the account.

Type: String list
Length constraints: Minimum length of 3. Maximum length of 63.

Pattern: *[ a- z0-9] (([a-z0-9]|-(?'-))*[a-z0-9] ) ?$

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.
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Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Acti on=Li st Account Al i ases
&Ver si on=2010- 05- 08
&AUTHPARANS

Sample Response

<Li st Account Al i asesResponse xm ns="https://i am amazonaws. conf doc/ 2010- 05- 08/ " >
<Li st Account Al i asesResul t >

<l sTruncat ed>f al se</|sTruncat ed>

<Account Al i ases>

<menber >exanpl e- cor por ati on</ menber >

</ Account Al i ases>
</ Li st Account Al i asesResul t >
<ResponseMet adat a>

<Request | d>c5a076€e9- f 1b0- 11df - 8f be- 45274EXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Li st Account Al i asesResponse>
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ListAttachedGroupPolicies

Lists all managed policies that are attached to the specified group.

A group can also have inline policies embedded with it. To list the inline policies for a group, use the
ListGroupPolicies (p. 166) API. For information about policies, refer to Managed Policies and Inline Policies
in the Using IAM guide.

You can paginate the results using the Max| t ens and Mar ker parameters.You can use the Pat hPr ef i x
parameter to limit the list of policies to only those matching the specified path prefix. If there are no policies
attached to the specified group (or none that match the specified path prefix), the action returns an empty
list.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

GroupName
The name (friendly name, not ARN) of the group to list attached policies for.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020-\ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementis true.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

PathPrefix
The path prefix for filtering the results. This parameter is optional. If it is not included, it defaults to a
slash (/), listing all policies.

Type: String

Pattern: ((/ [ A-Za-z0-9\ ., \+@ _-]1+)*)/
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Required: No

Response Elements

The following elements are returned.

AttachedPolicies
A list of the attached policies.

Type: AttachedPolicy (p. 273) list

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Acti on=Li st Att achedG oupPol i ci es
&G oupNane=ReadOnl yUser s

&Ver si on=2010- 05- 08

&AUTHPARANS
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Sample Response

<Li st Att achedG oupPol i ci esResponse xm ns="https://i am amazonaws. com doc/ 2010-
05-08/">
<Li st Att achedG oupPol i ci esResul t >
<AttachedPol i ci es>
<menber >
<Pol i cyName>ReadOnl yAccess</ Pol i cyName>
<Pol i cyArn>arn: aws: i am : aws: pol i cy/ ReadOnl yAccess</ Pol i cyAr n>
</ menber >
</ AttachedPol i ci es>
<l sTruncat ed>f al se</ | sTruncat ed>
</ Li st Att achedG oupPol i ci esResul t >
<ResponseMet adat a>
<Request | d>710f 2d3f - 3df 1- 11e4- 9d0d- 6f 96 9EXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Li st Att achedG oupPol i ci esResponse>
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ListAttachedRolePolicies

Lists all managed policies that are attached to the specified role.

A role can also have inline policies embedded with it. To list the inline policies for a role, use the
ListRolePolicies (p. 193) API. For information about policies, refer to Managed Policies and Inline Policies
in the Using IAM guide.

You can paginate the results using the Max| t ens and Mar ker parameters.You can use the Pat hPr ef i x
parameter to limit the list of policies to only those matching the specified path prefix. If there are no policies
attached to the specified role (or none that match the specified path prefix), the action returns an empty
list.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020- \ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

PathPrefix
The path prefix for filtering the results. This parameter is optional. If it is not included, it defaults to a
slash (/), listing all policies.

Type: String
Pattern: ((/ [ A-Za-z0-9\ ., \+@_-]+)*)/

Required: No

RoleName
The name (friendly name, not ARN) of the role to list attached policies for.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.

Pattern:[\w+=, . @] +
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Required: Yes

Response Elements

The following elements are returned.

AttachedPolicies
A list of the attached policies.

Type: AttachedPolicy (p. 273) list

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Acti on=Li st Att achedRol ePol i ci es
&Rol eNarme=ReadOnl yRol e

&Ver si on=2010- 05- 08

&AUTHPARANS

API Version 2010-05-08
158




AWS ldentity and Access Management API Reference
Examples

Sample Response

<Li st At t achedRol ePol i ci esResponse xm ns="https://iam anazonaws. coni doc/ 2010- 05-
08/ ">
<Li st At t achedRol ePol i ci esResul t >
<AttachedPol i ci es>
<menber >
<Pol i cyName>ReadOnl yAccess</ Pol i cyName>
<Pol i cyArn>arn: aws: i am : aws: pol i cy/ ReadOnl yAccess</ Pol i cyAr n>
</ menber >
</ AttachedPol i ci es>
<l sTruncat ed>f al se</ | sTruncat ed>
</ Li st Att achedRol ePol i ci esResul t >
<ResponseMet adat a>
<Request | d>9a3b490d- 3ea5- 11e4- 9d0d- 6f 96 9EXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Li st Att achedRol ePol i ci esResponse>

API Version 2010-05-08
159




AWS ldentity and Access Management API Reference
ListAttachedUserPolicies

ListAttachedUserPolicies

Lists all managed policies that are attached to the specified user.

A user can also have inline policies embedded with it. To list the inline policies for a user, use the
ListUserPalicies (p. 210) API. For information about policies, refer to Managed Policies and Inline Policies
in the Using IAM guide.

You can paginate the results using the Max| t ens and Mar ker parameters.You can use the Pat hPr ef i x
parameter to limit the list of policies to only those matching the specified path prefix. If there are no policies
attached to the specified group (or none that match the specified path prefix), the action returns an empty
list.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020- \ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

PathPrefix
The path prefix for filtering the results. This parameter is optional. If it is not included, it defaults to a
slash (/), listing all policies.

Type: String
Pattern: ((/ [ A-Za-z0-9\ ., \+@_-]+)*)/

Required: No

UserName
The name (friendly name, not ARN) of the user to list attached policies for.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.

Pattern:[\w+=, . @] +
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Required: Yes

Response Elements

The following elements are returned.

AttachedPolicies
A list of the attached policies.

Type: AttachedPolicy (p. 273) list

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Acti on=Li st Att achedUser Pol i ci es
&User Nanme=Al i ce

&Ver si on=2010- 05- 08

&AUTHPARANS
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Sample Response

<Li st Att achedUser Pol i ci esResponse xm ns="https://iam anazonaws. coni doc/ 2010- 05-
08/ ">
<Li st Att achedUser Pol i ci esResul t >
<AttachedPol i ci es>
<menber >
<Pol i cyNane>Admi ni strat or Access</ Pol i cyNanme>
<Pol i cyArn>arn: aws: i am : aws: pol i cy/ Admi ni st rat or Access</ Pol i cyAr n>
</ menber >
</ AttachedPol i ci es>
<l sTruncat ed>f al se</ | sTruncat ed>
</ Li st Att achedUser Pol i ci esResul t >
<ResponseMet adat a>
<Request | d>75980e78- 3eab- 11e4- 9d0d- 6f 96 9EXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Li st Att achedUser Pol i ci esResponse>
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ListEntitiesForPolicy

Lists all users, groups, and roles that the specified managed policy is attached to.

You can use the optional Ent i t yFi | t er parameter to limit the results to a particular type of entity (users,
groups, or roles). For example, to list only the roles that are attached to the specified policy, set
EntityFilter toRol e.

You can paginate the results using the MaxI t ens and Mar ker parameters.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

EntityFilter
The entity type to use for filtering the results.

For example, when Enti t yFi | t er is Rol e, only the roles that are attached to the specified policy
are returned. This parameter is optional. If it is not included, all attached entities (users, groups, and
roles) are returned.

Type: String
Valid Values: User | Role | Group | Local ManagedPol icy | AWSManagedPol i cy

Required: No

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [ \ u0020-\ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

PathPrefix
The path prefix for filtering the results. This parameter is optional. If it is not included, it defaults to a
slash (/), listing all entities.

Type: String
Length constraints: Minimum length of 1. Maximum length of 512.

Pattern: (\ u0O02F) | (\ uO02F[\ u0021-\ u007F] +\ u002F)
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Required: No

PolicyArn
The Amazon Resource Name (ARN). ARNs are unique identifiers for AWS resources.

For more information about ARNs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

Response Elements

The following elements are returned.

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String
PolicyGroups
A list of groups that the policy is attached to.

Type: PolicyGroup (p. 285) list

PolicyRoles
A list of roles that the policy is attached to.

Type: PolicyRole (p. 286) list

PolicyUsers
A list of users that the policy is attached to.

Type: PolicyUser (p. 286) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

InvalidInput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.
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HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Acti on=Li stEntiti esForPolicy
&Pol i cyArn=arn: aws: i am : 123456789012: pol i cy/ EC2- Devs
&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Li stEntitiesForPolicyResponse xm ns="https://iam amazonaws. com doc/ 2010- 05-
08/ ">
<Li stEntitiesForPolicyResult>
<Pol i cyRol es>
<menber >
<Rol eName>DevRol e</ Rol eNane>
</ menber >
</ Pol i cyRol es>
<Pol i cyG oups>
<menber >
<G oupNane>Dev</ Gr oupNane>
</ menber >
</ Pol i cyG oups>
<l sTruncat ed>f al se</| sTruncat ed>
<Pol i cyUser s>
<menber >
<User Name>Al i ce</ User Nanme>
</ menber >
<menber >
<User Name>Bob</ User Nane>
</ menber >
</ Pol i cyUser s>
</ListEntitiesForPolicyResult>
<ResponseMet adat a>
<Request | d>eb358e22- 9d1f - 11e4- 93eb- 190ecEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ListEntitiesForPolicyResponse>
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ListGroupPolicies

Lists the names of the inline policies that are embedded in the specified group.

A group can also have managed policies attached to it. To list the managed policies that are attached to
a group, use ListAttachedGroupPolicies (p. 154). For more information about policies, refer to Managed
Policies and Inline Policies in the Using IAM guide.

You can paginate the results using the MaxI t ens and Mar ker parameters. If there are no inline policies
embedded with the specified group, the action returns an empty list.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

GroupName
The name of the group to list policies for.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [ \ u0020-\ uOOFF] +

Required: No
MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementis true.
This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

Response Elements

The following elements are returned.

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.
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Type: Boolean

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String
PolicyNames
A list of policy names.

Type: String list
Length constraints: Minimum length of 1. Maximum length of 128.

Pattern:[\w+=, . @] +

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Acti on=Li st G oupPol i ci es
&G oupNane=Adni ns
&AUTHPARANS

Sample Response

<Li st G oupPol i ci esResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05- 08/ " >
<Li st GroupPol i ci esResul t >
<Pol i cyNanes>
<menber >Adni nRoot </ nenber >
<menber >KeyPol i cy</ nenber >
</ Pol i cyNanes>
<l sTruncat ed>f al se</|sTruncat ed>
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</ Li st G- oupPol i ci esResul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Li st GroupPol i ci esResponse>
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ListGroups

Lists the groups that have the specified path prefix.

You can paginate the results using the MaxI t ens and Mar ker parameters.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [ \ u0020-\ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

PathPrefix
The path prefix for filtering the results. For example, the prefix / di vi si on_abc/ subdi vi si on_xyz/
gets all groups whose path starts with / di vi si on_abc/ subdi vi si on_xyz/ .

This parameter is optional. If it is not included, it defaults to a slash (/), listing all groups.
Type: String

Length constraints: Minimum length of 1. Maximum length of 512.

Pattern: \ u0O02F[ \ u0021-\ u0O7F] *

Required: No

Response Elements

The following elements are returned.

Groups
A list of groups.

Type: Group (p. 274) list
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IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://i am amazonaws. com ?Act i on=Li st G oups
&Pat hPr ef i x=/di vi si on_abc/ subdi vi si on_xyz/
&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Li st G oupsResponse>
<Li st G oupsResul t >
<G oups>
<menber >
<Pat h>/ di vi si on_abc/ subdi vi si on_xyz/ </ Pat h>
<G oupNanme>Adm ns</ G oupNane>
<G oupl d>AGPACKCEVSQ6 C2EXAMPLE</ Gr oupl d>
<Arn>arn: aws: i am: 123456789012: gr oup/ Adm ns</ Ar n>
</ menber >
<menber >
<Pat h>/ di vi si on_abc/ subdi vi si on_xyz/ product 1234/ engi neeri ng/
</ Pat h>
<G oupNanme>Test </ G oupNane>
<G oupl d>AGP2MAB8 DPL SRHEXAMPLE</ Gr oupl d>
<Arn>arn: aws:iam:123456789012: gr oup
/ di vi si on_abc/ subdi vi si on_xyz/ product 1234/ engi neeri ng/ Test </ Ar n>
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</ menber >
<menber >
<Pat h>/ di vi si on_abc/ subdi vi si on_xyz/ product _1234/ </ Pat h>
<G oupNarme>Manager s</ G- oupName>
<& oupl d>AGPI CDRATAW CSEXAMPLE</ Gr oupl d>
<Arn>arn: aws:iam: 123456789012
:group/ divi si on_abc/ subdi vi si on_xyz/ product _1234/ Manager s</ Ar n>
</ menber >
</ G oups>
<l sTruncat ed>f al se</| sTruncat ed>
</ Li st G oupsResul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Li st G oupsResponse>
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ListGroupsForUser

Lists the groups the specified user belongs to.

You can paginate the results using the MaxI t ens and Mar ker parameters.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [ \ u0020-\ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

UserName
The name of the user to list groups for.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Response Elements

The following elements are returned.

Groups
A list of groups.

Type: Group (p. 274) list

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.
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Type: Boolean

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Li st G- oupsFor User
&User Nanme=Bob

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Li st G- oupsFor User Response>
<Li st G- oupsFor User Resul t >
<G oups>
<menber >
<Pat h>/ </ Pat h>
<G oupNanme>Adni ns</ G- oupNane>
<G oupl d>AGPACKCEVSQC2EXAMPLE</ G oupl d>
<Arn>arn: aws: i am : 123456789012: gr oup/ Admi ns</ Ar n>
</ menber >
</ G oups>
<l sTruncat ed>f al se</ | sTruncat ed>
</ Li st Gr oupsFor User Resul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ Request | d>
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</ ResponseMet adat a>
</ Li st Gr oupsFor User Response>
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ListinstanceProfiles

Lists the instance profiles that have the specified path prefix. If there are none, the action returns an
empty list. For more information about instance profiles, go to About Instance Profiles.

You can paginate the results using the MaxI t ens and Mar ker parameters.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [ \ u0020-\ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

PathPrefix
The path prefix for filtering the results. For example, the prefix / appl i cat i on_abc/ conponent _xyz/
gets all instance profiles whose path starts with / appl i cati on_abc/ conponent _xyz/.

This parameter is optional. If it is not included, it defaults to a slash (/), listing all instance profiles.
Type: String

Length constraints: Minimum length of 1. Maximum length of 512.

Pattern: \ u0O02F[ \ u0021-\ u0QO7F] *

Required: No

Response Elements

The following elements are returned.

InstanceProfiles
A list of instance profiles.

Type: InstanceProfile (p. 277) list
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IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Acti on=Li stl nstanceProfil es
&vax!t enrs=100

&Pat hPr ef i x=/ appl i cati on_abc/

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Li st nstanceProfil esResponse xm ns="https://i am amazonaws. conl doc/ 2010- 05- 08/ " >
<Li st I nstanceProfil esResul t>
<l sTruncat ed>f al se</|sTruncat ed>
<l nstanceProfil es>
<menber >
<| d>Al PACI FNAQZXG7EXAMPLE</ | d>
<Rol es/ >
<l nst ancePr of i | eNane>Dat abase</ | nst ancePr of i | eNane>
<Pat h>/ appl i cati on_abc/ conponent _xyz/ </ Pat h>
<Arn>arn: aws: i am : 123456789012: i nstance-profil e/ applicati on_abc/conmpon
ent _xyz/ Dat abase</ Ar n>
<Cr eat eDat €>2012- 05- 09T16: 27: 03Z</ Cr eat eDat e>
</ menber >
<menber >
<| d>Al PACZLSXM2EYYEXAMPLE</ | d>
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<Rol es/ >
<l nst ancePr of i | eNanme>Webser ver </ | nst ancePr of i | eNane>
<Pat h>/ appl i cati on_abc/ conponent _xyz/ </ Pat h>
<Arn>arn: aws:iam:123456789012: i nstance-profil e/ applicati on_abc/conmpon
ent _xyz/ Webser ver </ Arn>
<Cr eat eDat e>2012- 05- 09T16: 27: 11Z</ Cr eat eDat e>
</ menber >
</ I nstanceProfil es>
</ Li stlnstanceProfil esResul t>
<ResponseMet adat a>
<Request | d>f d74f a8d- 99f 3- 11el- a4c3- 27EXAMPLE804</ Request | d>
</ ResponseMet adat a>
</ Li st nstanceProfil esResponse>
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ListinstanceProfilesForRole

Lists the instance profiles that have the specified associated role. If there are none, the action returns an
empty list. For more information about instance profiles, go to About Instance Profiles.

You can paginate the results using the MaxI t ens and Mar ker parameters.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [ \ u0020-\ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

RoleName
The name of the role to list instance profiles for.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

Response Elements

The following elements are returned.

InstanceProfiles
A list of instance profiles.

Type: InstanceProfile (p. 277) list

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.
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Type: Boolean

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Li st | nst ancePr of i | esFor Rol e
&vaxl1t ens=100

&Rol eNanme=S3Access

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Li stl nstanceProfi | esFor Rol eResponse xm ns="https://i am amazonaws. conl doc/ 2010-
05-08/">
<Li st 1 nstanceProfil esFor Rol eResul t >
<l sTruncat ed>f al se</ | sTruncat ed>
<l nstanceProfil es>
<menber >
<l d>Al PACZLS2EYYXMVEXAMPLE</ | d>
<Rol es>
<menber >
<Pat h>/ appl i cat i on_abc/ conmponent _xyz/ </ Pat h>
<Arn>arn: aws: i am : 123456789012: r ol e/ appl i cat i on_abc/ conponent _xyz/ S3Ac
cess</ Arn>
<Rol eName>S3Access</ Rol eNane>
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<AssuneRol ePol i cyDocunent >
{"Version":"2012-10-17","Statenment": [{"Effect":"Al | ow',
"Principal":{"Service":["ec2.anazonaws. conl']}, "Action":["sts: AssumeR
ole"]}]}
</ AssuneRol ePol i cyDocunent >
<Cr eat eDat e>2012- 05- 09T15: 45: 35Z</ Cr eat eDat e>
<Rol el d>AROACVSVTSZYK3EXAMPLE</ Rol el d>
</ menber >
</ Rol es>
<l nst ancePr of i | eNanme>Webser ver </ | nst ancePr of i | eNane>
<Pat h>/ appl i cati on_abc/ conponent _xyz/ </ Pat h>
<Arn>arn: aws:iam:123456789012: i nstance-profil e/ application_abc/conmpon
ent _xyz/ Webser ver </ Arn>
<Cr eat eDat €>2012- 05- 09T16: 27: 11Z</ Cr eat eDat e>
</ menber >
</ I nstanceProfil es>
</ Li st nstanceProfil esFor Rol eResul t >
<ResponseMet adat a>
<Request | d>6a8c3992- 99f 4- 11el- ad4c3- 27EXAMPLE804</ Request | d>
</ ResponseMet adat a>
</ Li st nstanceProfil esFor Rol eResponse>
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ListMFADevices

Lists the MFA devices. If the request includes the user name, then this action lists all the MFA devices
associated with the specified user name. If you do not specify a user name, IAM determines the user
name implicitly based on the AWS access key ID signing the request.

You can paginate the results using the MaxI t ems and Mar ker parameters.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [ \ u0020-\ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

UserName
The name of the user whose MFA devices you want to list.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: No

Response Elements

The following elements are returned.

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean
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Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String
MFADevices
A list of MFA devices.

Type: MFADevice (p. 281) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Li st MFADevi ces
&User Nanme=Bob

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Li st MFADevi cesResponse>
<Li st MFADevi cesResul t >
<MFADevi ces>
<nenber >
<User Nane>Bob</ User Nane>
<Seri al Nunmber >R1234</ Seri al Nunber >
</ menber >
</ MFADevi ces>
<I sTruncat ed>f al se</1sTruncat ed>
</ Li st MFADevi cesResul t >
<ResponseMet adat a>
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<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Li st MFADevi cesResponse>
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ListOpenIDConnectProviders

Lists information about the OpenID Connect providers in the AWS account.

Response Elements

The following element is returned.

OpenIDConnectProviderList
The list of IAM OpenID Connect providers in the AWS account.

Type: OpenIDConnectProviderListEntry (p. 281) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Li st Openl DConnect Provi der s
&Ver si on=2010- 05- 08
&AUTHPARAMS

Sample Response

<Li st Openl DConnect Pr ovi der sResponse xm ns="https://i am anazonaws. com doc/ 2010-
05-08/">
<Li st Openl DConnect Pr ovi der sResul t >
<QOpenl DConnect Pr ovi der Li st >
<menber >
<Arn>arn: aws: i am : 123456789012: oi dc- provi der/ server. exanpl e. conx/ Ar n>
</ menber >
<menber >
<Arn>arn: aws: i am : 123456789012: oi dc- provi der/ server . exanpl e. or g</ Arn>
</ menber >
</ Openl DConnect Provi der Li st >
</ Li st Openl DConnect Provi der sResul t >
<ResponseMet adat a>
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<Request | d>de2c0228- 4f 63- 11e4- aef a- bf d6aEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Li st Openl DConnect Provi der sResponse>
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ListPolicies

Lists all the managed policies that are available to your account, including your own customer managed
policies and all AWS managed policies.

You can filter the list of policies that is returned using the optional Onl yAt t ached, Scope, and
Pat hPr ef i x parameters. For example, to list only the customer managed policies in your AWS account,
set Scope to Local . To list only AWS managed policies, set Scope to AWS.

You can paginate the results using the Max| t ens and Mar ker parameters.

For more information about managed policies, refer to Managed Policies and Inline Policies in the Using
IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020-\ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

OnlyAttached
A flag to filter the results to only the attached policies.

When Onl yAt t ached ist r ue, the returned list contains only the policies that are attached to a user,
group, or role. When Onl yAt t ached is f al se, or when the parameter is not included, all policies
are returned.

Type: Boolean

Required: No

PathPrefix
The path prefix for filtering the results. This parameter is optional. If it is not included, it defaults to a
slash (/), listing all policies.

Type: String

Pattern: ( (/[ A-Za-z0-9\ ., \ +@ -] +)*)/
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Required: No

Scope
The scope to use for filtering the results.

To list only AWS managed policies, set Scope to AWS. To list only the customer managed policies
in your AWS account, set Scope to Local .

This parameter is optional. If it is not included, or if it is set to Al | , all policies are returned.
Type: String
Valid Values: All | AWS | Local

Required: No

Response Elements

The following elements are returned.

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String
Policies
A list of policies.

Type: Policy (p. 283) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amzonaws. com ?Act i on=Li st Pol i ci es
&Ver si on=2010- 05- 08
&AUTHPARANS
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Sample Response

<Li st Pol i ci esResponse xm ns="https://iam anmazonaws. coni doc/ 2010- 05-08/" >
<Li st Pol i ci esResul t >
<l sTruncat ed>t rue</ | sTruncat ed>
<Mar ker >EXAMPLEk akv9BCuUNFDt x\WByf zet YWEX2ADc8dnzf vERF5S6YM
vXKx41t 6gCl / eeaCX3J094/ bKqezEAgQ8TEVS
99EKFLxnBj t bpl 25FDWEXAVPLE
</ Mar ker >
<Pol i ci es>
<menber >
<Pol i cyNanme>Exanpl ePol i cy</ Pol i cyNane>
<Def aul t Ver si onl d>v1</ Def aul t Ver si onl d>
<Pol i cyl d>AGPACKCEVSQ6C2EXAMPLE</ Pol i cyl d>
<Pat h>/ </ Pat h>
<Arn>arn: aws: i am : 123456789012: pol i cy/ Exanpl ePol i cy</ Ar n>
<At t achment Count >2</ At t achnent Count >
<Cr eat eDat €>2014-09- 15T17: 36: 14Z</ Cr eat eDat e>
<Updat eDat €>2014- 09- 15T20: 31: 47Z</ Updat eDat e>
</ menber >
<menber >
<Pol i cyName>Power User Access</ Pol i cyNanme>
<Def aul t Ver si onl d>v1</ Def aul t Ver si onl d>
<Pol i cyl d>AGPACKCEVSQ6C2EXAMPLE</ Pol i cyl d>
<Pat h>/ </ Pat h>
<Arn>arn: aws:iam :aws: pol i cy/ Power User Access</ Ar n>
<At t achment Count >0</ At t achnent Count >
<Cr eat eDat €>2014- 08- 21T20: 25: 01Z</ Cr eat eDat e>
<Updat eDat €>2014- 08- 21T20: 25: 01Z</ Updat eDat e>
</ menber >
<menber >
<Pol i cyNanme>Admi ni strat or Access</ Pol i cyNane>
<Def aul t Ver si onl d>v1</ Def aul t Ver si onl d>
<Pol i cyl d>AGPACKCEVSQ6C2EXAMPLE</ Pol i cyl d>
<Pat h>/ </ Pat h>
<Arn>arn: aws:iam :aws: pol i cy/ Adm ni strat or Access</ Arn>
<At t achment Count >1</ At t achnent Count >
<Cr eat eDat €>2014-08-21T20: 11: 25Z</ Cr eat eDat e>
<Updat eDat e>2014- 08- 21T20: 11: 25Z</ Updat eDat e>
</ menber >
<menber >
<Pol i cyNane>ReadOnl yAccess</ Pol i cyNane>
<Def aul t Ver si onl d>v1</ Def aul t Ver si onl d>
<Pol i cyl d>AGPACKCEVSQ6C2EXAMPLE</ Pol i cyl d>
<Pat h>/ </ Pat h>
<Arn>arn: aws:iam:aws: pol i cy/ ReadOnl yAccess</ Ar n>
<At t achment Count >6</ At t achnent Count >
<Cr eat eDat €>2014- 08- 21T20: 31: 44Z</ Cr eat eDat e>
<Updat eDat €>2014- 08- 21T20: 31: 44Z</ Updat eDat e>
</ menber >
</ Policies>

API Version 2010-05-08
188




AWS ldentity and Access Management API Reference
Examples

</ Li st Pol i ci esResul t >
<ResponseMet adat a>
<Request | d>6207e832- 3eb7- 11e4- 9d0d- 6f 969EXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Li st Pol i ci esResponse>
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ListPolicyVersions

Lists information about the versions of the specified managed policy, including the version that is set as
the policy's default version.

For more information about managed policies, refer to Managed Policies and Inline Policies in the Using
IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020-\ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

PolicyArn
The Amazon Resource Name (ARN). ARNSs are unigue identifiers for AWS resources.

For more information about ARNSs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

Response Elements

The following elements are returned.

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean
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Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String
Versions
A list of policy versions.

For more information about managed policy versions, see Versioning for Managed Policies in the
Using IAM guide.

Type: PolicyVersion (p. 287) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Li st Pol i cyVer si ons

&Pol i cyArn=arn: aws: i am : 123456789012: pol i cy/ S3-r ead- onl y- exanpl e- bucket
&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Li st Pol i cyVer si onsResponse xm ns="https://i am amazonaws. conf doc/ 2010- 05- 08/ " >

<Li st Pol i cyVer si onsResul t >
<Ver si ons>
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<menber >
<I sDef aul t Ver si on>f al se</ | sDef aul t Ver si on>
<Ver si onl d>v3</ Ver si onl d>
<Cr eat eDat €>2014- 09- 17T22: 32: 43Z</ Cr eat eDat e>
</ menber >
<menber >
<| sDef aul t Ver si on>t rue</ | sDef aul t Ver si on>
<Ver si onl d>v2</ Ver si onl d>
<Cr eat eDat €>2014- 09- 15T20: 31: 47Z</ Cr eat eDat e>
</ menber >
<menber >
<I sDef aul t Ver si on>f al se</ | sDef aul t Ver si on>
<Ver si onl d>v1</ Ver si onl d>
<Cr eat eDat €>2014- 09- 15T17: 36: 14Z</ Cr eat eDat e>
</ menber >
</ Ver si ons>
<I sTruncat ed>f al se</1sTruncat ed>
</ Li st Pol i cyVer si onsResul t >
<ResponseMet adat a>
<Request | d>a31d1a86- 3eba- 11e4- 9d0d- 6f 969EXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Li st Pol i cyVer si onsResponse>
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ListRolePolicies

Lists the names of the inline policies that are embedded in the specified role.

A role can also have managed policies attached to it. To list the managed policies that are attached to a
role, use ListAttachedRolePolicies (p. 157). For more information about policies, refer to Managed Policies
and Inline Policies in the Using IAM guide.

You can paginate the results using the MaxI t ens and Mar ker parameters. If there are no inline policies
embedded with the specified role, the action returns an empty list.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020- \ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

RoleName
The name of the role to list policies for.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\ w+=, . @] +

Required: Yes

Response Elements

The following elements are returned.

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.
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Type: Boolean

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String
PolicyNames
A list of policy names.

Type: String list
Length constraints: Minimum length of 1. Maximum length of 128.

Pattern:[\w+=, . @] +

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Li st Rol ePol i ci es
&Rol eNanme=S3Access

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Li st Rol ePol i ci esResponse xm ns="https://iam amazonaws. coni doc/ 2010- 05- 08/ " >
<Li st Rol ePol i ci esResul t >
<Pol i cyNanes>
<nmenber >C oudwat chPut Metri cPol i cy</ menber >
<menber >S3AccessPol i cy</ menber >
</ Pol i cyNanes>
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<l sTruncat ed>f al se</| sTruncat ed>
</ Li st Rol ePol i ci esResul t >
<ResponseMet adat a>
<Request | d>8c7e1816- 99f 0- 11el- a4c3- 27EXAMPLE804</ Request | d>
</ ResponseMet adat a>
</ Li st Rol ePol i ci esResponse>
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ListRoles

Lists the roles that have the specified path prefix. If there are none, the action returns an empty list. For
more information about roles, go to Working with Roles.

You can paginate the results using the MaxI t ens and Mar ker parameters.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [ \ u0020-\ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

PathPrefix
The path prefix for filtering the results. For example, the prefix / appl i cat i on_abc/ conponent _xyz/
gets all roles whose path starts with / appl i cati on_abc/ conponent _xyz/.

This parameter is optional. If it is not included, it defaults to a slash (/), listing all roles.
Type: String

Length constraints: Minimum length of 1. Maximum length of 512.

Pattern: \ u0O02F[ \ u0021-\ u0QO7F] *

Required: No

Response Elements

The following elements are returned.

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean

API Version 2010-05-08
196


http://docs.aws.amazon.com/IAM/latest/UserGuide/WorkingWithRoles.html

AWS ldentity and Access Management API Reference
Errors

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String
Roles
A list of roles.

Type: Role (p. 288) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Li st Rol es
&vax!t emrs=100

&Pat hPref i x=/ appl i cati on_abc/

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Li st Rol esResponse xm ns="https://iam amazonaws. conl doc/ 2010- 05- 08/ " >
<Li st Rol esResul t >
<l sTruncat ed>f al se</ | sTruncat ed>
<Rol es>
<menber >
<Pat h>/ appl i cati on_abc/ conponent _xyz/ </ Pat h>
<Arn>arn: aws:iam :123456789012: rol e/ appl i cati on_abc/ conponent _xyz/ S3Ac
cess</ Arn>
<Rol eName>S3Access</ Rol eNane>
<AssuneRol ePol i cyDocunent >
{"Version":"2012-10-17","Statement":[{"Effect":"Al | ow',
"Principal":{"Service":["ec2.amazonaws. coni']}, "Action":["sts: AssuneR
ole"]}]}
</ AssuneRol ePol i cyDocumnent >
<Cr eat eDat e>2012- 05- 09T15: 45: 35Z</ Cr eat eDat e>
<Rol el d>AROACVSVTSZYEXAMPLEYK</ Rol el d>
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</ menber >
<menber >
<Pat h>/ appl i cati on_abc/ conponent _xyz/ </ Pat h>
<Arn>arn: aws: i am :123456789012: rol e/ appl i cati on_abc/ conponent _xyz/ SDBAc
cess</ Arn>
<Rol eName>SDBAccess</ Rol eNane>
<AssuneRol ePol i cyDocunent >
{"Version":"2012-10-17","Statement": [{"Effect":"Al |l ow',
"Principal":{"Service":["ec2.amazonaws. conf']}, "Action":["sts: AssuneR
ole"]}]}
</ AssuneRol ePol i cyDocunent >
<Cr eat eDat €>2012- 05- 09T15: 45: 45Z</ Cr eat eDat e>
<Rol el d>ARQAC2| CXG32EXAMPLEVWK</ Rol el d>
</ menber >
</ Rol es>
</ Li st Rol esResul t >
<ResponseMet adat a>
<Request | d>20f 7279f - 99ee- 11el- ad4c3- 27EXAMPLE804</ Request | d>
</ ResponseMet adat a>
</ Li st Rol esResponse>
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ListsSAMLProviders

Lists the SAML providers in the account.

Note
This operation requires Signature Version 4.

Response Elements

The following element is returned.

SAMLProviderList
The list of SAML providers for this account.

Type: SAMLProviderListEntry (p. 291) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Li st SAMLPr ovi der s
&Maxl| t ens=100

&Pat hPr ef i x=/ appl i cati on_abc/

&Ver si on=2010- 05- 08

&AUTHPARANMS

Sample Response

<Li st SAMLPr ovi der sResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05-08/ " >
<Li st SAMLPr ovi der sResul t >
<SAM_Pr ovi der Li st >
<menber >

<Arn>arn: aws:iam:123456789012: i nstance-profil e/ applicati on_abc/conmpon
ent _xyz/ Dat abase</ Arn>

<Val i dUnti | >2032- 05- 09T16: 27: 11Z</ Val i dunti | >

<Cr eat eDat €>2012- 05- 09T16: 27: 03Z</ Cr eat eDat e>
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</ menber >
<menber >
<Arn>arn: aws:iam:123456789012: i nstance-profil e/ applicati on_abc/conmpon
ent _xyz/ Webser ver </ Arn>
<Val i dUntil >2015-03-11T13: 11: 02Z</ Val i dunti | >
<Cr eat eDat e>2012- 05- 09T16: 27: 11Z</ Cr eat eDat e>
</ menber >
</ SAMLPr ovi der Li st >
</ Li st SAMLPr ovi der sResul t >
<ResponseMet adat a>
<Request | d>f d74f a8d- 99f 3- 11el- a4c3- 27EXAMPLE804</ Request | d>
</ ResponseMet adat a>
</ Li st SAMLPr ovi der sResponse>
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ListServerCertificates

Lists the server certificates that have the specified path prefix. If none exist, the action returns an empty
list.

You can paginate the results using the MaxI t ens and Mar ker parameters.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [ \ u0020-\ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

PathPrefix
The path prefix for filtering the results. For example: / conpany/ ser ver cer t s would get all server
certificates for which the path starts with / conpany/ servercerts.

This parameter is optional. If it is not included, it defaults to a slash (/), listing all server certificates.
Type: String

Length constraints: Minimum length of 1. Maximum length of 512.

Pattern: \ u0O02F[ \ u0021-\ u0QO7F] *

Required: No

Response Elements

The following elements are returned.

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean
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Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String
ServerCertificateMetadataList
A list of server certificates.

Type: ServerCertificateMetadata (p. 292) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Li st ServerCertificates
&Pat hPr ef i x=/ conpany/ servercerts

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Li st ServerCertificatesResponse xm ns="https://iam anazonaws. coni doc/ 2010- 05-
08/ ">
<Li st ServerCertificatesResult>
<l sTruncat ed>f al se</|sTruncat ed>
<ServerCertificat eMet adat aLi st >
<nmenber >
<ServerCertificat eMet adat a>
<ServerCertificat eNane>ProdServer Cert </ Server CertificateNane>
<Pat h>/ conpany/ servercert s/ </ Pat h>
<Arn>arn: aws:iam:123456789012: server-certificat e/ conpany/server
certs/ ProdServerCert</Arn>
<Upl oadDat e>2010- 05- 08T01: 02: 03. 004Z</ Upl oadDat e>
<ServerCertificat el d>ASCACKCEVSQoCEXAMPLEL</ Server Certificatel d>
<Expi rati on>2012- 05- 08T01: 02: 03. 004Z</ Expi rati on>
</ ServerCertificateMet adat a>
</ menber >
<nmenber >
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<ServerCertificateMet adat a>
<ServerCertificateNane>Bet aServer Cert </ ServerCertificat eNane>
<Pat h>/ conpany/ servercert s/ </ Pat h>
<Arn>arn: aws:iam :123456789012: server-certificate/ conpany/server
certs/ BetaServer Cert</Arn>
<Upl oadDat e>2010- 05- 08T02: 03: 01. 004Z</ Upl oadDat e>
<ServerCertificatel d>ASCACKCEVSQ6CEXAMPLE2</ Server Certificatel d>
<Expi ration>2012- 05- 08T02: 03: 01. 004Z</ Expi rati on>
</ Server Certifi cat eMet adat a>
</ menber >
<menber >
<ServerCertificateMet adat a>
<ServerCertificateNane>Test Server Cert </ Server Certificat eNane>
<Pat h>/ conpany/ servercert s/ </ Pat h>
<Arn>arn: aws:iam:123456789012: server-certificate/ conpany/server
certs/ Test Server Cert </ Arn>
<Upl oadDat e>2010- 05- 08T03: 01: 02. 004Z</ Upl oadDat e>
<ServerCertificatel d>ASCACKCEVSQ6CEXAMPLE3</ Server Certificatel d>
<Expi ration>2012- 05- 08T03: 01: 02. 004Z</ Expi rati on>
</ Server Certifi cat eMet adat a>
</ menber >
</ Server Certificat eMet adat aLi st >
</ ListServerCertificatesResult>
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Li stServerCertificatesResponse>
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ListSigningCertificates

Returns information about the signing certificates associated with the specified user. If there are none,
the action returns an empty list.

Although each user is limited to a small number of signing certificates, you can still paginate the results
using the MaxI t ens and Mar ker parameters.

If the User Nane field is not specified, the user name is determined implicitly based on the AWS access
key ID used to sign the request. Because this action works for access keys under the AWS account, you
can use this action to manage root credentials even if the AWS account has no associated users.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020- \ uOOFF] +

Required: No
MaxItems

Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementis true.

This parameter is optional. If you do not include it, it defaults to 100.

Type: Integer

Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

UserName
The name of the user.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: No

Response Elements

The following elements are returned.

Certificates
A list of the user's signing certificate information.
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Type: SigningCertificate (p. 293) list

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Li st Si gni ngCertificates
&User Nanme=Bob

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Li st Si gni ngCerti fi cat esResponse>
<Li st Si gni ngCertificatesResul t >
<User Name>Bob</ User Nane>
<Certificates>
<nmenber >
<User Name>Bob</ User Nane>
<Certificatel d>TA7SMP42TDN5Z26 OBPJE7EXAMPLE</ Certi fi cat el d>
<Certifi cat eBody>
----- BEG N CERTI FI CATE- - - - -
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M | Cdz CCAeCgAW BAgl GANC +Ha2wVAOGCSqGSI b3 DQEBBQUANMFIMK Cz AJBgNVBAYT
Al VTVRMAEQYDVQRKEWp BbWE6h24uY29t MOMvCg YDVQQL EWNBVL M| TAf BgNVBAMT
GEFXUy BMaWL pd GVk LUFz ¢ 3Vy YWbj ZSBDQT Ae FwOwWOT Ay MDQx Nz ESM daFw0x MDAy
MDQxNz E5M daMFI x Cz AJBgNVBAYTAI VTVRMAMEQYDVQOKEWp BbWF6b24uY29t MRcw
FQYDVQQLEWSBV1IM RGV2ZWkvc Gy cz EVIVBMGALUEAX MNTAXNDI 0c3ZwYj Rt M G
MAOGCSqGS| b3DQEBAQUAAAGNADCBI QKBgQCpB/ vs O/ Q0t d1RqzKj t t SBaPj br
dgwNe9Br Oy B08f w2+Ch500nZYXf GUr T6nk YXH5f Qot 9HvASr z AKHO596 FdJ A6 Dl
ywdWe1QOggk 7z FSXOLXv+3vPr Jt aYxYo3eRl p7w80PMi Ov6MIXK8ubcTouODeJ bf
subDgcLnLDxwsvw DAQABo1cwW/TAOBgNVH@BBAf 8EBAMCBaAWFg YDVROI AQH BAwWw
CgYl KwYBBQUHAW WDAYDVROTAQH BAI wADAd BgNVHQA EFg QUL GNaBph Burma Kb DRK
CAi 0nH8B3nDWDQYJKoZI hve NAQEFBQADg YEAUuKXx hk XaCLGcgDuweKt O AEw9Ze PH
wr 0Xgsal K2HZboqgr uebXEGsoj K4KsOWwgr EynuHIWTn760xe39r SgXW OG- OBaX
WEpWHV] TEMKk +t SDGLI ssLHy YWNFFU4Anej RGORI YNaRHgVTK] Hphc5j ERHTOBX
AEaHz TpnEXAMPLE=
----- END CERTI FI CATE- - - - -
</ Certificat eBody>
<St at us>Acti ve</ St at us>
</ menber >
</Certificates>
<l sTruncat ed>f al se</|sTruncat ed>
</ Li st Si gni ngCertificatesResult>
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Li st Si gni ngCertificatesResponse>
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ListSSHPublicKeys

Returns information about the SSH public keys associated with the specified IAM user. If there are none,
the action returns an empty list.

The SSH public keys returned by this action are used only for authenticating the IAM user to an AWS
CodeCommit repository. For more information about using SSH keys to authenticate to an AWS
CodeCommit repository, see Set up AWS CodeCommit for SSH Connections in the AWS CodeCommit
User Guide.

Although each user is limited to a small number of keys, you can still paginate the results using the
Max! t ens and Mar ker parameters.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020- \ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No
UserName

The name of the IAM user to list SSH public keys for. If none is specified, the UserName field is
determined implicitly based on the AWS access key used to sign the request.

Type: String

Length constraints: Minimum length of 1. Maximum length of 64.

Pattern: [\ w+=, . @] +

Required: No

Response Elements

The following elements are returned.
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IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String
SSHPublicKeys
A list of SSH public keys.

Type: SSHPublickeyMetadata (p. 295) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Li st SSHPubl i cKeys
&User Nanme=Jane

&Ver si on=2010- 05- 08

&AUTHPARAMS

Sample Response

<Li st SSHPubl i cKeysResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05-08/ " >
<Li st SSHPubl i cKeysResul t >
<l sTruncat ed>f al se</| sTruncat ed>
<SSHPubl i cKeys>
<menber >
<Upl oadDat €>2015- 06- 05T20: 56: 46Z</ Upl oadDat e>
<User Name>Jane</ User Name>
<SSHPubl i cKeyl d>APKAEI VFHP46 CEXAMPLE</ SSHPubl i cKeyl d>
<St at us>Acti ve</ St at us>
</ menber >

API Version 2010-05-08
208




AWS ldentity and Access Management API Reference
Examples

</ SSHPubl i cKeys>
</ Li st SSHPubl i cKeysResul t >
<ResponseMet adat a>
<Request | d>9f 8e2d77-f 36¢c- 11e4- 97db- 33c4eEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Li st SSHPubl i cKeysResponse>
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ListUserPolicies

Lists the names of the inline policies embedded in the specified user.

A user can also have managed policies attached to it. To list the managed policies that are attached to
a user, use ListAttachedUserPolicies (p. 160). For more information about policies, refer to Managed
Policies and Inline Policies in the Using IAM guide.

You can paginate the results using the MaxI t ens and Mar ker parameters. If there are no inline policies
embedded with the specified user, the action returns an empty list.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020- \ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

UserName
The name of the user to list policies for.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\ w+=, . @] +

Required: Yes

Response Elements

The following elements are returned.

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.
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Type: Boolean

Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String
PolicyNames
A list of policy names.

Type: String list
Length constraints: Minimum length of 1. Maximum length of 128.

Pattern:[\w+=, . @] +

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://i am amazonaws. com ?Act i on=Li st User Pol i ci es
&User Name=Bob
&AUTHPARANS

Sample Response

<Li st User Pol i ci esResponse xm ns="https://iam amazonaws. coni doc/ 2010- 05- 08/ " >
<Li st User Pol i ci esResul t >
<Pol i cyNanes>
<menber >Al | AccessPol i cy</ menber >
<menber >KeyPol i cy</ nenber >
</ Pol i cyNanes>
<l sTruncat ed>f al se</|sTruncat ed>
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</ListUserPoliciesResul t>
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Li st User Pol i ci esResponse>
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ListUsers

Lists the IAM users that have the specified path prefix. If no path prefix is specified, the action returns all
users in the AWS account. If there are none, the action returns an empty list.

You can paginate the results using the MaxI t ens and Mar ker parameters.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [ \ u0020-\ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

PathPrefix
The path prefix for filtering the results. For example: / di vi si on_abc/ subdi vi si on_xyz/ , which
would get all user names whose path starts with / di vi si on_abc/ subdi vi si on_xyz/ .

This parameter is optional. If it is not included, it defaults to a slash (/), listing all user names.
Type: String

Length constraints: Minimum length of 1. Maximum length of 512.

Pattern: \ u0O02F[ \ u0021-\ u0QO7F] *

Required: No

Response Elements

The following elements are returned.

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean
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Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String
Users
A list of users.

Type: User (p. 296) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Li st Users

&Pat hPr ef i x=/di vi si on_abc/ subdi vi si on_xyz/ product _1234/ engi neeri ng/
&Ver si on=2010- 05- 08

&AUTHPARAMS

Sample Response

<Li st User sResponse xm ns="https://iam amazonaws. conf doc/ 2010- 05- 08/ " >
<Li st User sResul t >
<User s>
<menber >
<User | d>Al D2VAB8DPL SRHEXAMPLE</ User | d>
<Pat h>/ di vi si on_abc/ subdi vi si on_xyz/ engi neeri ng/ </ Pat h>
<User Name>Andr ew</ User Nane>
<Arn>arn:aws:iam :123456789012: user/ di vi si on_abc/ subdi vi si on_xyz/ en
gi neeri ng/ Andr ew</ Ar n>
<Cr eat eDat e>2012- 09- 05T19: 38: 48Z</ Cr eat eDat e>
<Passwor dLast Used>2014- 09- 08T21: 47: 36Z</ Passwor dLast Used>
</ menber >
<menber >
<User | d>Al DI ODRATAW CSEXAMPLE</ User | d>
<Pat h>/ di vi si on_abc/ subdi vi si on_xyz/ engi neeri ng/ </ Pat h>
<User Name>Jacki e</ User Nane>
<Arn>arn:aws:iam :123456789012: user/ di vi si on_abc/ subdi vi si on_xyz/ en
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gi neering/ Jacki e</ Arn>
<Cr eat eDat €>2014- 04- 09T15: 43: 45Z</ Cr eat eDat e>
<Passwor dLast Used>2014- 09- 24T16: 18: 07Z</ Passwor dLast Used>
</ menber >
</ User s>
<l sTruncat ed>f al se</| sTruncat ed>
</ Li st UsersResul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Li st User sResponse>
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ListVirtualMFADevices

Lists the virtual MFA devices under the AWS account by assignment status. If you do not specify an
assignment status, the action returns a list of all virtual MFA devices. Assignment status can be Assi gned,
Unassi gned, or Any.

You can paginate the results using the MaxI t ems and Mar ker parameters.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

AssignmentStatus
The status (unassigned or assigned) of the devices to list. If you do not specify an
Assi gnment St at us, the action defaults to Any which lists both assigned and unassigned virtual
MFA devices.

Type: String
Valid Values: Assi gned | Unassi gned | Any

Required: No

Marker
Use this parameter only when paginating results and only after you have received a response where
the results are truncated. Set it to the value of the Mar ker element in the response you just received.

Type: String
Length constraints: Minimum length of 1. Maximum length of 320.
Pattern: [\ u0020-\ uOOFF] +

Required: No

MaxItems
Use this only when paginating results to indicate the maximum number of items you want in the
response. If there are additional items beyond the maximum you specify, the | sTr uncat ed response
elementistrue.

This parameter is optional. If you do not include it, it defaults to 100.
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1000.

Required: No

Response Elements

The following elements are returned.

IsTruncated
A flag that indicates whether there are more items to return. If your results were truncated, you can
make a subsequent pagination request using the Mar ker request parameter to retrieve more items.

Type: Boolean
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Marker
When | sTruncat ed is t r ue, this element is present and contains the value to use for the Mar ker
parameter in a subsequent pagination request.

Type: String
VirtualMFADevices

The list of virtual MFA devices in the current account that match the Assi gnrment St at us value that
was passed in the request.

Type: VirtualMFADevice (p. 299) list

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Li st Vi rt ual MFADevi ces
&Assi gnrent St at us=Any

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Li st Vi rt ual MFADevi cesResponse xm ns="https://i am amazonaws. com doc/ 2010- 05-
08/ ">
<Li st Vi rt ual MFADevi cesResul t >
<I sTruncat ed>f al se</1sTruncat ed>
<Vi rt ual M~ADevi ces>
<nmenber >
<Seri al Nunber >
arn:aws: i am: 123456789012: nf a/ M~Adevi ceNane
</ Seri al Nunber >
</ menber >
<nmenber >
<Seri al Nunber >
arn:aws: i am: 123456789012: nf a/ Root MFAdevi ceNane
</ Seri al Nunber >
<Enabl eDat €>2011- 10- 20T20: 49: 03Z</ Enabl eDat e>
<User >
<User | d>123456789012</ User | d>
<Arn>arn:aws:iam: 123456789012: r oot </ Arn>
<Cr eat eDat €>2009- 10- 13T22: 00: 36Z</ Cr eat eDat e>
</ User >
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</ menber >
<menber >
<Seri al Nunber >
arn: aws: i am : : nf a/ Exanpl eUser MFAdevi ceNare
</ Seri al Nunber >
<Enabl eDat e>2011- 10- 31T20: 45: 02Z</ Enabl eDat e>
<User >
<User | d>Al DEXAMPLE4EXAMPLEXYZ</ User | d>
<Pat h>/ </ Pat h>
<User Name>Exanpl eUser </ User Nane>
<Arn>arn:aws:iam:111122223333: user/ Exanpl eUser </ Ar n>
<Creat eDat e>2011-07-01T17: 23: 07Z</ Cr eat eDat e>
</ User >
</ menber >
</ Vi rt ual MFADevi ces>
</ Li st Vi rt ual MFADevi cesResul t >
<ResponseMet adat a>
<Request | d>b61lcelbl- 0401- 11el- b2f 8- 2dEXAMPLEDbf c</ Request | d>
</ ResponseMet adat a>
</ Li st Vi rt ual MFADevi cesResponse>
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PutGroupPolicy

Adds (or updates) an inline policy document that is embedded in the specified group.

A user can also have managed policies attached to it. To attach a managed policy to a group, use
AttachGroupPolicy (p. 12). To create a new managed policy, use CreatePolicy (p. 33). For information
about policies, refer to Managed Policies and Inline Policies in the Using 1AM guide.

For information about limits on the number of inline policies that you can embed in a group, see Limitations
on IAM Entities in the Using IAM guide.

Note

Because policy documents can be large, you should use POST rather than GET when calling
Put Gr oupPol i cy. For general information about using the Query API with IAM, go to Making
Query Requests in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

GroupName
The name of the group to associate the policy with.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

PolicyDocument
The policy document.

Type: String
Length constraints: Minimum length of 1. Maximum length of 5120.
Pattern: [ \ u0O009\ uOOOA\ uO00D\ u0020-\ uOOFF] +

Required: Yes

PolicyName
The name of the policy document.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).
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LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

MalformedPolicyDocument
The request was rejected because the policy document was malformed. The error message describes
the specific error.

HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Put G- oupPol i cy

&G oupNane=Adni ns

&Pol i cyNanme=Adni nRoot

&Pol i cyDocunent ={" Versi on": "2012-10-17","Statement": {"Effect":"Al | ow', " Ac
tion":"*" "Resource":"*"}}

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Put Gr oupPol i cyResponse xm ns="https://i am amazonaws. com doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ Put G oupPol i cyResponse>
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PutRolePolicy

Adds (or updates) an inline policy document that is embedded in the specified role.

When you embed an inline policy in a role, the inline policy is used as the role's access (permissions)
policy. The role's trust policy is created at the same time as the role, using CreateRole (p. 39). You can
update a role's trust policy using UpdateAssumeRolePolicy (p. 241). For more information about roles, go
to Using Roles to Delegate Permissions and Federate Identities.

A role can also have a managed policy attached to it. To attach a managed policy to a role, use
AttachRolePolicy (p. 14). To create a new managed policy, use CreatePolicy (p. 33). For information
about policies, refer to Managed Policies and Inline Policies in the Using IAM guide.

For information about limits on the number of inline policies that you can embed with a role, see Limitations
on IAM Entities in the Using IAM guide.

Note

Because policy documents can be large, you should use POST rather than GET when calling
Put Rol ePol i cy. For general information about using the Query API with IAM, go to Making
Query Requests in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

PolicyDocument
The policy document.

Type: String
Length constraints: Minimum length of 1. Maximum length of 10240.
Pattern: [ \ u0009\ uO00A\ uO00OD\ u0020-\ uOOFF] +

Required: Yes

PolicyName
The name of the policy document.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

RoleName
The name of the role to associate the policy with.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.

Pattern: [\w+=, . @] +
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Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

MalformedPolicyDocument
The request was rejected because the policy document was malformed. The error message describes
the specific error.

HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Put Rol ePol i cy

&Rol eNane=S3Access

&Pol i cyNanme=S3AccessPol i cy

&Pol i cybDocunent ={" Versi on":"2012-10-17","Statenent": {"Effect":"Al |l ow', "Ac
tion":"s3:*", "Resource":"*"}}

&Ver si on=2010- 05- 08

&AUTHPARAMS

Sample Response

<Put Rol ePol i cyResponse xm ns="https://iam amazonaws. com doc/ 2010- 05- 08/ ">
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Put Rol ePol i cyResponse>
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PutUserPolicy

Adds (or updates) an inline policy document that is embedded in the specified user.

A user can also have a managed policy attached to it. To attach a managed policy to a user, use
AttachUserPolicy (p. 16). To create a new managed policy, use CreatePolicy (p. 33). For information
about policies, refer to Managed Policies and Inline Policies in the Using 1AM guide.

For information about limits on the number of inline policies that you can embed in a user, see Limitations
on IAM Entities in the Using IAM guide.

Note

Because policy documents can be large, you should use POST rather than GET when calling
Put User Pol i cy. For general information about using the Query API with IAM, go to Making
Query Requests in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

PolicyDocument
The policy document.

Type: String
Length constraints: Minimum length of 1. Maximum length of 2048.
Pattern: [ \ u0009\ uO0O0A\ u000D\ u0020- \ uOOFF] +

Required: Yes

PolicyName
The name of the policy document.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\ w+=, . @] +

Required: Yes

UserName
The name of the user to associate the policy with.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).
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LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

MalformedPolicyDocument
The request was rejected because the policy document was malformed. The error message describes
the specific error.

HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amzonaws. com ?Act i on=Put User Pol i cy

&User Nanme=Bob

&Pol i cyName=Al | AccessPol i cy

&Pol i cyDocunent ={" Versi on": "2012-10-17","Statement": {"Effect":"Al | ow', " Ac
tion":"*" "Resource":"*"}}

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Put User Pol i cyResponse xm ns="https://iam amzonaws. conf doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ Put User Pol i cyResponse>
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RemoveClientiDFromOpenlIDConnectProvider

Removes the specified client ID (also known as audience) from the list of client IDs registered for the
specified IAM OpenID Connect provider.

This action is idempotent; it does not fail or return an error if you try to remove a client ID that was removed
previously.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

ClientID
The client ID (also known as audience) to remove from the IAM OpenlD Connect provider. For more
information about client IDs, see CreateOpenlDConnectProvider (p. 30).

Type: String
Length constraints: Minimum length of 1. Maximum length of 255.

Required: Yes

OpenIDConnectProviderArn
The Amazon Resource Name (ARN) of the IAM OpenlID Connect (OIDC) provider to remove the
client ID from. You can get a list of OIDC provider ARNs by using the
ListOpenIDConnectProviders (p. 184) action.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Examples

Sample Request

https://iam amazonaws. conl ?Act i on=RenoveC i ent | DFr onOpenl DConnect Pr ovi der
&C i ent| D=ny-application-1D

&penl DConnect Provi der Arn=ar n: aws: i am : 123456789012: oi dc- provi der/ server. ex
anmpl e. com

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Renmpved i ent | DFr omOpenl DConnect Provi der Response xm ns="https://i am amazon
aws. coni doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>1a5214df - 4f 67- 11e4- aef a- bf d6aEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Renoved i ent | DFr omOpenl DConnect Pr ovi der Response>
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RemoveRoleFromlInstanceProfile

Removes the specified role from the specified instance profile.

Important

Make sure you do not have any Amazon EC2 instances running with the role you are about to
remove from the instance profile. Removing a role from an instance profile that is associated
with a running instance will break any applications running on the instance.

For more information about roles, go to Working with Roles. For more information about instance profiles,
go to About Instance Profiles.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

InstanceProfileName
The name of the instance profile to update.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern:[\w+=, . @] +

Required: Yes

RoleName
The name of the role to remove.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Examples

Sample Request

https://iam amazonaws. com ?Act i on=RenoveRol eFr o nst anceProfil e
&l nst ancePr of i | eName=Webser ver

&Rol eName=S3Access

&Ver si on=2010- 05- 08

&AUTHPARANMS

Sample Response

<RenoveRol eFr om nst ancePr of i | eResponse xm ns="https://i am amazonaws. coni doc/ 2010-
05-08/">
<ResponseMet adat a>
<Request | d>29f 47818- 99f 5- 11el- a4c3- 27EXAMPLE804</ Request | d>
</ ResponseMet adat a>
</ RenoveRol eFrom nst ancePr of i | eResponse>
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RemoveUserFromGroup

Removes the specified user from the specified group.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

GroupName
The name of the group to update.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

UserName
The name of the user to remove.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern:[\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Examples

Sample Request

https://iam amazonaws. conl ?Act i on=RenoveUser Fr onGr oup
&G oupNanme=Manager s

&User Name=Bob

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<RenoveUser Fr ontx oupResponse xm ns="https://i am anazonaws. coni doc/ 2010- 05- 08/ " >

<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ RenmoveUser Fr onr oupResponse>
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ResyncMFADevice

Synchronizes the specified MFA device with AWS servers.

For more information about creating and working with virtual MFA devices, go to Using a Virtual MFA
Device in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

AuthenticationCodel
An authentication code emitted by the device.

Type: String
Length constraints: Minimum length of 6. Maximum length of 6.
Pattern: [\ d] +

Required: Yes

AuthenticationCode2
A subsequent authentication code emitted by the device.

Type: String
Length constraints: Minimum length of 6. Maximum length of 6.
Pattern: [\ d] +

Required: Yes

SerialNumber
Serial number that uniquely identifies the MFA device.

Type: String
Length constraints: Minimum length of 9. Maximum length of 256.
Pattern: [\w+=/:, . @] +

Required: Yes

UserName
The name of the user whose MFA device you want to resynchronize.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).
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InvalidAuthenticationCode
The request was rejected because the authentication code was not recognized. The error message
describes the specific error.

HTTP Status Code: 403

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=ResyncM~FADevi ce
&User Nane=Bob

&Seri al Nunber =R1234

&Aut hent i cati onCodel=234567

&Aut henti cati onCode2=987654

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<ResyncMFADevi ceResponse xm ns="https://iam anazonaws. coni doc/ 2010- 05- 08/ ">
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ ResyncMFADevi ceResponse>
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SetDefaultPolicyVersion

Sets the specified version of the specified policy as the policy's default (operative) version.

This action affects all users, groups, and roles that the policy is attached to. To list the users, groups, and
roles that the policy is attached to, use the ListEntitiesForPolicy (p. 163) API.

For information about managed policies, refer to Managed Policies and Inline Policies in the Using IAM
guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

PolicyArn
The Amazon Resource Name (ARN). ARNs are unique identifiers for AWS resources.

For more information about ARNSs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

Versionld
The version of the policy to set as the default (operative) version.

For more information about managed policy versions, see Versioning for Managed Policies in the
Using IAM guide.

Type: String
Pattern: v[ 1-9] [ 0-9] *(\. [ A- Za- z0-9-1*) ?

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404
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ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam anmazonaws. conl ?Act i on=Set Def aul t Pol i cyVer si on

&Pol i cyArn=arn: aws: i am : 123456789012: pol i cy/ S3-r ead- onl y- exanpl e- bucket
&Ver si onl d=v3

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Set Def aul t Pol i cyVer si onResponse xm ns="https://iam anazonaws. coni doc/ 2010- 05-
08/ ">
<ResponseMet adat a>
<Request | d>35f 241af - 3ebc- 11e4- 9d0d- 6f 969EXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Set Def aul t Pol i cyVer si onResponse>
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UpdateAccessKey

Changes the status of the specified access key from Active to Inactive, or vice versa. This action can be
used to disable a user's key as part of a key rotation work flow.

If the User Nane field is not specified, the UserName is determined implicitly based on the AWS access
key ID used to sign the request. Because this action works for access keys under the AWS account, you
can use this action to manage root credentials even if the AWS account has no associated users.

For information about rotating keys, see Managing Keys and Certificates in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

AccessKeyld
The access key ID of the secret access key you want to update.

Type: String
Length constraints: Minimum length of 16. Maximum length of 32.
Pattern: [\ w] +

Required: Yes

Status
The status you want to assign to the secret access key. Act i ve means the key can be used for API
calls to AWS, while | nact i ve means the key cannot be used.

Type: String
Valid Values: Active | Inactive

Required: Yes

UserName
The name of the user whose key you want to update.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: No

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409
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NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Updat eAccessKey
&User Narme=Bob

&AccessKeyl d=AKI Al OSFCDNN7 EXAMPLE

&St at us=l nact i ve

&Ver si on=2010- 05- 08

&AUTHPARANMS

Sample Response

<Updat eAccessKeyResponse>
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Updat eAccessKeyResponse>
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UpdateAccountPasswordPolicy

Updates the password policy settings for the AWS account.

Note

This action does not support partial updates. No parameters are required, but if you do not
specify a parameter, that parameter's value reverts to its default value. See the Request
Parameters section for each parameter's default value.

For more information about using a password policy, see Managing an IAM Password Policy in the Using
IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

AllowUsersToChangePassword
Allows all IAM users in your account to use the AWS Management Console to change their own
passwords. For more information, see Letting IAM Users Change Their Own Passwords in the Using
IAM guide.

Default value: false
Type: Boolean

Required: No

HardExpiry
Prevents IAM users from setting a new password after their password has expired.

Default value: false
Type: Boolean

Required: No

MaxPasswordAge
The number of days that an IAM user password is valid. The default value of 0 means IAM user
passwords never expire.

Default value: 0
Type: Integer
Valid range: Minimum value of 1. Maximum value of 1095.

Required: No

MinimumPasswordLength
The minimum number of characters allowed in an IAM user password.

Default value: 6
Type: Integer
Valid range: Minimum value of 6. Maximum value of 128.

Required: No

PasswordReusePrevention
Specifies the number of previous passwords that IAM users are prevented from reusing. The default
value of 0 means IAM users are not prevented from reusing previous passwords.
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Default value: 0
Type: Integer
Valid range: Minimum value of 1. Maximum value of 24.

Required: No

RequireLowercaseCharacters
Specifies whether IAM user passwords must contain at least one lowercase character from the 1ISO
basic Latin alphabet (a to z).

Default value: false
Type: Boolean

Required: No

RequireNumbers
Specifies whether IAM user passwords must contain at least one numeric character (0 to 9).

Default value: false
Type: Boolean

Required: No

RequireSymbols
Specifies whether IAM user passwords must contain at least one of the following non-alphanumeric
characters:

'@#$% &> () _+-=[1{}I"
Default value: false
Type: Boolean

Required: No

RequireUppercaseCharacters
Specifies whether IAM user passwords must contain at least one uppercase character from the 1SO
basic Latin alphabet (A to Z).

Default value: false
Type: Boolean

Required: No

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

MalformedPolicyDocument
The request was rejected because the policy document was malformed. The error message describes
the specific error.
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HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://i am amazonaws. com ?Act i on=Updat eAccount Passwor dPol i cy
&Al | owUser sToChangePasswor d=t r ue
&Har dExpi ry=f al se

&VvaxPasswor dAge=90

&M ni munPasswor dLengt h=12
&Passwor dReusePr event i on=12
&Requi r eLower caseChar act er s=true
&Requi r eNunber s=t r ue

&Requi r eSynbol s=t rue

&Requi r eUpper caseChar act er s=true
&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Updat eAccount Passwor dPol i cyResponse xm ns="https://iam amazonaws. com doc/ 2010-
05-08/">
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ Updat eAccount Passwor dPol i cyResponse>
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UpdateAssumeRolePolicy

Updates the policy that grants an entity permission to assume a role. For more information about roles,
go to Using Roles to Delegate Permissions and Federate Identities.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

PolicyDocument
The policy that grants an entity permission to assume the role.

Type: String
Length constraints: Minimum length of 1. Maximum length of 2048.
Pattern: [ \ u0009\ uO00A\ u000D\ u0020- \ uOOFF] +

Required: Yes

RoleName
The name of the role to update.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

MalformedPolicyDocument
The request was rejected because the policy document was malformed. The error message describes
the specific error.

HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500
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Examples

Sample Request

https://iam amazonaws. com ?Act i on=Updat eAssuneRol ePol i cy

&Pol i cyDocunent ={" Ver si on":"2012-10-17","Statenent":[{"Effect": " Al | ow',
"Principal":{"Service":["ec2.amazonaws. com'] }, "Action":["sts: AssuneRol e"]}]}
&Rol eNanme=S3AccessFor EC2] nst ances

&Ver si on=2010- 05- 08

&AUTHPARANMS

Sample Response

<Updat eAssuneRol ePol i cyResponse xm ns="https://iam anazonaws. coni doc/ 2010- 05-
08/ ">
<ResponseMet adat a>
<Request | d>309¢c1671- 99ed- 11el- a4c3- 270EXAMPLEO4</ Request | d>
</ ResponseMet adat a>
</ Updat eAssuneRol ePol i cyResponse>
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UpdateGroup

Updates the name and/or the path of the specified group.

Important
You should understand the implications of changing a group's path or name. For more information,
see Renaming Users and Groups in the Using IAM guide.

Note

To change a group name the requester must have appropriate permissions on both the source
object and the target object. For example, to change Managers to MGRs, the entity making the
request must have permission on Managers and MGRs, or must have permission on all (*). For
more information about permissions, see Permissions and Policies.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

GroupName
Name of the group to update. If you're changing the name of the group, this is the original name.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\ w+=, . @] +

Required: Yes

NewGroupName
New name for the group. Only include this if changing the group's name.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: No

NewPath
New path for the group. Only include this if changing the group's path.

Type: String
Length constraints: Minimum length of 1. Maximum length of 512.
Pattern: (\ u002F) | (\ uOO2F[\ u0021-\ u007F] +\ uO02F)

Required: No

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityAlreadyExists
The request was rejected because it attempted to create a resource that already exists.

HTTP Status Code: 409
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LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Updat eG oup
&G oupName=Test

&NewG oupNanme=Test _1

&Ver si on=2010- 05- 08

&AUTHPARAMS

Sample Response

<Updat eG oupResponse xm ns="https://i am amazonaws. com doc/ 2010- 05- 08/ " >
<Updat eG oupResul t >
<G oup>
<Pat h>/ di vi si on_abc/ subdi vi si on_xyz/ product _1234/ engi neeri ng/ </ Pat h>
<G oupNanme>Test _1</ G oupNane>
<G oupl d>AGP2MAB8 DPLSRHEXAVPLE</ G oupl d>
<Arn>arn:aws:iam :123456789012: gr oup/ di vi si on_abc/ subdi vi si on_xyz/
product _1234/ engi neeri ng/ Test _1</ Arn>
</ G oup>
</ Updat eG oupResul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Updat eG oupResponse>
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UpdateLoginProfile

Changes the password for the specified user.

Users can change their own passwords by calling ChangePassword (p. 18). For more information about
modifying passwords, see Managing Passwords in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Password
The new password for the specified user.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [ \ u0009\ uO00A\ u000D\ u0020- \ uOOFF] +

Required: No

PasswordResetRequired
Require the specified user to set a new password on next sign-in.

Type: Boolean

Required: No

UserName
The name of the user whose password you want to update.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityTemporarilyUnmodifiable
The request was rejected because it referenced an entity that is temporarily unmodifiable, such as
a user name that was deleted and then recreated. The error indicates that the request is likely to
succeed if you try again after waiting several minutes. The error message describes the entity.

HTTP Status Code: 409

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.
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HTTP Status Code: 404

PasswordPolicyViolation
The request was rejected because the provided password did not meet the requirements imposed
by the account password policy.

HTTP Status Code: 400

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Updat eLogi nProfil e
&User Name=Bob

&Passwor d="L[ p*#Z*80) K

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Updat eLogi nProfi | eResponse xm ns="https://i am amazonaws. conf doc/ 2010- 05- 08/ " >

<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVPLE</ Request | d>
</ ResponseMet adat a>
</ Updat eLogi nProf i | eResponse>
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UpdateOpenIDConnectProviderThumbprint

Replaces the existing list of server certificate thumbprints with a new list.

The list that you pass with this action completely replaces the existing list of thumbprints. (The lists are
not merged.)

Typically, you need to update a thumbprint only when the identity provider's certificate changes, which
occurs rarely. However, if the provider's certificate does change, any attempt to assume an |IAM role that
specifies the OIDC provider as a principal will fail until the certificate thumbprint is updated.

Note

Because trust for the OpenID Connect provider is ultimately derived from the provider's certificate
and is validated by the thumbprint, it is a best practice to limit access to the

Updat eOpenl DConnect Pr ovi der Thunbpri nt action to highly-privileged users.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

OpenIDConnectProviderArn
The Amazon Resource Name (ARN) of the IAM OpenID Connect (OIDC) provider to update the
thumbprint for. You can get a list of OIDC provider ARNs by using the
ListOpenIDConnectProviders (p. 184) action.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

ThumbprintList.member.N
A list of certificate thumbprints that are associated with the specified IAM OpenID Connect provider.
For more information, see CreateOpenlDConnectProvider (p. 30).

Type: String list
Length constraints: Minimum length of 40. Maximum length of 40.

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.
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HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Updat eOpenl DConnect Pr ovi der Thunbpri nt
&ThunbprintList.list.1=c3768084df b3d2b68b7897bf 5f 565da8eEXAMPLE

&Openl DConnect Provi der Arn=ar n: aws: i am : 123456789012: oi dc- provi der/ server. ex
anpl e. com

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Updat eOpenl DConnect Pr ovi der Thunbpri nt Response xm ns="https://iam anmazon
aws. conl doc/ 2010- 05- 08/ " >
<ResponseMet adat a>
<Request | d>29b6031c- 4f 66- 11e4- aef a- bf d6aEXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Updat eOpenl DConnect Pr ovi der Thunmbpr i nt Response>
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UpdateSAMLProvider

Updates the metadata document for an existing SAML provider.

Note
This operation requires Signature Version 4.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

SAMLMetadataDocument
An XML document generated by an identity provider (IdP) that supports SAML 2.0. The document
includes the issuer's name, expiration information, and keys that can be used to validate the SAML
authentication response (assertions) that are received from the IdP. You must generate the metadata
document using the identity management software that is used as your organization's IdP.

Type: String
Length constraints: Minimum length of 1000. Maximum length of 120000000.

Required: Yes

SAMLProviderArn
The Amazon Resource Name (ARN) of the SAML provider to update.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

Response Elements

The following element is returned.

SAMLProviderArn
The Amazon Resource Name (ARN) of the SAML provider that was updated.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

Invalidinput
The request was rejected because an invalid or out-of-range value was supplied for an input parameter.

HTTP Status Code: 400

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409
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NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Updat eSAM_Pr ovi der

&Nane=arn: aws: i am : 123456789012: san - met adat a/ MyUni versity

&SAM_Pr ovi der Docunent =VGhpcyBpcyB3aGvyZSB5b3Ugc HVOI HRoZSBTQULM HByb3ZpZGWyl GLI dG
FKYXRhI GRv Y3Vt ZW50

LCBCYXN Nj @ ZW5j b2RI ZCBpbnRvI GEgYni nl HNOcml uZy 4=

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Updat eSAMLPr ovi der Response xm ns="https://iam amazonaws. coni doc/ 2010- 05- 08/ " >
<Updat eSAM_Pr ovi der Resul t >
<SAMLPr ovi der Arn>arn: aws: i am : 123456789012: sani - net adat a/ MyUni ver si t y</ SAML
Provi der Arn>
</ Updat eSAM_Pr ovi der Resul t >
<ResponseMet adat a>
<Request | d>29f 47818- 99f 5- 11el- a4c3- 27EXAMPLE804</ Request | d>
</ ResponseMet adat a>
</ Updat eSAM_Pr ovi der Response>
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UpdateServerCertificate

Updates the name and/or the path of the specified server certificate.

Important
You should understand the implications of changing a server certificate's path or name. For more
information, see Managing Server Certificates in the Using IAM guide.

Note

To change a server certificate name the requester must have appropriate permissions on both
the source object and the target object. For example, to change the name from ProductionCert
to ProdCert, the entity making the request must have permission on ProductionCert and ProdCert,
or must have permission on all (*). For more information about permissions, see Permissions
and Policies.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

NewPath
The new path for the server certificate. Include this only if you are updating the server certificate's
path.

Type: String
Length constraints: Minimum length of 1. Maximum length of 512.
Pattern: (\ u002F) | (\ u0O02F[ \ u0021-\ u007F] +\ u0O02F)

Required: No

NewServerCertificateName
The new name for the server certificate. Include this only if you are updating the server certificate's
name. The name of the certificate cannot contain any spaces.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: No

ServerCertificateName
The name of the server certificate that you want to update.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).
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EntityAlreadyEXxists
The request was rejected because it attempted to create a resource that already exists.

HTTP Status Code: 409

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Updat eSer ver Certificate
&Server Certificat eName=QA dPr odSer ver Cert Nanme

&NewSer ver Certi fi cat eNanme=NewPr odSer ver Cer t Nane

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Updat eSer ver Certi fi cat eResponse xm ns="https://iam anazonaws. coni doc/ 2010- 05-
08/ ">
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Updat eServerCertificat eResponse>
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UpdateSigningCertificate

Changes the status of the specified signing certificate from active to disabled, or vice versa. This action
can be used to disable a user's signing certificate as part of a certificate rotation work flow.

If the User Nane field is not specified, the UserName is determined implicitly based on the AWS access
key ID used to sign the request. Because this action works for access keys under the AWS account, you
can use this action to manage root credentials even if the AWS account has no associated users.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

Certificateld
The ID of the signing certificate you want to update.

Type: String
Length constraints: Minimum length of 24. Maximum length of 128.
Pattern: [\ w] +

Required: Yes

Status
The status you want to assign to the certificate. Act i ve means the certificate can be used for API
calls to AWS, while | nact i ve means the certificate cannot be used.

Type: String
Valid Values: Acti ve | Inactive

Required: Yes

UserName
The name of the user the signing certificate belongs to.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: No

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.
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HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Updat eSi gni ngCertificate
&User Nanme=Bob

&Certificatel d=TA7SMP42TDN5Z260BPJE7EXAMPLE

&St at us=l nact i ve

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Updat eSi gni ngCerti fi cat eResponse xm ns="https://iam anazonaws. coni doc/ 2010- 05-
08/ ">
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Updat eSi gni ngCertifi cat eResponse>
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UpdateSSHPublicKey

Sets the status of the specified SSH public key to active or inactive. SSH public keys that are inactive
cannot be used for authentication. This action can be used to disable a user's SSH public key as part of
a key rotation work flow.

The SSH public key affected by this action is used only for authenticating the associated IAM user to an
AWS CodeCommit repository. For more information about using SSH keys to authenticate to an AWS
CodeCommit repository, see Set up AWS CodeCommit for SSH Connections in the AWS CodeCommit
User Guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

SSHPublicKeyld
The unique identifier for the SSH public key.

Type: String
Length constraints: Minimum length of 20. Maximum length of 128.
Pattern: [\ w] +

Required: Yes

Status
The status to assign to the SSH public key. Act i ve means the key can be used for authentication
with an AWS CodeCommit repository. | nact i ve means the key cannot be used.

Type: String
Valid Values: Active | |nactive

Required: Yes

UserName
The name of the IAM user associated with the SSH public key.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern:[\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404
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Examples

Sample Request

https://iam amazonaws. com ?Act i on=Updat eSSHPubl i cKey
&SSHPubl i cKeyl d=APKAEI VFHP46 CEXAMPLE

&St at us=l nacti ve

&User Nane=Jane

&Ver si on=2010- 05- 08

&AUTHPARANMS

Sample Response

<Updat eSSHPubl i cKeyResponse xm ns="https://i am amazonaws. conf doc/ 2010- 05- 08/ " >

<ResponseMet adat a>
<Request | d>d3d9215c- f 36b- 11e4- 97ab- c53b2EXAMPLE</ Request | d>
</ ResponseMet adat a>
</ Updat eSSHPubl i cKeyResponse>
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UpdateUser

Updates the name and/or the path of the specified user.

Important
You should understand the implications of changing a user's path or name. For more information,
see Renaming Users and Groups in the Using IAM guide.

Note

To change a user name the requester must have appropriate permissions on both the source
object and the target object. For example, to change Bob to Robert, the entity making the request
must have permission on Bob and Robert, or must have permission on all (*). For more information
about permissions, see Permissions and Policies.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

NewPath
New path for the user. Include this parameter only if you're changing the user's path.

Type: String
Length constraints: Minimum length of 1. Maximum length of 512.
Pattern: (\ u002F) | (\ u0O02F[ \ u0021-\ u007F] +\ u0O02F)

Required: No

NewUserName
New name for the user. Include this parameter only if you're changing the user's name.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: No

UserName
Name of the user to update. If you're changing the name of the user, this is the original user name.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityAlreadyExists
The request was rejected because it attempted to create a resource that already exists.

HTTP Status Code: 409
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EntityTemporarilyUnmodifiable

The request was rejected because it referenced an entity that is temporarily unmodifiable, such as
a user name that was deleted and then recreated. The error indicates that the request is likely to
succeed if you try again after waiting several minutes. The error message describes the entity.

HTTP Status Code: 409
LimitExceeded

The request was rejected because it attempted to create resources beyond the current AWS account

limits. The error message describes the limit exceeded.

HTTP Status Code: 409
NoSuchEntity

The request was rejected because it referenced an entity that does not exist. The error message

describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amzonaws. com ?Act i on=Updat eUser
&User Nanme=Bob

&NewUser Nanme=Rober t

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Updat eUser Response xm ns="https://iam amazonaws. com doc/ 2010- 05- 08/ " >
<Updat eUser Resul t >
<User >
<Pat h>/ di vi si on_abc/ subdi vi si on_xyz/ </ Pat h>
<User Name>Rober t </ User Nane>
<User | d>Al DACKCEVSQ6C2EXAMPLE</ User | d>
<Arn>arn: aws: : 123456789012: user/ di vi si on_abc/ subdi vi si on_xyz/ Robert
</ Arn>
</ User >
</ Updat eUser Resul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Updat eUser Response>
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UploadServerCertificate

Uploads a server certificate entity for the AWS account. The server certificate entity includes a public key
certificate, a private key, and an optional certificate chain, which should all be PEM-encoded.

For information about the number of server certificates you can upload, see Limitations on IAM Entities
in the Using IAM guide.

Note

Because the body of the public key certificate, private key, and the certificate chain can be large,
you should use POST rather than GET when calling Upl oadSer ver Certi fi cat e. For
information about setting up signatures and authorization through the API, go to Signing AWS
API Requests in the AWS General Reference. For general information about using the Query
API with 1AM, go to Making Query Requests in the Using IAM guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

CertificateBody
The contents of the public key certificate in PEM-encoded format.

Type: String
Length constraints: Minimum length of 1. Maximum length of 16384.
Pattern: [ \ u0009\ uO0O0A\ uO00D\ u0020-\ uOOFF] +

Required: Yes

CertificateChain
The contents of the certificate chain. This is typically a concatenation of the PEM-encoded public
key certificates of the chain.

Type: String
Length constraints: Minimum length of 1. Maximum length of 2097152.
Pattern: [ \ u0009\ u0O00A\ uO00OD\ u0020-\ UOOFF] +

Required: No

Path
The path for the server certificate. For more information about paths, see IAM Identifiers in the Using
IAM guide.

This parameter is optional. If it is not included, it defaults to a slash (/).

Note

If you are uploading a server certificate specifically for use with Amazon CloudFront
distributions, you must specify a path using the - - pat h option. The path must begin with
/ cl oudf ront and must include a trailing slash (for example, / cl oudf ront / t est/).

Type: String
Length constraints: Minimum length of 1. Maximum length of 512.
Pattern: (\ u002F) | (\ uOO2F[\ u0021-\ u007F] +\ uO02F)

Required: No
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PrivateKey
The contents of the private key in PEM-encoded format.

Type: String
Length constraints: Minimum length of 1. Maximum length of 16384.
Pattern: [ \ u0009\ uO00A\ u0O00D\ u0020-\ uOOFF] +

Required: Yes

ServerCertificateName
The name for the server certificate. Do not include the path in this value. The name of the certificate
cannot contain any spaces.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Response Elements

The following element is returned.

ServerCertificateMetadata
The meta information of the uploaded server certificate without its certificate body, certificate chain,
and private key.

Type: ServerCertificateMetadata (p. 292)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

EntityAlreadyExists
The request was rejected because it attempted to create a resource that already exists.

HTTP Status Code: 409

KeyPairMismatch
The request was rejected because the public key certificate and the private key do not match.

HTTP Status Code: 400

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

MalformedCertificate
The request was rejected because the certificate was malformed or expired. The error message
describes the specific error.

HTTP Status Code: 400

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.
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HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Upl oadServer Certificate
&Server Certifi cat eName=Pr odSer ver Cert

&Pat h=/ conpany/ servercerts/

&Certi fi cat eBody=

----- BEG N CERTI FI CATE- - - - -

M | Cdz CCAeCgAwW BAgl GANc+Ha2wVAOGCSqGSI b3DQEBBQUAMFMK Cz AJBgNVBAYT
Al VTVRMAVEQYDVQRKEWp BbWFEb24uY29t MQMAVCg YDVQQLEWNBVLMKI TAf BgNVBAMI
GEFXUy BMAWLpd GVk LUFz ¢ 3Vy YW5j ZSBDQT Ae FwOwWOT Ay MDQx Nz ESM daFw0x MDAy
MDQxNz E5M daMFI xCz AJBgNVBAYTAI VTVRMAMEQYDVQQRKEWp BbWF6b24uY29t MRecw
FQYDVQQLEWSBV1IM RGV2ZWkvc Gy cz EVVBMGALUEAX MVNTAXNDI 0c3ZwY] Rt M G
MAOGCSqGSI b3DQEBAQUAAAGNADCBI QKBgQCpB/ vsOanmiT/ Q0t d1RqzKj t t SBaPj br
dgwiNe9Br Oy B08f w2+Ch500nZYXf GUr T6nk YXH5f Qot 9Hv ASr z AKHO596FdJ A6 Dl
ywdWe1COggk 7z FSXOLXv+3vPr Jt aYxYo3eRl p7w80PMi Ov6MIXK8ubcTouODeJ bf
suDgcLnLDxwsvw DAQABo1cwNVTAOBgNVH@BBAF 8EBAMCBaAwWFg YDVROI AQH BAWW
CgYl KwYBBQUHAW WDAYDVROTAQH BAI wADAd BgNVHQ4 EFg QUL GNaBphBunakKbDRK
CAi 0nmH8B3nwWDQYJKoZI hve NAQEFBQADg YEAuKxhk XaCLGcqDuweKt O AEw9Ze PH
wr 0Xgsal K2HZboqr uebXEGsoj K4KsOWewgr EynuHIWTn760xe39r SgXW OGr OBaX
wWFpWHV] TFMKK+t SDGLI ssLHy YWM FFU4Anej RGORI YNaRHgVTK] Hphc5j EhHTOBX
AEaHz TpmEXAMPLE=

----- END CERTI FI CATE- - - - -

&Pri vat eKey=

----- BEG N DSA PRI VATE KEY-----

M | Bugl BTTKBgQD33xToSXPJ6hr 37L3+KNi 3/ 7Dgyw Bcvl FPPSHI w3ORuQ' 22nT
8Cy5f T89VWMNV Z3BPKWUEOZ38TQv3eW Nc/ 3U3+0qVNG2poX5nCPO: OLb96HYX2nR
3FTdH6FRKbQEhpDZz Z6t Rr j TH MX6sT3JRWBd2c4bGu+HUHOLH7 Qvr CTeQ VTKNs
TCKCyr Li GhUWIUGNIUMUBY 6z ToGTH 84Tz 7 TPwWDGDXuy/ Dk5s4j TVr +xi bROC/ gS
Q s4Dzz3T1ze6l vUBS1KT9Us OBSFUINTTPCPey +Lo4mK6b23Xd Ty Cl T8e2f snij
j HHC1pl Pi TkdLS3j 6ZYj FBLY6TENFng+LDY/ xwPO 7TJVoD3J/ WKC2J9CEY(q9034
kg6WW3CgYTuo54nXUgnoCh3xdGBCOFr g+oThl kHTSzs3ws50/ GGgKK7TDF3U Jj q
vHNy JQBKkWBr QRRLXp5KYQAc/ Dbkef +62mH53Hpc CELguW/ef f uVQomg3EW.9Zp9
j obTIQVHj b51 Vxi O6HRSd27di 3nj yr zUuJCyHSDTqwLImTThpd6OT| UTL3Tc4nR
62T Tdws3KW EXAMPLE=

----- END DSA PRI VATE KEY-----

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Upl oadServer Certificat eResponse xm ns="https://iam anazonaws. coni doc/ 2010- 05-
08/ ">
<Upl oadServerCertificateResult>

<ServerCertificateMet adat a>
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<ServerCertificateNane>ProdServer Cert </ ServerCertificateNane>
<Pat h>/ conpany/ servercert s/ </ Pat h>
<Arn>arn: aws:iam : 123456789012: server-certifi cate/ conpany/ servercerts/Prod
Server Cert </ Arn>
<Upl oadDat e>2010- 05- 08T01: 02: 03. 004Z</ Upl oadDat e>
<ServerCertificatel d>ASCACKCEVSQ6C2EXAMPLE</ Server Certificatel d>
<Expi rati on>2012- 05- 08T01: 02: 03. 004Z</ Expi rati on>
</ Server Certifi cat eMet adat a>
</ Upl oadServerCertificateResult>
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Upl coadServerCertificateResponse>
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UploadSigningCertificate

Uploads an X.509 signing certificate and associates it with the specified user. Some AWS services use
X.509 signing certificates to validate requests that are signed with a corresponding private key. When
you upload the certificate, its default status is Act i ve.

If the User Nane field is not specified, the user name is determined implicitly based on the AWS access
key ID used to sign the request. Because this action works for access keys under the AWS account, you
can use this action to manage root credentials even if the AWS account has no associated users.

Note

Because the body of a X.509 certificate can be large, you should use POST rather than GET
when calling Upl oadSi gni ngCerti fi cat e. For information about setting up signatures and
authorization through the API, go to Signing AWS API Requests in the AWS General Reference.
For general information about using the Query API with IAM, go to Making Query Requests in
the Using IAMguide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

CertificateBody
The contents of the signing certificate.

Type: String
Length constraints: Minimum length of 1. Maximum length of 16384.
Pattern: [ \ u0009\ u0O00A\ u0O00D\ u0020-\ UOOFF] +

Required: Yes

UserName
The name of the user the signing certificate is for.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: No

Response Elements

The following element is returned.

Certificate
Information about the certificate.

Type: SigningCertificate (p. 293)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).
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DuplicateCertificate
The request was rejected because the same certificate is associated with an IAM user in the account.

HTTP Status Code: 409

EntityAlreadyExists
The request was rejected because it attempted to create a resource that already exists.

HTTP Status Code: 409

InvalidCertificate
The request was rejected because the certificate is invalid.

HTTP Status Code: 400

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

MalformedCertificate
The request was rejected because the certificate was malformed or expired. The error message
describes the specific error.

HTTP Status Code: 400

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

ServiceFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

Examples

Sample Request

https://iam amazonaws. com ?Act i on=Upl oadSi gni ngCertificate

&User Name=Bob

&Certi fi cat eBody=

----- BEG N CERTI FI CATE- - - - -

M | Cdz CCAeCgAW BAgl GANc+Ha2wVAOGCSqGSI b3 DQEBBQUAMFMK Cz AJBgNVBAYT
Al VTMRMAEQYDVQRKEWp BbWF6b24uY29t MQmVCg YDVQQLEWNBV1 MK I TAf BgNVBAMI
GEFXUy BMaWLpd GVk LUFz ¢ 3Vy YWbj ZSBDQT Ae FwOwWOT Ay MDQx Nz ESM daFw0x MDAy
MDQXNz E5M daMFI xCz AJBgNVBAYTAI VTMRMAVEQYDVQOKEWpBbWF6b24uY29t MRcw
FQYDVQQLEW5BV1IM RGV2ZWkvc GVy cz EVMBMGALUEAXMWNTAXNDI 0c3ZwY] Rt M G
MAOGCSqGSI bh3DQEBAQUAAAGNADCBI QKBgQCpB/ vs O/ Q0t d1RqzKj t t SBaPj br
dgwNe9Br OyB08f w2+Ch500nZYXf GUr T6k YXH5f Qot 9Hv ASr z AKHO696FdJ A6 Dl
ywdWe1QOggk 7z FSXOLXv+3vPr Jt aYxYo3eRl p7w80PMi Ov6MIXK8ubcTouODeJ bf
suDgcLnLDxwsvw DAQABo1cwWVTAOBgNVH@BBAF 8EBAMCBaAwWFg YDVROI AQH BAWwW
Cg Yl KwYBBQUHAW WDAYDVROTAQH BAI wWADAd Bg NVHQ4 EFg QUL GNaBphBunaKb DRK
CAi 0nH8B3nDWDQYJKoZI hve NAQEFBQADg YEAUuKXxhk XaCLGcqDuwe Kt O AEwOZe PH
wr 0Xgsal K2HZboqgr uebXEGsoj K4KsOWwgr EynuHIWTn760xe39r SgXW OG OBaX
wWFpWHV] TFMKk+t SDGLI ssLHy YWM FFU4Anej RGORI YNaRHgVTKj Hphc5j EhHTOBX
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AEaHz TpnEXAMPLE=

----- END CERTI FI CATE---- -
&Ver si on=2010- 05- 08
&AUTHPARANS

Sample Response

<Upl oadSi gni ngCertificat eResponse xm ns="https://iam amazonaws. conl doc/ 2010- 05-
08/ ">
<Upl oadSi gni ngCertificat eResul t >
<Certificate>
<User Name>Bob</ User Nane>
<Certificatel d>TA7SMP42TDN5Z26OBPJE7EXAMPLE</ Cer ti fi cat el d>
<Certifi cat eBody>
----- BEG N CERTI FI CATE- - - - -
M | Cdz CCAeCgAW BAgl GANC +Ha2wVAOGCSqGSI b3 DQEBBQUANMFIMK Cz AJBgNVBAYT
Al VTVRMAEQYDVQRKEWp BbWE6h24uY29t MOMvCg YDVQQL EWNBVLMK | TAf BgNVBAMT
GEFXUy BMaWLpd GVK LUFz ¢ 3Vy YWBj ZSBDQT Ae FWOWOT Ay MDQx Nz E5M daFwOx MDAY
MDQxNz E5M daMFI x Cz AJBgNVBAYTAI VTVRMAVEQYDVQQKEWP BbWFEb24uY29t MRew
FQYDVQQLEWSBVIM RGV2ZW v c GVy ¢ z EVVBMGAL UEAX MWNTAXNDI 0c3ZwYj Rt M GF
MAOGCSqGSI bh3DQEBAQUAAAGNADCBI QKBgQCpB/ vs O/ Q0t d1RqzKj t t SBaPj br
dgwNe9Br OyB08f w2+Ch500nZYXf GUr T6nk YXH5f Qot 9Hv ASr z AKHO696FdJ A6 Dl
ywdWe1QOggk 7z FSXOLXv+3vPr Jt aYxYo3eRl p7w80PMi Ov6MIXK8ubc TouODeJ bf
subDgcLnLDxwsvw DAQABo1cwW/TAOBgNVH@BBAf 8EBAMCBaAWFg YDVROI AQH BAwWw
CgY!l KwYBBQUHAW WDAYDVROTAQH BAI wADAd BgNVHQA EFg QUL GNaBph Burma Kb DRK
CAi OnH8B3nowDQYJKoZI hve NAQEFBQADY YEAUKx hk XaCL Ge qDuweKt OF AEwdZePH
wr 0Xgsal K2HZboqgr uebXEGsoj K4KsOWwgr EynuHIWTn760xe39r SgXW OG- OBaX
WEpWHV] TEMKk +t SDGLI ssLHy YWNdFFU4Anej RGORI YNaRHgVTK] Hphc5j ERHTOBX
AEaHz TpnEXAMPLE=
----- END CERTI FI CATE- - - - -
</ Certificat eBody>
<St at us>Acti ve</ St at us>
</Certificate>
</ Upl oadSi gni ngCertificateResul t >
<ResponseMet adat a>
<Request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAVMPLE</ Request | d>
</ ResponseMet adat a>
</ Upl oadSi gni ngCertifi cat eResponse>
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UploadSSHPublicKey

Uploads an SSH public key and associates it with the specified IAM user.

The SSH public key uploaded by this action can be used only for authenticating the associated IAM user
to an AWS CodeCommit repository. For more information about using SSH keys to authenticate to an
AWS CodeCommit repository, see Set up AWS CodeCommit for SSH Connections in the AWS
CodeCommit User Guide.

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 301).

SSHPublicKeyBody
The SSH public key. The public key must be encoded in ssh-rsa format or PEM format.

Type: String
Length constraints: Minimum length of 1. Maximum length of 16384.
Pattern: [ \ u0009\ uO00A\ u000D\ u0020- \ UOOFF] +

Required: Yes

UserName
The name of the IAM user to associate the SSH public key with.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

Response Elements

The following element is returned.

SSHPublicKey
Contains information about the SSH public key.

Type: SSHPublicKey (p. 294)

Errors

For information about the errors that are common to all actions, see Common Errors (p. 303).

DuplicateSSHPublicKey
The request was rejected because the SSH public key is already associated with the specified IAM
user.

HTTP Status Code: 400

InvalidPublicKey
The request was rejected because the public key is malformed or otherwise invalid.
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HTTP Status Code: 400

LimitExceeded
The request was rejected because it attempted to create resources beyond the current AWS account
limits. The error message describes the limit exceeded.

HTTP Status Code: 409

NoSuchEntity
The request was rejected because it referenced an entity that does not exist. The error message
describes the entity.

HTTP Status Code: 404

UnrecognizedPublicKeyEncoding
The request was rejected because the public key encoding format is unsupported or unrecognized.

HTTP Status Code: 400

Examples

Sample Request

https://iam amazonaws. conl ?Act i on=Upl oadSSHPubl i cKey

&SSHPubl i cKeyBody=ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABA(CY 75ak72GGa0ZNy0cj UERI n
+nr ga0C30k ki wOeN4AH6Yt vCdUksVppj PChmi85WFRzvI cxaMEUZ9l SAKp8Af ef ybx HOPAQMELSuOp
HaMh ADAU7 dOn3CCer B+0sychudES4P+cdKlget 3pt sG zeQNLLNMOK5zj | Ra1MAS3KnwWLWHEVPEe4JD
+xf ghuQnwz UgpneG\Wk 7nv7qi hYLFnNCFdeU8Cel r 9Fnt 75g50! H6ZoC/ becc AHur Hkf cDpanJTLNf L
R5Q 14CZSsRP4kNdmroe5+1 PM78w4J9vA4pXUAni z YDE21GAgUDVX Or sOX661 M hX6Ar VgEK+NK5GQy
n9z j ane@xanpl e. com

&User Nanme=Jane

&Ver si on=2010- 05- 08

&AUTHPARANS

Sample Response

<Upl oadSSHPubl i cKeyResponse xm ns="https://i am amazonaws. conf doc/ 2010- 05- 08/ " >

<Upl oadSSHPubl i cKeyResul t >
<Publ i cKey>
<Upl oadDat e>2015- 06- 05T20: 56: 46. 012Z</ Upl oadDat e>
<Fi nger pri nt >7a: 1d: ea: 9e: b0: 80: ac: f 8: ec: d8: dc: e6: a7: 2c: f c: 51</ Fi ngerpri nt >

<User Name>Jane</ User Nane>
<SSHPubl i cKeyl d>APKAEI VFHP46 CEXAMPLE</ SSHPubl i cKeyl d>
<St at us>Acti ve</ St at us>
<SSHPubl i ckeyBody>
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCY 75ak72GGa0ZNy0cj UERI n+nr ga0C30k

ki wOeN4AHEYt vCdUks Vppj POhmd85WFRzv I cxaMEUZ91 SAkp8Af ef ybx HOPdQMEL SuOpHa
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MhADAU7dOn3CCer B+0sycbudES4P+cdKlget 3pt sG zeQNLLMOK5zj | Ra1MAS3KNnwLWHEV
PEe4JD+xf ghuQOnwz UgpneG\Wwk 7n7qi hYLFNNCFdeU8Cel r 9Fnt 75g50! H6ZoC/ becc AHur
Hkf cDpanJ TLNf LR5Q 14CZSsRP4kNdmtoe5+1 PM78waJ9v4pXU4ni zYDE21GFAgUDVXOr sOX

661 M hX6Ar VgnEK+NK5GQgn9z j ane@xanpl e. com
</ SSHPubl i cKeyBody>

</ Publ i cKey>
</ Upl oadSSHPubl i cKeyResul t >
<ResponseMet adat a>

<Request | d>3da97a2f - f 369- 11e4- 97ab- c53b2EXAMPLE</ Request | d>
</ ResponseMet adat a>

</ Upl oadSSHPubl i cKeyResponse>
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Data Types

The AWS Identity and Access Management API contains several data types that various actions use.
This section describes each data type in detail.

Note
The order of each element in the response is not guaranteed. Applications should not assume
a particular order.

The following data types are supported:

¢ AccessKey (p. 271)

¢ AccessKeylLastUsed (p. 272)

¢ AccessKeyMetadata (p. 273)

¢ AttachedPolicy (p. 273)

e Group (p. 274)

¢ GroupDetail (p. 275)

¢ InstanceProfile (p. 277)

¢ LoginProfile (p. 278)

* ManagedPolicyDetail (p. 279)

¢ MFADevice (p. 281)

* OpenIDConnectProviderListEntry (p. 281)
¢ PasswordPolicy (p. 282)

« Policy (p. 283)

¢ PolicyDetall (p. 285)

* PolicyGroup (p. 285)

¢ PolicyRole (p. 286)

¢ PolicyUser (p. 286)

¢ PolicyVersion (p. 287)

* Role (p. 288)

¢ RoleDetail (p. 289)

¢ SAMLProviderListEntry (p. 291)
¢ ServerCertificate (p. 291)

« ServerCertificateMetadata (p. 292)
¢ SigningCertificate (p. 293)
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¢ SSHPublicKey (p. 294)

¢ SSHPublicKkeyMetadata (p. 295)
e User (p. 296)

¢ UserDetall (p. 297)

¢ VirtualMFADevice (p. 299)

AccessKey

Description

Contains information about an AWS access key.

This data type is used as a response element in the CreateAccessKey (p. 20) and ListAccessKeys (p. 149)
actions.

Note

The Secr et AccessKey value is returned only in response to CreateAccessKey (p. 20). You
can get a secret access key only when you first create an access key; you cannot recover the
secret access key later. If you lose a secret access key, you must create a new access key.

Contents

AccessKeyld
The ID for this access key.

Type: String
Length constraints: Minimum length of 16. Maximum length of 32.
Pattern: [\ w] +

Required: Yes

CreateDate
The date when the access key was created.

Type: DateTime

Required: No

SecretAccessKey
The secret key used to sign requests.

Type: String

Required: Yes

Status
The status of the access key. Act i ve means the key is valid for API calls, while | nact i ve means
it is not.

Type: String
Valid Values: Active | Inactive

Required: Yes

UserName
The name of the IAM user that the access key is associated with.
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Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\ w+=, . @] +

Required: Yes

AccessKeyLastUsed

Description

Contains information about the last time an AWS access key was used.

This data type is used as a response element in the GetAccessKeyLastUsed (p. 99) action.

Contents

LastUsedDate
The date and time, in ISO 8601 date-time format, when the access key was most recently used. This
field is null when:

¢ The user does not have an access key.

¢ An access key exists but has never been used, at least not since IAM started tracking this
information on April 22nd, 2015.

¢ There is no sign-in data associated with the user
Type: DateTime

Required: Yes

Region
The AWS region where this access key was most recently used. This field is null when:
¢ The user does not have an access key.

¢ An access key exists but has never been used, at least not since IAM started tracking this
information on April 22nd, 2015.

¢ There is no sign-in data associated with the user

For more information about AWS regions, see Regions and Endpoints in the Amazon Web Services
General Reference.

Type: String

Required: Yes

ServiceName
The name of the AWS service with which this access key was most recently used. This field is null
when:

¢ The user does not have an access key.

¢ An access key exists but has never been used, at least not since IAM started tracking this
information on April 22nd, 2015.

« There is no sign-in data associated with the user
Type: String

Required: Yes
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AccessKeyMetadata

Description

Contains information about an AWS access key, without its secret key.

This data type is used as a response element in the ListAccessKeys (p. 149) action.

Contents

AccessKeyld
The ID for this access key.

Type: String
Length constraints: Minimum length of 16. Maximum length of 32.
Pattern: [\ w] +

Required: No

CreateDate
The date when the access key was created.

Type: DateTime

Required: No

Status
The status of the access key. Act i ve means the key is valid for API calls; | nacti ve means itis

not.
Type: String
Valid Values: Acti ve | Inactive

Required: No

UserName
The name of the IAM user that the key is associated with.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: No

AttachedPolicy

Description

Contains information about an attached policy.
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An attached policy is a managed policy that has been attached to a user, group, or role. This data type
is used as a response element in the ListAttachedGroupPolicies (p. 154), ListAttachedRolePolicies (p. 157),
ListAttachedUserPolicies (p. 160), and GetAccountAuthorizationDetails (p. 101) actions.

For more information about managed policies, refer to Managed Policies and Inline Policies in the Using
IAM guide.

Contents

PolicyArn
The Amazon Resource Name (ARN). ARNs are unique identifiers for AWS resources.

For more information about ARNSs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: No

PolicyName
The friendly name of the attached policy.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern:[\w+=, . @] +

Required: No

Group

Description

Contains information about an IAM group entity.
This data type is used as a response element in the following actions:

e CreateGroup (p. 24)
e GetGroup (p. 119)
e ListGroups (p. 169)

Contents

Arn
The Amazon Resource Name (ARN) specifying the group. For more information about ARNs and
how to use them in policies, see IAM Identifiers in the Using IAM guide.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes
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CreateDate
The date and time, in ISO 8601 date-time format, when the group was created.

Type: DateTime

Required: Yes

Groupld
The stable and unique string identifying the group. For more information about IDs, see IAM |dentifiers
in the Using IAM guide.

Type: String
Length constraints: Minimum length of 16. Maximum length of 32.
Pattern: [\ w] +

Required: Yes

GroupName
The friendly name that identifies the group.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: Yes

Path
The path to the group. For more information about paths, see IAM Identifiers in the Using IAM guide.

Type: String
Length constraints: Minimum length of 1. Maximum length of 512.
Pattern: (\ u002F) | (\ u0O02F[ \ u0021-\ u007F] +\ u0O02F)

Required: Yes

GroupDetall

Description

Contains information about an 1AM group, including all of the group's policies.

This data type is used as a response element in the GetAccountAuthorizationDetails (p. 101) action.

Contents

Arn
The Amazon Resource Name (ARN). ARNSs are unique identifiers for AWS resources.

For more information about ARNSs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
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Length constraints: Minimum length of 20. Maximum length of 2048.

Required: No

AttachedManagedPolicies
A list of the managed policies attached to the group.

Type: AttachedPolicy (p. 273) list

Required: No
CreateDate
The date and time, in ISO 8601 date-time format, when the group was created.

Type: DateTime

Required: No
Groupld

The stable and unique string identifying the group. For more information about IDs, see IAM |dentifiers
in the Using IAM guide.

Type: String
Length constraints: Minimum length of 16. Maximum length of 32.
Pattern: [\ w] +

Required: No

GroupName
The friendly name that identifies the group.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: No

GroupPolicyList
A list of the inline policies embedded in the group.

Type: PolicyDetail (p. 285) list

Required: No
Path
The path to the group. For more information about paths, see IAM Identifiers in the Using IAM guide.

Type: String
Length constraints: Minimum length of 1. Maximum length of 512.
Pattern: (\ u002F) | (\ uOO2F[\ u0021-\ u007F] +\ uO02F)

Required: No
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InstanceProfile

Description

Contains information about an instance profile.
This data type is used as a response element in the following actions:

¢ CreatelnstanceProfile (p. 26)

¢ GetlnstanceProfile (p. 124)

¢ ListinstanceProfiles (p. 175)

¢ ListinstanceProfilesForRole (p. 178)

Contents

Arn
The Amazon Resource Name (ARN) specifying the instance profile. For more information about
ARNSs and how to use them in policies, see IAM Identifiers in the Using IAM guide.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

CreateDate
The date when the instance profile was created.

Type: DateTime

Required: Yes

InstanceProfileld
The stable and unique string identifying the instance profile. For more information about IDs, see
IAM Identifiers in the Using IAM guide.

Type: String
Length constraints: Minimum length of 16. Maximum length of 32.
Pattern: [\ w] +

Required: Yes

InstanceProfileName
The name identifying the instance profile.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\ w+=, . @] +

Required: Yes

Path
The path to the instance profile. For more information about paths, see IAM Identifiers in the Using
IAM guide.
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Type: String
Length constraints: Minimum length of 1. Maximum length of 512.
Pattern: (\ u002F) | (\ u0O02F[ \ u0021-\ u007F] +\ u0O02F)

Required: Yes

Roles
The role associated with the instance profile.

Type: Role (p. 288) list

Required: Yes

LoginProfile

Description

Contains the user name and password create date for a user.

This data type is used as a response element in the CreateLoginProfile (p. 28) and GetLoginProfile (p. 126)
actions.

Contents

CreateDate
The date when the password for the user was created.

Type: DateTime

Required: Yes

PasswordResetRequired
Specifies whether the user is required to set a new password on next sign-in.

Type: Boolean

Required: No

UserName
The name of the user, which can be used for signing in to the AWS Management Console.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes
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ManagedPolicyDetalil

Description

Contains information about a managed policy, including the policy's ARN, versions, and the number of
principal entities (users, groups, and roles) that the policy is attached to.

This data type is used as a response element in the GetAccountAuthorizationDetails (p. 101) action.

For more information about managed policies, see Managed Policies and Inline Policies in the Using IAM
guide.

Contents

Arn
The Amazon Resource Name (ARN). ARNs are unique identifiers for AWS resources.

For more information about ARNSs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: No

AttachmentCount
The number of principal entities (users, groups, and roles) that the policy is attached to.

Type: Integer

Required: No

CreateDate
The date and time, in ISO 8601 date-time format, when the policy was created.

Type: DateTime

Required: No

DefaultVersionld
The identifier for the version of the policy that is set as the default (operative) version.

For more information about policy versions, see Versioning for Managed Policies in the Using IAM
guide.

Type: String
Pattern: v[ 1- 9] [ 0- 9] *(\. [ A- Za- z0- 9-] *) ?

Required: No

Description
A friendly description of the policy.

Type: String
Length constraints: Minimum length of 0. Maximum length of 1000.

Required: No
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IsAttachable
Specifies whether the policy can be attached to an IAM user, group, or role.

Type: Boolean

Required: No
Path
The path to the policy.

For more information about paths, see IAM Identifiers in the Using IAM guide.
Type: String
Pattern: ((/ [ A-Za-z0-9\. ,\+@_-]1+)*)/

Required: No

Policyld
The stable and unique string identifying the policy.

For more information about IDs, see IAM Identifiers in the Using IAM guide.
Type: String

Length constraints: Minimum length of 16. Maximum length of 32.

Pattern: [\ w] +

Required: No

PolicyName
The friendly name (not ARN) identifying the policy.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: No

PolicyVersionList
A list containing information about the versions of the policy.

Type: PolicyVersion (p. 287) list

Required: No

UpdateDate
The date and time, in ISO 8601 date-time format, when the policy was last updated.

When a policy has only one version, this field contains the date and time when the policy was created.
When a policy has more than one version, this field contains the date and time when the most recent
policy version was created.

Type: DateTime

Required: No
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MFADevice

Description

Contains information about an MFA device.

This data type is used as a response element in the ListMFADevices (p. 181) action.

Contents

EnableDate
The date when the MFA device was enabled for the user.

Type: DateTime

Required: Yes

SerialNumber
The serial number that uniquely identifies the MFA device. For virtual MFA devices, the serial number
is the device ARN.

Type: String
Length constraints: Minimum length of 9. Maximum length of 256.
Pattern:[\w+=/:, . @] +

Required: Yes

UserName
The user with whom the MFA device is associated.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

OpenlIDConnectProviderListEntry

Description

Contains the Amazon Resource Name (ARN) for an IAM OpenID Connect provider.

Contents

Arn
The Amazon Resource Name (ARN). ARNs are unigue identifiers for AWS resources.

For more information about ARNSs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
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Length constraints: Minimum length of 20. Maximum length of 2048.

Required: No

PasswordPolicy

Description

Contains information about the account password policy.

This data type is used as a response element in the GetAccountPasswordPolicy (p. 109) action.

Contents

AllowUsersToChangePassword
Specifies whether IAM users are allowed to change their own password.

Type: Boolean

Required: No

ExpirePasswords
Specifies whether IAM users are required to change their password after a specified number of days.

Type: Boolean

Required: No
HardExpiry
Specifies whether IAM users are prevented from setting a new password after their password has
expired.
Type: Boolean

Required: No

MaxPasswordAge
The number of days that an IAM user password is valid.

Type: Integer
Valid range: Minimum value of 1. Maximum value of 1095.

Required: No

MinimumPasswordLength
Minimum length to require for IAM user passwords.

Type: Integer
Valid range: Minimum value of 6. Maximum value of 128.

Required: No

PasswordReusePrevention
Specifies the number of previous passwords that IAM users are prevented from reusing.

Type: Integer

Valid range: Minimum value of 1. Maximum value of 24.
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Required: No

RequireLowercaseCharacters
Specifies whether to require lowercase characters for IAM user passwords.

Type: Boolean

Required: No

RequireNumbers
Specifies whether to require numbers for IAM user passwords.

Type: Boolean

Required: No

RequireSymbols
Specifies whether to require symbols for IAM user passwords.

Type: Boolean

Required: No

RequireUppercaseCharacters
Specifies whether to require uppercase characters for IAM user passwords.

Type: Boolean

Required: No

Policy

Description

Contains information about a managed policy.

This data type is used as a response element in the CreatePolicy (p. 33), GetPolicy (p. 130), and
ListPolicies (p. 186) actions.

For more information about managed policies, refer to Managed Policies and Inline Policies in the Using
IAM guide.

Contents

Arn
The Amazon Resource Name (ARN). ARNs are unique identifiers for AWS resources.

For more information about ARNSs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: No

AttachmentCount
The number of entities (users, groups, and roles) that the policy is attached to.

Type: Integer
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Required: No

CreateDate
The date and time, in ISO 8601 date-time format, when the policy was created.

Type: DateTime

Required: No

DefaultVersionld
The identifier for the version of the policy that is set as the default version.

Type: String
Pattern: v[ 1-9] [ 0-9] *(\. [ A- Za- z0-9-]1*) ?

Required: No

Description
A friendly description of the policy.

This element is included in the response to the GetPolicy (p. 130) operation. It is not included in the
response to the ListPolicies (p. 186) operation.

Type: String
Length constraints: Minimum length of 0. Maximum length of 1000.

Required: No

IsAttachable
Specifies whether the policy can be attached to an IAM user, group, or role.

Type: Boolean

Required: No

Path
The path to the policy.

For more information about paths, see IAM Identifiers in the Using IAM guide.
Type: String
Pattern: ((/ [ A-Za-z0-9\ ., \+@_-]+)*)/

Required: No
Policyld
The stable and unique string identifying the policy.

For more information about IDs, see IAM Identifiers in the Using IAM guide.
Type: String

Length constraints: Minimum length of 16. Maximum length of 32.

Pattern: [\ w] +

Required: No

PolicyName
The friendly name (not ARN) identifying the policy.

Type: String
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Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: No

UpdateDate
The date and time, in ISO 8601 date-time format, when the policy was last updated.

When a policy has only one version, this field contains the date and time when the policy was created.
When a policy has more than one version, this field contains the date and time when the most recent
policy version was created.

Type: DateTime

Required: No

PolicyDetall

Description

Contains information about an IAM policy, including the policy document.

This data type is used as a response element in the GetAccountAuthorizationDetails (p. 101) action.

Contents

PolicyDocument
The policy document.

Type: String
Length constraints: Minimum length of 1. Maximum length of 131072.
Pattern: [ \ u0009\ uO00A\ u000D\ u0020- \ uOOFF] +

Required: No

PolicyName
The name of the policy.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: No

PolicyGroup

Description

Contains information about a group that a managed policy is attached to.
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Contents

This data type is used as a response element in the ListEntitiesForPolicy (p. 163) action.

For more information about managed policies, refer to Managed Policies and Inline Policies in the Using
IAM guide.

Contents

GroupName
The name (friendly name, not ARN) identifying the group.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: No

PolicyRole

Description

Contains information about a role that a managed policy is attached to.
This data type is used as a response element in the ListEntitiesForPolicy (p. 163) action.

For more information about managed policies, refer to Managed Policies and Inline Policies in the Using
IAM guide.

Contents

RoleName
The name (friendly name, not ARN) identifying the role.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: No

PolicyUser

Description

Contains information about a user that a managed policy is attached to.
This data type is used as a response element in the ListEntitiesForPolicy (p. 163) action.

For more information about managed policies, refer to Managed Policies and Inline Policies in the Using
IAM guide.
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Contents

Contents

UserName
The name (friendly name, not ARN) identifying the user.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: No

PolicyVersion

Description

Contains information about a version of a managed policy.

This data type is used as a response element in the CreatePolicyVersion (p. 36), GetPolicyVersion (p. 132),
ListPolicyVersions (p. 190), and GetAccountAuthorizationDetails (p. 101) actions.

For more information about managed policies, refer to Managed Policies and Inline Policies in the Using
IAM guide.

Contents

CreateDate
The date and time, in ISO 8601 date-time format, when the policy version was created.

Type: DateTime

Required: No

Document
The policy document.

The policy document is returned in the response to the GetPolicyVersion (p. 132) and
GetAccountAuthorizationDetails (p. 101) operations. It is not returned in the response to the
CreatePolicyVersion (p. 36) or ListPolicyVersions (p. 190) operations.

Type: String
Length constraints: Minimum length of 1. Maximum length of 131072.
Pattern: [ \ u0009\ u0O00A\ uO00D\ u0020-\ UOOFF] +

Required: No

IsDefaultVersion
Specifies whether the policy version is set as the policy's default version.

Type: Boolean

Required: No

Versionld
The identifier for the policy version.
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Role

Role

Policy version identifiers always begin with v (always lowercase). When a policy is created, the first
policy versionis v1.

Type: String
Pattern: v[ 1- 9] [ 0-9] *(\ . [ A- Za-z0-9-]*) ?

Required: No

Description

Contains information about an IAM role.
This data type is used as a response element in the following actions:

¢ CreateRole (p. 39)
¢ GetRole (p. 134)
¢ ListRoles (p. 196)

Contents

Arn
The Amazon Resource Name (ARN) specifying the role. For more information about ARNs and how
to use them in policies, see IAM Identifiers in the Using IAM guide.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

AssumeRolePolicyDocument
The policy that grants an entity permission to assume the role.

Type: String
Length constraints: Minimum length of 1. Maximum length of 131072.
Pattern: [ \ u0009\ uO00A\ u000D\ u0020- \ uOOFF] +

Required: No

CreateDate
The date and time, in ISO 8601 date-time format, when the role was created.

Type: DateTime

Required: Yes

Path
The path to the role. For more information about paths, see IAM Identifiers in the Using IAM guide.

Type: String

Length constraints: Minimum length of 1. Maximum length of 512.
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RoleDetail

Pattern: (\ u002F) | (\ u002F[ \ u0021-\ u007F] +\ UDO2F)

Required: Yes

Roleld
The stable and unique string identifying the role. For more information about IDs, see IAM Identifiers
in the Using 1AM guide.

Type: String
Length constraints: Minimum length of 16. Maximum length of 32.
Pattern: [\ w] +

Required: Yes

RoleName
The friendly name that identifies the role.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

RoleDetall

Description

Contains information about an IAM role, including all of the role's policies.

This data type is used as a response element in the GetAccountAuthorizationDetails (p. 101) action.

Contents

Arn
The Amazon Resource Name (ARN). ARNs are unique identifiers for AWS resources.

For more information about ARNs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: No

AssumeRolePolicyDocument
The trust policy that grants permission to assume the role.

Type: String
Length constraints: Minimum length of 1. Maximum length of 131072.
Pattern: [ \ u0009\ uO0O0A\ u000D\ u0020- \ UOOFF] +

Required: No
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Contents

AttachedManagedPolicies

A list of managed policies attached to the role. These policies are the role's access (permissions)
policies.

Type: AttachedPolicy (p. 273) list

Required: No
CreateDate
The date and time, in ISO 8601 date-time format, when the role was created.

Type: DateTime

Required: No
InstanceProfileList
Contains a list of instance profiles.

Type: InstanceProfile (p. 277) list

Required: No
Path
The path to the role. For more information about paths, see IAM Identifiers in the Using IAM guide.

Type: String
Length constraints: Minimum length of 1. Maximum length of 512.
Pattern: (\ u002F) | (\ u0O02F[\ u0021-\ u007F] +\ u002F)

Required: No
Roleld

The stable and unique string identifying the role. For more information about IDs, see IAM Ildentifiers
in the Using IAM guide.

Type: String
Length constraints: Minimum length of 16. Maximum length of 32.
Pattern: [\ w] +

Required: No
RoleName
The friendly name that identifies the role.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: No
RolePolicyList

A list of inline policies embedded in the role. These policies are the role's access (permissions)
policies.

Type: PolicyDetail (p. 285) list

Required: No
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SAMLProviderListEntry

SAMLProviderListEntry

Description

Contains the list of SAML providers for this account.

Contents

Arn
The Amazon Resource Name (ARN) of the SAML provider.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: No

CreateDate
The date and time when the SAML provider was created.

Type: DateTime

Required: No

ValidUntil
The expiration date and time for the SAML provider.

Type: DateTime

Required: No

ServerCertificate

Description

Contains information about a server certificate.

This data type is used as a response element in the GetServerCertificate (p. 140) action.

Contents

CertificateBody
The contents of the public key certificate.

Type: String
Length constraints: Minimum length of 1. Maximum length of 16384.
Pattern: [ \ u0009\ uO00A\ u000D\ u0020- \ UOOFF] +

Required: Yes

CertificateChain
The contents of the public key certificate chain.

Type: String
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ServerCertificateMetadata

Length constraints: Minimum length of 1. Maximum length of 2097152.
Pattern: [ \ u0009\ uO0O0A\ u000D\ u0020- \ UOOFF] +

Required: No

ServerCertificateMetadata
The meta information of the server certificate, such as its name, path, 1D, and ARN.

Type: ServerCertificateMetadata (p. 292)

Required: Yes

ServerCertificateMetadata

Description

Contains information about a server certificate without its certificate body, certificate chain, and private
key.

This data type is used as a response element in the UploadServerCertificate (p. 260) and
ListServerCertificates (p. 201) actions.

Contents

Arn
The Amazon Resource Name (ARN) specifying the server certificate. For more information about
ARNSs and how to use them in policies, see IAM Identifiers in the Using IAM guide.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes
Expiration
The date on which the certificate is set to expire.

Type: DateTime

Required: No

Path
The path to the server certificate. For more information about paths, see IAM Identifiers in the Using
IAM guide.

Type: String
Length constraints: Minimum length of 1. Maximum length of 512.
Pattern: (\ u002F) | (\ uOO2F[ \ u0021-\ UOO7F] +\ UO02F)

Required: Yes

ServerCertificateld
The stable and unique string identifying the server certificate. For more information about IDs, see
IAM Identifiers in the Using IAM guide.

Type: String
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SigningCertificate

Length constraints: Minimum length of 16. Maximum length of 32.
Pattern: [\ w] +

Required: Yes

ServerCertificateName
The name that identifies the server certificate.

Type: String
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern:[\w+=, . @] +

Required: Yes

UploadDate
The date when the server certificate was uploaded.

Type: DateTime

Required: No

SigningCertificate

Description

Contains information about an X.509 signing certificate.

This data type is used as a response element in the UploadSigningCertificate (p. 264) and
ListSigningCertificates (p. 204) actions.

Contents

CertificateBody
The contents of the signing certificate.

Type: String
Length constraints: Minimum length of 1. Maximum length of 16384.
Pattern: [ \ u0009\ uO00A\ u000D\ u0020- \ uOOFF] +

Required: Yes

Certificateld
The ID for the signing certificate.

Type: String
Length constraints: Minimum length of 24. Maximum length of 128.
Pattern: [\ w] +

Required: Yes

Status
The status of the signing certificate. Act i ve means the key is valid for API calls, while | nacti ve

means it is not.
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SSHPublicKey

Type: String
Valid Values: Active | Inactive

Required: Yes

UploadDate
The date when the signing certificate was uploaded.

Type: DateTime

Required: No

UserName
The name of the user the signing certificate is associated with.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern:[\w+=, . @] +

Required: Yes

SSHPublicKey

Description

Contains information about an SSH public key.

This data type is used as a response element in the GetSSHPublicKey (p. 142) and
UploadSSHPublicKey (p. 267) actions.

Contents

Fingerprint
The MD5 message digest of the SSH public key.

Type: String
Length constraints: Minimum length of 48. Maximum length of 48.
Pattern: [ : \w] +

Required: Yes

SSHPublicKeyBody
The SSH public key.

Type: String
Length constraints: Minimum length of 1. Maximum length of 16384.
Pattern: [ \ u0009\ u0O00A\ uO00D\ u0020-\ uOOFF] +

Required: Yes

SSHPublicKeyld
The unique identifier for the SSH public key.
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SSHPublicKeyMetadata

Type: String
Length constraints: Minimum length of 20. Maximum length of 128.
Pattern: [\ w] +

Required: Yes

Status
The status of the SSH public key. Act i ve means the key can be used for authentication with an
AWS CodeCommit repository. | nact i ve means the key cannot be used.

Type: String
Valid Values: Active | Inactive

Required: Yes

UploadDate
The date and time, in ISO 8601 date-time format, when the SSH public key was uploaded.

Type: DateTime

Required: No

UserName
The name of the IAM user associated with the SSH public key.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

SSHPublicKkeyMetadata

Description

Contains information about an SSH public key, without the key's body or fingerprint.

This data type is used as a response element in the ListSSHPublicKeys (p. 207) action.

Contents

SSHPublicKeyld
The unique identifier for the SSH public key.

Type: String
Length constraints: Minimum length of 20. Maximum length of 128.
Pattern: [\ w] +

Required: Yes

Status
The status of the SSH public key. Act i ve means the key can be used for authentication with an
AWS CodeCommit repository. | nact i ve means the key cannot be used.
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User

User

Type: String
Valid Values: Active | Inactive

Required: Yes

UploadDate
The date and time, in ISO 8601 date-time format, when the SSH public key was uploaded.

Type: DateTime

Required: Yes

UserName
The name of the IAM user associated with the SSH public key.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern:[\w+=, . @] +

Required: Yes

Description

Contains information about an IAM user entity.
This data type is used as a response element in the following actions:

e CreateUser (p. 45)
« GetUser (p. 145)
e ListUsers (p. 213)

Contents

Arn

The Amazon Resource Name (ARN) that identifies the user. For more information about ARNs and

how to use ARNSs in policies, see |IAM Identifiers in the Using IAM guide.
Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: Yes

CreateDate
The date and time, in ISO 8601 date-time format, when the user was created.

Type: DateTime

Required: Yes
PasswordLastUsed

The date and time, in ISO 8601 date-time format, when the user's password was last used to sign
in to an AWS website. For a list of AWS websites that capture a user's last sign-in time, see the
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UserDetail

Credential Reports topic in the Using IAM guide. If a password is used more than once in a five-minute
span, only the first use is returned in this field. This field is null (not present) when:

¢ The user does not have a password

¢ The password exists but has never been used (at least not since IAM started tracking this information
on October 20th, 2014

« there is no sign-in data associated with the user
This value is returned only in the GetUser (p. 145) and ListUsers (p. 213) actions.
Type: DateTime

Required: No

Path
The path to the user. For more information about paths, see IAM Identifiers in the Using IAM guide.

Type: String
Length constraints: Minimum length of 1. Maximum length of 512.
Pattern: (\ u002F) | (\ uOO2F[ \ u0021-\ uOO7F] +\ UO02F)

Required: Yes

Userld
The stable and unique string identifying the user. For more information about IDs, see |IAM Identifiers
in the Using 1AM guide.

Type: String
Length constraints: Minimum length of 16. Maximum length of 32.
Pattern: [\ w] +

Required: Yes

UserName
The friendly name identifying the user.

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\w+=, . @] +

Required: Yes

UserDetall

Description

Contains information about an IAM user, including all the user's policies and all the IAM groups the user
isin.

This data type is used as a response element in the GetAccountAuthorizationDetails (p. 101) action.
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Contents

Contents

Arn
The Amazon Resource Name (ARN). ARNs are unique identifiers for AWS resources.

For more information about ARNSs, go to Amazon Resource Names (ARNs) and AWS Service
Namespaces in the AWS General Reference.

Type: String
Length constraints: Minimum length of 20. Maximum length of 2048.

Required: No

AttachedManagedPolicies
A list of the managed policies attached to the user.

Type: AttachedPolicy (p. 273) list

Required: No
CreateDate
The date and time, in ISO 8601 date-time format, when the user was created.

Type: DateTime

Required: No

GrouplList
A list of IAM groups that the user is in.

Type: String list
Length constraints: Minimum length of 1. Maximum length of 128.
Pattern: [\w+=, . @] +

Required: No
Path
The path to the user. For more information about paths, see IAM Identifiers in the Using IAM guide.

Type: String
Length constraints: Minimum length of 1. Maximum length of 512.
Pattern: (\ u002F) | (\ u0O02F[ \ u0021-\ u007F] +\ u0O02F)

Required: No
Userld

The stable and unique string identifying the user. For more information about IDs, see |IAM Identifiers
in the Using IAM guide.

Type: String
Length constraints: Minimum length of 16. Maximum length of 32.
Pattern: [\ w] +

Required: No

UserName
The friendly name identifying the user.
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VirtualMFADevice

Type: String
Length constraints: Minimum length of 1. Maximum length of 64.
Pattern: [\ w+=, . @] +

Required: No

UserPolicyList
A list of the inline policies embedded in the user.

Type: PolicyDetail (p. 285) list

Required: No

VirtualMFADevice

Description

Contains information about a virtual MFA device.

Contents

Base32StringSeed
The Base32 seed defined as specified in RFC3548. The Base32St ri ngSeed is Base64-encoded.

Type: Blob

Required: No

EnableDate
The date and time on which the virtual MFA device was enabled.

Type: DateTime

Required: No

QRCodePNG
A QR code PNG image that encodes
ot paut h: //t ot p/ $vi rt ual MFADevi ceName@Account Name?secr et =$Base32St ri ng where
$vi rt ual MFADevi ceNane is one of the create call arguments, Account Nane is the user name if
set (otherwise, the account ID otherwise), and Base32St ri ng is the seed in Base32 format. The
Base32Stri ng value is Base64-encoded.

Type: Blob

Required: No

SerialNumber
The serial number associated with Vi r t ual MFADevi ce.

Type: String
Length constraints: Minimum length of 9. Maximum length of 256.
Pattern: [\w+=/:, . @] +

Required: Yes
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Contents

User
Contains information about an IAM user entity.

This data type is used as a response element in the following actions:
« CreateUser (p. 45)

e GetUser (p. 145)

e ListUsers (p. 213)

Type: User (p. 296)

Required: No

API Version 2010-05-08
300



AWS ldentity and Access Management API Reference

Common Parameters

The following table lists the parameters that all actions use for signing Signature Version 4 requests. Any
action-specific parameters are listed in the topic for that action. To view sample requests, see Examples
of Signed Signature Version 4 Requests or Signature Version 4 Test Suite in the Amazon Web Services
General Reference.

Action
The action to be performed.

Type: string

Required: Yes

Version
The API version that the request is written for, expressed in the format YYYY-MM-DD.

Type: string

Required: Yes
X-Amz-Algorithm
The hash algorithm that you used to create the request signature.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string
Valid Values: AWB4- HVAC- SHA256

Required: Conditional

X-Amz-Credential
The credential scope value, which is a string that includes your access key, the date, the region you
are targeting, the service you are requesting, and a termination string ("aws4_request"). The value
is expressed in the following format: access_key/YYYYMMDD/region/service/aws4_request.

For more information, see Task 2: Create a String to Sign for Signature Version 4 in the Amazon
Web Services General Reference.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string
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Required: Conditional

X-Amz-Date
The date that is used to create the signature. The format must be ISO 8601 basic format
(YYYYMMDD'T'HHMMSS'Z"). For example, the following date time is a valid X-Amz-Date value:
20120325T120000Z.

Condition: X-Amz-Date is optional for all requests; it can be used to override the date used for signing
requests. If the Date header is specified in the ISO 8601 basic format, X-Amz-Date is not required.

When X-Amz-Date is used, it always overrides the value of the Date header. For more information,

see Handling Dates in Signature Version 4 in the Amazon Web Services General Reference.

Type: string

Required: Conditional

X-Amz-Security-Token
The temporary security token that was obtained through a call to AWS Security Token Service. For
a list of services that support AWS Security Token Service, go to Using Temporary Security Credentials
to Access AWS in Using Temporary Security Credentials.

Condition: If you're using temporary security credentials from the AWS Security Token Service, you
must include the security token.

Type: string

Required: Conditional

X-Amz-Signature
Specifies the hex-encoded signature that was calculated from the string to sign and the derived
signing key.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string

Required: Conditional

X-Amz-SignedHeaders
Specifies all the HTTP headers that were included as part of the canonical request. For more
information about specifying signed headers, see Task 1: Create a Canonical Request For Signature
Version 4 in the Amazon Web Services General Reference.

Condition: Specify this parameter when you include authentication information in a query string
instead of in the HTTP authorization header.

Type: string

Required: Conditional
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Common Errors

This section lists the common errors that all actions return. Any action-specific errors are listed in the
topic for the action.

IncompleteSignature
The request signature does not conform to AWS standards.

HTTP Status Code: 400

InternalFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

InvalidAction
The action or operation requested is invalid. Verify that the action is typed correctly.

HTTP Status Code: 400

InvalidClientTokenld
The X.509 certificate or AWS access key ID provided does not exist in our records.

HTTP Status Code: 403

InvalidParameterCombination
Parameters that must not be used together were used together.

HTTP Status Code: 400

InvalidParameterValue
An invalid or out-of-range value was supplied for the input parameter.

HTTP Status Code: 400

InvalidQueryParameter
The AWS query string is malformed or does not adhere to AWS standards.

HTTP Status Code: 400
MalformedQueryString
The query string contains a syntax error.

HTTP Status Code: 404
MissingAction
The request is missing an action or a required parameter.
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HTTP Status Code: 400

MissingAuthenticationToken
The request must contain either a valid (registered) AWS access key ID or X.509 certificate.

HTTP Status Code: 403

MissingParameter
A required parameter for the specified action is not supplied.

HTTP Status Code: 400

OptinRequired
The AWS access key ID needs a subscription for the service.

HTTP Status Code: 403

RequestExpired
The request reached the service more than 15 minutes after the date stamp on the request or more
than 15 minutes after the request expiration date (such as for pre-signed URLS), or the date stamp
on the request is more than 15 minutes in the future.

HTTP Status Code: 400

ServiceUnavailable
The request has failed due to a temporary failure of the server.

HTTP Status Code: 503
Throttling
The request was denied due to request throttling.
HTTP Status Code: 400
ValidationError
The input fails to satisfy the constraints specified by an AWS service.

HTTP Status Code: 400
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