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Introduction

Charge Under HAVA

Under the Help America Vore Act. Pub. L No. 107-252, 116 Stat. 1666 (2002)
(~HAYA™), the United States Election Assistance Commission ie charged with
developing national stafistics on vouer fraud and developing methods of deremng and
mvestigaring vorer fraud. Also, the Commission is charged with developing methods of
identifying, deterring, and investigaung methods of voter imimidarion.

Scope of Project

The Commission employed a bipartisan team of legal consultants, Tova Wang and lob
Serebrov 1o develop a preliminary overview work product 1o determing the quantity and
quality of vote frand end vorer intimidation that i3 present on & national seale. The
consaliants’ work is neither comprehensive nor conclusive. This first phase of an
envisioned rwo-phase project was consirained by both time and funding. The
consulianis’ conclusions and recommendations for phase I1 will be contained in this
rEpoTt

The consultants, working without the aid of a suppon staff, divided most of the work.
However, the final work product was munsally cheeked and approved. They agreed upon
the sreps that were laken needed and the method employed. For all of the documentary
sources, the consultants limited the lime period under review from January 1, 2001 to
Tanuary 1, 2006. The rescarch preformed by the consuliants included interviews, an
extensive Nexis search, a review of existing literature, and case research.

Interviews: The consultants chose the imerviewees by first coming up with 2 list of the
categories of types of people they wanied 1o interview. Then the consuliants separ ancly,
equally filled those categories with a certain aumber of people. Due to time and resource
constraints, the consultants had (o pare down this list substantially - for instance, they
had 1o rule ol interviewing prosecutors altogether — but still got # good range of people
1o talk . The ultimate categories were academics, advacales, elecrions officials, lawyers
and judges. Although the consultanis were able 10 talk to most of the people they wanted
10, some were unavailable and a few were not comforiable speaking o them, particularly
judpes. The consultants together conducted all of the interviews, either by phone or in
persan. Then the consultants split up drafting the summanes All summaries were
reviewed and mumally approved. Most of the interviews were extemely informarive and
the consultanis found the nterviewees 1o be exremely knowledgeable and ingightful far
the mosy part.

Nexis: Initially, the consuliants developed an enormeus list of possible Nexis search
terms, It soon became obvious that it would be tmpossible o conduet the research that
way. As a result, consuliant Wang performed the Nexis search by finding search 1erm
combinarions thar would yield vimually cvery anicle on a panicular subject from the kast
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five years. Consultant Serebrov approved the search terms. Then Wang created an excel
spreadshect in order to break down the articles in way in which they could be effecuvely
analyzed for parerns. Each 1ype of fraud is broken down in 4 separate chart according 10
whese it tock place, the dae, the type of election it occurred in, what the allegation was,
the publication it came from, Where there was & follow up anticle, any informauon that
that suggested there had been some fumther action taken ar some resolution to the
allegation was also included. For four very complicated and long drawn oo siuations —
Washington State, Wisconsin, South Dakora in 2004, and the vote buying cases ina
couple of paricular jurisdictions aver the last several years ~writlen summaries with
news cilations are provided.

Existing Literature: Pan of the selections made by the consaltants resulied from
consuliant Wang's long-term familiany with the material while pan was the result of &
joinr web search for articles and books on vere fraud and voter intigidation and
suggestions from those interviewed by the consultants. The consultants reviewed o wide
range of marerials from government reports and investigations. o academic literawre, o
reports published by advocacy groups. The consulrans believe that they covered the
landscape of available sources.

Cases: In anlder w property identify all applicable cases, the consultants first developed
an exrensive word search term list. A 'Westlaw search was performed and the first one
hundred cases under each word search term were then pathered n individual files. This
resulted in 2 1o1al of approximately 44,000 cases. Most of thesc cases were federal as
opposed 1o state and appellaic as opposed w wwail. Consyhtant Serebrov analyzed the
cases in each file 1o determine if they were on point. If he found what the first iwenty
cases were inapplicable, Serchrav would sample forty to fifty other file cases at random
to determine applicability. If the envre file did nop yield any cases, the file would be
discarded, All discarded word gearch rerms were recorded in a separate file. Likewise, if
the file only yielded a few applicable eases, it would also be discarded. However. if a
smal] bur significant number of cases were on point, the file was later charted. The
results of the case search were stark because relatively few applicable cases were found,
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Working Definition of Fr. imidatio

Note: The definition provided below is for the purposes of this EAC projecr. Mot of the
acts described come within e federal crimingl definivion of fraud, but some may nor

Election fraud is any imentional action, of intentional failure o act when there is a duty
tar do o, that commupis the election process i & manner thal can umpact on election
outcomes. This includes interfering in the process by which persons register 1o vote; the
way m which ballots are obramed, marked, or tabulated; and the process by which
clection results are canvassed and carified.

Examples include the following:

LI T T I

falsifying voter registration information pernnent go eligibility 1o cast a vote, {e.g.
resulence. criminal staws, eicl.

altering complered voter regisration applicarions by enering false information;
knowingly deswoying completed vater registration applications (other than
spoiled applicarions) before they can be submined 10 the proper election
authority;

knowingly removing eligible voters from voter regismration lisis, in vielaton of
HAVA, NVRA, ar state election Jaws;

intentional deswuction by election officials of voter regisiration recosds or
balloting records, in viclation of records retention baws, 1o remove evidence of
election fraud;

vote buaying;

voling n the name of another;

voring more than ance;

coercing a vorer's choice on an absentee ballor

uging & false name andfor signature on an absentee ballon

destroving or misappropristing an absentee ballor;

felons, or in some states ex-felons, who vote when they know they are incligible
to do so;

misleading an ex-felon about his or her right o vore;

voung by non-citizens who know they are incligible to do so;

imimidating practices aimed ar vote suppression or deterrence, including the
abuse of challenge laws;

deceiving voters with false information {e.g.; deliberately directing vaters 1o the
wrong polling place or providing false information on polling hours and dares);
knowingly falling to accept vater registration applicarions, to provide ballots, or
o accept and count vored ballows in accordance with the Uniformed and Overseas
Cirirens Abseniee Voring Act;

intentional miscounting of ballots by elecrion officials;

imentional misrepresentation of vore 1allies by election officials;

acting in any other manner with the intention of suppressing voler registration ot
vouing, or interfering with vore counting and the cemification of the vore,
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Voring fraud does not include mistakes made in the course of voter registration, balloting,
or Tabulating ballots and certifying resels. For purposes of the EAC snady, it also docs
not include vielations of campaign finance laws.
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Summaries of Research Conducted

Interviews
Common Themes

#  There is virually universal agreement that absenmtee ballot fraud is the biggest
problem, with vere buying and registeation fraud coming 1n after that. The vore
buymng often comes in the form of payment for absentee ballors, although not
always Some ahsentee ballot fraud is pan of ap organized gffon; some is by
individuals, who sometimes are not even aware that what they are doing is illegal.
WVorer registration fraud seems o 1ake the form of people sipning up with false
names. Registration fraud seems 1 be most common where people doing the
registration were paid by the sipgnarure.

o There 12 widespread bt not unanimous agreement that there is lule polling place
fraud, or ap Jeast much less than is claimed, including voter impersoganon, “dead”
voters, noncitizen viting and felon vorers, Those few who believe it ocours offen
enough to be a4 concern say that it is impossible 1o show the extent 1o which it
happens, bur do podnt we insances in the press of such incidents. Most peaple
believe that false registration forms have nor resubied in polling place fraud,
although it may creaie the percepiion thas vole fraud s possible, Those who
believe there is more polling place fraud than reponedfinvestigated/prosecured
believe that regisiration fraud does Jead to fraydulent votes. Jason Torchinsky
from the American Ceprer for Voring Rights 1s the enly mterviewee who believes
that polling place fraugd is widespread and among the most significant problems in
the sysrem.

*  Abuse of challepger laws and abusive challenpers seem to be the biggest
inTimidarion/suppression concems, and many of those interviewed assen thar the
new jdemification requirements are the modemn version of voler intimidarion and
suppression. However there is evidence of some copnpned owrigh imimidarion
and suppression, especially in some Narive American communities. A number of
penple also raise the problem of poll workers engaging in harassment of minority
voters, Other activities commonly rased were the issue of polling places being
moved & the last moment, unequal distribution of voting machines, videotaping
of vaters uf the polls, and rargered misinformarnion cimpaigns.

+  Several people indicae — including representatives fram DOJ -- that for various
reasons, the Pepartment of Justice 13 bringing fewer voter intmidation and
suppression casas now and s focusing on maners such as noncitizen voring,
double voting and felon vormg. While the civil rights section contimues to focus
on sysiemic pertems of malfeasance, the public imegrity section s focusing now
on individuals, on isolared instances of fraud.

*  The problem of badly kept voler registation lists, with both ineligible volers
remaining on the rolls and eligible voters being wken off, remains a common
concern. A few people are also youbled by voters being on registranon lists in
twi states. They said that there was no evidence that this had led o double voring,
but it opens the door o the possibality. There is great hope that full
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implementation of the new requirements of HAVA — done well, & major caveat —
will reduce this problem dramancally

Common Kecommendaiions:

Many of those interviewed recommend better poll worker training as the best way
o improve the process; & few also recommended longer voting umes or voting on
days orher than election day (such as weekends) but fewer polling places so only
the best poll workers would be employed

Many imerviewed support stronger criminal laws and increased enforcement of
existng laws with respect 1o both fraud and intimidation. Advocates from across
the spectrum expressed frustration with the failure of the Depanment of Justice 1o
pursue complaines.,

o With respect o the civil nights section, John Tanner indicared that fewer
cases are being brought because fewer are warranted — it has become
mereasingly difficulr o know when allegations of intimidation and
suppression are credible since j1 depends on one’s definition of
intimudarion, and because bath parties are doing ir. Moreover pricr
enforcement of the laws has now changed the entire landscape — race
based problems are rare now. Although challenges based on race and
unequal ynplemeptation of identificarion miles would be sctionable, Mr.
Tanner was unaware of such situations actually secuming and the section
has not pursued any such cases.

o Craig Donsante of the public integrity seetion says that while the numbes
of elecrion fraud relared complaints have not gone up since 2002, nor has
the propartion of legitimate to jllegitimate claims of fraud, the number of
cases the depanment is investigaring and the number of indiciments the
section is pursuing are both up dramarically. Since 2002, the department
has brought more cases sgainst alien voters, felon voters and double vorers
than ever before. Mr. Donsanto would like more resources so it can do
more and would like 10 have laws thot make it easier for the federal
FovETnImEnT 1o assume junsdiction over vorer fraud cases.

A couple of imerviewees recommend a new law that would make it easier 1o
cnminglly proszeuté people for intimidation even when there 15 not racial animus.
Almaost everyone hopes that administrators will maximize the potential of
statewide voter registration databases wo prevent fraud. OF particular note, Sarsh
Ball Johnson, Execurive Director of Elections for Kentucky, emphasized that
having had an effective statewide voter registration database for more than thimy
years has helped that state avoid most of the fraud problems thar have bee alleged
elsewhere, such as double voung and felon voting.

Several advocate expanded monitoring of the polls, including some associated
with the Deparrment of Justice,

Challenge laws, both with respect 1o pre-election day challenpes and challengers
at the polls, need 1o be revised by all siates (o ensure they are not used for
purposes of wrongful disenfranchisemens and herassment
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= Several people advocaie passage of Senator Barak Obama’s “deceprive practices”
bill

# There is a split on whether it weuld be helpful to have nonpartisan election
officials - some indicated they thought even if elections officials are elecred
noppartisanly they will camy our their dusies in biased ways nonetheless.
However, most agree that elecnons officials pursuing panisan agendas is g
problem that must be addressed in some fashion. Suggestions included moving
election responsibilities out of the seeretary of states” office; increasing
teansparency in the process; and enscting conflict of interest rules.

¢ A few recommend returning to allowing use of absentee ballats “for cause™ only
if it were polinically feasible, :

* A few recommend enacting a national identification card, including Par Rogers,
an anormey in New Mexico, and Jason Torchinsky from ACVR, who advocares
the scheme contemplated in the Caner-Baker Commission Report,

* A couple of inferviewees indicated the need for clear standards for the dismbution
of vouing machines

Mexis Rescarch
Abseniee Ballor Fraud
According o press repors, absentee ballots are abused in a variery of ways:

¢ Campaign workers, candidares and others coerce the voting choices of vilnersble
populations, nsually elder]y voters

*  Workers for groups and individuals have anempted to vote absemuee in the names
of the deceased

*  Workers for groups, campaign workers and individuals have arempred o forge
the names of other vorers on absentee ballot requesis and absentee ballots and
thies vore multiple rimey

s unclear how often setal convictions result from these activites (4 handful of articles
indieate convictions and guilty pleas), but this s an ares in which there have been s
substannial number of official investigarions and acmal charges filed, according 1o news
reports where such informartion is available. A fow of the allcpations became pant of civil
court proceedings contesting the outcome of the election.

Whule absentes frand allegations wm up throwghout the country, a few states have had
several such cases. Especially of note are Indiana, New Jersey, South Dakota, and most
panicularly, Texas. Interestingly, there were no articles regarding Oregon, where the
entire system is voue by mail.

Voier Registration Fraud
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According 1o press repons, the following types of allegations of voter regiswration frand
ANE MOST COMMTIMOo:

Registering in the name of dead people

Fake names and other informarion an voter regisiarion fonms

[legimimane addresses used on voter regisration forms

Vorers being tricked into registering for a particular pary under false pretenses
Destruction of vater registration forms depending on the party the voter registered
with

There was omly one self evident instance of 4 nomeilizen registering (o vote. Many of the
instances reported on included official investigations and charges filed, bur few actual
convictions, at least from the news reporting.  There have been mulriple repons of
regisiration fraud in California, Colorade, Florida, Missoun, New York, North Caroling,
Ohio, South Dakotws and Wisconsin.

Voter Intimidarion and Suppression

This 18 the area which had the most anicles in par because there were s0 many
allegarions of intimidation and suppression during the 2004 elecrion. Most of these
remained alleparions and no criminal invesrigation ar prosecypion ensued, Some of te
cases did end up in civil livigagion.

This is not to say that these plleged activities were configed to 2004 — there were several
allegations made during every year studied. Most notable were the high number of
allegations of voer imtimidation and harassment reponed during the 2003 Philadelphia
mayoral race,

A very high nuember of the amicles were about the 1ssue of challenges o vorers'
regismration status and challengers ar the polling places. There were many allegations that
planmed challenge sctivities were targeted al minorily communitics. Some of the
challenges were concenirated in immigrant communities.

However, the wptics alleged varied greatly. The types of acrivities discussed also include
the following:

Phowographing or videotaping voters coming out of polling places.

Improper demands for identificanon

Poll warchers harassimg volers

Poll workers being hostile 1o or aggressively challenging voters
Dispropormonare police presence

Poll wanchers wearing clothes with messages that seemed intended w imimidate
Insulficient voting machines and unmanageably long lines

10
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Although the incidents reported on occurred everywhere, not surprisingly, many came
from “benleground™ states. There were several such repans out of Florida, Ohio and
Pennsylvamia.

“Dead Vaters and Mulriple Vating™

There were a high number of amicles about people voting in the names of the dead and
voling more than once. Many of these articles were marked by sllegations of big
numbers of people commiting these frauds, and relarively few of these allegations
ming out to be accurate sccordmg 10 mvestgations by the newspapers themselves,
elections officials and criminal investigators. Ofien the problem nimed out 1o be a result
of administrative error, poll workers mis-marking of voter lisis, a flawed regisreation list
andior errors made in the attempt 1o match names of voters on the list with the names of
the peopls who voled, b2 good number of cases, there were allegations thar charges of
double voting by poliucal leaders were an effort 1o seare people away from the voling
ProCess.

Naonetheless there were a few cases of people acally being charged and/or convicted for
these kinds of activities. Maost of the cases involved a person voting both by absenies
ballot and in person. A few instances {nvolved people voting both during early voting
and on Election Day, which calls into guestjon the proper marking and maintenance of
the vating lists, In many instances, the person charged claimed not o have vored twice
on purpose. A very small handful of cases involved a voter vopng in mere than ane
counly and there was one substantiated case involving & perscn vouing in more than one
stare. (her instances in which such efforts were alleged were disproved by afficials

In the cace of vating in the name of & dead person, the problem lay in the voter
registration list not being properly maipained. i.e. the person was still on the registration
List a5 cligible vo vore, and a person 1aking criminal advanage of thar. Inwowl, the San
Francisco Chronicle found 3 such cases in March 2004; the AP ciied a newspaper
analysis of five such persons in an Indiana primary in May 2004; and a senate commities
found e people 1o have voted in the names of the dead in 2005,

As usual, there were 4 disproportionste number of such zrticles coming ow of Florda.
Motably, there were three amicles ot of Oregon, which has one hundred percent vote-by-
mail.

Vare Buying

There were 8 surprising number of amicies abour vare buying cases. A few of these
instances myvolved long-rime investigarions i three paruculay jurisdicrions as detailed in
the vote buymg summary. There were more official investigations, indictments and
convictions/pleas in this arca, All of these cases are concenmrated in the Midwest and
South.

Dyceprive Practices

1
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In 2004 there were numerous reports of intentional disinformarion about voting eligibility
and the voring process meant 1o confuse voters about their rights and when ind where to
vote, Misinformation came in the form of flyers, phone calls, letiers, and even people
goang door 1o door. Many of the effons were reporredly tarpered at minority
communities. A dispropormionaie number of them came from key hamleground spates,
particularly Florida, Ohio, and Pennsylvania. From the news reports found, enly one of
these instances was officially investipated, the case in Oregon involving the destruction
of voter registrarion forms. There were no reports of prosecutions or any other legal
proceeding,

Non-cifizen Voting

There were surprisingly few articles regarding noncitizen registration and voting — just
seven all together, i seven different states across the country. They were also evenly
gﬂi: between allegatioms of noneitizens regisiering and noncitizens voting. In one case
charges were filed against ten individuals. In ope case a judge in & civil suir found there
was illegal noncitizen voting. Three instances prompred official investigations. Two
cases, from this nexis search, remained just allegations of poneitizen voting,

Felon Voting

Although there were only thineen cases of felon voting, some of them involved larpe
numbers of vowers. Most notably, of course, are the cases thar came 1o light in the
Washingron gubemarorial election contest (see Washington summary) and in Wisconsin
i2ee Wisconsin sumnary). In several swates, the main problem has been the large number
of ineligible felons that remained on the voting st

Election Offtial Fraud

In most of the cases in which fraud by elections officials is suspected or alleged, it is
difficult 1o determine whether it is incompetence or a crime. There are several cases of
ballots gone missing, ballots unaccounted for and ballos ending wp in a worker's
possession. In two cases workers were said w have chanped peoples” vores. The one
instance n which widespread ballor box swffing by elecuons warkers was alleged was in
Washingron Stare. The judge in the civil wial of that election comest did not find that
elections workers had commured fraud. Four of the cases are from Texas.

Existing Kesearch

There erc many repons and books thar describe anecdores and draw broad conclusions
from a large array of incidents. There 1s lile research that is wuly systematic or
sciemtific. The most systematic Jook ar fraud is the repor writien by Logi Minnite, The
most systematic look at voter mtimmdanion is the report by Laughlin McDonald, Books
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written about this subject seem 1o all have a political bias and a pre-existing spenda that
makes them somewhat less valuable.

Researchers agree that measuning somerhing like the incidence of fraud and intimidation
in a seienrifically legitimate way 15 exiremely difficult from a methodological perspective
and would require resources be yond the means of most social and political scientists, As
a result, there is much more wrinten on this fepic by advacacy groups than socjal
scientisis. It is hoped that this gap will be filled in the “second phase” of this EAC
project

Moreover, repons and books make allegarions but, perhaps by their nature, have linje
follow up. As a result, it is difficult 1o know when something has remained in the stage
of being an allegation and gone no further, or progressed 1o the point of being
investigaied of prosecuted or in any other way praven 1o be valid by an independen,
neutral entity. This is true, for example, with respect to allegations of voser intimidation
by civil rights organizations, and, with respect 1o fraud, John Fund's frequently citzd
book. Again, this is somerthing that it i hoped wil] be addressed in the “second phase” of
this EAC project by doing follow up reseanch an allegarions made in repons, books and

newspaper articles
Other items af noge:

= There is as much evidence, and as much coneem, about structural forms of
disenfranchiscment as about intentional abuse of the system. These include felon
disenfranchisemént, poar maintenanoe of databases and idenification
TECUITEMETLS.

#  There is remendous disagresment abour the exient w which polling placs fraud,
e.g. double voting, ingenrienal felem voting, noncirtizen voling, 1s & serious
problem. On balance, mone researchers find it 1o be less of problem than is
cammenly deseribed in the political debate, but some repors say it is a major
problem, albeir hagd 1o dentify,

#  There is substantial poncern across the board about absentee balloting and the
OppOTUHEY i1 presents for fraud,

s Federal law gaveming eleciion fraud and intimidation is varied and complex and
yet may nonetheless be insufficient or subject o (0o many limitations 1o be as
effective as it might be.

s Deceprive practices, c.g. targered flyers amd phone calls providing
misinformation, were a major problem in 2004,

*  Vater inimidation continues to be focused on minority commumities, although the
American Center for Voring Righis uniquely alleges it is focused on Republicans.

13
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Cuses

After reviewing over 40,000 cases, the majorty of which came from appesls courts, |
have found compararively very few which are applicable 1o this study. OF those thar arc
applicable, no apparent thematic patiern emerges. However, it seems That the grearest
areas of fraud and inumidation have shified from past panerns of stealing votes 10 present
problems with vorer repisation, voter identification, the proper delivery and counting of
absentee and overseas ballogs, provisional voting, vote buying, and challenges 1o felon
cligibility. But because so few cases provided a picture of these current problems, 1
suggest that ease research for the second phase of this project concentrate an sate trial-
level decisions.

Methodology

The following is a summary of interviews conduered with a number of political scientists
and experts in the field as 10 how one might undertake & comprehensive examingrion of
voter fraud and intimidarion. A list of the individuals inferviewed and their ideas are
available, and all of the individuals welcome any further questions or explanarions of
their recommended procedures.

* Inanalveing instances of alleged fraud and intimidanan, we should lock 10
criminology as & model. In criminajogy, experts use two sources: the Unifarm
Crime Repons, which gre all reports made 1o the police, and the Victimization
Survey, which asks the general public whether a panicular incadent has happened
1o themn. Afier surveving what the most commeon ellegarions are, we should
conduct 4 survey of the genera] public thar ask whether they have commited
ceTlain acts or been sphjected ro apy imcidents of fraud or intimidation. This
would require Dsing a very large sample, and we would need  emnploy the
services of an expert in supvey data collection. (Stephen Ansolobohere, MIT)

= Several political sciepsts with expertise in these types of swdies recommended a
methodalogy that includes interviews, focus groups, and a limited survey. In
determinmg who 1 imerview and where the focus groups should be drawn from,
they recommend the following procedure:

o Pick o number of places that have historically had many reports of frand
andfor intimidation; from that pool pick 10 thar are peographically and
demographically diverse, and have had a diversity of problems

o Puck a number of places (hatr bave not had many reports of fraud andior
imimidation; from that pool pick 10 places that march the peographic and
demographic make-up of the previous ten above (and, if possible, have
comparable elecrions practices)

14
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o Assess the resulting overall reports and impressions resulting from these
inerviews and focus groups. and examine comparisens and differences among
the stares and what may give rise 1o them

In conducting a survey of elections officials, district anomeys, districr election
officers, they recommend thar:

o The survey sample be large i order 1o be able w ger the necessary subsets
o The survey must include a random ser of counties where there have and have
nol been a large number of allegations

iAllan Lichiman, American University; Thad Hall, University of Utah; Bernard
Grofman, UC - Irvine)

= Ancther political scieprist recommended emploving a methodalogy that relies on
qualiative data drawn from in-depth intervicws with key critics and expens an all
sides of the debate on fraud, quantitative dara collected through a sapvey of stare
ind local clections and law enforcement officials: and case studies. Case sudies
should fecus on the five or 1en states, regions o cities where there has been a
history of election fraud 10 examine past and present problems. The survey
should e mailed 1o each siate’s amomey general and secretary of siate, each
county dismict anorey's office and each county board of elections in the 50
states. (Lorraine Minnite, Hamard College)

* The research should be a two-step process, Using LexisNexis and other research
tools, a search should be conducted of news media accounts over the past decade.
Second, inferviews with g systemanic sample of election officials narionwide and
in selected states should be conducted. (Chandler Davidson, Rice University)

*  Oneexpert in the field posits that we can never come up with a number thar
accurately represgnes either the meidence of fraud or the incidence of vorer
intimidarion. Therefore, the hemer approach 15 1o do an assessmen of what is
most likely ro happen, what election violations are most likely 1o be commined -
in other wprds, 4 risk analysis. This weuld include an analysis of whar it would
actually take ro comemil vanous acts, e.g. the costbenefin of each kind of
violarion. From there we could rank the likely prevalence of each rype of actvity
and examine what measures are or could be effective in combaring them. (Wendy
Weicer, Brennan Center of New Yark University)

* Replicate a study in the United States done abroed by Susan Hyde of the
University of Califarnia- San Diego examining the impact of impartial poll sire
ohservers an the incidence of elecnon fraud. Daoing this rerrospectively would
require the following sieps:

©  Find o where there were federal observers
o Ger precinet level voting information for those places
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o Analyze whether there was any difference in election outcomes in those
places with and withour observers, and whether any of these results seem
emomalous.

Despite the tremendous differences in the political landscapes of the countnies
examined by Hyde i previous studies and the U.S.. Hyde believes this siudy
could be effectively replicated in this country by sending observers 1o a random
sample of precincts. Rather than compare the incumbent’s vore share, such
tactors such as voter complaints, voter tumout, number of provisional ballots
used, compositian of the electorate, as well as any anemalops voting results could
be compared berween sites with and withow maonitors,

For example, if mumidarion is ocowrring, and if reputable monitors make
itimidation less likely or voters more confident, then rarnout should be higher on
average m monstored precinets than in unmanitared precincts, If polling station
officials are intentionally refusing 1o issug provisional ballos, and the polling
station officials are more likely to adherg Lo repulations while being monitored,
the average number of provisional ballots should be higher in monitored precinets
than in vnmoniored precincis. I monirors couse polling staton officials
adhere more closely to regulations, then there showld be fewer complaims (in
general ) about monitored than ynmenmitored precincts (this could also be reversed
if monitors made volers more likely to complam).

Again, random assignment conirols for all of the other factors thar otherwise
influence these variahles,

One of the downsides of this approach is it does not ger a1 some forms of fraud,
€.2. absentee balled frand; those would have to be analyzed separately.

» Another polinical scientiss recommends conducting an analysis of voue fraud
claims and purging of registration rolls by list matching. Allegations of illegal
voting ofien sre based on maching of names and binth dawes, Alleged instances
of double voting are based on matching the names and binth dates of persons
found on voung records. Allegations of ineligible felon {depending on stare law),
deceased, and of non-citizen voting are based on matching lists of names, binth
dates, and sometimes addresses of such people against & voring records. Anyone
with basic relational darabase skills ean perform such marchmg in & maner of
THinuEs

However, there are a number of pitfalls for the unwary thar can lead 1o grossly
over-estimating the aumber of fraudulent vores, such as missing or ignored
middle names and suffixes or matching on missing birth dates. Furthermore,
there is a surprising staristical fact that a group of about three hundred people with
the same first and last name are almost assured wo share the exact same binth date,
meluding vear. In a large state, 1t is not uncommen for hundreds of Robert
Smiths (and ather common names) to have vored. Thus, allegations of vote frawd
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or purging of voter registration rolls by list marching almose assuredly will find a
large proportion of false positives: people who vored lepally or are regisiered w
vore legally.

Staristics can be riporously applied 1o determine how many names would be
expecied 10 be matched by chance. A simulation approach is best appliad here:
randomly assign a birth date 1o an arbirrary number of people and cbserve how
many march within the list or across lises. The simulation is repeated many times
10 gverage oul the vanation dee 1o chance., The results can then be marched back
e sotual voring records and purge lists, for example, in the hotly contested srates
of Ohio or Flenda, ar in states with Election Day regisration where there are
concemns that casy access 1o voung permits double voting. This analysis will
rigorously idennify the magninede alleged vorer fraud, and may very well find
instances of alleged fraud thar exceed what night have otherwise happened by
chance,

This same peliical scientist also recommends another way 10 examine the
problem: look a1 suanistics on provisional voting: the number cast might provide
indicarions of intindation (people being challenged ar the polls) and the number
of these not counted would be indications of "vore fraud.” One could look at those
jurisdictions in the Election Day Survey with a disproportionate number of
provisional ballots cast and eross refepence it with dempgraphics and number of
provisiomal ballots discarded. (Michazl McDopald, George Mason University)

«  Spencer Overton, in a forthcoming law review apticle enutled Viorer fdenrificarion,
suggests a methodology that employs three spproaches—investigations of vorer
fraud, random surveys of vorers who purparied to vote, and an cxamination of
death rolls provide 3 betier understanding of the frequency of fraud. He says all
three approaches have sirengrhs and weaknesses, and thus the best studics would
employ all three 1o assess the extent of voter fraud. An excerpt follows:

1. Investigarions and Prosecations of Vorer Fraud

Policymakers should develop databases thar record sl
investiganons, allepations, charges, trials, copvictions, acquitials, and
plea bargains regarding voter fraud. Existing swdies are incomplete
bur provide some insight. For example, 4 statewide survey of each aof
Ohio's 88 county boards of elections found only four insiances of
meligible persons awempring 1o vate oyt of 3 roral of 9,078,728 vores
cast in the staie’s 2002 and 2004 general elections. This is & fraud rae
of 000000045 percent. The Camer-Baker Commission’s Report noed
thar since Ociober 2002, federal afficials had charged 89 individusls
with casting multiple votes, providing false information about thewr
felon stafus, buying votes, subminting false voter regismarion
information, and voting improperly as a non-citizen. Examined in rhe
confexr of the 196,139.871 ballots cast berween Ociober 2002 and
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August 2003, this represents a fraud rate of 0.0000005 percent (note
also that not all of the activities charged would have been prevented by
a photo identification requiremeant)

A more comprehensive study should distinguish voter fraud
that could be prevented by a photo identificstion requirement from
other ypes of fraud — such as absemee voting and suffing batlot
boxeys = and obtain statistics on the faciors that led Jaw enforcement
w prosecute fraud.  The study would demand significant resources
because it would require that researchers imerview and pour over the
records of local district anomeys and election boards,

Hard data on mvestigarions, allegarions, charges, pleas, and
prosecutions is impomant because it quantifies the amount of fraud
officials derect. Even il prosecutors vigorously pursue vorer fraud,
however, the number of fraud cases charged probably does not caprure
the total amount of voter fraud. Infopmation on official investiganans,
charges, and prosecutions should be supplemented by surveys of
voters and a comparison of voung rolls 1o death rolls,

2. Random Surveys of Voters

Randam surveys could give insight about the percentage of
votes cast fraudulently. For example, polidcal sciemists could contact
4 staistically representative sampling of 1,000 people who purportedly
voted af the polls in the last election, ask them if they acrually vored,
and confirm the percentage who are valid voters. Researchers should
conduct the survey snon affer an elaction 1o locate az many legitimate
vorers & possible with fresh memones.

Becayse many respondents would percelve voling as @ social
good, some who did nop vore might claim that they did, which may
underesfimare the extent of fraud. A surveyor might mitigate this
skew through the framing of the question {“T've got a record thar you
voued, Is that mae?).

Fusthes, some vorers will not be located by reseerchers and
others will refuse 1w ialk 1o researchers.  Phow idemtification
proponents  might construe  these non-respondents as  improper
regismrarions that were uied 1o commit voter fraud.

Instead of surveying all vorers 1o determine the amount of
fraud, researchers might reduce the margin of error by focusing on a
random sampling of volers whe sipned affidavits in the three siages
that request photo idemnificarion bur also allow volers 1o esisblish their
identiy through affidavir—Flonida, Lowsiana, and South Dakows.  In
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Sowh Dukow, for example. only wo percemt of voters signed
affidavits wo eswhlish their idemirv. I the survey indicates thar 95
percent of those who signed affidavits are legitimaze volers (and the
other 5 percent were shown o be either fraudulent or were non-
responsive), rthis suggests that vorer fraud accounts for, a1 the
maximum, (0.1 percent of ballows cast.

The affidavir study, however, is limited 1o tyee states, and it is
unclear whether this sample is representative of other states (the
difficulty may be magnified in Lovisiana in e aftermath of Hurricane
Katring's displacement of hundreds of thousands of voters). Further,
the affidavit study reveals informarion abour the amount of fraud mn a
photo idemtificarion state with an affidavit exceprion—more voler
fraud may exist in a stare that does not request photo identification,

3 Exanmining Death Rolls

A comparison of death rolls to voting rolls might also provide
an estimare of fraud.

Imagine that one million people live in state A, which has no
documentary idemificaion requirement  Death records show thar
20,000 people passed away n state A i 2003, A eross-referencing of
this list to the voter rolls shows that 10,000 of those who died were
registered voters, and these names remamed on the voter mlls during
the November 2004 election.  Researchers would look ar whar
percengage of the 10,000 dead-but-registered people who “vored” in
the November 2004 election. A researcher should distinguish the
viores cast in the nagpe of the dead at the polls from those cast absentee
{which a phow demificauon requirement would not prevent). This
number would pe exrrapolated 1o the eleciorate as s whole.

This methodelogy also has is sirengths and weaknesses, 1f
frapduylent volers tarpsl the dead, the study might overestimane the
frand that exists among living vorers (although o low incidence of
fraud among decensed voters might suggest that fraud among all voters
is low). The appearance of fraud also might be inflared by false
positives produced by a computer march of different people with the
same name. Photo identification advocates would likely assert that the
rate of voter fraud could be higher among fichlious names registered,
and that the death record survey would not capiure that type of frand
because fictitious names registered would not show up in the death
records. MNevertheless, this study, combined with the other Twa, would
provide imporang insight into the magniude of frand likely 1o exist in
the absence of a photo idemification requirement.
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' for Activit
Voti and YVoler Intimidati

Consultanis® Recommendations
Recommendation 1 Conduct More Interviews

Time and resource consiranus prevented the consuliants from imerviewing rhe full range
of participanis in the process. As a resull. we recommend thar any future activiry in this
ared include conducring further inerviews,

In panicular, we recommend that more election officials from all Jevels of government,
pauts of the counry, and panies be interviewed. These individuals have the most direct
inside information on how the sysiem works -- and at times does not work. They are
often the fust people vorers go 1o when sumething goes wrong and are ofien responsible
for fixing it. They are the ones who must carry ow the meastres that ane designed 10 bath
prevent fraud and voter intimidation and suppressiop. They will most likely know whar,
therefore, is and 15 not working. . /

It would also be especially beneficial 1 1alk o people in law enforcement, specifically
federal Dustrict Election Officers ("DEOs") and local distict anomeys, as well as civil
and criminal defense anomeys.

The Public Integriry Section of the Crinunal Division of the Department of Justice has all
of the 93 LS. Antomeys appoint Assistant 1.8, Artomeys 1o serve as DEOs for two
years. LXEOs are required o

* screen and eqnduct preliminary investigations of complaints, in conjunciion with
the FBI and PIN, 10 determine wherher they consumute potential election crimes
and should become maners for investigation;

= oversee the investigation and prosecution of clection fraud and other election
crimes in their distrjcts;

+ coordinate their disgrier's (investigarive and prosecwarial) efforms with DOJ
headguaners prosecutors,

* coordinate elecrion maners with siae and local election and law enforcement
officials and meke them aware of their availability to assist with election-relared
MATETS;

*  issue press releases to the public anmouncing the names and relephone numbers of
DOJ and FBI officials to conract om election day with complaints abour voting or
elecrion irregularities and answer telephones on election day o receive these
complainms; and

*  supervise a team of Assistam U.S. Agomeys and FBI special apems who are
appoinied o handle election-related allezarions while the polls arc open on
election day.'
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Given the great responsibilities of the DEOs, and the breadih of issues they must deal
with, they undoubtedly are great resources for mformation and insight as to whar 1ypes of
fraud and intimidation/suppression are occurring in their districts.

In many situations, however, it 1s the local diswict anmormeys who wil] investigate election
fraud and suppression tactics, especially in local elecuons. They will be able 1o provide
informanon on whar has gone on in their jurisdictions, as well 85 which matters et
pursued and why.

Finally, those who defend people accused of election relared erimes would also e usefil
10 speak 10. They may have a different perspective on how well the system is working o
detect, prevent, and prosecuie election fraud.

Recommendarion 2: Follow Up on Nexis Research

The MNexis search conducted for this phase of the research was based on a list of search
terms agreed upon by bed consulenis. Thousands of arvicles were reviewed and
hundreds analyzed. Many of the anicles contain allegations of fraud or intmidation.
Swmilarly, many of the amicles contain information about invesfigations into such
activities or even charges brought. However, without being able 1o go beyond the agreed
search tepms, it could not be determined whether there was any later determination
regarding the allegations, investigation or charges brought. This leaves a gaping hole: it
is umpossible 1o know if the article is just reporting on “talk” or what mrms ouf to be a
serious affronr 1o the system.

As & result, we recommend that follow up Nexis research be conducted o determine
what, if any, resolwions or further activity there was in each case. This would provide a
much mare accurate picture of what types of setivities are actually 1aking place.

Recommendation 3: Fallow Up on Allegations Found in Literamure Review

Senilarly, many allegations are made in the repons and books thar we analyzed and
summanized. Those allegations are ofien not substantated in any way and are inherenily
ume limited by the date of the writing. Despite this, such repons and books are
frequently cied by various imerested parties as evidence of frand or intmmidation.

Therefore, we recammend follow up 1o the literature review: for those reports and books
ihat muke o cire specific instances of fraud or intimidation. a research effart should he
made to follow up on those references o see if and how they were resolved.

Recommendation 4: Review Complaints File With MyVotel Project Voter Hodline
During the 2004 election and the statewide elections of 2005, the University of
Pennsylvania led a consartium of groups and researchers in conducting the MyVore]

Projeer. This project involved using a 1-800 voter hodine where voters could call for poil
locarion, be wansferred ro a local hotline, or leave & recorded message with & complainy.
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In 2004, this resulted 1n over 200,000 calls received and over 56,000 recorded
complaims.”  The researchers in charge of this praject have done a great deal of work 1o
parse and analyze the data collecied through this process, including gomng through the
audio messages and categorizing them by the nature of the complaint. These caregories
include registearion, absentee ballon, poll access, ballotfscreen, coerclonfintimidaion,
iderification, mechanical, provisional (hallog),

We recommend thar further research include making full use of this data with the
cpoperation of the praject leaders. While perhaps not a fully scientific survey given the
stlf-selecrion of the callers, the infonmation regarding 200,000 complaint should provide
a good deal of insight into the problems voters expenienced, especially those in the nawre
of intimidation or suppression.

Recommendation 5: Further Review of Complaints Filed With U.S. Department of
Justice

Although according to a vecent GAD report the Voung Section of the Civil Rights
Davision of the Depanment of Justice has & vanety in ways it wacks complaints of vorer
intimidation,™ the Section was extremely reluetant 1o provide the consultant with useful
information, Further attempts should be made 10 obtain relevant dara. This includes the
telephone logs of complainis the Section keeps and information from the darabase — the
Imeractive Case Management (ICM) sysiem — the Section mainiains on complaints
received and the corresponding action 1aken. We also recommend that further research
include & review and analysis of the observer and moniter field reports from Election Day
that roust be filed with the Section.

Recommendaiion 6: Review Reports Filed By District Election Officers

Similarly, the consults believe it would be useful for any further research 1o include a
review of the reports that must be filed by every Diswricr Election Officer 1o the Public
Inteprity Section of the Criminal Division of the Department of Justice. As noted abave,
the DEOs play a central rale in receiving reponts of voter fraud and investigaring and
pursuing them. Their repors back 1o the Department would likely provide tremendous
insight inte what actually transpired during the last several electians. Where necessary,
informariom coald be redacted or made confidential,

Recommendation 7: Anend Rallat Access and Vating Integrity Symposin

The consultants also believe it would be useful for any further activity in this area 1o
inclade arendance at the next Ballor Access and Voling Inegrity Symposium. According
10 the Depertment,”

Prosecutors serving as District Election Officers in the 94 1.8, Attomeys'
Oifices are required to arend amual training conferences on fighting
election fraud and voring rights sbuses. .. These conferences are sponsored
by the Votiag Section of the Civil Righes Division and the Public Integrity
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Sectian of the Crimimal Division, and feature presentarions by Civil Rights
officials and senior prosecurors from the Public Inwegrity Section and the
LS. Attomeys' Offices. As & result of these conferences, there is a
naticnwide increase in Depanment expenise relating 1o the prosecurion of
election crimes and the enforcement of vating rights.

By anending the symposium researchers could learn more shout the following:

¢ How Distnier Election Officers are wained, e.g. what they are taught 1o focus their
resources on, how they are insaucred wo respond to various fypes of complainrs
How information about previous election and voting issyes is prescated
How the Voring Rights Act, the criminal laws goverming election fraud and
intimidation, the National Voter Registration Act, and the Help America Vote Act
arc described and explained o parmicipants

Recommendution 8: Emplay Academic or Individual 1o Conduct Staristical Revearch

Included in this report 16 a summary of various methadologies polinesl séicntists and
others suggesied 1o messure voter fraud and intimidation. While we nofe the skepricism
of the Warking Group in this regard, we nonetheless recommend that in arder to further
the mission of providing unbiascd daa, further activity in this area include an academic
institution andfor individual that focuses an sound, statistical methods for polirical
science research

Recommendurion 3: Explore Improvements vo Federal Law

Finally, consultant Tova Wang recommends thay future researchers review federal law 10
explore ways 10 make it egsicr 10 impose either civil or criminal penalties for acts of
uwimidation that do ot necessarily involve racial animus and/or a physical or economic
threat.

According 1o Craig Donsanto, long-time Director of the Election Crimes Branch, Public
Invegnity Section, Criminal Privision of the U.S. Deparmment of Justice:

As with other stannes addressing voter intimidation, in the absence of any
Jurisprudence ta the conrrary, it is the Criminal Division's position thar
section 1973gg-10(1) applics only 1o mimidation which is accomplished
through the use of threars of physical or economic daress. Voter
“intinudation” accomplishad through less drastic means may present
violations of the Voling Rights Act, 42 US.C. § 1973i(k), which are
enforced by the Civil Righes Division through noncriminal remedies.”

Mr. Donsamio reiterated these points 1o us on several occasions, including ar the working
Eroup meeting.
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As 4 result, researchers should examine if there i some way in which current law might
be revised or new laws passed thar would reach voter imvimidation that does not threaten
the vower physically or fimancially, but rather threatens the vorer's right 10 vote ps o
tangible value in itself. Such an amendment or law would reach all forms of varer
intimidation, no marer if it is motivated by race, pary, ethnicity or any other eriteria

The law would then patentially cover, for example, lewers and posicards with Janguage
meant to deter voters from vating and both pre-election and Election Day challengers that
are clearly mounting challenges solely on illegitimare hases

In the aliemative o finding a way 1o criminalize such behaviar, researchers migh
examine ways to invigarare measures to dever and punish vorer jpfimidation under the
civil law, Forexample, there might be a private right of actipn created for voters or
groups who have been subjected 1o intimidation tactics in the voting process. Such an
actian could be brought agains! individual offenders; any state or Jocal actor where there
15 & pattemn of repeared abuse in the jurisdiction thar such officials did ot ke sufficient
action against; and organizations thar wientionally engage in mtimidating pracrices. As a
penally upon finding liabiliry, cbvil damages could be available plus perhaps amomey’s
fiees.

Another, more modest measure would be, as has been suggested by Ana Henderson and
Chnstopher Edley," w bring parity 1o fines for violations upder the Vating Rights Act,
Curreatly the penalty for fraud is $10,000 while the penalry for acts 1o deprive the right o
vote 15 53,000

Working Group Recpommendations

Recommendation 1: Emplay Observers To Collect Daia in the 2006 and/or 2008
Elections

Arthe working group meeung, there was much discussion about using obsepvers 1o
collect data regarding fraud and intimidation at the polls in the upcoming elections. Mr.
Ginsberg recommended using representatives of both parties for the rask. Mr. Bawer and
others objected 1o this, believing thar using parisans as observers would be unworkable
and would not be éredible 1o the public,

There was even greater concern shout the difficulties in geing access 1o poll sites for the
purposes of observation. Most states srictly limit who can be in the polling place. In
addition, there are already so many groups doing observarion and monitoring a1 the polls,
administrarors might object. There was further concern that ohservers wonld introduce 2
variable into the process thar would impact the owtcome. The very fact that observers
were present would influence behavior and skew the results.

Mareaver, it was pointed out, many of the problems we see now with respect 1o fraud and
intimidation does not take place ar the polling place, e.g. absenies hallor fraud and
deceptive praceices. Poll site monoring would not caprure this activity. Moreover, with
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mereased nse of early vonng, poll sie monitoring mighe have 10 go an for weeks 1o be
effeciive, which would require iremendous resources.

Mr. Weinberg suggestad using observers in the way they are utilized in international
elections, Such observers come into a jurisdiction prior 1o the clection, and use
standardized forms a1 the polling sites o collect data.

Recommendation 2: Do a Smudy on Absentee Ballot Froud

The working group agreed that since absemnee ballot fraud is the mam form of frand
occurming, and 1S a practice thar is grear expanding throughowt the couptry, it would make
sense 10 do g stand-alone study of absentee ballot fraud. Such a study would be
lacilitated by the fact thar there already is a great deal of information on haw, when,
where and why such practices are carried owt based on cases successfully prosecured,
Researchers could look ar actual cases 1o see how ahsentee ballor fraud schemes are
conducted in &n effon w provide recommendarions on mare effective measures for

prevennng them,
Recommendanion 3: Use Risk Analysis Methodology 1o Stady Fraud'

Working group members were supportive of one of the methndologies recommended for
studying this issue, risk analysis. As Mr, Baner put it, based on the assumption that
people act rationally, do an examination of what types of fraud people are most likely 1o
commit, given the relative costs and benefils. In that way, researchers can rank the Lypes
of fraud that are the casiest 50 commit at the least cost with the greares effect, from most
10 least likely to coour. This might prove a more practical way of measuring the
problems than irying 1o acally get a number of aers of fraud andior intimidation
oeeurting, Mr. Greenbaum added that one would want 10 examine whar conditions
surrounding an elecion would be mosi likely to lead to an increase m fraud. Mr. Rokits
ohjecied based on his belief thar the passions of partisanship lead people 1o not act
raucnally in an clecion.

Recommendation 4: Condvct Research Using Database Comparisons

Picking up on & suggestion made by Spencer Overion and explained in the suggested
methodology section, Mr. Heame recommended studying the issue using statistieal
database marching. Researchers should compare the vorer roll and the list of peaple who
actually vored ro see if there are “dead” and felon voters. Because of the inconsistent
quality of the databases, however, & political scientist would need to work in an
appropoate margin of error when using such & methodology.

Recommendation 5: Conduct a Study of Deceprive Practices

The working group discussed the increasing use of deceptive practices, such as flyers
with false and/or intimidating informaion, 10 suppress vorer participation. A number of

! Ser Appendia C, apd sectien on meshodology
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groups, including the Depanument of Justice, the EAC, and orpanizations such as the
Lawyers Comminee for Civil Rights, keep phone logs regarding complainis of such
practices, which may be available for review and analysis. This is also an ares in which
there is ofien tangible evidence, such as copies of the flyers and postcands themselves.
All of this information should be reviewed and analyzed to see how such pracrices are
being conducted and whar can be done about them.

Recommendarion 6: Study Use of HAVA Administrative Complaint Procedure As
Vehicle for Measuring Fraud and Intimidation

The EAC should siudy the extent 1o which states are actually wiilizing the adminisiative
complaint procedure mandated by HAVA. In addimon, the EAC should study whether
data collected through the administiative complaint procedure can be used as another
source of information for measuring fraud and intmidarion,

Recommenderion 7: Examine the Use of Special Election Courts

Given thas many state and local judges are clecred, it may be warthy exploring whether
spectal election couns that are running before, during and afier elecrion day would be an
elfective means of disposing with complaints and violarions in an expeditious manner.
Fennsylvania employs such & system, and the EAC should consider investigaring how
well it is working 10 deal with fraud anad intimidation problems.
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Key Working Gr ervations and O rns

Working Group Observations

L. The main problems today are siructural barriers to voting and administrative
error. Mr. Perez observed that, in sccordance with the research, the biggzest
1ssues foday are suuctural barriers 1o voling, not siealing votes. Election
administrators share this view, Election fraud is negligible, and 1o the extent it
occurs, it needs 1o be prosecuted with stronger criminal laws. The biggest
problem is properly preparing people, which is the responsibility of election
administrators.

2. Moy fraud and intimidation is happening auiside of the polling place. Mr.
Greenbaum observed thar with respect 1 bogh voter fraud and voter suppression,
such us deceprive practices and tearing up voter registration forms, most of that is
taking place outside of the polling place.

3. This issue cannot be addressed through one study or one methodology alone.
Mr, Weinberg ohserved that since there is such a variety in rypes of fraud and
intimidavion, one solution will not fig all. I will be sible 1o obtain data or
resolve any of these problems through 4 single me'l:hlgm

4. The preliminary research conducted far this project is extremely valnable.
Several of the working group members complimented the quality of the research
done and although it 1s oply preliminary, thought it would be useful and
informative in the immediate fuure.

5. The Department of Tustice is explaping expanding its reach over vater
suppression gefvities. In the context of the conversarion about defining vorer
intimidarion, Mr, Donsane poined out that while voter infimidarion was stricily
defined by the criminal law, his section is beginning 1o explore the slighily
different concept of vote suppression, and how 1o pursue it. He mentioned the
phone-jamming case in New Hampshire as an initial success in this efforr. He
noted that he believes thar vote suppression in the form of deceptive practices
ought 1o be a erime and the secrion is exploring ways to go afier it within the
existing stanuory construet. Mr. Baver raised the example of a panty sending
people dressed in paramilitary ourfits to yell ar pecple as they go to the polls,
telling them they have 1o show identification, Mr. Donsanto said that under the
laws he has 1o wark with wday. such activiry is not considesed conupt. He said
that hus Jawyers are trying 10 “bend" the current laws to address aggravated ceses
of vote suppression, and the phone-jamming case is an example of that. Mr.
Donsamo ssid that within the Departmen, the term vole “suppression” and
translating it into & crime i a "work in progress.”

27



hpe=00-47 E0:2%m  From- T-384  P.l3/4R  F-087

Yoring Fraud and Vower lniimidation — Preliminary Research & Recommendations

6. Registration fraud does not iranslare into vote frand. Ms. Rogers, Mr, Donsantg
and others siated thar although phony voter registration applications mumed in by
people being paid by the form was & problem, it has not been found in their
experience 10 lead to fraudulent voters at the polls. Ms. Rogers said such people
were motivated by money, not defrauding the election.

7. Handling of voter fraud and intimidation complaints varies widely across states
and localides. Ms. Rogers and athers observed that every state has jts own
process for inteke and review of complaints of fraud and intimidation, and that
procedures often vary within states. The amount of awhority secretaries of stare
have 10 address such problems also is different in every siate. Mr. Weinberg
stated he believed that most secretaries of state did not have authority o do
anything about these marters. Participants discussed whether secretaries ought 1o
be given greater autherity so as 1o centralize the process, as HAY A has mandated
in other areas.

Working Group Concerns

1. M. Rokita questionad whether the purpose of the present project cught 1o be on
assessing the level of fraud and where it is, rather than on developing methods for
making such measurements. He helieved that methodology should be the focus,
“rather thim opinions of imerviewsss.” He was concerned that the EAC would be
in a position of "adding to the universe of apinions,”

2. Mr. Rokita questioned whether the “opinions” aceumulated in the research “is a
fair sampling of what's out there.” Ms. Wang responded thar one of the purposes
of the research was o explore whether there is a method available 1o acwally
quantify in some way how much fraud there is and where it is occurring in the
elecioral proress. Mr. Rokita replied thar “Maybe at the end of the day we s1op
spending taxpayer mongy of it's going 10 be 100 much 1o spend 1o find that kind of
data. Otherwise, we will sfop it here and recopnize there is huge difference of
apinion on that issye of frand, when it ocours is obainable, and thar would
possibly be a conclusion of the EAC." Ms. Sims responded thar she thought it
would be possible 1o ger betier statistics on fraud and there might be & way of
“identifying at this point cenain pans in the election process that are more
vulnerable, that we should be addressing.”

3. Mr. Rokita stated thar, "We're not sure that fraud at the palling place doesn't
exis. We can't canclude that ™

4. Mr. Rokis expressed concern about working with & political scientist. He
Believes that the "EAC needs to be very carcful in who they select, because all te
tme and effort and money thar's been spent up 1o date and would be spent in the
future could be invalidated by a wrong selection in the eyes of some group.”
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NEXIS Charts

29



hpr=09=37 E9:l%a  Fron- T=-384  P.31/48  F-087

Voring Fraud and Voter Inmimidation - Preliminary Research & Recommendations

Case Charts
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Appendix 1
List of Individuals Interviewed

Wade Hendersom, Execurive Diirector, Leadership Conference for Civil Rights
Wendy Weiser, Deputy Director, Democracy Program, The Brénnan Center
William Grath, anomey for the plaintiffs in the Indiana vorer identificarion litigation
Lon Minnite, Bamard College. Columbng University

Neil Bradley, ACLU Voring Righrs Project

Ninn Perales, Counzel, Mexican American Legal Dafense and Education Fund
Par Rogers, anorney, New Mexico

Rebeccn Vigil-Giron, Secretary of State, New Megica

Sargh Ball Johnson, Executive Director of the St1ate Board of Elections, Kentucky
Stephen Ansolobohere, Massachusens Institure of Technology

Chandler Davidson, Rige University

Tracey Camphell, author, Deliver the Vore

Douglas Webher, Assistant Amorney General, Indizna, (defendant in the Indiana vower
idenufication livugation)

Heather Dawn Thompson, Director of Government Relations, National Congress of
American Indians

Iazon Torchinsky, Assistapt General Counsel, Amencan Center for Voung Rights
Robin Delamene, Execurive Director, American Center for Voting Righs

loseph Rich, former Director of the Voring Section, Civil Rights Divisian, U5
Department of Justice

Joseph Sandler, Counsel 1o the Democratic National Committes
John Ravirz, Executive Director, New York City Board of Electons

John Tanner, Director, Viaing Section, Civil Rights Division, U.5, Depamment of Justice
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Kevin Kenneddy, Exccutive Duecior of the State Boand of Elections, Wisconsin
Evelyn Stramon. Justice, Supreme Count of Ohio

Tony Swvelle, Execunive Direcior, Internatianal Associarion of
Clerks, Recorders, Flection Officials and Treasurers

Harry Van Sickle, Commiszioner of Elections, Pennsylvania
Craig Donsanio, Director, Public Integrry Section, U.S. Depanmem of Justice

Sharan Priest, former Secretary of Stare, Arkansas
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Appendix 2
List of Literature Reviewed

Reports

Peaple for the American Way and the NAACP, “The Long Shadow of Jim Crow,”
December 6. 2004.

Laughlin McDonald, "The New Poll Tax,” The American Prospect vol 13 no. 23,
Drecember 30, 2003,

Wisconsin Legislative Audit Bureau, “An Evaluation: Voter Registration Elections
Board” Report 05-12, Seprember, 2003,

Milwaukee Police Deparment, Milwaukee Counry District Amomey™s Office, Federal
Bureau of Investigation. United States Aanomey's Office “Preliminary Findings of Joint
Task Force Investigating Possible Election Fraud,” May 10, 2005

National Commyssion on Federal Elecuon Reform, “Building Confidence in 1S,
Elections,” Center for Democracy and Election Management, American Universiy,
September 2005

The Brennan Center for Justice at NYU School of Law and Spencer Overon,
Commissioner and Law Professor ar Georpe Washingon University School of Law
“Response 1o the Repon of the 2005 Commission on Federal Election Reform,”
September 19, 20035,

Chandler Davidson, Tanya Dunlap, Gale Kenny, and Benjamin Wise, “Republican Balloey
Security Programs: Vore Profection or Minority Vole Suppression — or Both?™ A Repon
ta the Cenver for Voring Rights & Protection, Seprember, 2004,

Alec Ewald, "A Crazy Quilp of Tiny Pieces: Sune and Local Administration of American
Criminal Disenfranchisement Law,” The Senencing Project, November 2005

American Center for Voring Rights “Vote Fraud, Intimidanon and Suppression in the
2004 Presidental Election,” Angust 2, 2005,

The Advancement Project, “America’s Modem Poll Tax: How Struciral
Dnsenfranchisement Erodes Democracy™ November 7, 2001

The Brennan Cemer and Professar Michael McDonald “Analysis of the Seprember 15,
2005 Voter Fraud Repon Submined ro the New lersey Anomey General,” The Brennan
Cenrer for Justice w NYL School of Law, December 2003,

Demaocranc Nanonal Commimnee, “Demoeracy at Risk: The November 2004 Election
Ohio,” DNC Services Corporation, 2005
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Pablic Integrity Secton, Criminal Division, United Srates Department of Justice, “Report
w Congress on the Activities and Operations of the Public Integrity Section for 2002.7

Public Integrity Section, Criminal Division, United Staes Deparument of Justice, "Repon
o Congress on the Activities and Operations of the Public ntegrity Section for 2003,

Public Integrity Section, Criminal Division, United Stares Deparument of Justice, "Repont
o Congress on the Activities and Operations of the Public Ivtegrity Section for 2004."

Craig Donsanro, “The Federal Crime of Election Fraud,"” Public Integrity Section,
Department of Justice, prepared for Democracy Ru, nd., at
hopfiwww democracy rufenglish/library/internationalfeng_1998-11 himl

People for the Ameriean Way, Election Protection 2004, Election Profection Coalition, ar
hetp:fiweww. electionprotection2004.org/edaynews Jum

Craig Donsanto, "Prosecurion of Elecroral Fraud Under United Srare Federa) Law "~ IFES
Political Finance White Paper Series, TFES, 2006.

General Accounting Office, "Elections: Views of Selecied Local Election Officials on
Managing Voter Registration and Ensuring Eligible Cirizens Can Yote,” Repor 1o
Congressional Requesters, Sepember 2003,

Lon Minnite and David Callehan, "Securing the Vote: An Analysis of Election Fraud,"
Demos: A Network of ldeas and Action, 2003,

People for the Amencan Way, NAACP, Lawyers Committee for Civil Rights,
“Shantering the Myth: An Initial Snapshot of Yower Disenfranchisement in the 2004
Elections,” December 2004.

Boaks

John Fund, Srealing Elections: How Vorer Fraud Threatens Owr Democracy, Encounier
Books, 2004.

Andrew Gumbel, Sreal this Vore: Dirry Elections and the Rosten History of Demeocracy in
American, Nution Books, 2003,

Tracy Camphbell, Defiver the Vote: A History of Election Frawd, An American Polirical
Tradirion— 1742-2004, Carrall & Graf Publishers, 2005,

David E. Johnson and Jormy R. Johnson, A4 Funny Thing Happened on the Way 1o the

Whire House: Foolhardiness, Folfy, and Frayd in the Presidential Elections, fram
Andrew Jackson to George W. Bush, Taylor Trade Publishing, 2004,
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Mark Crispin Miller, Fooled Again, Basic Books, 2003,

Legal

Indiana Democratic Parry ve, Rokita, U5, Dismicr Court Southern Distrier of Indiana
{Indianapolisy 1:05-cv-00634, 1.5, Count of Appeals, 7% Circuit 06-2218

Common Couse of Geargia vs. Billups, U.S. District Court, Nortbherm Disuict of Georgia
(Rome) 4:05-cv-00201-HLM U.S. Coun of Appeals, 117 Circuit 05-15784

.5, Deparment of Justice Section 3 Recommendation Memorandum (regardng HB
244), August 25, 2005 at

Bupedwoww. votingrighis.ore/mews/downloads/ Section % 20592 0Recommendarion 5 20Me
morandum.pdf
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Appendix 3
Exce “Mach f Democracy,” a Bren Ce
APPENDIX C
BRENNAN CENTER TASK FORCE ON VOTING SYSTEM SECURITY,
LAWRENCE NORDEN. CHAIR
Excerpred from pp. 8-19
METHODOLOGY

The Task Force concluded, and the peer review weam at NIST agreed, that the
beit approach for comprehensively evaluanmg voring system theeats was 1o: (1)
identify and caregorize the potential threars against voting systems, (2) prioritize
these threats based upon an agrevd upon memie (which would il us how difficult
each threat is to accomplish from the anacker's poing of view), and (3) determine,
wiilizing the same mewric employed ro priovinze thyeats, how much more

diffscult each of the catalogued artacks would become after various sers of
COUREEFMEASUIES

are implemened.

This made] allows us 1o identify the apacks we showld be most concemed abour
(re. the most pracicsl and least difficul amacks). Furthermare, it allows us o
quantify the polential effectiveness of varions se1s of couniermensures (L., how
dhfficul the least difficul agack 15 after the cosntermeasure has been implemented)
Onher posential models considered, but olrimaely rejecred by the Task

Force, are detailed in Appendix B.

IDENTIFICATION OF THREATS

The first siep in creating a threat model for voring sysiems was 1o identify as many
potennal anacks as ppssinle. To that end, the Task Force, together with the parmicip=ting
election officials, spent several months identifying voring system valnerabilites.
Following this work, NIST held a Vonng Sysiems Threat Apalvais

Workshop on October 7, 2005, Members of the public were tavited 1o write up

and post adairional potential afacks. Taken together, this werk produced over

120 pesential aeacks on the three voting systems. They are detailed m the catalogs
annexed.x Many of the attacks are descnbed 1n more derail ar

hop Avore nist sovitheearsipapers. i,

The types of threats detaled in the caralogs can be broken down into nine calepones:
(1) the insenion of corrupd software into machines prior to Election Day,

(2) wireless and arher remote central attacks on vohing machines on Election Day;
(3) aacks on lly servers; (4) miscalibration of voring mechines; (5) shur off of
voling machme feamires iwended 10 assist voters; (6) dengal of sepvice astacks; (7)
actions by corrugt poll workers or octhers an the polling place o affect vomes cast

() vore buving schemes, (9) anacks on ballols or VVET. Oficn, the actual apacks
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invalve some combinaticn of these categories. We provide a discussion of ach
type of auack in “Caegories of Auacks.” infro o pp. 24-27.

PRIORITIZING THREATS:
NUMBER OF INFORMED PARTICIPANTS AS METRIC

Withow some form of prionuizabion, 2 compilation of the threats 1s of hmited

viilue, Only by prioringing these various nears could we help election officuls
wdentify which zracks they should be most concerned about, and what seps

could be tken o make such anacks as difficuls as possihie. As discussed below, we
have determined the level of duficuley for each amack where the anacker is
aTiempling 10 affect the omeome of a close satewide election.s

There 13 po perfect wiy 1o determine which amacks are the least ditficols, because
each anack requires 2 different mix of resources — well-placed ingsiders, money,
programming skills, security expertise, err. Different attackers would find certain
FESOAITOES Easier (o acquire than others, For example, election fraud comaiced by
local election officials would always involve well-placed msiders and a thoarough
understandmg of election procedurcs; anthe same time, There is no reason o
eapect such officials to have highly skalled hackers or first-rate programmers
working with ther. By contrast, election fraud carnpd out by a foreign government
wonld likely stam with plenty of money and technically skilled awackers. but
probably withowr many conveniently placed msiders or dewiled knowledge of
election procedures.,

Ulrimately, we decided to use the “number of mformed panicipanis” as the metric
for determining amack difficulty. An steck which uses fewer participants is
deemed the caster attack.

We have defined “informed pamicipan:” &s somcone whise pamiciparion is necded
o make the arack work, and who knpws enough abour the antack 1o foil or

expose i, This is 1o be distnguished from a paricipant who unknowingly assisis
the amack by performing 2 task that is megral w the aoack’s successful exscution
without understanding that the wzk is part of an amack on vOLNg Sysiems,

The reason for usmg the security metric “number of informed partcipanis” 1
relatively siraightforward: the larger a conspiracy is, the more difficult it would be
10 keep it sgcpet. Where an amacker can carry oun an anack by herseif, she need
only trust herself. On the ooher hand, a conspuracy that requires thousands of
people 1o take par (ike a vole-buying scheme) also requires thousands af people
10 keep queel. The larger the number of people involved, the greater the likelinoad
that one of them (or ong who was approached, but declined vo take pan)

would either inform the public or authoriies abour the anack, or commu some
kind af ervor that causes the attack to fail or become known.

Moreover, recruiting a large number of people who are willing to andermine the
integraty of a staewide election &s also presumably difficuls. I is nos bard w imagine
two of thres people apreeing to wark o chenge the cucome of an election.

v seems far less hikely that an aracker could wennify and employ hundreds or
thousands of similarly cormpt people without being discovered,
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We can ge an idea of how this mewe works by looking ar one of the threars lised

in our catalops: the vore-huying threat, where an attacker or attackers pay individualy

10 voie for 2 particular candidate. This is Auack Number 26 in the PCOS

Attack Camalogz (though this amack would not be substantially different againg

DREs or DREs wi VVET)x In order io work under our current uypes of voting

systems, this attack requires (1) at least one person 1o purchase vates, (2) many

peaple 1o agres to sell their votes, and (3) some way for the purchaser 1o confirm

ihat the voters she pavs actually voted for the candedare she supported. Ulimsiely, we
derermined that, while practical in smaller coniesis, a votz-buying anack would be an
exceptianally difficult way to affect the outcome of 3 stalewide glection, This is because,
even m a tymeally close statewide lection, an aacker would need o invalve thousands
of voters to ensure thar she could affect the auteome of & statewide ruce.s

For a dzcussion of other metrics we considered, bun ultimately rejecied, see
Appendix C.

DETERMINING NUMBER OF INFORMED PARTICIPANTS
DETERMINING THE STEPS AND VALUES FOR EACH ATTACK

The Task Force members broke down each of the carogued auacks inm its necessary
steps. For instance, Amtack 12 in the PCOS Antack Cataleg is “Swmffing

Bullor Bon with Addwional Marked Ballors.": We determined thar, at a mnimum,
there were three companent parns 1o This attack: (1) stealing or creanng the

ballots and then marking them, (2) scannmg macked batlors through the PCOS
scanucrs, probably before the polls cpeged, and (3) madifying the poll books in

each location o ensure that the wlal number of voles in the ballot boxes was not
grearer than the number of voters who signed in ar the polling place.

Task Force members then assigned & value representing the minimum number of
persons they believed would be necessary 1o accomplish each goal. For PCOS
Arack 12, the following values were assigned

Minimum nusber required 1o steal or create balloss: 3 persons 1otals
Minimum number required to scan marked ballots: 1 per polling place anacked.
Minimum namber required to modify poll bopks: 1 per palling place atacked.:

After these values were assigned, the Brenpan Center inerviewed sever] election
aifficials 1o see whether they agread with the sieps and values assigned 1o 2ach
anmack = When necessary, the values and sieps were modified. The new catalogs,
inclading auack steps and vilues, were then reviewsd by Task Force members,
The purpese of this review was 1o ensure, amang arher things. thet the seps and
values were sound.

These sieps and values el us how difficull it would be 10 accomplish a single artack
in @ single polling place. They do not el us how many people it would ke o change
the outcome of an elecnon successfully — thar depends, of courst, on specific faces
abaut the jurisdiction: how many votes are generally recorded in each polling
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place, how many polbing places are there in the jurisdiction, and how ciose is the
race? For this reason, we determined that it was necessary o construct a hypathetical
Jurisdicrion, to which we now turm.

HUMBER OF INFORMED PARTICIFANTS NEEDED TO CHANGE
STATEWIDE ELECTION

We have decided o examine the difficalty of each anack in the context of changing
the outcome af @ reasonably close slaewide elecnon. While we are concermed

by potenoial amacks on voring systems in any type of election, we are most monbled
by attacks thar have the patential 1o affect largs numbers of voles, These are

the attacks that could actually change the oulcome of & Sialewide election with

just & handful of attack participants.

We are less roubled by anacks on voting systems that can only affect a small aumber

af vores (and mighs therefore be more wieful in local elections) Thas s

because there are many non-system atiacks that can also affect a small number of

wedes (1 e, sending ouwr misleadimg informarion about palimg places, physically
intimidaring vorers, submimeng multiple abseniee balloms, exc. ). Given the facr thar

these non-system amacks are likely 1o be less difficult in teems of number of paricipants,
financial| cost, nsk of derecnon, and Bme commIlEeEnE, We ATe uncertamn

that an astacker would wrger vordeg machines 1o alver 3 small number of vies

In order 1o evaluate how difficult it would be for an amacker o change the outcome
of a staewide election, we creared a composig jurisdiction. The composine
Jurisdiction wis created 10 be represepative of a relanvely close sarewide election.
We did not want 10 cxiamine a staewide election where resulis were so

skewed woward one candidate (for instance, the re-elksetion of Senator Edward M
Kennedy in 2000, where he won 73% of te votaw), that reversing the elecnon
results woulkd be impossible without causing extreme public suspicion. Nor did we
wan 1o lock ar races where chenging only 8 relative handful of votes (for

msiance, the Governor's race 1 Wiashmgton State m 2004, which was decided by
i meere 129 voress) could affect the ourcome of an election; under this scenario,
many of the potential anscks would involve few people, and therefore look equally
diffecube

We have named our composte junsdiction "the Stee of Pennasota” The Suue
of Penngsola is a composiie of 1en states: Colorado, Florida, Towa, Ohio, Mew
Mexico, Pennsylvanie, Michigan, Nevada, Wisconsin and Minnesota. These
siares were chesen because they were the ten “banleground™ states that Zoghy
Inernarienal consistently polled n the spring, summer, and fall 2004 » These
are soatewide elections thar an amacker would have expected, ahead of time, o
be fairly close.

We have also created & composiee election, which we label the “Gpvemor’s Race™
in Pennasou, The resuhs of this elecion are o composie of the actual resuls in
the same fen saes i the 2004 Presidennal Elecrion,

We have used these composies as the framework by which 1o evaluate the difficulty

of the various catalopued atacks s For instance, we know a ballot-box suffing
amack would require roughly five people to create and mark fake ballots, as
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well as ane person per palling place o steff the boxes, and ane person per palling
place to modify the poll books. Bur, in erder W dewrmine how many informed
parmicipants would he nesded 10 affect a statewide race, we need o know how
many polling places would need to be anacked.

The camposite jurisdicuon and composie election provide us with informarion
needed o answer these questions: 1., how many et voles our atrackers would
peed to add 1o their favared eandidate s ol for him o win, ow many ballogs
o amackers can stuff infe a partewlar polling place’s ballot boa without arcusing
sespician (and related v this, how many votes are generally cast in the average
polling place), how many polling places are there in the stare, ere, We provide
details about both the composite jurisdiction and elechon in the section entitled
“Governor's Race, State of Pennasoia, 2007, infra ac pp 20-27.

LIMITS OF INFORMED PARTICIPANTS AS METRIC

Of the possible merrics we considered, we believe that measuring the number of

people who know they are involved in an attack (and thus could provide evidence

of the amack 10 the authorities andiog the media), is the best smgle measure of

arack difficulry; as already discussed, we have concluded that the more people an
anacker is forced o invalve in his awack, the more likely i is that eoe of the pasticipanis
wonld revedl The anack’s existence and foll the anack, perhaps sending

anackers 1o jail. However, we are aware of a number of places where the

methodology could provide us with questoable resulis,

By deciding to concentrite on size of attack eam. we mostly 1gnore the need for
other resources when planning an anack, Thus, a software amack on DREs which
makes use of sjeganographys to hide anack mstruction files (see "DRE w/ VVFT
Atack No.1a", dwscussed 10 grearer detail, infra at pp. 62-63) is considered casicr
than an amack program delivered over & wirgless network at the palling place (see
discussion of wireless pepworks, fnfra at pp. 85811 However, the former anack
probably reguires 2 much more echnojogically sophisticated aacker.

Another imperfection with this merric is thas we do not huve an easy way to represént
how much choice the auacker has in finding members of his amack wam.

Thus, with PCOS voting, we conclude that the cost of subvering a routine audit

of ballats is roughly equal w the cost of ivercepsing ballot boxes in ransit and
suthstuutg aliered ballors (see discussion of POOS artacks, infra ol pp. 77-83).
However, sybverting the audil team requires gerting & specific ser of musicd people
1o cooperale with the attacker. By conrrast, the attacker may be able 1o decide

which precinets to tamper with based on which people be has already recruited

for his arack-

In an attempt 10 2ddress this concem, we considered iooking at the number of
“nsaders” necessary (o take pan in each atack. Under this theory, gewing five

people 1o tuke part in 8 conspirey 10 anack a voung system might not be particularly
difficult. But gewing Nve well-placed caunty election officials wo wke panin

the atrack would be (and should be labeled) the more difficult of the two anacks
Becuuse, for the most part, the low-cost anacks we have identificd do not mecessarily
involve well placed insiders (but could, far nstance, invalve ope of many

people with sceess (o commercial off the shelf software ("COTS") dunng development

i
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or 4t the vendor), we de not beligve that wsing this meétric would have
substantislly changed our analysiss

Finally, these attack weam sizes do not always capture the logisncal complexity of
an avack For example, an attack on VVET machines involving tampering with

the voung machine software and also replacing the paper records in wansil

requires the amacker w derermine whart votes were falsely produced by the voling
machine apd prug replacement records in time 1o substituie them., While this is
clearly possible, i ratses a lot of operational difficalnes - a smgle failed substitution
l¢aves the possibility that the artack would be detecred during the audit of

ballogs.

W have ried w keep these imperfections i mind when analyzing and discussing
our l=a= difficulr anacks,

We suspect that much of the disagreement berween voring officials and compater
Securily ehPerts in Uy 1ast several years siems fpom a difference of opinion in
praritizing the defficulty of attacks. Election afficials, with extensive experience
in the logistcs of handhng wns of paper ballpts, have linle fath in paper and
understand the kind of breakdowns in proceduses that lead 10 raditicnal sizcks
like bullor boa stuffing: in contrasy, sophisncared aracks on compuicr voring systems
appenr very difficult wo many of them. Computer secumty eapens understand
sopfiisticared ANACKS On CoMpuEer Syefems, and rscognige the avaitabhity of
tools and ¢xpertise that makes these ayaeks practical 1o launzh, bt have no clear
ickea how they would manage the [ogistics of amacking o paper-based system.
Looking at amack ream <122 is one way 1o bradpe this difference in perspective

EFFECTS OF IMPLEMENTING COUNTERMEASURE SETS

The fimal step of our threat analysis is o measure the effect of cerain countermeasures
agaimst the curalogued aiucks. How much mose difficult would the

anacks become once the countermeasures are put into ¢ffect? How many more
informed participants (if any) would be needed 1o counter or defear these
COUMETMEeRsEres?

Cr process for examining the effectivencss of 8 countermeasyre mumors the

progess for determining the difficulty of an anack: we first asked whether the
courtgrmeasure would allow us o detect an attack with near cemainty. If we

agreed that the counermeasure would expose (he artack, we idenufied the seps

thar would be necessary 1o circumvent or defeat the countermeasure. Far cach

step to defeut the eountermensure, we determined the nember of addyional

informed parigipants (if any ) that an afacker would need to add 1o his wam,

As wath the process for detarmining amack difficulty, the Brennan Center interviewsd
numercys efection officials w see whether they agreed with the sieps and

values assigned, When nocessery, the wislues and steps for defeating the countermeasures
were allered o reflect the inpan of election officials.

COUNTERMEASURES EXAMINED
EASIC SET OF COUNTERMEASURES

The firse ser of couwnmrmeasures we looked ar is the “Basic Ser” of countermensures.
This Basic Ser was derjved fram securily survey responsess we recejved
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from county election officials around e country, 45 well as additional mierviews
with more than a dozen curren and former election officials. Withun the Basic
Set of couniermeasures aré the following procédures:

Lispection

The jurisdiction is not knowingly using any uncenified software that is subpect
1o inspection by the Independent Testing Autharity (often referred 10 as
the “ITA v

Physical Security for Machines

v Rallot boxes (10 the exient they exist) are examined (10 ensure they arc cmply)
and locked by poll workers immediately befose the polls are opened.

+  Before and affer bemg bronght to the polls for Election Dy, voting sysiems for
each county are locked in a single room, in 3 county warehouse.

* The warehouse has perimercr alarms, secure locks, video surveillance and regulur
vistls by sccurity puards,

*  Access i the warchouse 15 comralled by sign-in, possibly with card keys or
sirpilar automatic logping of entry and exit for regular staff,

o Some form of “tamper evident” seals are placed on machines before and after
cach elecuon.

* The machines are wansponed w palling locations five o fifieen days befare
Election Pey.

Chain of Custody/Physical Securiry of Election Day Records

*  alclose of the polls, viue allies for each machine are rowaled and compared with
number of persons that have signed the poll books.

® A copy of wials for each machine is posted at each polling place on Elecnon
Might &nd tken home by poll workers w check against what is posted publicly at
election headquaners, on the web, in the papers, or elsewheres

o All audit information (ie.. Event Logs, VVPT merords, paper ballots, maching
prantouss of torals) that is not electronically ransmined as pan of the unofficial
upload w the cenral election office, is delivered in official, sealed and hand-
delivered information packers of boxes, All seals are numbered and Lamper-
evident.

* Transparation of information packets is completed by two election officials
representing Opposing parmes who have been instrucied (o remain in joint
custady of the informarion packets or hoxes from the moment it leaves the
precingt 1w the moment 1 armives ab the county clection center
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s  Each polling place sends its information packets or boaes 1o the cownty election
pemer separately, Talher than having one fruck of persod pick up this data from
multiple polling locations.

s Once the sealed informarion packets or boaes have 1eached the couny election
center, they are logged. Mumbers on the seqlz are checked 10 ensure that they
have not been replaced. Any broken o replaced seals are logped. Intact seals are
left muact.

s Afier the packets andiar boxes have been togged. they are pravided with physical
securicy precautions af least as great as those histed for vouing machines, above.
Specifically, for Pennasota, we have assumed the room in which the packes me
stored have perimeter alarms, secure locks, video srveiliance and regular visits
by security guards and county police officers; end acegss o the mom i3
controlled by sign-in, possibly with casd keys of similas automatic logging of
enery and exit for regular staff '

Testingn

= An Independent Testng Authoricy has cemfied the model of voting machine
used in the polling place.

»  Accepmnce Testings s perfarmed on machines 4 Tne, oF SO0t after they are
received by County.

»  Pre-slecnon Loge and Accuracyskesting is performed by the elevant clection
official.

»  Prior 1o apening the polls, every vofpg machine and voie rabuslation sysicm is
checked 1o gz that it i still configyred for the correct election, ncluding the
correct precinet, ballot sivle, and other applicable details.

REGIMEN FOR AUTOMATIC ROUTINE AUDIT
FiLLS BASIC SET OF COUNTERMEASURES.

The second set of coumermeasures 15 the Regimen faran Autamaric Routine
Audiz Plus Basic Set of Coumcrmensures.

Same form of routine auditing of voter-verified paper records oceurs n 12 sates,
10 1t the accurary of clecironic voting machines. They gencrally require berween | and
104 of ol precinct voting machines ra be audited afer each election <

Turisdicnons can implement this set of countermeasures only if their voung sysiems
produce some sor af vorer-verified paper recard of each volz. This vould

be m the form of a paper ballot, in the cuse of PCOS, o @ vorer-verified paper

wrail (“VWET™), in the case of DREs.

We have sssumed that jurisdictions take the following steps when comducting an

Automarnic Routine Audit (when referring 1o this st of assumpiions “Regimen for
an Automuie Rousrine Audit™:
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The Audit

»  Leaders of the major pamics in éach couney are responsible for selecting a
sufficient mumber of audit-ieam members w be used in that county.a

*  Using & highly wmnsparent random selection mechanism (see point i, below), the
votersverified puper recards for berween a small percentage of all vonng
machines i the Sue are selected for quditing.

s Using & transparent random selechon method, auditors arg assigned 1o the
selected machines (two or three peaple, with represemtatives of cach mujor
palitical party, would comprise each audit ream).

& The selection of voting machines, and the assignmentof auditars o machines,
ocours imemediately before the audits take place. The pudits wake place as soon
after polls close a3 possible — for eaample, 31 9 wm. the maming after polls close

» Using a transparem randem selecriap method, eounty police offiegrs, secunty
personnel and the video merior assigned v guard the vater-venfied records are
chosen from a large pool of on-duty officers and employees on election night.

»  The suditors are provided the maching tallies and are able 10 see thal the county
tally reflects the sums of the machine tallies before the sam of the inspecnion of
the paper.

* The audit wauld mclude & tally of spoiled ballats (in the case of VVET, the
number of cancellations recarded), overvores, apd undervomes.

Transparent Random Selection Procesy

In thus repirt, we have assumed that random auditing procedures are in plice for
bogh the Regimen for an Amomaric Rourine Audit and Regimen for Paraliel
Testing, We have further assumed procodures io prevent & single, comupl person
fram being able 1o fix the resulrs. This implies a Kind of ransparent and public
rangdom procedone.

For the Regimen for an Awomsne Rourine Audit there are at least iwo places
where ranspagent, random selection processes are important: m the selecoon aof
precinets 1o audit, and n the assignment of auditers wo the precincts they will be
audiing.

Good election secariry can empley Transparcnr Random Selection in other
places with good effect:

® the selection of paralle] wsters from 4 pool of qualified individuals.
» ihe sssignment of palice and other security professionals from an-dury lists, vo

monitor key materizls, for example, the VVPT records berwoen the time that they
arvive a1 election cemral and the time of the completon of the ARA,
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If 4 selection process for auditing 15 1 be inustworthy sod rasced, ideally:

s The whole process will be publicly observable or videataped:=

« The random selection will be publicly verifiable, Le.. anyone ohserving will be
abile 10 venfy thar the sample was chosen randomly (or ar least that the number
selected is not wnder the control of any small number of people); and

s The process will be simplc and practical within the context of current eleclion
praclice 50 &5 10 avoid imposing winecessary burdens on election officials.

There sre a number of ways that election officials can ensure some kind of iransparem
randomness. Ome way would be (o use a stare jonery maching 1o select precinets or
polling places for audiming. We have included rwe petential exsamples of innspajent
random selection processes i Appendia F. These apply to the Regimen for Parsliel
Testing as well.

AECIMEM FOR BARALLEL TESTING PLUS BASIC SET OF COUNTERMEASURES

The final st of countermeacunes we have cxam ts “Paralle] Testing™ plus the
Basic Set of countermessures. Parallel Tesung, known a3 electien-day testing,
involves selecting voring machines aw random and testng them as realisncally

us possible duyring the period ehat voles sre being cast

Paralle] Testing

In developing our st of assumptions for Paraliel Testing. we relied heavily upan
imeerviews with Jocelys Whitney, Project Manager for Paralle] Testing in the State
of Califomia, and conclusiens drawn from this Reports: In our analysis, we
wssume that the following procedures would be inchyded in the Parallz] Testing
regimen (when referring to this regimen “Regimen for Parallel Testng") thar we
evaluste.

& Ar |east g of each DRE model (meaning both vendor and model) would be
selucted for Parallel Testing;

® A1 least two DREs from ench of the thres largest counties would be paraliel
esed,;

»  Counties 1o be parallel wsied would be chosen by the Secreiary of Stats m &
transparent snd random manner.

s Couptees would be notfied as lare as posgible thar machines from one of thear
precinets wauld be selected far Pasalle] Testing«

& Precincts would be sclecied through & iransparent random mechanism,
* A video camera would record esung;

& For each tost. there would be one weser and one abserver;

45



hpr=00-47 C9:208  From- T-384  P.AT/4R  F-087

Voting Fraud and Vorer Intimidation — Preliminary Research & Recommendations

o Parallel Testng would occur at the polling place;

#  Tha seripe for Parallel Testing would be generated in o way That mimics voter
behavior and voung patiemns for the polling plece,

» Arthe cod of the Paralle] Testing, the tester and ohserver would reconcile vole
totals in the seripe with voee totals reponed on the maching,

Transparent Random Selection Process

We further assume That the same Type of wransparent random selection process
that would be used for the Régimen for Awutomans Rounne Andit would also be
employed for the Regimen for Paralle] Testing 1o determine which machines
would be subjected to testing on Election Day.

APPENDIX C

ALTERNATIVE SECURITY METRICS CONSIDERED
Dollars Spent

The decision (o use the number of informed panl:iiumts as the merric for attack
level difficully came afier considening several other potentil metnes. Cne of the
first merncs we consideped was the dollar cost of angcks. This merric makes sense
when looking a7 anacks that seck financial gain = for instance, misapproprianng
corporate fumds, i is not rafonal w spend $100.000 on the misappropriation of
corporate funds if the total valee of those fupds is 590,000, Ultimately, we rejecied
this mepne 8 e basis for our analysis because e dollar cost of e atacks

v considered were dwarfed by both (1) current federa] and state udpers, and (2)
the amounts comently spent legally in stare and federal polineal campaigns.

Time of Avack

The relarive security of safes and other safety measures are effen mied m erms
of “tinw 1o defear.” This was rejecied o3 mewic of difficuity because it did not
seem relevant 10 yoting sysems. Anackers breaking into a house are concemmed
with the amount of ome & might wke 1o complewe their robbery because the
homeowners or police might show up. With regand 1o elecnon fraud, many
attuckers may be willing to stam months of vears befare an election if they believe
they can conmrol the cwicome. As discussed supra ol pp. 35=48, auackers may be
confident that they can circumvent the indépendent westing authorides and adher
measures meant W idennfy amacks, so that the amount of tme an amack akes
becomes [ess relevant.
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Appendix
oting Fraud-Voter Intimidation Working Group

The Henorable Todd Rokita
Indiana Secretary of State
Member, EAC Standards Board and the Executive Board of the Standards Board

Kathy Rogers
Georgia Direetor of Elections, Office of the Secretary of State
Member, EAC Standards Board

J.R. Perez
Cuadalupe County Eléctions Administratar, Texas

Barbara Arnwine
Executive Director, Lawyers Committee for Civil Rights Under Law
Leader of Election Protection Coalition

Robert Bauer

Chair of the Political Law Practice at the law firm of Perlins Coie, District of
Colambia

Mational Counsel for Voter Protection, Democratie National Committee

Benjamin L. Ginsberg
Partner, Patton Boges LLP
Counsel to national Republican campaign committess and Republican candidates

Mark (Ther) Hearne Il

FPartner-Member, Lathrop & Gage, 5t Louis, Missonn
Mational Counsel to the American Center for Voting Rights

Barry Weinberg

Former Deputy Chief and Acting Chief, Voting Section, Civil Rights Division, 1.5
Department of Justice

EAC Invited Technical Advisar:

Craig Donsanto
Directar, Rleetion Crimes Branch, U8, Department of Justice
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