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TABULAR COMPARISON OF 1946 AND 1948 APPENDICES TO THE

U,S. — BRITISH COMMUNICATION INTSLLIGENCE AGREEMENT

The 1948 Appendices arc shown parograph by paragraph on the left hand side of each page;
the corresponding paragrophs of 1946 Appendices (or an appropriate comment) are shown on the right hend side

of each page,




COMPARATIVE TABLE:

INTRODUCTION -

INTRODUCTION TO 1948 APPINDICES

1, The following arrangements govermaing the collaboration
between the U,S. and British Comnt sgencies have been agreed
betwesn USCIB and LSIB in implementation of and as Appendices to
the U,S, — Britisn Comint Agreement of 5th March, 19t6,

2, None of these ar:angements shall be construed as
contrevening sny clauses of tnat agreemernt but shell take effect
withan the scope and limitations established thercby,

3 The object of these arrangements 1s to ensure that
raximmm odvantage 1s obtoined fror the corbined available porsommel
and facilitica of both parties,

by In occordonce with taese arrangorents, cach party will
continmue to moke avollebie to tae other, comtrnuously, currently, and
without request, all raw traffic, Comint 2tems ard techmical rmatter
acquared or produced, and all portinent information concerning its
actavaties, priorities and facalitics, both present and plamned,
subjeot only to the provaso contained an pecagraphs B(b) and b.(b) of
the Agrecment.

5 In additaion, eaca party »l1l continue to maintain lraison
porsomnel at the agency or agenecics of ths othor pacey.

6o The two parties wall comtinue to effeet such
standerdisation - e.g. of technical terminology, layout, procedure
and orgamisation - as may be possible,

TNTRODUCTION TO 1946 APPENDICES

The following arrangements governing the collaboration
between the Vashington and London COMINT (SIGINT) Centres have been
agreed between STANCIB and the LONDON SIGINT BOARD, in implementation
of and as Appendices to the U.8, — Braitish Commmication Intelligence
Agreeorent of 5th March, 1946,

2e Mone of these arrangerents shall be construed as
cantravening any clauses of that Agrecment, but shall teke effect
7ithin the scope and lamitations esteblished thereby,

N fhe ohgoct of these errengements 18 to ensure that the
maximar advantage 1s obtained from available personnel and
facilitacs,

4, In agcordance vith these arrangements, each party wall
make aveilable wo the other, comtimuously, currently and wathout
request, all ree traffac, CEONT 1tems and Techmical Matter
ecquared or produced, and all pertinent information concermang 1ts
activaties, prrorities and avallable facilitaes,

5 In addrt~on, cachk party wall maintain liaison persomnel at
the otherts Centre,

6. The two parties will also effect such standardisatron of
technical termanology, layout, procedure and organisation as may be
pessible,
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INTRCDUCTTION TO 1948 APPENDICES

1o By the close collaboration thus cstablished, and by means
of suggestion, agrecment, and arrangement as 1o changes to bo mode,
the two parties wall continue to effect elimnation of unnecessary
duplacation 1n order fto ensure the maxamae cxploatation of foreign
cormumacations, Howover, the activives undertoken by cach party
mst be basically surted o 2ts own nesds and thercforc neither is in
o position to accept any formal and faxed comumtments for the
alioccatron of specific tasks to their respective agencaes. Such an
allocation fould prevent the shiftang of crphasis 4o tasks whacn
those agencies may themselves wish to wndertake or which they moy
be required to undertake by the consumers of thezr products, But

1t 1s agreod that om anformal and flexible allocation of tasks,
subjgect to altorotion by earthor party at noed and sometimes wath—
out prior notification, 18 possible and desirable, that where one
party accopts the informal nllocation of a specific task 1t wall
make avoalable, by radic when desired by the recoavang pardy, the
end-products of that task, that, 1f the party which accepts an
anformal allocation is carmpelicd to relinquish 1%, 1% wall inforr
the other party as soon as poss:ible; and that, 1n the event of
elther party gavang up o task to the other, every cndeavour wall be
madc by the surrcndering party to malntoan 1ts intercept coverage on
the task surrendered 1f thot party has beon obtoaning wmique materanl.

8. Each party moy call upon the other for assistance when
necossary tnd such requests wall be met whenever practacoble,

INTRODUCTION TO 1946 APPENDICES

T e As o result of the close collaboration thus established
end by meons of continual suggestion, mutual agreement and mrtunl
arrangement as to changes made there wall be effected a
eontinuous elumnation of unwanted duplication, although the
activaties undertoken by each party shall be as basically surted
to 1ts own needs,

8. Each party moy call upon the other for assistance when
necessery and such requests will be met whenever practicable,

% £11 possible division of labour between the Centres will
be made, It 13 the antentron of both parties to effect a fuller
antegration of c¢ffort gradusliy,

[Subject matier of 1946 paragraph 9 transferred
to peragraph 7 an 1948 Intreduction],




INTRODUCTION TO 1948 APPENDICES

% Although progress has becn made 1n thoe provisien of
adoguate Comnt telecormmication facilities, 1t 1s agreed that
ench party will continue to keep under revaew this, and the
assocaated problen of safe hand routes for the passage of Comant
eaterzal of all kamds, ond wzll teke all reasonable steps towards
further improvement,

10, The two partires have foreseen the need for joint emergency

plans, roady to de put anto operation at or before an outbreak of
bostilities wath a third party,

11, Each party will provide the other wath two or more copies
of all reports mentioned an the following appendices and of such-
lake documents,

INTRODUCTTON TO 1946 APPENDICES

10, It 18, however, agreed that this intention cammot be
amplemented to the best odvantage wntil the telecommmmcations
avaalable for COMINT purposes arc adequate to ensure the
sufficiently ropad receapt by each Centre of results from the
other's commitments,

1. For this reason, 1t 1s ngreed that early provision of
adequate COMINT commmmication facilities iz essential, Such
commmications ore necessary, furthermore, to provade for
emergencies and to permait the development of operatiomal
technigues for the handling of new types of transmission.

12, For the same reason, and because the present satuation
regarding safehand routes ocross the Atlantio 1s wmsatisfactory,
each party wall kecp trans-Atlantic rail facilities and
reguirenents under review and wall take full advantage of any
amprovement made 1n sea and sar mailsg,

[No corrosponding 2tem 1n 1946 Introduction].

e

13, Each party wall provide the other with two or moxre copies
of all reports mentioned in the Appendices and of such-like documents




INTRODUCTION TO 1948 APPENDICES

iz, 411 arrangements arc subject to revaiew and to
modafacation by ogreement,

1z, These arrongements will become cffectave on approval by
USCIB and LSIB, in accordance with paragraph 12 of the U.S. -
Bratash Comint Agrecment, .

LERS Ammex A to this Introduction shows how the Appendices +o
the U.8, - Brataisn Commumication Intellagence fgreemont, as produced
at the U,S. — Bratask Technical Conference of March, 1946, have been
ratified or superseded by the Appendices agreed at the

1948 Technicel Confercnce, and wmich of the latter are now,

INTRODUCTION TO 19&5‘&9@1331033

14, A1l arrangements arc subjeet to revaiew, Thoso
estoblishing the exchange of materiel mey be modificd by mutual
agreement 1f experience shows that too great a proportion of the
persomnel availoble 1s being employed thereon,

15, These arrangements wall become effective on approval by
STANOIB and the LONDON SIGINT BOARD in accordance with
paragraph 12 of the T,8., - British Cormmication Intellagence

Agreement,
[No corresponding 1tem 1n 1946 Introductzon].




APPENDIX A: TERMS TO BE USED

1948 Appendax A unchanged fror 1946 Appendax A,
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COMPARATIVE TABLE APPENDIX B

PRINCTPLES OF SECURITY AND DISSEMINATION

(Note codewords which appeared in the 1946 Appendix have been deleted)

1948 APPENDIX B

INTRODUCTION

1. These prainciples shall be the basis of a2ll regulatzions
for the security and dissemination of Commmzcation Intellagence
1zsued by or under the authoraity of USCIB or LSIB and cther
appropriste officials of the Governments of the two parties,

The scope and phrasing of such regulations may vary in
acoordance with the requirements of the Parties, Agencaes,
Departments and Mimrsiries to vwhom they are designed to apply,
but all ghoil be in accord with these basioc pranciples in

every respect, To enswre umform interpretation of what
constitutes such accord, each party shall forward all such
regulations to the other for informatiom,

2, It 18 rcoognised that, wmle the followmng pranciplies
are i1n general of umiversal application, certain of those
pramarily applicable to peacctime must be modrfied an time of

war or emcrgency, to onsurc that the maxamum operational benefat
consigtont with secirity is deraived from the source, Provision

1s made hereumder for the necessary modifications. Im time of war
or emergency, or cxceptionally as agreed by USCIB and LSIB,
Fmergenoy Rogulations embodying the emcrgency prainciples conteaned
herein shall be brought into force by the respective partaes,

1946 APPENDIX B

INTRCDUCTION
1. These prancaples shall be the basig of all regulations

for the security end dissemination of Coramenication Intelligence
1sgued by or under the authority of STANCIB or the LONDON SIGINT
BOARD and other appropriate officials of the Govermments of the
two parties. The scope and phrasing of such regulations may vary
an accordance with the requirements of the Parties, Agencies,
Departments, and Ministries %o whom they are designed to apply,
but all shall be in accord wata these basic principles in every
respect. To cnsure wmform interpretation of what constitutes
such accord, each party shall forward all such regulations to

the other for information,

[No corresponding item an 1946 Appendix B].
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1948 APPENDIX B

DEFINITIONS AND C.TEGCRTES

3. Caommumication Intellagence (COMINT) s the name gaven to
products derived from the work of agenoios, the operations ¢f vhioh
are co~ordinated by USCIB and LSIB and .awmch study radio trans-
missions and other communicatzioms not originated by United States

or British authorities, The terms Cormunicalron Intelligencs {CCOMINT)
and Signal Intclligence {SIGINT) arc synonyrous, Copmanzoabion
Inteliagence 1s davaded into two categories, as follows

(a) Special Intellaigenoo,

(b) Traffic Intelligence.

b, Specaal Intellipence is

(a) that Commmication Intelligence which results from -

(1) the deoryption of %exts in wnole or in perd
(cxcept as provaded in paragraph 5(b) below),

2.
19,46 APPENDIX B
DEFINITIONS &ND CATEGORTES
2. Comaanication Intelligence {COMINI) 1s the name given

to products derived from the work of agencies, the operations of
vihick are co-ordanaced by STANCIB or the LONDON SIGINT BOARD and
which study radio trensmissions and other commmaications not
originated by United Stales or Bratish autboraitics, The tcrms
Communicaiion Incelligence (CORINT) and Signel Intelligenco (grcInNT)
eye synonymous, Commumication Intelligence iz divaded inte two
categories, as follows

(a) Special Intelligence
b) Traffic Intellaigenco
( g

3, Special Intelligence 1s that Commmicafion Intelligence
which results from the decryption of the texts or substance of
cacrypted communacations,  Communmication Inbellagence cobtained
from ploin language messages sy, On ocoasion, be classed as
Special Invellagence, OSpecial Intelligence 13 designated by the
code Word ..euee

| oea
EO 1.4.(¢)
EO 1.4. (d)
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1948 APPENDIX B

L, {[Continued]

(2v) the interception of certain types of transmission
as may be specafied by USCIB and L3IB,

(¥) plexn texts as provaded in paragrapk § below,
(b) that Traffic Intelligcace whach.-

{1) a1ndicatos success in the production of Special
Intelligence as defined in paragraph 4{a
sbove; or

(11) 1s, an the case of indivadual atems, specaifacally
upgraded to Special Intelligence by exther party
1f 1t 1s considered that its content is such as
to warrant this sction,

3

1946 APPENDIX B

5. It Comrmmication Intelligence obtained by the procesaes
described an paragraph 4 clearly reflects the use of information
deraved from encrypted messages, 1t shall be classed as Special
Intelligence,

[No corresponding item in 1946 Appendix B]
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EO 1.4. (<)
EQO 1.4. (d} .o e T
1548 APPENDIX B
5 Traffic Intelligence 1s that Commmumocation Intelligence

which Ex-e:sults from

(a) the study of procedure signals, call sxgns, message
headangs, D/F bearings and other externals of
commmications (oxcept as provided in paragraph 4{a)
{111} above),

(b) the decryption of the wholc or parts of commmications
in codes or c yphers of such low securaty grading that
they are specifically classed as Traffic Intelligenmce
by USCIB and ISIB, or

Traffic Intelligence shall be designated by a separate codeword
aprreced on from time to tame by USCIB and ISIH,

6o Commmication Intelliyence derived {rom plain texts
(1ncluding R/T) may be classed by USCIB and LSIB as either Special
Intelligence or Traffic Intelligence according to the needs of
gither and preferably after agreement between them except that,

in taime of emcrgency, plain toxts deraved from tactical Armed Forces
circints shall be treated as Traffic Intellargence,

by
1946 APPENDIX B

b, Iraffic Intellipence 18 that Communzcation Intelligenc:
which results from ses of communication networks, procedure
signals, call signs, D/F bearingsg and other techmical ands,

1,e, Comunicotion Intelligence obtained from intercepted
commmications by all means short of the actual decoding or
decypherang of the texts or subsbance of these communications,
Commmacation Intellisenoe obtained from plain language messages
18 normally included in the Traffic Intellagence category,
Traffic Intelligence as designated by the code word ......

[Pla:ui Text was covered in the 1946 Appendax by paragraphs 3
and 4




5.

1548 APFFNDIX B

7s In tame of war or emergency, or cxccptionally as apreed
by USCIB and LSIB, the Iraffac Intclligence category as defined in
parograph 5 above shall be extended to anclude the products of
certain field and medirum~-grade cyphers whach shall be downgraded
from Speciel Intellagence, and, af requared,Traffic Intelligence
may then be subdavided into separale categoraies in order to permit
tactical Commmication Intellagence (the compromisc of which would
not endanger the more important sources) to be dissemnated to
specaal agencies and lower ochelons of the Armed Poroes, In order
to prepare for this contangency, mutually agreed lists shall be
prepared and mawntained in current status by USCIB and LSIB to
andicate which field and medium—~pgrade cyphers fall wathan the
provagions of thas paragraph, In the event that 1t as found
nesessary to subdavide Traffic Intelligence as contemplated above,
1t may be necessary to institute an addatiopal Traffaic Intelligence
codeword to permit dafferentiation in the daissemination of the
products of medium- and low-grade cyphers,

GENERAL PRINCTPLES OF SECURLTY AND DISSEMINATION

8. The value of Commmication Intelligence in war and in
peace camnot be over-estimated, conservation of the source ias of
supreme 1mportance, It 1s cssentisl, therefore, that the
drssemansataion accorded to oll related or reguliant information be
strictly controlled and lamited, The physical securaty of related
documents 1= not alcne sufficient, 1t 18 essenlzal that all
reference to its exastence either direct or indirect be avoided
exocpt among those to whom the knowledge 13 necessary for the proper
performance of thear duties, The time limt for the safeguarding
of Commmication Intelligence never expires,

1946 APPENDIX B

6. In time of war or national emergency it may be found
necessary to sub-davade both Specisl Intelligence and Traffio
Intellagence into smeller ocmtegories in ordsr to pexrmit certeir
classes of Commmaication Intelligence (compromise of which would
not endanger the more amportant sources) to be dastrabuted to
specral agoncres and lower ecchelons of military forces which,
for security reasong, would not normally receive other
Commmcation Intelligence,

GENFRAL: PRINCIPLES (F SECURITY AND DISSEMINATION

7. The value of Communication Intellagence in war and an
peace cannot be over-estamated, conservaticn of the source 1s
of supreme importsnce, It 1s essential, therefore, that the
digsemination accorded to all rclated or resultant informaticn
be strictly controlled and limited, The physical securaty of
related documents 18 not alone suf'fisrent, 1t 18 essential that
gll references to i1ts exrstence either direct or indrrect he
avoirded except among those to whom the knowledge 1s necessary
for the proper performance of thear duties. The tame lamat for
the safeguarding of Commumication Intelligence never expires.




1948 APPENDIX B

9. Every effort shall be made to ensure that, umless special
authoraity as gaven

{a) 1n tie of peace, no person who 1s a2 current
recipient of Speciol or Traffic Intelligence or vho
18 cngeged 1n 1ts production shall bo assagned to
or be engaged in activaties which might reasonably
be expected to place lam in a position where he
maght be forced to submat to guestioming by o third

party;

{b) 1x {ime of war or in n state of emergency, no porscn
who 1s & current recipirent of Special Intellagence
or who is cngaged in 1tg production shall be
cammitted to a hazardeus undertaking which mght
subject him to copture by the enery or & third

party,

It 18 consadered, on tnc basis of presant cormunications techniques,
that a person who has ceased to be a recipient or producer of
Commmumaication Intelligence should not be 82 assaigned or committed
before the lapse of a period of one year i1n the case of Specaal
Intelligence, or of three months in the casc of Traffic Infelligence

10, It 18 of the uwtmost amportance that complete and absoluto
silence on all Commmication Intelligencce matters be maintained by
those who have ever been connected wath the Commmzcation Intelligence
orgamsation, and by all aindivadual recipients of Commmication
Intelligence, whother past or present, unless they are freed from
this cblaigation by wmistakesble and categoracal order of proper

1946 APPENDIX B

8. Every effort shall be made to ensure that no person
“ho 1s a current recipient of Special Intelligence or who i1s
cngaged on 1ts production shall, wathout special authority,

(2) 1n tame of war or national emergency be committed
to a hazardous wmdertaking which might subject
him to carture by the enemy or & thard porty,

(b) 1n tine of peace be assigned to or be engaged in
surreptiticus activaties which maght reasonably
be expected to place him in a position where he -
might be forced to submt to questioming by a

thard party,

[Wo correspondang 1tem i1n 1946 Appendix B]

. Aithough from time to time reports of alleged Commmmacalaon
Intelligence activitics may be broadcast or published, 1t as of

the utmost 1mportance that complcie and absolubte salence on such
mattors be meintained by those who have ever been comnected waith the
Comint organisation, and by all indavadual recapients of
Communication Inbelligence, whether past or present, wnlesg ik




19,8 AFPPENDIX B

10. [Continued]

authority as shail be designated by the respective partiea, If
at any time 1ndiscreet matter reforraing to Commmication
Intellagence 1s broadcast or publiashed, even by prominent people,
thas does not free those other persons who are, or have ever been,
producers or recipients of Communication Intelligence from
maantainang absolute silence, and special precautions may have to
be teken,

11. In time of war, the full wvoluc of Commumcation
Intelligence cannot be realised unless operational use i1s made

of 1t. However, before the decision s made to take action based
on Commmaicasion Intellagence, studied effort shall be made to
ensure that such action cannot be atiributed to thas source alone,
In every case, unless completely ampracticable, action ageinst a
specific target rovealed by Commmacation Intellagence sholl be
preceded by approprirate recommaissance or other suatable cover to
which the enermy can reasonably be expected to attrabute the
ontion, Any actron taken in the absence of such safeguards must
be considored in the light of the possibility of compromasing whe
source, The extent of mintary advantage to be geined must be
weighed carefully agaanst the risk of losaing the particular source
and related Commmnacation Intelligence sources and against the
effect of much a loss on other Commands and on fuburc operations,
Only after it has been decaded that the overall military advantage
to be garned clearly outweighs the arretrievable loss which would
probably result from a compramse of the source should action be
taken in the absence of suxtable cover,

Te

1946 APPENDIX B

9, [Continued]

are freed from this obligation by unmistakeable and categorzoal
order.

10, In tame of war, the full value of Communication
Intellagence carmot be reslised unless cporational use i1s made
of 1t., However, when action 1s contemplated in the light of
Communication Intellagence, the possibality of compromising the
gouwrce sholl always be borme in mind and tais danger shall
always be weighed against tne wmalitary adwvantage to be gained,
A minor adventage 1s not sufficient ground for rasking the
coampromise of any Communication Invellagence source, When the
decision 1g made to take action based on Cowmmcation
Intelligence, sludied effort shall be made to ensure +that such
action cannot be avtrabuted to Commmmication Intelligence alone,
Ir every case, unless the senior officer concerned, after full
consaderation of the risks involved to the source, considers it
completely ampracticaeble, action agsinst a specific tergetd
revoaled by Communication Intelligence shall be preceded by
appropriate reconnaissance or other surtable deceptave measures
to vhioch the enemy cem reasonably be expected to attribute the
action,




oGA

8

15
® TOP SECRET
T 10 BE Kt UNDEN UOCK AND WIV KIVEN TU R TIroves——

ED 1.4, (c)
EO 1.4.(d}
. TR THE-OFNGE—
1948 APPENDIX B
12, When action as contemploted in paragraph 1l above 1

finally ordered, particular care shall be taken cn all oceassiong to
ensure, that personncl who may become engaged with the enemy an the
course ‘of such action are gaven only the minumm information, with
no unnecessary detmal,

13, “In time of peacc the principle thot the conservation of
Commumcation Inlelligence sources 1s a paramount consaderation
affcetaing any action taken an the laight of Corrmnication
Intelligence shall be ragidly wupheld,

14, The ‘prancaple of disseminstion is based on "the neced to
know", FEach i1tem of Commumication Intelligence shall therefore be
made known only: to these andividuale who regmre 1t an the
performance of their duties and who have been appropriately
ndoctranated, Byvery effort shall be made to resirict the number
of 1ndoctrinated persong to an absolute minamm,

15. Any Tntelligence ineluding an whole or in part items from

Commmicotzon Intelligence sources 1g to be handled an accordance
with these regulations,

8.
1946 APPENDIX B .,
OGA
[No corresponding ztem in 1946 Appendaix B] gg i'j' E:l;
i1, In time of peace the pranciple that the conservation

of Commumicetion Intelizgeonce sources 18 a paramount consiaderation
affcotang any action taken in the light of Commmication
Intelligence shall be rigidly upheld,

1z, The principle of digsemination is based on "the need
to know". Each item of Commumiocation Intelligence shall therew
fore be made ¥mown only to those individusls who require 1t in
the performance of thear dutaies and who have been appropriately
"indoctrinated®., Bvery effort shall be made to restrict tho
mumber of "andoctranated" perassns to an absolule minimum, No
national of one party shall be permitted access to the other
party's COMINT agencies or to the products, or knowledge of the
existence thereof, unless he be approved by STANCIB or the LONDOLT
SIGINT BOARD as appropriate and be properly indociranated, :




OGA.
EO 1.4 (c)
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15, [Continued]

16, No national of one party shall be permatted access to the
other party's Comnt agencies or to the products, or knowledge of
the exaistence thereof, wnless he be approved by his parent agenocy
or Board snd be properly indoctrinated,

17. It 18 rvcognigsed that both parties wall produce Special
Intellagence whach by vartue of 1ts source or content wmall require
cxcopticnal sefeguards and which should therefore be limited
strictly in digsemination, Such Special Intelligence will fall
into two categoraes

() andavadual atems which must be restricted in
dasgemnation to the haghest level only. The
procedure 1n such cages wall be ag prescribed 1n
paragraph 22 below,

(b) partioular clasees of Comant which 1t 1s necessary
to restrict to liumrted categoraes of persommel,
Buch & clags may, with the consent of TUSCIB or LEIB
as appropriate, be indicated by an agreed subsidiary
codeword.

[Sec last sentence of paragraph 12 (above) of 1946 Appendax B,

13, It 1s recogmised that both Partics wall produce Specaal
Intellagence which, by vartus of 1ts source or content, mll
requare exceptional safeguards and which should, thereforc, be
lamted strictly in disscerination to the highest level only

(seo paragraph 19 below),

[No correspondang items in 1946 Appendax Bl.

OGA
EC 1l.4.4¢c)
EC 1.4.(d)




1948 APFENDIX B

17. [Contanued)

It 1s for the originating party to request that the other party
should afford sarmilarly restricted dastrabution to suwh indavadual
itema or classes of Commmacation Intelligence.

18, Except 1n categories and indavadual cases agreed upon from
time to time by USCIB and LSTIB, persornel to be indoctrinated as
recipients of Communication Intellzgence or assigned to Coammmacation
Intelligence duties shall be the subject of special sccuraty
cngnmiries, However, an time of war or emergency, exceptional
occasions nay arise when 1t 1s considered essential for an indivadual
to take up his duties before the special security enguairizes can be
completed. In such cases, lhe person concornced may be suitebly
1ndoctranated on the authority of such semior offacers or officials
as are designated by the respective parties, In oll such cases,
steps shall be token to ensure tant special security enquiariss are
completed as soon as possible after indootranation,

19, USCIB and LSIB shall maintain complete lists of persons
currently indoctranated for Special Intelligence under thear
regpective Govermments.,

20, USCIB and LSIB shall keep each other fully anformed of
the Deparitments, Mimstries, hgencics, Offaces, Headquarters and
Commands receivang Specaal Intelligence and of the approxamate
number of indoctranated persons in each,

10,

1946 APPENDIX B

14, Except in categories and individual cases agreed upon
from time to time by STANCIB and the LONDON SIGINT BOARD, personvel
to be "andoctrainated™ as reciprents of Commmmacation Intellagence
or agsigned to Comumcation Intelligence duties shall be the
subjects of special security enquaries,

15, STANCIB and the LONDON SIGINT BOARD shall maintain
complete lists of persons currently "andoctranated" for Special
Intelligence in their respectaive Governments,

16, STANCIB and the LONDON SIGINT BOARD shall keep each
other fully informed of the Departments, Ministries, Agencies,
Offices, Headquarters and Commends receivang Special Intelligence
and of the approximate mmber of "indoctrinated" persons in each,

—
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21. Commmaication Intelhgence shall never under any 18, . Commtmcat:.on Intelllgemce shall never wnder any

circumstances or an any form be disseminated to any Mimistry,
Department, Agency, Organn.sa.tlon Office, or andavidual from which
or from whom 1t might reascnably be- encpeoted to find 1tz way,
officielly or cxtra-officially, into the possession of eny person
or group who could use 1t for commercisl- competltloen or canmercml
gain or advantags. e

CLASSIFICATIONS AND PROCEDURES

22, Special Inbelligence. Special Intelligémcs-is classafied
TOP SEORET, The words LOP SECRET and the appropriate codeword shall
sppesr on every sheet of paper which comtains, or disclosés, the.
exastence of, this class of Communication Intelligence, This. rule

applies to maps and charts on which are plotted data and mfozmatlon\.,

deraved from Special Intell:_gence. [

carcumstonces or in-ary form be disseminated to any Ministry,

- Department, Agency, Orgamisation, Office, or indivadual from

#ich or from whom at might reasonably be expected to find 1ts
way, officraily .or extra-officially, into the posseasion of

any person or group who could use 1t for cammercial competition
or commercial gain or advantage.

CLA.SS_IE'iCﬂf[‘IONS AND PROGEDURES

19.."- Special Intellagence, Special Imtellagence 1s
clagsified TOP SECRET, The words TCP SECRET and the code

- WOrd .,.... shall sppear on every sheet of paper which contains
-or dascloses the exaistence of this class of Communication
- Intellaigence, Thas rule appliss to maps and charts on which

are plotted datas and informetion deraved from Spscial Intelligence,

In order to indicate that the specially

Timted disseminebion referred to an paragraph 17(a) above has
been applied, either party wall prefax the Special Intellagence
codeword wath the word "Specaal®,

23. Traffac Intelligence. Traffic Intellagence 1s classified
SECRET, The word SECRET and the Traffic Intelligence codeword
snall appear on every sheet of paper which contains or discloses
the exastence of this elass of Commmacation Intelligence, unless
T0P SECRET and the appropriate Special Imtellagence codeword appesr
on the same sheet, This rule applies to maps and charts on whach
are plotted data and informataon deraved from Traffic Intellagence,

| The term
SPECIAL vo..es" Will De used instead of the code ord by either
party to andxcate that 1t has applied the specially lamited
dasgemination roferred to in paragraph 13 above.

20, Traffic Intelligence, Traffic Intelligence 1s
¢lassafied SECRET, The word SECRET and the code word ..,... shall
appear on every sheet of paper which contains or dascloses the
existence of this class of Commmroation Intelligence, unless

TOP SECRET ...... [codeword as in paragraph 19 above] appears on
the same sheet, This rule applies to maps and charts on which

are plotted date and mnformation deraved from Traffic Intelligence,

N
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23, [Continmed ] 20, [Continued ]
2, Codewords, The Special Inbellargence snd TPraffac 2. Cofe Wcrds, The code word ,.,,.. [as in peragraph 19

Intellagence codewords used as such bear the TCP SECRET and SECRET
clagsafacation respectively., These codewords and their implications
shall not be made known to non-indoctranated persons, nor shall
thege codenords be used in their codeword sense in the presence of
non-irdoctrinated persons,

25. Technical Matter., Technical matter appertazning to the
production of Specisl Intelligence is normally classaified IOP SECRET
and designated by the appropriate codeword, Teomical matver
appertaiming to the production of Traffac Intelligence is normally
clagsifaed SECRET and designated by the Traffic Intelligence
codeword. The appropriate classafication and codeword shall appear
on every sheet of paper which contains or discleses the exastence

of such technical matier, | |

gbove] and ail thet 1t implies bears the TOP SECRET classaficataor
The code WOrd ,..... &S 11 paragraph 20 sbove] and all that 1%
amplies bears the SECRET classification, Thesc code words and
thear ampliacations shall not be made kmomn to "non-indoctrinated"
persons, nor shall these code words be used in thear code word
sense i1n the prescnce of "non-indoctrinated" persons.

21, Technical Matter, Technical matter appertaining to tns
production of Special Intelligence is nor-olly classified TOP
SECRET and desagnoted ....... Technical motter appertaining to
the production of Traffac Intelligence as normelly classified
SECRET and desagnated ..,.... The appropriate clossifacataion aud
code word shall appear on every sheet of paper whica contains or

discloses the exastence of such techmical matter,. |

oGA

EO 1.4. {c)
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OGA
BEO 1.4.({c)
BEC 1.4.(d)




815
® —TOoP SECRET
A R S S B D DL M SN A N ROl

QGA
EO 1.4.(c)
EO 1.4 (d)
———rnTTEGAE—
1948 APPENDIX B
26. Rew Traffic, Raw tra.ff:.c\(l.c. antercepted wraffic

showang no evidence of processing for Comumication Intellagence
purposes) 1s normally classifaed CONFIDENTIAL, except where a
hagher classafacation 2s mutually agreed upon., .The inclusion of a
cose-number 1n an atem of raw traffic shall not be deemed Yo show
evidence of processing for Commmication Intellagince purposes

27. Technical Success. Communications among cog,.uz.;ﬁht
officials of the Bralish and U.S, Governments which roveal actuel
success, progress or processes 1n the productzon of Special e

Intelligence or Traffic Intellagence an specific unstm.ees or i’lelds--_

shall bear the sppropriate codeword designat.ons ever though thay
do not themselves reveal Commmmacation Intelligence as suca.

28, Documents., HExcept as arpliciily involved in the
operation of varagraphs 15 sbove and 29(a) below, documents
containing Communication Intelligence and techmical meaffcr shail
remain exclusively in the custody of persons who have been
appropriately ingoctrinated, secure from examnation by non~
indoctrinated persons.

29. Special Intelligence and TOP SECREFP technicol matter shall
not be transmitted an pleain language {umencrypted) except as follows

(a) sealed, by safe-hand channels over routes specifically
approved by USCIE cr LSIB, Such approval wall be ihe
exception where such roubtes anvolve air or land
transport over the terratory of a thard party,

13.

1946 APPENDIX B

22, Raw traffic, Raw traffic (1.e, intercepted traffic
showing no evadence of processang for Commmication Intellagence
purposes) 1is normally classified CONPIDENTIAL, except where a
hagher clagsification is mutually agreed upon.

23, Technycal succoss, Commmications among cognizant
offacials of the Britash and U.S, Governments which reveal
actual success, progress or procesaes in the production of
Special Intellagence or Traffic Intellagence an sgpecific
instances or fields shall bear the appropiiate code word

; “.. designations oven though they do not themselves reveal Cou-
‘mumcation Intelligence as such.

25. - c citiy involved in the
operation- 26{a) below documents
contnanang Comnunzcation Intellzgence ard sechnical matter shall
remein exclusively in the possession of persons who have been
appropriately "indoctranated®, secure from examanstion by
"non-andoctranated" persons,

26, Plain Languege Transmissions. Specilal Intelligence
and TOP SECRET techmacal matter shall not be transmtted in
plain language {(unencrypted) oxccpt as follows

(a) sealed, by safe-hand channels over routes
specaficelly approved by STANCIB or the LONDON
SIGINT BOARD, Such approval will be the excoptio-
where such routes involve air or land transport
over the territory of a third party,




19,8 APPENDIX B

25, [OOntmued]

(b) via completely protected local commmication systems
exelusively internal to Agencieos or Offices
producing or ubilising Communaication Intellagence
of the aporopriate categorics,

(e¢) wvia completely protected oxternal landlines only as
specafically approved by USCIB or LSIB in each
instance.

30, Traffic Intelligence and SECHET technical matter shall
not be transmitted in plain langusge {unencrypted) except as
follows-

{a) as provaded in paragraph 29 sbove,

(b) by protected postal channels over routes approved
by USCIB or LSTB,

31, Raw Traffic classified CONFIDENTIAL and CONFIDENTTAL
technical matter shall not be transmitied wmencrypted except as
folilows

(a) as provaded in poragraphs 29 and 30 above,

(b) vic external landlines only as specafically espproved
by USCIB or LSIB in each anstance,

1946 APPENDIX B

{Continued)

(b) vis completcly protected local commumnication
systems exclusively interual to Apencies or
Offices producing or utilising Cormunication
Intellagence of the appropriate categories.

(6) wvia external landlanes only as specifically

approved by STANCIB or the LONDCN SIGINT BOARD
in zach instance,

Traffic Intelligence and SECRET or CONFIDENTIAL

techmical matter shall not be transmtted in plezn lanpguage
(vnencrypted) except as follows

{a) as provaded an parsgraph 26 above,

{b) by protected postal channels over routes
approved by STANCIB or thce LONDON SIGINT BCOARD,

Note The above restrictions on tho conveyance of
confadential materinl over the territory of a
thard party may be reloxed ot the dxscretion of
STANCIB or the LONDON SIGINT BOARD to permat
unencrypted raw traffic {classified CONFIDENTIAL)
bewng conveyed by air or land trensport over
terratory belonging to a thrrd party provaded thet
the raw traffic has not been originated by
nationals belongang to that thard party, P

ET
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1. [Ccm‘l:iﬁged]

32,

(¢)* 1n the case of raw traffic classified CONFIDENTTIAL
‘only, the restractions on the conveyance of
CONFIDENTIAL materaal over the terratory of o thard
party may be relaxed at the discretion of USCIB or
LSIB to permit such transport by air or land. Such
relaxation waill be the exception an the case of raw
traffic originated by nationals of the third party

in question,
Except an o:.r:‘c,:}mas‘[:anoes contemplated in paragraph 15 above

(2) Special Intelligence and TOP SECRET technical matier
transmtted'an encrypted form shall be encrypied in
speclal ozyp“h\pgraphlc channels or ciphers expressly
provided for these subjects;

(b) fPraffic Intellirgence and SECRET technical mstbter
transmatted an enorypted form shall be enorypted an
special eryptographic chamnels or ciphers expressly
provided for these ‘subjects, those lasted in
paragraph 32(a) sbove, or in tne highest grade
cipher available,

(o) hnowever, in the case of or similarly secure
ciphers, the tranemissionm . Commmmrcation Intelli-
gence, TUP SECRET and SECHRET technical matters and
raw traffic over the same chamnel i1s authorized,
provided that such channels are regerved for these
subjects exclusively,

15,

1946 APPENDIX B

29, Iransmission of Raw Traffic, Cryptographic channels or

cyphers for the transmassion of "“raw traffic" shall be agreed
upon from time to time by STANCIB and the LONDON SIGINT BOARD,

28, Encrypted Transmissions, Except in circumsiances

contemplated in paragraph 17 above

(2)

(b)

Special Inteliigence and TOP SECRET techmicel
matter transmxtted in encrypted form shall he
encrypted in special orytographic ohamnels or
cyphers expressly provaded for ihese subjects,
and an no other,

Such channols or cyphers shall possess at least
the sscurity of the CCM and shall be approved by
STANCIB or the LONDON SIGINT BOARD,

Traffic Intelligence and SECRET technmical matter
transmtted in encrypted form shall be encrypted
1n special cryptographic channels or cyphers
expressly provided for these subjects or in the
haghest grade cypher availlable,

/—--.\‘

—TOP SECRET
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1948 AFPPENDIX B

33. The guiding prainciple of the expression ™the need to
know" shall be raigaidly upheld in all circumstances, However,

certain limted exceptions from other provisions of these principles

shall be recognised

(2)

(b)

with the approval of USCIB or LSIB, dissemanstion
need not be confined to indoctrinated persons, and
che applicable codeword need not be employed in
cormection with the exchange uge and dissemination
contemplated 1n the follomng instances

(1) certaan D/P Pixes and bearings graded CONFIDENTIAL,

(2) ocertaan categories and series of plein text
messages between commercial firms passed on
international lanks whach must be graded at
least CONFIDENTIAL,

an Agency engaged in the production of Commumcation
Intelligence may, at the discretion of the Senmior
Offacer concerned, after full consideration of the
raigks anvolved to the source, omit the clagsification
and the appropriate codewords from 1ts worksheets and
smmxlar documents used within the Agency or wathin
Interception or D/F stations in teclmical operations.
Thoe classifacation may be amtted from raw traffic
passed between Agencaes, or from Intercept snd

D/F stations to Agencies;

16.
1946 APPENDIX B

EXCEPTIONS

30. The guzdang pranciple of the expression "{he need to
know" shall be ragrdiy upheld an all circumstances. However,
certaxn lamxted exceptions from other provisions of these
principles shall be recognised

(a) wath the epproval of STANCIB or ihe LONDON SIGINT
BOARD dissemination need not be confined to
"andoctranated" persons, and the applicable code
word wall not be employed in connection wath ths
exchange use and dissemination contemplated in the

OGA
20 1.4.4c) followang anstances
EC 1.4.(df

(1) certain D/F Pixes and bearings graded
' CONFIDENTIAL,

(2) certain categories and series of plain language
intercepts frcan:lclrcmts graded
CONFIDENTIAL,

(3) certain categories and series of plain
language antercepts from mlitary cwrouits
graded SECRET, provided the source 1is
darsguised,

[Note Sub-paragreph 30(a)(3) omitted from 1948
Appendax B]




17.

1948 APPENDIX B 196 APPENDIX B

-

30. [Contanued]

(b) & Centre engaged in the production of Commmacation
Intelligence may, wathout encrypting the sppropriate
code 1ord an the encrypted text, transmt TOP SECEET
and SECRET technical matter over cryptographac
channels or cyphers expressly and cxclusavely pro-
vaded for such technmical matter,

[Note+ paragreph 30(b) omitted from 1948 Appemdax B,

{¢) a Centre engaged in the productior of Commmication
Irtellzgence may, at the discretion of the Senior
Offrcer concered, after fuil considerazicn of
the risks anvolved to the source, omit the
clagsification and the appropriate code word
from 1ts worksheets and samilar documents used
withan the Centre, or used between the Cemtre
and 1ts Interception and D/F stations 1n 1ts

33, [Continued] technmical operations,

(¢) forecasts or conclusions derived in whole or in [No correspondang item in 1946 Appendix BJ.
part from analyses of maps on which Special Weather
Inzelligence xs plotted may he issueld to flying
peérsommel and to other personnel who are not
indootrinated, but only in such form as can gave
ne indication whatever of the source.
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COMPARATIVE TABLE APPENDIX D

COORDINATION OF TRATFIC ANALYSTIS AND EXCHANGE OF TRAFFIC ANALYSIS INFOMA.TION

{Note+ the new Appendix D contains 1tems which were covered in paragraphs 413 of the 1946 Append.ucc end 1n the 1946 Appendix D)

1948 APPENDIX D

CO-ORDINATION OF TRAFFIC ANALYSIS AND EXCHANGE OF TRLFTTQ ANALTSIS
JEATERIAL

1. 1t w1l be the joint objective of the parties .0 cnsure
vhav the regquired ficld of traffic analysis probloms is covered as
thoroughly ns possible but genersl rules cannos be lard dowr for
the divasion of T/A responsibility between the twno par.ies.

24 Titn this obgectaive in vaew, urproductive duplicacroa of
dotailed work will be eliminated and 1t 1s recogmised bhat the best
rethod of furtherang this process of eliminat.on 18 to exchange
information wherever possable in the form of partly or fidly
processed materanl,

3a Published reports on Traffic Analysis will always be made
availeblc to the other party,

1946 LPPENDIX D AND PARAGRAPHS 413 TNCLUSIVE OF 19L6 APPENDIX G

CO-ORDINATION OF, AND EXCH/NGE OF INFORMATION ON, TRAFFIC ANALYSIS
DIRLOTION FINDING] :

[Note. extracted fram 1346 Appendix DI,

CO-ORDINLTION OF TRATFIC ANALYSIS

1, The division of responsibilaty in traffic analysis
follows, to sore extent, the division of intercept duties, Tt

18 not practicable, at this stage, to define further the d~vaision
of responsibilaty xn this subject tnough this may be desirable

at a later date. In the meantime therc will be a full exchange,
through regular lisison channels, of all wratten reports on Traffac
analysis which are prepared by the varaous traffic analysis and
intercept control groups.
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Le Yhere the cxchange of publashod roports ais inadequate the
roequarements for o more detailed oxchange will be stated. These
requiremcnts 7211 be satrsfied as far as possible from tho materzal
being currently produced — e,g. work shoets, log digests, doaly
drograms and other predigested moterin® — but both parties will
ondeavour to meet any additional requarements by modafying the form
or content of these partly-—procesacd roports,

D There 1n eny specific case the cxchange of materzol
provaded for in paregraphs 3 and 4 above 1s inadequoto cather
party may request copics of thc umprocessed logs or chather shects,
Suoh requests will be sotasfied wathan the lzmits of the rescurces
avaxrlable,

6o The mothod of oxchange in all cases will be by radao or by
bag according to the nature and urgency of the material,

Te In order to focilitote tho exchange of material s dogree of
standardisation 21l be aimed at 1n the use of names or

abbrevantions to descrzbe T/.H features, c.g., transrussion-systems,
coll-sign systoms, procedure codes, iraffic types sto,

8. The metnods used to indicate validaity should be extended
from thear present lamted application to all switablo T/4
motorial, so that the weight of evadonce attached to the component
elements of any T/A conclusion may be nssessed on a common basis,

1946 APPENDTX D AND PARAGRAPHS 4-13 INCLUSIVE OF 1946 APPENDIX C

[No corresponding items an 1946 Appendices ]

fl

24
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1348 AFPENDIX D

CO—CROTNALTTON OF LTERCZFT CONTROL

S
EC L1.4.{¢)
EO 1.4.{d)

DGA

1046 APPENDIX D AMD PARAGRAPHS k13 INCLUSIVE OF 1946 APPENDIX O

DIVISION OF IIFTERCEPTION TASKS AND OF SEARCH PROGRAMMES

[Note, extracted from 1946 Appendix C]

b Speoafic ainstial allocation of intercept tasks and of search
prograrmes 1s impracticable for the followang reasonse

(a) Laock of adequate commmmcations for exchange of raw
traffic

(b) Instabilaty of the situation regarding persomnel and
reception facailitzes during demobilisption and
reorganisation period,

(¢) Lack of knowledge on relevant problems pending
further General Scarch,

5. Some actucl division of interception tasks exists
nobithstanding paragraph b above, duc to geographical comsiderations:

Servace Corcwits, In poneral American stations

TOVCT Circulta and Britisn stations
"ghos{ fhough there are some¢ manor

- -umwanted duplications yet to be elaminated,

{b) Servacc Carcuirts other h Brataish stations
cover the great majoraty of these circwats which are
now boing intercepted,
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1948 APFENDIX P

CO-CRDINATION OF INTERCEPT CONTROL [Contanued]

9, The objective of both partics wvall bz 4o cnsure that the
total interccpt rescurces availsblc are used so as to give

as efficient cover as is possible to the shole field of intorcept
tosks vequared by them both, . There wall b co—ordanation behweex

the porties to elamnnte oany avoirdable Jupizeation by contiruous
suggestion as to changes and by mutunl sgreoment., 3¢2 duplicetion
of covor mny remaelin necessary to secure comsleto and accirae
invercepbion, or for training purposcs, os where the srrangement

for the exchmge of T/A information and cav materzal cammot mect both
partaes! requrements, _

10, The basis for the cont:mous co-ordination involved wall be
an exchange of reports comsistang of, - -

(1) reports on intercept rosuld| - or Tere
frequently as 18 required) '

(22} lists of tasks allotted to stations® or
woekly basis as 1s required)

(111) wnPorriataon on magor chaenges in tho cover satuatzon
(cxchanged by sagnal),

1946 APPENDIX D AND PARAGRAFES kL3 INCIUSIVE OF 1946 AFPENDIX ¢

N No divasion of interception tasks 1s practioable’ an vhe
following ficlds until adequate commnications for the ex:oha.ng;.
raw mntoraal are provided :

7a The future divasion of Intercept coverage ond search falls
natweally according to the locations and noture of intercept
foacilitics, There will be co—ordination between the parties in the
form of continmucus elmmination, by mrutusl agreement, of unwanted
duplacation ond of continuious suggestion and mtunl sgreewent ag to
chonges, all 3uch so—-oxdinatica depends upon the provision of edequate
tolecommmications for tne exchange of raw traffia.

8. The bessis for the continuous co-ordination involved will bo
an cxchange of monthly reports on coverags, The forms for thesc

reports are shown in Dzhabat.l . and Bxhitzt 2
DGA

O 1.4, {c)

EC 1.4. (d) *
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1946 APPENDTX D AND PARAGRAPHS 413 INGLUSIVE OF 19L6 APPENDIX C

9 v The

. w31l be despotche
dsyof the moAth Previons o wiich-1t-applies.-—The
: %m be despatched by the 10th day of the monl::
succe

that to which 1t applaios,

10. Reports will first be exchanged to cover the month of
Moy 1946,
11, The London Sigint Centre wall arrange for the production

and distrabution of the pranted forms referred to in peragraph 8
above,

EXCHuNGE OF REPORTS, FREQUENCY INFORMATION AND GENERAL SEARCH RESULTS

13. Bach party wall exnmine and stondardise the form in

which tho information descrabed in paragraph 12 obove 1s promulgated
witoin 1ts own orgemisotion, After thas has been done both partiss
w21l pdopt o common form for the reports conveying this information.

[Paragraghs 9 = 13 above omitted from 1948 Appendax D or covered
by peragrapn 10 of that appendix )
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EO 1.4.{a&),

e 1948 APPENDIX D

CO-ORDINATION OF EFFCRT ON I/F,

11. In general the division of work ruet fall naturally
according to the locations of I/F and intorcept stations, and the
wntercept tasks ond scarch programmes undertoken by each parhy,

12, Collaboration between the partaes in the field of D/F shall
be in the form of:

(1) requosts fron ony egency darect to any other for
bearings and f£ixes on spocified targets,and

(12} the exchonge of results,

13. Gollnboration in the field o@g‘k w2ll
automatically oceur in the normnl exch 3) fic Annlysis,

CO-0ORDIWATION OF DIRFCITION FINDING AND

[Notes extracted from 1546 Appendix D]
2, /F ml:lfacnlttles available are listed 1n the report
described under paragrophs 1, 2 and 3 of Appendix C,

3 In general the &1_\?151011 of work mmst fall naturally
according to the locations of I/F and intercept stations, and the
intercept tasks and search prograrmes undertaken by each centre,

4o Colloboration between the parties in the field of D/F shall
be 1n the form of requoests from any centre direct to any other
for bearings and fixes on specified.targets.

______ [ N OGA
OGA EC 1.4. (¢}
EC 1.4. (¢} EC 1.4.(d)

EC 1.4.(d})
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COMPARATTVE TARIE: APPRIDIX F

EXCHANGE OF COMMUNTCATION INTELLIGENCE AND CO-ORDINATION IN TRANSLATION

OGA
EO 1.4. (<)
20 1.4.(d) )
1948 APPENDIX F
1, Decrypts of foreign commumications w21l not be exchanged

betizeen the two pacties except as provaded in paragraph 6 of ,
Appendix E or as may be arranged for crypienalytic or other
technical reasons, out any decrypt or series of deorypits will
be made avenrlable on specific request by one party to the other,
1f not prohibitavely ancoavenient,

¥
2 c translatang and exchanging meterzal in the
Ticld 15 covered in Appendix K. In other fields
as tae hgencles will probably bo unsble to tramslate all decryp*s,
plaan texuvs or B/T antnr~epts an full or ever in extraci, each wmll
carry out & process of sconming such as €o mect 1ts om regurements,
The lisison officers will therefore bo free o scan this material
to engurc that eny particular interests of their own party are
being served,

3. Translations will be assumed to be in full wmless labelled
Tgat" or “extract!,

e If either party considers thot decrypts or plain texts
serve its antellagence needs wathout translation, such decrypbs or
plein texts wmll be rognrded by the other as if they were
tronslated vexts and their exchange between the Agenmcics will be
frec:.sely the some as that of translated texts and extracts

see paragraph 6 below), It is the intention of cach party to limt
auch ocases to the mnmimum,

1946 APPENDIX F

1, Decrypts of foreign commumaications will not be vxshanged
between the COMINT Centres in London and Washington, except as
provaded in poragraph 6 of Appendix E or as may be arranged for
cryptanalytic or other technical reasons, but any decrypt or seozes
of decrypts will be mado availeble on specaf_o requesi by cone
Centce to the other, 1f not prohabitively inconveniont,

% As the Centres wall probably be unable to {rans_-~.o all
decrypts or plain tests in fvil or even in extract, each wvall carxy
out o process of scarming such as to meet 1ts om COMINI
reguirements, The lisison officers will therofore be free to scal
tars materzal to ensuwre that any part-cular interests of their

oW party are being serwved,

e Translations w11l be assumed to be 1n Pull umlessz labelled
Ngrst! or Yextract'.

Ly If eather party considers that decrypts or plawn texts
serve 1t8 intelligence needs without tramslation, such decrypts
or plain texts wall be regarded by the other as 1f they were
translated texts and their exchange betwsen the Centres will be
precisely the same as that of trenslated toxts and extracts

(see paragraph 6 below), It 1s the intention of each party to limit
suoh cases to the manimum,
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Be Comments wall be clearly dustinguaishable as such and wall
be prefaced by the word "oomment”.

6. Unless excepted in Appendax K, oll translated texts, oxtracts,
gasts (unless cxcepted by parograph 7 below), iters of Traffic Intel-
ligence and comments appended thereto, wall be exchenged

contimuously, currently end wathout request unless otherwise

arranged an specific instonces. Such exchange, complete or partaal,
will be effectod by radio when apecaifically reguested by the parties
and 1n addrition a complete exchange w1l be effected with the least
possible delay through the regular lisison chammels.

7 Gasts whach are mode by an agency for 1ts own use but not
a1sgued wall not be exchanged but wall be at the dispesal of the
liaason offacors who may ask for such decrypts or plain texls as may
be required,

8. 411 Comntsums wall be exchanged whenever they are
assved and wathout request,

9. LSIC wall be the channel through whach all

Comrmnication Intellagence ntems produced by the other Bratash
Commorsreelth Agencies (except Ottewn) will be forwarded to the U,S.
Agencies and through whach the same moterzals produced by the T.S.
sgencies will be forwarded, whenever sppropraate, to other Britash
Cormomwealth recipients, (except Canadian),

1946 APPENDIX F

o Comments will be clearly distangurshable as such and wall
be prefaced by the word "comment",

6. A1l trapslated texts, extracts, gists (umless excepted by
peragraph 7 below), i1tems of Traffic Intellagence and comments appended
thereto, waill oe exchanged between the COMINT Centres in Yashington
and London contamuously, ourrently and waithout request unless

othervase arranged 1n specific instonces. Such oxchange, complete
or partial, wall be eficcted by radio vhen specafically requested

by the partics and in addaition a camplete exchange will be effected
with che least possible delay through the regular liaison channels.

7o Gastz whach are made by a Centre for i1ts own use but not
1ssued vill nol be exchanged but wall be at the dasposal of the
Irerson officers who may ask for such decrypts or plain texts as may
bhe roquirad,

8. A1l COMINTSUMS w11l be exchanged between the producing
Centres ain Washington and London, whengver they are 1ssued and
wathout request,

Je The London SIGINT Centre wall be the chamnel through »hick
all COMINT ~tems produced by the other British Commomwealth Centres
(except Ottawa), w2ll be forwarded to the Washington COMINT Centre
and through which the same materials produced by the Washingion
COMINT Centre will be forwarded, whenever appropriate to other
Braitash Commorwealth recipients, (except Ganadian),
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10. The T,S, Agencies will be tne chammel through which all
Cammmication Int.lligence items produced by Bratish Commonweslth
Agencics wall be forwarded, whenever appropriatc, to U.S.
recipients,

DIVISION OF IL..BOUR IN TRANSLATION

1i. Bach iAgeney will underteke such scanming and
translation tasks as are swited to its o requarerents and those
of a1ts recipionts. Any excepiion will be by prior agreement,

12, The continuous exchange of translated materzael will
allow either party to elimnate urnwanted duplication in translation,

STANDARDISATION OF TRANSLATION FORM

13. To avoid ambagmity and to pramote easc of rcadang,
reference and recording, 1t will be the nim of the U,S, and
Britash Apgencies to ndopt 2 standard style and layout for headings,
tronslated texts, gists, extracts, coments and translators! notes,

3
1946 ATPENDIX F

10, The Washington COMINT Centre will be the channel through
#hnch all COMINT 1tems produced by British Commornwealth Centres
will be forwarded, whenever appropriate, to TU,S, recipients.

DIVISION OF LABOUR IN TRANSLATION

11, Each Centre wall underteke =zuch scanning and
translstaon tesks as are swmted to 1ts own requirerents ond those
of 1t8 recipients. Any excepiion wall be by prior agreement
between the Centres,

12, The continuous exchange between ithe Centres of theixr
translated matcrial wall allow either party to elimnste unwanted
dvplication in transiation.

STANDARDISATION OF TRANSLATION FORM

13, To avoid ambigmty and to promote ease of rcading,
refercnce and recording, 1t will be the nim of the Centres in
woshington and London to adopt a stendsrd style and layout for
headings, translated texts, gists, extracts, comments and
tremslators! notes.

14, To that end the London SIGINT Centre waill prepare a
proposed style and layout whaich will be introduced with such
modafications as are necessary as soon as 1t has been considered
by the U,S. technical specialists concerned.

[Note: paregroph 14 omtted from 1948 Appendix F)

T
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STANDARDISATION OF TRANSLATION CONTENT

1lhe Each Agoncy wall furnmish to the other, continuously,
ourrently and wmithout request, copics of all Supplemental
Glossaries erd cther campilations whach 11, prepores as a result
of axd for use am 1ts translation processes, The materaials thus
exchonged will be the basis for continuous discussion betweén the
Lgencies wath o vaer to incereesing standardasetion,

15, In order to develop o comon stondard of velidrty—-
grading an language equivolents, each Agency will inform the other
of the sigmificonce of such gradings as it currently uses in its
Supplcmental Glossaries,

1946 APPENDIX F

ST._DARDISATION OF TRANSLATION CONTENT

15, To elamanate disorcpanciss in translation and to cbtain
stendardigation in transiation terminology, each Centre will at
onec compile and forward to the other a laist of the Grctionarics
and works of linguistic refercnce, which it currcntly accepts as
standard for the lengusges wath vhich 1t 1s conecrned, and wall
contanue to forward such information as necessary,

[Note: paragraph 15 omitted from 1948 Appendix F)

16, Ench Centre wall furmish to the other, continuously,
currently and vathout rejuest, copies of all Supplemental Glossaries
ond other compailations whaich 1t prepares as a result of and for use
in 2ts translation processes. The matoraals thus cxchonged wall be
the basis for continuous disoussron betwecen the Centres wath a vaew
to incressing stondardisation, The Centres will sam to agree from
tame to time on ono or tne other as tae deciding awthority i1n a

specific langusge field,
[Note. last sontence of parngraph 16 cmtted from 1946 snppendix F)

17, In order to develop a common standsrd of validaty-
gradang in language equivalents, each Centre will inform the other
of the saigmaficance of such gradings as 1t currently uses an its
Supplemental Glossaries,
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APFONDIX ¢ EXCHEANGE OF COLLATERAL MATERTAL

1948 appendix unchanged from 1946 Appendax



COMPsRATIVE TaBLE  APPRENOIX H

COMMUNICATIONS N

1948 APPENDIX H

TELECOMMUNICuTIONS ORGuNISATION REQUIRED

1. Exclusive and readily extensible telecommmicaticons
between Apencies, and between Agencies and thear outlying stations
w1ll be maintained i1n order to make possrbltB the rapid flow of all
fypea of raw traffic from the points of anterception to the several
Agencies, +the rapad exchange »f all types of raw traffic, technical
matter and Commrncation Intelligence bebweer the Arencies, and the
efficient control of interception coverage.

INSTALLATTON, MATNTENANCE AMD OPERATION OF TERVINATS

z, The termanals of circuats or chammels intended cxclusavely
to carry Comint troffaic bebtween the Bratish Comrmonwealth and toe
United States wall be installed, maintainsd and operatel as arranged

by the oppropriate Comint Authorities of the countries concerned and,

although normally such terminsls wall be installed, mointained and
operated by the appropriate U,3, or British Cormonweslth authority
on whogce territory the terminsis are satuated this wall not be
obligatory.

1946 APPENDIX H

TELACQLUNICATIONS ORGLNISATION REQUIREL

i, Provasion wall be made for cxolusive and readily
cxtensible tilecommnrecations between Centres and between Centres
and thear outlying stations, Except for certain D/F requiremsnts,
tone type equapmer.t should be provaded as soon as available,

Tmis 18 necessary in order to mako possible the rapid flow of

all types of raw traffic froe the points of interception to the
saveral Centres, the rapad exchange of all types of raw traffic,
teclnicel matter «nd Comnmication Intellagence betweer the

Centres, end the efficient control of ixtcrception coverage,

vth conssquent reduction in wasteful duplication,

ZISTATTATION, MATNTENARCE AND OPERATION OF TERMITLLLS

2. The terminals of carcuats intended cxclusavely to

carry COMINT traffic wall normally be installed, maintained and
operated by the appropriate U.5., or Bratish Commonwealth authority
on whose territory the terminels are situated,




1948 APPEIDIX H

TELECOMMUNTCATIONS FACTLATIES

3, (a)

()

The Umitcd Kangdor ewlhorities 1n conjunction with
the Canadian aunthoritics wiil make the following
radio teletype chamnels available cxclusavely for
Comint traffic between the United Kingdom and the
North Amcracen continent -

(1) from the Foreign Office U K./Canada carcwat ~
2 channels,

(12) from the R,AF./R C.s.P, U.K,/Canada circuat -

2 chamnels, .

the United States authoratacs wall be regponsible
for vrovidang land lane facilaities between Canada
on the one hand and the United States Agencies and
tne London Sigant laaison Unit in the U,5,A, on the
other,

the Cenadian authorities 11l be asked to bake
responsibillaty for providing the following

(1) facalaties for swatching the Foreign Office
U.K./Canada circuat to the United States
land line network;

(11) facilaties for swatching the R.AF./R.C.AF,
U.K./Canada circuit to the Canadian Comint
Agcney,

1946 APPENDIX H

PARTTCULAR CTIRCUITS TO BE ESTABLISHED

3

The followmng wvall be set up

(a) <the London - Oshama circuat will be meintained,

operabed and controlled by UK, authorities and
converted to channelized radzoteletype at the
carlicst practicable tame. London wall control,
U,3, authoritics wall operate bthe Washington
termanal, maintazn the Ogshawa - Washington
lendlane, and provade facilities for relay to
the London SIGINT liaason wmit an Washington,




3.

1948 APJENDIX H

[Contanued ]

(a)

(212)

emergency facalities for gwatchang the Foreaipn
Offace U.K,/Canada circuit to the Conedzan

Comant Agency and the R.AF./R C.A.F. U.K./Canada

circult to the Umbted States land line network,
to provade commumication in the event of break-
dowm of one or other of the rodio chanels,

in addataon to the facilities provaded by 3(a) sbove,
a mxnmamm of two channels of the Londonderry -
Washington circurt will be alloceied cxolusavely to
Comint traffic This carowat wll be opcrated, an
accordance with paregraph 2, chove, by the United
States and/or British as may be ~mtually arranged,

both parties rceccommend that in those areas which aie
potentrally operational, facilities be establashed
for the direct transmission of rawv meteriel from the
antercept stations opcrated by one party to a
desagnonted agency or stataion of the olher party,

On the specific request of one party the other party
agrees to make overy endeavour to provide these faci-
lities, vhach 1f and 1 hen provided, wall be brought
into operational use as mutually agreed,

3, [Comtinued]

3.

1946 APPENDIX H

(b) a London - Washington radicteletype circmt wall be

establzsned and two chamnels thereof wall be
allocated exclusavely to COMINT tenffic, Thas
circuit will be operated by the appropriate U,3. or
Britaish cuthority on whose terratery the termanal
is satuated, wath Washington conecolling,

the Melbourne - Honolulu circuat wall be re-
established and channelized, and wall be oporated
by thc approopriate U.S. or Bratish Commonweolth
authority on whose territory the terminel is
si1tuated, wath donolulu controlling,

[No corresponding 1tem an 1948 ippendax H}

[No corresponding item in 1946 Appendix H]

“TOP SECRET




1948 APFENDIX H

3., [Continued]

w1ll be provaded between the United Kungdom and
Washington as may be mutually arranged.,

FRCCEDURE S0 OPERATTNG SIGHALS

L, Procedure and operating signals appropraate %o a
particular circmt wall be used

COMMOL CRYPTOGRAPHIC LIDS

He Comacr cryptographic ailds will be used for combined

increasing securlty and of facilitataing corrunmications.

(f) on-demand "quick exchange" communicetion facilities

Comint commumacations., The motier of cryptogrephic aids will be
kept continuously wnder review with the obgect of maintazning and

zl'a

1946 APPENDIX H

[No corresponding atem an 1946 Appondix Kl

STNDARD PROCEDURE AND OPERALTITNG SIGNALS

be Standard Procedure and Operating Signals will be
antroduced for combined use, The current combined Procedure

and Operatirg Signals will be adopted 1matially subject to

minor modifications which may be found necessary and mutually
agreeld fiom time to time to meet special COMINT requiremants,

In aidation, the U,3. authorisies will undertske the praparation
of a Corbaned COMINT Commumacations Manual, whach wall be
adopted for use when approved by the LONDON SIGINT BOaRD and
STAICIB,

COLI CRYPTOGRAPHIC ATDS

5. Common cryptographic aids will be used for combined
COMINT comrmmnications, Inatially CGu, SIGCUM, one-time tape
(SIGTOT), ard one-time pads will be used, The matter of
cryptographic aids will be kept contimuously under review with
the objgect of wointaining ond increasing securaty and of
facilitating commmications.
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1948 AFPPRIDIX H 1946 APPENDIX H
COMMONICATIONS LIATSON COMMINICATTONS LIATSOI
6. A representative of the Darector, LSIC., ond a é. A representative of the London Sagaint Board and a
representative of the Co-ordanator of Joint Operasions, U.S. representative of STANCIB wall be given the specific duty of
Agencies, wall be gaven the specafie duty of keepang under review kecping under review COMINT communications problems and of
Camint communications problems and of raising and advising on such raising and advising on such problems as they occur,
problems as they cecur
PROVISION OF EQUIEPMENT PROVISION OF EJUTPMENT
T The proviszon of equipment will be by mutual assistance Te Tne provasion of equipment wall be by rutual assistance
where necessary and prachiceble and as agrecd in each speciafic where nccessary and vracticable end as agreed in each specific
caseé, case,
USE OF UNLE.SET CABLES USE OF UNLEASED CABLES
8. Onleased commercisl cables wall not be used for the 8. Unleased cormercial cebles will be used for transmissicn
transmssion of unmencrypted rax materzal corept 2s o ccommications of COMINT traffic only as a commmaicatiocas erergency measure,
emergency messure,
BAG ROUTES TRANS-ATLANTIC BAG ROUTES
% Bag routes wall be kept under review wath the object of 9. The trans-atlantic bag routes will be kept under revicw
takang full advanlage of improved sea snd a.sr services, with the object of taking full adventage of 1mproved sea and air

services,

USE OF MICROFTIM USE OF MICROFILH
10, A1l agenocics wall be equipped to handle microfilm so that 10, A11 centres wall be equipped to handle microfilm so
1t may be avazlable for use when 1t 1= not practicable to send the that 1t may be availsble for use when 1t 1s not practicable to
original materaal, send the original material,

T
s




COMPARATIVE TABLE APPENDIX I

LIATSON AND METHODS OF EXCHANGE

1918 APEFNDIX I

LIAISON PERSONNEL

1, Each party shall maantain, in the country of the otner,
a senior lisison offaiccr accredited 4o the other, Such officers
shall e rcaponsible each in the c~unlry to whach he 18 accredited
for all liaison mattors,

2. Upon agreement between USCIB and LSIB, additaonal
lisison personnel may be accredated, apd vorking groups my be
apszgned, to agencics of eitlsr party by the other, A1l such
additronal Inaison personncel shall be under the control and
darection of the semior linzson officer,

3 Swtable office facilaties will be made ovoilable os
neceasary by the party to ~hom the limison officers sre accredited.

L, Liaison officers of ome perty shall normally have
unrestricted access to those parts of the other's agencies which
are engaged directly in tho production of Comnt, except such parts
thereof which contain unexchangeable anformation, The poimts of
contact of liaison officers waithin agencies for requests and
anquiries shall be as detcrmned, estoblished ond delirnted by the
party to which they are accredited,

1946 APPENDIX T

LIATISON PERSONNEL

1. Bach party shall meantain, in the country of the other, a
senior licison official sccredrted to the other, All camrumication
Intellagence linason matters in each country shall be wndler the
cognizance and conirol of the semor Comrmmrcatron Intolligence
laazson official in that country,

2 Upon agreement between STANCIB and the London SIGINT
Board, additionsl lisison personnel may be accredited, and working
groups moy be assagned, to operating agencies of exther party by
the other, All such additional liaison persomnel shall be under
the control and dircetion of the senror liaison official,

e Suitable office facaiities wall be made avarlable as
necessary by the party to whom the liaason officials are accredated,

L, Ixnison offacisls of one party shall normally have
unrestricted access to those parts of the other!s operating agencies
which are engaged directly n the production of Commmicataon
Intelligence, exccpt such parts thereof which contain unexchangeablo
anformation, The points of conmtact of liaison ¢fficials within
operating agencies for requests and ingquiries shall be as determined,
established and delimited by the party to whach they are acoredited.

-‘
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1948 sPPEDIE T

Be In addation to the above regularly assigned personnel,
vasits by selscted personnel for short peracds off time to deal wath
specinl problens wall be encouraged,

METHODS OF EXCHANGE

6. Requests by one party for anformation or material shall be
mede by that porty via 1ts senior lnaason officer whe shall act
through prescribed liaison charmels, The senior lisason officoz of
the requestang party shall forward whatever information or material
18 made avaslable 1o ham, normalily by reans of facilatics under the
control nf s ovn country. Normally the seminr liaason officer of
the provading party shall be kept informed,

[Above parngraph of 1948 Lppendix I ccrbanes parangraph & and farst
sentenco of paragraph 7 of 1946 Appendzx I).

T Vhen the request by ane party as for information or -

materzal to be supplied as a matter of routine procedure, the
supply, after the inrtial requost, may bo dircet betwcen the
partics by means of facilaties available t¢ the senior liaison
offacer of the requesting party, The semior liczson officers
of both parties shall be kept fully informed of all such
routine exchanges and shall be given access te the information
or materzal as -y be agreed locally,

1946 APPENDIX I.

5a In addaition to the above regularly assigned personnel,

visits by selected perscnnel for short periocds of time to desl with
special problems wall be encouraged,

CHANVELS FOR SXCHANGE

be Requests by a party or its agencies for information or
miterial sholl be made by thot party vie 1ts semior lisison officral
accredited to the other, Normally the other party's senmior lisison
official shall be kept informed of such requests,

7o The senmior liazson official scting tnrough the

preseribed chammels and points of contact, shall receive whatever
pertinent information or material 1s made avarlable to him, and
shall Torward 11, normally van chammels under the control of his
own country, The recciving party shall gave the semior liaison
rfficial of the provadang party, whatever share in the distrabution
ond utalizataon of the information as may be agreed upon locally,

8. Bowever, the routine exchange of COMINT material may be
effected as mutunlly sgreed dairectly betwcen the Centres over

c munrcation channels jowntly and exclusively maintained for
COMINT purposes, In additron, 2t 1s conterplated that chammsls for
continuous conference and arrongement directly between techmical
sections may be establashed,

[ Above paragraph of 1946 Appendix I 18 covered by paragraphs 7 end 8
of 1948 Appendax Tl




1948 APPENDIX T

8. Excoptionedly, techmical cxchanges between the parties may
be effected dircetly over "on demaand" quick exchange comammication
chonnels jgointly and exclusively moxntoined for that purposc. But
the wse of tlesc darcct chammels w1l be kept to the mnimm and in
each casc tne senmior liaison ofticers of the two parties wall be
kept informed,

q. No provasion of parsgraphe 6 and 7 above shall be
construed as preventing either party from accommodating the other
by transportang or cormumrcating mterial for the other party.

10, Eaca party shall normally nssist the otherts senzor
Inaison officer by making available to hir facilaties for
packagang end preparing materzel for transportataon, Bech palty
shall, to the exutent of facilities operated by or avaalable 1o 1%,
assist the olntr's ronnor lrarson ofticer wath safe—hand and other
transportation wathain ite cvm country.

3

1916 APPENDIX T

2. No provasacn of paragraph 7 above shatl be construed
as preventing exrther paity from accommodating the other by
transporting moterials for the other party.

10, Bach party shall pormally assist the otherfs semor
lrarson offacial by meking aveilable to him facilitaies for
packaging and prcparing matoxial for transpertaifion, Raca party ,
snall, 1o the ecxtent of facilities operated by or avozlatle to 1t, b
azsist the other's semior liaxson official with safe-hand ond

other trarsportation vathin a21s orn country,




APPEIDTY J  INTCRPRETLTION OF CERTATN PRIVISIONS OF TIE AGREEMENT

1948 Appendax J unchanged from 1946 Appendax J except for footnote to paragraph i stating thav Chairmen LSIB transmitted

the required assarance to Chairman USCIB an SB/409 of 17th February 1948.
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COMPAR.TTIVE T4{BLE  APPENDIX 1

EXCHANGE OF INFORMLTIQN ON INTERCEPT TQUIFAMANT, FunCILITIES FPRODUCITCOY RLOSEARCE AND DEVELOPMENT

{Note the 1948 sppendix L contains 1tems which were covered an peragraphs 1 - 3 of the 1946 Appendix C)

19,8 APPENDIX L 1946 LPPENDIX C PARAGRAPHS 1 - 3
INTERCEPT EQUIFIENT FACTLITINS ANED PRODUCTION EXCHANGE OF INFORMATTON ON INTERCEPTION FaCTILITIES
1, A comprehensive report (to be xnown as the Ammual 1, A comprehensave report, concerning all intercepbion
Technical Report) concerning facilatres installed and avaiisble for use, whether or not such
facilities are in use, will be exchanged on ist July, 1946,
(1) all anterception facilities installed and avarlable and thereafter at gix monthly intervels,

for use at intercept and D/F stations, whether or
not such facilzties are in use,

(12) details of the mmbers, types and descriptions of
intercept equipment under contract and/or in production,
together with probable delavery dates,

w1ll be exchenged annually. Reports are to show the position as at
1st July in each year, and should normally be exchangkd by

1st Aungust,

2 Section T of the Report will be arranged to provade 2, The report will be arranged to provade information
anformation to cover tne items set out in paeragraph 3 for each . to cover the followang atems, whore applicable, for each
Intercept anc D/F Stovion. Types, meskes and mubers (and where interception and dircction-finding station

applicable, normal and maximm speeds) of equapment should be
ancluded. No attempt has been made to loy down an exact format
for the Report, as such a format mght soon become out of date,
and might prevent fiexabilaty,
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1948 APPENDIX L

HAND SPELD MORSE EQUISMENTS

Sangle Ppsaitions (H/F)

Single Positions (I/7)

Single Positzons (All-wave)

Double Positions (H/F or All-wave)

Whach of the above (1) to (1v) are capable of
double or itraple daversity working

Whach of the above (1) bo {1v) are fitted wath
wire, tapec or wax recorders,

B. HIGH SPFED MORSE EQUITMENTS

(2)
(z1
(222
(av

(v)
{va)

(v2a)

(v1izz)

Single Pozitzons EH/F)
Sangle Positaons (L/F)

Sangle Positions (All-wave)

Double Positions or All-wave)

Which of the above (1) to (av) are capable of
double or traiple daiversity workzng

Types of recording (1.e, wndulator) apparatus
fatted

Types of recording bridge fitted, and whether
capable of accepting frequency shaft frans-
mssions

Aty other High Speed equapment.

2. [Contanued]

19,6 APPENDIX C PARAGRAPHS 1 - 3

(a) full anformetion on the follovaing general lines
regarding morsc and non-morse intercepw and

transcription posilaion,

(2)
(1)

(111)
(2v)
(v)

(va)

(vi1)

numbers and typcs
speed positrons
nmumbers and typocs
specd positions
nmumbers and typea
speed positions
mmbers and types
speed positions
numbers and types
positions

numbers and types
positiong

numbers and types

of
of
of
of

of

of

of

single receiver manual
gingle receiver hagh
double receiver manual
double receiver high

diversaty receiving

tape transcription

recording positions




19,8 +PPEDIX o

3, [Continued]

C. TELEGRAPHIC PRINTING IQUIRIENTS

(1) Single Chamnel Radio Teleprinter {Internstional)
{11) Single Chanmel Radio Telepranter (Nataomal)
(211) sRilti-~channel or Mulirplex /P (Internationol)
(1v) 3-channel T/P (Wetaonal)
(v) 2-channel Baadot
vi} 6 and 9-channel Baudot
(vaa) (1) to (va) obove refer to 5 unt systems.
Equapments fatsed for any other systems
(6, 7-umt cte.)

D, V,B/F AND U.H/@ EQUIPMENTS

B, FACSTMILE OR PICTURE EQUUPHMENTS

P, HELLSCERTIBER BEQUIFHENTS

G, DIRFCTIOIN FIOING EQUITMENTS

Whether fixed or mcbile,

3.

1946 APPENDIX C PaRAGRAPHS 1 - 3

2. (a) [Contanued]

(v1a1) numbers and typos of non-morse terminal
positions

[No corresponding item in 1946 Appendix ]

1t 1 1 1t n | 1t

1t | m it 1" b1 1
(b) Darection finding equipment
(1) mumber

(21) type

(3221} frequency range




19,8 APPENDIX L

3. [Contanued]

H, TRANSMITTER TDENTTFICATION EQUIFAENTS

I. FIEQUENCY lMELSURING EQUIPMENTS

J,  AERTATS

Information to include number, types, whother used
1n daversaty, frequency to whach cut, darectavaty,
asgocrated amplification equrpment,

K, AFRTAT EXCHANGES

ke

1946 APPENDIX C PARAGRASHS 1 - 3

2, [Continued]
(¢) Tranamtter identification equipment
{1) number
(11) type
(d) Frequency measuring equipment
(1) number
(23) type
(e) Antennae
(1) number
(1) type
(111) darectavity
(1v) freguency to which cut
(f) Aerzal Exchange/Multicouplers
(1) number

(12) type

(131) frequency range




30
OGA
EG.1.4.(c)

EO L. 4. (d)

L.

0.

1948 ATPENDTX L

[Continued ]

CONTROL EQUI” [ENT

Detanls and usc of equipnent fatted for control of
interception vathin a statzon.

SPECTALISFD TEST FQUIMENT

Not to include standard mainienance equipment for
gonexros use,

AUDIC FSUENCY RECCORDING BCUTSMENT

ANY OTHER SPECIAL EQUITMENT

SHORTCOMINGS EXPRRIENCED ON OPER-TIONAL EQUIPLENT

194 € APPENDIC C CARWGRAPHS 1 3

2. [Containued]

{g) enumeration and use of equipment fitted for
control of antercoption wth.n a station,

{r} specinlised test equipmoent,
(1) mmbes
(22} desciiption and use

{2) emumer~tion of any specialised furniture,
[Fo cor.esponding ztem in 1948 Anwpendir L]

[No correspondang zten in 1946 Aprendix C]

L) ' n 1t H # 1

(3) enumeration of any miscellaneous specialiged
equipment,

(2) (3x) mmbers and types of eny other specisl
positions not listed

[No correspondang 1tem in 1946 Appendix C]




1948 APPTNDIX L

3, [Containueid]

R, SPECI.L MATNTENANCE PROBLEMS, IF ANY

Notes.

(1) a Sangle Position may consist of 2 or more
receavers, used in daversity, or an order o
increase the frequency range,

(11) a Double Position 18 one at which a sangle
operator can cover two ends of a duplex carcwit,
where thas 1s possible,

INTERCEPT EQUIF [EITT RESEARCH AND DEVELGPMENT

L (a) Interc:mt Eqaoment Rooorts wall be exchanged twice
yearly on lst March ond 1st November, These Reports
w11l be 1n two sections

(1) Equapment under development, Thas to anclude
details of 211 projects on vhicn development s
beaing conducted together with a statement of the
obgect to be attained,

{11) Ressarch and Developmcnt tronds, This to anclude
a staterent of all outstanding problems together
with an indacation of trends in research and
development aimed at their solution, In the event
that no work 1s contemplated on certain specafic

1946 APPENDIX C PARAGRAZHS 1 ~ 3

3. The six-monthly reports (paragraph 1 acove) wall also
xnclude notas on the shortocomngs, maintensnce, proposed
modilications and eny other sxigmficant operationsal characteristics
of the cquapment, Notes on new cequipmnenl umder development may

be included,

TOP SECRET




1948 APPENDIX L

4, [Contanued]

{12) [oontinued]

problems, these problems should nevertheless
be lasted amongst those current,

Technical Netcs vall be exchanged as and when
necegsary on specific subjects, These notes bo be
designed primaraly for the information of personnel
actuslly engaged on engineering and researcn and
development work on interception equapment, These
notes also to include dave on signal analysis,
frequency lists, and other material associnted wnth
antercept problems,

19.6 APPENDTX C PARAGRAPHS 1 - 3

RET

7a




COMPARATIVE TABIE  APPENDIX M .

EXChANGE OF RAT MATFERTAT, AND STANDARDISATION OF RAW KATERTAT FORMAT

(Noto: the 1948 appendix M contains items which werc oovered 3n paragraphs 20-33 of the 1946 Appendix C)

1948 APPRNDIX X

EXCHLGE OF Ruv ZaTERIAL

1, Except as otherwise agreed in Appendix X each party wall
furnaish to the other as promptly as practicable without request and
as a matter of routine, one copy of every 1lem of rars traffac
collccted by 1ts operating agencies, rogaraless of source, Either
party may request cxpedited delivery, or additionnl copies, of
specafic categories of row $raffie, ond cach chall cendeavour to
mest the nceds of the other in this rospect.

2. In so far as praciticable raw traffic exchanged will be an
the forms contained in paragraphs L - 9 below.

1946 APPRNDIX C PARAGRAPHS 20-33

EXCHANGE OF RV TRAFKIC

20, As soon as 2t can be arvanged cach party wili furmisn

to the other as promptly as practicable wathout request and os a
matter of routine, one copy of every aiem of iaw traffic colleccted
as ancgmred by 1ts operating agencies, rocgordiess of source. Father
porty may request specially rapad delivery, or additional copies,
of spooifrc ocategories of row traffaic and cach shall ¢ndeavour to
mect the needs of the olher ain this respect.

21, The a2deal moans of conveying raw traffic, from the
gtondpoint of specd and maximm wtilisation of manpower, is
telecommmications. Thersfore the procuwrement, maintenance and
wtilisation of telecommmications from antercept points to Centres,
and between Centres, will be promoted and encouraged by each party
to tho utmost extent of 1%s means,

22, ALl raw traffic, whether or not exchanged by radie, will
bo exchanged via regular liarson channels or such other routes as

may be agreed upon,
[Contonts of paragrophs 21 and 22 an 1946 Appeondax C oomatted from :
1948 fopendix M] .

23, In so far as practicable raw traffic exchanged wall *e
in the forms contained an paragraphs 25 to 33 below. Departures
from this form wall be eliminated as soon as possible
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1oL8 APPENDIY M

3e The inclusion of a case-number in an 1tem of raw traffic
w1ll not be deemed to show evidence of processing for Commmication

Intelligence purposes {paragrapu 26 of Appendix B refers), and
therefore the material may still be classified "Confidentinl!,

1946 APPENDIX C PARKGRAPHS '20-33

2he The inclusion of a case—mumber an an item of raw traffic

w1ll not be deered to show evadence of processing for Commumication
Intelligence purposes and therefore the matecrial may stall be '.
classificd "Gonfidentzall,

—OGA
BEQ 14 {<)
EO 1.4%(d)
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EO 1.4.{(d}.

1046 APPENDIX C PARAGRAPHS 20-33

[No corresponding item in 1946 Appendix G
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