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TECHNICAL CONFERENCE
FOR THE TMPLEMENTATION OF THE U.S.~BRITISH
COMLUNICATIONS INTELLIGENCE AGREEMENT - '
E - MARCH o

INTRODUCTION

’

1e The follom%’ arrangements governing the collaboration between the
Washington and ILondon COMINT (SIGINT) Centres have been 2greed betweer~ X
STANCIB and the LONDON SICINT BOARD, in implementation of and as Appemdices

to the U,S, = Bratieh oomm.m:l.oation Intellagence agreement of Sth March, 1946,

2, Nore of ‘Ehose arrangomeits shell be construcd as oontravem.ng any

olsuses of that Agreement, but shall }'ake effect within the acope and limtae~’
rtiong established thereby. ‘.

3. The object of these arrangoments 1s to ensure thet the mexinmm advantage .
_ ,»%8 obtzinod from available personncl and facilities.

2 b In eccordance with these arrangeuwents, each party will make available
« to thc other, continuously, cwrrently and without request, all raw traffio,

!{ __COMINT items and Technical matter aoquirgd or produced, and all pertinent an-
~ formation o oongerning 1ts act:.v:.txos., r-rorities and availlablo facilities.

56 In add.:.t:.on, eaoh party wvall ma:mta:m lL 1con porsonnel at the other's
cmt;e._,——r" .

\
b The two parties '2all also c¢ffoct such atundordisation of techniocal torm-

inology, lay-out, proceduwrc and orgenisation as may be posegible,

7.‘ T As a resu_;t—o} the close collaboration thus establaghed and by moenrs of
contirmial -suggestion, mutual agreement and mutual arrangenent as to changes made
thsre will be effected a oontainuous elimination of umvanted duplication,’ although
: th—s activitiecs undertaken by each party shall be as basically suited to‘its o.m
neada.

a

T 8. Ench party may call upon the other for ass:.sta.nco Whon necessrry and such
\“ \ requests will be met whenover practicable,

- 9-. ALl possible divaision of labour between the Centras wall be nade, It
is_th.efmtcntlon of both parties to effect a fuller integration of effort gradiaily.

“40. Tt 1s, however, agrecd that this intention carmot be umplemented to the
bost advantage until ih. teluoonumications available for COMINT purposes aro
adoquate to ensure the sufficiontly rapid roceipt by sach centrc of results fram
the othert's commitments.

1 ]
11 Fér this reason, 1t 1s agreed that early provision' of adequatc COMINT
oampunicetion facilities 28 cascntinal. Such communicetions are neocessary,
fu.rihemoro to provide for cmergencies and to permit the devélopment of qper-
ational techniques for the handling of ncw types of transmissaon.

12, For the same resson, and becausc tlc prosent situation regarding safchand
routes aoross the Atlantio 1g unsatisfactory, each party will kecp trans-pAtlantaro
maal facilaties and requircments under reviev and will take full advantage of any
improverient made 1n ses and air moils. .
13?&' “Each party wall provade the other with t/0 or more copics of all reportg
AN A O X 2 :P_.. (A :‘. .rQts "«.pl .'-10 )lq L,,'_.._“-.'QACII'Q ) am simila_r documentﬂ

submitted 1n accordance with the appendices,

[}




Ak A1l arfangements erc subjcet to revaew. Those egtablishing thc ox-
change of raterial may be nodificd by mutual agreenont ¢f experience shows
that too great a proportion of the personncl available is being employed

thereon.

15, These arrangerients will becomc effective on appraval by ‘STJ‘.NCIB and
the 1,51)01\1‘ SIGINT ROARD 1B eccordance with para. 12 of the TU.S. Britash
Cornnication Intelligence Agrecnent.

. [y
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AFPPENDIX A. O

TERMS TO EE USED

CH/NNEL: A umt or sub-division of a circuit vmall be known as o channcl,

CIRCUIT: A tclecomrnmicatlions systen betwoea two points will be known as
o cirouit.

CO;INT ITFM: Any iten of Specinl Intelligence or of Traffic Intellipence
18 diatributod or relecsed by a COMINT Centre will be kacim as a
COMINT Iten.

OOMINTSUM: L sudnory or ocunentary based on related COMINT items, which
Doy interpret those i1tems i1n the light of one another or of information
fror: other sourocs, will bou known as a COMIWTSUM,

COIRENT: Informaticn appended to COIINT 1tems oither in auendntion or
‘eJuoidation, or in expansiom of the informetion oontained theroin, will to
lmown rs a comment.

DECRYPT: A forcign coammication which hns passed through the stages of

aryptanalysis end dooryption and 1s in its originel languago
prior to translation will be known a3 & decrypt. | . -

DIGRAPH: &4 two charcoter group will be known as a dagrnph.

-PEXTRACT: 4 translotion in port only of a d;crypt or plixm toxt wall b

- known as en extract.

GIST: A stetecment of the essemtial substance of a decrypt or plmnin text
or an abridged versian of a trnnslsted toxt or extract will be known as

a gist.

HEADING: Oomnmicetion instructions for the deliveyy of & forcign
commumiocation, such ag call-signs, sorisl mmibers, oxternal addressca,
dolivery instructions, indieations of pricrity, group ocounts, Jate/tiuae
of origin, etoctere, waill be known as a_heeding.

L NGUAGE PQUIVALFNT: A word or phrase and ics proposad or egreed
rendering in Bagligh as found i1n a Supplomental Glossary wall be known o8
a Tonguage Equivalent.

PLAIN TEXT: An wmenorypted foreign corrmmicetion will be known as o plain
Tat AR

POSITION: The total asse blase of oquipnent usod as a wnit for an intor-
oeption or tramsaription purpcse will be known ~3 a position.

SCANNING: 'The process of examning Jecrypts or plain texts to determine
1f thoy ahall be issucd and, 1f 80, 1n what formn aud with what priority,
will be known as soenning,

SUPPLEMENTAL GLOSSARY: A list proparod by a COMINT Centre containing the
proposed or agreed renderings in English of words or phrases which, though
appearing in Standerd Dictiaonaries, have additional meanings not gavon in
those dictionaries, and of words or phrases of which the neanings are not

to be fou.n:{m a Standard pactionary, will be known as a mlementa_l Glossary.

/16 ceens

None of these srrangements ghall be construed as contravening any

clauses of the Baslc Agreemeit, But shall take eff
8cope and limitations oatabna;md thereby. o0t within the
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TR.NSLLTED TEXT: . translation of a decrypt or plain text will be
own ae A translated text.

TRANSILTOR'S TiOTE: A renark or remarks adled to a trensleted text,

exiract or gist by the translator, in expansion, clarifiocation or
ammotation of his rendering of the text, will be known as A trans-

lator's note.

(It aiffers from a "Cormient” in that 1t should not bear upon the
Intellizenae 1uplications of the text).




APPENDIX B

PRINCIFLES OF
U,S. ~ ERITISH COMITINICATION INTELLIGENCE
SECURTTY AND DISSRMINATION

INTRODUCTICN

1e Thesc principles shall be tho besis of all regulations for the
soourity and dagserunation of Coommication Imtelligenocc issued by or
undor the authority of STANCIB or the LONDON SIGINT BOARD and other
appropraate officials of the Govermments of the two partiess The scopc
and phresing of such regulations may vary in accordance wath the roquiro-
nonts of the Partics, Agencies, Departments, and Ministrios to whon they
arc designed to opply, but all shell be in ecoord with these basic principloa
in every rospect. To ensure unaform anterpretation of whet conatitutoes
such accord, each party shall forward all such regulations to the othor for
mformation,

DEFINITIONS AND CATNGOPIES

2, Commmicetion Intelligencc (OCQMINT) 1s thc name given to products
derived from The work of agencies, tho operations of whieh arc co-ordinated
by STANCIB or the LONDON SIGINT BOARD and which study radio transnissions
and other commmicstions not originated by United States or Bratish (
authoraties. The terms Gorramication Intelligence (COMINT) and Signal
Intelligenco (SIGINT) are syncnymous. Commmmication Imtelligenee is
alvided into two categories, as follows:

a) Speoial Intelligence
b) Traffic Intelligence

3 Speoial Intolligenoe 13 that Cormamiocation Intellagence whach resulto
from the deoryptiaen of the tc.cte or substance of encrypted cormmnicationss
Commmnications Intelligoncc obtained from plain language messages may, on
ooomsion, be classcd as Spcaral Intelligences  Spocial Intelligencc is
demignated by the code word CREAM. /

[
‘ b Traffic Intclligence 18 that Comrmmication Intelligenocg whach results
fron analyses of cormuniontion notworks, procedurc signals, call signs,
D/F bearings and other technical aids, 1.e. Cammnication Intelligence
obtained fron intercepted communications by all means short of the actual
dccoding or deoyphering of the texts or substence of those cormmmnications.
Comnmication Intelligence obtained froiz plain language nessages 1§
nominlly included in the Traffio Intelligenoce category. Traffio
Intolligence 1s designated by tho code word TVORY.

5e If Comxrmunigetion Intellijencc obteaincd by the prooes'ses deacribed
an para. 4 above clearly refleocts the use of information derived from
enarypted wessages, 1t shall bz classed as Speocial Intelligomoc.

6. In time of war or national oncrgonoy 1t may be found necessary
to sub-divide both Spoocial Intelligence and Traffic Intelligence into
smaller oategories in order to permit certain classes of Coammication
Intelligence (compronise of which would not cnlonger the aore irportant
sources) to bo distrabuted to speocinl sgencies and lower echelons of
military forces which, for scourity reasons, would not nornally roccive
other Couxmmication Intellizence,

GENERAL PRINCIPLES OF SECURITY AND DISSEMINATION

7. The value of Camrmmication Inteclligence in war and in pencc cannot
be over—estmated,' conservation of the source 1s of supreme wuportanco,

’ —_— = -

Nene ot these arrangmnts sha.l,l bo conatrued as contravening any &
|

2= u= clguses of the Basic Agreement, but shall take effect within the

scope and limitaticas established thersby. ¥
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It 18 essential, therefore, that the dissemination accorded to 211 relsted
or rcsultant 1nformation be striotly controlled and limitod. The physiocal
gecurity of related documents 1s not alone sufficiont; 1t 18 esswntinl that
all referonces to 1ts oxiastence either darcet or indirect be avolded oxcept
among taose to whon the knowledgo 1s necessary for the proper performsnoc
of thecir duties. The timc lunt for the safeguarding of Commumication
Intolligence never cexpires, .

Every effort shall be made to cnsure that no porson who 1s & owrrent
realplent of Special Imtclligenee or +ho is cngaged on its production shall,
without spcoiel authority,

(a) In tiic of war or noticun’ emergoncy be committod to
o hozardous undertaking which might subject him to
oapturo by tho eneny or a third party,

(b) 1n tino of peaco be assigned to or be emgrged in
surroptitious octivaties which raght reasonably bo
expectcd to place him in a position whero he maght
be forced to submit to guestioning by a third party.

Although fra: tame to tanc reports of alleged Commmication Intaolla-
“gonce activitios mny be brocdoast or published, it 18 of the utmost importaaco
that oarplete and absolute silenoc on such natters be maintained by those who
have ever been connocted with the Conint organisation, end by all indiwidual
recipients of Cormmmicticn Iatelliience, whether past or presont, unloss
they are freed fran th.s cblisation by wmisteke~ble ond oatcgorical order.

In tine of war, the full veluc of Commumic~tion Intclligenoe cannot

be realised unlesgs opurctionnl usce 1s made of 1l, However, whon aoction
13 contemplated 1n the lipht of Commmacation Intclligence, the possibility
of oamprorilaing the .ource shall always be borne in mind and thas danger
shell always be welghed against the military advantage to be gnined. A
mnor advantage 1s not sufficient ground for risking the ococapromise of any
Communication Intelligence source, When the decislon 18 nage to take
action based on Communication Intelligence, studied effort shall be nnde ’
to ensure thot such aoction cannot be attributed to Comwmiomtlon Intelligenoco
clore. In evcry oasc, unleas the senior officer ooncerned, after full
congideration of the risks involved to the source, oconsiders it cooplcboly
1npracticablc, action against a specifia tearget revenled bty Cammnication
Intelligenoc shall be preceded by appropriate recommalssance or other

. suitable deceptive neasures to which the onemy can reasonably be oxpeoted
to attribute the actaion.

In time of poace tho pranciplc that the conscrv-tion of Cormmmication
Intelligonce sources 1s a paramount consideration affocting any action
token in the light of Cormumioation Intelligenco shall be ragidly uphold.

The principle of dissecminrticm is based on "the need to know",
Ecch itenm of Comrmmication Intolligenoe sholl thercfore be made ¥mowm
only to theoae indavidusls #ho require i1t in the performance of their
duties and who have been gppropriatcly "indoctrinated", Every effort
shall be made to restrict tho mubor of "indootrinated" persons to an
abgoluto manaram, No netional of cne party shall be permtted aocess
to the other party's COMINT agencies or to the produots, or knowledge
of the exlstenoce thereof, unless ho bo approved by STANCIB or the LONDON
SIGINT BOARD as appropriatc and be properly indoctrinated.

It 28 recognisod that both Parties will produce Speecial Intella-
genoc which, by vartuc of its source or content, waill require exceptionnl

& -
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safeguards and vhich should, thereforc, be limted striotly in dissoninn-
"=.}tion to the highest level only (see pars, 19 below).

o | Except in oategorles and indivaidual cases agreed upon from 11 -2

to tame by STLNCIB and the LONDON SIGINT BOARD, persomncl to be "indoctras ~o#
ted" as reoipients of Cammunication. Intellagenoe or assaigned to Commmicat.. n
Intolllgence duties shall be the sub;jects of special sccurity enguiries,

5. | STANCIB end the LONDON SIGINT BOARD ehall usintain casplete lists
of' persons ourrently “"indoctrinatcd" for Spec:.al Intelligence in thoir
respect:we Govervaents, \

16. STANCIL and the LONDGY SIGINT BOARD shall xceep each other fully
:.nfomed of thc Dop(_rtnonts, Ministries, /genocles, officea, Headquerters
snd Gowrzands recceivang Spscisl Intelligence and of the a.pproxinate nunber
of "mdootrnnated“ persons in each. .

184 cozxnmication Intelligence shall never undor any oirounmstances oh
in any fory be disseranated to any Ministry, Departrient, Aaenocy, Organisa~
tion, Officc s or indivadual from Jhich -or from whan it rpght reasonably bte
expeotcd to find 1ts way, officially or extra~officially, into the
possessicn of ony person or group who could use it for comurmerolal
ocaupetition'or cormercinl gpin or advantege.

CL/SSIFIGLTIONS ..ND PROCEDURES

19. ecial Intellaigcnoes  Special Intellligence i1s elassified TOP
SECRET. € words TOP SECRET ~nd the codg word CRRAM shall appear on
every sheet of papc- uhich contrins or discloses the exastenoce of this

. 6lass of Cormmmicaticn Intelligence, This rule npplies to maps end
~ charts on vhich are 3 lcttid 3~%+ and anfarmetson dewived Proe Snepual

__Intelligence,

| The tern "SPECIAL CREAM" will .
be used instead of the code word "REAM by either party to indicate that
it has spplied the specially liruted lissemanation referred to in para.
13 above.

20, Troffic Intelligence. Traffic Intellagence 28 classified SECRIT.
The word SECRET and the code word IVORY shall nspear on every shect of
BER e e peper whioh oontains or discloscs the existenc. of this olass of Cormmi-
£01.4. () ~oation Intclliponce, unlcaa TOP SECRET CREAM appears on the same sheet.
EC 1. () This rule appliéd to-mops.and charts on which are plotted data and infor-
S nation derived fron Teaff.io Intelllgcnce.-------l
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21, Technical Mrtter. Technical natter appoxtaining to the

production of Speciel Iatellifenco 1s normally classified TOP SECRET. 7
and designated CREAM, Technical matter apperteinins to thc production

of Traffio Intelligenacc 18 nornally clessified SECRED and designetod IVORY/
The appropraate classification and coce word shall appoar on every sheet
»f paper 'v;x:l.oh contains or discloses thc aexistence of such technical
wttor. S

22, Raw traffic. Row traffic (1.e. interoepted traffic showing
no cvidenoe of proccssing for Corzmmilcation Intelligence purposes) is
norrally olassified CONFIDENTIAL, exccept where a higher classification
is mmutually agrsed upon.

23, Teahnical sucoess, Comrmmicafions o n;3 cognizant officials of
\ the Bratish ond U.8., Governoents which reveal -c!ual succesa, Progrcss or
prooesses in the produoticn of Speeinl Intolliginoce or Traffio Intelli-
gence 1n specific .nstanccs ur ficlds shnll bear tho appropriate code word
desi,mations even though iney do not thumselves reveal Corrmmiciticn
Intellagence as such,

gode Words, The cods word CREAM and all thct 1t implies bears
the TOP SECRET olagsification. The ‘code word IVORY and all that 1%
implies bears the SECRET clasaification. These aodo words and their
1rplications shall not be 11mde known to "non-indoctranated" persons, nor
shall these code words be umed in their oode word scnse 1n the presence
of "non-i1ndocotrinated" persrns.

25. Doounents. Except as 1aplicitly anvolved ir the operatiom of
[ | belor, doouments gontaining Commumaication
Intelligence and technicaol nrttcr shall remain exclusively in the
poBsession of persoms who havo been appropriately "indootrinated", secure
from examination by "non-indooctrinated® persons.

26, Plain Languege TronsMissions. Specaal Intellaigence and TOP
SEORET teohnical mattcr shr1l not be transmitted in plain language
(uncnerypted) except as follows:

(a) Sealed, by safc-hand channels over routes speoifically
approved by STANCIB or the LONDON SIGINT BOARD. Such
opproval will be the exception where such routes involve

- aixr or land transport over the territory of e third party.

(b) Via oompletely protected local corrmmacation systems
. exclusively imternal to fgenocies ~r Offices producing or
utailising (oxunication Intelligence of the appropriate
oategories,

() Vaa extermal landlines only ae specifically epproved by
STANCIB cr the LONDON SIGINT BOARD in each lnatance,

27. Traffic Intellaigcnee and Secret or Confidential technical metter
shall not be trensmitted in plein language (unencrypted) except as follows:

(a) As provaded in pars, 26 above.

(b) By protectel pustol charmels over routes approved by STANCIB
or the LOMDON SIGINT BOARD.
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Note: The above restrictions an the oconveyanse of comfadential
mtorlal over the territory of a third pnrty oy be relnzed
at ‘the discrction of STLINCIB or the LONDON SIGINT BOLRD to
pernit unencrypted rew traffic (classifred Confadential)
being conveyod by air or land tronsport over terratory
belonging to & third party provadcd that the rew traffic

heg not been originated by nrtionals belonging to that third
party.

28. Enorypted Tran.missians. Excent in circuriatinces contemplated in
poara. 1/ abovo:-

9
(a) Speoial Imtellipcnse and TQP SEORET technical mottcr transmtted
1n encrypted forr: shall bo cnerypted in special oryptographic

channels or cyphers expressly provided for these subjects, and
an no other.

. Suah channels or cyphers shall posses. nt leaat the security cf
th. CCII and shrll be mpproved by STANCIB or the LONDON SIGINT
BCARD.

(b) Traffic Intelligince end SECRET tuchnic~l ratter tranamittod in

“ cnoryptel for-a shill bte cnorypted in specanl cryptographio
channels or cyphcrs expressly provided for thesc subjects or an
the hishest gradc oyphor availsble,

. 29. Transnassion « £ Raw Troffic.  Cryptographic channels or cyphers for
the transrission of "raw fraffic" shall be agreed upon fron tuic timo. by
by SDANCIG and the LONDON SIGIWT BO..RD.

EXCEPTIONS

30. The guiding prinoiplc of the expresaion "the necld to lnow" shall be
rigidly upheld in all ciroumstanocs. However, scertain limted cxceptions
frao othcr provasicns of thosc prineciples shrll be rccognised:

(2) Eth the approvel of ST NCIB or the LONDON SIGINT BOARD
!‘ sseminntion nocd not Le confianed to "andoctrinated" persons,
and tr. arplicable codu vord wall not be cmployod in oomnection
with the cxchange usc =d dissenanstion ocaterplated an the |,
fallowmaig instarocs--

ol
EO 1.47(c). (1) OCertain D/F fazcs ond bearings ralel CONFIDENTIAL.
EO 1.4.(d)

(2)- certoin enterories anl series of ,lain langunge intorcepts
frém :l circuits greded F:]NFIDENTI..L. -

(3) ocertain eatejuries and series of plean langusze interoepts
fron malitary oirouits graded SECRET, provided the source
18 dasmuised.

(b) A Centre engaged in the production of Commmication Intellipence
nay, without cnorypting tho eppropristc code word in the
cnerypted toxt, trens.ot TOP SECRET onl SECRET techniezl matter
over oryptographioc chcnnels or oyphers expresaly and exolusivoly
provided for such technical natter.

(¢) A Centre engnged in the production of Ceamnication Intelligence
ray, ot the discrvtion of the Semior (Officer conaerned, after £y11
consideration Lf the raigks anvolved to the source, DID.'Lt the
olassification anl the appropriate code word from 1ts worksheets
and similar doousents used Within tho Sentre, or used between thc

Centre and its Interception and D/F stations in its tochnical
operationg,




LPPCRDIX C

COLLECTION LND EXCHLNGE OF RLY MnTERILL.

BXCHLNGE OF INFORMLTION OF INTERCCPTION FLOILITIES.

1. A ocomprehcnaive roport, ooncerning all Interception foollitios
inatnlled ond &-iiladble for use, whother or not suoh facilities rre in e
use, will be exchanged on 1st July, 1946, snd thoroafter ot six womhlv
intorvnls.

2¢ The report will be arranged to provide informtlon to cover the
following items, wherc applicable, for cach intorccntion and dlrcetlon-
finding statlon:

(e) Full informntlon orn the followlng genernl linca rogarding
porso ond non-morse interscept and transorlption positlon.

‘ (4) Numbors ~nd typoa of ainmgle rcocivor monunl speed positionc,
(1)  » » » 0 " bigh speed positions.
(111) n " " " doudbls " mnual apucd positions..
(v) ® L n high speed positiona.
' (v) n n " ¢ diversi'7 roociving positions.
(v1) " n " " tape tromeoription positions.
(vii) H " " " rooording positions.
(viil) noo % " pop=porsc torminal’ positions.
=7 (1.:)' " " % " any other speoial positions not listod.
(v) Dir otion finding eguipmont,
(1) Numbers
' (11) Type. ‘ ]

(111) Frequoncy rengo.
(o) Trinsmitter identifiootion eguipcent. :
(1) Number.
C T (14) Tyees :
(@) Proguonsy measuring cquipmont.
(1) Numbor.
(11) Type.

V m— ehu«ormnuacmmm«uﬁmumm

None of these arrangaments shall be construed as coatravening emy [
scope.and limitations eatablished therety.

e e o
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LYPENDIX C,
- 2 = P
(o) Lntemnao.
(1) Nuwber.
(11) Type.

(111) Directivity.
(%) Prc ,usmoy to which out.
(£) Aerial Exchange/Mult{acuplers.
(1) MNuzbers
" (11) Typo.
‘ (413) Proqu.noy ranzcs

() 3nuworntion and ua: of equiprent £ittcd for couirol of
Intercoption «#ithin a gration,

(n) Speclaliscd test oyuirments
(i) Numbor.
(11) Dosoription nnd uses
(1) Anuoration of rny spooinlised furniturc.
(J) Enumcration of any miscsllancous speol: 1ised@ cquipeont,
3 The six~wonthly roports (pore. 1 a'.ove) vill also include motcs
on th. shortoumings, :maintconence, proposed modifiocntions and any other
significant operationnl characteristios of the oguipment, Notos on
new equipment  ndor davelopwent may be includeda
DIVISION OF INTCROSPTION T..8KS .ND O Sk.RGH PROGR.MMES, ‘

4 Speolfic inltinl alloeati.i of interegpt taska nnd of dcarch

rogrammes ig Blo Por tuc followlng reasonst—

(a) Lock of adoquate coummications for oxohange of rew traffiac,

(b) Instahllity of +he slturtien resarding pursonnel and reoop—~
tion faollltles duriag dimobilisation ané reorganisation

poriods
{08) Tack of kmowledge o) rolevant probloms pending furthor Goneral
Searchs -
. Se Somc eotual division of interegption toaks oxlgts notwithstanding
para, 4 nbove, due to geogrsphionl consideretionss=
(a) arvice Cirouits. ¢ merzl fmerioarn stations
L uital anu British stations thoase

though there nro some minor umrnted duplios
etlons yot to ocliminnteds

EO 1.4. (¢)
EO 1.4. (4d) 'S
B “Tlh - e ‘ j
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('b) Servioo Cirouits other the British
3 Statlons covor the great moJorlty bcse circuits

", wbioh oro now bedr interceptod.

"‘-5. ""'-:fno division of. in‘ccroopt:.on tagks ic progtioablo in tho following

( &) Cirouits. '

L (B) "’:51| |circutts shere 90 por .
:'e,l X 8 \\l

7o | The futuro division of Intemept oov'ara.ge and scerch falls
m’cumlly rocording to the locotions snd naturc of intorcept faeilitics.
There'will bo co-ordinntién between the partics in tho form of continuous
olimination, by mutusl agreement, of umwmnted duplication ané of conw-
tinuous auggastion and mutual agreenont as to-changos. 411 such co=
ordination dependa‘upcn the provieion of adequate tolecormunioetions for
tho exahn.n,go of rosy t:mfi‘d.o S

i Be The basis fm: ‘ahe continuous co~ordination imrolvad 1ill be an
. exchanse uﬁ' ronthly r - 'or these romorts

9. e "I will be de of tho
month previous to which 1t a-pnlies. The will bo
dcepotohed Ly the 10th drw the month sDocc T oh 1t applion.

10, Reports will first be egchnmed to cover the month of Moy 1946.

11, The London Sigint Gpntl}.!é._vill arraugo for the produstion and dis=-
tribution of the printed forma rcferred to in paragraph 8 above.

- BXCH NG OF REPORTS, FRFOURNCY MTION AND GINTR.AL So.RCH RUSULTS

12, Informtion portinunt to ths dvto 1igted in tho "IT." Case Book (ICB)
inoluding edditions, deletions, modifiontiomn, other information rclative

to interocept combrol ond all othcr relevapt 3. “cropntion develo by scarch
will be oxchanged by sian=l 2t least

13, Each party will cxenine ~né stnndardiso tho form in which the Iinforme
ation denoribod in parn. 12 rbove is promulgated within its oyn orgonlsation.
Lftor this has boor Adone both parties will c\dcpt e common form for the reports
conveyling this inf ormations

ST.NDRDISED DRSTGNATION OF TNTCROSPT TU.RGHTS
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EXCHANGE OF RAY TRAFFIC

20. As soon ag it can be arranged each party will furnish to the othor
as ;ra;'rntly as prooticable without request and as a natter of routine, one
copy of overy iten of raw traffic colleoted gw acquired by its operating
agenoies, regardless of source. Eixther party ory roqusat specially rapid
delivery, or edditiomal coples, of specifio categories of rav traffic and ench
gh:11 endeavour to neet the needs of the other in this respeot.

21, The ideal means of conveying raw traffio, fron the standpoint of spoel’
and daxizmm utilisation of renpower, is teleccmunications, Therefore tho - -
curcrent, maintenanoce and utilisation of telecomamications from interocept
points to Cemtres, and between Contres, will “e pronoted and enoourngod by ocach
party to the ubtiost extent uf itc neans.

22. All raw trm.fie, -axther -r 1.0t exchanged by.radio, will be exchanged
vin rogular linison chennels cr:such other routes as may be agrced upon,

23 In so far as preotigsable rov traffle uicliinged wall be in the forns
oontained in paras 25 to 33 below. Depertiu‘« from thas form will be elin-
innted ns scon as possible. A\

2L, The iroclusion of = oese nunber in an i1tem of raw traffic will not bc

deened to show evidemnce of processing for Commmiocation Intalligence purposes
end therefore the natarinl nay still bo classified "Confidential”,
!

STANDARDISATION OF RAY TRAFFIC FORMAT.¥

D3
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AFPENDIX D )
GQ=ORDINATION QF TRAFFIC ANALYSIS .
1. The davision of responsibility in traffic analysias

feollows, to aume extent, the division of inbercepi duties,
It 48 not pruoticable, at this stage, to define further the
division of responsibi ity in .hws subJect though this may
be desirable at a later date. In the meantime thare wall be
a full exchange, chrough reguler liaison channels, of all
wrlitten reports on Truffio Analysis whioch are prisared by
the various treffio annlysis and intercept control groupa.

Je In genernl the division of work must fall nn.turally
accordang to the locations of D/F and intercept statlons,

and the intervept tasks =and search prograar :s undertaken by
oach oentro. . ) B

b, Callaboration betveon the parties in the f.eld of D/F
shall be in the form of requests from any centre direst to
any other for beasmings and fixes cn spc:_:_:.f:_l._ea targots.

------ 00000600—————

None of these arrangements shall be construed as 'contmening any

clauses of the Basic Agreem®RT, but ahall take effect within the
scope and limitations establishsd thereby.
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APPENDIX E

CO-ORDINATION OF, AND EXCHANGE OF INFORMATION ON,
CRYPTANALYSIS AND ASSOCIATED TECHNIQUES

1, ALLOCATION OF TASKS. Allocataon of major tasks, conferring a one-
s1ded respongibility, 1a undesirable and impracticable until edequate
cammunications are established, For the present, however, such
division of tasks as 1s posaible will be attempted, In addition
collaboration between the parties will take the form of contimous
elimination, by mutual agreement, of unwanted duplication and contimous
suggostion and mutual arrangement as Yo the undertaking of new tasks
and changes in ths status of old ones.

l¢
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APFPRENDIX F.

EXCHANGE OF COMMUNICATTCR INTELLIGENCE
LND

GO-CRDINATION AN TRANSLATTON.

\ Y

EXCHANGE OF DECRYPTS, TRANSLATIONS AND ASSOCTATED FRODUCTS.

1. Deorypts of forciin corrmunications w21l not be exchanged
betwoan the COMINT Centres in London and Washington, exvept as
provided in poragreph 6 of Appendix. E or as mey be arrangsd for
oryptenalytio or other tochniocal rcasons, but any deorypt or series
o’ deorypts will be made availeble on speclfic requost by one Contre
tr the other, if not probibitively ainconvenlent.

. 2, As the Centres will probably be uneble to tranalate all
deorypts or plexran texts in full or eveh in extraot, each will ocarry
out a proocas of scanning such as to meet its own COMINT requlrements.
_;’ The llalson officers will thorcfore be fres to soan thls metertnl to
ensure that emy partacular -nrnrasts of their own perty are being served,

3. Transl-i2o2, ~111 bo az<svmed to be 1n full unless labelled
"l at" or Yextract'.

4. If either party oconsiders that decrypts or plain texts serve its
intelligence meeds without translation, such deorypts or plain texts .
will be regerded by the other as if they werv ‘renslated texts and their °

between the Centres wall be precisely the same as that of
tranalated toxte and extracts (see paragraph 6 below), It 1a the
intention of each party to limlt such ococses to the minimm.

5. Camments will be olearly diatinguisheble as such and will be
, prefaced by thé word "ocomment",

‘.3 é. All translated texts, extracts, gasts (unless excepted by pare-
graph 7 below), rtems of Traffic Intelligence and oomrents appended

theroto, will be exchanged between the CQMINT Contres in Washington and
London oontinuously, ourrently and wlthout requeet unless otherwiae
arrenged in spooific instances, Such exchunge, complote or partial, willl
be offeoted hy radlo when specifiocslly requosted by the parties and in
addition a complete exchange will be offected with the least poaaible
delay through the regular liaison channels,

7 Glats which are meds by o Centre for 2ts owm use but not lsasued
will not be exchanged Jbut will be at the dlsposal of the linison
of'ficers who may ask for such deorypts or plein texts as may be
required, . ! i

8. All COMINTSUMS w.li be &vohaviged between the produoing Centres
in Washington and Londor. vhenivor they ars issusd and without request.,

9. The London SIGINT Contre 11ll be the channel through which all
COMINT items produsced by the cther British Comvonwealth Centres (except

. Ottawa), will be forwarded to the Washington “OMINT Centre amd through
which the azeme materzals produced by the Washinpton COMINT Centre will
be forworded, whsnsver appmgzia.te, to other ".ratlish Cormorwealth
recliplents, zemept Oanadian),

lmdmummﬁmm@tmdumm
o— mm-uma;deggnmmmmurmumﬂ
8cops and limitations established thereby.
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10. The Washington COMINT Contre will be the charmel through which
ell COMINT items produced by British Comomwealth Centres will be
forwardsd, whenever oppropriato, to U.8. reciplents.

DIVISION (F LG3OUR IN TRANSLATTON.

11, Baoh Centre will unilertekc suah scarming and translation tesks
as ore sulted to ito omm requiraaents and:-thoso of 1ts reciplents.
Ay exception will bc by pricr ‘~recment between tha Centres.

i2. The oontinuous exchange Lotween the Centros of thelr tremaleted
materinl will allow exrther party to eliminate umanted dupliocation in
transletion.

> STANDARDISATION G TRANSLLTTON FORM, ]

To avolcd ambaguity =a] ‘» pramota .:se of reeding, reference sund

4
v 1 »
!ivpzding, it wall bs *ic aan " 1{he Cop-: - in Washington and London|

LN

%
‘\_G

|
‘
i

o fLdopt a stendrrd siylc and L'y .t for mcadings, translated texts, |

gletya, extracts, oamwmnls aud = *. ilatora! notos. |
\

Gﬁ.\ . To that end the Lox.don SIGTHT Cemtre .l1 prepare a propossd
stylo &?-Layout which #1111 be introduced w .;: such modifiocations es - -vL
necoBs8f S pn soon ms it has een conriderec - the U,S. technical .
“Pe""f'list nonoorned. /

SLADAIISITIO, op RaNS) ATION CONTENT. |

; .

15. Rei'mm\to discvepanclos intransletion and to obtein standard-

i-ggt:;m mi to MEgtion terminoloyy, ench Centre will at onco compilo
dstdo reforent othsr r 1lst of the dlationarien and works of

Lng rhick Lt currently accepts as staendard for the

angunge 1]
izxfomnt:ozi;hn:}i:;;lt 18 oconocorned, and will contimue to forward such .
Y.

16. Edeli Contre rd.ll\
and' wathout roquest, oo
coapilations whioch 1t 1

fwnish to thu other, oontinuously, ourrently
es of all Supplemental Glossaries and other
: . rres ng 2 result of and for use in ita trans-:
lation procotses. Tho bl teriala thus exalonged wAll bo the besls for
it sntion, Ths CentTe®® the Centres with a view to inoreosing y
4" mmmruﬂwdewsm.ua:l.mtoa,gmefran’aimtotim.on }
3;. ; %“18ing awthority in a specific language field. ,
lﬁ-/ In order to dvvelop a &

: 4
lahguage oaah jmon etandard of validlty-grading in
anco of B:Ehﬂm s u.cont ®» will infcrm the other of the eignlfio-

utly uses in 1ts Supplopontnl Glosscxigps.
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AP PENDIX G

Emn:Lmemm

——

IEFINITION

-0 1. Paregraph 2 of the Britlhh - (1.8. Comunication Intelligonse ‘
Agrocment npeoifies thay the AgZieement governs the relations of the
oonmntiug.'partiea "in Oommuniotytion Intelligesme matters only”.

2, In the same puragmipn it is agrecd that the exohange of sush
collateral material as ls, applicable for techniocal purposes and is

not prejudioial to national intorests will, however, be sffacted o~
between ths COMINT Oentre s in both oountrles.

7 T e
e tG/IBr%moondama witljl this paragreph, collateral material is . N L e
dofirdd gy that material!from any source other than OOMINT which,
‘@, though cff' agnistence to {he COMINT Oentres (i.e. "eppllocsble for
(- ‘w:l;enlo\';l purposes”), ia'not directly o Oummunication Intelligence
natters ,

|

L. Consequently, material llsted in parngraph 3(a) (2) and (6)

of Agreement, though ,cbtained from sourcea other than

0 ioation Intolligende, is not collatersl material beocause it
\ - s 4 wotly a Communicntion Intslligence matters The exchange of

suh Laterial will be unrestrioted, except ns provided in

ph 3(b) of the eamant.
. (b) Agre

5e Simiierly, lof ormation concerning OOMINT methods and
” technl  Which ure developed by the COMINT Qentres undar U.S, or
Brit tent, L8 nmot oollateral material, and ibgﬂaadmnge 1a
governad by paragraph 4 of the Agreement. N S or

6. Collnteral ratexrlal avallable for technioul purpsses to the
.o OOMINT Centre of one porty will be made avelloble (through the

pochinery of linison) to the othor Centre, unlesn precluded by * -
parngroph 2 of the basio Agreemont or unleoss thore 1o objeotion by

the Hinistry, Department, Agency, Offioe or person which originslly
made the oollatersl materinl availeble or which bearas the

nlpomlbi}ity for ths ocontrol thereof.

r ““lone of thess arrangements shall be Gonstrued as contravening any™ — -
. olausas of the Basie Agresment, but shall take effect -uhr.n the -
- scops and limitations estahlished thereby. , '




ALPPENDIX H

AFRANGEMENTS TO BE IfuDis FOR COMINT COMMUNICAYIONS

TELECCMMONICATIONS ORG.NIS.TION REQUIRED. Frovialon will be
made for exclusive and rendily extensible telecommunications
between Centres and between Centrea and thelr ocutlylng stations.
Except for certaln D/F requirements, tone type egquipment should
be provided as soon as avallable. This 1> necesaary in order
to make possible the repld flow of all -ypes of raw traffic from
the polnts of interceptlon to the mever: Centree; the rapld
exchange of all types of re- traffic, te_hnlocal matter and
Comruniocation Int..lig:lce betwoen the Centres; and the
effioient contrnl of >uterception coverage, with conmsequent
reduntion in wagteful duplic.tion. -

INSTALLATION, MATNTENANCE AND OPERATION OF TERMINALS. The
Texrminals of ciroults Intended exclusively to carry COMINT
traffio will normally be 1nstalled, maintainsd apd operated by
the eppropriate U.S. or Britlsh Commounwealth authority on whose
territory t v teminals are gituasted.

P.RTICULLR CIRCUILS TO 85 ‘ESEJELI&ED. The followlng will de
86t up:=

(a) The London -~ Cshawa circult will be malntained, operated
and controlled by U.K. authoritles and converted to
channalized radloteletype at th: earliest praoticebls
time. London will control. U.S. outnorities #1ll
operate the Wozhingtin termin 1, malntaln the Oshawe -
Washington landline, and provide faoilitieg for relay %o
the London SIGINT liaumeu unit 1w ‘ashingion.

(b) A London =-JFashington radioteletyps olroult will be
established and t.o ohannoles thereof will be allooated
exolusively t0 COMINT treff'ic, This circult will be
operated by the copropriate U.S, or British authority
on whose territory the terminal 1s situated, with
Washington controlling.

(6) The Melbourne -~ Homolulu cirouit will be ro-established
end channelised, and will be opsrated by the appropriate
U.S. or British Commomweeltlr euthority on whose territory the
terminal ia situated, with Honolulu controlling.

STANDARD PROCEDURS #ND OFPER.TING SIGN.ALS. Standard Procedure and
operating Signais will be Introdused for ocombined use. The ourrent
oombined Pyocedure amd Operating Signals will be adopted initlally
subJeot to Minor modificeations which may be frund nacessary and
mutually agred from +ime +r lims to mrel speolal COMINT requirpg-
menta, Tn addition, thd U.E. authorities will underteke the
preparation of a Combined COMINT Corumunications Manual, which wilfl ba
adopted for use when approved by the LONDON SIGINT BOARD 4ND STANOIB.

COMMON CRYPTOGRAPHIC AIDS. Common oryptographic aids will be used for
m%aﬂom. Initially COM, SIGCUM, one-time
tape (SIGTOT), And one-time pads will be used. The matter of
cryptographic aids will be kept continuously under review with the
object of maintalning and i1noreasing security and of facilitating

communioations,

Kone of these arrangements ¢ be construed as contrevening any R
damdtMMAm#ﬁlmeluhoﬂm within the .
scope and limitations established theredy. ) .
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APPENDIX H

CAI{ONICATIONS LIAISON. 4 -epresentutive of the London

Sigint Board and a repressntative of STANCIB will be glven the
specifio duty of kveplug under review CGMINT communications
problems and of ralsing gnd advising on auch problems es they
[o7e]4 303 oY

PROVISION COF + The provision of equipment will be by
mu aasistance where neceasary and praoticable and as agreed
in each speoifio ocase.

USE OF UNLBEASED c%'g. Unleased commerolal ocables will be used
or tranamiasion of COMINT trafflc only as a comaunloations
eMBTgency MeasuYs.

TRANS~ATL:A 'IC Bafy ROUTES. The trans=Atlantlo bag mu‘l:;s will

be kept under revies with thc ubjuot of taking Pull advantege

of improved sez ard alr sezvicaes.
USE OF MICROFIIM., .1l Ceatwws will be equipped to hardle

™o 5O = 1t may be aveilable for use vhen it iz not
prooticable to send ihe origlnal material.

R W s R BT e = v R My sy R SR M Ph. B« mB
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AFPENDIX I

LILTSON AND
UEAINE..3 FOR EXCHANGE

LI.ISON PERSONI 30

1. Eech party shull .curtoin, 11 the country of the other, a
senior lialson official acorodited 1o the othe . M1 Comunication
Intolligence liaison matters in eaach country ¢.'all be under the
copmizance and control of the senicr Comrmumic: iisn Intelllgence
liaason officaal in that country.

2, Upon agreemsnt between STu«CIB argd the London SIGLIT Board,
additional liaison persoinel may bs accredited, and working zroups

. ney be assizned, to operating agencies of either party by the other,
A1l such additional liaison personnel shall be under .he control end
diréction of the senlor lizason official. .

3. Surtable o“fice Pacilitier vill be nadc avearlable as necessary
by the party to . 'om the lisason officrals are accredited.

&, Liaison officials of one party shall nomally have unrestricted
agoesa to those parts of the other's oporating agenoies which are

. engaged diroctly in tho production of Commnication Intelligence,
exoopt such parts thereof which contain unexchangesble information.
Tnz poin*ts of contact of liazson officials within operating agencies
for requests and inquairies shall be as determined, established and
l:nited by the party to which they are accredited.

5. in additzon to the above regularly assignod personnel, visats

by selected personnel for srort periods of tuie to deal with special
problens will be enocouraged.

CHANNELS FOR EXCHANGE.

6. Requests by a party or 1ts agencies Por nformetion or material
shall be made by that party vaa its semior lin: son official accredited
to the other., Nomally the other perty's senic limason offaciel shell
be kept 1nformed of suah requests.

7. The semior liaison officinl aoting through the proscribed
chormels and points of contact, shell receive whatever bactinent
informetion or maternal is made available to hiy, and shall forward it,
normally via charmels under the control of his oom country. The
roceiving party shall give the senior licison offigral of the provading
party, whatever share in the distribution and utilizotion of the

information as mey be agreed upon locally,

clauses of the Basic Agreement, shall take effect within the

None of these arrangements shall bi construed as contravening any
I scope and limitations eatablished thereby.

E——
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8. However, the routine exchengs of COMINT materzel may be
exfected as mutually agreed directly between the Centres over
ocaurunication channels Jjointly and sxolusively meintained for
COINT purposes. In edditicn, a1t 28 contemplated that charmels for
contimcts conference and arrangement direetly between technioel
sections oy be established,

9. No provaeion of parasrsph 7 above ahall be aconstrued as
proeventin: eirthor party fron coocamodating the other by tremsporting
materrals for the other perty. . ]

10. Eaoh party shall normnlly assist the other's senmior linison
offiocial by 11king eveilable to hi- Pacilities Por packoging and
preparing metemal Zor transportation. Eech ..ty shall , to the
extent of faclitlos oporatsd by or aveilzble -v it, essist the
othor's senior linison official with sefe-hend and othor tranaport-
ation witiin i1ts oen country.




3 JLq#00a/7Js“
4- DEC 1947

y 17
\ APPENDIX J

INTERPRETATION OF
CERTATN PROVISIONS OF THE
U.S.- BRIT [¢] A GENCE AGRER INT

INTRODUCTION

Consequent on meetings held in December 1947
between USCIB and the Director LSIC representing the LondonSignal
Intelligence Board, the following interpresations to certein
paregranhs of the British-U,S. Communication Intelligence
Agreenent, dated larch, 1946, and of the appendices thereto
are hereby agreed to by USCIB and LSIB and will becone Appendix
J to the aforementioned Agreenent,

’ INTERPRETATIONS
1. It i8 understood that the LSIB will not initiate
or pursue any contact with any nation of the British Connon-
wealth on Sigint matters other than witn the Doninions of
Canada, Australis and Wew Zealand (with each of which agree-
sents already exist) without first obtaining the views of
USCIB. (It is noted that at the present tine LSIB3 does not
envisage any collaboration with Comnonwealth Hations other
than the above.)

2., It is noted that the llelbourne Sigint Center

(LISIC) 1s, in contrast to the Communiocations Branch at
Ottawa, not a purely national Centre. It is and will con-
tinue to be e jolnt U.X. - Australien - New Zealand

. organization, manned by an integrated staff.

3. It is noted that a pre-requisite for collabora-
tion by Canada, Australia end New Zealand with U.l. was an
unequivocal acceptance of the provisions of the "Ixplanatory
Instructions and Regulations Conocerning the llandling of
Signal Intelligenee (IRSIG)" which has already been given by
the Sigint Governing Bodies of the Nations concerned and that
continued collaboration is dependent upon their adherence to
these regulations.

L. It is the intention of 1LSIB to obtain fron the

Sigint authorities of the collaborating Dominions fornal

assurance that they will ablde by the terms of pearagranshs

5, 8, and 9 of the SBritish-U.,S. Conrunication Intelligence Agreement
and of paragraph 5 of Appendix ¥ to that agreement. Such
assurance will be transpmitted to USCIB from L3IB.
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5. LSIB will notify USCIB of the present .assign-
pent of cryptenalytic tasks for !1SIC and will notify USCI3
in advance before authorizing any new or altered crypt-
analytic tasks for that Center.

P
6. Both USCIB and LSIB will:

(e) Mot pass to any of ths collaborating
Doninion Centers CONINT items originated
by agencies of the other party without the
consent of that party, except as lmid down
in paragraphs 7(c) and (d) below or es nav
be fron tine to tine nutually agreed.

(b) Pass to the collaborating Dominions vie
the agreed channels only such technical
matter and portions of the Status reports
as are deemed by the originating agency to
be relevant te the agreed tasks upon which
each Dominlon is engeged.

7. USCIB takes note that, as regards LSIB's policy
towarda the integrated Center at l[ielbourne, LSIB intends
in future:

(a) . To glve every encouragenent and assis-
B %anceHGOMPuraue:f;;::;::hs the main orypt-
EO 174:i¢) analytic task of e Conter together with
EC 1.4.(d)-. ~ minor tasks of local lnterest.

(bfu“-ano employ lelwourne-controlled inter-

ception statlons (some of which are U.K,
naaned) o6n tasks to which they are best
suited by reason of tiaeir loaation, which
inevitably include

(c) To pass to NSIC (in order that 1ISIC
may carry out (a) above), the teshnical
and baokground natter relevant to these
tasks, whether it be obtained fron U,S, pr
British sources, except matter of U.S.
origin designated by U.S. authorities as
for U.K. use only.

(a) To pass to }MSIC for its i1nternal use
only (and to enable that Center to carry
out (b) above) the necessary technical
natter required for such interception ocon-
trol, whether obtained from British or U.S.
traffic analysis or cryptanalysis sources,
except matter of U.S. origln designated by
U.S. authorities as for U.K. use only.




