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NAVY DEPARTMENT

% BeS @ é’n 11(4,) OFFICE OF THE CBIEF OF NAVAL OPERATIONS ‘

Seri WASHINGTON ,
o
S Ten 14 Mareh 19
Proms nhdt Chhf ot Naval Operations.
To1i Commander in Chief, U. S. Pacifie Fleet.

Commander, Seventh Fleet.
Cormander, Third Fleet.
Officer in Charge, U. §. Pacific Fleet |
Radio Unit. I
0fficer in Charge, U. 5. ¥leet Radio Unit,
Melbourne.

Subjectt U.8. - British R,I. ("BRUSA") Cireuit -
Instructions for Use.

Eneclosures (A) Instructions for the Use of Crypto-Ch;nnel

34 in Conjunction with Britlish - U,.8.4A.

Exchange Network (BRUSA). ]

b 9 As a result of discussions between represpnta-

tives of the U. B, Navy Commnication Intelligence anizs~
tion and British Commmication Intelligence representptives
regarding the exchange of Communication Intelligéence paterial
between U, S. and British stations, the following points
have been sagreed ont ;

(a) A comprehensive U. 8. - British eireyit,
be ed the ®BRUBA®" gircuit, will be eptab-
1ished as early as practicabdle botwun
Melbourne, Pearl Harbor, Washingtom, Lond
and Oolonfm Joining U, S. Naval a.ni Brit
circuits at present used for the dissem
tion of Communication Intelligence materi

(b) This eircuit will carry Technical Informa
Decryption Intelligente and*Traffic Intel
ligence considered essential (by the Offi
in Charge of the Communicatinn Intelligen
station originating) to transmit by dispa
from any of the five Communication Intel
stations concerned, plus essential edmini
trative commmicationg between these five
mmicetion Intelligenze stations.,
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Bubjects U. S. - British R.I. ("BRUSA") Circuit -
Instructions for Use.
(¢) Decryption Intelligence (DI) consists of | Intel- Do,
ligence derived from the decryption and ¢$ransla- ﬁh&

zidn of enemy readio messages; Traffic Intelligence
TI) consists of Intelligence derived from enemy
radio comrmuniocations by all other methods than
actual decryption; Technical Information |consists
of all information concerning code or cipher re-
coveries, crypto-intelligence, new methoqs used

in obtaining recoveriea and mgestiona £ pos-
sible methods of attack eral, informa-
tion of value to-the cryptanniy !

(8) DI and TI on this circuit will include, in addition
to Haval Radio Intelligence, Naval Air dio Intel-
ligence available at the stations, and Alr
Radlo Intelligence which British station obtalin
from British sources.

(e¢) The circuit aslso will de available for the trans- i 13
mission of such periodiec summariged Radiq Intel- L
ligence bulletins as the various ¥Fleet (C(ommanders ST
deen necessary to send. :

(f) The function of the circuit will be the ¢xchange
of the above-mentioned types of materisl (as may
be necessary) between the five Commmicafjion In-

telligence stations, Routing, inecluding jaddressing L
and classification of traffic, will be af§ the dis- T
cretion of the officer in charge of the qriginating e
station, and will be achieved by ¢ at all i

stations with communication instruections in En-
closures (A) and (B). Care shall be take¢n to
preclude transmission of messages to Brifish sta-
tions which do not need them. 5

(g) ALl traffic will be {n CCM*when any British station
is in the address. The establishment of |this cir-
cuit does not alter the instructions congerning use
of ECH for traffic exclusively for U. §. |Navy sta-
tions,

(h) The esstablishment of the "BRUBAY circuit |will be
dependent on the provision and distribution of
necessary machines and drums, which will :be effected
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Subject: U. S. - British R.I. ("BRUSA") Circuit -
Instructions for Use.,

_as soon as practicable, and on the availabjlity iﬁﬁi
of siuch additional communication personnel|ae E’é
may be necessary, L=

(1) Any changes or modifications affecting the
PBRUSA® circuit after it is established wi
promulgated in identical messages, origina
whshinzton for U. 8. atations and by Londo

(Bletchley Park) for British statioms, aft
asroenant has been reached between Washing
(0p=-20-G) and Londén (GC and C8).

2. Yhen all British and U, S. Navy stations c
have received necessary crypto instruotions and mat
dispatch will be originated at Washington designat
and time when c © channel 34 will become effecti
Navy stations will divert from the preseant Co
in Crypto-echamnel 33 only such items as are ¢ e
originating station to be required by the British a
those items selected by the British Liaison Offlicer
stations, upon release by the Officer in Charge of
tion. e collective calls DAZE and DISC will be u
spectively, in place of TUNA and COMB on those mess
intended for British as well as U, S. Navy addresse
Crypto-channel 33 will be rctained for use by U. S5,
as at present for remaining TUNA and COMB traffuc.

statinns,

3.  Similar instructions will be issusd Ly British it

authorities to those concerned in their Eervige. udt

Mazelit™s
o Transmission c¢f this letter by rogistered mail within
the continental limits of the United States 1s authdrized.

J6;eph R. Redman)}
By direction,

Copy tos
GC and C8
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INSTRUCTIONS FOR THE USE OF CRYPTO~-CHANNEL 34 IN CONJUNCTION
WITH BRITISH - U.,5.A. EXCHANGE NETWORK (BRUSA)

RECISIERED PUBLICATIIONS

1, Crypto-channel 34 is to be used only for the exchange
of Jananese Communication Intellirence betwcen British and U.S.
units as specified herein, using only those registered nubli-
cations (CCM, Kcy Lists, Code Wheels) assigned i'or use in this
channel, Adminictrative trafilic or other matters will be
handled in other existing cryoto-channels.

2. The basic publication for use 1n this channel 1s the ='%ﬁ
Combined Cipher Machine (CCN). bl

3. A key 1list, CSP 2521 (A) containing sctiings for
"Special”™ and "Secret® clessificetions, has been assigned for 1%
use in this channel for the purposes nereinatter specified., _ Jo#
The "Special® setting, with the external indicator =l
to be used only for the exchange of Decryption Inte ence and S
Technical Information, as follows: Y

(a) ZTrauslations of intercepted messages, direct refer- sl
ences to such translationc, and informatioun pertinent thereto.

(b) Technical cryptanalyticel information, recovered xeys
anc values, captured eryptogranhiec information, etec.

(c) Other Deeryption Intelligence dispatches of an equal-
ly secret nature.
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£ be The "Secret” setting, with the external indicator
fome #, is to be used only for the exchange of Traffic Intel-
gence as followss

(a) Information rcparding call signs, freauencies,

circuits, etc. .
(v) RFP, TINA, D/F fixes, etc,

>

(c) Otner frafiic Tntelligence oisnatches of an equally
secret nature,

e gl

5 The code wheels (drums), CSP 2511 and CSP 2531 (modi-
fied for Typex), will be superseded at intervals of three
months. The key listz, cach applicatle duriag the effective
veriod of the code wheels, contain daily settings.
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6. Notice of the superceding editions of all purlica-
tions used in Crroto-chamnel 34 will be oromulgated by ™ucii~
ingtoi. as the origihal issuing office. Requests {or acdditional
copie:, notice of compromlise, or any other matters concerni
theze publications, will be addressed to Washington (0p=20-G
for action., Any necessarv cmergency regulations affecting the
use of these miblications will be promulgated by 0p=20=(,

7. Reserve on board editions of the coce "heels and
kev lists wlll be isxued with the original editlnns,
\ ‘ ONE

8. The BRUSA statlions have been assigned the collective
call sign DAZE, Dispatches addressed to DAZE will reach the
following eddrescsees, less the originator:

Vashington (0p=20-G) TOTO
Bletchley Park (GCCS) BYX
Pearl Harbor, T.H. (FRUPAC) DARE
Melbourne, Australia (FRUMEL) T2W
Colombo, Ceylon (FRULF) BJJ
9. A more inelusive collective call sign, DISC, com-

prises the above named BRUSA stations, plus the following:

Cine Pac
Com Third Fleet
Com Seventh Fleet

10. These additional units willl only receive dispatches
addressed to DISC, They will not originate dispatches to DAZF
or DISC except through the designated BRUSA station and with
the actual originator encrypted in the text. Normally, mes-
saZzes dealing with Technical Information and Traffic Intel-
ligence wlll he sent to DAZE only, or to speeific station(s)
wien all under DAZY are not addresced, Decryptinn Intelligence
and Tralfic Intelligzence messares of Operational wvalve will be
sent to DISC or to specified statlon(s§ vhet all under DISC
arc not addres:zed, -

\CE OF 71, ENCRYPTION

11, It 1s eszential that sll codlirng hoards exercisc grect
care in the encryption of dissatches, not only :for rezi-ns of
cectirlty, but also beecavec the nuwber of stutions Iln the BRUCA
netrori will involve a prosortiounl manber of rerrests ‘or
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check snd renetition on faultv ener:ntisnz. Cr'mnvlets unier-
standing of the use of all publicati-ns orovidefd for this
charnel is also essential, and eacn cneryntion must be care-
fullyvy deciphered or checked before transmission,
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OPERATING INSTRUCTLHNG FuR BRITICH - U.C,h.
20 OF SA)

CHAPTER I,

Participatinr Ctations

Operating statione in BRUSA, listed =ith cell 7 i7ne, arc
as follows:

Locatiop Abhreviation Redlo Call
London, England GCCS BYX
Washington, U.8.4A. . O0p=20=0 T0TO
Pearl Harbor, T.H. FRUPAC DARE
¥elbourne, Australia FROMEL T2W
Colombo . FRUEF BJJ

# Collective Calls DAZLE DISC

# Collective calls include all of the listed opernting sta-
tions, The call sign DAZE or DISC will be assigned by the .
Coding Officer prior to the transmission of the message. E

CHAPTER II,
Geperal Operations
The recognized procedure of operati-ns is to be rcgulated
by, and to conform with, the practices set forth in the follow-
ing joint publications:

1. Combined Radio Telegraoh (W/T) Prncedure,

P

B

(short Title, CCBP-1). et

2., Combined Nverating Sipgnals. (Shart fitlc, CCRP-2),

The route for the ultimerte deliverv of DAZEF or DISC .ec-
sages or method transmission l: :hown for each individusl
BRUEA station under Chapter IV. -

thile BRUSA stutions may T =e» not have smaller rub-
stations to "hich they wlll pars DAZE or INISC nessages by
juint pre-arrangement, this outline will not be concernec with
such deliveries, end any BRUSA stetion heving such a recogniz-
ed commitment will arrange its own procecdure therefor.

ENCLOSURE (B)
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CHAPTER III

Procedure Mcgsages

It will readily be understood that s heavy flow of traf-
fic, all of whieh 1a addressed to multiple addressees, must
necessarily be handled with a high degree nf accuracy or else
result in excecsive vrocedure messages renuesting corrections
and repetitions, For exammle, if the initlal tronsmission
of a DAZE or DISC message originating in one BRUSA station i3
garbled, the resvlt will be four nrocedure messazes from the
remaining BRUSA statione renuestine repetition., Nhviously,
the evcentual result would mean an amount of procedure mes-
sages that would seriously impede the proper flow of traffic,

An efficacious method of reducing the number nf operat-
ing queries 1is the well-imown practice of employing a collat-
ing staff to conmpare transmission copies with originals, All
stations are urged to employ this method when poscible and
assist in reducing queries by the transmission of rapid end
voluntary corrections when discovered.

Because of the number and variety of circuilts and routes
employed by BRUSA for the transmissions of DAZE and DISC
traffic to collective addressees, the following noints are
to be observed 'vhen sending service messages on such traffie:

(2) Address the procedure message or operating
slgnal to the station that orlgin:ted tne mes-
SAge in guestion.

(v) Refer to dispatches upon which a correction
or repetition is desired by date/time refer-
ence primarily, which is to be inzerted in
the procedure messasre or operating signal as
follows?

NR 45 GC
- T - A- TOTO T2W
QJM 1315202 AA BT
Circuit numbers relatin: to previccsly hendled ressages @y
alsc be used for reference purposes in the text of ryrocedure
messages or with operuting signils, The dete/time ruferunce

mist, however, always be Included because of the msny routes
and circuits in use.

FNCLOSURE (B)
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CHAPTEFR IV,

Responsibilities of PRUSA Stetlions Relative tu DAZE
o2 DISC Irsfflc

A brief outline of the responsibdilities of the five BRUSA
stations is set forth for a better understanding of individuel

operational nroblems,

In the outline, 1t is underatood th=t the wrocedure pre-
scribed under CCBPl and CCBPZ2 applles only to the five BRUSA
stations and - BRUSa transmissions bhetween them,

When traffic is referred to as being Yoriginated® by one
of the five BRUSA stections, it is under:stnod that this means
that the treffiec may have been re-addressed upon "entrance®
to the BRUSA circuit, and therefore will be treated, for all
practical operating rurposes, as having teen originiated by the
BRUSA station which starts it on the BRUSA net.

In this connection, no cnll signs are to he used for DAZE
and DISC traffic on the BRUEA Network except the following:

DAZFE - Collective
DISC - Collective

I2W - FRUMEL
TOTO - O»-20-G
DARE - FRUPAC
BYX - GCCs
BJJ - FRUEF

BRUSA stations will normally apply all necessary procedure
from the ~ublication (CCBPl and 2) necessary in cases of emerg-
ency, to complete transmissions and deliveries to all BRUSA,
especially when there are circuit fasilures,

BESPONSILILITY OF COLONFO
ORIGINATED TRAFFIE

DAZE or DICC traffic originated v~ Colombn 1s normally to
he troansmitted to GCCS only, with re-transmissior instructions

inecluded in the heading. (Bee Combined Operating Signal "QNL® -

meaning "Pacc to whom responsible".)

[
This »ill insure that GCCS passes to remainder of BRUSA
stations via the next ctation in the network, normally ¥ashing-

ton, et present.

ENCLOCLHRY. (H)
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DAZE or DISC truffic received from GCCG will rormelly
carry no transmitting or rclay instrictionz, z2nd it ic not in-
cumbent upon FRIEF (Colomic) te nass traftic received from GCCS
to any other BRUSA stations unless speclifically directed.

NOTEs Whenever, 1 accordance with existlng arrangement,
traffic has been trensmitted to Mclbourne by Colomho,
Colombn will so indiecnte In the transmission to GCCS
by employment of the nrooer =ignal from CCEPl.
Fxamples

(Important) - QNL - QLR - T2Ww - A - BJJ 131214 DAZE
(or DISC) GR :
Zypicel Message Headings
DAZE or DISC message originated by Colombo for transmis-
sion to BRUSA via GCCSi
(Important) - QNL = A - BJJ 131214 DAZE (or DISC)

GR

DAZE or DISC message originated by Colombo for tresnsmission
direct to Yelbourne:

(Imhortant) - A - BJJ 131215 DAZ' (or DISC) GR

DAZF. or DISU mecscage originated b other BRUSA stations
and received by Colombos

(Importsnt) -~ A - (Call) 192208 DAZF (or DISC) GR

RESPONCIBILITY OF GCCb

Oripipnated Traffic

DAZE or DISC troffic originsted by GCCS is to ve transmit-
ted to FRUEF (Colombo) and Op-20-G, Woshington. No re-trans-
missdnn instraetiones are normally to be includeé¢ in the headlngs
af sneh traffie =sent to FRUEF (Colombo).

The Combined Operating Signal "QNL"™ 1s to be inserted in
DAZE or DISC dispatches transmitted to Op=-20-0. This will
indicate to Op=20-~0 that the message is to be "repeated to those
for nhom you are responsible®; in this case, other U,S. ERUSA
stations, namely: FRUPAC and FRUMEL,

ENCLOGUERL (B)
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Regelved Traffic
From 0p-20-G in Washingtont

Transmit to FROEF {Colombo) - no Operating Signal t- be
inserted in sugch dispatches as FRUEF is not normally respons-
ible for delivery of received DAZE or DISC traffic tn other
BRUSA stations,

From Colombo:
Tranrmit to Washington, reta2in oner: bting sifn.lc ‘n heotd-
ing to insure delivery to all reraining LFUFA statlon',
Wt
dypical Messare Headings '
- -'5.'."?&.
DAZE or DISC message originated by GCCS for transmission L

to FRUEF (Colnrmbo), and Op-20-C Washington:
(TO FRUEF) (Important) - A ~ BVX 101530 DAZE (or DISC) GR
(To Op-20-G) P - QNL - A BVX 101530 DAZE (or DISC) GR___

DAZE or DISC message originated b, Colombo for transmis-
sion to Op-20-01 :

(P) -~ @NL - A - BJJ 101620 DAZE (or DISC) GR

DAZE or DISC message originated by Colombo for transmis-
sion to Op=-20-G via GCCS, already transmitted direct to Mel-
bourne by Colombos

(Important) - ONL - QLR - T2W - A - BJJ 181612 DAZE
(or DISC) GR

CIEd
E. Eﬁ”

iy S Yo WASHINGTQ
3 nt T ic

DAZE or DISC truffic originetced by Yeshington (0On-20-G)
iz to be transmitted to Honolulu, to Melhourne znd to London
(6CCs) for Colombo,

The Combined Opnerating Stgnal "QNLY is to be inserted In
the heudings of messuges forwvarded to London., No "QNLY 1is E L
normally necessary on those transmitted to Honolulu or Mel=- ’
bourne. If eommunicetion from Washington is temporarily in-
terrupted to either Honolulu or Melbournc the procedure sign

-5 -
ENCLOSUEE. (B)
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®T® followed by the desired call sign will he inserted in the
headings of dispatches to insure delivery o e'ther ¥elbourne
via Honolulu or to Honcluwlu via Melbourne.

Racaived Iraffic

DAZE or DISC traffic received from London (GCC8), which
will carry the Combined Operating Signal ®QNL® is to be trens-
mitted to HBonolulu (PRUPAC) and Melbourne (FRUMEL). No "QNL"
is necessary in such messages, in the vrocess of re-trans-
mission, when normal channels of communication are operative
to each stetion from Op=20-0,

DAZE or DISC traffic received from Melbourne (¥RUMEL) or
Honolulu (FRUPAC) will always carry "QNL" and will be trans-
mitted to London (GCCS8) with the ®QNL® intact to insure further
delivery to Colombo (FPRUFP)., In some cases cdlspatches will be
received from Melbourne carrying the Opersting Cignals QNL QLR
BJJ in the hesding, indleating thst Melbourne has already
passed the dispatch to FRUEF. In euch cases, Vashington is
ro delete the PQNL" prior to transmission, The remaining sig-
nal QLR* BJJ will clearly indicate to London that the dis-
patch has already been transmitted to FRUEF and thet no fur-
ther BRUSA transmission is neceasary.

Ivpical Megsase Headings

DAZE or DISC message originiated by Tashington for trans-
mission to Honolulu, to Melbourne and to London (GCCS) for
Colombos .

Direet to Honolulu and Melbournes P - 4 = TOTO 260340

DAZF. (or DISC) OR

To London: (Important) - QNL - A - TOTO 260340 DAZE

(or DISC) GR

DAZE or DISC traffic originnted Tv other BRRUSA statinns
an® requiring further relay by Washingtont

P (Important) -~ QNL - A - (Call) 241719 DAZL (or DISC)
GR

DAZE or DISC trarfic received from London, dispatch
has already been transmitted to FRUFF:

(Ixportant) - QNL = QLR BJJ - A = BVY 182134 DIZL
(or DISC) GR___

-6 =
. ENCLOSUFE (B)




R ONSIB OF HON L
1 nate ) c
DAZE or DISC traffic originated b Honolulu (FFUPAC) ie
to be transmitted to Melbourne (FRUMEL) with no QNL normally
in heading, arnd to Washington (0p-20=3), with "QNLM in the

heading, in order to insure oroper delivery to London (GCCS)
and thence Colombo (FRUEFR).

Recelved Iraffic
DAZE or DISC traffic received from Melbourne (FRUMEL) ard
. L is to be transmitted to
Washington (0p-20-G) with the PQNL¥(or other operating aignals;
intact to insure delivery to London (GCCS) and Colombo (FRUEF
unless otherwise indicated. ’

DAZE and DISC traffic received from Melbourne without &
®QNL" 1is obviously not to be retransmitted to Washington.

DAZE or DISC treffic received from "ashington (Op~20-G) is
not normally to be retransmitted,

The receipt of a "QNL" in the heading of such traffic howe-
ever, will incicnte thc neccsrity for rotruncmission to Mel-
bourne (FRUNFL), In such casce the MQILY w11l te deleted from
the heading by Honolulu nrior to transmission to Melbourne.

¢ esge e Head g

DAZE or DNISC treffic originated by Hooolulu fer trensmig-
sion to all other BRUSA stationst

Direet to Waghington; ~ P - QNL ~ A - DARE 162244
DAZE (or DISC) GR___

Direct to Helhournej - P - A - DARE 162244 DAZE (or
DISC) GR___ -

DAZE or DISC traffic received from Helbourne to be trans-
mitted to Weashington for further relsy to Londont

- P - QNL - A T2W 061221 DAZE (or DISC) GR___

FNCLOLUEL (L)
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DAZE and DISC traffic ori ineted by Melbourne (FRUMEL) is
to be transmitted to Honolul FRIPAC) norﬂally with>rut a WQNL™
and to Washington (Op-20=C with "ONL® in the heading? to insure
delivery to London (GCC3) and thence to Colombo (FRU“F) If
megrs,'e has alrend: been transmitted to Colombo, thls is to be
iundicuted ln the trensmission to “msning ton,

Becelved Traffic

DAZE and DISC traffic recelved from Vashington and Homolulu
will normally be received without a ®QNL" in the heading, in-
dieating that no further BRUSA transmissions are desired.

In emergencles, Washington may indlecute, by insertion of
the proper Combined Procedure Signal in the headings, that dis-

patches are to be transmitted bv Melbourne to ({onolulu or Col-
ombo, even though this will not normally be the case.

Zxpical Mesaace Heacdingse

DAZE or DISC traffic originsted by Melbourne for trensmis-
sion to Washington and Honolulut

To Yashington; - P = (XL - A - T2%W 14020G DAZE (ar

DISC) GR

To Honolulug - P - A - T2W 140800 DAZF (or DISC) GR

DAZE cr DIEC traffic originsted hv Mcllourne for trensuis-
sion direct to Colunun, aicw:iny transmiscsion to Mashinpgton and
ionolulu ha:c buen completeds

(Important) - A = T2W 230615 DAZ' (or DISC) GR

DAZE =nd DISC treffic uripln.ted“py M lhourne for trens-
mlaslon to Washington, for further relar to London, snd to
Honolulu; Melbourne has ¢ mpletied transmicsinn direct to Col-
onbo}

~ P - QNL QLR BJJ - A - T2W 230615 DAZL (or DI:NC) GR___

ENCLOSURY (B)
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t All of the material and examples shown ‘in Chapter IV
have been compiled for the benefit of wunits that may not be
immediately familiar with Combined Procedures.

It 183 to be understood that the examples shown have
no velue when BRUSA stations are unable to use their own cir-
cults or routes and must rely upon other services to perform
trensmlssions,

In snuch cases where other cervicer must Ic used to
forwuard traffic to the addrecs:eves, proper opplicetiosn of the
procedure outlincd in CCEPl must bte oppllcd. DOyediceted uoon
this procedure, the BRUCA edarcsseces of tav collective call
signs DAZE and NISC mast be 2nde Imown to t':.¢ Eritiabh and
United Btates radio or cable stations thuet would necescarily
handle RRUSA traffic when BRUBSA circuits are inoperative,

-9 - ENCLOLORE (B)
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