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0@(}6 Memamndum ¢ UNITED STATES GOVERNMENT

DATE: 22 January 1946

FROM

SUBJECT: Memorancdum for members of STANCICC subcommittee on
Intelligence and Security.

Refs Ad Hoc Subcommittee memo. of 18 Jemuary 1946,

Herewith a copy of 2 tentative draft of ¢ proposed
British-U,S., identical Securitr rnd Dissemination Regulations,
prepared for discussion at next meeting. A éraft of a pronosed
section on exchange and lisison channels will follow,

i,

eclassified and approved for release by NSA on 04-08-2010 pursuantto E.O. 12958, as
mended. ST56834




m ITEXALIYE 22 Japuary 1946
)

APPEERLX _ X0 BRIXISE-U.D. Cale. AGREEMENT
Britiah ~ U 0. Commnication Intalligence
Sesuxdity and Diassmination Regulatlona

Sansxal
1. These regulationy shall be the basis of all regulations:

for the seeurity and dissemination of Comsunieation Intelligenes
information issued by or @or the authority of STANCIB or the
Lomdon SIGINT Board, YThe seope and phrasing of suech regula-
tions may wvary in accordanee with varying reguirements nf the
parties, agenasies, doparanmtn)and ninistries to whom they are
Gesigned %o apply, dus all MJ. De in accord with these bazie
regulations in every respeet. To insure unifora interpretation |
of what sonstitutes such aooora, each pngg»lml refer all

sueh regulations to the otkher for approul RXior £a lamue.

2. All regulations for ths seeurity and disseminstion of
Communiestion Imtelligence information shall, upon due spprewval
of both pcrtio;l and subsequents issue, become additions to this

(sestion) (appemdix).

Basis Princinles of Seouxity ‘
3. The value of Commmieation Intelligence, both in war and

ia peace, ecannot be overestimated: conservation »sf She souree
of this inSelligenee is of supreme importanse. It is essentiel,
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therefore, that the diaseminatior. eccorded a2ll related or
resultant information be strietly controlled and limited. The
phyaieal security ~f related docusents is not alone suffietent;
1t {2 essentia)l that all references %o the inforgation involves,
tud all revelations thereof, even iudirect, te avolded except
among those to whor this information is necessary for the

vropér performance of offigciu] duties, The time limit fcr the
safeguarding of Communicaetiocon Intclligence information never
expires. Althnugh from tixe to tine slleged Comenmication
Intelligence information sy be puhliahed, 2t is of the utmost
importance thaet perzona cognirant of Commmication Intelligence
matters &and reciplents of Communication Intelligence informetion
refrain frorw regariing the fact of such publiecation as relessn-
ing them from the necassity of waintsining complete ancd absolute
silence on all sublects involved until they sre freed from this
obligation by unmistakeable, caiegorical, offiecisl notice.

4e In time of war, the full effectiveness »f Communication
Intelligence eannot be reslized unless operational use 1p made
of it. However, when aetion ir contemplated in the light of
Communication Intelligence, the possibllity ~f compromising the
souree must always be borne in mind snd this danger mumt always
be veighed sgeinst the military advantage to be gained. In
general, momentery tecticel advantuge is not sufficient ground

for risking the compromise of a Communigcation Intelligence mouree,
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ﬂhmﬁ\edecision {1{s sade to take action based on Communication
Intelligence, studied effort must be made to ensure that such
action eannct be atirituted to Commmieation Intelligence
alone. In every cesse, where at all practicable, action against
& specific target revealed by Commmication Intelligense zhell
be preceded by appropriate reconnaisssnce or other suitable
deceptive meazures toc shich the enemy can Peasonably be expected
to attridbute the zction.

5. In time of peace the srineiple that the conssrvation of
Communication Intelligence sources is a paremount consideration,
affecting any action taken in the light of Cousuniestion Intel-

ligence, must be rigidly upheld.

Refinitions :nd Cetegories

6. Communication Intellizence (COMINT) s the name givem to
intelligence derived from the »ork of those agencles, operating
umnder the coordination anc conirol of STABCIB or the London
SIGINT Board, whieh study radio transmisesions, anﬁ other commmli=
cktions, not originated by United States or British officials,
The terms Coggunication Intsllizenge (COMINT) and fignsl Intel-
ligenge (SICIHT) are synonymous, Communication Intelligence i
divided into two catogoz;iu, sz followss

(a) Specisl Intelligence

(b) Traffic Intelligence
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7. Snestal Intellixemce is that Comnicntion Intelligence X
which results from the deoryption or cncmtod gommunigations. Vj[

" It is designated Dy the code word CRELI ¢=n1v$=l83i=I$:lills
1n:g_tbn_ottoeoay—-h*eh-*o—6oo4gnn4od-by—bhn—voau—wurd—iu0137~ ()
an_fdescrihed hapeteafter. COQHunieation Intelligenoe obtained ////,”
from plain language messages nay on oecaalou bu ineluvded in
the category of Special Intolliamcc.

8. mawmm—;mm
from the -enerynted f o) ol W>[JE¢’
d‘o'o' m Intelligunge is .thlt Commanieation Intelligence .

o~ ~ =

T(\P |_} 1-;./4\;'¢
X0P SECRET
(Insert on page 4 after old paragraph 9 (new paragraph 8).)

9. It is of the ulmost importance that all concerned fully
appreciate the distinctions entailed 1n the definitions of para-
grapfn’? and 8, above. The operations and technigues which produce
'_l;i'-affic Intelligence do not necessarily produce only Traffie Intel-
1igexlxjco_; 8.8., -traffic analysis and D/PF bearings produce Special
Inteiligence when they are used in connection with collateral in-
forma#_ion ‘obtained from Special Intelligence, as 13 the case when
the éﬁll—sign identifications and organizational relationships
ihvolved have been determined in whole or in part from decrypted

texts.
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wvhieh results from the deeryption of cncryptod commmications.
" It i3 Gesignated by the code word CBEAH e:c:;::sﬂiﬁz¥£::illa

az descrihed hesetmafter. comume&uon Intenigmce obtained

7. Aunseial Iatelliszence is that ccmun__icasiozi Intelligence @:

from plain language nessages Ry on occasion bo ineluded in
the category of Speecial Intolligonac. i
8. wmmmmm
aidy and not-of-tumediate. :1lihxzv~4nnnznanga,~aoa-nl$y~obtltnvd
frox -the- -enerypted. - iconnun&eabtonsbﬂf” Q\I 0
Mmmm.

d 9, STeafcis Intelligwes 15 that Cossrunieation Intelligence

vhieh results from the study :f conmunication networks and the

nrocedure signals and call signs appearinz thereon, traffic
loads nnd tendencies, D/F bearings, and¢ other messurecnents,
anAIyseﬁ)ané interpretations of the gxterngl phenomens of com-
municatlons; in short, {t is Comrmunication Intelligence obtained
by all means short of the deeryption of encryopted communicac;ons.
Intelligence obtained from the translation ~f Dlain language
pessages s normally classed as Traffic Intelligence but tway on
oocasion be classed az Special Intelligence. ITraffic Intelli-
gence is designated by the code word IVORY.

10. In war-time it may be founc necessarv to sub-divide both

Soeclel Intelligence anc Traffic Intelligence into smrller
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eategories in order to ﬁaéiiiiii. dissemination and to %EQ?%‘
TR L e o e, SEamer sl seesy
lﬁ‘_8;;z:Zn:;;Lt1c‘1~#U’.lll—at—pugq;g;aah:nn:.&::ltilj to be
distributed to special sgemoies and lower eehelons of the
military foreces which would net ?ﬁéiiiié N racelve,
otheyr Comsunication Imtelligence msterisl.

Disssmination
1. The guiding principle of dissemination is that each item

of Commmieation Intelligemce, as such, will be made known only
%0 those individuals who require it in the performanee of their
duties and who have been "indoctrinated® and made swayre of the
source. |

12, Every effort shzll be rmade to reduee the number of “indoe-
trinated™ persons to em absolute minimum. Personnel to be
{ndogtrinated for assigament to Commmnication Inteiligenee
duties shall be the subjeets of speeial security enguiries,
Exeopt in eagegories and individual cases agreed upon from

time to time by BTANCIP and the London E8IGINT Board, personnel
to be indoetrinated as recipiemts of Communication Intelligemce
information shall be the sudjeets of special security emquiries.
1. BTANCIB avd the London EIGINT Hoard ahall maintain ecom-
plete 1listz of persons currently %indoetrinated® for co-ﬁuuio
cation Intelligenee in their respective governmenta,
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14e BTANCIN and the London SIGINT Board shall ksep each
other fully informed of the departments, ministries, agencies,
offices and dread gatagories of persons receiving Commnnice-
tion Imtellignee and of the approximate numberz of ¥indoetri-
nated® persoms in each,

15, B8hould it become essential for operstional reasons (as
EAy oeeur in war) $o disseminate a specific ites of Communiea~
tion Intelligence to an official who 1a not an authorised
recipient (1.s., not "indostrinated®) it must be embodied 1a
-u commamication so worded that the sudject matter eammot be
traced baok to Commnication Intelligemnce sources (with names,
tines and positicns, snd other specific data from original
dearypted texts earefully omitted) snd, if to ba transmitted
by a means exposed %o -mtmopuon', encrypted in the availadle
cryptographic system of greatent security and most limited
distrivution, The code words REE, CREAM and IVORY are not
to be used in coanection with such sommunieations,

16, Commmication Intelligence shall never under any circum-
atances and in any form be disseminated to any ministry,
departasmt, agency, office, or individual from which or fros
vhom 1t might reasonably be expeected to find its way,
officially or extra-~officially, into the possession of any
person oy group vho eculd use it for ecommercial competition

or commercial gain or advantage.
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17, VABVE-trvelligence. ahall. De . actordad.-especislly-tiwmtted |
41 seenination- spproved- ir-detatl "By STANCYE  s5r-vhe-bondan \ﬁ}/’
“IOINT Board, as appropriate, Each SINITReep She other-inform-

od of the-deseils. of suoch approved disseminetion,

Security Clasaification and Irsnsmission

. of Communication Intellizence 3

/l/Ld-Hvl e ) / A 0:?
Carffi g

TOP_SECRET

(Insert on ﬁage 7 after old paragraph 19 (new paragraph 18))

19. IVORY information is classified SECRET. The word SECRET
and the code word IVORY must appear on every sheet of paper which
contains this intelligence, unless TOP SECRET CREAM information
appears on the same sheet. This rule applies to maps amd charts
on which are plotted data and information derived from Traffie
Intelligence. The code word IVORY shall be included in the text
of every despatch (signal) conveying such intelligence (unless the
despateh also conveys CREAM intelligence), except as provided in

paragraph 23, below.
' \8; Demiec, Via OIT1CeY courier and other safe-hand

channels, and over routes, approved by STANCIE
or the London SIQIRY Board, or both, as appropriate,.

{b) ¥ia completely protected local communication systems exclosivel
internal to agencies anc offices produeing or utilize

ing Commmication Intelligence of the apprepriate
categories, o ' a



PaS

N\
N

Rl —

IOPHECRES

17, NAWE-inteiligance shall he ageorded-espeetsity-ttwtted: :
disseminesion- approved-4n-detsll By ETANCIE sr-she-London \\V/
“TOINT Board, as appropriate. Tach sShslY Xeep the other inform

od of the-details of sueh approved disseminatian,

Ry VI P 7 Q\Q
JE. "Rav satesded® (i.e., intarcented traffic zhoring no U\\ %/
evidence -f arﬁcosﬁi‘ng/‘.‘or Communicatisn Intelligence purnoses) bé\\
ts classifted il - /| wrlll pa g )
19. MMWE, CREAN, cmd@wowy mmmn ta clEssiftec ToP F‘*’"%
SECRET, The words fOP SEBCRET a}:d the asneseppbate code word must '
appear on every sheet af naper which contains this intelligence.
‘!‘b&_rulc applies to maps and charts sn xhich sre olotted data
ond information dérived £rom Cesmisiéctien m:enxgence.fl‘:pm-
pabe¥® code Tord ‘imx be included in the text nf everw desjateh
(signal) conveying such intelligence, excent as nrovided in
paragranh 23, below,
20, TOP SECRE?T Communicstion Intelligence material may not be
transeitted in plain language (umencrypted) except as followss
. (a) Sealed, via officer acourler and other safe-hand
channels, and over routes, approved by STAMCIB
or the London SIOINT Board, or both, ss appropriate.
(b) Viza completely protected local commmisation systems excluciveel
internsl to sgencies and offices produeing or utilis-
ing Commumication Intelligenge of the appropriate

categories. -7




oy QRO TT

AUl LT

0P CRCERT

(c) Via externsl landlines only as specifieally

spproved by BTANCID or the London SIOINY Board,

as approprttzo. in each instanse, | |
21, BRCRE? eation Intelligence mahada] may fnot de
trensmitted i plain language (umencrypted) except as provid-
od in paragraph 20, adove, and, in addition, by protected
postal chamnels (such as U.5. Registered Hail), and over
routes, approved by SIANCIE or the London SICINT Board, as
appropriate.
22. Exeept in the etfcn-staneos contexplated in p":g:’%EHch,
15, above, Communication Intelligenee natorialf%gxiluiftod in
merypted forz shall de emcrypted in special eryptographie
channels expressly and exoclusively provided for this purpose,
and im no other, Such channels shall possess at least the -)
sesurity of the CCH and must bo approved by STANCIE or the !
London BIGINY lo;;;. as appropriate.
2. In t‘chninnl commmieations which are strietly limited

in girculution to agencies unga(od_tn the various processes
involved in the production of Communication Intelligence, and
vhich sre enerypted in eryptographic channels sxclusively
assigned for suc¢h technical exchanges, tho words CREAN and
IVOXY may be omitted. he-dezigastion-liUVa-aiITwREUN OF
appliesble. $o0 the sechnisslsommmurioxtivor-cendtempisted—ir—titls
pazegdeph-lut, whan 1% 1s, Si-sust_appess,
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24« Other than as contemplated by parsgraph 23, above, Com-
wmmieations samong cognizant offiecisls of the British and 0.8,
governments whieh revesl astusl success or progress in tho
produetion of M, CREAX, sad IVONY informstion Aip apscifis
Anstanses or f£ialds shall bear the appropriate code word desig-
nations even though they do not themselves reves)l Comzunica-
tion Intelligence as such, / _S(,Cﬁé'r
25, The code words WS, % Mﬂw signifi-
m »:::4 Loa‘u‘:(oot:tyiorgl, sb:"; .-th.c #__M classifiecation,
In addition to the restrictions 1apoud by that classificatiom,
these comnotations shall not be made Ynown u-non-udoumm'
perscms, all Cadbi wdsds fa ¢
these-warda, used in their eode-word senses, in the presences of
'non-woctrmﬁcd' persIOons,
26, RExeept as implicitly involved in the operation of pars=-
graphs 15 and 20(2), above, domi@nts eontaining WNEER) CREAX
and IFORY imformation must remain execlusively in the possession
of f"indoetrinated®™ persons, secure from exeminstion by "non-
indoctrinated® persons.
fsneral Excention to Fagulations

Zor Classification and Dissspination
27, Wish the spproval of 8TANCIB and the London SIGINT Board
in each Yread instance, and despite any other provisions of

thess regulations, sertain—teshnicnliinformstivn;—sush—ev—traffie-
snalysis informgtion, exchanged among Commmmiestiom-Intelligenve

h -9-
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AL ARA1 00, -oonters;ani-units, -nsr-be-eturrified-HE0NEL. Lor
hisst Lo--the-sane-approvel, certain elementary Traffie
Intelligencge, such ss D/F bearings and fixes, and eertain
PMain langusge intereepts, usually from
may be disseminated under the classifieaticn CONFIDENTIAL,
The field of such dissemination need not be eonfined to':
"indoatrinated” persons, but with this exception, its extent
must be limited in accordance with the principle expressed im
’hrll!'mﬂlséap above. The code word IVONY shall not be em~
ployed in eomnestion with ths exchanges, use, snd dissemins~
tion contemplated by this parsgraph,

NSA25X6
EO 1.4.(d)



