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TEQHNICAL CONFERENOE

FOR THE IMPLEMENTATION OF THR U,S. - BRITISH

GGAINIAGREEEMT_

15th — 26th July, 1948

INTRODUCTION

1. The followlng arrangements governing the oollaboration bhetween the
U.8, and British Qomint Agonoies have bsen agreed betwsen USCIE and ISIB
in implementation of and as Appand.ioea to the U,S, ~ British Comint )
Agreement of 5th March, 1946,

2, None of thesse arrangements shall be consirued as oon’c;ravening any
alauses of that agreement but shall teke effect within the scope and
limﬂ.‘bationa establighed thereby

3. m object of these arrangements is to ensure that meximim advan-
tage is obtaihed from the oombiped available personnel and facilitiea of
both parties.

4. In accordance with thess arrangements, each party will ocontinue to
make availeble to the othor, continuously, ourrently, and without request,
all rew traffioc, Comint ltems and teohnlcal matier aoquired or produced,
ard all pertinent information concerning its activities, priorities and
feolllitles, both presemt and planned, subjeot only ta the prowiso con-
tained in paragrepha 3(b) and 4(1;) of the U.S., - British Comint Agreement

5. In addition, each party w'ill oontinue to maintain liaison personnel
at the sgency or agencies of the other party.

6o The two parties will comtinue to effect suoh standardisation =
e.g. of teohnical terminology, layout, procedure and organlsation - es
miy be possible,

7. By the close collaboration thus established, and by means of suggest-
ion, agreement, and arrangement as to changes to ‘be made, +the two parties
will contloue to effeat elimination of unnecessary duplioa.t:.on in ordexr to
ensure the maximum exploltation of foreign communications, However, the
aotivities underteken by each party must be basleally suited to 1ts own

needs anid therefore meither 1s in a position to accept any formal and fixed
cammitments for the allooation of speocifio taska to their respective agenaies.
Such an allocation would prevent the shifting of emphasis to tasks which
those agenoles may themsleves wish to undertake or whioch they may be required
to undertake by the consumers of thelr product. But it is agrsed that an
informal and flexible allocation of tasks, subjeot to alteration by either
party at need and sometlmes wlthoul prior notificetion, ia poaaible and
desirable; +that where one party accepte the informal alloocation of a
specific ta.sk it will, as a matter of highest priority, wake avellable to

the other party the and—prod.uots of that teak: that, if the party which
acoepts an informal allocation is ocompelled to relinquiah it, it will

inform the other party as soon as possible; and that, in the event of
elther party giving up a tesk to the other, every an'doavou.r will be made by
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the surrendering perty to maintedn dts intercept coveraze on the
task surrcpderod if thet party has been obtaining unique matorial,

8. Bach party may ©all upon the othor for assistance thon necossary
erd such requestas will be met vhencver practiocnble.

9, Although propress hag boon made in the provislon of adsquato
Comint telecommunication facilitios, 1t is agrocd that ceoh party will
continmuo to kcop under roview this, and the associated problom of

saf'e hand routes for the passage of Comint material of all kinda,

and wlll take all rcosonable stcps tovmrds further improvement.

10, The two partics havo forescen tho nocd for Jolnt emorgency
plans, rondy to be put into operation at or bofare ap ouibreak of
hostilitios with a thixrd party. )

1. Eeoh party wlll provido the other wrth tve or more coples of all
raports mentioned in tho folloving appendices and of such-like doouments.

12, All arrongements are nubjoct to rovicw and to modiflication by
agrocmant,

13, These arrangaments will become cffcctlvo on approval by USCIB
and ISIB, in accordance with paragraph 12 of the U,S, = British
Comint Agroemont,

14, In Annex A to this Introduction are listod those items whioh
for any reason have not boon resolved and on vhich a furthor cxchango
of 1does is considorod dosirebla. :

15, Annex B to this Intreduction shows how tho Appendiccs to |
the U,8, = British Commmiecation Intolligonec Agreoment, ss produbed
at ths U,S. ~ British Technical Conforenco of Marah, 1946, have been
ratified or supcrscded by the Appondicos ngrecd at tho 1948 Technionl
Conforaence, end vhich of the latvicr ara now, .
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INTRODOCIION
ANNEX A
1. The following 1s a list of items which for any roasons have

not been reasolved at the 1948 U.8, - British Teohnical Comint Conferance
arl on vhich same furthor sxchango of ideas between tho two parties.
might bo frueitful,

2, Standardisation of raw materisl format.

(e) Tho oxnct deteil af tho Exhibite to be ineluded with
K >

(b) A satisfhctory method of exchanging rav traffic where an
exact bermd-~for-hcmd reproduction ovor e oontinuouvs run
ls required.

(¢) The elimination of commmication diPficultios in exchanging
traffio in non~standard oodes. ‘

3. Rovision of T/A notations and cxchangs of T/A infonmation,

(a) Tho final Fform of the olement to be used to designate
service or function in an ITA oase-mmbar,

(b) The oxmot position in an ITA case-mmbor of tho lotter
denoting cmilassion type.

(¢) The usc of the 3 and 2-digit parts of an ITA case-mnmber,

(d) The usae of terms or symbols to indiocate the validity of
T/A inferencc and rocorstruction,

l (e) Tae use of stondardised namos to describe T/A olememts such
as cmission-systems, cellsign-systems, procedure codea
ctceters,

by eoific nomenclature for traffic typoa. )
vision of Status Reports vAth speocific objectives,
Divislon of presemt Intorim Report series.

Ttems H, I and J, tebled by ISIC for discussion at the Conferensce -
but the proposals of which the represontatives of the U,.S, Comint Agencies
had no authordty to agros without reference beok to’'thelr Agencies,:

Be Exshange of omd-products by redio.

Item L, tabled by LSIC for discussion et the Conference but
withdrawn from the Agenda after a statament of the British proposals,
with the intention that if should be handled direot between the Coordinator
of Joint Operstions, U.S. Agoncies, and thc Director, LSIC,
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é, Stardardisation of technicel rodio nomenolaturo,

Fature plans for intorooption and training of operators,
Iiaison in TPM and RAM flelds,
Roviow of agroed "stylc and layout " with partioular mfereme

to wao of velidity-prodings. ‘
Cloaer co=cperation in cquivalcnts and abbreviations,

Ttems D, G(3), H, 0 and P, tabled by ISIC bub not ascepted by
USCIB for discussion at the Conferonce,
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ANNEX B -

The following tebulations shcw how the .ippendices to the U.8.-
British Oomint /greemsnt, as produced at the U.S,~British Teohnical
Conference of 1946, have baen ratifiled or superceded hy ths 4ppendices
agread at the 1948 Technioal Conference, and whlch of the latter are

new.

Table I

LQ_{é JAppendioes

a
(Texms to be used)

B
(Primoiples of Security
and Dissemination)

0
(Colleotion and Exshange
of Raw Material)

y e
(Oo~ordination of and

Exnhange of inf on
on T/i, D/P and

E

(Oo—ordinatlon of and
exchanga of information
on oryptanalysis)

P
(Exohange of Comint and
oo-ordiration in trans-
lation)

[
( Exohange of oollateral
material)

H
(Comint commnications)

Unohanged.

Revised in 1948 .ippendix B.

Paragraphs 1-3 (Exchange of information on
interoeption faocilities) superceded by 1948
Appendix L.

Paragraphs 4-13 (Division of interception
tasks and of mearch programmes, exchange of
reports etoetera) revised ami transferred
to 1948 ..ppendix D.

Paragraphs 14~19 (Designation of intexcept
targets) revised in 19,48 Appendix C.
Paragraphs 20-33 (Exohange of raw traffio
endl stendardisation of raw materlal format)
superceded by 1948 ippendix M.

Revised in 1948 uppendix D.

Revlimed in 1948 .ppendlx E.

Hevised in 1948 .ippendix F.

Unohanged.

Revised in 1948 Lppendlix H.
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I Revised in 1948 /ppendix I.
(Lteison and chamnela
of exohange)
J Unchanged.

(Interpretation of
certain provisiona of
—~greament)

Teble IT

1948 Jppendioes

‘K
{Oolleboration in
| | plain

taxt fleld)
L
(Exchange of informa-
tlon on intervept

equipment fanilities
etoetera)

M
(Exohange of raw
material and stander-
diantion of raw
material format)

N

(Interim Emargenny
Flan)

2ith July, 1948,

Subjeot matter mot covered by 1946
Appondisos.

Ravision of paragraphs 1le3 of 1946
appsndix G.

Revislon of paragraphs 20-33 of 1946
Appenﬂix Cs

SubJeot matter not covered by 1946
appendines,
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CHANNEL: A wnit cr sub-division of a eiroult will be kmown as & channel,
CIRCUIT: A telecosmmications syatem between two points will be known as
a airoult,

COMINT ITEM: Any item of Speoial Intelligenos or of Traffic Intelllgence
WhiokL 18 distributed or releassd by a COMINT agency wlll be known es a
COMINT Item,

COMINTSUM: A summary off commentary based on related COMINT ltems, which
may interpret those items in the light of one another or of information
from other aources, will be lmown es 2 COMINTSUM,

COMMENT: Information appended to COMINT jtems elther in emendation or
elupidation, or in expansion of the information contained therein, will be
known ag a cament.

DECRYPT: 4 foreign oommmication which has pesped through the stages of

oryptanalysie and deoryptiom ond is in its orlginal language prior o
trenslatian will be known as a decrypt.

DIGRAPE: A two character group will be knowm es a dlgrsph,

EXTRACT: A translation in part arly of a deorypt or plaln text will be
as an extract,

GIST: A statement of ths esasential subatance of a deorypt or plain text
or en abridged version of a translated text ar extraoct will be kmowm

as a_glet,

ING! Commmication dnatructions for the delivery of a foreign
commmicntion, such as oall-signe; serlal numbers, external addresses,
delivery instrucidons, indicatlions of priority, group counts, date/tims
of ordigin, etestera, will be lmown as & hoading,

LANGUAGE : A word or phrasco end its proposed or agreed
rendering E %ﬁah as fourd in a Supplemental Glossery will be knowm aa
& Language Equlvalent.,

% TEXTs An unenorypted forelgn commmnication wlll be known s a plain

POSITION: The total ansemblago of equipment used as & unit for an inter—
ception or tranBoriptlon purpose will be known as a positiorn,

SCANNING: The 'proceea of examining deorypte or plaln teaxta to determine
if they shall be issued and, if 80, in vhat form and with what priority,
will be lknown as gcanning,

SUPELEMENTAL GLOSSARY: A 1list prepared by a COMINT agency comtalning the
proposed or agreed renderings In English of worda or phrases which, though
appeering in Stendard Dlotionarics, have additlonsl meanings not given in
those dlotlchardes, and of words or phreses of which the meanings are not

to be found in a Standard Diotlonary, will be known as 2 Supplemental Glossary.
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16, TRANSLATED TEXT: A translation of e decrypt or ploin text will be T
o8 a trapslatod toxt. .

17+ . TRANSLATOR!S NOTE: A romark or remarks added to & translotod text,
extract or glat by the tronslatar, in expansion, clarification or
amotation of his rendoring of tho text, will be nom as a trans—
lator!s note,

(It differs from e "Comment' in that 1t should not bear upon the
Intelligence implioations of tho text),




FRINCIPLES OF U.S, — BRITTSH COMMUNICATION

ZINTELLIGENCE JECURTTY AND DISSEMINATTON
INTRODUGTION
Lo These principles shall be the basis of all regulations for the

sgouwrlty snd dissemination of Commmiocatlon Intelligence iseued by or
under the authority of USCIB or LSIB and other appropriate officlels of
the Governmants of the two parties., The soope and phrasing of such regu~
letions may vary ln accordanos with the requirements of the Parties,
Agenoles, Departments and Ministries to whom they are desigred to apply,
but all shall be in accord with these basis princlyples in every respeot,
To ensure wiform interprotation of what constltutes suoh accord, each
party shall forward all such regulations to the other for informatiom,

It is recognised that, while the following principles axre in

, gomeral of universal application, cortain of those primardly applicable

. to peacetime must be modified in time of war or cmergency, to ensure that

. the meximm operaticnal bonefit consiatent with socurity is derived from the
igource, Provision is rinde hereurnder for the neccsasry nodifications, In
4time of war or emergoncy, ar excoptionally as agreed by USCIB end LSIB,

Bmergency Regulations embodying tio emorgenay principles contained herein
8hall be brought into force by tho rcspective parties.

REFINITIONS AND CATEGORTES

L Commmication Intelligonco (OQMINT) is the nomo glven to produsts
derived fraom the work of agencles, the oporations of whioh are co—ordi~
nated by USCIB and LSIB and whioh atudy radio transmissions and othor
commmicetions not originntod by Unitod States or British eauthoxdties,

The' terns Qomumication Intelligence (COMINT) end Signal Intelligence
(SIGINT) ere synonmymous, Comumicetion Intolligenco is dilvided into two
oategories, as follows:-

a) Special Intolligencs,
d) Traffio Intelligenco,

L Specisl Intelligence 1is
. (a) that Oommmicatlon Intelligence which rosults Froms—

(1) the decryption of toxts in whole or in part (except as
provided in para. 5(b) below}
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(iv) the interception of certain types of tremsmission as may
be speclfied by USCIB end 1LSIB;

(v) plaoin toxts am provided in para, 6 Delow;

(b) that Treffic Tntolligenoce whichi-
(1) clearly reflacts the use of 8peoial Intelligonce or
(11) 18, in the oasc of individusl itams, specifically

to Speolal Intelligence by edlther party if it is consldered
that 1te content is such as to warrant this aeotion,

Se Traffic Intelligemos is that Cammmiocation Intolligence which
results from;: -

{c) the study of procedure signals, call signs, me8sage . haa.d_'l.nge.,
I/P bonrings ard other extornals of ommmica‘bions (exuapt
provided in para, 4{a){i31) abowa);

(b) the decryptlon of the wholo or parts of commmicatlions in
codws or cyphers of such low securlty grading that they sxe
speolfioally classed as Traffic Intolligoru:e by U3CIB and
LSTB; or

R Teaffioc Intelld genoe shall be designated by a saparata codr:rword a.gmed
on from $ime to time by TUSOIB and LSLDE!.

Ee Commmication Intelldgmes dnrived fron plein -berta (inocluding
P/T) mey be clapaed hy USCIB and LSIB as oither Spocial Intelligenco or
Traffio Intelligenso according to-the noeds of either and proforably
after agreement betweun them, exoept thet, in time of emergemoy,

plain texts derived from taot!ﬁal Amed Foroes clroults shall bo treated
a3 Treffio Intelligonce, P
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7. In time of war or emsrgeshay, or exceptionally as agreed by USCIE
and ISIB, the Treffio Intelligence categoyry ss defined in paragraph 5
above shall be extendsd to imolude the products of certain field and
medlum-grade oyphsers which shall Be downgraded from Speclal Intelligenae;
and, 1f required, Traffio Intelligence may then be subdivided into
Beparate ocategories in order to permit tactical Communioation Intelli=-
genoe (the compromise of whioh would not endanger the more important
sources) to be disseminated to special agenoies and lower eahelons of
the Armed Foroes. In oerder to prepare for this contingsnay, mutually
agreed lists ehell be prepared and mainteined in ourrent atatus by USCIB
and LSIB to indicate whioh field and medium~grede cyphers fall within
the provislons of this poragraph. In the event that it ia found necessary
to subdivide Traffio Intelligence as contemplated sbove, it may be
neceassary to lnstitute an additional Traffic Intelligence ocodeword to
permit differentiatlion in the dissemiunntlon of the produots of medium~
and low-grede ayphera.

GENERAL “RINCIPLES OF SECURITY AND DISSEMIN..TION

8. The value of Communication Imtelligenge in war and in peace ocannot
be over-estimated; ocomservatlon of the source is of supreme importanoce.
It is esasentlal, therefore, that the dissemination acoordsd to all
related or resultant information be atrlotly comtrollsd and limited,

The physiocal security of reloted documents is not alone sufficlont; it
ls esaential that all reference to its existence either direct or in-
direot be avoided excépt among those to whom the knowledge is neceasary
for the proper performance of thelr dutiea., Ths time limlt for the safe-~
guarding of Commupnioation Intellligenoe never expires.

9. ZEvery effort shell be wade to enzure tha't, unless apeoial authority
is glven:=

(2) In time of peace, no person who is a ourrent reoipient of
Speoial Intelligenoce or who 1s engaged in ita production shnll
be amsigned to or bo engaged in acotivities which might reeson-
ably be expected to placs him in o posltion where he might be
foroed to submit to questioning by a third partly:

(b) In time of war or in a atate of emergenay, no person who is
a ourxent reoiplent of Speoial Intelligence or who la engaged
in its produstion shall be committed to a hazardous undsr-
teking whioh might subjeot him to ocapturs by the ensmy or a
third porty.

It 18 considered, on o basis of preseunt communloations teochnlques,
that 2 person who has ceased to be a reclpient or producer of Commun-—
loation Intelligence should not be so asslighed or commltted before the
elepse of a period of ono year in the oamse of Speclnl Intelligence, or
of three months in the onse of Trafflc Intelligenos, '
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10, It is of the utmost importanse that oamplete and absolute sllence
on all Commnication Intelligence matters be maintained by those who have
ever bean commeoted with the Cormmicatiom Intelligance organisatiom,

and by all individual recipients of Commmication Intelligence, whethsr
past or present, unless they are freed fram this obligation by urmistake-
able and oategorical order of propor authority as ahall be designated by
the respootive parties, If at any time indiscreet mattor referring to
Commmication Intelligence is broadcast or published, even by prominent people,
this doss not free those othor persons who are, or have ever been, producers
or recipients of Commmication Intelligenoe fram maintaining absolute
silence, and special precautions mey have to be takemn,

11, In time of war, the full value of Caommmication Intelligence
cannot be realised unless operntionel use is made of it., Howsvor, before
the deolaion is made to take action based on Communication Intelligence,
studied effort shall be mnde _to emsure that such aotion carmot be attri-
tuted to this scurce aloms., In every case, unless complstely impracti-
cable, aotion against a specific targot revealed by Commmication
Intelligence ahall be preceded by eppropriate recomnaissance or other
sultable cover to which the enery can reasonably be expeoted to attribute
the aotlon, Any action teken in the absence of suoh safeguards must be
oconsidered in the light of +the possibility of compromising the source,
The extent of militery edvantage to be gained must bo weighed cerefully
against the risk of losing the particuler source and related Cammunioce-—
tion Intelligence sources and against the effect of such a loss on

other Commards end on future operations. Only after it has been deocided
that the overall military advantage to be gained clearly cutweighs the
irretrievable loss which would probably result from a ocompromise of the source
should action be tsken in the absence of sultable covor,

12. When ection as contemplated in para, 1l above is finally ordered,
particular care shall be teken on all oocasions to cnsure that persormsl
who mpy become engaged with the enemy in the course of such action are
given only the minimm information, with no unnocessgary detail,

13, In tims of peace the principle that tho conservation of Commi-
nication Intelligence sources is a paramount consideration affecting any
action tekon in the light of Commmication Intelligenceé shall be

rigidly upheld,

., The principle of disserrdnetion is based on "+ho need to know',
Eaoh item of Cammmmication Intelligonoce shall therefore be mnde knowm.

to those individunls who requive it in the porformance of their
duties and who have been appropriately indootrinated, Every effort
shall be made to restriot the mmber of irdoctrinated persans to an
absolute minirmm,
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15, 4ny Intelligence inoluding in whole or in part items from
Communication Intelligence apurdes is to be handled in accordance with o
these regulationa. | |

16, No national of one party shall be permltted access to the other
party's Oomint agencies or to the produots, or lmowledge oft the exis-
tence thereof, unlesas he be approved by hls perent agenoy or Board and
be properly indootrinated.

17. It 1s roocognissd that both partiss will produce Special Intelli-
genoe whioch by virtue of its souroce or ocontent will require exveptional
safeguards and which should therefore be limited strictly in dissemi-
nation. Such Special Intelligence will fall into two ocategorles:-

(a) Individual Ltems which must be restricted in dissemination
to the highest level only. The procedure in such casea
will be as presoribed 1ln para. 22 below.
(b) Partiouler olasses of Comint which it is necessery to
- reatriot to limitsed ocategories of personnsl. Such a olass -
may with the consent of USCIB or LSIB as appropriate, be
indicated by an ngrsed subsidlary ocodeword.
It L8 for the originating party to requeat that the other party ahould
afford similarly restrioted distribution to sush individuel ltems or
olasses of Communication Intelligence.

18. Expept in categories aond individual cases agreed upon from - —
time to time by USCIB and LSIB, personnel to be lndoctrinated aa -
reciplenta of Communioation Intelligemnce ar assignsd to Communioation .
Intelligenoce duties shall be the subJects of speolsl seourity enquiries. .
However, in time of war or emergenoy, exneptlonal ocoasions may arise
when it Ls conasidered essential for an individual to take up his duties
before ths speolal securlty enquiries can be complsteds In such oeses,

- the perason comocermed may be sultably indootrinated on the authority
of such aenlor officers or offioclals as are designated by the rempso-
tive parties, In all such cases, ateps shall be taken to ensure that
speoial security enquiries are ocmpleted as soon as posaible afber
indootrination.

19. USCIB and LSIB shall maintain ocmplets lists of persons .t .
ourrently indootrinated for Speoial Intelligence in thelr respeotive
Govermments.
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a8 20 USCIB and LSIB shall kesp @aagh other fully informed of the
* Departments, Ministries, uagencies, Offices, Hsadquarters and GCommands
. regerving Special Intelligence and of the approximats nuaber of indoo-
“trinated psrsons in each.

21, Canmmunioation Intellipence shall never undexr any oirroumstanpes
or.in any form be disseminated to any Miniatry, Department, .genoy,
Organisation, Office, or 1ndividual frofn which or from whom it might
reagonably be expeoted to find its way, offioirally or extra-offioially,
into ‘the posgseasion of any person or group who oould use 1t for
oormeroial compstition or comrsrolal galn or advantage.

OLuSSIFIC.TIONS .ND PROCEDURES

22, Spéc;g;_lntellinenoe. Speoia) Intelligence is classified TOP
SECRETs The words TOP SEORET nnd the appropriate oodeword shall appear
on every sheet of paper whlch oontalns, or disoloses the existence of,
. this clasa of Commumication Intellipenwe. This rule applies to maps and
. oharts on whigh are plotted date and information derived from Special
i, Intelligenoe.

| In order to indicate that the
apeoially limitsd dissemination referred to in para. 17(a) above has
been applied, eirther party will prefix the Special Intelligence ocodaword
with the word "Speoiall.

23. Traffio Intellipemoe. Traffic Intelligence is olassified SECRET.

The word SECRET and the Traflfio Intelligence oodeword shall appear on
OGR i, every shset of paper whioh ocontaing or discloses the exrstence of thie
BO 1.4.(c) '"oless, of Communication Intellizence, unless TOP SECRET and the approp-
BO 1.4.(d) riete Spedrel Intelligence oodewor’ appear on the ssme sheet. This rule

applies to maps and EhkrtsmonpplchIazn_nlnttaﬂ_ﬁatn_nnﬁ_Lnfnznmduqu_____
derived from Traffic Intelligcndés

2. Codewords. The Speoial Intallipence and Traffio Intelligencs
oodewords uged as such bear the TOP SBCHET and SPORET classifioation
regpectively. These codewords and their wpplicetions shall not he
made known to non-indootrinated persons, nor shall these oodswords
be used 1in therr oodeword sense 1n the prassnoc of non-indootrinnted
pﬁrsons.

25, Technical Matter. Teohnic-l matter appertaining to the pro-

duotion of Speoial Intelligence 18 nomonally olassified TOP SHCREL and
designated by the appropriate codeword. Teohnioal matter appertsining

to the produotion of Traffio Intelligence 18 normally olassificd

SECHEY and deeignoted by the Traffio Intelligenoe oodeword. The

appropriate olessificatlon and codeword shall appear on avery gheet .
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of paper which conteina or dlaclozos the oxistoneco of such techniocel
mntter, The appropriate codcword shall be enerypted in tho text of
every cncryphed despatoh (signal) convoying such technicel matter and
ghall appsar in plain language nt the heed of the dcorypbod version,

26, Raw Traffio, Raw traffic (i.o. intercopted traffic showing no
evidenoe of processing for Commmication Intelligenoe purposca) is
normally classifiod COMFILENTIAL, cxcept —hcro o highor classificatlon
is mutunlly agrood upon,

27, Technicol succoss, Commmioations among cognieant offioials

of tho British and U.S8. Govermments vhioch roveel nctunl sucocss, pmrogress
or prooessos in the production of Spocial Intelligence or Traffic Imtelld-
genee in specific instances or fields shall bear the approprinte codeword
designations oven though they do not themsclwes reveal Commmisation
Intelligence as such,

28, Dooumonta, Exc o8 implicitly involved in the operation of
paragraphs 15 avove and 29(n) below, documents containing Commnication
Intelligence amd technicnl matter shall remein cxclusively in the ocustody
of persons who hevo been oppropriately indootrinated, socure from exami-
nation by mon~indoetrinotod persona,

29, Specinl Intolligenoe end TOP SECRET tochnloal metter shell not
bo transmittod in plain lsnguage (uncnerypted) oxsept as followm:-

(2) sealed, by safe-lind chonncls over routes specifioally
approved by USOIB or LSIB, Such approval will be the
expoption vhere such routes imvolve alr or land tranaport
ovor tho territory of o third poarty;

(b) via complotcly protooted local communication systoma
oxelusively internal to Agencios or Offioce producing ar
utilising Commmication Intelligenoe of the approprieto
catogorics;

(c) +vin completely protected extornalflandlines only ne
apocifically cpproved by USCIB or LSIB in cach Instance.

30, Trafflo Intolligencoe and SECRET technicnl matter shall not be
tranamittod in plain langungo (umenerypted) excopt as follotwm:w

(n) as provided in paragraph 29 above;

(t) by protected postal channels over routes aporoved by
USCIR or LSIB.

31, Raw Troffilo olassified CONFITTATIAL and CONFIDENTIAL technical
matter ahall not be tronsmitted wmencryptod except as follovm:-

(n) as provided in paragraphs 29 ond 30 sbove;

(b) wla extermal lantlines anly as specifically approved by
USCIB or ISIB in oach instance;

(o) in the ocasc of raw traffic clnssified CONFIDENTTAL only,
the restrictions on the convoyance of CONFIDFNTIAL materdal
e . over the territory of a third porty may be relaxed at tho
te) - ddperotlon of USCIB ox ISTB to parmit such transport by
(d) = - odr or land,.|
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32. Exoei)t\_in oiroumstonoee oontemplatad in parograph 15 ebove:- —

() Speoial Intellligenne anfi TOP SBORET tsohnloal matter trans-
mitted Lo enorypted form shall be encrypted in speolal )
oryptographlo channels or oiphars expresasly provided for

. these subjeots.
¢ (b) Traffio Intelll_ence nnd SECREP technlonl matter tz'a.nmi'b'ted
in enorypted fom shell Le c¢norypised in speolal oryptographio
channals or olphars expressly provided for theme subJeata,
those listed in pora. 32(5) nbove, or in the Hohest grade L
olpher availabls. —

(o) However, in ths oase of or Bimil.u‘ly seoure olphers,
the transmpission of Commnloation Intellligence, TOP SECRET
and SEORET technioal patters and raw troffioc over the zams
channel le authorlzed, provided that suoh ohannels are
regerved for theso subjeots exnlualvely.

EXCEFT TONS

33, The gulding prinoiplc of tho expression "ths meed to know!
sghall be rigldly upheld in all olroumstanpes. However, certalin limited
exoeptions from othar provizions of these prinoiples shall be reocognlsed:

(a) With the approval of USCIB or LSIB dissemination need not
be oonfined to infootrinated persons, and the appliomble
oodeword will oot be employed in oommsotion with ths

exohange use and dlssemlnation contemplated in the )
Pollowing Linatanoes:= . - -

Elg Oartain D/F fimaa avd bearinas gradaed COITFIDERTIAL.
2 n taxt

- Whioh mist be groded at least CONFIDENTL.L. )
('b) o Centre engagsd in the produstion of Commmunication Intelli-
-gence may, at ths dleoretion of the Senlor Officer T
< ooncerngd, after full conalderation of ths rleks involwved
[ " to the souwroe, omit tho olaasifloation and the approprlate
oodeword from its worlshasets and similer doouments ussed
within the Centre, or used between the Osntre and ita
Interveption and D/F stations in its technloal operations.

OGA
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CLASSTFICATION OT' PIAIN TEXTS

With rofercnce to paragravh 6 of Apperdix B to the U,S. -
British Commmication Intelligonoo Agrooment as rovisqd at the 1948
Technicel Conforaonce it is mutunlly agroed that tho present pescstime
practice with rogerd to the grading of plain texts, inclwding R/T, in
disscmination to Intclligence rccipients is as follows: B

(a) all| ~ |aro treated as Specisl
Intelligence by both partica.

‘ (b) /all other plain toxts arc normally treated as Traffic
/" Imtolligence hy ISIE and as Special Intelligonoo by
USCIB. On oxchango, 1t is opon to cithor party to
alter the grading to conform with 1ts. own practico,

2GA
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ANNEX B

HANDLING OF CQMMUNICATION DY 'ELLIGENCE DISSEMINATED
TO D¥ERCEPT STATIONS

‘vrord and ghall bo handled in the marmor proacribed for normal Intolli-

3s A1l such itams of Troffic Intelligonco dissominated to Imtor=
ocept statlons willl thoroforo bear tinc appropriato codoword amd 1l bo
passod in this form only to individuels epproprintaly indoctrinated,

Ly Within tho stations, howover, such itcomg moy bo further die-
sewinpgtod with tho acldomord cmittod to interoecpt porsormel not so
indoetrinotod, This is aublcot to the wnderstanding that the proviaions
of parograph 18 of Appendix B regording spceclal sequrity onquirics

apply equally to intarcopt opcrators as to other members of tho Come
mmlestion Intolligense family, and that all unindootrimnted opcrators
shall be sudtably bricfed as to tho sceyrity aspoot of thelxr work.

5 All othor Communioation Intolligemnoo itema dlssaminated to
Internopt atations shall bear the epproprinte olsssifisation and ocodo- .

gonoo rooipiomts,
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CO~ORDINATION CF TRAFTIC ANATYSTS AND EXCHANGE
OF TRAFFIC ANAIYSIS YATERTAL

1, It will be the Jolnt objeotive of tho parties to ensure that
the required field of tralffic analysis problems is covered as thoroughly
ad possible but genoral rules cammot bo laid dowvm for the div:.s:.on of
T/A responsibility betwecon the two portics,

24 With this obJeotive in viow, mxpmoductivc duplication of
dotailed wrk will bo climinatod and it is rcoogniscd that the bost

mothod of furthoring this procesa of olimination is to exchange informotion

wherover possible in the form of partly or fully proccesscd mtcrml.

Je Publishcd reports on Traffic Analysis will always be made
avallable to the other party.

4y Where the exchango of published rcports is inadequato the
requirements for e more detailed oxchongo will be stated, These
requirements will be satisfied as far as possible from the material
being currently produced - e.g. work shcets, log dipgests, daily d1agra.ma
and other predigested mterisl - but both parties will endcavour to
meet any additional requirements by modifying 'l:he fom or conterrb of

these pe.rtly—prooossed reports.

5« Where in any spec:l_f.‘io case tho exchange of materiel provided
for In paras. 3 and 4 above is inndequate either:party may request copies
of the unprocessed loge or chetter shoots, Such requests will be
satisfied within the limits of the resourcos aveilable.

6o The method of exchange in all cases ¥11 be by radio or by
bag according to tho nmaturs ond urgoncy of the. meterial,

7» In arder to faciliteto the exciange of mnterial a degree of
standardisation will be aimed nt in the use of mames or abbreviations |
to deacribe T/A features, c.f., transmiasion-systema, ecll-sign sys’cems,
procedure codes, traffic types ote, )

8. Tho nothods used to indicato volidity siould e exhended from .
their present limited eppliocetion to all suitsble T/A mterisl, so

that tho woight of cvidcnce attachod to the camponent olcmonis of any
T/A conclusion maybe asscssed on a comnon basis,

CO~ORDITATION O TNTERCERPT CONTROL :

% The objective of both partles will bo to cnsurc that the
total intercept resources availcblo arce used ao as to give as
efficient cover as is possible to “he vhole field of intcroept itasks
roquired by them both., Therc will be co-ordinction betweon the pa.z*ties
to climinate any aveildablo duplicetion by contimuous sugzestion as to,
changes and by mitual agroemant. Some duplicetion of cover may remain
neoeasary to securc completo and accurcto intercoption, or for.training
purposcs, or vherc thc arrangemont Tor the oxchange of T/A information
and raw metorial cannot moct both parties' requirements.
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10, The basis for the contimunsug co-ordimatian involved wlll be
an exchange of reports conslating of:-

(1) reports on intercept reau.l'bs (monthly, or more frequently
aa 18 required),

(11) 1ists of tasks allotted to atatioms (on s mnth]y or
weekly basis as is required),

(1144) information on major changes in the_ cover eituation
(oxchanged by signal).

CO~ORDINATICN OF EFFORT ON D/F

1, In genoral the div‘:.sion of work must fal_l naturally acaording
to the locations of D/F and intorcent atations, and the intercept tasks
and searoch programmes undertalen by cach party, -

12, Collabaration betweon the parties in the ficld of D/F aball
ba inthaformof‘

(i) roqm.oats from any agoncy direct to any other Por 'ben:ringa
. ard fixzpn on spooifiod torwobs aml .

(u.) tho exnhanpe of resulis.

OGA
EO 1.4. (&)
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CO-ORDIN-TION OF, ..ND EXCH NGE OF INFORML.TION
ON Ci¥PTLNLLYSIS 4ND ..SSOCILTED TECHNIGUES

LLLOCITION OF TxSKS

Y. Lllooation of major tasks, oonferrinz a one-sided reaponsibility,
is undesirable and impracticeble. As a main primniple, however, in
order that the widest possible sover of foreign oyphsr communications
be achieved, parties should exchange proposals for the eliminetion of

-duplication in cases where certain portions of a task or relasted tasks

are not beang worked In addition colleboration between the parties
will take the form of suggestions and mutual arrangements as %0 the
underteking of new tasks and ohanges of status in old.
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EXCH.NGE OF COMIINICATION INTELLIGENCE
+ND CO-ORDINATION IN TR.N&L.TION

L. Decrypts of foreign communioations will not he exchanged
between the U.S. and British Communlaation Intellizence igencles,
exoept as provided in paragraph 6 of Appendix E or am may be arranged
for oryptanalytic or other teochnloal reasons, but any deorypt or series
of deorypts will be maede avallable on specific request by one Centre

to the other, if not prohibitively inoonvenient.

2, Scanning, translating and exohange of the ma.terie.l in the

| £ield is covered in .ppendix K. In other fields, as

the Centrea will probably be unable to translate all deorypts, -plain
texts or R/ intercepts in full or even in extract, eash will ocarry

out a process of scanning such as to meet Lts own Communication Intelli-
gence raquirementa., The liaison officera will therefore be fres to
scan this materlnl %o ensure that eany particuler interests of their own
party are being served.

3 ’Irans.l.a.tions wlll be asmumed to be in full unless la'belled fylat"
or "extraot"®.
b I either party congiders that decrypts, or plain texts marve )

its iptelligence needs without translation, such deorypts, or plain
texta, will be regarded by the other na Lf they werse translated texta
and thelr oxchange between the .gencles will be preolsely ths seme as
thet of translated texts and extracts (see paragraph 6 below). It im ’
the intention of each party to limit guoh cases to the minimum.

Be Camments will bs olearly diﬁtinguiahable as suoh and will be
prefaced by the word "comment".

6. Unless excepted in Appendix K, all translated texts, extracts,
glsts (unless exoepted by paragraph 7 below), items of Traffic Intel-
ligenoe end oomments appended thereto, will be exchanged between the
U.S. and British Commnication Intelligence igenoles aontinuously,
ourrently and without request unless otherwlse arranged in apecifio
instances. Suoh exchange, complete or pertial, will be effected Ly
radio when speolfically requested Ly the partieas and in addition a
oomplete exchange wlll be effsoted wlth the least poassible delay
through the regular lialson channels.
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Te Gists which arc madc by an agency for its own usc but not -

issucd will not be cxchanged but will be at the disposal of thc liaismon
officers who gmay ask for such docrypts or plain texts ns moy be
required.

8. A1l Comintsums will be cxohanged between the producing
Agencios in Washington end Iondon, whoncver thay are issued end vwithout
request.

9 ISIC i1l be the channel throurh vhich all Camrmmication Intelllgeme
itcoo producol by the othor British Occrciommeclth Lgausics (uoept Otbewm),
wlll bo formarded to the U.S, Communication Intolligenco Agencios and

through vhich the semc materdals produced by the U.S. Comwunication
Intelligenoe Agencies will Be forwarded, vwhenover appropriate, to other
British Commomicalth rceipients, (coept Ceanandian).

J10, The U.S. Commmnication Invelligence Agencdiocs will be the
channel through which all Commmication Intelligence items produced

by British Comaornwealth Agencics vid 11 bo formarded, vhenover aporopriate,
to U.8. reclplenta.

DIVISION OF IABOUR TN TREANSIATION.

11, Bach Agency will undertake such scarming ard translation taasks
an are sultod to ita own roguircrmicnts and those of its rocipionts,
Any cxceptlon vill be by prior agrcemont botwreen the Agencies.

12, The conmtimuous coxchango botwoen the Agencios of their translated
material will allow either party to eliminate ummntced duplication in
translation. .

STANDARDISATION OF TRAWSIATIONN FORM,

13, To avoid ambiguity end to promotie case of rosfing, referenoe
and recording, it wlll be the eim of the U.S. and British Agonciocs ta
adopt a stardard style and layout for hcadinzs, translated texts,
glsts, extraocts, comments and translators’ notcs.

STANDARDTSATTON OF TRANSLATION COITTENT.

g, Bach Agency will furnish to tho othor, contirmously, cmcntly -
and without reguest, copics of 21l Supplemontal Glossarios emd other ,
compilations vhich it mroparcs a8 a result of 'and for use in its trona-
lation proocsses, The materials thus cxchanged <7ll be the basis for
continuous discuasion betweon tho Agenoios with a view to incrcasing
standardigsation.

15. In order to dovelop & common standard of validilty-greding in
language equivalents, cach Agongy will inform the other of the signifio-
ance of such gradings as it currenily uscs in its Supplomental Glossaries.
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EXOAANGE ' GOLLATERAL MATERIAL

DEFTNITION

1. Poragraph 2 of the British - U.8. Comnuniocation Intelligence
Agreeament spooifies that the .greement governs the relntions of the
contreoting parties "in Comimioation Intelligonce matters only'.

2, In the some perngreph 1t is agreed that the exohange of such
oollaternl material os 1s appliogble for technioal purposes and is
not prejudicinl to netional intercsta will, howover, be effected
between the COMINT hgenoles in both countries.

2, In nooordance with this poragroph, oolloteral mateydal is defined

as that oatoriel from any souroce othor than COMINT whioh, though of
assistonce to the COMINT Agenoles (i.c. "appliocable for technical
purposes"), is mot directly e Communicrtion Intelligence matter,

b, Consequently, matorial listed in peragruph 3(a) (2) ond (6) of
the Agreemunt, though obtained from socurces other than Gommuniocation
Intelligence, iz not ocolloternl materinl. begouse it 1s direotly a
Communioation Intelligence rrctter., Ths exchange of stoh materinl will
be unrestricted, except as provided in parograph 3(b) of the Agreement

5. Similorly, informotion conoerning COMINT methods and techniques,
whioh ore developed by the COMINT ..goenolea under U.3. or Britlsh
patent, ia not oollateral materinl, pnd lta exohnange is governed by
poaragraph 4 of the agreenent.

EXCHANGE

6, Collateral nnterinl aveileble for technicel purposes to o GOINT |

Agenoy of one porty will be made dvoilable (through the machinery of
liaison) to the other, unlees prealuded by paragraph 2 of tho basic
Agreepont or unless there 1s objJeotion by tha Mianlatry, Departnent,
agenoy, Offico or person vhich originadly nmade the collateral naterinl
ovailable or which beara the responsibility for the control thereof,




COMINT COMMUNTCATIONS.

1,  TELECOMMUNTCATIONS ORGANTSATION REQUIRED

Exclusive and readily extonsible telesommmications between
Contres, and between Centres and their outlying stetions will be maintained
in order to make possible the rapid flow of all types of raw traffic from the
points of interception to the several Centres; the rapld exchange of T
all types of raw txraffio, teohnloal matter and Commumnication Intelli=
gemoo between the Centres; and the efficlent cantxrol of interception
aoverage, ’

2, INSTALLATTON, MATNTENANCE AND OPERATTION CF TERMINATS

The terminals of oiraiifs or ochammels intended exolusively to carry
Oomint trafflc between the Britlsh Commormealth and the United Statas
will be instelled, maintalned and oporated as arrenged by the eppropriate
Comint Authordties of the ocowntries concerned and, although normally
such texminals will be instelled, maintained end opsrated by the :
appropriate U,8, or British Commomwealth authorlty on whose territory
the terminals are situated this will not be obligatory,

3.  TELFCOMMUNICATTONS FACTITTIFS : L

a) The United Kingdom authorities in comjumction with the
Cenedian authorities wlll mnks the following radio teletype
channels avallable exclusively for Comint traffic

. between the United Kingdom and the North American continent,

1) From the Foreign Offine U,K./Oensda olroult — 2 channels,
i1) From the R,4.F./R.C.A.F. U.K./Canade oiroult — 2 charmels,

D) The United States authordties will be responsible for providing
land line fooilities between Canada on the one hand and the

United States Agencles end the London Sigint Liaison Undt in the -
U,S.A, on ths other, : . iz

c) The Censdian authorities will be asked to take respomsi~
bility for providing tho following:—

1)  Faocilities for switching the Foreign O0ffice U,K./Cansda
circult to the United States land line network,

14) Fecilities for switching the R.A.F./R,C.A.F, U.K,/Canada
olroult to the Canedion Siglnt Centre.

[Continued overleaf]
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111) Emergency faoilities for switching the Foreign Office
U.K./Canadn oircuit to the Canedian 3igint Centre aznd the
R.A.P./R.C.A. 7. U.X./Conoda eirouit to the United Stotea
land line network, to provide comnmunication in ‘the event
of breakdown of one or other of the radio channels.

d) In nddition to the faoilitiea provided by 3(c) above, a minimum
of two channels of the Londonderry/Weshington oirouit will be
alloocated exolusively to Cooint traffis. Thias oirouit will be
operated, in acoordence with perogrzaph 2 above, by the Unlted
States n.nd/or British as nny be mu:t:ually arrenged. -

e) Both parties reoormend thet,in those arens which are potentially
operational, foollltics bo established for the direot trons-
mission of row materinl from the intoroept atations opernted by
one purty to a denignated ocentre or station of the other party.

On the apeoifio reguest of one party the other party agrees to
rneke aevery eandeavour to provide these faoilities whioh, if and
when provided, will be brought into operationsl use as mutually
agreed,

£) On demand "quiok exchcnge" communiontion faocilities will be
provided between the United Kingdon and Veahington os may be
mutunlly arranged.

L, TROCEDURE AND OPERATING SIGN-L3

Procedure and operating signcls appropriate to a pertioular oir-
oui‘l: will be used.

5. COMION CRYPTOGRAPAIC AIDS

. Common oryptographio aids will be used for Combined Oomint Commune-
ioations., The matter of cryptographio aids will be kept ocontinuously under
roviuw wlith the objeot of naintdining cuod inorensing seourlty and of feoll-
itating ocommuunioations.

6. OCMMUNTOATIONS LIAISON .

A represgentative of  the Director of L.S.I.C. and a representative
of the Go-ordlnntor of Joint Operations, U.S8, Agenoies will be .glven the
speoifio duty of keeping under review Comint communioetions problems amd of
raising and sdvising on such problems cs they caour,

7. TROVISTON Or EQUIFHENT

The provision of equipment will be by mutual nssisteance where
necessoxry aend practiocble and ng ogreed ln each speciflc case.

8, USE OF UNIEASED CARIES

Unleosed ocommeroial cobles will not be used for the tronsmisslon
of unenorypted raw matorial except was a communiocctions emergenay mensure.
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5, BAG BOUTES

Bag routes will be kept wnder reviow with the abjeot of teking
full sdvantage of improved aea ond nlr gervices,

10, USE OF MICROFIIM

All ocentres will be equipred to handls mlorofilm so that it
may be avellsble for use when 1t is not practicable to send the ordiginnl
material, ‘
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ITATSON AND
METHODS OF FZCHANGE

LIATEON PERSONNEL,

L. Each party ehell maintoin, in tho country of the othsr, a
senior Maison offisor nccredited to the othor, Such officors shall
be responsible cach in the country to tvhish he im socredited for all
Maigon matters,

]
2. Upon agreoment botween USCIB end LSTB, additicncl liaison
personml may be accereditod, and vorking groups may to essigned, to
agensies of oithor party by the othor, All swh addditional liaison
personnel shall bo wrder the control snd dircotion of the scnior
lielisecn offioor.

3e Suitablo, offico facilities will bo made avelloble as
necessary by tho party to whom the limison officers are acoreditoed,

L' Idaison offiscers of one mrty shell mormally havo wnre-~
atrioted mosess to those parts of tho othor's agoncles vhich are
angagod Airsctly in the production of Comint, axoopt such parts
theroof shich coptein wmoxchongoable information, Tho points of
oconteont of lialson offlicers within agrmeics for requests ond inquirdes
shall bo as determincd, ostablished ond dolimited by tho marty to
whioh they are accrcdited,

5 Im eddition to the above regulsrly essigned peorscrmol,
visits by moleoted porsommel for short periods of time to deal with
spooial problems will be oncowragod,

MFTHODS OF EXCHANGE

&, Requosts by ons party for information or matorisl ahall be
mede by that party wvian its semior 1iaison officer who shall aot
through presoribed lialson chamwels. The sendor lisisen officer of
ths requasting perty shall forvmrd vhatevor information or meterial
is made avallshlo to him normally by means of facilitios under the
control of his ovm country. Normelly the senior liaison officer of
the providing party shell be lept Informed.

7a Fhen the request by onw party is for information or matorial
to be supplied a5 a matter of routine proocdurc, the supply, after
the initiel request, my be dirsot botwcon the pertics by means of
facilities avetleble o the senlor lisimson officer of the reguesting
party. Tho senlor liaison officors of both parties asholl be kept fully
informed of all such routine cxchangss., Tho recelving party shall
give the aanior liaison offiner of tho providing party vhatever share
in the digtribution and utilisation of such information or material

as moy be agreed locally.

L4
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8. Exceptionally, toohmiczl oxchenges between the pertiss moy bo CoT

cffected directly over "on demond" quick cxohango ccmmunication channcls
Jointly anmd exolusively mointoined for that purpose, But the twe of
thess direct chennels will be keot to the minimm and in eocch case tho
senior lialson officars of thc tro pextics will bo kept informed,

% No provision®o paragrophs 6 and 7 above shall de construed :
o8 preventing elther porty from ccoomwodating the other hy tronsporting .
or communloating material for the othor pcrty.

10 Eooh party shall normally cssist the othor's semior 1inison
officer by meking avnilable t9 him fuoilitios for peoknging and preparing
moterial for tramsportation. Ecoh oerty shell, 4o the extent of -
feailitics operated by or evnilnble to ib, nssisy the othor's semlor -
1listaon officer with safe~hand n.nd. other 'hrc.ns'oorba.-bim siithin 4ts own -

country,
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INTER'METATION OF
CERTAIN PROVISIONS OF THE .
U.S. -~ BRITISH COMMUNICATION INTRELLIGENCE AGREE{ENT

INTRODUCTION

Conscquent on moetings held in Deceuber 1947 betwean USCIB o

and the Director ISIC represonting tho London Signal Intelligence Board,
the following interprotations to certain paragraphs of the British =,

U,S. Commmioetion Intelligoncc Agreamont, datod Merch, 1946 and of tho =

apperdioccs theroto are herchy agreed to by USCIB and LSIB and will
bocone Appendix J 4o the aforcnentioncd Agrocment, -

INTERPRETATTONS

1. It is undorstood that the LSIB will not indtiate or pursue
any contact with any mtion of the British Cormonwealth on Sigint
matters other than with the Dondnions of Canada, Australia and New
Zealand (with caoh of which agrcomnte alrcady oxist) <rithout first
obtaining the views of USCIB., (It is noted that at the present timo
ISIB does not envisage any collaboration with Cosnonwoalth ations
othor than the abovo, )

2, It is notod that tiw :lclbourne Sigint Centre (MSIC) is,

in contrast to thoe Conmunications Dranch at Ottawe, not a purcly
natlonal Contro. It is and vill cantimue to be o Joint UK., ~
Australisn - Now Zoaland organisation, manried by an intogratod staff,

34 It 48 noted that o pro-rcquisite for collabaration by

Canada, Australia and New Zoalerd vAth U,K, wns an unequivocal acccptance,
of the provisions of the "Explanatory Imetructions ard Rogulations -
concerning the Handling of Signal Intelligence (IRSIG)" which has alroady
been given by the Sigint Governming Bodios of tho.Nations conccrned and
that continued collabarstion is doverdernt upon their adhercenoo to- ‘
these regulations.

L It is the intention of LSTE to obtein fron the Sigint authorities
of the oollaborating Dominions formal assurance that they will abide

by the torms of paragraphs 5, 8 and 9 of the British - U,S., Cormunication
Intolligence Agrecoment ond of paragraph 5 of Apperndix B to that sgrcement.,
Such assurancec will be transmitted to USCIB from ISIE.

5e ISTE will notify USCIB of the present assignoont of .
cryptenalytic tasks for MSIC ard will notify USCIB in advance befora
suthorising any new or altercd cryptannlytic tesks for that Centre,

- -
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6. Beoth USCTE and ISIB will:

4 .

(a} Not peme to any of thc solleboretihg Deminions
Centres CRONT jitors originnted by agencies of
the other party ithout the oconsont of that party
except as laid down in parsgrapbs 7(c) end (&)
below or as may be fram time to time mutually i
B.greed.

(b) ©Pass Yo ithe collrborating Dominians via the
sgreed chanmols anly such tecchnical matter and. .
portions of thc Status reports as are decmed
by tho origirating agency to. be relevant to tho
agreed tasks upon vhiolh each Domindon 1s engagad,

7 USCIB takes notc that, as regards LSIB's poligy tovards
the intograted Cantre at Holbournc, LSIB intends in future:

(a) To give cvery encouragoment amd assistense to
pursu a8 tho main oryphbanalytio taak of
the Centre toge'thor with minor tasks of local

1nterest,

1

{b) To employ Melbouwrnc-controlled intercoption
stations (2ome of \'th.ch are U,K, mm.ed)
tasks to wvhich they sre best sulted by reason
of their location, ".h:l.ch inevitably innlude

(c) To pass to MSIC (in order that MSIC may carry
out {a) above), the technical erd backgroumd
matter rclcvazt to these tasls, vhether it be
obtained from U.8. or British sourcom, amept
metter of U.8. ordgin dosignated 'by U s.
authorities as for U.K. use only,

(d) To pass to MSIC For its :Lntorml use on
(and to enable that Centre to carry out (1‘5
above) the neceasary technical motker recuired

" for such interception control, whethor cbtoined

from British or U.8. traffic analysis or
oryptanalytic souwrces, sxcert metter of U.S.
origin designated Wy U, 8. EuunOTi'biUB ag ITor
U.K. wso only, .
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EXCHANGE O TNFORMATIOI' OIY INTERCEPT EQUIT: FNT,

FACILITIES, PRODUCTION, PESEARCH AND DEVELORENT

1. Intcrocpt Bqulpmont Facilitics ond Production

A oamprchonsive rcport (to be Lnowm as the Ammnl Tochniocsl Report)
concerning .

I. All intercoption facilitics jnstalled and ovailablc for uso at
interocpt and stations, vhether or not such facilitics aro in ude -
IT. Dotalls of tho mmbers, types erd descriptions of intcrecept
oquipment urder o ontract and/or in production, togcthor with . )
mrobable delivery dates, toT
v . .
will be exchenged anmunlly, Roports arc to show the position os at lat
July in cach yecar, ard should normally be cxchenged by lst August, '

24 Seotion I of thc Report will bo arranged to provide information to
cover the items sotout in poragraph3 for cach Intercept amd D/F Station,
Types, lfekes ond mmbers (and vhore applicable, normal snd mexivm spoeds)
of cqulpaments should be included. 1o attorpt bas boon made to lay dowm
an cxaot farmet for the Report, cs such o farmat might soon beoono out of
date, and rdght prevent f£lexibdility, ) ' S

3¢ A, HAND SPEED LORSE BQUIMENTO

i) Single Positions (H/™

i1) Singlc Positions (I/F :

i34) Single Positions (All-wave) - -

iv) Double Positions (H/F or All~mave) ' .=

v) Which of tho obove (i) to (iv) are capcble of doublo or .
triple diversity vworl-ing? -

{(vit) Which of the above (i) to (iv) arc fitted with wire, tapc
or wax recordora? ;

B, HIGH SPEED MORSE FEQUIPIENTS .

1) Singlc Positions H/"E‘g

1i) Single Pogitions :

441) Single Positions (All-wave) -

iv) Doublo Positiona (H/F or All~wave) . -

v) Vhich_of the abovo (1) to (iv) ore ospable of ddublo or -
triple diversity workdng?

svﬁ.) Types of recording (i.¢. undulatar) apparatus fitted,

vii) TMypes of reocoxding bridge fittcd, aml vhether capable of ) N
accepting frequenay shif't transmissions. ) - =

(viii) Any other High Speed equipment. '

C. TELFGRAPHIC PRINDING EQUIFIENTS

1) S8ingle Charnel Radio .Teleprimter g ternatioral )
31) Single Chamnel Radio Telcprinter' (Netiomal)

iid) Multi-chamel or Multiplex T/P (Intornatioml) —
iv) 3~channel T/P (Nationnl) - '

v) 2-channel Baudot - .

vi) 6 and 9-charmel Baudot ) o ) _
vii) (1) to (vi) above rofer to 5 unit systoms, Egquipmenmts fitted -
for any other systams (6, 7-unit ete, ) ‘ )
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D. V.B/F AND U.H/F EQUIRENTS
E. FACSDHIIE OR PICTIRE EQUIT!ENTS

F, EELLSCHRRTEER RQUIFMENTS
G. DIRBCTION FINIING BQUITUENTS : C T

Whother fixed or mobile,

H. TRANSOTTER IDETIFICATION EQUIPUENTS

I. TFREQUENCY :.FASURTNG FQUIPMENTS

J. ARRTALS

Information to inchsdo mmbor, types, whothor used in diversity,
frequency to which aut, dircetivity, essoaclated amplification

equiprent,
AERTAL EXCHANGES ] .

e

L. CONTROYL EQUITHENT

Details and uso of cquiment fitted for econtrol of intcrcoption
wlthin a station,

M, SPECTIALISED TEST FQUIEIRT lot to include standard maintonanco
. equipnert for goneral usa,

N, AUDIO FREQUENCY RECORTING EQUIEMENT

P, ANY UIHER SPECIAL EQUIPHMENT

Q. SHORTCOMINGS EXFERIENCED ON OPERATIONAL EQUIPHENT

R, SPECTAL MATWIINANCE PROBLF.IS, TF ANY . .. -

Notesn:

(1) A Single Position nay consist of 2 or nore rceeivers,
uged in dlvereity, or in order to imoreasc the frequency

Tango,

(4i) A Double Position is onc at which a asinglo operator can . .-
cover two crids of a duplex clrcuit, vherc thlas is posaible,. . -
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4 Interccpt Equipment Rescarch arnd Developnent

(a)

Intercecpt Equimment kovorts will bo mhnngcd-fvice yearly on

lat March ard 1st Novoarber, Thesé Reports will be in two sectlons,

I,

. II.

(v)

Fquipment under developrent. This to inclio details of all
rrojoots on which developient is being comducted together with
a statament of the objoet to be. atteined,

Research and Developnant trends. This to include a statement

of all outstanding probleie together with an indication of tremds
in resocarch end devcelopmert ained at their solution, In the
event that no work is contemplated on cortein spooific mrobloms,
these problems should nevortholcss bo listed amongst those
curront. )

Technical Notes will bc cxchanged as and when necessary on

speoifio subjects, Theso notes to bo doasigred primarily for
the information of porsonncl actually cngeged on engincering
and rcecarch and devclopront work on intarccption equipmont,
Theso notes elso to include data on signal analysis, froquenay
ldats, armd other materisl assoclated with intercopt problems,
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Noto by Con.fcrcnc':c Secrotariecs

Tho Exhiblts for attoachment to Appondix M carmot be
satisfactorily roproduced during the Conforancae, They will bo
produced and mndp availoble in their finally n.grood form as soon
as possiblo eftor tho Conforonec.
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EXCHANGE OF RAW MATERIAL
LND gnmmms:mzorr OF RAW MATERTAL w

EXOHANGE OF RAW MATFRIAL

le Except a8 otherwise agreod in Appendix K each party will firnish
to the other pa promptly es practiocble without regquesat and ps a matter of
routine, one copy of every ltem of rew traffic ocolleoted by 1ta operating
sgencliss, rogordless of source. Elther party may roquest speoielly rapid
delivorys ar edditional coples, of specific oategories of raw troffic, =nd
each shall erndeavour to moet tho needas of the other in thiz respect.

2. In po far @8 procticebls row traffic exchanged will be in the
forms contolned in poragrephs 4 - 9 below.

3 The lncluslon of & opse~number in an item of rew treffloc will
not bo deemsd to show evidence of proceseing for Cammmiscation Intellligence
purpodes, and therefare the materinl mey atlll be clesalfied "Oonfidential”,
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