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Raw Material Format. 

Interim Camint :Emergency Plan. 
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FOR THE :r:MPLl!IMENTATION OF ~ U.S. - BRITISH 

15th - 26th July. 1948 

lNTRClDUOTION 

1. The following arrangements governing the oollaboration. between 'the 
U.S. and British Oomint Agenoies have been agreed between USOm: and IBIB 
in implementation of and as Appendioes to the U.S. - British Comint ' 
Agreement of 5th Maroh, 1946. 

2. None of these arrangements shall be construed as oontra.vening any 
olauses of that agreement but shall take effect within the soope and 
limitations established thereby 

3. The objeot of these arrangements is to ensure that max:imum advan­
tage is obtained from hhe oombined available personnel and facilities at 
both parties. 

4. I~ aocordance with these arrangements, eaoh party will oontinue to 
make available to the other, oontinuously, ourrently, and without reqaest, 
all raVf traffio,' Oomint items and technical matter aoqu;Lred or produced, 
and al~ pertinent information conoerning its activities" priorities and 
faoilities, both present and planned, subject only to the prov1so oon­
tained in paragraphs 3(b) and 4(b) of the U.S. - British Comint Agreement. 

5. In addition, each party ~dll oontinue to maintain liaison personnel 
at the agena,y or agenoies of the other party. 

6. The tfro parties will oontinue to effect suoh standardisation -, 
e.g. of teohnioal terminology, layout, prooedure and organisation - as 
may be possible. 

7. By the olose oollaboration thus established, and by means of suggest-
ion, agreemen~, and arrangement as to ohanges to be made, the two parties 
will continue to effect elimination of unnecessary duplication in order to 
ensure the maximum exploitation of foreign communications. However, the 
aotivities undertaken by eaoh party must be basioally suited to its own 
needs and therefore neither is in a position to aooept any formal and fixed 
oanmitments for the allocation of specific tasks to their respective agenoies. 
Such an aJ.looation would prevent the shifting of emphasis to tasks whioh 
those agenoies 'may thomsleves wish to undertake or which they may be required 
to undertake by the consumers of their product. But it is agreed that an 
informal and flexible allooation of tasks, subject to alteration by'either 
party at need and sometimes without prior notifioation, is possible and 
desirable; that where one party aocepts the informal allocation of a. 
specifio task it will, as a ~tter of highest priority, make available to 
the other party the end-produots of that task, that, if the party which 
acoepts an informal allooation is oompelled to relinquish it, it will 
inform the other party as soon as possible; and that, in the event of 
either party giving up a task to tho other, every endeavour will be made by 

I 
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the surrendering party to maintain its intercept covcra6c on the 
task surrendered if that party has bcen obtaw.ing unique material. . . 
8. Each party may call upon the other for assistancc tincn necossar,y 
and such requests ~~ll be ~t uhencver practicable. 

9. Although progress has been na.c1.e in the provision of adeqWl.tc 
Comint telecommunication fa.cilities, it is a greed that each party ,lill 
continuo to keep UIldar reviarr this, and the assoeiD.tod problem of 
safe hand routes for the passage of Camint material of all kinds, 
and '"lill take all rca.sonable steps ·::O~m.rds further improvOlUant. 

10. Tho tuo parties have foreseen the need for joint emergency 
plans, rendy to be put into operntion at or be foro an outbreak o~ 
hostilities ~th a third part,y. 

11. Eaeh party l"iill provide the other "'lith tuo or more copies of all 
rcports mentioned in the follO\lil13 appendices and of such-like documents • 

• 
12. All ~a.ngcmcnts are 'lJubjeet to rov1o'·I.o.nd to modification by 
agroement. 

1,3. These a.rrangements ,,rill become cf:'cctive on approval by USCIB 
and IBIB, in accordance with p.."\ro.graph 12 of the U.S. - British , 
Comint Agreement. 

14. In Annex A to this Introduction are listed those items Tmioh 
for ~ reason have not been resolved and onUhiah a further exchangc 
of ideas is considered desirable. -

15. Annex B to this Introduction shems :ho'tT the Appendicos to . 
the U.S. - British Cor.mnmication Intelligonce A3reemcnt, as produbed 
at the U.S. - British Technicnl Conference of Uarch, 1946, have been 
ratified or superseded by the J..ppOlw.ices ll.grccd at t.he 1948 Technical 
Conference, and "/hich of the kttl.}r are neil • 

.... 

-. 
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INTRODUCTION 

1. The follcming is a. list of items uhich ror 8lli1 rcnsons have 
not been resolved at the 1948 u.s. - British Technical Comint Conferonce 
8l'ld on \mich some further .exchange of ideas between the tw part:i.es, 
might be fruitful. 

2. Standardisation of ra~ material format. 

(a) The exact detail of tho :Exhibits to be included v.i..th 
Appendix .... 

(b) A satisfactory mcti.1.Od. of cxchanging raTl traffic Tlhere an 
exact band-for-bend rcproduction over a continuous run 
is required. 

(c) The elimination of co~cation difficultios in exchanging 
traffic in non-standard codes. 

Ravision of T/A notations and exchange of T/A information • 
• 

(a) 

(b) 

(c) 

(d) 

(e) 

The final i'OIm or the clement to be used to designate 
service or function in an ITA case-number. 

The exact position in an ITA case~numbcr of the letter 
denoting omission type. 

The use of the 3 and 2-digit parts of an ITA case-n~ber. 

The use of terr.1S or symbols to indicate the validity of 
T/A inference and reconstruction. 

'lac use of stondardised names to describe T/A clements such 
as emission-systems, callsign-systems, procedure codes 
etcetera. 

4. S;eecific nomcnclaturE!...!.9.!..-~ffic types. _ 
~vision of Status Roportri \T.ith specific objectives. 
Division of ~asent Interim Report series. 

Items H, I and J, tabled qy ISIC for discussion at the Oonference 
but the proposals of ... 7hich the reprosentatives of the U. S. Cemint Agencies 
had no authority to agree 'i1ithout reference back to 'their Agencies.' 

5. EXC?ha.n&-e of end-products 'by radio. 

Item L, tabled by ISIC for discussion at the Oonference but 
vr.Lthdravn from the Agenda. after a statament of the British proposals, 
'with the intention t.hat it should be handled direct betooen the Coordinator 
of -;Toint Operations, U.S. Agencies, and tho Director. IBIC. 
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standardisation of -~cclmical radio nomenclature. 
FUture plans for interee~t1on and traininp of operators. 
Liaison in IBM: o.nd RAU i'ialds. 
Rovic\l ot a,groed "style ana.--rayout" rdth particular reference 
to usc of validity-grl"..d.ings. - . 
Closer co-o~eration in equivalents ana abbreviations. 

Items D, G(3), H, 0 and P, tabled by ISIC but not acceptcd by 
uscm for discussion at the Conference • 

• 
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INrRODUCTION 

l~B 

. 
The foUowlng tabulations shcW' how the .. i.ppendioes to the U.S.­

British Oamint ~~ement, as produoed at the U.S.-Brltish Teohnical 
Oonference of 1946, have been ratified or superceded by the .&.ppendioes 
agreed at the 194-8 Teohnioal Gonfel"'enoe, and whioh of the latter are 
new: 

Table I 

1946 ~l.ppendioes 

J:I. 

(Tems to be used) 

B 
(PrinP iples of SeoUZ'i ty 
and Dissemination) 

C 
(Colleotion and ~~ 
of Raw :Material) 

D ········ .... 
(Co-ordiriatlon of and 
Exohange o:ttpf~on 
on T/Ji., D/F aridL-J 

E 
(Co-ordination of and 
exchange of information 
on orypta.naJ.ysis) 

F 

G 

(Exchange of Comint and 
oo-ordination in trans­
lation) 

(Excha.nce of oollateral 
material) 

H 
. (Canint oommunications) 

Unohabged. 

Revised in 1948 lappendix B. 

Paragraphs 1-3 (Exchange ot information on 
interception faoi1i ties) superoeded by' 1948 
Appendix L. 
Paragraphs 4-13 (Division of interoeption 
tasks a.nd of searoh programmes, exchange of 
reports etcetera) revlsed an:] transferred 
to 1948 .. s.ppendix D. 
Paragra{>hs 14-19 (Deslgna.tion of interoept 
targets) revised in 1948 l~pendix C. 
Paragraphs 20-33 (Emhange of raw tJ;'affio 
a.nd stand~disation of raw material tormat) 
superoeded by 194-8 ,.jppendix K. 

Revised in 1948 bppendu D. 

Revised in 1948 la.ppend1x E. 

Heviseu in 1948 .. ~ppendlx F. 

Revised in 1948 ~ppendlx H. 
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I 
(Liaison ana ohannels 
of e:xchange) 

J 
(Interpretation of 
oertain prov1s10ns of 
. ..greement) . 

Table II 

1948 AApend1ces 

\\K 

\ Collaboration 

test fleld 

L 
(Exchange of informa­
tion on intercept 
equipment facilities 
etoetera) 

M 
(Exchange of raw 
material and standar­
disation of raw 
material format) 

N 
(Intertm Emergency 
Plan) 

?It th July, 1948. 
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Revised in 1948 .u.ppendix I. 

Unchanged. 

Subjeot matter not oovered by 1946 
1.pponn loes. 

Revision of paragraphs 1-3 of 1946 
Appendix C. 

.Revision of paragraphs 20-33 of 1946 
Appendix o. 

Subjeot matter not oovered by 1946 
.t~ppena ioes. 
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TERMS TO BE USED 

1. CHANNEI.s: A unit cr sub-division of a circuit will be known as a channel. 

5. 

6. 

CmcUIT: A telecoumunications system between two points will be known as 
a cirouit. 

COMINT ITEM: Any item of Special Intelligence or of Traffic Intelligence 
whIch Is a.istribut ad or released by a COMmT agency will be known as a 
COMINT Item. 

COMINTSUM: A summary 0«. commentary based on related COMINT items, which 
:may interpret those items in the light of one another or of ~o:r:mation 
from other sO\ll'Ces, will be lmmm as a COMINTStlM. 

COMMENT: Inf'orma. tion appended to COMINT items either in amanda. tion or 
elucidation, or in expansion of the information contained therein, will be 
known as a comment. 

DEXlRYPr: A foreign conmunication which has passed through tte stages of 
or,ypt~sis and decr,yption and is in its original language prior to 
translation will be knaw.n as a doc;ypt. 

7. DIGRAPH: A two character group '7ill be kncmn as a digraph. 

8. 

9. 

10. 

11. 

12, 

13. 

15. 

EXTRACT: A translation in part or.ly of a decrypt or plain text will be 
lmown as an extract. 

GIST: A statement of the essential substanoe of a decrypt or plain text 
;r-an abridged version of a translat~d text or extract rill be known 
as a gist. 

HF...ADING: Communication instructions for the deliver,y of a foreign 
communication, such as call~ignss serial numbers, extemal. addresses, 
deliver,y instructions, indications of priority, group counts, date/t:iJne 
rot origin, etcetera, will be known as a heading. 

LANGUAGE EQUIVALENT: A word or phrasc and its proposed or agreed 
rendering in English as found in a Supplemental Glossary will be known as 
a Language Equivalent. 

PLAIN TEXT: An unencrypted foreign communication will be known as a plain 
text. . -
roSITION: The total assemblage of equipnent used as a unit for an inter­
ception or transcription purpose will be known as a post tion. 

SC.ANNING: The process of examining decr,ypts or plain texts to determine 
:Lf they shall be issued and, if so, in what fOIm 8lld Vii th what priority, 
will be knovm as sca:nning. 

SUEB:J!lMENTAL GLOSSARY: A list prepo.red by a COMINT agency containing the 
proposed or agreed renderings :in English of words or phrases which, though 
appearing in standard Dictionaries" have additional meanings not given in 
those diotioilaries, and of Tlords or Fl1rases of which the meanings are not 
to be found in a Standard Dictiona:ry, \'1111 be known as a Supplemental Glossary. 

-
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16. TRANSLATED TEXT: II tronsh.tion of l\ decrypt or plain text will be 
known as a translated text~ 

17 •. TRANSLATOR'S NOTE: A I'CIilO.I'k or I'CCD.rks a.ddod to a transla.ted text, 
extract or gist b,y the translator, in expansion, clarification or 
annotation of his rendoring of tho text, mll be kncrrn. as a trans­
lli.tor1s note. 

(It differs from a "Comment" in that it should not bear upon the 
Intelligence implications of tho yext). 
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PRINOn'LES OF U.S. - BRITISH COJaruNIC.A!rION 
INmLLIGENCE SECURITY AND DISSEMINl"TION 

1. These principles shall be the basis of all regulations for the 
soourit,y and dissemination of OoL"Jl1lUllioation Intel1igenco :i.sswd by or 
under the authority of usom or LSm and. other appropriate officials of 
the Gover.nmants of the two parties, The scope and phra.sing of such regu­
lations 11J8N' var,y in accordance with the requirecents of the Parties, 
Agencies, Departments and Ministries to wham they are designed to apply, 
but all shall be in accord. ldth these basis principles ;in ever,y respeot. 
!o ensure un:I.f'orm interpretation of what constitutes such accord, each 
par~ shall fozvard. all such regula tiona to the other for inf'onnation, 

2, It is recognised tho.t, while the following principlos are in 
80mral of universal application, certain of those primarily applicable 
to peacetime must be :codified in tiDe of war or omergency, to ensure that 
the maz11D1DD operational benefit consistont vr.Lth security is derived from the 
,auree. Provision is :oade hereunder for the necossar,y I:lOdifications. In 
.time of war or emergency, or oxcoptiona.lly as agreed by USCIB a.rd LSIB, 
Emergency Regul.o.tions er.1bod;y"ing tho enorgcncy principles conta.ined herein 
shall be brought into force by tho respective parties. 

JlIP'INITIONS AND CATEGORIES 

3. Ccm:mun:i.cation Intollisonce (COMINT) is the ru:u:JO given to products 
derived from the vrork of agencies, the operations of which are co~rdi­
nated by uscm and LSm and much study radio transmissions and other 
OODII1U!lications not origina.tod by United sta.tes or British authorities. 
b terms Com::nmication Intelligence (CQHINIJ!) and. Sisnal Intelligence 
(SIGm) are s~UB, Com:.umieation Intelligence is divided into two 
aate$aries, as follows:-

(a) Special Intolligcnce. 
(b) Traffic Intelligpnco, 

4.. Speoial Intelligence is 

(a) bt Camr.nmication Intelligencre which results from.:-

(1) the dear,ypt:i.on of texts :in whole or in part (except as 
provided in poro.. 5(b) beloi1~ 

• I 
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(iv) the interception of certain VPes of transmission as may 
be specified by USCIB and LSIBJ 

(v) plain texts as provided in para. 6 below; 

(b) ~hat Traffic Intelligence whicha-

(i) clearly reflects the use of Special Intelligence or 

(ii) is, in the case of individual items, specifically upgraded 
to Special Intelligence by either party if' it is considered 
that its content is such as to warrant this action. 

//// 

s. Traffic Intellisence is tho.t Communication Intelligextce whicb 
results from:-

(0.) the studiY' of procedure signals, call signs, messo.gehcadings, 
D/F bearings and other extcxnals of ccmmunicatione (except ~s 
provided in para. 4(a)(iii) above); 

(b) the decr,yption of the wole or ports of OOIII!lUIlico. tiona in 
coda:J or cyphers of such low security grading t.~a-:; they are 
specifica.lly classed IlS Traffic Intelligence by USOIB and 
L8m; or 

Traffic Intelligence shall be designated by a separate cod.eworda.greed 
on from time to tiJ:1e by USCIB and LSIB. 

6. Oonmunication IntelligcncederiTed frcr.l PJ,airi texts (including 
R/T) may be classed by mom and LSIB as oitherSpOcia.l Intelligenco or 
Traffic Intelligence acoording to./tbe needs/of' either and. preforably 
atter agreement betrredn them, E»LOept th!lt" in time of emergenoy, 
plain texts derived from tact:Lcal .!;med Forces oircuits shall be treated 
as Traffic Intelligpnce. 

OGA 
EO 1.4. (c) 
EO 1.4. (d) I 
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7. In time of war or emergenoy, or exceptionally as agreed by USOIB 
and :raIB, the Traffio Intelligellce category as defined in paragraph 5 
above shall be extended to include tho products of certain field and 
medium-grade cyphers which sooll De dm1ngraded from Special Intelligence j 
and, if required, Traffic Intelligenoe may then be subdivided into 
sep~ate categories in order to permit tactioal Oommunioation Intelli­
gence (the compromise of which would not endanger the more important 
souroes) to be disseminated to special agencies and lower echelons of 
the ),rmed Forces. In order to prepare for this oontingency, mutWllly 
agreed lists shall be prepared and maintained in current status by USCIB 
and LSIB to indicate whioh field and medium-grade cyphers fall wi thin 
the provisions of this paragraph. In the event that it is found necessary 
to subdivide Traffia Intelligence as contemplated above , it may be 
necessary to institute an additional Traffic Intelligence aodeword to 
permit differentiation in the dissemination of the produots of medium-
and low--grade cyphers. 

GENERliL ilRmolPIiES OF SECURITY jJiID DI.3SEldIN...TIDN 

8. The value of Oommunication Intelligence in war and in peace oannot 
be over-estimated; conservation of the source is of supreme importanc~. 
It is essential, therefore, that the dissemination aooorded to all 
related or resultant information be striotly controlled and l~ited. 
The pqysica! seourity of relnted documents is not alone sufficient; it 
is essential that all referenoe to its existenoe either direct or in­
direct be o.voided exoept among those to whan the knowledge is neoessary 
for the proper performance of their duties. The time l:imit for the safe­
guarding of Oommunioation Intellig~noe never expires. 

9. Every effort shall be made to ensure that, unless speciaJ. authority 
is given:-

(a) In time ot peace, no person who is a current recipient of 
Special Intelligence or who is engaged in its production shall 
be assigned to or be engaged in activities which might reason­
a.bly be expected to place him in 0. position whE:re he might be 
forced to submit to questioning by 0. third party; 

(b) In time of war or in a state of emergenqy, no person who is 
a ourrent recipient of Special Intelligence or who is engaged 
in its production shall be oommitted to n haZardous under­
taking vmioh might subjeot him to oapture by the enemy or a 
third pD.rty. 

It is oonsidered, on 0. basis of present communications teohniques, 
that a person ~ho has oeased to be a recipient or producer of Oommun­
ioation Intelligenoe should not be so assigned or oommittod before the 
elapse of a period of one year in the oase of Speoio.l Intell~ence, or 
of three months in the oose of Traffic Intelligenoe. 
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10. It is of the utmost importance that complete and absolute silence 
on all COIImUnication Intelligence matters be maintained by those who have 
ever been connected with the Cor:munication Intelligonce organisation, 
and by all indi:vidual recipients of Communication Intelligence, whether 
past or present, 1mless they are freed fran this obligation by umnistake-
able and oategorical order of proper authority as shall be designated by 
the respective parties. If at 8.DiY' time indisc.reet matter referring to 
Ccmmmication Intelligence is broadcast or published, even by prominent people, 
this does not free those other persons ,"mo are, or have ever been, producers 
or reoipients of Commmication Intelligonce fran ma1ntl!i.ning absolute 
silence, and special precautions may have to be taken. 

11. In time of war, the full value of Co.rmnm:i.cation Intelligence 
cannot be realised unless operational use is made of it. However, before 
the decision is made to take action based orl Communication Intelligence, 
studied effort shall be mde .to ensure that such notion cannot be attri­
buted to this source alone. In every case, unless oomp1etely impraoti­
cable, aotion against a speoifio targct revealed by Communioation 
Intelligence shaJ.l be preceded by appropriate reconnaissanoe or other 
suitable oover to whioh the enar.w oan reasonably be e:o.."P8cted to attribute 
the aotion. .An;y action taken :in the absence of such safeguards must be 
oonsidered in the light of the possibility of compromising the source. 
The extent of military advantage to be gained must bo 'itelghed oarefully 
against the risk of losing the particular souroe and related Communioa­
tion Intelligence sources and against the effect of such a loss on 
other Comnands and on future operations. Only after it has been dec~ded 
that the overall military advantage to be gained clearly ou-Q7eighs the 
irretrievable loss which woul.d probably result from a oompromise of the source 
should action be taken :in the absence of 3uitable cover. 

12. \1hen action as oontempln ted in para. 11 above is fina.lly ordered, 
partioular oare shall be taken on all ooonsions to ensure that personnel 
who llID3" become engaged with the eneII\Y in the course of such action are 
gi van only the minimum informs. tion, m. th no UDn.Joessor,f detail. 

13. In time of peaoe the principle that tho oonservation of COIIIDU­
nioation Intelligenoe souroes is a paramount consideration affeoting aqy 
action taken in the light of COll1IlIlmioo.tion Intelligence shall be 
rigidliY' upheld. 

u,.. The principle of dissemination is based on :, tho need to know". 
Each item of Communioation Intel1igenoe shall therefo:!:'~ be made knovm. 
Oii!i to those individuals who require it in the pcr1'ormanoe of their 
duties and who have been appropriately indootrinated. Every effort 
shall be made to restriot the nUIlber of indoctrinated persons to an 
absolute min:l.mum. 



88 

•• 

OGA 
EO 1.4. (c) 
EO. 1. 4>.(d) 

'rw w' 0". 

- 5 -

15. lany Ihtelligence including in whole or in part items from 
Communication Ihtelli enoe sources is to be handled in accordance ,vi th 
these regulations. 

16. No national of one party shall be permitted acoess to the other 
party's Oomint agencies or to the products, or knowledge o~ the exis­
tence thereof, unless he be approved by his parent agency or Board and 
be proper~ indoctrinated. . 

17. It is recognised that both part idS will ~roduce Speoial Intelli­
gence whioh by virtue of its source or content will require exceptional 
safeguards and ~hioh should therefore be limited striotly in dissemi­
nation. Such SpeoiarrIntelligence will fall into tyro oategories:-

(a) Individual items vlhich mus·1; be restrioted in dissemination 
to the highest level only. The procedure in such cases 
will be as prescribed in para. 22 below. 

(b) Particular classes of Canint which it is neoessar:Y' to 
restrict to limited oateaories of personnel. Such a class 
~ with the consent of USCIB or LSIB as appropriate, be 
indioated by an agreed aubsidiar,y cod~1Ord. . 

It is for the originating party to request that the other party should 
afford similarly restrioted distribution to such iruUvldual i tams or 
olasses of Communication Intelligence_ 

18. ~ept in categories and individual oases ~eed upon fran 
time to time by USCIB and LSIB, personnel to be indoctrinated as 
reoipients of Communication Intelligence or assigned to Communioation 
Intelligence duties shali be the subjects of special security enquiries. 
However, in time of war or elIlC3rgenoy, exoeptional oooasions may arise 
when it is considered essential for an indiviuual to take up his duties 
before the speoial security enquiries van be oompleted. In such oases, 
the person oomerne a may be suitably indoctrinated on the authority 
of such senior offioers or officials as are designated by tl~ respec­
tive parties. In all such cases, steps shall be taken to ensure that 
speoial security enquiries are'cample~u as soon as possible after 
indootrination. 

19. USCIB and LaIB shall mainta.in oomplete lists of persons 
currently indoctrinated for Speoial Intelligence in their respeotive 
Governments. 
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20. UbCIB aru1 LSlli shall keep eaoh other fully 1.nformed of the 
Departments, Min1.stries, J..genc1.es, Offioes, Headquarters and Commands 
reoe1.~ng Speoial IntelliGenoe anu of the approximate nw~ber of indoo­
tr1.nated persons 1.n each. 

21. Communioat1.on Intell1.e~nce shall never under any o1.roumstanoes 
or\.ln any form be d1.sseJYl1.nated to any lhnlstry, Department, .. .genoy, 
OrganisatlOn, Office, or 1.ndivl.tlual fron mnch or from whom it might 
reasonably be expected to f1.nd its '7ay, offic1.ally or extra-offioially, 
into \.the possessl.On of any person or group who oould use 1. t for 
oammeroial oompetltlon or cornnerolal gal.n or aDvantage. 

CL&lSSIF1C • ..T IONS .!.ND PIDCEWRES 

22. Spaolal Intelligence. Speol.al Intell1.gence is classif1.ed TOP 
SECRET. The words TOP SEeBEr and the appropriate oodeword shall appear 
on every sheet of paper which oontains, or discloses the eX1.stenoe of, 
th~s class of Commun1.oation Intell1.gence. This rule applles to maps and 
oharts on vm1.oh are plotted data und lnformation derived from Special 
Intelligenoe .1 

1....-________________ ----11 In order to lndlca:te that the 
speoial~ limited disseminatl.on rvferred to In parn. 17(0.) above has 
been applied, el.ther party rilll pref1.X the Speoial Intell1.gence oodeword 
d th the word "Spec ial" • 

23. Traffio Intelli&enoe. Trafflc Intell1.genoe is olasslfied SECREl'. 
The word SECRET and the Traff1.o Intelligenoe oodeword shall appear on 
every sheet of paper whlch conta1.ns or dlsoloses the eXlstenoe of this 
classPf'pomrnunicatlOn Inteillgence, unless TOP SECREr and the approp­
riate SpeolalInt~l.~igence coUe.70r,' appear on the SaLle sheet. This rule 
applies to maps and charts on 'Iil,l. ch .,;;u..;w......I.LoI.oI.I...I<l..I.I..W.I.I......I.I.C:I.~--'l.I.IIoI."""""""..w...l""""OIoIOIo.iI£.olo.loLlol.. __ ..., 

derived from Trafflo Intelligenoe. 

24. Codewords. Tho Speo1.al Int~lll~ence and Traffic Intelll.gence 
codewords used as such bear the TOP SECRET and SECRET olass1.floation 
respeotively. These codewords and their unpllOatlons shall not be 
made known to non-inaootrinated persons, nor shall these codewords 
be used 1.n the~ oodeword sense 1.n the presence of non-lnuootrlnated 
persons. 

I 
25. Teohnical Matter. Technl.crl matter apperta1.nlng to the pro-
duction=t>f Speol.al Intelligenoe 1.S no~~lly olasslf1.ed TOP SECREW and 
designated by the appropriate OOdcl\70ril. Teohnl.Cal matter appertaining 
to the produot1.on of Traffl.o Intell~enoe 1S normally olassl.fied 
SECRET and designated by the Trnff1.o Intell1genoe codeword. The 
appropriate olassifioation and co(leword shall appear on every sheet 
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of :paper t'm.ich contains or diacloses the existenee of such technical 
mntter. The appropr:iAtc codcmord. sho.ll be encrypted in tho tcxt of 
every encrypted despatch (signnl) convey1n~ such technical matter and 
shall appear in p1.D.in lD.rl&JUagc 0. t the hec.d. of the decrypted version. 

26. Rav Traffio. Rat'T traffio (i.e. intercepted traffic shcming no 
evidenoe of processing for Carnrnunic~tion Intelligence purposes) is 
nor.mall,y classified COlf.F~:rIAL, exccpt tihere 0. higher olassification 
is mutua.l13 agreed upon. . 

27 • Teohnicn.l success. Comr.nmieations among cognizant offioials 
of the British and U.S. Governments hhich reve~l o.etunl success, progress 
or processes in the production of Special Intelligenoe or Traffic IntQlli­
genoe :in specific instances or fields sMll bear t he appropriate codem>rd 
designa.tions oven though they do not themselves revea.l Communica.tion 
Intelligence as such. 

28. Documents. Except o.s implicit13 involved in the operation of 
paragraphs 15 above and 29(0.) belcm, doeUInents contllining Conmunication 
Intelligence ani technioo.l matter sha.ll remain exclusively in the custody 
of persons who ~vc been o.ppropriately indoctrinated, secure from exami­
nation b,y non-indoctrina.tcd persons. . 

29. Spccia.l Intclligepce rurua TOP SECRET tcchnical matter shall not 
be trnnsmittcd. in plo.in lengu.a.ge (unencrypted) except as folJ..cms:-

(a) sealed, by safe-ha.:nd olw.nncls over routes specifical13 
approved by USCIB or IBIB. Such approva.l vr.i.ll_ be the 
exception mcrc such routes involve a.:ir or l.ami transport 
over the terri tOI"'J ai' c. third party; 

(b) via eompletely protected leeo.l cor.mnmico.tion systems 
exclusiveJJr internal to Agencies or Offices producing or 
utilising Cammunic~tion Intelligence of the appropriate 
ca.tegories; 

(c) viA completeJ;y protected externo.l'lanilincs onJ;y as 
specifica.1J;y c.pprovcd by USCIB or LSIB in each instance. 

30. Traffic Intelligence ond SECRET technieo.l matter shall not be 
transmitted in plain language (unancrypted) except as follet'/'S: ... 

(a) as provided in pa.rc.gro.ph 29 a,bovCi 

(b) by protected postal chan.'I'lCls over routes approved by 
USCIB or LSIB. 

31. Raw Tra.:f'fic classified COiolFID:!!:l'f~IAL am CONFIDENTIAL technico.l 
matter shall not be tra.nsmitted uncncrcJPtcd except as folloms:-

(0.) as provided in parc.gra.phs 29 ond 30 a"oovei 

(b) via external la.mlines onJ;y as speci:f'ieal1;y approved by 
USCIB or IBm in ea.ch insto:nce; 

(c) in the case of ra-rr traffic classified CONFIDENTIAL only, 
the restrictions on the conveynnce of COI'4FIDEN'J!IAL material 
over the territory of a third pa.rty may be relaxed at tho 

of USCIB or !SIB to t such '!':,..,a. ....... T\,.,'r"I': 

EO 1.4. (d) 
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32. EJroept1n oircumstance", contempla1ia(l in paragraph 15 above:-

(a) 

(c) 

EXCEPTIONS 

Speotal Intelligence and TOP SEO~~ technioal ~~tter trans­
mi ttetlin encryptecl :COI'!:!. shall be encry"ptecl in speoia.l 
cryptozra.phic channels or ciphers expresslJr provided for 
these subjects. 
Tr3.i"f'io Intell.1..;ence nnd -sECREl! teohn1c'll matter transmitted 
in encrypted form shell be oncrypted in .special oryptographic 
channels or ciphers expressly provided for these subjects, 
those listed in para.. 32( a) nbove, or in the licihest grade 
oipher available. ........ . 
However, in the case of!! or similarly secure oiphers, 
the trans~iss1on of COmJu~on Intell~enoe, TOP SECREre 
and SECRET technical raatters and raw tr~fio ever the same 
channel is authorized, provided that such channels ax:e 
reserved for thesIJ subjects exclusively. 

33. The gu~ding principle of' the expression "the need to know" 
shall be rigidly upheld in all circumstances. HOTrever, certain limited 
exceptions from other provisions of these principles shall be reoognised: 

(a) 

(b) 

W'Uh the approval of USCIa or LSIB dissemirmtion need not 
be oonfined to inCoctrinatecl persons, and the applicable 
ood~rd will not be employed in conneotion with the 
exchange use ann dissemination contemplated in the 
following instanoes:-

(1) Oertain D/F fixes and bearings graded COIlFIDENTI.tJ:,. 
(2) Certain Qate?ories ana series of plain textJ 

I 
whioh I:lUSt be ;raded at least COl~IDEnTI .. :L. 

.u: Centre engaged in the procluotionof Communioation Intelli­
gence may, at the lliscretion of/the Senior Offioer 
concerned, after full consideration of' the risks involved 
to the source, OIni t thl;lolassif'ioa.tion and the appropriate 
oodeirord from its 'IIlorksheets and sir.J.i,lar documents used 
wi thin the Oentre, or used betireen the Centre and its 
Interce tionand D stations in its technical 0 rations. 

OGA 
EO 1.4. (c) 
EO 1.4. (d) 
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CLASSIF::[C,.A!i!IO?l or PIAn~ TEXTS 

With reference to paragrap.'" 6 of Appendix B to ~he U.,S. -
BritiBh Communication Intc11ieenco Agreement as revisqd at the 1948 
Technical Conference it is mut'Wl1ly agreed that tlle present peacetime 
practice Hith regard. to the grading of plain texts, including R/T, in 
dissemination to Intelligence recipients is as fo11ous: 

OGA 

(a) n111,=, 'I""'I"":!~='=""""'~~rt="'"~=~:--_----,lare treated as Sp~eia1 
Intelligence qy bOtll parties. 

(b) all other plain te}.."i;s arc normally treated as Traffic 
Intelligence by LSIB and. as Special Intelligence by 
USCIB. On oxchange, it is open to either party to 
alter the grading to conform uith its. elm: practice. 

EO 1.4. (c) 
EO 1.4. (d) 

, 
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HANDLING OF CCUiUNI.CA~ION "nf.!EL!.mEi\fCE DISSEMINATED 
TO n~ERCEl?:r STll.~IONS 

3. All such items of Tr~ffic Intelligence disseminated to Inter-
cept stations mIl thcrofore bear tile a.ppropriate oodcmord ani mIl be 
passed in this form only to indiviQuals a.ppropriate~ iDdoctrinatcd. 

Lt.. Within the stations, hCY.7CVor~ such items J!ID\Y' be further dis .. 
seminated m. th the oodC\1Ord omitted to intercept porson:ncl not_ so 
indoctr:1no.tod. This is subject to th.o undorstand:l.ng that the provisions 
of :paragraph 18 of Appendix B regal"'d.ing special security onquiries 
a.PP4r equo.l4r to intercept operators DB to other mmbcrs of the Com .. 
munieo.tion Intelligence family, and that 0.11 un1ndoctrinated operators 
shall be suitably briefed as to the socl,lrl.ty aspect of the:ir mn-k. 

5. All othor Corrrnunica.tion I.'1tolligence items dissominatcd to 
Interocpt stations shall boar the appropriatc classification and. codc- . 

"TIOrd and shall bc hArId1.od in the mamlCr proscribed for normal. Intoll:1,­
genoe rcc'-picmts. 
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CO-ORDII'lATION OF TRAF:?IC AliALYSIS AND EXCOOUE 
OF TRA....'GIFIC ,:U'lAIiYSIS ?,(ATERIAL 

1. It \"lill be the joint objec·~ive of the po.rties to ensure that 
the required field of traffiC' a.nal;rsis problems is covered as thoroughJ;y 
as possible but genera.l rules cannot be lo.id do-r1Il for the division of . 
T/A responsibility b~·reen thc t-rro parties. 

2. With this objective in viow, unproductive duplication of 
deto.iled ll:lrk rill be eliminated end it is recognised that the best 
method of furthering this process of ellll~A~i9n is to exchange information 
tlhercver possible in tho fOIT.l of p£l.rtly or fulJ;y proccssCa. material. 

3. Published. reports on Trafi'ic A.'r1B.J;ysis 'ilill o.lVr.lys be made 
available to the other party. . 

4. Where the exch..'Ulgo of publish~ reports is inadequate the 
requirements tor a more detailed exchange "iiil1 be stated. These 
requirements mIl be satisfied as far as possible from the material 
being currently produced - e.g. uork she3ts, log digests, daiq diagrams 
and other prediges·~ed llJ.'ltcrial - but both parties m.Il end.ea.vour to 
meet a:rJjf additional requirements by n1Odii'ying the form or eonte:rrli of 
these part~-proccssed reports. 

5.. Where in an.y specific case the e::roho.nge of material provided 
for in paras. 3 and 4 above is innde~te ciJ~ler~pa.rty may request copies 
of the unprocessed logs or Chatter &leeta. S~~ requests \7.111 be 
satisfied within the l:b'lits of the resources o.va-il.a.ble. 

6. The method of exchnnge in all C'ases rill bo by radio or by 
bag according to the m ture and. urgency of J"hc, I!IB. terial. 

7. L'I'l order to fo.ci1i ta::'e tile cxc~'Ui.nge of nnterial a. degrea of 
standardisation mll be Dimad c.t in the use of names -or abbreviations 
to describe T/A featuras, e.g., tr£l.nsmission-systeIilS, cc.ll-sio'l'Zl syst., 
procedure codes, trafiic types etc. 

8. The r.lethods used to i.ndicate vaJ.idi-i:;y s:lOuld be ext_ondad from . 
t~eir present lim1teC: applice:cion ·co all suite.-Dle ~/A_.m.tarial, so 
that the Height of evidence attached to the eampo~~t clements of ~ 
T/A conclusion Iil33"be assessed on a comnon basis. 

CO ... ORDIP'.ATION OP INTERCEPT COWI'ROL 

9. The objective of both parties mll 00 to ensure tho.t the 
toto.l intercept resources availC!.b1u arC' used so a.s to give as . , 
efficient eovar as is possible "GP J.:;he mole field of ·~~ercept ~sks , 
required by tham both. There m.ll be co-ordinc. tion botF'een the parties 
to al.lJninate any avoid~.ble duplicc.~ion by continuous sug~estion as to, 
changes and by mutual agreemont. Some dup1icc:1;ion of cover may remain 
:necessary to secure complete end aceurc.'te interception, or for. trDining 
purposes, or mere the arrangamunt i'or tha oxchango of T/A ini'ormation 
and rail mater:io.l cannot meet both parties I requirements. 

• 
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10. The basis. for the continuous co-ordination involved 'will be 
an exchange of reports consisting of:-

(i) reports on interoept results (monthq, or more frequentq 
~s is required). ' 

(ii)' lists of tasks allotted to stations (on a monthq or 
'weekly basis as is required). ,. 

(iii) information on major changes in the cover situation 
(exchanged by signal). 

CO-ORDINATION OF EFFORT ON D/F .1 
11. In general the division of' i70rk must fall naturalq according 
to the locations of D/Fand interoept.stations, and the intercept tasks 
and search programmesundertal:en by each party. 

12. Collaboz-ation bet'ireen the parties in the f ielii of n/F shall 
be in the form. of:'" 

(i) requests i"rom a:rr:J' agency direot to 8IJy other for bear:i.n:ls 
and fUeD on spoc1fiod ta.r~cts and 

(:1.1) the e:m~e of results. 

EO 1.4. (c) 
EO 1.4. (d) 



• 
1. 4. (c) 
1. 4. (d) 

IS" 'FIll: as, iCE 

• ..:EPENDIX E 
====-=========== 

CO-oRDIN~...TION OF, ~.ND EXClL~E OF INFORlL...TION 
ON CJ.tY"Pr_.N".uLYSIS J.ND ~.sSOCL.TED TECHNIQUES 

.uLLOC1~TION OF Tl~ 

1. j~looatlon of maJor tasks, oonferri~ a one-sided resp0nBlbilltYt 
is undesirable artd lmpro.otioable. JsS a maln prlnciple, however, in 
order that the wldest posslble ~ovcr of foreign oypher oammunlcatlons 
be aoh~eved, partles should exchange proposals for the ellminatlon of 

.duplloation in oases ~here certaln portlons of a task or related tasks 
are not belng worked In addLtlon ooll~boratlon be~veen th3 parties 
will take the form of suggestlOns and mutual arrangements as to the 
undertaking of new tasks and ohanges of status lon old. 
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EXCK.~GE OF OOMliUNI01-s.TION INTELLIGEN'OE 
..am CO-ORDIN .... TION IN TR .. NSL.. .. TION 

1. Deorypts of foreign oommunications will not ~e exchanged 

, : 

bet\.,een the U. S. anU British Corrmuniaation IntelliGence .&l.gencies, 
except as provided in parngrnph 6 of ~ppenuix E,or as ~ be arranged 
for oryptanalytic or other technical reasons, but any decrypt or series 
of deor,ypts will be made available on specific request by one Centre 
to the other, if not prohibitive~ inconvenient. . 

2. Scanning, translating am~ exchange of, the material in,the 
I I field is covered in .. ~ppendix K. In other fields, as 

.. 

tne Centres Wl~i probab~ be unable to translate all decr,ypt~,·plain 
texts or R/T intercepts in full or even in extract, eaoh \lil1 carry 
out a process of scanning such as to meet ~ts 0Rn Communioation Inte~li­
gence raquirements. The liaison officers will therefore be free to 
soan this material to ensure that any particular interests of their orln 
party are being served. 

3. Trans.Lations will be assUr.led to be in full unless labelled "gist" 
or "extract". 

z... If' either party consWt5rs that decrypts, Dr plain texts sarve 
its intelligence neeus \ilthout translation, such deor,ypts, or plain 
tex~s, will be regardeu by the other as if' they were translated texts 
and their dxohange between the .. ~encies vri1l be preoise~ the same as 
that of' translated texts' and extracts (see paragraph 6 below). It is 
the intention of each party to limi t "uch oases to the minimum. 

5- Cpnments will be clearly distinguishable as such and will be 
prefaced by the word looIIlIlent". 

6. Unless excepted in ~ppendix K, all translated texts, extracts~ 
gists (unless excepted by paragraph 7 below), items of Traffic Intel­
i1senoe and oomments appended thereto, will be exchanged between the 
U.S. and British Canm~ication Intelligence J~encles continucusl.y, 
current~ and wi~ut request unless otherwise arranged in specifio 
instances. Such exchange, complete or port1al. vlill be effeoted by 
radio when speoifioally requested by the parties and in aUdition a 
oomplete exchange will be effected with ~e least possible del~ 
through the regular liaison ohannels • 

... --
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7. Gists l"lhich a.rc made by an agency for its 0'1l'l use but not 
issued mll not be exchanged but 'will be at the ~sposal of thc lia.ison 
officers l"mo ,nay ask for such decrypts or plain texts as DIlY be 
required. 

8. All Comintsums mIl b,:, exchanged bct\"l(~en the producing 
Agencies in Washington and Lond~n, '\mencvor they o.ro issued and '\1ithout 
request. 

9. !'sIC .-lill be the "Cl'lIlnncl throU[l:h ,-!hich all Car.J:!Wlioation Ill1Dll;i.gcnce 
itoco produo¢8. by thci othor Brltillh OO:_!:'X)lIii"Ca.1th l~f)':;l".aicEl (":::Dcpi; otta'Qa). 
nill be f'or\78.rdcd to tho U.S. Conmunieation Intelligence Agencies and , 
through Tlhich tho same materia.1l3 produoed by tho U.s. CO~.lUIlication 
Intelligence Agencies \7ill 11e :('ormlz:ded, ,-henover appropriate, to other 
British Cammonnoalth recipi~ts, (c~~ccp~ Canad~). _ 

,10. The U.S. Communication Intelligence Agencies l"lill be the 
channel through T.m.ich all Communication Intelligence items produced 
by British Com;\()l1\realth Agencies ,rill bc for\"larooo., uhenover appropriate, 
to U.S. recipients. 

DIVISION OF IAl30UR nr TRANSIATION. 

11. Each Agency ,",ill undertake sueh scanning and. translation tasks 
as are suited. to its 0\171 requirJ.'lcnts and thosc of its recipients, 
~ exception uill be by prior a.greemcnt bettroen the AgOl'1..cies. 

12. The continuous exchange bet'iTOatl the Agencies of J.;heir translated 
material ,iill all0\7 either party to e~!ate ~m.ntod dUplioation in 
transla. t:ion. 

STJo.NDARDlSATION OF TRAiJSIATIOI:f FORM. 

13. To avoid ambiguity and to pror.lO-i:;e case of readirig, reference 
and recording, it will bo tho e.im of' the U.S. and. British Agencios tQ 
adopt a stan:iard stylo o...11d hyou-/: for headings, translAted texts, 
gists, extracts, oomm3nts and trnnslators~ notes. 

STAlIDAlIDISA.TIOH OF TRAIffiWION COI~. 

14-. Each Agency roll furnish to tho oJ.:;hor, continuously, currcntl3r 
and u1tllOut request, copios of' all Supplemental Glossaries ana othor 
compilations which it prepares as a resul-:; of -and. for Use in its trons­
lation processes. Tho mator:iE .. ls thus exche.ngcd -;-lill be the ba.sis for 
continuous discussion bemoen ti,1C AGencies m. th a ViEr.7 to incrcasing 
standardisation. 

15. In order to dovolop a cOIIlr.lOn standard. of validitY-Brading in 
language equivalents, each Agenpy • .-ill inform tho other of the signific­
ance of such grad:i..ngs as it curren-:;ly uses in its Supplomonto.J. Glossaries. 
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DEFINITION 

1. Paragraph 2 of the British - U.S. O~~uniontion Intelligenoe 
Agreement speoifies that the .!~g6er.lOnt governs the rela.tions of tha_ 
oontraoting po.rties "in Oor.nu~ico.tion Intelligence \'lO.ttera only". 

2. In the SOr.le purc.graph it is agreed th.'lt'the exohD.nge of suoh 
collateral cateria! ~s is applicable tor technioo.1 purposes and is 
not prejudicial to n~tional interests will, ~{over, be effeoted 
between the OOlUNT ilgenoies in both countries. 

3. In !l.ccordo.nce vith this po.ragro:ph, collateral l:I8.teriaJ.. is det:i,ned 
as tha.t cataria.! frOD an.y source other thnn OOliINT which, though of 
assisto.noe, to the OOl.£INT Agencies (i. e. "applicable for technioal 
purposes ") J is not directly a. OOt:ll!lunicl'.tion Intelligence I!ID.tter. ' 

4. o onsequently , L~terial listed in p~ragruph 3(0.) (2) and (6) of 
the Agreement, though obtained tron sources other than Oo~unication 
Intelligenoe, is not collnterc~ caterial becuuse it is directly a 
Oommunioation Intel1igenc~ cctter. Tho exchange of such material will 
be unrestricted, except os provided in pnrcgraph 3(b) of the Agre~ent 

5. Similarly, information concerning OOMINT ~thods and techniques, 
whioh are developed by the CCiUNT .. :.gencies under U.S. or 13ritish 
patent, is not collat~ro.1 matorial, and its exchange is governed by 
paragraph 4 at: the. .dgreeoent. 

EXOHAWE 

6. Oollateral cateria! availa.ble for tochnioal purposes to 0. OCiIINT 
Agency ot one party ~ill be rnad~ ~o.ilabl~ (through the machinery of 
liaison) to the other, unless preoluded py paragraph 2 o~ tho baaio 
ilgreeoont or unleoB there is obJecti·m by the lIiniatry, DepartI.1ent, 
~gency, Offioe or person '7hich 'Jriginul~ cade the oollateral oateriol 
available or which bears the res~onsibility ~or the oontrol thereof. 



62 

fa IE IC:III'F w,.1111 ",1( ',. lEY 'II"II"G I. ~IMOI1i11:li' 
Ala .. 'Ill cpa 

.AP.PE1'lLlIX H 

--------------------
COMINr OOMMtJNIC.l'l.TIONS. 

1. TEr.ECOltOOlNICATIONS ORGANISATION REQUIRED 

Exclusive and readily extensible teleco:nmunications between 
Centres, and betvreen Centre's and their outlying stations will be maintained 
in order to make possible the mpid flow of all types of raw traffio fram. the 
points of interception to the several Centres; the rapid exchange of 
all types of raw traf'fic, teohnical oo.tter and Communication Intelli-
gence between the centres; and the effioient oontrpl ot' interception 
ooverage. 

2. INSTALLATION I MAINTENANCE AND OPERl~TION OF TERMlNALS 

The terminals of circuits or channels intended exclusively to carry 
Comint traffio between the British Comnomveol. th and. the United States 
will be installed, maintained and. opera.ted as arranged. by 1:he appropriate 
Comint Authorities of ~ countries concerned and, although normal~ 
such terminals will be installed, mainta:i.ned and opero.ted by the 
appropriate U.S. or British Ccmnonwealth authority on whose territor.v 
the terminals are situated this will not be obligator.v. 

3. TELECOMMUNICATIONS F.AD~ITIF..s 

a) The United Kingdom authorities in conjunction with the 
Canadian authorities lrlll :make the following radio teletype 
channels available exolusively for Comint traffic 
between the United Kingdom and the North American continent. 

i) From the Fo;oeign Office U.K./Canada. oircuit - 2 channels. 

11) From the R.A.:8I./R.C.A.F. U.K./Canada circuit - 2 channels. 

b) The United States authorities will be responsibJ.e for providing 
land line f'o.cilities between Canada on the one hand. and the 
United State~ Agencies and the London Sigint Liaison tmit :in the 
U.S.A. on the other. 

c) The Canadian autbor.:i. ties will be asked to take :responsi­
bility for providing ~ following:-

i) Facilities for switching the Foreign Office U.K./Canada 
circuit to the United States J.and. line networlc. 

. ii) FacUities for BWitcbing the RcA.F./R.C.A.F. U.X:./Canada 
oiroui t to the Canadinn Sigint centre. 

[Continued overl.eaf'] 
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iii) Emergena,y facilities for switching the Foreign Office 
u.K.1C~nada circuit to the Canadia~ Sigint Centre and the 
R.A.F./R.C.A.~. U.A./Canada circuit to the United Stntes 
lund line netv~rk, to provide camounio~tion in 'the event 
of preakdown of one or other of the radio ohannels. 

d) In addition to the facilities provided by 3(0.) above, 0. oin~um 
of t\"/O ohannels of the Iondonderry/Washington oircuit will be 
allooated exclusively to Cooint traffic. This oircuit will be 
operated, in accordence \7.Lth poragr~ph 2 above, by the United 
Sta.tes ~na/or British as t:lD.y be Dutunlly arranged. _ 

e) Both parties reootL~nd thct,in those are~s which are potentially 
operational, fncilities be established for the direct trans­
mission of raw ~terial from the intercept stations operated by 
one Pt~ty to a deoignated oentre or station of thD other party. 

On the specifio request of one party the other party agrees to 
JiJake every endeavour to provide these fa.c~li ties whioh, if' and 
when provided, will bEl brought into operational use as mutually 
agreed. 

f) On deI!Ul.nd "quick exchc.nge ll oODr_lunication fa.cilities will be 
provided between the United Kingdon and Washington,ns-~ be 
mutually arranged. 

4. :EROOEDURE':'ND OE'ERATING SIGNi.L3 

Procedure and operating signcls appropriate to 0. pcrticular oir­
oui t wi-ll be used. 

5. COMICON' CRYPrOORAPHIC ..\lDS 

Common cryptographio aids will be used for Combined Camint Commun­
ioations. The matter of cryptographic aids will be kept oontinuously under 
reviuw with the objeot of bl8.intc.ining e.nd increasing security and of tacU­
itating oommunications. 

6. Ca.(l,nnrrCATIONS LIAISON 

A representative of'the Direotor of L.S.I.C. and a represe~tative 
of the Co-ordinator of Joint Opera.tions, U.S. Agencies ~ill be ~iven the 
speoifio duty of keeping under revie'\7 Comint cOIllI:lunications problems and of 

"-raising and advising on such problecs as they oocur. 

7. PROVISION (iii EQUlPMENT 

The provision of equipcent yiill be bj mutual assistance where 
neoessary and praoticable and as agreed in eaoh specdfio case, 

Unleased co~roial cables will not be used for the trnns~ission 
of unenorypted raw J:lB.terial except uS a cOI:r:J.unico.tions energenoy measure, __ 
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,. . BAG ROUTES 

Bag routes will be kept under review with the obj eot of t akillg 
tull advantage of improved sea ond air servioes, 

10. USE OF :MICROFILM 

All oentres will be equiF.,Jed to handle miorofi~_so that it 
ma.Y be available for use w~ it is not pE'aoticable to send the originnl 
material. 
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APPEUDIX I 
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LIAISON MID 
:METHODS OP E.,'ffiH.OOE 

1. Each p1rty sha.ll n'laintOoin, in tho oount ry of the other, a. 
senior liaison officer o.ocrcd.itod to the othor. Such of'f'ioers shall 
be responsible oaoh in the oountry to rhich he is accredited for all 
liaison matters. . 

I 

2. Upon agreement bottrocn uscm and IBIB, additionoJ. liaison 
personml may be accredited, and i7CI'king groups ma;y bo assigned, to 
agencies of either party by the other. All such additional liaison 
personnel shall be urder tm oontrol and direction of the senior 
liailson officer. 

3. SUitable.offico facilities ,lill be mde a.vailable as 
neoessary by the JlB.rty to mom the liaison officers are acercdit'od.. 

4.' Liaison officers of one plrty shall normally have unre .. 
stricted acoess to those parts of the other's a.gencies tlhich are 
engaged directly in the production of Com1nt, except such ports 
thoreof' vd"ch contain unoxclnngea.blo :UJ.f'omation. The points of 
oontact ot liaison officers ui thin agencies for requests o.nd inquiries 
shall bo as determined, ostablishod o:nd delimited by thc pl.rty to 
which they are accrcdi ted. 

5. In add! tion to the a.bove rcgularly assigned personncl, 
visits by selected. personnel for short periods of time to deal 'With. 
special problems ,1111 be encouraged. 

METHODS IJP EXCHANGE I. 
6. Requests by one party ~or information or :mo.terial shall be 
:nade by tha. t party via its senior liaison of'f'io er mo shall act 
through prescribed liaison channa Is. The senior liaison officer of 
the rcq,U0sting party shall forrre.rd. The. tevor inf'orma. tion or JIB. terial 
is made aw.ilablc to him norma.lly by means of facilities urder the 
control at his arm. cO'UlItry. l{ox-mall,y the senior liaison officer of 
the providirlg party shall be lccpt informed. 

7. When ·the reqU3st by one pll.rty is for in:f'orma.~ .. ion or material 
to be supplied a.s a JIB. tter of routine procedure, the suppl,y, af'ter 
the initial request, Dny be direet betuoon the parties by means of 
facilities available to the senior liaison officer of the requesting 
party. The senior liaison off"icers of. both lBrties shOoll be kept ful~ 
informed of all such routine exchongBs. Tho reoei'Vine party shall 
give the senior liaison of'i"icer of tho providing party mmtever share 
in the distribution and utilization of such information or material 
as ~ be agreed locall,y. 
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8. Exceptionally, teehnic:::.l exc~s betTreen the :pc.rties m:J.y be 
effected direotlJr over lion dem:!.Ild" quick exchange cOiI!JlIl.Ulieo.tion chnnnols 
jointJ;y :ll'ld exolusivelJr mc.into.ined for tha.t purpose. But the Uso of 
these d:irect clu!.mlols \11.11 bo ko'Ot to the lnirrlmum and :in eo.ch co.sa the 
senior liaison offioers of tho t-i70 pc.rties 'nll' be kept info:rmed. 

9. No provision··o~ par::LgI'o.phs 6 and 7 above sha.ll be construed 
n.s prevcmliing ei~'1.e:r pcrty from c.ocommoda.ti.."1g the other by tro.nsporting 
or communioo.t:ing materio.l for the other pc.rty. 

10. Eaoh party shall noIT.lO.lly c.s sist the other's oGnior Ibison 
officer by meJdng avnilc.blc td hiu fnciH:'des for pa.clmg:ing anl preparing 
material for trlUlSporto:fi1on. Ea.ch ~orty she.ll, -'co the extent of 
faoiUtics operB:I:Cd by or ~vn.ilc.blc to it, nssis"ij tl"le other's sonior 
liaison officer "("lith safe-ho.nd D.lld other trc.nsportation 'i'dthin its crr.n 
countr,y, • 

... ---====------------------------------------.............. . 
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INTER?:."iET.A.TIOI-: OF 
CERrAnr PROV.LSIONS OP THE 

U.S. - BRITISH C01:it,!(Ji\lICL'l'IOF TI'fiIE:uLIGE1{CE AGREE1D!INT 

n~RODUCTION 

Consequ.ent on :GlOctings held in Dccct1ber 1947 bct\vc'?ll USCIB 
and the DirBetor ISIC ropresont:tng the London Si~l Intelligence Board, 
the following intol;'pretations to certain paragraphs of thB British .. ) 
U.S. Comr~ieation Intelligence kgreocpnt, dated ~ch, 1946 and of the 
appcmiecs thereto are ooreby agreed toby USCIB a.nd ISIB and mIl ' 
becor.l<3 Appendix J to the ai'orcL1cntioncd Abrectlont. 

1. It is understood ti.'lat tho LSIB 'will not initiate or pursue 
aI:\Y contact -with any mtion of tho British Cor.'I!"JOni"roalth on Sigint 
T.lB.tters other t han ,lith tho Dorlinion'J of Ca.nada, Australia and lien, 
Zealani (\nth each of uhich agrceI:'npte already exist) ~7ithout first 
obtaining the vie,vs of USCIB. (It is noted tiult at the present time 
IBIB does not envisage BIrN' coll..l.1:foratioll with CO!.1IJOmroalth Uations 
other than the above.) 

2. It is noted that t:l';' .'Iclbournc Sigint C.lntrc (MBIC) is, 
in contrast to the Coor:nmicatiolls Branch at OttaTm, not a purol,y 
national Centre. It is and ui11 eQ..71tinuc ·00 bB a. joint· U.K. -
Australian - liar{ Zealand org&"'lisation, r.wm~ by an integrated staff. 

3. It is noted thit a. pre-requisite for collaboration by 
Canada, Australia and N'cm Zcale.nd. ... ·lith U.K. mlS an unequivocal aoocptanc9, 
of the provisions of tha "Explanatory InetnlctiollS and Ragulations ' 
concarning the Handling of Sig!,Al L'I'ltalligonee (mSIG)n i-bich has, alroady 
bBen given by the Sig:;nt GovC)rn.ing Bodies ot: the "~Tations concerned. and. 
that continuod eolla.boration is dcpcnient upon their adherence to-
these regulations. 

4. It· is the intcmtion of LSIB to obtain froe the Sigint authorities 
of 1ALi.c collaborating Dominions i'or::1a.l assur3DCO that '\;hoy -;rl.ll abide 
by the tOJ:'i!'&S of paragraphs 5, 8 and 9 of the British - U.S. COI:lIlIUnica1;iion 
Intellig~noe Agreomezrt and of paragraph 5 of AppcIPix E to that agrcemenji. 
Such assurance will be tranat:J.i·:.ted to USCIB f'ror.:J. !SIB. 

5. LSIB uill notify USCIl3 0'£ thc prcsent D.ssigru:JO:rrl; of 
cryptanal3rtic tasks for YSIC and mll notify uscm in advanca before 
authorising a~ ~7 or a.ltared c~JPtanalytic tasks for that Centre. 

, 

, 

'-

or- -

--
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6. Both USOIB and IBIB nill: 

• (a) Not pass to ~ of the collaborating Docinions 
Oentres C01,ron' itoos originated. by agencies of' 
the other party -;;ithout til~ consent of that pa.rty, 
except as laid d.o\".n in Inragraphs 7 ( c) e.nc1. (d) 
belOl7 or as ~ be fro.r.!. t::i.tlc to ti.~e mutua.lly 
agreed. 

(b) Pass to ·~he collc.bo~~:J:~ing Doflinions via. the 
agreed. chalLTlOls only such technical r.ntter a.rd_ 
portions of the sto..tus reports as are'deemed 
by the originating o.gc:ncy to. be relevant to the 
agreed tasks upon ~hich each Dominion is engag~d. 

7. USCIB takes note that, as regards LSIB's poliqy ~o\"mxds 
the integrated Contre at Melbournc, LSIB intends in f'uJrure: 

(a) 

(b) 

(c) 

To give evary e:ncouro.g.:.acnt ani assiste.nce to 
pursue! I~s the !i!ain eryptanalytic task of 
the Centre together vdth ninor tasks of local 
interest. 

To employ Uelbourne-controlled interccption 
stations (soDe of "t"Ihich are U.K. malII'm) on· 
tasks to \"mich they a:;:o~ best suited "b-.f reasFon:::;.... ___ -, 
of their 'location, "hich inevitably i:nc1udelL.. ____ --1 

To pass to IiSIC\ (in order that USIC may.icarry 
out (a) above), the technical am background. 
matter relevant to\ the~e to.s.I:s, ,7hether.i it be 
obtained froo. U,S.\or British sourcea,i except 
matter of U.S. origin dceignated by U.S. 
authorities as for U.K. use only •. 

(d) To pass to )ISIC for .. ·its .interna .. l usc only 
(and to enable that Oentre to carry out (b) 
above) the nccessary\tcchnical n1O.-(;i;er required 
for such interception control,.iwhethor ob·~a:i.ned 
from BritiSh or U.S. trarficL~lysis or 
cryptEl.Ik'\lytic oources,\ excap1; matter at; U. S. 
origin designated by U. S. authorities as· :ror 
U.K. use only. 

OGA 
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EXCHANGE OF INFOIruA.TIOl! OU mERCEPr EQUIP! :ERr, 

FACILIT IES ,PRODUCTION, PESEARCH .AIID DEVE!.DRlEIn' 

1. InterCept Eguipecnt Facilitio3 ~d ~oduetion 

A comprehensive report (to be 1~1!l a.s tho .Amma:J,. TecJinioal Report) 
concerning , '-

I. All interoeption faoilities :i,nsto.lled o.nd D.vai1ab~c for usc at 
interoept and D/F stati~ns, ;:bether or not such faoilities nrc in uSe 

II. Details of the :nurnber~, t;rpes arti a_cscriptions of' intcroept 
equipment umer e ontract ~-rrl/or in pt"oduot;i.on, together vith 
probable delivery dates. 

't'" 

v.i.ll be exchanged annual13. Rcports arc to shotT the position a.s at 1st 
July in CD.ch year, and should norr.n.ll¥ be exohen3C'd. by ~t August. 

2. Section I of the Report uill be arrn..71gcd to provide ini'om.ation to 
oover tho items sctout in porng;'o.ph~i'or eac..'I-], Intercept and D/F Station. 
Types, Ha.ltes am nUI:lbers (alli 'flhcre o.p::?lico.ble, no:rnal mld maxiI!'1Um speeds) 
of cquipr.tents should be inoluLl.cd. ITo a.ttcn:pt- has beon r.Jadc to Jay do\"m. . 
an exact fa:nnat for the Report, o.s such 0. f'arr:nt might soon becooe out of 
date, o.nd might prevent flexibility. --. 

~
i) 
ii) 
iii) 
iV) 
v) 

(vi) 

Single Positions lB1Fo) 
Single Positions I/p) 
Single Positions All-.~ve) 
Double Positions EVF or All-\7avc) 
Which of the above (i) to (i1'1') c.re co.p::tblc of dou.ble or 
triple divcrsit,y ,ror~ing? 
l7hich of the c.bove (i) to (iv) nrc i'itted -,,:.1.th ,lira, tape 
or Y1Q.X rccorders? 

B. HIGH SPEED 1I0RSE l!RUmm:NTS 

1
i ) .. ) 
~~i) 
iV) 

(v) 

(vi) 
(Vii) 

(viii) 

Single Positions lEi:!?) 
Single Pooitions ~F) 
Single Positions All-ua.vc) 
Double Posi tiona H/P or All-\7ll.ve) 
\1hich _ of the abovc (i) to (iv) ore OD.:po.b le ot dauble or 
triple diversity mrking?_ 
Types of rccordizlg (i.q. undulator) apparatus fitted. 
Types of reoording br:idge i'ittcd, anI l'ihether oapable 0'£ 
accepting frequenc,y shift transmissions. 
/my other High Speed equipment .. 

C. TEImRAP.HIC mn7.HNG EQUm!ENTS 

i) 
ii) 
iii) 
iV) 
v) 
vi) 
vii) 

Single Channel Ra.d.io _Teleprinter (Interna.tional) 
Single Channel Ra.dio Teleprinter" (Nationa.l) 
lmlti-channcl or Multiplex T/P (Intcrnatiom.l) 
3-cho.nnel TIP (~rational) 
2-cha.nne 1 Baudot 
6 and 9-oba.:nnel Baudot 
(i) to (vi) c.bove rofer to 5 unit systOns. Equipmen:ts fitted. 
for any other systems (6, 7-unit etc.) 
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D. V.W AND U.H/F EQ1!m.m:NTS 

E. FACSn.IIIE OR PICTURE E!lUIPHENTS 

-
F. BELLSCHREIBER ;§Q!JI;E!ENTS 

G. DIRECTION Fn-lmNG EQUIH1E['lTS 

Whether fixed or ~IDbile. 

H. TRANSnTTER IDENTU"1J:CA'I'IOF EQ1JIEl1AEJ:?rS 

I. FREQUENCY ~ .EASURING EQumfE~1'"i'S 

J. AERIALS 

In:f'oIT.'lation to include nur:!.ber, types, 'r,hcther used in diversity, 
frequena,y to ~hich cut, dircc~ivity, associated ~plification 
equip:xmt. 

K. AERIAL EXDHANGES 

L. COlfrRO L EQtJ?B.tENT 

Details and use of equipr::cllt fitted. for control of interception 
"iii thin a station. 

M. SPECIALISED TEST EQUIp.aEr~ r;ot to include standard maintonance 
equipcent for general use. 

N. AUDIO F'REQUENCY RECORDI~C EQUIPl{ENT 

P. ANY OTHER SPEClAL EQUIPMEllr 

Q. SHORTCOMJl.nS m'ERIElfCED OU OP.EP..ATIONAL EiQUIH.1EN.r 

R. SPECIAL MAIIfl.i2WIDE PROBm.iS, IF ANY 

Notes: 

(i) A Single Position D~ consist of 2 or ~re reoeivers, 
used in divorsity, or in o:r;-dcr to increase the frequency 
range. 

(ii) A Double Position is one at ,-Ihich a single operator can 
cover "C\1O eOOs o:f a duplex cireui t, mere this is possible. 
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4. Intercept Eouipcent Resea~~ ar~ Developoent 

(a) Intercept Egui"I.lent ltc'DOrts ;r.tll be exchanged t,·lice yearly on 
1st :March a.."1i 1st N'ovCr.:J.bor. These Reports mll be in tl10 sections. 

I. Equipment unier developr:xmt. This to incluie details of' .!!J: 
pro jects on ~m.ich devclop!:lQnt is being conducted together v.i.th 
a stat~ent of the object to be. attained. 

II. Research and Devclopr..ant trends. Th::s to include a statement 
of' all outstanding probl.ci".'B-together 'flit11 an indication of' trends 
in research a.nd develop.:!lCnt air.lOd at the:ir solution. In the 
event that no '· ... ork is corrtar.1plated on certain s:pccific problems, 
these problCI:lS should nevertheless be listed .a.r.1ODgst those 
current. 

(b) Technical l'iotes ... "1111 be exchanged as and T;hen necessary on 
~ecifie subjects. These notes to be designed primari~ for 
the inforcation of personnel actual:lJr c:ngagcd on engineering 
and research and devclopr.lOnt nork on interception equipr.!Ont. 
These notes also to include data on signal analysis, frequency 
lists, and other catcrinl associated ,lith intercept probl~. 



Noto by Conference Secretaries 

Tho E:xhibits for a.tta.chmant to Appelldix H cannot be 
sa.tisfactorily reproduced during tho Conference. They ,7111 be 
produced oni nnd,? nva.ilcble LTJ. their f:i.no.lly o.grecd form as soon 
as possible a.ftor tho Conference. 

.. 
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EXCHANGE OF RI.\W MATERIAL . 
;JID ST.ANDAlU5I5;~ION OF RAW 1t\TERIAL FOBML\.T 

EXCHANGE OF RAW :MATERIAL 

1. Except os othernise Dgt'ecd in Appendix K each party will furnish 
to the other as promptl3r as practica.ble wi thOl1t request and as a matter of 
rol1t:i.n~, one copy of every item of' raw traf':f'ic oollected by its operating 
Dgcmcies, rcgordlcss of source. Either party JOO3'" request speoially rapid 
delivery. at' additional copies, of specific oategories of r8J1ll trof'f'ic, and 
each sholl endeavour to IIl)et th~ needs at the other in this respect. 

2. In so far as pro.cticablc rEm traffic exchanged will be in the 
forms contoincd in poragrophs 4 - 9 below. 

3. Tho inclusion of a case-number in on i tam of raw trof'fio will 
not be deemed· to shmv evidence of processing for Communication IntelligEmOe 
purposes, and therefore the material may stUl be classified "Confidential" • 

.. 
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