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Preface

The Department of Homeland Security (DHS) Office of Inspector General (OIG) was established
by the Homeland Security Act of 2002 (Public Law 107-296) by amendment to the Inspector
General Act of 1978. This is one of a series of audit, inspection, investigative, and special reports
prepared by the OIG as part of its DHS oversight responsibility to identify and prevent fraud,
waste, abuse, and mismanagement.

This report assesses the strengths and weaknesses of the program or operation under review. It
is based on interviews with employees and officials of relevant agencies and institutions, direct
observations, and a review of applicable documents.

The recommendations herein have been developed to the best knowledge available to the OIG,
and have been discussed in draft with those responsible for implementation. It is my hope that
this report will result in more effective, efficient, and ecompmical operations. I express my
appreciation to all of those who contributed to the preparation of this report.

Clark Kent Ervin
Inspecjor General
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Introduction

Results in Brief

The speed, virulence, and maliciousness of cyber attacks have increased
dramatically in recent years. More and more people are capable of launching
significant assaults against the nation’s infrastructure and cyberspace because of
the increasing sophistication of computer attack tools. As noted by the CERT®
Coordination Center (CERT®/CC), identified computer security vulnerabilities
that an attacker can exploit have increased dramatically, with the number of
vulnerabilities quadrupling from 1,090 in 2000 to 4,129 in 2002. Industry experts
agree that cyber terrorism, in which computer systems become targets, is one of
the nation’s top five security threats and will likely remain so for years to come.'

Due to the significance of cyber threats on the United States and their possible
consequences, the security of cyber systems is one of the Department of
Homeland Security’s (DHS) highest priorities. The objectives of our audit were
to determine whether DHS’ efforts to implement the White House’s cyber strategy
- The National Strategy to Secure Cyberspace® - and to protect the nation’s critical
infrastructure from a major cyber terrorist attack are adequate and effective.

We performed our work at the National Cyber Security Division (NCSD) from
December 2003 through February 2004. See Appendix A for a discussion of our
purpose, scope, and methodology.

DHS has begun to implement the actions and recommendations detailed in 7he
National Strategy to Secure Cyberspace. With the establishment of NCSD in June
2003, DHS made notable progress in protecting the nation’s critical infrastructure
from cyber vulnerabilities, threats, and attacks. Major accomplishments include:

*  Creation of the United States Computer Emergency Readiness Team
(US-CERT). Formed as a partnership between NCSD and the private

! SC Magazine, December 2002.
2 The White House issued The National Strategy to Secure Cyberspace in February 2003.
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sector, US-CERT serves as the national focal point for computer security
efforts.

* Establishment of the National Cyber Alert System, managed by
US-CERT, as the means to relay cyber security information to all
computer users.

*  Participation by NCSD in Dartmouth College’s cyber focused
communications and coordination exercise (LiveWire).?

*  Sponsorship by NCSD of the National Cyber Security Summit to
promote information sharing and partnerships with the private sector in
securing cyberspace.*

* Formation of three new organizations to strengthen federal information
technology (IT) defenses and coordinate responses to system threats.’

Though NCSD has undertaken some major initiatives, it still faces a number of
challenges to address long-term cyber threats and vulnerabilities to the nation’s
critical infrastructure. Specifically, NCSD has not:

*  Prioritized its initiatives to address the recommendations in The National
Strategy to Secure Cyberspace.

* Identified the resources needed to ensure that it can identify, analyze, and
reduce long-term cyber threats and vulnerabilities.

* Developed strategic implementation plans, including performance
measures and milestones, focusing on the division’s priorities, initiatives,
and tasks.

* Instituted a formal communications process within DHS, as well as the
public, private, and international sectors.

3 Conducted in October 2003, LiveWire was a national communications and coordination exercise designed to test current preparedness,
business processes, and communications paths by imitating a variety of cyber attacks and demonstrating interdependencies between the
cyber infrastructure and other critical infrastructures.

4 As a result of the summit, five task forces, sponsored by the private sector, were formed and reported their findings and recommendations
on key security issues facing the United States.

5 The three organizations formed were the Government Forum of Incident Response and Security Teams (GFIRST), the Federal Chief
Information Security Officers (CISO) Forum, and the Cyber Interagency Incident Management Group (IIMG).
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Background

* Initiated and implemented a process to oversee and coordinate efforts
to develop best practices and create cyber security policies with other
government agencies and the private sector.

* Reviewed or updated the actions and recommendations in 7he National
Strategy to Secure Cyberspace.

NCSD must address these issues to reduce the risk that the critical infrastructure
may fail due to cyber attacks.

In response to our draft report, IAIP agreed with and has already taken steps to
implement each of the recommendations. However, IAIP also said that some

of our recommendations have been rendered obsolete or overcome by new
circumstances. Based on our assessment of IAIP’s specific comments, none of
the recommendations have been fully implemented, and therefore, the conditions
noted in the report continue to exist. IAIP’s response is summarized and
evaluated in the body of this report and included, in its entirety, as Appendix B.

Critical infrastructures, economy, and national security in the United States

are dependent on IT and telecommunications systems. The consequences of

a cyber attack on our critical information networks and infrastructures, which

are composed of public and private institutions in many different sectors under
the guidance of federal lead departments and agencies (illustrated in Figure 1
below), can have a significant negative effect on the United States. The resulting
widespread disruption of essential services after a cyber attack could delay the
notification of emergency services, damage our economy, and put public safety at
risk.
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Figure 1
Critical Infrastructure Lead Agencies

Lead Agencies Sectors

Agriculture

Department of Agriculture Food (meat, poultry, and egg products)

Department of Defense Defense Industrial Base
Department of Energy Energy
Public Health

Department of Health and Human

- Healthcare
Services

Food (except meat, poultry, and egg products)

Information Technology
Telecommunications
Chemical
Transportation Systems
Postal and Shipping
Emergency Services

Department of Homeland Security

Department of the Interior National Monuments and Icons
Department of the Treasury Banking and Finance
Drinking Water

Environmental Protection Agency

Water Treatment Systems

In response to the September 11, 2001, terrorist attacks, The National Strategy for
Homeland Security was developed to mobilize and organize national homeland
security functions to secure the United States from future attacks. The National
Strategy for Homeland Security organizes homeland security functions into six
critical mission areas, including protecting critical infrastructure and key assets.
Eight major initiatives come under the area of protecting critical infrastructure and
key assets, including the need to secure cyberspace.

As the first step in the long-term effort to secure the nation’s information
infrastructure and to provide a framework for protecting cyberspace,” the White
House issued The National Strategy to Secure Cyberspace in February 2003.
This blueprint is an integral part of DHS’ overall mission to protect the nation’s
information systems. It highlights actions and recommendations that the federal

¢ The White House issued The National Strategy for Homeland Security in July 2002.

7 For the purposes of this audit, cyberspace refers to the interconnected information systems and networks that comprise the Nation’s
infrastructure.
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government and the private sector should take to address the nation’s five
cyberspace priorities:

o Priority I - A National Cyberspace Security Response System

o  Priority II - A National Cyberspace Security Threat and Vulnerability
Reduction Program

o  Priority III - A National Cyberspace Security Awareness and Training
Program

o  Priority IV - Securing Governments’ Cyberspace

o Priority V - National Security and International Cyberspace Security
Cooperation

DHS plays a central role in executing The National Strategy to Secure
Cyberspace. In addition to implementing the actions directly assigned to it,
DHS serves as the primary point of contact for the public and private sectors on
issues related to cyberspace security. In cooperation with the White House, DHS
coordinates and supports implementation of non-federal tasks, such as getting
home users and small businesses to secure their connections to cyberspace.

Due to the significance of cyber threats to the nation, the security of cyber
systems is one of the highest priorities within DHS. In March 2003, DHS merged
several organizational components, which it had inherited, and combined them
under its newly formed Information Analysis and Infrastructure Protection (IAIP)
Directorate.® IAIP has the responsibility to: (1) identify and assess a broad

range of intelligence information concerning current and future threats against
the United States; (2) map identified threats against nationwide vulnerabilities;
(3) issue timely warnings and advisories for the full spectrum of terrorist threats
against the homeland, including physical and cyber events; (4) take appropriate
preventive or protective actions to mitigate identified risks and assist in response
and recovery efforts; and, (5) carry out comprehensive assessments of the
vulnerabilities of the key resources and critical infrastructure of the United States.

8 The following organizational components were brought together to form DHS’ IAIP Directorate: Critical Infrastructure Assurance Office,
Federal Computer Incident Response Center (FedCIRC), National Communications System, National Infrastructure Protection Center, and
National Infrastructure Simulation and Analysis Center and Energy Security and Assurance Program.
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IAIP created NCSD in June 2003 to implement the actions and recommendations
described in The National Strategy to Secure Cyberspace, as well as to be

the national focal point to address cyber security issues in the United States.

Its mission includes: (1) identifying, analyzing, and reducing cyber threats

and vulnerabilities; (2) disseminating cyber threat warning information; (3)
coordinating cyber incident response; and, (4) providing technical assistance in
continuity of operations and recovery from cyber incidents.

DHS Is Making Progress

With the creation of NCSD, DHS raised the nation’s awareness of the possibility
of cyber terrorist attacks and the need to protect critical infrastructures from
such attacks. NCSD has undertaken several initiatives to address the actions and
recommendations in The National Strategy to Secure Cyberspace, including:

*  Creation of US-CERT.’ In partnership with CERT®/CC at Carnegie
Mellon University, US-CERT serves as the national focal and
coordination point for computer security efforts. US-CERT is
charged with analyzing and reducing cyber threats and vulnerabilities;
disseminating cyber threat warning information; and, coordinating
incident response. The creation of US-CERT satisfies the first
recommendation associated with Priority I in The National Strategy to
Secure Cyberspace. Priority I calls for the creation of a single point of
contact for the federal government’s interaction with industry and other
partners for continual functions, including cyberspace analysis, warning,
information sharing, major incident response, and national recovery
efforts.

* Implementation of the National Cyber Alert System."® This alert system
is the nation’s first cohesive cyber security system to identify, analyze,
and prioritize emerging vulnerabilities and threats. Through security
alerts, tips, and bulletins, the system disseminates information on cyber
security issues and provides free computer security update and warnings
to all computer users who sign up on US-CERT’s web site."" Cyber
security alerts are issued when vulnerabilities are identified or exploited.
Bi-weekly cyber security tips provide information on best computer

 US-CERT was created in September 2003.

19 The National Cyber Security Alert System was implemented in January 2004.

' As of February 9, 2004, over 250,000 users have subscribed to the system. Also, as of March 24, 2004, 6 cyber alerts, 5 security tips and
5 security bulletins have been issued.

Page 8 Progress and Challenges in Securing the Nation’s Cyberspace



security practices, as well as “how-to” information, for all users in
both a technical and non-technical format. Security bulletins, also bi-
weekly, provide summaries about security issues, notification of new
vulnerabilities, potential impact, and actions required to mitigate risk.
With the implementation of the National Cyber Alert System, NCSD
addresses recommendations that fall under Priority III in The National
Strategy to Secure Cyberspace.

*  Participation in Dartmouth College’s cyber focused communications and
coordination exercise (LiveWire). Conducted in October 2003, LiveWire
was a large scale exercise designed to test the coordination of private and
public sector incident management, response, and recovery capabilities.
The results of the exercise are being used as a foundation for DHS’
response capabilities to a cyber attack, and to plan for LiveWire II,
which began in February 2004. As recommended under Priority I in The
National Strategy to Secure Cyberspace, DHS uses exercises to evaluate
the impact of cyber attacks on government-wide processes and to test the
coordination of public and private sector incident management, response,
and recovery capabilities.

*  Hosting the National Cyber Security Summit.”> This summit was
designed to strengthen partnerships between NCSD and the private
sector, and focused on addressing key security issues facing the United
States. Five private sector task forces were formed during the summit:
Awareness for Home Users and Small Businesses; Cyber Security Early
Warning, Best Practices and Standards; Corporate Governance, Best
Practices and Standards; Technical Standards and Common Criteria;
and Security Across the Software Development Life Cycle: Secure
Software. These task forces will recommend strategies to address the
national cyberspace priorities outlined in The National Strategy to Secure
Cyberspace.

*  Establishment of three new organizations to strengthen federal IT
defenses, coordinate responses to systems threats, and improve
information sharing. Facilitated by NCSD, the three organizations
- GFIRST, Federal CISO Forum, and Cyber [IMG - are composed
of management officials from the federal government. GFIRST
was established to share operational incident response data, tools,

12 The National Cyber Security Summit was hosted by NCSD in December 2003.
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technologies, and techniques between security practitioners across the
federal government. The Federal CISO Forum was launched to provide
a trusted environment for agencies to share positive and negative
experiences with technology and applications. Through the Cyber

IIMG, NCSD formed a group to address cyber attack attribution issues,
as well as a working group to discuss threat scenarios and mitigation
tactics and techniques. As recommended under Priority I in The National
Strategy to Secure Cyberspace, these organizations will work together

to remove impediments to information sharing about cyber security and
infrastructure vulnerabilities within the federal government.

In addition, NCSD is establishing programs with the National Science
Foundation, the National Security Agency, and other federal agencies to educate,
train, and certify students and professionals on information assurance and cyber
security. NCSD plans to launch a US-CERT cyber exchange partnership program
during 2004. This program will provide public and private organizations active
in cyber security watch, warning, and response activities with a trusted forum to
exchange and coordinate information and events. Also, NCSD is participating

in international forums to promote the international aspects of protecting critical
infrastructures from cyber terrorism. These activities directly address priorities
established in The National Strategy to Secure Cyberspace.

Challenges Remain In Developing a U.S. Cyber Protection Program

Page 10

Despite the progress made, DHS faces significant challenges in developing

and implementing a program to protect our national cyber infrastructure. DHS
has experienced delays in establishing its structure, which includes defining its
budget and staffing requirements, and faces a number of additional challenges

in instituting the enhanced cyber threat analysis organization that is needed to
address long-term threats and vulnerabilities to the nation’s critical infrastructure.

Prioritize Initiatives and Establish Milestones

NCSD has not prioritized its initiatives or established individual milestones and
benchmarks. There is little assurance that NCSD can successfully address the
actions and recommendations in 7he National Strategy to Secure Cyberspace

in a timely manner if milestones are not established. Milestones are needed to
monitor the implementation of the actions and recommendations. Additionally,
NCSD cannot substantiate its budget and staffing needs, validate its organizational
structure, develop performance measures, or coordinate and oversee efforts to
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mitigate long-term cyber security vulnerabilities and threats if these initiatives are
not prioritized.

Because its goals and initiatives have not yet been prioritized, NCSD’s branch
chiefs assign staff to so-called mission critical tasks and activities, without official
input or oversight from management. The director of NCSD, who did not report
to DHS until mid-October 2003, first began conducting weekly staff meetings to
discuss priorities in February 2004.

Resource Requirements Identification

NCSD has not identified its long-term budget or resource requirements based
on the priorities that must be established to carry out its mission. During a four
month period, NCSD drafted three different organizational structures. Each was
a refinement that permitted NCSD to align its areas of focus with its available
resources and tasks. The finalization of its organizational structure is necessary
for NCSD to establish its long-term budget and staffing requirements, develop
strategic plans, implement performance measures, and oversee efforts to address
the recommendations in The National Strategy to Secure Cyberspace.

IAIP provided NCSD with a budget of $78.85 million and 29 full-time equivalent
(FTE) staff for fiscal year 2004. NCSD also relies heavily on contractors to
address many of its initiatives and tasks. According to NCSD management
officials, additional resources will be needed as the division’s priorities and
structure become better defined. As of February 23, 2004, NCSD had a staff of 84
(21 FTEs and 63 contractors).

NCSD has estimated that a staff of 112 (45 FTEs and 67 contractors), and a
proposed budget of $79.62 million will be needed to accomplish the goals IAIP
has proposed for FY 2004.* Though NCSD’s 2004 estimates are not based on
the division’s priorities or initiatives, efforts are under way to justify staffing
and budget increases based on the priorities established in 7he National Strategy
to Secure Cyberspace, such as the assessment of threats and vulnerabilities to
federal cyber systems. Remediation plans then can be developed to secure the
government’s cyberspace.

13 See Figure 2 for NCSD’s proposed staffing and budget as of February 23, 2004.
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Figure 2

NCSD Organization (as of February 23, 2004)

Director
NCSD/US-CERT

Proposed: FTEs 4 Contractors 2
Assgigned: FTEs 4 Contractors 2

e

Operations Vulnerability Analysis Policy/Strategy & Admin. Outreach

P roposed: FTE s 15 Comtractors 35
Assigned: FTEs 9 Contractors 32
FY2004 Budget: $41 575

Proposed: FTE s 6 Contractors 14
Assigned: FTEs 5 Comtractors 14|
F¥2004 Budget: $10M

Proposed: FTE s 17 Conmtractors 3
Assigned: FTEs 11 Comtractors 8
FYy2004 Budget: $25. 25

Proposed: FTE s 3 Contractors 7|
Assigned: FTEs 2 Contractors 7|
Fy2004 Budget: $1.925m

Strategic Plans and Performance Measures

NCSD has not developed a strategic plan, with specific goals, objectives, and
milestones, to implement its initiatives and to ensure that processes coincide
with the national priorities and recommendations in The National Strategy to
Secure Cyberspace. An approved strategic implementation plan helps ensure
that processes are established and that NCSD is focusing on the critical tasks
necessary to secure the nation’s critical cyber infrastructure. Additionally,
performance measures are needed to allow management to assess NCSD’s
progress in addressing priorities and attaining strategic goals and milestones.
NCSD cannot track in an efficient and effective manner its or other public and
private organizations’ progress in implementing The National Strategy to Secure
Cyberspace if performance measures are not developed and monitored.

Only one branch within NCSD, Vulnerability Analysis, has drafted a plan
formally to document its strategic and performance goals and objectives. The
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plan, however, has not been reviewed or approved by NCSD management.

NCSD needs to ensure that each branch develops and implements strategic plans
and processes that are focused on the priorities and processes that will enable it

to accomplish its mission. In addition, the performance measures that will be
used to evaluate NCSD’s progress in building an effective organization capable of
mitigating long-term cyber threats and vulnerabilities should be addressed within
each branch’s strategic plan.

In February 2002, the Office of Management and Budget reported to Congress
that the lack of performance measures was one of six common government-

wide security weaknesses. As documented in The National Strategy to Secure
Cyberspace, each federal department and agency will be accountable for

its performance on cyber security efforts and be responsible for employing
performance measures to evaluate progress in implementing the recommendations
in The National Strategy to Secure Cyberspace. Also, the performance measures
utilized should allow agencies to make resource allocation decisions and adjust
priorities accordingly.

Improve Formal Communications

NCSD has not instituted a formal communications process within DHS, or
within the government, private, intelligence, or international communities. In
addition, NCSD has not determined how best to communicate US-CERT’s
mission, roles, and responsibilities to its partners. The communications process is
critical to ensuring that the assistance DHS is providing to secure cyber systems
and infrastructures will be utilized by the public and private sectors, and to
encouraging the sharing of critical cyber threat and vulnerability information.
This includes any pertinent intelligence information, so that NCSD has the
information it needs to accomplish its mission. Priority I of The National
Strategy to Secure Cyberspace calls for DHS to raise awareness and remove
impediments to information sharing regarding cyber security and infrastructure
vulnerabilities between the public and private sectors, too. DHS cannot address
this recommendation effectively without a formal communications process.

NCSD and the Homeland Security Operations Center (HSOC) communicate

and share cyber threat information on a daily basis. This process is an effective
way to ensure that NCSD receives all cyber-related threat information that

comes into HSOC. NCSD communicates with DHS’ Chief Information Security
Officer (CISO) and other federal agencies, too, including the intelligence and law
enforcement communities on a regular basis. Many of these communications,

Progress and Challenges in Securing the Nation’s Cyberspace Page 13



Page 14

however, are on an ad hoc basis, relying on personal relationships NCSD
personnel have developed with people over the years. The reliance on personal
relationships for key communications is risky and could result in NCSD’s not
receiving or sharing critical cyber security information if those contacts are not
available or if the person initiating the contact no longer works for NCSD or
DHS.

In interviews with government and private sector partners, we learned that
NCSD’s mission, structure, and roles and responsibilities are not adequately
communicated to its partners in the public and private sectors. Several partners
interviewed suggested that the government’s communication mechanisms need to
be improved, e.g., use of advertising has not been used to reach the public at large.

Effectively Oversee and Provide Guidance

NCSD has not developed a formal process to oversee or provide guidance on
cyberspace security issues to DHS, other federal, state, and local governments,
and the private sector. According to NCSD management officials, oversight
responsibilities were not formally established or specifically addressed with the
creation of the division.

The National Strategy to Secure Cyberspace is but a first step in a long-term
effort to secure the nation’s information infrastructure. The federal government
is to continue broad partnerships in the public and private sectors to develop,
implement, and refine The National Strategy to Secure Cyberspace. DHS

has been assigned the central role in its implementation. It is responsible for
overseeing federal department and agency plans and programs to execute

the initiatives assigned; coordinating and supporting the implementation of
recommended non-federal tasks; providing the guidance to address the tasks
assigned; and, periodically refining The National Strategy to Secure Cyberspace.

Through its Outreach Branch, NCSD is coordinating with other government
agencies and private sector organizations; multi-state, I'T, and sector Information
Sharing and Analysis Centers; and DHS’ Office of the Chief Information Officer
on critical infrastructure protection issues. It is not, however, actively overseeing
the performance of those entities. Meanwhile, NCSD is relying on the National
Institute of Standards and Technology to establish guidance for cyber security.
Effective oversight and guidance by DHS is needed to ensure that that all federal,
state, and local government agencies, as well as the private sector, are properly
securing their own critical infrastructures.
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Recommendations

We recommend that the Under Secretary for IAIP direct the Assistant Secretary
for Infrastructure Protection:

Recommendation #1:

Prioritize NCSD’s initiatives and establish milestones based on the funding
available. A plan for ensuring the completion of priorities needs to be developed
and tied to specific milestone completion dates.

Recommendation #2:

Finalize NCSD’s organizational structure, with supporting budget and staffing
levels for each branch. To do this, NCSD should obtain IAIP management’s
approval of the budget and resources needed to carry out its mission and
implement The National Strategy to Secure Cyberspace. Approved budget
resources and staffing can then be allocated to each branch.

Recommendation #3:

Ensure that NCSD and each branch develop strategic implementation plans
identifying milestones and completion dates that coincide with the division’s
priorities, the roles and responsibilities of its staff, and the tasks needed to
implement The National Strategy to Secure Cyberspace. Management should
approve these plans and use them to monitor and evaluate NCSD’s progress in
accomplishing its initiatives, priorities, and tasks.

Recommendation #4:

Develop performance measures that can be used to determine the progress DHS
and all other responsible organizations (public and private sector) are making in
addressing the actions and recommendations in The National Strategy to Secure
Cyberspace. The performance measures should be reviewed periodically to
ensure that they are being met.

Recommendation #5:

Define and communicate the roles and responsibilities of the division, its
branches, and its staff. Develop a plan to improve NCSD’s communications
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with its public and private sector partners, including home users, on its structure,
mission, and roles as well as responsibilities regarding cyber security awareness
and protection.

Recommendation #6:

Develop and document a process to communicate and share information obtained
on cyber vulnerabilities, threats, and incidents with key federal, state and local
government intelligence and law enforcement agencies.

Recommendation #7:

Initiate and implement a process to oversee DHS and other federal, state, and
local government efforts to protect their respective critical infrastructures from
cyber vulnerabilities and threats.

Recommendation #8:

Develop and issue necessary guidance and directives on protecting critical
infrastructures from cyber vulnerabilities and threats and improving security.

Recommendation #9:

Review and refine periodically the actions and recommendations in The National
Strategy to Secure Cyberspace.

Management Comments and OIG Evaluation
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We obtained written comments (Appendix B) on a draft of this report from

IAIP. Generally, IAIP agreed with the report’s findings and recommendations
and said that significant advancements in addressing all of the recommendations
have been made. However, IAIP also said that some of our recommendations
have been rendered obsolete or overcome by new circumstances. Based on our
assessment of IAIP’s specific comments, none of the recommendations have been
fully implemented, and therefore, the conditions noted in the report continue to
exist. Below is a summary of IAIP’s response to each recommendation and our
assessment of the response.
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Recommendation #1: Prioritize NCSD’s initiatives and establish milestones
based on the funding available. A plan for ensuring the completion of
priorities needs to be developed and tied to specific milestone completion
dates.

IAIP agreed that the formulation of milestones is an important step to achieve
results and to execute a plan. In March and early April 2004, NCSD created
detailed internal milestones, including completion dates and priorities. This
information was tied to budget figures and submitted to the United States House
of Representatives Select Committee on Homeland Security in May 2004.
Correspondingly, each branch within NCSD has been engaged in updating their
respective milestones and in correlating those milestones to manpower needs and
funding requirements for fiscal years 2004, 2005, and 2006.

We accept IAIP’s response that milestones have been established based on
funding available. NCSD still needs to develop a plan to ensure that milestones
are prioritized and the timelines for completing milestones are being met. NCSD
should provide us with a copy of the plan.

Recommendation #2: Finalize NCSD’s organizational structure, with
supporting budget and staffing levels for each branch. To do this, NCSD
should obtain IAIP management’s approval of the budget and resources
needed to carry out its mission and implement The National Strategy to
Secure Cyberspace. Approved budget resources and staffing can then be
allocated to each branch.

IAIP agreed with our recommendation. On March 18, 2004, NCSD finalized

and implemented the division’s organizational structure. NCSD will continually
assess its organizational structure for operational efficiency and expects to release
a revised version of the organizational structure in the third quarter of 2004.

An initial budget and staffing plan has also been developed, and the current
budget justification cycle is being utilized to refine and to accurately reflect the
organizational structure for the FY 2005 and FY 2006 budget submission.

We agree that the steps that NCSD has taken, and plans to take, satisfies this
recommendation.
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Recommendation #3: Ensure that NCSD and each branch develop strategic
implementation plans identifying milestones and completion dates that
coincide with the division’s priorities, the roles and responsibilities of its
staff, and the tasks needed to implement 7The National Strategy to Secure
Cyberspace. Management should approve these plans and use them to
monitor and evaluate NCSD’s progress in accomplishing its initiatives,
priorities, and tasks.

IAIP accepted and is implementing this recommendation.

We accept IAIP’s response to our recommendation. NCSD should provide us
with specific dates when it expects their strategic implementation plans will be
completed and approved.

Recommendation #4: Develop performance measures that can be used

to determine the progress DHS and all other responsible organizations
(public and private sector) are making in addressing the actions and
recommendations in The National Strategy to Secure Cyberspace. The
performance measures should be reviewed periodically to ensure that they
are being met.

IAIP is currently working with each of the Department’s directorates and divisions
to develop performance measures and metrics. NCSD agreed to work within the
framework of performance measures and metrics for the overall infrastructure
protection program. When complete, these performance measures and metrics
will provide a basis for continuous measurement and improvement across DHS.

We agree that NCSD has taken steps to address the intent of this recommendation.
NCSD should also develop performance measures for the public and private
sector organizations that are responsible for addressing the actions and
recommendations in 7he National Strategy to Secure Cyberspace. NCSD should
provide us with a copy of the performance measures and timeline for periodically
reviewing the performance measures to ensure that they are being met.

Recommendation #5: Define and communicate the roles and responsibilities
of the division, its branches, and its staff. Develop a plan to improve NCSD’s
communications with its public and private sector partners, including home
users, on its structure, mission, and roles as well as responsibilities regarding
cyber security awareness and protection.
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IAIP agreed and recognized the importance of defining and communicating the
roles and responsibilities of NCSD to its branches and staff. IAIP agreed that the
goal for increased public awareness of the roles and responsibilities of NCSD is

a critical component to accomplish its mission. NCSD designed the US-CERT,
launched the National Cyber Alert System, and has undertaken a number of
programs geared toward sharing information and developing working partnerships
with the public and private sectors. NCSD also has submitted a detailed

outreach plan for calendar year 2004 that outlines a public outreach campaign for
communications.

We agree that the steps NCSD has taken, and plans to take, satisfy the intent of
this recommendation. NCSD should provide us with a copy of the outreach plan.

Recommendation #6: Develop and document a process to communicate
and share information obtained on cyber vulnerabilities, threats, and
incidents with key federal, state and local government intelligence, and law
enforcement agencies.

IAIP agreed with our recommendation. NCSD is reviewing draft standard
operating procedures on how its operations group handles, assesses, and
coordinates emerging cyber related events. These procedures will continually
evolve and mature over time.

We agree that the steps NCSD has taken satisfy the intent of this recommendation.
NCSD should provide us with a copy of the approved standard operating
procedures.

Recommendation #7: Initiate and implement a process to oversee DHS and
other federal, state, and local government efforts to protect their respective
critical infrastructures from cyber vulnerabilities and threats.

IAIP accepted this recommendation and has active programs already being
implemented to address the recommendation.

We accept IAIP’s response. NCSD should create a timeline to track the
implementation of these active programs.

Recommendation #8: Develop and issue necessary guidance and directives on

protecting critical infrastructures from cyber vulnerabilities and threats and
improving security.
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IAIP agreed with our recommendation. NCSD has issued guidance on protecting
critical infrastructures from cyber threats and on the general improvement of
security.

We accept IAIP’s response. NCSD should create a timeline for issuing directives
on protecting critical infrastructures for both the public and private sectors.

Recommendation #9: Review and refine periodically the actions and
recommendations in The National Strategy to Secure Cyberspace.

IAIP agreed with the intent of this recommendation. NCSD monitors many of its
initiatives, and will improve its evaluation and analysis process, in the context of
the actions and recommendations in The National Strategy to Secure Cyberspace,
as well as the other strategic documents.

We agree that the steps NCSD has taken, and plans to take, satisfies the intent of
this recommendation.
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Purpose, Scope, and Methodology

The objective of our audit was to determine whether DHS’ efforts to protect the
nation’s critical infrastructure from a major cyber terrorist attack are adequate
and effective. Our audit focused on NCSD, within DHS’ TAIP directorate. We
determined whether: (1) NCSD’s organizational structure was established to
fulfill its assigned roles and responsibilities; (2) NCSD has developed effective
implementation plans; and, (3) NCSD is performing its oversight responsibilities
as outlined in The National Strategy to Secure Cyberspace.

We conducted our audit between December 2003 and February 2004 under the
authority of the Inspector General Act of 1978, as amended, and according to
generally accepted government auditing standards. To fulfill our audit objective,
we interviewed [AIP officials; NCSD’s Director, Deputy Directors, branch
chiefs and staff; and other federal and non-government officials who work in
coordination with NCSD. We reviewed The National Strategy for Homeland
Security, the Homeland Security Act of 2002, The National Strategy to Secure
Cyberspace, The National Strategy for the Physical Protection of Critical
Infrastructures and Key Assets, and Homeland Security Presidential Directive

7. We used these documents as criteria for DHS’ roles and responsibilities

in identifying, preventing, responding to, and recovering from cyber attacks.
Also, we reviewed documentation pertaining to IAIP and NCSD, including
presentations, press releases, congressional testimony, organizational charts,
websites, and various news articles. In addition, we assessed NCSD’s progress
in implementing the actions and recommendations from The National Strategy to
Secure Cyberspace.

The principal OIG points of contact for the audit are Frank Deffer, Assistant
Inspector General for Information Technology, (202) 254-4100, and Edward
G. Coleman, Director, Information Security, (202) 254-5444. Major OIG
contributors to the audit are identified in Appendix C.
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LLE. &yalhlmlﬁrllumlilnd F_-w_ur_}
Wshimgtom, 2 20407

July [, 2004

MEMORANTIIN FOR! Clark Kent Ervin
Inspector General
F RN TFrank Libull

Under Secreta
Information Analvsis and Infrastructure
Protoction [ircetoric

SLBIECT: N6 Dreall Report - Progress and Challenges in Secwving
the Netdon s Cpherspoce (O10G-TT-03-0U3)

The purpose of this memorandum is to provide the Infarmation Analysis and Inirastruciore
IMrotoction Dircetorate”s (LAIP) responss e vour drall report regarding the National Cylber
Scourity Division's (NCSTY) efforts o implement The Naltoral Strafegy o Seenre Cvberspace

¢ “The Nattena! Sweategy ). Thank you lor the opportunity to comment on your repert prior (o ils
publicalion.

NSO believes the report to be o fair assessment of the state of the national eybor seeurily
program and of MOCSD, as of Fobruary 2004, Az noded in the repord, sinee its formalion in June
2003, MCSD made significant strides in implementing The Nationa! Stroategy although much
work remained, Since Fehruary 2004, NOSD has continued to make considerable progress in
implemenling The Nadiomal Stredey, and has made signilicant advancament in addressing all
nine ol your recommendations, Our comments below speak fo this and are inlendad 1o provide
vou with an update on the mnitiatives underway gt WCSD, Please nole thal due L the passage ol
time hetweon the ficld wark an this joh and issuance of the report, some recomimendations have
been rendered absolele bovause they have already been implemented. and other
recommendalions have been overcome by new circumstances, (Specific comments on the
report’s recommendations are contained in the Attachment to this meme and lechnical comments
have heen [orwarded separately.)

Az an overall conunent, the repor! dioes not complelely oulline all o NCSDS initatives and
accomplishments, For example, the report does not sekoiowledpe the substantial efforts
expendled o creale u National Cyberspace Security Response Svstam- the first priorty within

The Naliomid Sirafegy. The report asscrts that this priority was satisfied through KCSTY s
creation of US-CERT and the parmership with CERT/CC, Tt docs not acknowledwre, however,
the number of programs underway within US-CTRT designed 1o create the 24xTx365 operationsl
cipabilifics noeessary 1o analyee and coondinate cyber evenls.
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As another example of how the report does not defail KCED accomplishments, the reporl ciles
WS s Mational Cyber Alert System as the means through which NCSD disseminates
information vn cyber security issues, ‘The National Cyher Alert System is only one of many
means at NOSDs disposal to engage the public and private sectors on cyber scourity issucs. The
primary vehicles through which DTS communicates cyber theeat information to the privats
seelor are as follows: (1) the US-CERT public website at wanw us-cortgoy, | 2] The National
Cyher Alert Systerm (33 HSIN/US CERT Portal, (4) the nformation Sharing and Analysis
Centers (15A08) in each of the critical infrastructume seelors, and (5) direct interaction with 24x7
Computer Emergency Response Teams (CERT Teams).! NCSD alsa produces a daily eyber
briefing based upon open-sowrce research thal is widely distributed through ematl wnd another
key secomplishment- the HSTMATIS-CERT portal.

Although staff expressed this in interviews, it bears repeating that the rapid and dynamic
enviranment in which DHYS operates should be noted in the report. As with any newly-formed
organization, the rate of change- both organizationally and programmatically- is significant and
presents unique challenges not facing other government afganizations. As a result, some
programs within IMHS, inchading several of the cyvber security programs discussed in the O1G
repart, are cxeculod quickly e show immediate value and ractical progress and sre laler modi fed
over lime Lo address more steategic issues, The OUG report makes no mention of tis type ol
exerulion.

TAIP authorizes the public release of these comments and evaluations. Again, we appreciats the
apportunity to comment o this reparl, TF you have any queslions regarding our comments,
please contact John Daley, TATP Awdiv Liaison, al 202-282-8381

Attachment

! Acctual by, odrsewssing the Grenaton of GELESE e Federal CIS0 Forum, and fae Cyvher 1T, a helpfu® fact o meiude

wond be that thess pronps collubarue securely througlh e HEINUS-CBER partal

-~
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Attachment

Specilic Commuenis on the Recommendations contained in ODG-IT-03-005 [ Progress aud
Chalfenoes in Secaving the Narion s Cvberspace).

i Priovitize NCSTV 'y intfatives and esiablivh milestones based on the funding
avitilerble, A plan for enyuring the completion of priorities needs to be developed and tied to
specific milestone compledion deaies. |

NUSD agress that the formulation of milestones is an imporiant slep o achiesve reaualls
and to execute a plan. Similarly, NCS0 created detailad internal milestones- including
completion dates and priomtics- in March and early Apral of 2004, This inlormation was tied 1o
budget figures and submitied 1o the United States ouse of Representatives Sclect Committee on
TMomelamd Securily in Way 2004,

The need o continually review and reassess is eritical to the implementation of
milestanes in relation to the dynamic environment in which KCSD operates, Cuorrespondingly,
cach branch within NCS1Y has boon engaged i continually uplating their respective milestones
and in comelating those milestones 1o both maspower neads and [unding requirements for tiscal
yoar FY 04, FY0S, wd Ty a6,

2 Finalize NUSD s argurizational strictire with supporting budger and stafiing
deveds fior each briech. Yo do this. NCS0Y showld obiain the approved of the budget and resowrees
needed Lo carey ot 15 ivission and to implement The National Strategne to Secuve Cyberspace
fram LALP management. Approved uded resonrces and staffing can then be allocaled 1o each
franch.

Om Waurch 18, 2004, NCED linalized and implemented the division's organizationsl
strieture, & revised version ol the one refzrenced on page 10 of the Progress Report? KCSD’s
wrganizational structure is continually assessed for operational cfficicney and NCSD cxpects o
relense a reviged version of the organizational structure in Q3 2004, Tfficiency in growing any
organization mandares active review of aurrent arganizational chars and continoal Gne toning,

MNCSD has doveloped an imilial budget and stalling plan which is continually reviewed
and refined, Furthermore, WOST has ulilizad the current budget justification cycle to rofine and
1 more aecuralely reflect the organizational structure in the FY 03 and FY 06 budzet submission.

3 Ensure that NCED and coch branch develap stratesie implementarion ploans
identifiing milesiomes and complerion dates that cofncide with the division s prioeilies, the roles
and responsibilities of it sraff and the tavke neaded to implement The Nationa! Siraiegy 1o
Secure Cvberspace. Managament showld approve these plans and wse them fo monitor and 1o
evidduate NCSI s progress in aceemplishing ds inftlatives, priocies, and tesis,

{Inpane 9 of the Proeress Repas, the Inspectar Ceneral sates that the Diccetor of NCSD Grst comenenced weekly meelings
1o disenss prioritics i Februgrne 208, when in e weekly meetings with the Darector regarding proontics cennensed
shwrily ailer the Erieeetor's anved i Dceembar of 2003,

Oin pae 9 of the Progress Reaers, the Inspectar Generad states S US0 dradted e dicterens orpanizacion seruetures.” This
claim 1= facrually inacevrate

a
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MOS0 accepts and is implementing this recommendation.

4, Develap performnce measires ol ean be wsed o decermine the progress DTS
wreld el wther rexponsible organizations (gablic and privare secrord are making in addressing the
welions ard recommendaiions in The Natianal Strategy fo Seeure Cyberypace. The performance
meastires showld be reviewed periodically to ensure fhut they are being el

L¥HS is currently working across e Department and within cach of the Dircctorates and
Dhivisiens lo develop perfommance measures and metrics. NOSD s eurrently working within the
framework ol perforimance measures and metrics for the overall infrastruciure praleclion
program. When complete these performanes measures and metries will provide a basis [oe
cottinuous measurcment amd tmpraverent seross all of the branches of WCSD, across all of the
[Divisions in the Office of Tnfrastruciure Pratection, and across all of the Dircctoratcs that
comprse TIHS,

o, Define gl communicate the roles and responsibilities of the division, i
branches, and dy st Develop a plan to improve NCSIDV s commumicitions with ity public and
privade sector parmers incliding home wyers on ity steueture, miovion, and roles ax welf ax
responsihilitics regarding cyber security mwarenesy and predeciion.

NCSII ayrees thal defining amd communicating the roles and responsibilitics of KCSD to
ils hranches and stallis an important mission requiremant.

NS desipned the US-CERT, a partnership cffort simed direetly al the public mad
private sectors. Pursuant to this public/private partnership, on JTanuary 28, 2004, TIS-CERT
launched its Mational Cvber Alert System for bolh technical and non-technical sudiences. The
Mational Cyber Alert Systems is designed Lo nolily recipients of severe cvber security events
such s 4 now vulnerability or eaploit and to mitigate agamse the threat n coordination with
auidance on the recommended measures. Addidonally, NCSD hosted the Mational Clyber
Security Summit in December 2003 which was designed Lo improye communicalions belween
the public and private sectors, As these programs mature and develop, MOSD will review and
angment as necessary.

Since April. NCSD has catablished working relationships with The Narional Cvber
Seeurily Alliance, Tducause, the MS-ISAC, the MNational Association of State Chicf Informalion
OMicers (MASCTO)Y and athers to establish a scrics of programs gcared (owards home wsers,
stnall businesses, slate and Jocal government, K-12 and higher education (hat focus speciGeally
on their needs and level of understanding.  [YHS also provides cyber security tips te home users
and small businesses through the Nativnal Cyber Securily Alliance StaySaleOnline campaizn o
cducate all users aboul basic securily practices and to increase overall awarcness, DHS is
currenily developing cyber security tool kits in partnership with the Alliance that can be
disserninated v hoth home nsers and small busincsses,

With respect to comnumicating within the public sector, WCST) wauld like o highlight
the substantial progress made when 11 crealed Cvher Tnlerageney Insident Management Group

{Cvber IIMG), Chief Tnformation Secwrity (MTicers Fomum (C150 Forum), and Covermmen|
Forum af Tneident Response and Security Teams (GFIRSTY These groups alreuly have

i
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increased horizontal information sharing seross somewhal stove-piped organizations and
improved the overall evber preparedness of the 1.8, Government, These forums dircetly address
Priority IV of The National Strateyy: Securing Government's Cvberspace and they facilitate
information sharimg and enoperation that contribute to a variely of efforls throughout The
Stratepy.

The peal tor increased public awareness af the roles and responsibilities of NOSD isa
critical component to mission sceomplishment. NOSD has attempted o issuc a number of press
releases and to engage public diseourse on key initiatives or around certain key evenls, NCSD
alzo has submitled a detailed outreach plan for calendar vear 2004 that oullines a public outreach
carmpaign for communications,

a. Levedan and decument @ procesy o commericale and share infarmation olfained
an cvber valnerabilities. threars, and incidents with key foderal, state and local governmenr
intelligence and fow enforcemen! agencies,

MICSTY is reviewing draf-standard operating procedurcs on how its operalions growp
hardles, assesses and coordinates emerging cvber related cwvents. These procedures will
continually evolve and marre over fime,

7. fnitinte and fmplement @ process o overses DY ad other federal, stote, and
local government efforss to pratect their respective erifical infrasiructures from ciber
vilnerahilities and threas.

MR accepls [his recommendation and has active programs already being implemented
Lo alilress the recommendation. Scveral programs includs but are not. limited o the Dlowing:
US-CERT, the Cyber Interagancy Ineident Managemenl Group (C-1TG), the Government
Ferum for Incident Kesponse and Scourity Teams (GTTRST), the Chiel Information Sceurity
Operators Forum (1500 Forum, the Natienel Cyber Alert Systen, Cyber componcnt of [HS'
Humeland Scourily Presidential Directive 7 (“HSPD 77 and Interagency Sccurity Planning
Tidlarl, partnemship with bulti-State Intormarion Sharing and Analysis Center (M3-TSAC), the
Tomeland Security Information Network (HSIN)US-CERT Paorlal, the LTS-CERT Contiol
System Center, a LS-CERT Control System Center lest bed inftiative in partnership with INEEL
Iational Labe, a national web cast initiative, and partnership with National Association of State
Chief Information COfficers (KASCTO).

. Develap amd ivvie recessary guidance and divrectives an profecting critical
infrastruciures from evber vilnerabilities and threats and improving yecurity.

From time-to-rime, MCSLD issues appropriate guidance on protecting critical
infrastructures from cyvber threats sand om the weneral improvement ol security as a part of and in
addition to the aforementioned programs Tisted in response to recommendation 7, For exampls,
NCSD has issucd eyber guidance 1o sector specilic agencies as part of DHS® HSPD 7 initiative
and seclor speci fic plan development, In addidon, NCSL has initiated 8 series of weh casts o
provide Americans with information and guidance on eyber securily preparedness and response,
Lastly, The National Cyber Alert System has issued several alerts and best practices guides to the
public,
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2 Perindically review and refine the actions and recommendations in The National
Siraiesny fo Secure Cpherspace

NCSD menitors many of ils initiatives in e context of the actions and recommendations
n The Netional Sorntegn: ws well as he other strategic documents, For example, in preparing
inlermal milestones and budget. NOSDY leveraged $he Mational Strategy 1o organize the
accomplishiments necessary to achicve the brosder goals conlained in the stalegy. NCSD
periodically measurcs progress against (he wetion and recommendations and is matering,
processes necessary fo track progress loward the action and recommendations contained in Fhe
Natianal Strategy across both private and public sectors.

Tn late March 2004, NCRD prepared a draft progress report designed o detail Federal
agency progress in implementing 2he Marianal Streregy. Much of the content Grom this report
Iormed the basis of NCSD's response a8 wrillen reguest far indbrmation (rom the United Starcs
House of Representatives Selest Commilles on Homeland Security. This was dratted i April
2004 and deliverad to Congress in hay ol 2004,

WS will continue e improve it evaluation and analysis of its performance aguinst the

aclions and recommendations ot The National Stearegy as well as the olher strategic documents
refzrenced above.
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To obtain additional copies of this report, call the Office of Inspector General (OIG)
at (202) 254-4100, fax your request to (202) 254-4285, or visit the OIG web site at
www.dhs.gov/oig.

OIG Hotline

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal
or noncriminal misconduct relative to department programs or operations, call the OIG
Hotline at 1-800-323-8603; write to Department of Homeland Security, Washington, DC
20528, Attn: Office of Inspector General, Investigations Division — Hotline. The OIG
seeks to protect the identity of each writer and caller.




