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N30 and Compuier Viruses

Richard Sylvestier, B Group
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+(U) There has been considerable discussion in * ~FEUO} an admission of vulnerability, i.e.,
ethe Agency about computer viruses and the the acknowledgment that NSA has experienced
Epossibility that NSA's computers and computer the intrusion of a computer virus in any of its
snetworks have been invaded. In discussing the systems is classified, at a minimum, CONFI-

s viruses, writers must be aware of the classifica- DENTIAL.

Etions that apply to the discussions.

E(U) As most of ug know, a computer virus is a tion or the name of the specific virus that may
+software program designed specifically to repro-  have been discovered in an NSA AIS or network
educe itself and to modify or destroy computer is classified, at a minimum, SECRET.
Esoﬁware, damage or destroy equipment, or com-

. spromise sensitive data. Some of us, however, are
sunaware that any personal computer network or
+office automation system is susceptible to inva-
esions by a virus, infecting any host in which the
Epmgmm is used. Owing to the insidious nature
sof a virus, any unwitting user can become an
cunwitting propagator.
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*(BQUQ)- Specifics concerning an infection,
such as the severity of the infection sthe extent of
damage done, the complexity and expense of
eradicating the disease, or the impact of the
virus on operations is classified TOP SECRET:
in some instances, if certain details concerning
the AIS, the network, or the database in which
the virus was discovered are revealed, any of the

s (POHOY The disclosure of the extent of infec- E
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E(U) We have established classification guidelines above revelations may require handling in
+to discuss viruses that may be summarized as COMINT channels (HVCCO) or even in
follows: codeword channels,
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E‘ (U) the fact that NSA is aware of computer -F6U65- In summary, be careful what you say E
sviruses and that we take steps to minimize the and to whom you say about NSA and computer :
erisk of introducing viruses into our automated viruses. For further information concerning the ¢
sinformation systems (AIS) or networks is UN- dassification matters pertaining to computer o
ECLASSIFIED. viruses, contact your classification advisory E
officer (CAQ), your local Computer Security e

* (U) the fact that we employ commercially Officer or Computer Security Manager, or J06, :
P roduced software to scan for virus infections the TCOM office of Operational Computer Secu- o
salso is UNCLASSIFIED. rity. :
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