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Did you ever wonder ...
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How do you cope with .....
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Imagine ...
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How can I find the
needle in the haystack?

.. or at least make the haystack considerably smaller?
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Requirements
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The Intelligence Platform in the context of SIEMENS
Homeland Security
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Critical infrastructure
protection

Defense against
catastrophic events

Emergency preparedness
and response
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Customer Requirements ...




The Intelligence Platform SIEMENS
Design principle




SIEMENS

Intelligence Tools

] Challenges

] Requirements

] System Aspects

] Summary
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Market Positioning




Your Solution — SIEMENS

The Intelligence Platform




Intelligence Platform SIEMENS
System Architecture

Common enrich the
workplace collected
for s > unstructured
analysts _Intelllgence Des o ration
Objects Reporting Roles Workflow with new
draw new Intelligence Applications [ | meta data
intelligence O yo) ®
based on &) O o )
enriched GCD % ko) GCD . -
meta data o onnect to
= 2 o = data
© Q@ 8 Ko sources and
c = C gather data
Stores all —_ oC —_
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accessible
Data Integration data source

Customer Data Sources and MC
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Data Integration SIEMENS

Examples of Data Sources
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Intelligence Warehouse




SIEMENS

Intelligence Applications and Modules

Goal: Create new Intelligence
from existing information

Intelligence Desk
Objects Reporting Roles Workflow
' Applications I

draw new Q0 enrich the
intelligence = o collected
based on o o % unstructured
enriched = _97 S lnft_)rmat|on
meta data Q o 9O with new
r= = = meta data

Intelligence Warehouse

Customer Data Sources and MC
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Intelligence Applications SIEMENS
Overview




Intelligence Applications SIEMENS
Intelligence Mining: Pattern Recognition
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Intelligence Applications

SIEMENS

Intelligence Mining: Pattern Recognition - Example

Example Task:

» Search for suspicious patterns in
21,237,645 call records

Criteria:

 Time frame: 1 hour
e  Minimum count: 5

Additional Examples

* money transfers between bank accounts

» geographical movements of targets
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Results: / |
0911/345678
0821/409021 0911/33459
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Intelligence Applications SIEMENS
Intelligence Mining: Pattern Profiling




Intelligence Applications SIEMENS
Intelligence Mining: Pattern Profiling - Example

ATM drawn money

per week
@
O
Known QE& O
target Q %
pattern o
@ \
- - Alarms are
Geographical Location generated
@
Phone calls Deviation
per day @ No

O Small
@ Large

22



Intelligence Applications SIEMENS
Intelligence Mining: Link Analysis

« The nodes represent any kind of object available in the database
« The links represent relations between these objects

« Display the relation of gt i
any information &)

Hambur
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+43 4565633 965 443 56 7833

6hg 133223699  ome
PAF-CU 316 +1 332 345 6654
+43 779 5674
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Intelligence Applications
Rule Based Queries

« To construct complex database queries without database knowledge
« The analyst constructs a semi-graphical model of the query

« The system retrieves all instances from the database that fulfil the Rule

. SuspectA & Account A /\
Example: \/ NS
$20,000
Search the database for all <
occurrences where two suspects RN
L . [ AccountX |
a) are communicating via phone calls Phone Cal N )
b) use a bank account to transfer J’ al
money via a third party 1 $20,000
| e N
| SuspectB —— & AccountB /
N \_
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Intelligence Applications SIEMENS
Indexing: Full Text Indexing and Retrieval
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Intelligence Applications
Indexing: Named Entity Extraction - Example

Task: Find targets sharing a name of a geographical place

Criteria:
Casablanca . )
Riyadh » Detection of geographical places
New York & - Target A gets associated with Casablanca,
Riyadh and New York.
Named Entity
Recognition Mosow Ca;fnggm

New York

Dubai
Jerusalem

Casablanta &
Targ Target
E c

Results:
Targets A, D, and E
share the city name “Casablanca”

Tunis
Madrid
Casablanca
Target
D
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Intelligence Modules SIEMENS
Overview
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Intelligence Modules SIEMENS
Topic Spotting in the text domain
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Intelligence Modules SIEMENS
Topic Spotting — Text example

Typical Topic Spotting result (accuracy ~90%)
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Intelligence Modules SIEMENS
Language Detection — Text example

Topic Spotting applied to language detection (accuracy = 100%)
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Intelligence Modules SIEMENS
Process Management
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Intelligence Modules
Process Management - Example
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Intelligence Warehouse

Intercept

, _Language

Recognition

Speaker
Recognition

A

Word
Recognition

A
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Intelligence Desk SIEMENS

Overview




Intelligence Desk SIEMENS

Concept




Intelligence Desk SIEMENS

Views & Roles
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Intelligence Desk SIEMENS

Object Views — Target centric

i Object View

File Edit Wiew Help

O E g 7

069 /522 79383 030/38766 .
08221 /493872 0201 /77635 www.ssiemens .com

John .Doe @msn.com %

Derek .Domino@ msn.com www.google .com

www.msn.com

0402 /448766
0202 /55535
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Intelligence Desk
Object Views — Email centric

™ Object View

SIEMENS

File Edit View Help

=y = =S

John.Doe@msn .com
Derek.Domino @msn.com

Derek Domino

Ready

John Doe

Sarah Jones

/

John .Doe @msn.com
Lisa. Dee@msn.com
Eric.Smith @msn.com
Sarah . Jones @msn.com

\\\ <

Eric Smith
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Intelligence Desk SIEMENS
Location Tracking - GIS

Geographical view is applicable to any objects for which location information
is available, e.g.

&SIEAD Internet Suite ¥5.1 Java Client - 0GC

File View Options Help

| - EECEEIFEE. | .
« Vehicle tracking using =S i g S v, e f SR STADY VERSTAT, %

= a ¥ @ Mary Mohile, 0171223344556

W 2003-08-24 10:39:12 P

TOIl Road SyStemS W 2003-08-24 11:30:12 PM

i [ 2003-08-235 07:30:12 AM
[ 2003-08-25 09:30:12 AM
[ 2003-08-25 10:30:12 A

 Location information of
ATM machines

« Mobile phone tracking

« Geographical IP address
mapping of nomadic targets

* Information provided by
surveillance teams

ary Mobile: 0171223344556, 2003-05-25 07:30:12 A 1:14358  11°34'35.97", 48°07'54 75" @ |
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Intelligence Desk SIEMENS

Workflow Management




Intelligence Desk SIEMENS

Reporting - Dissemination
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Statistics
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System Aspects

] System Aspects
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Intelligence Platform SIEMENS
Architecture
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Modularity
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Customisation
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Summary
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Intelligence Platform SIEMENS
Advantages
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Fact & Objective

Making the world safer
... with trend-setting intelligence solutions
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Thank you for your attention
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