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Hushmail has been the web's leading provider of encrypted web mail 
for many years, I started using Hushmail in early 2001, at that 
time Hushmail did not have any known flaws, and the safer Java 
login was the only alternative (which was good!), they were the 
best, with the best features, like open-source, however this has 
now changed due to the facts that users have reported that some 
accounts have been compromised.
Note: if you want to know more about the background, you can read it here:
http://blog.wired.com/27bstroke6/2007/11/encrypted-e-mai.html
http://www.theregister.co.uk/2007/11/08/hushmail_court_orders

In October 2007 some of my friends started to ask me questions 
like: "-Is Hushmail still safe?", as a security consultant,
I wanted to investigate this further...

First I checked the registration routine:

When you register a new account there are two different 
registration types, I call them type 1 and type 2:

Account type 1: Non-java as default
This is the new Default registration, probably since early 2006.
This type is not as safe as type 2 because the passphrase leaves 
your computer unprocessed, as plaintext (inside SSL).

If you registered your account with type 1 you should be aware 
that your passphrase could be logged. In this account-type all 
encryption/decryption are performed by Hushmail's server, you put 
all trust in the hands of Hushmail. This registration type is also 
more vulnerable to MITM attacks (packet sniffing).

See picture 1.

Note: The HTTPS protocol (HTTP with SSL/TLS) is only protecting the 
communication between you and the server, if someone have access to the server 
they can store your password, bank-account or whatever you are sending. 

Account type 2: Java-enabled
This type is almost hidden on the registration page, you have to 
click on [Show advanced options] to see it. After that you must 
click on [Enable Java] and [Gather random Data] to enable java and 
the best security level. This account-type is the safest since the 
passphrase is hashed inside the Java applet before it leaves your 
computer. In this account-type all encryption/decryption are 
performed directly on your computer.
See picture 2.

Note: more about the hashing routine can be found in RFC 4880, 3.7.1.3

http://blog.wired.com/27bstroke6/2007/11/encrypted-e-mai.html
http://www.theregister.co.uk/2007/11/08/hushmail_court_orders


Picture 1: Account type 1, non-Java (lower security)



Picture 2: Account type 2, Java-enabled (higher security)



After you have finished your registration you can't go back and 
change the account-type, it's only Hushmail who can change your 
account-type, it does not matter if you clear your cookies.
When you login to your account, you can have different login 
screens, if you have the safer type-2 account you will only have 
one login screen, see picture 3. If you registered your account 
without Java (type-1 account) you can have two different login 
screens, see picture 4 and 5.

Java login with account-type 2 is the best alternative(picture 3).
If you have account-type 1 and non-Java login screen (picture 4) 
you can click on [Enable Java] to use the safer login, you will 
then see picture 5, which is good. But even if you have done this, 
your account-type will not be as safe as account-type 2, because 
your account registration process was different, and you can't 
change the past. Another weakness with account-type 1 is that the 
Java on/off setting is stored in a cookie, if you clear your 
cookies you will get back to non-Java login screen (picture 4). 

How do I know that there is no back door in the Java-applet?
If it existed, even the Java-login would be unsafe, but so far I 
have not found any back door in the applet, I have spent several 
hours on it, using a SSL-MITM-attack to read the packets that the 
applet is sending, and I also spent a few hours reading the source 
code, as far I can see, the standard applet, with SHA-1 hash: 
b55a5308989636e26c037a1bb8fefe7714832173 (version 2.5.0.9) do not contain 
any back door.

Ok, but how did they decrypt the accounts that were compromised?
This is my theory:

1. Hushmail get a court order from the Supreme Court of British 
Columbia to target specific account. 
Note: Remember that several countries all over the world have a mutual legal 
assistance treaty with Canada, if some government in your country convinced the 
Supreme Court of British Columbia, they will send a court order to Hushmail.
2. Hushmail will start logging your login procedure to get the 
passphrase.

If you have account-type 2 they will switch your account to
type-1, so if you are sure that you registered an type-2 account 
and suddenly have a different login screen, as picture 4, you know 
that Hushmail have changed your account.
If you have account-type 1 with Java enabled (pic 5) they will 
probably remove your cookie settings to get you back to the unsafe 
non-Java login (pic 4).

If you forget to check the java settings on the login screen, then 
you're dead meat! IF Hushmail is targeting your account...



Three different logins screens
Picture 3. Java login - Account type 2  (safest)

Picture 4. non-Java login - Account type 1  (unsafe!)

Picture 5. Java login - Account type 1(safe login,unsafe account)



I have checked many different Hushmail accounts, 7 of them 
belonged to people who was busted by the police, all of these 7 
accounts was set to non-Java login!, and account-type 1.
Ok, but what if they send you a “fake” Java-applet, with a back-
door?
So far I have not seen any fake applet at all, but you can verify 
that by doing two steps:
Step 1. 
On your login screen (pic 3), 
copy and paste this in your URL field:
javascript:alert(top.frames[0].document.applets[0].getAppletInfo());
and press Enter, you should now see a popup window:

If you don't see any popup window, first check that the javascript 
string was pasted correctly, if you still don't get any popup 
window, something is wrong, do not login.
If you can see the popup, click Ok to close the window and go to 
step 2, but If you're paranoid, you should also make sure that the 
function authenticateUser() is more than 3 lines long by viewing 
the Page Source, I recommend using FireFox to do this, right-click 
on the passphrase textfield and select: This Frame > View Frame 
source, press CTRL-F and enter authenticateUser, you should now 
see the function authenticateUser(), scroll down, if the function looks 
like below, do not login.
function authenticateUser()
{

return true;
}

This function should be much longer than 3 lines, if the beginning 
of the function looks like below, it should be ok!

javascript:alert(top.frames[0].document.applets[0].getAppletInfo());


function authenticateUser()
{
   if ( hushAppletFrame.navigation.getApplet() == null )
   {
     alert("The Hush Encryption Engine applet is not yet loaded. Please wait a moment and try again.")
     return false;
   }
   if (authenticating) return false;
   authenticating = true;
   var passphrase = window.document.forms['login'].elements['passphrase'].value;

   if (    passphrase != "")
   {
      hushAppletFrame.navigation.getApplet().resetLastError();
      var result = hushAppletFrame.navigation.getApplet()
                  .authenticate("yourname@hushmail.com", passphrase);
....etc

Step 2.
Verify the SHA-1 hash value of all cached Hush-applets, it should 
be: b55a5308989636e26c037a1bb8fefe7714832173
In Windows, you can do this by going to Start/Search and Browse to:
C:\Documents and Settings\yourname\Application Data\Sun\Java\Deployment\cache

Search for: *2.5.0.9*
Check all files that are around 257 kiloBytes (kB) in size.
If you don't have a Hash-tool, you can try this:
http://beeblebrox.org/hashtab/
Note: This tool adds a tab called "File Hashes" to the Windows Explorer file 
properties, right-click any file and select Properties and you will see it.
If your hash value is different, do not login.

Are there any other secure open-source web mail providers?
There are some claiming that that they are secure, but I would not 
call them secure, they are only using server side 
encryption/decryption, which means only SSL protection, which 
means you must put all trust in their hands. And many of them also 
log your IP-address. 

I know that there will be a new secure email provider in Europe, 
who will take their customers privacy very seriously.
Until then, you may want to switch to Cyber-rights.net because 
they don't have the weaker non-Java login or accounts. However, if 
you're really paranoid, you still need to verify the Cyber-
Rights/Hush applet (as I described in the previous page, step 1-
2).

I think Hushmail underestimated their customers demands for 
privacy, and that was a mistake...

Yours sincerely
A.Smith

http://beeblebrox.org/hashtab/

