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question of how many “cutouts” are enough to exempt an American
acting.on behalf of or in conjunction with a Communist regime from

lawful electronic surveillance ¢ Most Americans would probably agree -

that in such cases:it would be better to err;on the-side of caution and

tell the intelligence agencies to survey -anyone working with such .~

regimes. The bill onght. to reflect this.

" Finally, the very complexity of the qtandardq mustbe]udgeda .
drawback. Even if they provided the Nation sufficient .protection in

peacetime, they would surély be too cumbersome to do so in time of
war. In time of war, then. a new bill wonld have to be hastily enacted

to provide for emergency posrers. But emergency legislation is gener-

ally bad.legislation. While we have the time we ought-to enact a bill
workable in bad times as well as in good times. .

MAarcoLm Warror.

~* HOUSE CONFERENCE REPORT NO. 95-1720
' y " [page 19} R R

.JOINT EXPLANATORY. STATEMEI}IT- OF . THE COMMIT-

: TEE OF CONFERENCE - o

- The managers on the part of the House and the Senate at the con-

© . ference on the disagreeing votes of the two Houses on the amendments

of the House to the bill (S. 1566) to amend title 18, United States

Code, to authorize applications for a court order approving the use
of electronic surveillance to obtain foreign intelligence information,
submit the explanation of the effect of the action agreed upon by the -
managers and recommended in the accompanying conference report.
The managers recommend that the Senate agree to the amendments

~. of the House, with an amendment. That amendment will-be referred -

to here as the “conference substitute.” Except for certain clarifying,
clerical, conforming, and other technical changes, there follows an

issue by issue summary of the Senate bill, the House amendments, and
the conference substitute. . : :

The Senate bill amended Title 18 (Crimes and Criminal Procedures)
of the United States Code, to authorize applications for a court order
approving the use of electronic surveillance to obtain foreign intelli-
gence information. '

The House amendments provided for an uncodified title, to authorize
electronic surveillance to obtain foreign intelligence information.

The conference substitute adopts the House provision. The con-
ferees agree that this change is not intended to affect in any way the
jurisdiction of Congressional Committees with respect to electronic
surveillance for foreign intelligence purposes. Rather, the purpose of
the change is solely to allow the placement of Title I of the Foreign
Intelligence Surveillance Act in that portion of the United States
Code (Title 50) which most directly relates to its subject matter.

DEFINITION OF “FOREIGN POWER?”

The Senate bill defined “foreign power”, with respect to.terrorist
groups, to mean a foreign-based terrorist group.
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FOREIGN INTELLIGENCE
P.L. 95-511

The House amendments defined “foreign power” to include a group
engaged in international terrorism or activities in preparation therefor.

The conference substitute adopts the House definition. The con-
ferees agree that the limitation to foreign-based groups may be unnec-
essarily burdensome and that surveillance of a group engaged in prep-
aration for international terrorism may be necessary.

DEFINITION OF “AGENT OF A FOREIGN POWER’

The Senate bill defined “agent of a foreign power”, with respect to

persons other than U.S. persons. to include persons who act in the
[page 20] ,

TUnited States as officers or employees of foreign powers; and certain
persons who act for or on behalf of foreign powers which engage in
clandestine intelligence activities contrary to the interests of the United
States. With respect to any person, including a U.S. person, the Senate
bill defined “agent of a foreign power™ to include, inter alia, persons

" who knowingly engage in activities in furtherance of sabotage or ter-

rorism for or on behalf of a foreign power; and persons who conspire
with any person knowing that such person is engaged in specified
activities. '
The House amendments defined “agent of a foreign power”, with
respect to persons other than U.S. persons, to include persons who act
in the United States as officers, members, or employees of foreign
powers; and certain persons who act for or on behalf of foreign-

" powers; which engage in clandestine intelligence activities in the

United- States contrary to the interests of the United States. With re-

-spect to any person, including a U.S. person, the House amendment'

defined “agent of a foreign power” to include, inter alia, persons who
knowingly engage in activities that are in preparation for sabotage or
international terrorism for or on behalf of a foreign power; and per-
sons who knowingly conspire with any person to engage in specified -

activities,

The conference substitute adopts the House definition except that the
definition with respeéct to persons other than T.S. persons includes
members of groups engaged in international terrorist activities -or
activities in preparation therefor, rather than members of any foreign .-
power. The conferees agree that surveillance of non-resident aliéns who

. act as members of international terrorist groups may be necessary:

The conferees note that a member of an international terrorist group
will most likely not identify himself as such upon entering the United
States, as would an officer or employee of a foreign power. In the latter
instance;-a-¢opy of the person’s visa- application will usually suffice to

show that he'is acting in the United States as an officer or employee
of a foreign power. However, in the case of a member of an interna- = ":

tional terrorist group, the government-will most likely have to rely
on more circumstantial evidence, such as concealment of onels true

~identity or affiliation with the group, or other facts and circumstances.
“indicate that such person is in the United States for'the purpose of -

furthering terrorist.activities. The conferees also agree that the “prepa-

“ration” standard for surveillance of U.S. persons does not mean prepa-.

ration for a specific violent act, but for activities that involve violent:

‘acts. It may reasonable be interpreted to cover providing the personnel,

training, funding or other means for the commission of acts.of inter-
national terrorism. It also permits surveillance at some point before

4 1.8.Cong. & Adm.News '78—33 4049
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the dangers sought to be prevented actually occur. The remaining
House provisions improve the clarity of the definition.
..,  DEFINITION OF “INTERNATIONAL TERRORISM" = ©
The Senate bill defined “terrorism” as activities which are violent
acts or an act dangérous to human life. which would be criminal under
- the laws of the United States or of any State ifcommitted within its
jurisdiction ; and appear intended'to achieve certain ends. :
HSRHON; ahd appea [page 21] :

.. The House amendments defined “international terrorism® as activi-
ties that involve violent acts or acts dangerous to human life or prop-
erty that -are or may be'a violation of the criminal laws of the United:

States or-of any State, or that might involve a ¢riminal violation if
‘committed within the jurisdiction of the United States or any State.
In addition to the apparent-intent to achieve certain ends, the defini-
tion required that such acts occur totally outside the United States, or
transcend national boundaries in certain ways. . v

The conference substitute adopts the House definition, modified to
words “or property.” The conferees agree that the violent acts covered
by the definition mean both violence to persons and grave or serious

incorporate essentially the Senafe criminal standard and to delete the

violence to property. The conferees also agree that surveillance of .

U.S. perscns whose terrorist acts transcend national boundaries in cer:

-taln ways may be necessary, but that the Senate eriminal standard is -

- more appropriate Decause domestic creanizations may be included.
The conferees believe that the House standard “may be a violation™

1s redundant because the term “preparation” in the definitions of “for-
eign power” and “agént.of a foreign power™ permits surveillance at

occur, and becatise the definition of “agent of a foreign power” permits
the surveillance of nonresident aliens who act in the United States as.
members of international terrorist groups regardless of whether or not.
such individuals may engage ini unlawful act ‘ ‘

some point before the unlawful acts sought to be prevented actually

- DEFINITION OF “‘SABOTAGE”

The Senate bill defined “sabotage™ as activities which would be pro-
hibited by title 18, United States (lode, chapter 105, if committed
against the United States.

"The House amendments defined “sabotage™ as activities that involve
or may involve a violation of chapter 105 of title 18, United States
Code, or that might involve such a violation if committed against the
United States.

The conference substitute defines “sabotage” as activities that invelve
a violation of chapter 105 of title 18, United States Code, or that would
involve such a violation if committed against the United States. The
conferees believe that the House term “may™ is redundant because the
term “preparation” in the definitions of “foreign power™ and “agent of
a foreign power” permits surveillance at some point before the viola-
tion actually occurs. -

DEFINITION OF FOREIGN INTELLIGENCE INFORMATION
The Senate bill defined “foreign intelligence information,” in part,
as “information which relates to, and if concerning a United States
person is necessary to, the ability of the United States to protect itself
against” certain defined actions, and, as “information with respect to a
foreign power or foreign territory which relates to, and if concerning
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a U.S. person is necessary to (i) the national defense or security of
the nation; or (ii) the successful conduct of the foreign affairs of the
United States.” . :
[page 22]
The House amendments deleted the words “itself” and “successful”.
The conference substitute adopts the House version.

DEFINITION OF “ELECTRONIC SURVEILLANCE”

The Senate bill’s inclusion of wire communications intercepted
within the United States in the definition of “electronic surveillance”
concluded with the words “while the communication is being trans-
mitted by wire.”

The House amendments omitted these words from the otherwise
identical provision. '

The conference substitute adopts the House definition because it
conforms with the separate definition of “wire communication® in the
House amendments and contained in the conference substitute.

DEFINITION OF “MINIMIZATION PROCEDURES”

The Senate bill defined “minimization procedures” as procedures
which are reasonably designed to minimize the acquisition and reten-
tion, and prohibit the disseminaton, of any information concerning
U.S. persons without their consent that.does relate to specified in-

" terests; and to insure that national defense or foreign affairs informa-

tion shall not be disseminated in a manner which identifies any United
States person, without such person’s consent, unless such person’s iden-
tity is necessary to understand or assess the importance of information
with respect to a foreign power or foreign territory or-such informa--
tion is otherwise publicly available. An exception cross-referenced later -
provisions allowing use of information that is evidence of a crime for
law enforcement purposes.

The House amendments-defined “minimization procedures™, with - =~

respect to electronic surveillance, as. specific procedures, which shall
be adopted by the Attorney (General, that are reasenably designed in
light of the purpose.and technique of the particular surveillance, to
minimize the acquisition, retention. and .dissemination of nonpublicly -
available information concerning unconsenting Thited States persons
consistent with the need of the United States to obtain, produce, and

- disseminate foreign intelligence information ; and procedures that re-

quire that nonpublicly available national defense or foreign affairs
information shall not be disseminated in a manner that identifies an
individual United States person, without such person’s consent, unless
such person's identity is necessaryto understand-foreign intelligence

“information, or assess its importance. A separate part of the definition

allowed for' the retention and dissemination of information that is

" evidence of a crime which has been, is being, or is about to be com-

o

mitted and that is to be rétained-or disseminated for.the purpose of

. preventing the crime or enforcing the criminal-law.-In addition, the
~definition provided that the procedures, with respect to the warrant-
" less surveillances authorized by section 102(a). require that no con-

_ "tents of ahy communication to which:a U.S. petson is a party shall be” ~
" disclosed,” disseminated.: used, or retained.for more ‘than 24 hours

unless a court order under section 105 is obtained. . . .
The conference substitute adopts the House definition, with the

* following modifications. The procedures are to be reasonably designed
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[page 23]

to minimize the acquisition and retention, and prohibit the dissemina-.

tion, of speciﬁ_edinformati_on.v he conferees agreed that the standard
for diss,'eminaftiori- should be higher than for acquisition and retention.

but that. the prohibition of dissemination should be reasonably’ de- -

signed to be consistent with the need of the United States to obtain,

produce, and dissem‘inat@foreigﬂ* intelligence information. The pro- -

cedures regarding the nationa] defense or foreign affairs information

apply to the identity of any United States person, rather than in- .
dividends only. The conferees agree that the adjectival yse of the name .
of a United .Statesvpe‘l_'son entity, such as the brand name of a product, -

available. By A“.heces.éary” the conferees do not mean that the identity

also allow: for the retention or dissemination of criminal evidence for-
law enforcement: purposes. The confereeg agree that such purposes in-
clude ‘arrest, prosecution, and other law- enforcement measures taken
for the purpose of Preventing, the crime, '
' DEFINITION OF “UNITED STATES PERSON

The Senate bill excluded corporations or associations from the def.
‘nition of “United States person’ if they also met any of the first five
definitions of “fore; £ power.” : ' :

The House amendménts limited this exclusion to the first three

definitions of foreign powers. :

he con_fgrence substitute ald_opt-s the House version. The effect is

“United States person.” This does not in any way prohibit surveil-

lance of such a group if it meets the definition of “foreign power.”

States, by intentionally targeting them. will require a court order and
a judicial determination that the group is in fact 5 foreign pover. (See
section 101 (f).( 1) of the conference substitute. )

OTHER DEFINITIONS

The Senate bill included the Canal Zone within the definition of
“United States,” and adopted by cross-reference the definitions of
“aggrieved person,” “wire communication,” “person,” “contents,” and
“State” contained in Chapter 119 of Title 18. United States Code.

The House amendments deleted the C'anal Zone from the definition
of “Ulnited States,” and adopted separate definitions of the other terms
for the Foreign Intelligence Svrveillance Act 50 as to conform to the
provisions of the Act.

he conference substitute adopts the House definitions,
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[page 24]
ACUTHORITY TO APPROVE ELECTRONIC SURVEILLANCE

The House amendments contained a provision, not found in the
Senate bill, which authorized, upon Attorney General certification,
warrantless electronic surveillances directed at communications exclu-
sively between or among “official” foreign povwers, as defined in section
101(a) (1). (2), or (8), or directed at acquiring technical intelligence
rom property or premises under the open and exclusive control of such
foreign powers. These surveillances were to be conducted under mini-
mization procedures promulgated by the Attorney General which met
the definition contained in section 101(h) and which were reported to
the Intelligence Committees at least 30 days prior to their effective
date. Section 101(h) (4) of the Honse amendments also stated that
such procedures must require that no contents of any communication
of a United States person acquired from a surveillance authorized by
section 102(a) could be disclosed, disseminated. used, or retained for
longer than 24 hours unless a court order was obtained. '
The conference substitute adopts the House provision with the fol-
lowing modifications. '
The authority for warrantless surveillance of communications of

“official” foreign powers is modified to require that the surveillance

be solely directed at the acquisition of the contents of communications
transmitted by means of communication used exclusivel y between or
among “official” foreign powers. This change excludes the targeting of
lines or channels of communications that ave -used both by foreign
powers and by other persons. This is intended to make entirely clear
what was intended by the original House language.: -

-\ provision is added requiring the. Xttorneyv (General to certify that
there is no substantial likelihood that the surveillance will acquire the
contents of any communication to which a United States person is a
party. This more accurately expresses the intent of the original Flouse
language. ' : '

Another requirement is added that the Attorney (General.assess com-
pliance with the minimization procedures and report such assessments
to the Intelligence Committees under the provisions of section 108(a). -
While the conferees did not retain the original House language of
108(b) requiring the. intelligénce comniittees to review all electronic
surveillance. the conference substitute requires that the Attorney (Gén-

‘eral report compliance with miniimization procedures under section

102(a) to the committees so that they may assure themselves that
minimization is properly condueted in this aved where judicial review

- of minimizatien<loes not-oceur.

- Finally, a provision is added to requiré. the :\ttoiney General im- -

- mediately to transmit under seal to the coutt established under section
+103(a) a copy of his certification. This provision also requires that

such certification be maintained under security measures established
by-the Chief Justice with the concurrencé. of the -Attornev (Genéral
and remain sealed, unlessan application forw court-order with respect

' to the surveillance is made uncler secfion 101(1) (4) or the certification-

‘18 necessarv to <letermine the lewalits of the snrveillance under section’

- 106(£), This provision was added to, vrovide apnrovriate executive -
~branch accountability for these surveillances nnder the provisions of
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. " [page 25]
section 102(a) consistent iwith the Senate preference for gréater

judicialinvolvement. - . S . -

. The conferees intend that both the Chief. Justice and the Attorney
General shall approve the security measure under which the sealed
certifications are to be- stored.Such measures may differ from those
established under section 103 (c) so as to take account of the greater
sensitivity of the certifications: No court shall ‘have jurisdiction to
order that the sealed certification be unsealed for examination or re-

view except in two circumstances: Tf an application for a court order -

with respect to the surveillance is made under section 101 (h) (4). the
judge to whom the application is made.may examine the certification
authorizing the surveillance. If a T7.S. district court determines under
the procedures of section 106( f) chat the certification is necessary to
determine the legality of the surveillance, the court may order that the
certification be unsealed for review by the court. Sucli court order is
final and binding, and therefore appealable by the Government, under
section 106 (h). o

The eonferees do not intend by this provision to authorize the Attor-
ney General to direct electronic surveillance against a line or channel
of communication substantially likely to carry conversations or mes-
sages of U.S. persons. The surveillance is not to be directed at any
individual, even an agent of a- foreign power. Instead. it may be di-
rected only at “official” foreign powers themselves, that 1§, the commu-
nications of the foreign power or the property or premises of the
foreign power. The Attorney General must certify that the surveillance
is directed solely at communications of foreign powers, or at property
or premises of foreign powers. He cannot make this certification if the

surveillance is directed at an individual, or an agent of a foreign power,

rather than at the foreign power itself. A court order 1s required for
any surveillance that is directed at an individual, rather than at the
communications, property, or premises of a foreign power.

The provision regarding communications “exclusively between or
among” official foreign powers only empowers the Attorney General to
authorize surveillances of those lines or channels of communications
used by foreign powers exclusively to communicate among or between
themselves. Since it is not foreseeable that 1.8, persons would make use
of such lines or channels of communications, the conferees have no rea-
son to expect that the conversations or messages of U.S. persons will be
subject to acquisition through a surveillance authorized under this
susbection. Additional protection is provided by section 101(h) (4)
which requires, in the highly unlikely event of such acquisition, that
any communication of a U.S. person be destroyed within 24 hours
unless its retention is authorized by a court order. The conferees 4o not
intend that this provision permit the Attorney General to authorize
the surveillance of a line or channel of communication substantially
likely to be used by U.S. persons on the theory that the surveillance is
to be limited to a period of time when such line or channel is used exclu-
sively for communications among or between “official? foreign powers.
. The conferees do not intend the term “technical intelligence” to
Include spoken communications of individuals. Thus a surveillance
that is directed solely at the acquisition of technical intelligence from
property or premises under the open and exclusive control of an
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(page 26]

“official” foreign power does not include a surveillance intended to
acquire spoken communications, whether or not passed telephonically.
Further, the conferees intend that the acquisition of technical intelli-
gence shall not include the use of a surveillance device for monitoring
property or premises to observe individual United States persons.

Section 102(b) of the House amendments included language, not
appearing in the Senate bill, that authorized the approval of elec-
tronic surveillance applications “notwithstanding any other law.”

The conference substitute adopts the House version. The words
“notwithstanding any other law” are intended to make it clear that
electronic surveillance may be approved notwithstanding any other
statute, such as section 1251 of title 28, United States Code, which
grants the Supreme Court exclusive original jurisdiction over all ac-
tions against ambassadors of foreign states, or any treaty or inter-
national agreement.

.DESIGNATION OF JUDGES

The Senate bill provided that the Chief Justice should publicly
designate seven district judges constituting a special court with juris-
diction to hear applications for and grant orders approving electrontic
surveillance ariywhere within the United States; and three additional
judges from the United States district courts or courts of appeals to
comprise a special court of review with jurisdiction.to review the
denial of application. Provisions were also made for written state-
ments of reasons for decisions denying applications and for Supreme
Court review of decisions of the court of review denying applications.
Proceedings were to be conducted as expeditiously as possible, and the
record of proceedings was to be sealed and maintained under security
measures established' by the Chief Justice in consultation with the
Attorney General and the Director of Central Intelligence. The des-
ignated judges were to serve staggered, 7-year terms, and were not
eligible for redesignation.: - ' - N

The House amendments provided that the U.S. district courts should
have jurisdiction to receive application and issue orders for electronic
surveillance. Proceedings were to be conducted as expeditiously as
possible. If an application was denied, the court was to record the
reasons for that denial and, upon the motion of the applicant, such
reasons were to be transmitted under seal to the U.S. court of appeals.

The conference substitute adopts a compromise provision which
grants nationwide jurisdiction to a court composed of seven judges
publicly designated by the Chief Justice from seven different judicial
circuits, who will exercise the jurisdiction granted to the court under
this Act. Further, the Chief Justice shall designate three judges from
the judges of,the United ‘States district courts or courts of appeals
who shall constitute a court of review. : D '

The conferees intend that the court shall sit continuously in the
District of :Columbia. that the designated judges shall serve.by rota-.
tion determined by the ‘Chief Justice, that they may be assigned to

other judicial duties in the District of Columbia which are not incon--
-sistent with their duties under this Act, and that more than one judge
- shall be available at all times to: perform the duties required by this
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Act. The conferees expect that the Chief J ustice will consult with the
chief judges of the judicial circuits 'in’making'designatvions of judges
under this:section.. = o ST SO .
The conference substitute is othervise the same as the Senate pro-
vision, except that the requirement for sealing records is deleted. The
conferees agree that the designated judges should have an opportunity
to exaniine; when appropriate, the applications, orders, and statements
of reasons for decisions in other cases. The conferees also agree that,
the security measures to be established by the Chief J ustice shall in-
clude such document, physical, personnel, or commuriications security
Ineasures as are necessary to protect information concerning proceed-
ings under this Act from unauthorized disclosure. Such measures may
also include the use of secure premises provided ‘by the executive
branch to hear an application and the employment of executive branch
personnel-to provide clerical and administrative assistance.

CONTENTS OF APPLICATION

The Senate bill required that the application state the facilities or
place at which the surveillance is directed and whether physical entry
1s required. If the- target is an ‘“official” foreign power the Senate bill
required no detailed statement of the nature of the information sought,
but only a designation of the type of information’ according to the

categories of the definition of “foreign intelligence information”; and -

no statement of the means of surveillance, except for a designation of

the type of electronic surveillance actording to the categories of the A

definition and whether physical entry is required. - ,
The House amendments required the application to state “each of”
the facilities or places. at which the surveillance is directed. but not

and minimization procedures applying to each device whenever multi-
ple devices are used. If the target is an “official” foreign power, the
House amendments required that the application contain such infor-
mation about the surveillance techniques and communications or other
information concerning United States persons likely to be obtained as
may be necessary to assess the proposed minimization procedures.
The conference substitute adopts the House provisions requiring
the application to state “each of” the facilities and the coverage an
minimization procedures where multiple devices are used. It is con-
templated that separate minimization procedures will be required for
each device only where the placement or coverage of each device raises

The conference substitute also adopts the provision of the House
amendments requiring, in the case of “official” foreign powers, that
the application contain information about the surveillance techniques
and communications or other information concerning United States
persons likely to be pbtained as may be necessary to assess the proposed
minimization procedures. . " -
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CONTENTS OF CERTIFICATION

The Senate bill required a certification by the Assistant to the Presi-
dent for National Security Affairs or an executive branch official ap-
pointed by the President with the advice and consent of the Senate.
The certification was to include a statement of the duration of surveil-’
lance of an “official” foreign power.

The House amendments required a certification by the Assistant to
the President for National Security Affairs and an executive branch
official appointed by the President with the advice and consent of the
Senate. The certification would not include a statement of the duration
of surveillance of an “official” foreign power.

The conference adopts the Senate provision regarding certification
by the Assistant to the President. and deletes from the certification the -
statement of duration of surveillance of an “official” foreign power.
The conferees agree that the Director of the Federal Bureau of Inves-
tigation, who is appointed by the President with the advice and con-

-~ sent of the Senate, should not have to secure a certification from a
- - White House offigial before obtaining the Attorney General’s approval.
Such a procedure could result in harmful delay in an emergency situa-

tion. The conferees also agree that the application itself is sufficient for
the statement of duration. '

JUDICIAL FINDINGS

Both the Senate bill and the House amendments contained a proviso .

insuring that protected First Amendment activities could not be the

sole basis for approving a surveillance targeted against a United States
person. - : - .

The Senate bill placed this proviso in the definition of “agent of a
foreign power.” The House amendments placéd it in section 105 (a),
dealing with judicial findings, and extended 1its coverage to “foreign |
powers” as well as “agents of a foreign power” because groups com-
posed substantially of U.S. persons can be considered foreign powers.
The House version has been adopted. :

CONTENTS OF ORDER

The Senate bill contained provisions generally paralleling its' re-
: quirements ‘for the contents of an application, ‘including  whether
> physical entry will be required; and a provision permitting the judge
. to direct.a communications carrier or other person to provide all in-
" ‘formation, facilitiesssor ¥éthnical assistance: necessary to accomplish
rthe electronic ‘:fsuz"fv"'eil-lance “In_such a manner as will protect its

ecrecy.” . . a3

i+ The House ameéndments contained provisions generally paralleling
% their requirements for the contents of an application, and a similar
© provision regarding assistance which required that it be furnished
“unobtrusivély and in such a manner as will protect its secrecy.”

- The conference substitute adopts the House provisions generally -
paralleling the requirements for the contents of an application, the
~ % Senate provision‘regarding physical entry, and the Senate provision

" regardingassistance which omits the words “unobtrusively and.” The
i~ conferees note that this is a change in wording from a similar provi-
% sion in chapter 119 of title 18, United States Code. The change is in-
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‘tended to emphasize the increased sensitivity of the surveillances cons:

~ ducted under the F oreign Intelligence Surveillance Act and- the cor-

responding need to maintain secrecy. However, the nature and scope

of such assistance is intended to be 1dentical to that which may be di

rected under section 2518 (4).(e) of chapter 119..

‘EXTENSIONS °

The Senate bill required 90—d.av extensions for all surveillances, ex-

cept for I-year surveillances of “official™ foreign powers. It provided
that'tlie judge may require the applicant to submit information, ob-.
tained pursuant.to the original order or any previous extensions, as

may be necessar

mization procedures,

The House amendments required 90-day exténsions for all sur: :-

veillances, except for 1-year surveillances of “official” foreign powers
and 1-year extensions for the other categories of foreign power if

_the judge found probable cause to believe that no communication of
any individual U.S. person would be acquired during the period, The™
House amendments included no provision specifically allowing the:

judge to require submission of previously obtained information. The

House amendments also provided that, at the end of the period-of time
_Tor which electronic surveillance  was approved by an order or an -
extension, the judge may assess compliance with the minimization
- procedures by reviewing the circumstances under which informa- .
“tion concerning United Statés persons was acquired, retained, or o
disseminated. o : ) ’ o

The conference substitute adopts the House p’i-oviéions, with the
following modifications. One-year extensions are not authorized for
the internationa] terrorist group category of foreign powers, if the

group is a United States person. In addition, the judge may assess com-
pliance with the minimization procedures at or before the end of the

order or an extension. _

Finally, the conferees believe that the Senate provision allowing
the judge to require submission of previously obtained information is
redundant, in view of the authority already granted to the judge in
section 104(d) to require the applicant to furnish such other informa-
tion as may be necessary to make the determinations required for
granting-an extension.

EMERGENCY STRVEILLANCE

The Senate bill prohibited any use of information concerning
United States persons that might be acquired from an emergency sur-
veillance that a judge did not subsequently approve, except where the
information indicates a threat of death or serious bodily harm to any
person. ,

The House amendments contained g comparable provision, with an
exception if the information may indicate a threat of death or serious
Lodily harm to any person. ;

e conference substitute adopts the Senate provision which omits
the word “may.” The conferees agree that an exception for any indi-
cation of such a threat is sufficient.
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TESTING, DETECTION, AND TRAINING AUTHORITY

The Senate bill provided authority for the testing of electronic sur-
veillance equipment and the detection of unlawful electronic sur-
veillance. The testing provision required the approval of the Attorney
General for tests extending beyond a period of 90 days.

The House amendments provided comparable testing and detection
authority, with the addition of certain safeguards but deletion of the
requirement of Attorney General approval for tests extending beyond
90 days. The House amendments also added a provision, not contained
in the Senate bill, to provide authority for the training of personnel
when such testing as may be authorized by the Attorney General does

not provide sufficient opportunities for training. ‘

The conference substitute adopts the House provisions, with the
addition of the Senate requirement of approval of the Attorney Gen-
eral for tests exceeding 90 days. The conferees agree that this require-
ment shall result in Attorney General approval of testing which ex-
tends or will extend beyond a period of 90 days. The approval shall
be for specified periods of time; and If these periods are exceeded, new

_approval shall be sought.

RECORDS RETENTION

The House amendments included a provision, not contained in the

‘Senate bill, that certifications of the Attorney General and applica-

tions and orders shall be retained for a period of 10 years and stored

. at the direction of the Attorney General under $ecurity procedures ap-
- proved by the Directdr of Central Intelligence.. -

_The conference substitute retains the provision for 10 year reten-
tion for oversight purposes, but does not Tequire that storage be at the
direction of the Attorney General because such.-document security .-

_‘measures as are appropriate under section 103 (c) for applications and
*‘orders will be established by the Chief Justice in consultation with =
‘the Attorney General and the Director of Central Intelligence. Stor- "~
+ age of certifications made under section 102 (a) will be-at the direction = =

"'of the Attorney General except as otherwise provided ih section " T

10T g 102(a) (3).
the judge 10 - o
-her informa-

1 " AUTHORITY TO- USE INFORMATION
required. for - E

The Senate bill authorized use and disclosure of information con-
cerning U.S. persons only for purposes specified in the definition: of
“minimization procedures” and in accordance with the minimization .
procedures, or for the enforcement of the criminal law if its use out-

. weighs the possible harm to the national security. = -
The House amendments authorized use and disclostire of informa-
- tion concerning United States persons only in accordance with the
" minimization procedures. o S -
"~ The conference substitute adopts the “House provisions. The con-

" ferees agree that these provisions are appropriate in view of the defini-
tion of “minimization procedures” in the conference substitute. The ..
conferees believe that, even without a statutory requirement, there will:
be an appropriate weighing of criminal law enforcement needs against:
possible harm to the national security. o ‘ ' o
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NOTICE OF USE OF INFORMATION IN LEGAL PROCEEDINGS

The Senate bill provided for mnotification to the court when in-
formation derived from electronic surveillance is to be used in legal
proceedings. S B o
. The House amendments'contained a comparable provision and also
" a provision, not contained in the Senate bill. requiring notice to the
aggrieved person. The House amendments also contained a separate

section relating to use by State or local authorities requiring noticeto

the Attorney General.

The conference substitute a'do“‘p'ts ‘the” House 15rovisions. The con-

- ferees agree that notiee should be-given to the aggriéved person as soon
as possible, so as to allow for the disposition of any motions concern-
ing evidence derived from electronic surveillance. The conferees also
agree that the Attorney General should at all times be able to assess
whether and to what extent the use of information made available by
the Government to a State or local authority will be used.

SUPPRESSION MOTIONS

The Senate bill provided for motions to suppress the contents of any
communication acquired by electronic surveillance, orevidence derived
" therefrom. S ‘ . o o

The House amendments provided for motions to suppress the evi-
dence obtained or derived from electronic surveillance. -

The conference substitute adopts the House provision. The conferees
agree that the broader term “evidence” should be used because it in-
cludes both the contents of communications and other information ob-

~tained or derived from electronic surveillance.

IN CAMERA PROCEDURE FOR DETERMIN ING LEGALITY

The Senate bill provided a single procedure for determining the
legality of electronic surveillance in a subsequent in camera and ex
parte proceeding, if the Government by affidavit asserts that disclosure
or an adversary hearing would harm the national security of the
United States. The Senate bill also provided that, in making this deter-
mination, the court should disclose to the aggrieved person materials
relating to the surveillance only where such disclosure is necessary to

" make an accurate determination of the legality of the surveillance.

The House amendments provided two separate procedures for deter-
mining the legality of electronic surveillance, if the Attorney General
files an affidavit under oath that disclosure would harm the national
security of the United States or compromise foreign intelligence
sources and methods. In criminal cases, there would be an in camera
proceeding; and the court might disclose to the aggrieved person, under
appropriate security procedures and protective orders, materials relat-
ing to the surveillance if there were a reasonable question as to the
legality of the suveillance and if disclosure would likely promote a
more accurate determination of such legality, or if disclosure would
not harm the national security. In civil suits, there would be an in
camera and ex parte proceeding before a court of appeals; and the
court would disclose, under appropriate security procedures and pro-
tective orders, to the aggrieved person or his attorney materials relat-
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ing to the surveillance only if necessary to afford due process to the
aggrieved person. The House amendments also.provided that orders
regarding legality or disclosure would be final and binding.

The conference substitute essentially adopts the Sénate provisions,
with technical changes and the following modifications. The in camera
and ex parte proceeding is invoked if the Attorney General files an
affidavit under oath. All orders regarding legality and disclosure shall
be final and binding only where the rulings are against the
Government. . A

The conference substitute adds the words “requiring review or” to
the provision making orders final and binding. This change clarifies
the intent of the House provision in conformity with section 102(a).
The conferees intend that a determination by a district court that re-
view of a certification by the Attorney General under section 102(a)
is necessary to determine the legality of the surveillance shall be con-
sidered a final and binding order and thus appealable by the Govern-
ment before the court reviews the certification. The court may order
that the certification be unsealed for review if such review is neces-
sary to determine the legality of the surveillance.

The conferees agree that an in camera and ex parte proceeding is
appropriate for determining the lawfulness of electronic surveillance
in both criminal and civil cases. The conferees also agree that the
standard for disclosure in the Senate bill adequately protects the rights
of the aggrieved person, and that the provision for security measures
and protective orders ensures adequate protection of national security

interests. v :
S UNITENTIONAL RADIO ACQUISITION

The Senate bill prohibited any use of the contents of unintentionally
acquired domestic radio communications, if there is. a reasonable ex-
.pectation of privacy and a warrant would be required for law enforce-
ment purposes, except where the contents indicate a threat of death

The House -amendments contained a comparable provision, with an
exception if the contents may indicate a threat of death or serious.
bodily harm to any person. : 4

The conference substitute adopts the Senate provision which omits
the word “may.” The conferees agree that an exception for any in- -
dication of such a threat is sufficient. : '

CONGRESSIONAL O\’ERSIGHT

The Senate bill“and the House amendiments both require -the At- -

‘torney General, on'a semiannual basis, to fully inform the intelligence

committees of each House concerning all electronic surveillance under

the act. .

" The Senate bill also stated that “nothing in this chapter shall be

‘deemed to limit the authority and responsibility of the appropriate -

committees of each House of Congress to obtain such information as

they may need to carry out their respective functions and duties.”

_ The. House amendments limited this reservation to the respective
intelligence committees. The conference substitute adopts the Senate
version. E . _ , .
Section 2528(b) of the Senate bill required the Senate Intelligence
Committee to report annually to the Senate on the implementation of
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- the act, with recommendations as-to whether.it should be amended or. -

repealed. The House amendments contailied no similar provision.
Section. 108 (b)- of. the House amendments required ‘the respective

intelligence committees when, through review of the information pro-
vided by the Attorney General, they determined that'a surveillance of.

a U.S. person produced no foreign intelligence information and the
national security would not be harmed, to notify the target of such
surveillance. . . S e
The conference substitute adopts a modified version of the Senate
provision, requiring an annual review for only five'years; and deletes
the House-provision. | - U :
Pursuanst to the resolutions establishing each; both'the Senate Se-
lect Committee on Intelligence and the House Permanent Select Com-
mittee on Intelligence, currently ‘possess the authority granted in the
deleted House provision. However, it may be appropriate to further
delineate the authority in separate legislation, The conferees expect
that the annual reviews to be conducted by the respective intelligence
committees will fully examine this issue. ST '

CRIMINAL PENALTIES * .7

The Senate bill provided; by confonnin_g'arﬁe’ndment ‘to title 18. .
.United States Code, for criminal penalties for any person who, under

color of law, willfully engages in electronic surveillance except-as pro-
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vided inthis bill; for any person who willfully discloses, or-endeavors
to disclose, to any other person information obtained under color of law
by electronic surveillance, knowing or having reason-to know that the
information was obtained through unlawful electronic surveillance:

and for any person who willfully uses, or endeavors to use, informa- .

- tion obtained through unlawful electronic surveillance.

The House amendments provided for separate criminal penalties in
this act, rather than by conforming -amendment to title 18, for any
person who intentionally engages in electronic surveillance under color
of law except as authorized by statute. A defense was provided for a
defendant who was a law enforcement or investigative officer engaged
in the course of his official duties and the electronic surveillance was
authorized by and conducted pursuant to a scarch warrant or court
order of a court of competent jurisdiction.

The conference substitute adopts the House provision mwodified to
add the Senate criminal penalty for any person who discloses or uses
information obtained under color of law by electronic surveillance,
knowing or having reason to kriow that the information was obtained
through electronic surveillance not authorized by statute. The con-
ferees agree that the criminal penalties for intelligence agents under
this Act should be essentially the same as for law enforcement officers
under title 18,

CIVIL LIABILITY ’

The Senate bill provided, by conforming amendment to title 18.
United States Code, that any person other than a foreign power or an
agent of a foreign power (as defined with respect to officers or em-
ployees of foreign powers and certain other nonresident aliens) who
has been subject to electronic surveillance, or about whom information
has been disclosed or used, in violation of the criminal penalty pro-

4062

COmpE -
“"The .-
furthe -
comm’ -
such ¢ :
emplo
The
ing th
tronic
foreig:
days f«
The.
tion of
wartin
of this
in effec
would
House

The
ing law
in the
for viol

The -
ments,
provisic
under t!
clude “i



1cled or
;101

‘pective
on pro-
ance of
wnd the
»>f such

Senate
deletes

.ate Se-
2t, Com-
1 in the
further.
; expect
1ligence

“ritle 18.:
- ypunder .

* as pro-

-1 ;deavors.
noroflaw
~.»illances

-~ nforma-

. altiesdi
.,:,‘.for any.

Jler color .

" ied fora. .

engaged .

- .Anee Was -

FOREIGN INTELLIGENCE
P.L. 95-511 -
(page 34]
visicans, should have a civil cause of action against any person who so
acted. . .

The House amendments provided for separate civil liability under
this act, rather than by conforming amendment to title 18. Any person
other than a foreign power or an agent of a foreign power (as defined
with respect to officers. members, or employees of a foreign power)
who has been subjected to an electronic surveillance or whose com-
munication has been disseminated or used in violation of the criminal
penalty provisions was granted a cause of action against any person
who committed such violation.

The conference substitute adopts the House provision, modified to
grant a cause of action to any aggrieved person about whom informa-
tion has been disclosed or used in violation of the criminal penalty
provisions. The conferees agree that the civil liability of intelligence
agents under this act should coincide with the criminal liability. The
conferees also agree that the House provisions regarding suits by
certain nonresident aliens would have the same practical effect as the
Senate provision.

AUTHORIZATION DURING TIME OF WAR

The House amendments contained a provision which would allow
the President to authorize electronic surveillance for periods up to a
year during time of war. declared by Congress. The Senate bill had no
comparable provision. I '

The conference substitute retains the House language but adds the
further requirement that the Attorney General inform the intelligence
committees of the facts and circumstances giving rise to the need for
such authority, the scope of such-authority, and the standards to be
employed in exercising such authority. :

The conference substitute adopts a compromise provision authoriz- .
ing the President, through the Attorney General, to authorize elec-
tronic surveillance without a court order under-this title to acquire
foreign intelligence information for a period not to exceed 15 calendar
days following a declaration of war by the Congress. :

The conferees intend that this period will allow time for considera-
tion of any amendment to this act that may be appropriate during a
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wartime emergency. The conferees also intend that all other provisions
of this act not pertaining to the court order requirement shall remain
in effect during this period. The conferees expect that such amendment
would be reported with récemmendatiens within 7 days-and thateach

-House would vete-onthe amendment within 7 days thereafter.

CONFORMING. AMENDMENTS

The Senate bill contained certain conforming amendments to exist-
ing law, including a provision regarding assistance by common carriers
for violations. - S C o

The House amendments deleted-several of the conforming amend-

in-the conduct of electronic.surveillance that imposed civil liability )

- ments, and expanded the class of -persons -who are covered by the

provision regarding assistance in the conduct of electronic surveillance
under this bill and chapter 119 of title 18, United States Code, to in-
clude “landlords, custodians, and other persons.” This provision pro-
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vided for notice to the Attorney General or other appropriate official
when or if any person who 1s ordered to provide assistance to the
Government in conducting €lectronic surveillance is-required by legal
process to- disclose the fact of such assistance, It also. afforded civil
immunity to any person who provides such assistance in accordance
-with a court order or Attorney General certificate. . L
The conference substitute adopts the House: provisions, with the
addition of the Senste provision imposing civil liability upon a com-
mon carrier which provides assistance without -a court sorder or
Attorney General certificate. Deletion of certain conforming -amend-
ments is consistent with the decision of the conferees not to.place the

billin title 18,United States Code.
EXCLUSIVE MEANS FOR ELECTRONIC SURVEILLANCE
The Senate bill prdifided that the procedures in this bill and in

chapter 119 of title 18, United States Code, shall be the exclusive means
. by which electronic surveillance. as defined in this bill, and the inter-

. ception of domestic wire and oral communications may. be conducted.

The House amendments provided that the procedures in this bill
and in chapter 119 of title 18, United States Code, shall be the exclusive
statutory means by which électronic surveillance as defined in this bill

and the interception of domestic wire and oral communications may be

. conducted.

The conference substitute adopts the Senate provision which omits
the word “statutory.” The conferees agree that the establishment by
this act of exclusive means by which the President may conduct elec-
tronic surveillance does not foreclose a different decision by: the Su-

“ preme Court. The intent of the conferees is to apply the standard set
forth in Justice Jackson’s concurring opinionin the Steel Seizure
Case: “When a President takes measures incompatible with the express
or implied will of Congress, his power is at the lowest ebb, for then
he can rely only upon his own Constitutional power minus any Con-
stitutional power of Congress over the matter.” ¥. oungstown Sheet and
T'wbe Co.v. Smwyer, 343 U.S. 579, 637 (1952)

Epwarp P. BoLanb,

Morean F. Murrry,

R. L. Mazzoi,

Perer W. Robino,

Roserr W. KasTENMEIER,
Managers on the Part of the House.

Epwarp M. Kexnepy,

JAMES ABOUREZE,

Howarp M. METZENBAUM,

Bircr Bays,

JoE Bmex,

RoBerT MoReaN,

By HarHAwAy,

StroM THURMOND,

JAKE GARN,

Crarves McC. MaTias, Jr.,
Managers on the Part of the Senate.

1. 72 8.Ct. 863, 96 L.Ed. 1153.
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