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Introduction

This document describes all issues deferred during work on the SAML V1.0 standard and any
new issues that were raised during the SAML V1.1 effort. These issues have been raised on the
SSTC mailing lists, in conference calls, and in other venues. The SAML V1.0 issues list is
available at [ISSUES-1.0]. All issues in this document are deferred or closed. All deferred issues
will be reviewed during the SAML V2.0 effort.

1.1 Notation

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD?”,
“SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be
interpreted as described in [RFC2119].

Each issue includes the following information:

e ISSUE: [Category-Issue Number: Short name]

e Source: Location where the issue was initially raised (e.g. V1.0 Deferred Issue)

e Champion: None

e Status: Date - Decision

e Description: Long description of the issue

¢ Resolution Alternatives: With optional editor resolution
The following “Category” codes are defined for the issues:

e UC —Use Case issues

e DS - Design issues

e MS — Miscellaneous issues

The issues within each category are grouped according to general areas of concern. The "Issue
Number" is thus specified as "group-nn", where “group” identifies the area group, and “nn” is the
issue # within the group. To avoid reusing issue numbers from V1.0 issues that were closed and
thus don'’t appear in this document, the higest issue number used within each group in the V1.0

Issues List [ISSUES-1.0] is listed at the beginning of the group section in this document.

To make reading this document easier, the following convention has been adopted for shading
sections in various colors. Modified text in updated sections of the current document revision is
displayed in red font.

Gray sections indicate issues closed or deferred in previous revisions of this document.
Blue sections indicate issues closed or deferred in the current revision of this document.

Yellow sections indicate issues recently created or modified or that are actively being
debated.

Other open issues are not marked, i.e. left white.
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2 Use Case Issues

2.0 Group 0: Document Format & Strategy

Highest V1.0 Issue Number: UC-0-03
No deferred or new issues.

2.1 Group 1: Single Sign-on Push and Pull Variations
Highest V1.0 Issue Number: UC-1-14

2.1.1 ISSUE:[UC-1-05:FirstContact]

Source: V1.0 Deferred Issue
Champion: None
Status: 25-Jun-2003 — Propose closing this issue.

Status: 29-Jan-2002 — Deferred by vote. Discussions at F2F#4 established that SAML 1.0
partially meets this requirement, but does not provide everything TC members could envisage.

Status: F2F #2 — Closed by explicit vote, Option 2 carries, however see UC-1-14

Description: A variation on the single sign on use case that has been proposed is one where the
Web user goes directly to the destination Web site without authenticating with a definitive
authority first.

[25-Jun-2003] Destination Site First use cases were again explored during V1.1. The Liberty
Alliance’s Liberty 1.1 ID Federation Framework provides use cases for this area. Now that the
Liberty 1.1 ID-FF specifications have been contributed to the SSTC for our V2.0 effort, the
committee should use the Liberty use cases and thus this issue can be closed.

[Text Removed to Archive]

Resolution Alternatives:
1. Add this use case scenario to the use case document.
2. Do not add this use case scenario to the use case document.
3. Address this issue using the Liberty use cases.

2.1.2 DEFERRED ISSUE:[UC-1-14:
NoPassThruAuthnimpactsPEP2PDP]

Source: V1.0 Deferred Issue
Champion: None

Status: 5-Feb-2002 — Deferred by vote — Previously closed on 15-May-2002 telcon. Option 2
carries

Description: Stephen Farrell has argued that dropping PassThruAuthN prevents standardization
of important functionality in a commonly used configuration.

The counter argument is the technical difficulty of implementing this capability, especially when
both username/password and PKI AuthN must be supported.

Resolution Alternatives:
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2.2 Group 2: B2B Scenario Variations
Highest V1.0 Issue Number: UC-2-08

2.3 Group 3: Sessions

Highest V1.0 Issue Number: UC-3-09

[At F2F #2, it was agreed to charter a sub group to “do the prep work to ensure that logout,
timein, and timeout will not be precluded from working with SAML later; commit to doing these
other pieces "next" after 1.0.” Therefore all the items in this section have been closed with the
notation “referred to sub group.”]

[25-Jun-2003] Some of the session requirements discussed in this group have been addressed
by the Liberty Alliance’s Liberty 1.1 ID Federation Framework. Now that the Liberty 1.1 ID-FF
specifications have been contributed to the SSTC for our V2.0 effort, the committee should
determine whether these issues need to be carried forward to V2.0.

The purpose of the issues/resolutions in this group is to provide guidance to the rest of the TC as
to the functionality required related to sessions. Some of the scenarios contain some detail about
the messages which are transferred between parties, but the intention is not to require a
particular protocol. Instead, these details are offered as a way of describing the functionality
required. It would be perfectly acceptable if the resulting specification used different messages to
accomplish the same functionality.
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2.4 Group 4: Security Services

Highest V1.0 Issue Number: UC-4-04
No deferred or new issues.

2.5 Group 5: AuthN Protocols
Highest V1.0 Issue Number: UC-5-03
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2.6 Group 6: Protocol Bindings

Highest V1.0 Issue Number: UC-6-01
No deferred or new issues.

2.7 Group 7: Enveloping vs. Enveloped

Highest V1.0 Issue Number: UC-7-02
No deferred or new issues.

2.8 Group 8: Intermediaries
Highest V1.0 Issue Number: UC-8-05
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2.9 Group 9: Privacy
Highest V1.0 Issue Number: UC-9-02

IIII‘|||I

2.10 Group 10: Framework

Highest V1.0 Issue Number: UC-10-07
No deferred or new issues.

2.11 Group 11: AuthZ Use Case

Highest V1.0 Issue Number: UC-11-01

No deferred or new issues.
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2.12 Group 12: Encryption
Highest V1.0 Issue Number: UC-12-04

2.13 Group 13: Business Requirements
Highest V1.0 Issue Number: UC-13-07

2.14 Group 14: Domain Model
Highest V1.0 Issue Number: UC-14-01
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3 Design Issues

3.1 Group 1: Naming Subjects
Highest V1.0 Issue Number: DS-1-13

3.1.1 DEFERRED ISSUE:[DS-1-02: Anonymity Technique]

Source: V1.0 Deferred Issue
Champion: None
Status: 29-Jan-2002 — Deferred by vote.
Description: How should the requirement of Anonymity of SAML assertions be met?
Resolution Alternatives:
1. Generate a new, random identified to refer to an individual for the lifetime of a session.
2. 77?

3.2 Group 2: Naming Objects

Highest V1.0 Issue Number: DS-2-02
No deferred or new issues.

3.3 Group 3: Assertion Validity
Highest V1.0 Issue Number: DS-3-03

3.3.1 CLOSED ISSUE:[DS-3-01: DoNotCache]

Source: V1.0 Deferred Issue
Champion: Hal Lockhart

Status: 25-Jun-2003 — This issue was resolved in V1.1 and Resolution Alternative 2 was
implemented.

Status: 29-Jan-2002 — Deferred by vote.

Description: It has been suggested that there should be a way in SAML to specify that an
assertion is currently valid, but should not be cached for later use. This should not depend on the
particular amount of variation between clocks in the network.

For example, a PDP may wish to indicate to a PEP that it should make a new request for every
authorization decision. For example, its policy may be subject to change at frequent and
unpredictable intervals. It would be desirable to have a SAML specified convention for doing this.
This may interact with the position taken on clock skew. For example, if SAML takes no position
on clock skew the PDP may have to set the NotAfter value to some time in the future to insure
that it is not considered expired by the PEP.

Resolution Alternatives:

1.  SAML will specify some combination of settings of the Issuelnstant and Validitylnterval to
mean that the assertion should not be cached. For example, setting all three datetime
fields to the same value could be deemed indicate this.
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3.4 Group 4: Assertion Style
Highest V1.0 Issue Number: DS-4-15

3.5 Group 5: Reference Other Assertions
Highest V1.0 Issue Number: DS-5-04
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3.6 Group 6: Attributes
Highest V1.0 Issue Number: DS-6-06

3.6.1 DEFERRED ISSUE:[DS-6-01: Nested Attributes]

3.6.2 DEFERRED ISSUE:[DS-6-04: Negative Roles]
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3.7 Group 7: Authentication Assertions
Highest V1.0 Issue Number: DS-7-06

3.8 Group 8: Authorities and Domains

Highest V1.0 Issue Number: DS-8-06
No deferred or new issues.

3.9 Group 9: Request Handling
Highest V1.0 Issue Number: DS-9-16
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3.10 Group 10: Assertion Binding

Highest V1.0 Issue Number: DS-10-01
No deferred or new issues.

3.11 Group 11: Authorization Decision Assertions
Highest V1.0 Issue Number: DS-11-08

sstc-saml-1.1-issues-draft-01 25 June 2003
Copyright © OASIS Open 2003. All Rights Reserved. Page 19 of 30

Colors: Gray Blue Yellow



651
652

653
654
655
656

657
658
659

660
661
662

663
664
665

666
667
668

669
670

671
672

673

674
675

676

677
678
679
680
681
682
683
684

685

686
687
688

689
690

3.12 Group 12: Attribute Assertions
Highest V1.0 Issue Number: DS-12-08
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3.13 Group 13: Dynamic Sessions
Highest V1.0 Issue Number: DS-13-01

3.14 Group 14:General — Multiple Message Types
Highest V1.0 Issue Number: DS-14-20
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to see it restricted to an optional single occurrence, or alternatively, | would like to have its
semantics explained when multiple occurrences are used. This can be listed as a separate issue
if you like.

http://lists.oasis-open.org/archives/security-services/200201/msg00265.html
Resolution Alternatives: 7?77

3.14.3 CLOSED ISSUE:[DS-14-15: Version Synchronization]

Source: V1.0 Deferred Issue

Champion: Rob Philpott

Status: 25-Jun-2003 — This issue was resolved in V1.1
Status: 9-Apr-2002 — Deferred by vote.

Description: What is the relationship between the version of the Assertions, Requests and
Responses? Should the values always be the same or can they change independently of each
other?

Resolution Alternatives:

1. Requests and Responses each have Major/Minor version info attributes, which implies that,
in theory, they could be upgraded independently (I didn't see where this is explicitly
prohibited). If so, Line 1228-1229 should be explicit: "This document defines SAML
Assertions 1.0, SAML Request Protocol 1.0, and SAML Response Protocol 1.0".

2. If the intent is to keep the request and response protocols synchronized with a single SAML
protocol version (separate from the assertion version), then the RequestAbstractType type
(3.2.1) and the ResponseAbstractType type (3.4.1) should replace the MajorVersion and
MinorVersion attributes with a new <ProtocolVersioninfo> element defined something like:

<element name="ProtocolVersionlnfo" type="samlp:ProtocolVersionIinfoType"/>
<complexType name="ProtocolVersioninfoType">
<attribute name="MajorVersion" type="integer" use="required"/>

<attribute name="MinorVersion" type="integer" use="required"/>
</complexType>

3. If the intent is to keep the version info synchronized for assertions, request protocol, and
response protocol, then we could use the following in the <assertion> element (2.3.3) and the
request/response abstract types could include the <VersionInfo> element:

<element name="VersionInfo" type="saml: VersionInfoType"/>
<complexType name="VersionInfoType">
<attribute name="MajorVersion" type="integer" use="required"/>
<attribute name="MinorVersion" type="integer" use="required"/>
</complexType>

The above alternatives were taken from: http://lists.oasis-open.org/archives/security-
services/200201/msg00163.html.

[25-Jun-2003] The adopted resolution in V1.1 was to clarify via specification text rather than
schema changes. The spec now requires Protocol versions in Request and Response messages
to be synchronized. Assertion versions may deviate from Protocol versions. See V1.1 spec for
details.
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3.15 Group 15: Elements Expressing Time Instants

Highest V1.0 Issue Number: DS-15-03
No deferred or new issues.
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4 Miscellaneous Issues

4.1 Group 1: Terminology

Highest V1.0 Issue Number: MS-1-03
No deferred or new issues.

4.2 Group 2: Administrative

Highest V1.0 Issue Number: MS-2-02
No deferred or new issues.

4.3 Group 3: Conformance

Highest V1.0 Issue Number: MS-3-03
No deferred or new issues.

4.4 Group 4: XMLDSIG

Highest V1.0 Issue Number: MS-4-02
No deferred or new issues.

4.5 Group 5: Bindings
Highest V1.0 Issue Number: MS-5-08

4.5.1 DEFERRED ISSUE:[MS-5-08: Publish WSDL]

Source: V1.0 Deferred Issue
Champion: Eve Maler

Status: 19-Mar-2002 — Deferred by vote. Needs more review and a decision where to publish it.
Description: Publish Irving’s WSDL for SAML 1.0, even if it is non-normative. Where? Perhaps in

Bindings doc? This is ELM-8 in:

http://lists.oasis-open.org/archives/security-services/200203/msg00042.html

Resolution Alternatives: ???
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Appendix C. Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights
that might be claimed to pertain to the implementation or use of the technology described in this
document or the extent to which any license under such rights might or might not be available;
neither does it represent that it has made any effort to identify any such rights. Information on
OASIS's procedures with respect to rights in OASIS specifications can be found at the OASIS
website. Copies of claims of rights made available for publication and any assurances of licenses
to be made available, or the result of an attempt made to obtain a general license or permission
for the use of such proprietary rights by implementors or users of this specification, can be
obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent
applications, or other proprietary rights which may cover technology that may be required to
implement this specification. Please address the information to the OASIS Executive Director.

Copyright © OASIS Open 2003. A/l Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works
that comment on or otherwise explain it or assist in its implementation may be prepared, copied,
published and distributed, in whole or in part, without restriction of any kind, provided that the
above copyright notice and this paragraph are included on all such copies and derivative works.
However, this document itself does not be modified in any way, such as by removing the
copyright notice or references to OASIS, except as needed for the purpose of developing OASIS
specifications, in which case the procedures for copyrights defined in the OASIS Intellectual
Property Rights document must be followed, or as required to translate it into languages other
than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its
SUCCessOrs or assigns.

This document and the information contained herein is provided on an “AS IS” basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE
ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.
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